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1 Introduction 
Unlike most software products, YourSafetynet boasts a highly unique and simple user manual. 

YourSafetynet utilizes an integrated interactive ‘support’ in the software. This interactive support 

was mostly proactively contributed by many companies and schools during the development of 

YourSafetynet. 

As a result installation takes just a few minutes. The information listed below is in actual fact all you 

need to know for successful installation and maintaining YourSafetynet user security.   

 

2 Installation 
YourSafetynet consists of three software components:  

1. The server software.  

Responsible for distributing new or modified settings to clients and retrieving log records. 

Should be installed on a central server, but may also be installed on a workstation acting as a 

server. Clients will continue to function when the server is (temporarily) unavailable.  

2. The client software. 

Responsible for the actual filtering. Installs itself as a local proxy on the client machine. Also 

suited for Terminal Servers. Please read the provided README for more detailed installation 

instructions. 

3. The server manager. 

For managing the settings and viewing log records. May be installed on the server, but can 

also be installed on the workstation of the sysadmin or manager. 

In the provided zip file you will find the needed installer files. You can always download the latest 

installer files from www.yoursafetynet.com/download. 

 

Please bear the following prerequisites in mind before you start. 

2.1 System requirements 
The minimum system requirements for YourSafetynet are as follows: 

 Operating system:  

o Windows XP® SP3 (only 32 bit) 

o Windows Vista® SP2 

o Windows 7® 

o Windows 8®  

o Windows Server 2003® SP2 

http://www.yoursafetynet.com/download
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o Windows Server 2008® SP2 

o Windows Server 2008® R2 

o Windows Server 2012® 

 RAM: 96 MB (minimum); 256 MB RAM (recommended)  

 Hard drive: up to 500 MB available disk space may be required (depending on the 

Components already installed) 

 Processor: 400 MHz Pentium processor or comparable (minimum); 1GHz Pentium processor 

or comparable (recommended) 

 DVD or CD-ROM drive: only required for CD installation 

 Browser: Microsoft® Internet Explorer 6 or higher, Firefox 1.6 or higher, Opera 6 or higher. 

Or a comparable web browser. 

 Internet connection: DSL, ADSL, ISDN, modem, cable modem, LAN (or any internet/IP 

connection) 

 Monitor: 800 x 600, 256 colors (minimum); 1024 x 768 with High colors, 32 bits 

(recommended) 

 

2.2 Software requirements 
YourSafetynet uses the Microsoft® .NET Framework® 3.5 SP1.  

The Microsoft .NET Framework can be automatically installed during the installation of the Server 

and Server Manager if needed. 

To reduce the client installer package’s file size, the .NET Framework is not included in that installer 

package. You can download the .NET installer from www.yoursafetynet.com/getdotnet (will redirect 

to the Microsoft download pages). 

NOTES:  

- Newer Windows versions already include the Microsoft .NET 3.5 SP1 as part of the system. 

Installation of the framework is not needed on these systems: 

o Windows Vista SP2 

o Windows 7 

o Windows Server 2008 SP2 

o Windows Server 2008 R2 

- Take special care with Windows 8 and Server 2012: You have to enable the .NET 3.5.1 feature 

in Windows before installing the client software. 

 

http://www.yoursafetynet.com/getdotnet
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2.3 Network requirements 
YourSafetynet communicates between the client and server software within the local network at 

port 35350. The machine which has YourSafetynet Server installed on it must be available at this 

port.  

YourSafetynet software also communicate with the Media Security Networks servers for license and 

update checks. If these checks keep failing for a longer period of time, the software may stop 

functioning. 

 

 

2.3.1 Firewall settings 

Please see below for an overview of potential firewall settings: 

YourSafetynetServer.exe 

 ACCEPT/IN  TCP PORT 35350 LAN  YSN Client connections 

 OUT  TCP PORT 443 INTERNET https://*.yoursafetynet.com 

YourSafetynetCore.exe (Client) 

 OUT  TCP PORT 35350 LAN  YSN Server connection 

  OUT  TCP PORT 443 INTERNET https://*.yoursafetynet.com 

YourSafetynetServerManager.exe 

  OUT  TCP PORT 35350 LAN  YSN Server connection 

 

2.3.2 Proxy settings 

The YourSafetynet client software installs itself as a local proxy on the client machine. This will 

overwrite any other (previously set) proxy settings. 

If the use of a proxy is mandatory within your organization, please make sure you have this proxy 

also set as a forward proxy in YourSafetynet. This can be done in the Server Manager under Filters  

Network.  

When a forward proxy is set, the client software will forward incoming requests to this proxy. If proxy 

authentication is required, the client will forward this transparently from the user’s web browser to 

the set forward proxy. 

Clients and Server software will also use this set proxy in their connection with the Media Security 

Networks servers for license/update checks (over HTTPS). If proxy authentication is required, please 

make sure you set special credentials for YourSafetynet to use in connections for these system 

requests (license/update checks). 
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3 YourSafetynet Server Manager 
 

3.1 Settings 
Having installed the YourSafetynet Server Manager, a shortcut is placed on the desktop (Figure 1). 

Click this to log in to the YourSafetynet server and to make your settings for the YourSafetynet 

client(s). 

 

Figure 1: YourSafetynet Server Manager shortcut 

 

3.2 Management 
Only a manager who is acquainted with the YourSafetynet account and password may change the 

existing settings. Fill in the server name of the YourSafetynet Server and your account details in the 

login screen (Figure 2) that pops up when using the YourSafetynet Server Manager. Your account 

details are the same as those used during the installation and activation of YourSafetynet. 

  

 

Figure 2: Login screen 
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3.3 Settings 
The interactive help function is under each tab of the settings screen (Figure 3), which explains all 

settings and functions step by step. 

 

Figure 3: Default Settings 

 

3.4 In-depth Explanation 
An in-depth explanation on the various settings and functions is listed under each tab (Figure 4). 

Place the cursor on the filter category or on a  ? , where an explanation or extra background 

information will appear. 
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Figure 4: In-depth  
explanation 
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3.5 Overview of the User Interfaces 
 

3.5.1 Default Settings 

 

Figure 5: Default Settings 

 

1. Security Profiles 

This lists all the Security Profiles created by the manager or linked via Active Directory. 

YourSafetynet security profiles can be directly linked to the Organizational Units or Groups in 

the Active Directory for easy management. Alternatively you can manage profiles without 

Active Directory and manually link users to a profile. 

 

2. Filters 

The unique YourSafetynet filter provides in blocking or allowing specific categories, including 

websites, games and software. With this pre-selection it is very easy for the manager to set 

up a specific set of rules for each security profile. The filter categories are updated on a 

regular basis to ensure new websites are included automatically. 
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3. Day limit 

With this setting, you can set the time that each user with this profile may spend each day on 

the Internet or Media. This prevents unlimited user access to the Internet or media activities. 

 

 

4. Day period 

In the day period matrix you can control when users with this profile are allowed access to 

the Internet or media categories. A yellow field allows access to the Internet, but no access 

to the media categories. A green field allows access to the Internet and permitted media 

categories.   

 

 

 

3.5.2 User management 

Access the ‘User management’ screen (Figure 7) by clicking the button under the list of security 

profiles (Figure 6). This screen provides an overview of all YourSafetynet users. Here the manager can 

manually link users to a security profile, delete users, view and change acceptance of the user 

agreement. In addition, individual user activity can be seen. Exporting the list of users into a csv file is 

also supported. 

 

Figure 6: Button user management 
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Figure 7: User list 

 

 

 

3.5.3 Profile management 

Access the ‘Profile Management’ (Figure 9) by clicking the button under the list of security profiles 

(Figure 8). 

 

 

Figure 8: Button profile management 
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Figure 9: Profile management 
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 Manual management; with this option you can personally create, change or delete security 

profiles. Users must be manually linked to these profiles. 

 

 Manage via Active Directory; by managing security profiles via Active Directory the security 

profiles are directly linked to the Organizational Units or Groups in the Active Directory. 

 

 

3.5.4 Extra Manager Settings 

Access the ‘Extra Manager Settings’ (Figure 11) via the button under the list of security profiles 

(Figure 10). Here you can:  

 Set, activate or manage the Acceptable IT Use Policy (AUP) that applies to the organization. 

 Set ICT contact information to give users the ability to contact the network administrator. 

 Activate a Network Scan. With this tool the activity of YourSafetynet on all computers within 

the network can be detected. After the scan you can see on which computers the 

YourSafetynet client still needs to be installed. 

 

 

Figure 10: Button Extra Manager Settings 
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Figure 11: Extra Manager Settings 
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3.5.5 Filters 

 

Figure 12: Filters 

 

Website and Word filters  

 Blocking websites (Blacklisting)  

If you want to block specific websites yourself then add these to the 'blocked website' list. 

You can add a website to a specific filter category. As such always first select the right filter 

category before adding a website.  

Beware: YourSafetynet only blocks a website if the selected filter category is set to block 

(red) for this security profile in the 'Default Settings' tab. 

 

 Blocking words (Blacklisting)  

YourSafetynet checks websites for word and language use. If you want to block websites that 

contain certain words, you can add these words to your 'blocked words' list. If a website 

contains one or more words from this list then YourSafetynet will block access to this 

website. You can add a 'prohibited word' to a specific filter category. As such always first 

select the right filter category before adding a word.  

Beware: YourSafetynet only blocks a website if the selected filter category is set to block 
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(red) for this security profile in the 'Default Settings' tab. 

 

 Allowing websites (Whitelisting)  

If you want to always permit specific websites yourself (for example a company or 

organization’s intranet site) then add these to the list of 'allowed websites'. Websites on this 

list are always permitted by YourSafetynet. Under no circumstances are they prohibited, not 

even if the user time has expired or if the user time falls outside of the set day period. The 

setting applies to all users with this security profile. 

 

 Allowing words (Whitelisting)  

YourSafetynet checks websites for word and language use. If you want to always permit 

websites that contain certain words, then add these words to the 'allowed words' list. If a 

website contains one or more words from this list then this website is always permitted by 

YourSafetynet. Even if the user time has expired or if the time falls outside of the set day 

period. The setting applies to all users with this security profile. 

 

Software filters 

 Blocking software (Blacklisting)  

YourSafetynet can also prohibit or regulate the use of specific programs. This can be done by 

adding a program to a filter category. As such you can even block software for this security 

profile that isn't covered by the standard filters. First select the right filter category before 

adding a program to the list! 

Beware: YourSafetynet only blocks a program if the selected filter category is set to block 

(red) for this security profile in the 'Default Settings' tab. 

 

 Allowing software (Whitelisting)  

If you want to always permit specific programs yourself (for example internal chat software) 

then add these to the list of ‘allowed software'. Programs on this list are always permitted by 

YourSafetynet. Under no circumstances are they prohibited, not even if the user time has 

expired or if the user time falls outside of the set day period. The setting applies to all users 

with this security profile. 

 

Network 

 YourSafetynet Proxy  

For the internet filter YourSafetynet uses a local proxy. If you want to exclude certain 

websites from being filtered (for example an intranet website), you can set it here. All 

requests for websites set here will completely bypass the YourSafetynet proxy and will not 
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be filtered.  

 

 Forward Proxy 

For the internet filter YourSafetynet uses a local proxy. If a proxy is also required within your 

organization, it can be set with this option. Beware! Check the settings properly. Incorrect 

settings will prevent YourSafetynet connecting with the internet. 
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3.5.6 Media 

With this option a specific day limit (maximum user time) and day period can be set up per security 

profile and per media category. 

 

 

 

Figure 13: Media 

 

1. Profile & Category 

The maximum user times (day limit) and the period in which media categories are permitted 

(day period) are all set up the same way under the ‘Default Settings' tab. It may be that you 

want the day limit & day period to be different for a specific category. For this, a specific day 

limit and day period can be set up per security profile for each category. 

 

2. Day period & Day limit 

With this option a different day limit (user time) or day period (start time and period) can be 

set during which time the users with this security profile have access to the specific media 

category.  
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The color selected within the day period matrix determines the access status. A green field 

gives users with this Security Profile access to the specifically selected media category. 

3.5.7 Options 

In this screen extra options can be managed such as specific safety or logging options. 

 

 

 

Figure 14: Options 

 

Safety 

 Send a security warning to chat contacts 

As soon as a conversation starts, a security message will be sent to the recipient:  

“This user is YourSafetynet protected; your account information and IP address may be 

stored for tracking purposes”. 

Dubious chatters will be scared off by this message and will usually end their chat session 

immediately. Supported chat software:  Windows Live Messenger®, Yahoo Messenger®. 
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 Block the webcam  

By activating this option webcam use on this computer is fully blocked. Beware! Changes to 

these settings are only activated once the computer has been rebooted. 

 

 Block data transfers to USB and SD-card storage  

With this option file exchange via USB sticks and SD-cards, MP3 players and cameras is 

blocked on the computer. Blocking USB and SD-card storage helps protect your organization 

against damage, loss or theft of confidential organizational data. 

 

 Block DVD burning via Windows® 

This option blocks DVD burning on the computer. This function only applies to the enclosed 

Windows® burning program.  

 

 Shut down the computer immediately if YourSafetynet is obstructed 

If a user successfully obstructs YourSafetynet, the computer will be immediately switched off 

without warning via the Windows® shutdown procedure. 

  

 Disable YourSafetynet if the computer is outside the network 

With this option YourSafetynet is automatically switched off if the computer is no longer 

within the organization’s network range (for example at home). 

 

Logs 

 Save ID and IP details of chat contacts  

By activating this option, all ID and IP details of chat contacts are saved in a log file. This 

relates to all contacts for whom an ID and IP address could be retrieved. Supported chat 

software: Windows Live Messenger®, Yahoo Messenger®. 

 

 Save message history of chat software 

By activating this option, the chat message history is saved in a log file. Supported chat 

software: Windows Live Messenger®, Yahoo Messenger®. 

 

 Save details on websites visited 

By activating this option, information about websites visited is saved in a log file. 

 

 Save details on software used 

By activating this option, information about software used is saved in a log file. 
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 Save details on file transfers to USB and SD-card storage  

The history of all outgoing USB and SD-card storage traffic is saved in this log file.  

 

Language and Time zone 

 Language 

Use this option to select the language you wish to use for YourSafetynet. This setting applies 

to all users. 

 

 Time zone 

YourSafetynet synchronizes its internal clock automatically with an online time server. To 

attain the right conversion to the current local time it is important that the time zone is 

correctly set up. The internal YourSafetynet clock adjusts automatically to summer and 

winter time. 

 

Feedback en Updates 

 Help improve YourSafetynet by sharing anonymous data 

Enable this option to share anonymous data on internet use and potential threats with 

YourSafetynet. YourSafetynet only uses this information to track new defective websites and 

software. 

 

 Inform me when a user attempts to obstruct YourSafetynet 

Enable this option to get notified about potential obstructions. Our servers will detect when 

a user is obstructing YourSafetynet. The server will generate an email message which reports 

this obstruction. This message will be sent to the email address of the YourSafetynet 

account. 

 

 YourSafetynet updates 

We work continuously on improving YourSafetynet. Therefore we release updates on a 

regular basis. These updates may be technical or may extend the filter databases (content 

update). We recommend you enable this option to have YourSafetynet search daily for new 

updates and install them.  
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4 YourSafetynet Agent (Client) 
Once YourSafetynet client has been installed a number of services and an Agent application are put 

into place. The YourSafetynet Agent is started for every logged in user and is visible in the system 

tray (bottom right – Figure 16). Click the YourSafetynet icon to see the menu. 

 

Figure 15: YourSafetynet Agent 

 

4.1 Settings and Use 
During computer use, the user can see information on settings and use history. The user can access 

this information by clicking the YourSafetynet icon in system tray (bottom right) and selecting 

‘Settings and Use’. 

 

Figure 16: Settings and Use 
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On this screen the user sees the following information:  

 Overview of set times 

 Overview of remaining times 

 List of blocked periods 

 List of permitted periods  

4.2 End of Periods of Use 
Approximately 10 minutes before the end of the permitted user time the user receives a pop-up 

notification. This pop-up also states which application type this notification applies to. In the example 

this is a media application. 

 

Figure 17: 10 minutes notification 

 

Approximately 1 minute before the end of the permitted time the user sees a final pop-up, in which 

they are advised to close down applications immediately. 

 

Figure 18: 1 minute notification 
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5 Contact 
For further information please visit: 

www.yoursafetynet.com/pro 

 

Or enquire at your local YourSafetynet pro+ dealer. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

© Copyright Media Security Networks BV. All rights reserved. 

 

Microsoft, Windows, Windows XP, Windows Vista, Windows 7, Windows 8, Windows Server and .NET Framework are either registered 

trademarks or trademarks of Microsoft Corporation in the United States and/or other countries. 

 

http://www.yoursafetynet.com/pro

	1 Introduction
	2 Installation
	2.1 System requirements
	2.2 Software requirements
	2.3 Network requirements
	2.3.1 Firewall settings
	2.3.2 Proxy settings


	3 YourSafetynet Server Manager
	3.1 Settings
	3.2 Management
	3.3 Settings
	3.4 In-depth Explanation
	3.5  Overview of the User Interfaces
	3.5.1 Default Settings
	3.5.2 User management
	3.5.3 Profile management
	3.5.4 Extra Manager Settings
	3.5.5 Filters
	3.5.6  Media
	3.5.7 Options


	4 YourSafetynet Agent (Client)
	4.1 Settings and Use
	4.2 End of Periods of Use

	5 Contact

