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1.0 Overview:

Management of hazards such as the release of chemical, radiological or
biological agents requires timely information from sensors and detectors.

Viewing meter readings while wearing Level A protection suits and gloves can be
extremely cumbersome. The practice of transmitting readings by voice to incident
command centers can be subject to security risks. Automatic wireless
transmission of meter readings to incident command centers is a widely sought
solution to these problems.

The solutions offered by Safe Environment Engineering provide a one stop total
systems integration package for incident response agencies seeking the
capability to communicate sensor data gathered on-site to an individual in an
incident command center or anywhere in the world for that matter.

The Safe Environment Instrumentation Solution includes the following elements:

o Wireless data transmitters that can be physically attached to a variety of
existing chemical, biological or radiological sensors.

« Custom wired or infrared interconnections between the sensors and data
transmitters that allow the capture of readings that appear on meter
displays in a digital format.

o A software suite that remotely receives wireless data and includes real-
time meter displays, settings for visible and audible alarms and charting
components for visualizing trends.

The wireless software suite is built on a common operational platform (Microsoft
.NET) that can be readily customized to provide archival data storage, data
aggregation and data re-transmission. Sensor measurements can also be joined
with GPS positional information and posted on map displays.

2.0 Installation:

The RAID-M Monitoring application comes pre-installed with its own laptop
computer, access point, Dongle and long range antenna. This configuration was
designed to allow quick deployment and/or demonstration of the system’s
capabilities.

2.1 Access Point Connection:

The Lifeline Access Point uses the Strix brand modular access point for its
significant versatility in supporting future expansion and larger networks.

The access point is installed on a telescoping tripod to allow its multi-polarized
antenna to be raised to a manageable height to optimize the range of the system.



Access Multi-
Point Polarized
Antenna

Up to 16 feet

Tripod

The access point and multi-polarized antenna are mounted close together to
minimize antenna cable loss.

Power and Ethernet connectors must be firmly inserted into the access point as
shown below.




Ensure the Ethernet cable is connected to the computer and the computer is
turned on.

2.2 Dongle Battery Installation:

Remove the 4 screws that hold on the Dongle cover and insert 3 AA batteries.
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2.3 Mounting the Dongle to the RAID-M:

The Dongle is strapped to the RAID-M by placing the Dongle beneath the RAID-
M and wrapping the Velcro strap tightly around the body of the instrument.

2.4 Connecting the Communications Cable:

Twist on the military cable connector.

3.0 Turning on the Dongle:

Toggle the switch towards the antenna. If the access point is turned on and in
range the LED will turn on solid. A blinking LED indicates the Dongle is out of
communications range of the access point or the access point is not turned on.
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4.0 Starting the RAID-M Monitoring Software:

On the desktop double click the RAID-M Monitor Icon.
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Once the application is open, a series of tabs are displayed across the top of the
screen.

o RAID-M Meter — Displays the real-time readings of all substances capable
of being displayed by the RAID-M. Any substance detected will activate
one or more Substance display boxes and the Agent Name, Concentration
and Units of measure will be displayed. Concurrently the Library box will
indicate what reference Library it is getting its values from.

¢ RAID-M Status — Displays general information on the RAID-M’s
operational condition.

o Library A — Reference Library for Nerve, Blister and Simulant agents
detected. This table cross references the number of bars displayed on the
RAID-M with the Agent detected and its concentration level.

o Library B — Reference Library for Toxic Industrial Compounds and
associated Simulants. This table cross references the number of bars
displayed on the RAID-M with the Agent detected and its concentration
level.

e Substance 1 Through 5 — Strip chart displaying the Agent’s
concentration over time.

5.0 Getting Connected:

Locate the Serial Number of the Dongle:

_ i

Select Open from the File menu:
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Highlight the xml file with the same Serial Number as the Dongle:

Open @

Laook ir; |I._':'}Eruker V| ) ? = '

92,168,10, 102, =ml

192,165,110, 103, =ml
ty Recent 21192.168.10.104.xml
Documents @ SafeEnvMonitor . xml

@

Dezktop

\$

My Documents

by Computer
" File name: 1192.166.10.102 4l v [ open |
My Metwork  Files of type: %ML Files [ sml] v| | cancel |

Select Start from the Run menu:
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To Stop Select Stop from the Run menu:
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6.0 RAID-M Meter Window:

¥ Safe Environment Engineering - Monitoring Application
File Run Admin Help

RAID-M Meter RalD-t Status | Library A& || Library B | Substance‘l Substance 2] Substance 3 Substance 4 Substance 3

Mirror of
=~ RAID-M
Display
No. Bars

Agent Substance 1 Substance 4 /
— b et
1 ] [ [ ] [
Merve agent 161 Ham® Blister agent 173 Hedm®
Agent -~ Substance? Substance 5 S~
] OO0 ™. on
N I 3

ug/m

Mo warfare agent Hedm® Mo warfare agent Hofm®

Substance 3 Reference

INNANNEN - Library for

ppm/ppb Value

Mo warfare agent Hgfm®
Audible Siren Library Incident
Switch \ Identification
L~ Field
‘ Enahble Siren Uzer D Incident (

Alarm ° . Total Time

Communication link has connected / \ # Samples: 35 Run Time [hh s} 00:00 sampllng

/ Communlcatlons
Status Bar Processing Connection User Total Number
Indicator Indication Identification of Samples
Field

Agent Detected — Abbreviation of the detected agent.
Agent Name — The complete agent name.
Audible Siren Switch —Turns audible siren on/off.
Status Bar — Text indicating different tasks the application is performing.
Common messages Include:
o Communications link has connected
o0 Connecting to 192.168.x.x on Port 8023
o Disconnected at HH:MM:SS AM/PM
o Failed to connect to the meter: Timeout
e Communications Processing Indicator — This indicator has 3 states:
0 @ Grey— The application is idle
o @ Green - The application is processing data from the meter
@ Red - The wireless link is disconnected and data is not
processing
e Connection Indication — The communications globe has 2 states:

o
o} a A wireless link has been established with the meter.
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o] q The wireless link with the meter is broken and the
application is attempting to re-establish.

e User Identification Field — Field to type a user's name and/or ID.

e Total Number of Samples — The total samples taken from the meter
since the start of the current wireless link. If link is lost and re-established
this number will reset.

e Total Time Sampling — How long active samples have been
accumulated.

¢ Incident Identification Field — Field to type Incident name and/or ID.

e Reference Library for ppm/ppb Value — Indicator to the viewer to
reference Tab Library A or B for equivalent Parts Per Million (ppm) or
Parts per Billion (ppb) concentration.

e Concentration pug/m* - Agent concentration value in micro-grams per
cubic meter.

e Mirror of RAID-M Display No. Bars — Mirror image of the current bar
graph being displayed by the RAID-M

7.0 RAID-M Status:

The RAID-M Status window provides the viewer with key meter performance
data:

= Safe Environment Engineering - Monitoring Application E@@
File Run Admin Help
| RAID-M Meter _Lib[al_l,JA I .Librar_l,l B Substance 1 Substance 2| Substarice 3 Substarice 4 Substance 5
Operation Mode: Cwia,
Device Status: BipolatMeasurement +
Alarm Status: M odlarm
Gag Flow Direction: Measurement
Horn Status: Digabled
Relative peak area NH4 [%] B
Relative Peak Area RIM [%] kE
Murnber of Purity Bars: 11
Battery Status: Charged
Dewice Emors:
DSP State: Active
Enable Siren 4 User|D Incident
Alarm @ a _ L
E-ommunication link. has connected - # Samples: 11 Run Time [hh:mrn: g): 00:01
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The Library A and B tabs are reference areas for the viewer to translate the
number of display bars and pg/m?® concentration to Parts per Million (ppm) or
Parts per Billion (ppb) concentration levels.

P& Safe Environment Engineering - Monitoring Application
File Rum Admin  Help

| RaID- M Meter || RAID M Statu

Library B _-Substance1 _.Subﬂance 2 _.Substance 3 _-Substance 4 _.Substance 5|

Symhol Bar 1 Bar 2 Bar 3 Bar 4 Bar 5 Bar b Bar 7 Bar 8
Tabun GA 15-9ppb  9-17ppb 17 -24ppb  24-31 ppb -39 ppb - 47 ppb -B4ppb > 54 ppb
Sarin GE 8-17ppb  17-26ppb  26-35pph  35-44pph  44-52pph | 52-Blpph  B1-FO0ppb | > 70ppb
Soman GD 7-14pph  14-20ppb  20-27ppb  27-34pph  34-40pph | 40-4Fpph 47 -S4 ppb > 54 ppb
Cyclogarin GF T-1dppb  14-21ppb 21-27ppb 27 -3ppb  34-40ppbh | 40-4¥ppb 47 -54ppb > B4 ppb
W W 07-18ppb 1.8-37ppb 37-BEdpph 64-371ppb 971 -14ppb  14-18pph  18-2¥pph | » 27 ppb
‘W [Ruszszian) WxR  09-23ppb 23-4Epph 46-81ppb 81-12ppb 12-17pph 17-23ppb 23-35pph > 3 ppb
Sulfur Musgtard HD 3-¥7ppb V¥-18ppb 18-F1ppb 31 -38Bpph 38-46pph 46-S4pph B4-Blpph > 61 ppb
Mitrogen Mustard HM 22-25pph 25-29ppb | 29-43pph 43-F2ppb V2 -120ppb 120- 290 ppb 290 - 860 ppb > BE0 pph
Lewizite L 9-12pph  12-24ppb  24-41ppb 41 -59pph  59-94ppb 94 -140ppb  140-150 ppb > 190 ppb
Hydrogen Cyanide AL 059-11ppm 1.1-14ppm 1.4-1.6ppm 16-1.8ppm 1.8-27ppm 27-3Eppm 36 45ppm > 4.5 ppm
ethyl 5 alicylate HSI 5-8ppb 8-13ppb  13-19ppb 19-26pph  26-32pph | 32-48pph  48-80pph > B0ppb
Dipropyleneglycol ... G5I 3-7ppb 7-12ppb  12-17ppb 17-34ppb  34-58ppb B8-Fppb 91 -120ppb = 120 ppb
Enable Siren Uszer D Incident
Alarm ° | | |
Feady # Samples: Fun Time [hh:mm:ss] ;

¥&l safe Environment Engineering - Monitoring Application

File Run Admin  Help
| RAID- t Meter | | RAID-M Status lerar_l,l Substance 1 _.Suhstance 2 _.Substance 3 _-Subs_t_qq_c_n_a__-’! _;S_ul:__stance 5|
Symbol Bar 1 Bar 2 _ Bar 3 Bar 4 Bar 5 Bar 6 Bar 7
Chlorine 2600 - 3000 ppb | 3000 - 4000 ppb 4000 - EOO0 ppb E000 - B0)
Chiorarganic Compourds CL= 360 -E00ppb  BO0-800ppb 8O0 -1000ppb 1000 - 1200 ppb 1200 - 2000 ppb 2000 - 3500 ppb 3500 - B0
Sulfur Oxide S0z 400 -B00ppb | BOO-800pph  BO0-1000ppb  1000- 1200 ppb 1200 - 2000 ppb 2000 - 3500 ppb - 3500 - 60
Toluene Diizocyanate ol 10-12 ppb 12-15pph 15- 20 ppb 20 - 30 ppb 30 - 40 ppb 40 - B0 pph BO- 80
Cyanide EY, 1060 - 1500 ppb 1500 - 2000 ppb | 2000 - 2500 ppb 2500 - 3000 ppb 3000 - 3500 ppb 3500 - 4000 ppb 4000 - 50
o-Chlarobenzylidne-malanitrile Cs 1-1 ppb 1-2 ppb 2-3ppb 34 ppb 4.5 ppb 5-6 ppb E-7 pl
a-Chlaroacetophenone CH 2-4 ppb 4-6 pph B-8 ppb 810 pph 1012 pph 1214 pph 1416
Pepper Sprayp Phd
Arsing » 5000 ppb
ethyl Salicylate 5-8pph 8-13ppb 13-19ppb 19- 26 ppb 26 - 32 ppb 32 -d48ppb 48 - 80
Dipropyleneglycol Monmethylether DP 3-7ppb 7-12 ppb 12-17 ppb 17 - 34 ppb 34 - 58 ppb 53 - 91 ppb 91-12
4 | >
Enable Siren Uszer D Incident
Alarm b | | | |
Ready # Samples: Fun Time (hh:mm:ss) ;
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Substance 1 though 5 tabs provide strip chart viewing of concentration levels for
the operational time that the application was acquiring samples:

= Safe Environment Engineering - Monitoring Application |'Z‘|EE‘
File Rum Admin Help

RAID-M Meter | RAID-M Status | L.ibrary A | .I._ibrary B Sattings | Substance 1 | Substance 2 | Substance 3 Substance 5 Alarm
_ _~ Limit
Concentration (/
Scale \ 2.0 J L .0
E.0 —\ E0
Concentration 40 —| L l \ 40 Time
Level ’ Y Units
20 —| \ }/
0o TTITIT I T T T T T T T T T T T T T T T T T T T T T T T T I T I I I T T I T IT T T TTTTTTTITTTT IIIIKTHT_D'D
Subst 4 Time Span [min] T:: .
uhstance - Time Interval
| Window
Enable Siren User D Incident Setting
Alarm @ _ _ | :

Communication link has connected # Samples: 1265 Fun Time [hh:mm:ss]; 00:2(

e Concentration Scale — The maximum resolution set between zero and
the High Limit alert limit (see Appendix A).

e Concentration Level — The averaged concentration level measured in
pg/me for the given Interval Resolution.

e Time Interval Window Setting — How many minutes of sample viewing is
displayed on the chart. This interval window can be set from 1 to 10
minutes.

¢ Time Units — The time units shown for the sample window. Each hash
mark represents 5 seconds.
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10.0 Help:

Application and contact information:

About Raid-M Monitor

R aidtd kA onitor

Werzion 0.9 2459 28054

LibWerzion: 0.9. 2462 24165

Copyright & Safe Ervironment Engineening 2006

Thiz application interfaces the Bruker Dalkonik's
|RAID-M zenzor meter. Use thiz application to

| remately maonitor the genzor reading measurements
| of meters caried by field personnel.

Safe Environment Engineering
28061 . Avenue Stanford, Suite 30
Yalencia, Ca, 91355
Ph: [EE1] 2355500 = Fau: [BE1) 294-9246
v safEeny. com
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Appendix A
Administration Setting and Logging

Administration setting and logging functionality are hid behind 2 password
protected Tabs. The Settings Tab provides meter binding information and alarm
threshold configuration. Since these values typically do not need changing they
have been password protected to eliminate inadvertent change. Logging is also
provided to view statistical data and count information.

1.0 Password Generator:

The Password Generator is a date driven tool that will change daily to insure a
relatively high level of security and to eliminate the need for memorized lists.

The Password Generator application can be found in the c:\Program
Files\PwGenerator folder:

*® PwGenerator r:‘@‘

File Edit Wiew Favorites Tools Help

@Back > | ‘ﬁ' /_'Search ![1 Folders‘ y 3 X ) [~

Address I:l_ C'\PwGenerator v BGo
Folders 7 |r MName - Size Type
@ b 3% Floppy (A:) A € PasswordGenerator .exe 24 KB Application

= < Local Disk ()
= Brigker
® 2 Documents and S¢
= Drivers
® 2 Inetpub
5 MicronPiC
2 Mew Folder
® 123 Program Files
2 Pwisenerator
|

= temp

o tp

& TFTP-Root
& Tmx
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Double clicking on the PasswordGenerator icon will generate the password of the
day.

--1_-}:‘:@.&%&%-. 3 e .53 s 53 e 53 [El

| Saturday . September 30, 2006 b |

ELSWWS

Please make note of the Password. In our example the password is ELSWWS
(the password is not case sensitive). The password will be necessary to unlock

the Administrative privileges of the application.

Enter the password into the Unlock Key and select OK:

E Please Enter Unlock Key D@@

- You must enter in the unlock code
r in order to uze these features.
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The Admin window will activate 2 additional options - Setting Tab and Log Tab:

File RFun | Admin Help
RalD-t M Unlock

Settings Tab
Log Tab

Selecting the Setting and/or Log Tabs will create 2 new Tabs under the main
window:

Settings Tab

F&l gafe Environment Engineering - Monitoring Application
File Run Admin Help

RalD-M Meter | H.&ID-M.Status 1 Libra_r_y_A I Librar_}_l B ____Substance1 ____Substance 2 ____Substance 3 ____Substance 4 ____Substance 5 ettin_gs I ng_ \

_ Substaneel Substance 4 \
_NAME_ ave_ | I Log Tab

AGENT CONC UNITS AGENT CONC UNITS
_Sub_stEEe!Z_ - Substance b
_NAME_ ave_ | I
AGENT_ - _CCEC_ _UEI'S_ AGEMNT COMNC UNITS

Substance 3

_NAME_
AGENT_ - _CCEC_ _UEI'S_
Library
Enable Siren UserID Incident
Alarm ? | |
Ready HSamples:  Run Time (Fhommss)
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Appendix B
Setting

The Setting window provides general network and alarm information for the
Dongle and connected meter:

Network Meter Display
Communications Picture Button
Port

¥& safe Environment Engineeriy. - Monitoring Application
File Run Admin Help
| RAID-M Meter | RAID-M Status | Library 4 | Werary B | Substance 1 | Substancefp | Substance 3| Substance 4 | Substance 5

Dongle Serial
Number or IP

Address IP Address [192168.10.104 Port [8023

Mebwork. Settings

Sensors & Alarms

Mote: Leave box blank to omit test

Alarm
Th reshold Enter in the Bar # to zet an alert.

Values LowLimt  High Limit
Substance 1 | 2
Substance 2 | 2
Substance 3 2 Activate
Substance 4 2| - Changes

Test Alarms : 9

Substance 5 2

Not _— '
Operational \
[ Test Alarms ] [ Configure ] Save

¢ Setting
Save Seftings

Enable Siren Uszer D Incidemt

Alarm b
Feady # Samples: Run Time [hh:mm:sz]

e Dongle Serial Number or IP Address — The Serial Number on the
Dongle case. This is also the network address of the wireless radio in the
device.

e Alarm Threshold Values — High and Low limits to trigger system alarms.

Most substances will only have a high limit. Low Limits are provided for

concentrations of substances below a desired level. Fore example Oxygen

has a Low Limit of 19.5 and a High Limit of 23.5.

Test Alarms Not Operational — This feature is not in operation.

Save Setting — All display data is saved to the current open xml file.

Configure — Activates all changed settings.

Network Communications Port — A network port that allows data to be

exchanged with the wireless device.
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Meter Display Button — Picture representing the face of the meter
allowing the system administrator greater ease of setting up what
Substance alarm threshold goes in what location

Meter Display -- Bruker Daltonik RAID-M

L
i
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Appendix C
Logging

Logging provides some statistical information to the viewer of the raw data
acquired by the application along with information on timing intervals of the data
messaging.

™ Safe Environment Engineering - Monitoring Application E@
File Run  Admin Help
RaID-M Me‘ter I RaAI0-M Status il Library & I Libramy B 1 Settings I Substance 1 I Substance 2 I Substance 3 I Substance 4 I Substance i |
[7C 53 00 0D 7C 23 00 00 00 00 07 00 00 00 00 00 00 00 39 00 27 00 1C 00 00 00 08 00 00 00 00 00 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0000001 .
|7C5300 00 7C 23 00 00 0000071 0000 00 00000000 39 00 26 00 1C 00 00 00 0B 00 00 00 00 00 01 00 00 0000 00 00 00 00 00 00 00 00 00 00 0000001 Raw
| 7C53 00 0D 7C 23 00 00 00 00071 00 00 00 00 000000 38 00 26 00 1C 00 00 00 0B 00 00 00 00 00 01 00 0000 00 00 00 00 000000 00 00 00 00 0000001
| 7C 5300 0D 7C 23 00 00 00 0001 00 00 00 00 00 0000 38 00 26 00 1€ 00 00 00 0B 0000 00 00 00 01 00 00 0000 00 00 00 00 0000 00 00 00 00 0000 001 / Data
Total | 7C5300 0D 7C 23 00 00 00 00 01 00 000000000000 38 00 26 00 1C 00 00 00 0B 00 00 00 00 00 01 00 00 0000 00 00 00 000000000000 00 0000001
|7C5300 0D 7C 23 00 00 00 00071 00 00 00 0000 0000 34 00 26 001C 00 00 00 0B 00 0000 00 00 01 00 0000 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Number of | FC 5300 0D 7C 23 0000 00 00 01 00 00 00 00 00 0000 34 00 26 001C 00 00 00 0B 000000 00 00 01 0000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
|7C5300 0D 7C 23 00 0000 0001 00 00 00 0000 0000 34 00 27 001C 00 00 00 0B 00 0000 00 00 01 00 0000 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Sam ples |7C 5300 0D 7C 23 00 00 00 00071 0000 00 000000003300 27 001C 00 00 00 OB 00 0000 00 00 01 00 00 0000 00 00 00 0000 00 00 00 00 00 0000001
W53 00 00 7C 23 00 00 00 00 071 00 00 00 0000 0000 3300 27 001C 00 00 00 0B 00 00 00 00 00 01 00 00 0000 00 00 00 00 00 00 00 00 00 00 0000001
|7 00 7C 23 00 00 00 0001 00 00 00 00 000000 33 00 27 00 1C 00 00 00 0B 00 0000 00 00 01 00 00 00 00 00 00 00 0000 00 00 00 00 00 00 00 001
|7C 530D 23 0000 0000071 0000 00 00 000000 34 0027 001C 00 00 00 0B 00 00 0000 00 01 00 0000 00 000000000000 00000000000000 s
4 >
Minimum :
Data ' 20] std. dev. | 168 | ‘
Exchange Idin Interv._ D_. Errors ._ _. [~ Standard
993 | Deviation
Interval Lreg Intery, 9499
Epyval 1492 |
\Error
Average / Count
Data Update Meters
EXChange Enable Siren £ User D Incident
Interval Pk L : 1]
Communication linkgfas connected # Samples: 20 Fiun Time [hh:mm:ss): 00:00
Maximum
Data
Exchange
Interval

e Total Number of Samples - The total samples taken from the meter since
the start of the current wireless link. If link is lost and re-established this
number will reset.

Min Interval — Minimum data exchange interval in milliseconds.
Avg Interval — Average data exchange interval in milliseconds.
Max Interval — Maximum data exchange interval in milliseconds.
Errors — Error count number.

Std. dev. — Standard deviation.

Raw Data — The raw data received by the application.
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