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1. DNS Server Settings

This Section explains DNS (Domain Name Service) server settings for ThinConnect4 when you connect
with RAS Server, Networking Dial-up, or Leased Line IP Connection.

Setting order for Name Server

TCP/IP settings
with PC

DNS settings DNS settings DNS settings with
with PC with TC4 DHCP TC4 Name Server
server function function

Obtain an | P address
automatically

Set the |P address
toTC4'sIP

Set the DNS server
IP address

Set the DNS server
IP address

Specify an IP N Set the |P address
address to TC4's P address

Note: TC4 = ThinConnect4
N/A = not applicable (leave the entry blank)

Name Server settings

1. Click “Name Server” button at “ Settings for LAN Port” window.

Settings for LAN Port |
— P Address...
IP Address: 2 |1sa | 0 | 1
Subnet Mask: ElEIERE

When you add MWG to your network,
please change default IP address [192.163.0.1]
and subnet mask [255.255.255.0] to appropriate

settings for your network.

—&dwvanced..

Password.. Firewall = IP Filter...

SMNTP Server.. Static Fouting..

|
|

DHCP Server... | Syslog..
|

E-Mail Sharing... < Mame Server..

0 I Cancel |

Go to next page



2. Enter IP address of DNS server at “Primary DNS’ field.
If you do not want to use name server leave this field empty.

ver Settings

This Mame Server Settings 1= used only In BAS Server
IP Conmection, Metworking Dial-up [P Connection or
Leased Line IP Connection. When the settings for serial

port is ISP Dial-up IP Connection or RAS Client P
Connection, this information i=n't used. In this case,
the DRSS server addresses information which was
specified by each detailed setting is used.

I Cancel

3. Click “OK” button.

End of 1. DNS Server Settings




2. Multi-Account / Proxy DNS function Settings

This section explains Multi-Account function and Proxy DNS (Domain Name Service) function and its
settings.

Multi-Account function

This function allow ThinConnect4 connect up to four different dial-up accounts connection without
changing settings on PC. Possible number of registration and translation connection will be as follows:

ISP Dial-Up IP Connection: 3entry
RAS Client Dia-Up IP Connection: 1entry

Note: The function of the Dial-up relation can be set only to one of the serial ports 1 or 2.
For example, if you set the serial port 1 to “ISP Dial-UP IP Connection™, you can not set up
neither “ISP Dial-UP IP Connection nor “RAS Client Dial-UP IP Connection’ on serial port 2.

Proxy DNS function

The Proxy DNS is a necessary part of “Multi-Account function”. It will change DNS server |P address
according to your selected Dial-up account.

By specifying IP Address of ThinConnect4 as DNS server address on your PC, user does not need to
change the DNS setting for the PC even if connecting | SP account has changed.

If you want to use Proxy DNS function with “1SP Dial-up IP Connection” or “RAS Client
Dial-up IP Connection” please set “I1P Trandation” to “IP Masguerade” .

Request for host
address from to %ser queries
Request for host address )
RFC 1035/1034 from Queries
Name Server.
TC4DNs Modem/TA DNS Name Server
resolver
Response with IP
address to TCA.

Response with IP ill
<::| address to User. Responses

User responses

Note: TC4 =ThinConnect4

Go to next page



Setting order for Proxy DNS function

TCP/IP settings
with PC

DNS settings DNS settings DNS settings with
with PC with TC4 DHCP TCA4 Did-up IP
server function Connection

Obtain an | P address
automatically

Set the DNS server
IP address of ISP

Set the |P address
of TC4

Specify an IP
address

Set the |P address
of TC4

Set the DNS server
IP address of ISP

Note: TC4 = ThinConnect4
N/A = not applicable (leave the entry blank)

2.1 ISP Dial-Up IP connection Settings

1. Click “Port Usage’ tab on “ Settings for Serial Port 1 (or 2)” window.
Choose “I1SP Dial-Up IP Connection” and click “Detail Settings’. If you want to
connect to aRAS Server using the same port, choose “1SP Dial-Up IP Connection and RAS
Server P Connection” and click “Detail Settings’.

Settings for Serial Port 1

h‘bdem-"TAI DTE Spead Fort Lzage I Connecton Timer I

Select connecton mode and set detsl setbings.

— Did—up Connechon

T %P Bia-up P thnechon >

i RAS Client Did—up |F Connaction

" 15P Cid-up IF Connection and RAS Server [P Don@

" RAS Client Cid—up IF Connecton and RAS Server IP Connecton

Crefault Outeoing Cannecton I ISP Connecton #1 ;I

" RAS Server IP Connecton

. 15P Metmorking Cid—up IP Connecton
(o Metworking Cid—up IP Connecton

—Leased Line Connection
) (5P Leased Line [P Bannection

) Leased|line |F Bannecton

Detsl Setbines.. |

ak. I Canc el

Go to next page



2. Click “ISP#1" tab.
Enter the ISP name in “Dial-up ISP Name” field
The name will be shown at “Mode/Site” pull-down selection.

ISP Dial-up IP Connection

5P #1 | 1P #2 | 15 #3 |

Dial-up ISP Mame:

/) COnly Access Mumber #1 should be sat.

hen Access Mumber #1 is busy, next Access
Mumber H2H3) iz used.

Uzer Mame:

|

Pas=word: I I Use Dialup Scripts
Confirm Password: I SoHiEtE: |
Access Mumber #1: I —DMNZ Server IP Addresses
Access Mumber #2: I ProET DNS:I I I I
Aocess Mumber #3: I

Addres= Translation — Translation Table
’76‘- IP Masquerade Details... | Aeing Time: |18I:I secs LI

AT

) 4 I Cancel |

3. Enter dial-up user ID in “User Name” field.
Enter the password in “Password” field.

Note: For security reason, the password will show as “*****” whatever you type in.
To verify any typing, please enter the password again in the “Confirm Password” field

4. Enter the | SP access telephone humber in “ Access Number #1 to #3”.
Y ou can enter up to three access numbers according to priority.

Note: You need to enter at least one access telephone number. The other two are back-up numbers,
in case the first number is busy. If there is any error the dialing will be stopped, except BUSY.

Go to next page



5. For “Address trandation” detail description refer to section “ 4.1.2. Address Translation.”
If you want to use Proxy DNS function, please choose “IP Masguerade” .
For details of P Masquerade function refer to the User Manual section “4.1.3. Detail Settings of IP
Masguerade.” (Page 54)

6. Enter DNS Server IP address obtained from ISP in “Primary DNS’ field.

If you do not use Proxy DNS function, leave this field empty then enter the DNS server IP address on
the DNS settings on your PC or DNS settings related with DHCP Server.

ISP Dial-up IP Connection

ISP #1 | isp 42 | 1sp 43 |

Dialup ISP Mame: ||5F' P | Only Access Mumber #1 should be set.

When Access Mumber #1 i= busy, next Access
User Name: I><><><><>< Mumber #2#3) iz used.
Passward: I*************** _ W] en Dislup S
Confirm Passward:  [FHRRERREREEREEE SeHiptes |
Access Mumber #1: |1 1 =30 —DNS Server |P Addresses

Access Mumber #2: IEE‘W @I I I I :>

Access Mumber #3: ISS‘W

|'.ﬂ.ddress Translation — Translation Table

* IP Masquerade Details.. | Aging Time: |18I:I secs ;I
0 NAT
ik I Cancel |

Note: The value in the above window is for reference only.
Enter the appropriate setting to meet with your requirement.

7. Select ‘Use Dia-up Scripts' if your ISP require dial-up scripts, refer “Dial-up scripts function” on
page 16

8. The"Trandation Table” description, refer to User Manual section “4.1.2. Address Trandation”.
(Page 52)

9. If needed, repeat the same procedures above for the second and third ISP by clicking “ISP#2” and
“ISP#3" tab.

10. Click “OK” button.

Go to next page



11. Click right side button of “Default Outgoing Connection”.
Choose main dial-up connection account from the list by click on it.

h-bdem-"TAI DTE Speed Port Usage | Connection Tlmerl

Select connecton mode and set detal setbings.
— Did—up Connecton
ISP Cid—up IF Conecton
RAS5 Client Cid—up IP Canneclion
ISP Cid—up IF Connection and RS Server IP Connechon
FAS Client Did—up IP Connection and RAS Server IP Connecton

e lia o]

Cefault Outepoing Connechon I ISP Connection #1

RAS Server IP ConnechHon ISP Connecton #2

g 6l g ISF Connecton #3
ISP Metwmarking Cid—up IF Connection FUAS Connecton
Metmorking Cid—up IP Connectiaon

nlinlie

—Leased Line Connecton
] [5F Leased Line P Bonnecton

) Leased Line |F Gannecton

Cetal Setbings... |

Ok, I Cancel

12. Click “OK” button.



2.2 RAS Client Dia-Up IP Connection Settings

1. Click “Port Usage’ tab on “ Settings for Serial Port 1 (or 2)” window.
Choose “RAS Client Dia-Up IP Connection” then click “Detail Settings’ button.

If you want to connect to a RAS Server from the same serial port, please choose “RAS client Dial-Up
IP Connection and RAS server |P Connection” then click “Detail Settings” button.

Settings for Serial Port 1

h-'bdem-'rTAI DTE Spead Fort Lsage I Connechon Timer I

Select connecton mode and set detsl setbings.

— Did—up Connectaon

ISP LCia- i
[y IS?W = ; i f
O RAS Oient Cid—up IF Connecton and RAS Server |IF Connechton

Crefault Outeoing Connechon I RAS Connecton ;I

" RAS Server |P Connection

ISP Metworking Cid—up |F Connecton
T Metworking Cid—up IP Connechon

—Leased Line Connectaon
{1 [2F Leased|line P Bonneston

{" Leased Line IP Gannecton

i Detsl Settings... !

ak. I Cancel

Go to next page



85 Client Dialup IP Connection

2. Enter the server name you wish to connect in “RAS Server Name” field.
The server name will be shown at connection site switching window.

RAS Saerver Mame:

User Mame:

/) [~ Use Call Back

% Preset in R4S Server
{"| Set by, R4S Glient to

Fhanme Mumber:

|
Paz=ward: I
Confirm Password: I

Access Mumber: I

—RAS Client IP &ddress
% Get by RA&S Sarver
™ Preset by RAS Client

IP &ddress: I I I I

—DNE Server IP Addresses

Primaty DNS:I I I I

—Address Translation
* |P Masquerade
& MAT

Details... |

— Translation Table

Aging Time: IIBD secs v|

Cancel

L o 1

Enter the user name and password. Retype the password again in Confirm Password field.

Remark: For security reason, the password will show as **** whatever you type in.
To verify any typing, please enter the password again in the “Confirm Password” field.

Enter the RAS Server's phone number in “Access Number” field.

To set up “Use Call Back” feature, refer to the User Manual section “5.1.2. Call Back Function”.

(Page 74)

“RAS Client IP Address’ set up, refer to the User Manual section “5.1.3. IP Address

Acquiring/Assigning”. (Page 77)

Go to next page



7. Forthe“Address Trandation ” description, refer to the User Manual section “4.1.2. Address

Trandation”. (Page 52)

If you wish to use Proxy DNS function, choose “1P Masquerade’.
For details of P Masquerade function go to the User Manual section “4.1.3. Detail Settings of 1P

Masguerade.” (Page 54)

Enter IP address of DNS server at “Primary DNS’ field.

If you do not use Proxy DNS function, leave this field empty.
Go to your PC DNS setting you need to enter designate DNS Server |P address or DNS setting with

DHCP Server.

Client Dial-up IP Connection

RAS Server Mame:

IR.&S Server

[¥ Use Gall Back
" Preset in RAS Server
¥ St by RAS Client to

Q=

Phone Mumber:

User Mame: Iuser1
Password: I**********
Confirm Password: I**********
Access Mumber: IUD-)OOO(

—RAS Client I[P Addrass
% Get by PAS Server

{" Preset by RAS Client

IP Addres=: I

— DNE Sarver P Addresses

Trmeyons [ ||

\/

—&ddress Translation
% P Masquerade
O MAT

Details.. |

— Tranzlation Tabls

Aging Time: IIEEEI secs

Note: The value in the above window is for reference only.
Enter the appropriate setting to meet with your requirement.

9. Forthe"Trandation Table” description, refer to the User Manual section “4.1.2. Address

Trandation”. (Page 52)

10. Click “OK” button.
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2.3 DHCP Server Settings and DNS Settings for PC.

This section explains DHCP (Dynamic Host Configuration Protocol) server settings for ThinConnect4
and DNS (Domain Name Service) settings for PC in order to use “Multi Account function” and “Proxy
DNS function”.

DHCP server setting for ThinConnect4

Enter IP Address of ThinConnect4 in “Primary DNS’ field at “DHCP Server” window.
Factory default setting is “192.168.0.1".

— | ilse DHCP Server Function:

Start IP Address: | 192 | 168 | 0 | 2

Subnet Mask: | 255 | 255 | 255 | 0

Mumber of Addresses: I a2 (Limited to 32 IPs)

—&dvanced options
Giateway: | 192 | 168 | 0 | 1

«Primary DHE: | 192 | 168 | UD
Secondary DMNE: I_ I I I

Domain: I

Leasa Duration: I 24 hours
| o] 4 I Cancel

Go to next page

11



DNS setting for PC

DNS setting for Windows 95/98

Set “Disable DNS’ at “DNS Configuration” tab on “TCP/IP Properties’ window.

TCPAP Properties E E

Bindings | Advanced | Net®IDs |
ONS Configuration | Gateway I WINS Configuration I IP Address

—{" Enable DNS

Hosk Imll [ Ermat I

S Senven Searchbrder
| . | el

|

HEmoue

[ ai S e aret Mnder

| el

Hemnye

d

ak. | Cancel |

DNS setting of Windows NT 4.0

Do not enter any DNS IP address in the “DNS Service Search Order” field on “ TCP/IP Properties’

window.

Microsoft TCP/IP Properties K E3

IP Address  DMS | wiNS Address | DHCP Relay | Routing|

Domain Mame Sestemn [DMS]

Host Mame: D amain:

il

Semvice Search Order

— Dlomain Sulfi Search Order

Add.. Edie || R

ak | Cancel | Apply

12
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Setting up DNS without the DHCP Server.

DNS setting for Windows 95/98
Set “Enable DNS’ at “DNS Configuration” tab on “TCP/IP Properties’ window.
Please set |P address of ThinConnect4 in “DNS Service Search Order” field.

TCP/IP Properties

Bindings | Advanced | MetBIDS
DMS Configuration | Gateway | WINS Configuration | IF Address

" Disable DMS

i+ Enable DNS
Host: Imrl Diomain; I

DMS Server Search Order

[ ] bod |
@ Ramove_|

Damain Suffix Search Order

Fold

Hemayve |
Ok I Cancel |

DNS setting of Windows NT4.0
Set |P address of ThinConnect4 in “DNS Service Search Order” field on “DNS’ tab of “TCP/IP
Properties” window.

Microsoft TCP/IP Properties EHE

IP bddiess DMS | WINS Address | DHCP Relay | Routing |

Domain Mame Sypstem [DNS)

Haost Name: Damain:

Imrl I

<— DS Service Search Order

Edit... Remove |

’ =
=1
=

el

— Domain Sulfis Search Order

Up,
Dowg$|

Add. Edie | PR
k. | Cancel | Apply

13



2.4 Switching connection accounts

This section will explains how to switch between registered multiple accounts connections.

1. Start up“TC4 Setup Utility”.

2. If there are multiple ThinConnect4 connecting on the same LAN, click ThinConnect4 that you want
to work on.

j‘c& ThinConnect4 Setup Utility

ThinConnectd on your network. Search |

| IP Address | MNickname
199.173.86.60 | ThinConnectd

Serial Port 1 Disconnect Connect |
Mode / Site ISPt -
Serial Port 2 I Disconnect Connect |
Mode ! Site I— HAS Server Mode — ;I

Muonitor... |

Close |

Go to next page
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3. Click on“Mode/Site’ pull down button.
Click on the account you wish to use from the list.

§‘c§ ThinConnect4 Setup Utility M= E3 |
ThinConnectd on your network. Search |
| IP Address | Nickname

199.173.86.60 | ThinConnectd

Serial Port 1 I Disconnect Connect |
Mode { Site ISPH#1 =]
Serial Port 2 (:gg:faz

Mode { Site |— RaS Server Made — =

Monitor... | Settings... | Close |

4. The Mode/Site should show the account selected in step 3.

fsﬁ ThinConnect4 Setup Utlity H= B |
ThinConnectd on your network. Search |
| IP Address | Nickname

199.173.86.60 | ThinConnectd

Serial Port 1 i Disconnect Connect
Mode | Site [1sPit3

Serial Port 2 i Disconnect Connect

Mode | Site |— RAS Server Made —

i

L

]

Monitor... | Settings... | Close

End of 2. Multi-Account / Proxy DNS function Settings




3. Dial-up Scripts function

Some ISP (Internet Service Provider) or RAS (Remote Access Service) server may require additional
information beside username and password. The dial-up script will help automate the connection by
monitor the server respond and provide appropriate keyboard input This section describes how to setup a
Dial-up Scripts.

1. Placeacheck mark at “Use Dial-up Scripts’ on the “1SP Dial-up IP Connection” window.
Click “Scripts’ button.

ISP Dial-up IP Cannection

5P #1 | 1sp #2 | 1sP 43 |

Dial-up ISP Mame: ||SP sl Only Access Mumber #1 should be set.
When Access Mumber #1 is busy, next Access
User Hame: Ixxxxx Mumber H2H#3) is used.
Fesswerd [rerrrss == Dialup Soripts
Confirm Paszword: I*************** Scripts.. D

|1 { =l —DMNE Server [P Addresses
Primary DNS:I 123 I 123 I 123 I 125

Accazs Mumber #1:

Aocess Mumber #2: IEE‘X}OO(

Aocess Mumber #3: ISS‘W

Address Translation — Translation Table
& IP Masquerade Details... | Aging Time: |18EI Zecs ;I
O MAT

(o] 4 | Cancel |

There are two waysto set up ascript file:

1. Entering your own scripts from scratch, go to next page.
2. Set up ascript using “ Script Template”, go to page 19.

Go to next page
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Entering your own script

1. Set upthe seria communication parameters
Select from “ASCII Receiving Data’ an appropriate parameter requires by the 1 SP.

8 Bits, Parity None: Data bits = 8 hits, Parity = None
7 Bits, Parity Odd: Data bits = 7 bits, Parity = Odd
7 Bits, Parity Even: Data bits = 7 bits, Parity = Even

Dial-up Script

= AZC] Receiving Data
{* & Bits, Parity Mone
(" 7 Bits, Parity Odd

i~ 7 Bits, Parity Ewven
N /

—ooript Time Out

I g0 sacs

(Between 30 to 300 =zecs)

Load Script Template:

i

Seript Command Usage I

<

6]

[

2. Set up the operating time limit for Dial-up script.
Enter the time requirein “ Script Time Out” field.

Dial-up Script

—&SC] Receiving Data
% 3 Bits, Parity Mane
" 7 Bits, Parity 0dd
(" 7 Bits, Parity Ewen

—Script Time OutA

I 60 secs
Qatween 30 ta 300 SEW

e ———

Load Script Template:

il

Seript Command Usage I 6}

Cance

I

17
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3. Click the edit box and enter the command and variables to send for establishing the connection.
Y ou can choose script commands available from ThinConnect4 by click on “ Script Command
Usage” button and refer to “ Dial-up Script Command Usage”.

Dial-up Secript |

;I — &2 Receiving Data
(% & Bits, Parity Mane
(" 7 Bits, Parity ©dd
" 7 Bits, Parity Even

—Seript Time Out

I G0 Sacs

(Between 30 to 300 secs)

Load Script Template:

Click here to enter commands and
4] responds, a cursor will be shown.

Seript Command Usage Ik Cancel |

Dial-up 5
SO RD CPTICN DESCRIPTICN
EMD Script normal end.
ERROR Script error end.
PALUSE Time 'ait in the time which was specified by Time.”
TRAMSRMIT “Data” Transmits the strings which was specified by “Data.”
Wi, | T Line, Time, Data ait for  Data, o the time which was specified by Time.
If received Data, jump to Line. When timeout occurred,

Foto next line.

| CPTICHN DESCRIPTICN

L i The destination line rumber in “WAIT™ command when " Data” received.

Data ) Tlm_a specified strings. In case of TR.ﬂ_xNSMIT corn!'nand, it means transmit
=trings. In case of WAIT command, it means receive strings.

Time The wait timer in case of  PAUSE” ar “WAIT  command. (secs)

|ZHARACTERS | DESCRIPTICN |ZHARACTERS | DESCRIPTICN

FUSERID “(User 1D ™ Carriage return code (0x0D0

FPASSWORD “(Password)”

Characters that you want to specify in “Data’ fields please make sure to mark with double quotation
marks.

Please be careful that characters, which you specify in “Data’ fields, will be case sensitive.
4. Click “OK” button.

Go to next page
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Using ThinConnect4 Script Template

1. Click the right button of “Load Script Template” field and choose the Script template.
Following are Script template avail able from ThinConnect4.

Scriptl: Thisscript isidentical to the “cis.scp” from Windows 95/98.
This script establishes a PPP connection with Compuserve.

Script2: This script isidentical to the “pppmenu.scp” from Windows 95/98.
This script establishes a PPP connection with a host that uses a menu system.

Script3: This script is amodification of the script2.
This script establishes a PPP connection with Chinese public 1SP.

Script4: This script is amodification of the script2.
This script establishes a PPP connection with Indian ISP VSNL.

Dial-up Script

;| —&ASC1 Receiving Data
{+ 3 Bits, Parity Mane
i~ 7 Bits, Par ity Odd
" 7 Bits, Parity Ewan

—Script Time Cut

I &0 Zecs

(Betwesn 30 to 300 secs)

Load Script Template:

vI Soript]
Seript2
ll . ScriptS
Soript Command Usage L
/

N

(=

2. Change these variables and command to customize for your specific | SP.
For the Script command of ThinConnect4, click “ Script Command Usage” button and see
“Dia-up Script Command Usage” for more detail.

3. Click the“OK" button.

Script command and its variables will be explained on the next page by using Script 2 as example.

Go to next page
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Following are the Script command description and its variables.

Dial-up Script
PAISEZ - ;| —ASC Receiving Data
TRAMSMIT "1l M . (¥ & Bits, Parity Mane
WAIT 9.3, username: . .
TRAMSMIT R TE i " 7 Bits, Parity Odd
AT 9.3, usErname: " 7 Bits, Parity Even
TRANSMIT "M .
AT 9.3, username:
ERROR —Script Time Cut

TRAMSMIT $USERID

TRAMSMIT " W” a0
WAIT 13,10, passward:” I Secs

ERROR
TRAMSMIT $PASSWORD (Between 30 to 300 secs)
THANSMIT:FM” .
WAIT 17,350, annes:
ERROR . .
TRAMSMIT “3™M Load Zeript Template:
ERD

" Ny

Seript Command Usage I (o] .4 Cancel

Linel PAUSE 2
Line2 TRANSMIT ""MMM"

Delay for 2 seconds first to make sure the host does not get confused when we send the two carriage-
returns.

Line3 WAIT 9,3,"'username:"’

Wait 3 seconds for “username:” (login prompt).
If received data, jump to “Line 9”. If timeout occurred, go to next line.

Lined TRANSMIT "~M"
Line5 WAIT 9,3, ""username:"*

After sending carriage-returns repeat the Line3 operation again.

Line6 TRANSMIT "~M"
Line7 WAIT 9,3, ""username:"*

After sending carriage-returns repeat the Line3 operation again.

Line8 ERROR
Script end with error.

Line9 TRANSMIT $USERID
Linel0 TRANSMIT "~AM"

Transmit “User Name” from the “ISP Dial-up IP Connection” window. (Page 16)
Follow by carriage-returns.

Go to next page
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Linell WAIT 13,10, password:""

Wait 10 seconds for “ password:” (password prompt)
If received data, jump to “Line 13”. If timeout occurred, go to next line.

Linel2 ERROR
Script end with error.

Linel3 TRANSMIT $PASSWORD
Linel4 TRANSMIT "~ M"

Transmit “Password” which set up at “1SP Dia-up IP Connection” window.

Linel5 WAIT 17,30,"'annex:""

Wait 30 second for an “annex:” (prompt).
If received data, jump to “Line 17”. If timeout occurred, go to next line.

Linelé ERROR
Script end with error.

Linel7 TRANSMIT "3"M"

This sample assumes that ISP displays a menu list like this.
Feel free to add more commands if your ISP requiresiit.

1 : Our special GUI
2 : Establish slip connection
3 : Establish PPP connection
4 : Establish shell access
5 : Download our software
6 1 Exit
annex:
Transmit “3".
Linel8 END

Script end normally.

This script assumes you only need to issue one command to continue.
Feel free to add more commands if your ISP requiresiit.

End of 3. Dial-Up Scripts function
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4. Manual Connection/Disconnection button

This section explains display and operation of connect/disconnect button.

Using the “Manual Connection/Disconnection” button

The " Connect/Disconnect” button display will change according to line condition.

1. Start up “TC4 Setup Utility”.

2. If multiple ThinConnect4 is connected on the same LAN, click ThinConnect4, which you want to
Connect/Disconnect.

#’ ThinConnect4 Setup Utility

ThinConnectd on your network.

199.173.66.60

| ThinConnectd

Serial Port 1

I Disconnect

Connect |
H

Mode / Site [1sPi1

Serial Port 2 I Disconnect connect |

Mode { Site | — RAS Server Mode — =
Monitor... | [ Settings... Close |

3. Thewindow below shows the status which “line not connect”.

If you want to connect, click “connect” button.

Serial Port 1 I Disconnect m
Mode { Site [1sPa1 =
Serial Port 2 I Disconnect Connect |
Mode / Site | — RAS Server Made — =
Monitor... | [ Settings... | Close |

22
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4. If the connection with serial port is established, the display will change.
The window below shows the status of “line connecting”.
If you want to disconnect click “Disconnect” button.

Mode / Site [1sP1 =]
Serial Port 2 I Disconnect Conneck |
Mode / Site | — RaS Server Mode — [

Monitor... | Settings... | Close I

Using “ Auto-Connection/Disconnection”

If user choose the Auto-Connection/Disconnection function, (available from a Serial port “Connection

Timer tab) the “Connect” and “Disconnect” buttons display may NOT reflect the actual line condition of
aseria port.

To refresh the display of a serial port condition:

Click a ThinConnect4 from the list.
The button indicators will change according to line condition.

#’ ThinConnect4 Setup Utility

ThinConnectd on your network. Search |

IP Address I Nickname
1499.173.86.60 ThinConnect4

Click here

Serial Port 1 Disconnect Conngct
Mode { Site ISP \
Serial Port 2 I Button displays change according to the
actual line condition.
Mode / Site l _
|
Manitor... | { Settings... Close

Go to next page
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Manually Connec

t/Disconnect a serial port.

User can overwrite the serial port operation, even if button display of “Connect” and “Disconnect” is
appear to be inactive as show below, force the operation by click on the button.

>

Serial Port 1 G;CDI‘II‘IECI | CDI‘II‘IECt
Mode / Site [1sP1 / \ =]
; / =
seral Port 2| =0, if the button display shows as
Mode ] Site inactive like t_hi_s, wheq thelineis
disconnected it is possible to make manual
connection by clicking on this button.
Monitor... I ST S I | CIOST |
Serial Port 1 Disconnect Connect |
Mode / Site |ISP#1: =
Serial Part 2 Even if the button display shows as inactive
like this, when the line is connected it is
Mode ! Site possible to make manual disconnect by
clicking on this button.
Monitor... | | Seftings... | Close |

Or click “connect” or “Disconnect” button after you made button display in accordance with the line
condition. See the previous page * To refresh the display a serial port condition”

End of 4. Manual Connection/Disconnection button
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5. SNTP Client/Server Settings

This section explains settings for SNTP/NTP (Simple Network Time Protocol/Network Time Protocol)
client and SNTP server function in the ThinConnect4. The ThinConnect4 implement the SNTP
client/Server as the following:

SNTP/NTP Client function

Using SNTP/NTP server on Internet (or LAN) to make time adjustment for ThinConnect4.
SNTP Server function

ThinConnect4 will inform time status to SNTP client (PC). Required a SNTP/NTP client program
(See Note)

Using SNTP/NTP server
on the Internet to adjust

Thi nCo??ecM’ stime.

Modem/TA

SNTP Server
NTP Server

ThinConnect4

Using the ThinConnect4
as SNTP/NTP server to
inform time to PC client.

Note: There are SNTP/NTP clients programs for PC available from various sources on the Internet. (Go to any search
engine’s WEB page and search for SNTP or NTP)

PC’ stime setting when the SNTP/NTP is disabled.

At the following event, time status of a PC will be set to ThinConnect4 time.
At the time “ ThinConnect4 setup utility” startup.
Click “Search” button on startup window of “ ThinConnect4 Setup Utility”.
Click “update” or “cancel” button on the “General settings” window.

PC’ stime setting when the SNTP/NTP is enabled.

ThinConnect4 will get time status from SNTP/NTP server and update the ThinConnect4 internal time.
The ThinConnect4 will update time status at the following cases.
When the line is connected.

When “Interval time” which previoudly set on this function become in effect while
line connected.

Go to next page
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In order to SNTP server function become effective, it is necessary to get time status

more than once from other SNTP/NTP server.

SNTP/NTP client function will not initiate the get time status from server if the line is not
connected. (Automatic connection by client function is not possible).
The getting time status from SNTP/NTP server will become effective only when the line

is aready connected.

To get time status from SNTP/NTP server is not consider as a communication.

PC time will take effect, until ThinConnect4 get time status from SNTP/NTP server..

<Example: Did-up IP Connection>

Update by setting “Use SNTP server
function”.

v

Connect to Internet.

v

“Interval time” due.

v

Disconnect the line.

v

Connect to Internet.
“Interval time” due.

Note:

Get time status from PC:
Effective

Get time status from

<:: aSNTP/NTP server
See Note'1, 2

Get time status from a
SNTP/NTP server

> Get time status from PC:
Ineffective

Get time status from a
SNTP/NTP server

1. If ThinConnect4 fail to get time status from other SNTP/NTP server, then time status from PC

will be used.

2. The ThinConnect4 SNTP server function will becomes effective as soon as the ThinConnect4
successfully get time status from a SNTP/NTP server.

26
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Setting up the SNTP Server

1. From “Settings for LAN port” window, click “SNTP Server” button.

o[ ] % [

2. Place a check mark at the box “Use SNTP server function”.
If you do not wish to use this function leave the box empty.

SNTP Server

T

GmTos00 13

Go to next page
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3. Enter SNTP Server nameor IP Address at “SNTP Server” field.
(See next page for North America server list)

Enter “Interval time” (in minute) which ThinConnect4 will get time status update from SNTP Server
at “Interval” field.

SHTF Serves ]

1# Wse SNTP Server Funclion

Timezone [GMTO5:00

IT' Cancel I

4. Click right pull-down “Time Zone" button.
Select Time zone from the list where you are located.
Time zone of Japan (GMT+09:00) has been set as factory default.
If you do not know which time zone you are located,
Go to “My Computer” choose “ Control Panel, click “Date/Time” then “Time zone” tab.

SMTF Seiven

I# Usge SNIP Server Funclion

SHTF Server |ﬂrm.nm.gw

Interval | m ming

Timezane [cMT-E5100 -
GMT-12:00
GMT-11:0m0
GMT-10:00
GMT-D8:0m
GRT-08:00
G T-D7:00
| GMT-06:00
ChT-D5 ;00
G T-4:00
GMT-13:30
GMT-03:08
GMT-02:00
GMT-I1:00
GMT 0000
GMT 01,00
GMT 0200
GMT 0300
GMWT #0330
G T D400
G T+04;30 B

5. Click “OK” button.

Go to next page
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Setting for PC client program

Enter ThinConnect4 | P address or nicknames on Server setting Items with SNTP Client software
for PC.

If you want to make settings by nicknames add a*“.” (Period) after the ThinConnect4' s nicknamesin
the SNTP client software server settings.

< Example> ThinConnect4 nickname: “SAM”
Server settings of SNTP Client software: “SAM.” <-Add period at the end.

North America SNTP server list.

bitsy.mit.edu
clock.isc.org
ncar.ucar.edu
ntp.css.gov
ntp2.usno.navy.mil
tick.usask.ca
timelord.cs.uregina.ca
tick.usno.navy.mil

End of 5. SNTP Client/Server Settings
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6. NAT and IP Masquerade Function Setting

The NAT (Network Address Trandlation) and 1P Masquerade functions are available from the following
connection mode.

ISP Networking Dial-Up 1P Connection
Networking Dial-Up IP Connection
ISP Leased Line IP Connection

Leased Line IP Connection

By utilizing the NAT and IP Masguerade function, ThinConnect4 will be able to trandate global IP
address into private network |P address.

|P Trandlation Method

Translate from one global IP Address

A good example of this type of tranglation is when ThinConnect4 connecting to an I SP. Once connected,
ISP will assign only. The IP Masguerade will translate one global |P address (xxx.xxx.xxx.1) to multiple
private networks (192.168.0.1 to 192.168.0.254)

IP  =I1PAddress
SNM = Subnet Mask

PC1 .
. ThinConnect4
IP: 192.168.0.2 LAN Settings
IP: 192.168.0.1
SNM: 2552552550 | | Modem/
PC2 TA
IP: 192.168.0.3 &=
PC3
IP; 192.168.0.4 Global IP Addressto
trangdlate.
XXX XXX XXX.1
PC4
IP: 192.168.0.5

Go to next page
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Translate from Multiple global IP Address

In this example the | SP allocate a block of global 1P address to ThinConnect4.
NAT will trandate global |P address to private | P address base on one to one basis.
The IP Masguerade will trandate final set global 1P address to multiple private |P address.

Example:
* Globd IP address from | SP: 111.111.111.128
* Subnet mask from I1SP: 255.255.255.248

Number of global 1P address of the above network addressis 8.

(From “111.111.111.128" to “111.111.111.135")

Inthis case“111.111.111.128" will be used as Network Addressand “111.111.111.135" will be used as
broadcast address. These two | P addresses are reserved and can not allocate to PC and Roulter.

There for the usable global IP Addressis6 from“111.111.111.129” t0111.111.111.134".

Enter the “Use IP Address Trandation” as: (See ThinConnect4 setting next page)

“Start IP Address*: 111.111.111.129 “Number of Address’: 6
v LUse |P Address Translation
Start P Address: I m I m I 11 I 123 MNumber of Addresses: I ] 1 to 16]
IP Masquerade: I 11 I 111 I 111 I 134 IP Masquerade Table.. |
Ok I Cancel |
PC1 .
IP: 192.168.0.2 ThinConnect4
LAN settings
PG 2 IP: 192.168.0.1
IP: 192.168.0.3 SNM: 255.255.255.0
= ey B IS
: R tranglate from TA
111.111.111.129
PC4 to
IP: 192.168.0.5 111.111.111.134
— (6)
PC5
IP: 192.168.0.6 HUB
IP  =IPAddress
PC 253 SNM = Subnet Mask
IP: 192.168.0.254 &

Global IP Address Private |IP Address Address Trandation
111.111.111.129 <4—p | 192.168.0.1 NAT
111.111.111.130 <4—p | 192.168.0.2 NAT
111.111.111.131 <4—p | 192.168.0.3 NAT
111.111.111.132 <4—p | 192.168.0.4 NAT
111.111.111.133 <4—p | 192.168.0.5 NAT
111.111.111.134 <4—p | 192.168.0.6 t0 192.168.0.254 IP Masguerade
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ThinConnect4 Setting
To setup the NAT and IP Masquerade follow the instructions below.

1. For the “1SP Networking Dial-Up connection” or “Networking Dia-Up IP Connection”.
Click “Static Routing” button on the “Networking Dial-Up |P Connection” window.

& Brigination and Dastination; ™ Destination Onky Mo Authentication

Modem/TA | DTE Soeed Port Ussce | connestion Timer | |—Authenmatinn

Select connection mode and set detal settines.

[ Did-up Connecton ~ Transmit Information

" ISP Cid-up IF Conection User MName:
 RAS Dient Did-up IP Connection

" ISP Did-up IF Connection and RAS Server IP Connection Rass e

" RAS Oient Did-up IF Connection and RAS Server IF Donnection Confirm Password:

Default Gutesine Gannection | ISP Cannecton #1 - I [~ Access Number
Dial tar

" RAS Server |P Connection

¥ ISP Networking Did=up IP Dnnnenhnr\> -~ Recaive Information

< " Metworking Did—up P Connection
User Name
Leased Line ConnecaT
’V (5P e gzad|line [P Gannecton ‘ Password
1 Lessedline P Corectiog — Confirm Passward:

( ( Static Ruuhng.w OF ] Cancel |

Ok I Cancel I

2. Forthe“ISP Leased Line IP Connection” and “Leased Line IP Connection”.
Open “Leased Line IP Connection” window.

rial Part 1

h-‘bdemf’TAI OTE Speed Port Usage | Connecton Timer I

Select connection made and set detal sethings.

—Did—up Connecton
|SE Evdpup (P Gonezton

RS Hient dsup [P Eonmezton

=B et up B Gannectan end RS Server B IEanmector

FE Eient DraEsup [ B Eanneston and RS Server | BIEanmecton

T T T

[refault Outesine Ganmection | ISP Connection #1 ;I

R Server | P Eannectian

Iz
£ [5F Metworking Cid=up IF Ganneston
i Metworkine asup [P Eonmecton

d ninecton
T+ |SF Leased Line IP Connection
cazed Line I[P Connecton

Detal Settings

Ok I Canc el

Go to next page
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3. TheRouting for Serial Port window will be shown.

Raouting far Serial Part

In case of this connection, The settings for routing table are unnecessary.

W Set This Serial Part ta Default Gatewasy

— Etatic Bouting Takle Eerial Faort]

[P A ddress: I

I Subnet Mask:

| A ddress

subnet Mask

—I Use IP Address Translation

Start |P Address:

[T

IP Masquarade: I

0 Mumber of Addreszes: I 0 (1 to 16)

|Fr Masquerade Table.. |

ok |

4. Place acheck mark on“Use IP Address Translation”.
If you do not use this function leave the entry blank. (There is no Address Trandation taking place).

Routing for Serial Port

In case of this connection, The settings for routing table are unnecessary.
[¥| Set This Serial Port to Default Gateway

—&tatic) Beuting Table [Eerial Fart)

]|

| A ddrass: I

I Subnet Mask:

| A ddress

Subnet Mask

Ald

Edit |
Hemowe |

Start [P Address: I 0

1]

0 I 0 Mumber of Addresses: I 0 (1 to 162

IF Masquerade: I

|FS Masguerade Table. |

ot |

Cancel I
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Setting the global 1P Address and it’ s number to be trandlated.

Enter starting |P address into “ Start P Address’ field.

Enter number of IP addresses which you want to trandated in sequence of “ Start IP Address”
at “Number of Address” field.

Fouting for Serial Port

In casze of this connection, The settings for routing table are unnecessary.
¥ S=t This Seriall Port to) Default Gateway

—Etatic Bauting Table (Eerizll Fart)
|F Addrass: I I I I submet; Mask: I I I I

IF Ldress Subriet Mash: o |

— ¥ Use IP Address Translation

<\wdress: I 11 I 111 I 111 I 1 Mumber of Addresses: I &  Otwis B
IP Masquerade: I 11 I 11 I 11 I ] IP Masquerade Table.. |
(014 | Cancel |

The above window examples shows the global 1P Address from “111.111.111.1” to
“111.111.111.6” to be translated into Private IP Address.

The value in the above window is only for areference.
Please enter the appropriate setting to meet with your environment.

Go to next page



6. After complete all settings on this setting window (OK button is active),

the “1P Masguerade” field will show the starting global |P address trandlated by the IP Masgquerade
function.

Routing for Serial Port

In case of this connection, The settings for routing table are unnecessary.
[¥ S=t Thi= Serial Part to Default Gateway
—Etatic Beuting Tabkle (Eeriall Partl

Bl A ddrass: I I I I subnet Mask: I I I I

P Loldress Subret [ash o |

— ¥ Use IP &ddress Translation

Start IP Addres=: I 1 I 1 I m I 1 Mumber of Addresses: I ] 01 to 16)
<l Masquerade: I 111 I 111 I ID IP Masguerade Table. |
o] 4 | Cancal I

From the above example window, |P Masguerade function trandate address“111.111.111.6” and
NAT function trand ate address from “111.111.111.1" t0 “111.111.111.5".

The value in the above window is only for areference.
Please enter the appropriate setting to meet with your environment.

7. Click “IP Masguerade Table” button, “ Static |P Masquerade Table” window will be shown.
If you want to make setting, please refer “Detail Settings of I|P Masguerade” on the User’s Manual.
This setup is optional that you can proceed it if necessary.

8. Click “OK” button after completes all setting.

End of 6. Leased Line NAT Function Setting
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7. Change or Add Firewall items

This section explains the procedure to change or add Firewall items available in this version.

Factory default
The following Firewall function is set up at the factory.

® Interdict automatic line connection by ICMP.

® Interdict automatic line connection by NetBIOS on TCP/IP Services.
(Interdict automatic line connection by Windows startup and finish)

® Interdict automatic line connection beside TCP connection (SY N) flag.

(Interdict automatic line connection by the end of application)

Interdict automatic line connection by BOOTP, TFTP.

Interdict automatic line connection by Apple Talk.

Shut out to supply NetBIOS on TCP/IP Services to ThinConnect4 application (Proxy DNS

function, SNTP server function, etc).

(Interdict automatic line connection if ThinConnect4 application start)

The above 6 items is applicable to use on the same LAN.

Be careful, when you change or delete the above control default value. It may cause ThinConnect4 to
behave erratically such as unwilling dial-up, or not able to make connection during dial-up.

If the problem occur, EXP recommend setting IP filter to the default value.

Click “Return to Default” button will set “Firewall - P Filter Table” to defaullt.

Firewall — IF Filter Tabla

W acTiol | IMpert-oUTport [ 5. | 0o | 1. | SRC-PORT | oST-PORT

1 NGCUT  anyport—anyport - - —.. ———— I

2 MCCUT  anyport=SiCamy - - -. nethios—nsfnethios—ssn  nethios—nsdnethios—=
3 MNCCUT  anyport—anyport - - - ———— I

4 MNCCUT  anyport—anyport - - - ———-— bootps/titp

5 MNCCUT  anyport—anyport - - - ——— 20 /205

& CUT anyport—OWikapp - -.  —.. netbios-nsdmetbios—ssn  netbios—nsdnetbios—=

4| | 0

1P Filter Tahle
Mo |_ Aotion | = ] ouT| |

s |/ 1P/ Mask : Sre. | Dst. | g e el
il Part Mo, :  Sre. | Dst. | e e
Ml Protocal: [0 [Z] | Flees | [(RET| Eck | (ear] (RET | vt |

Return ta Detfault Well-Knowen Ports... | e I Cancel |

Go to next page
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Change the Factory default items

Entry No. 2 (partial change)

< Interdict automatic connection of line by NetBIOS on TCP/IP >

ACTION

INport

OUTport

IPIMask : Src.
IPIMask : Dst.
IP/IMask : AND/OR
Port No : Src.
Port No : Dst.
Port No : AND/OR
Protocol

Entry No. 6 (Newly added)

NC:CUT (no change)

anyport (no change)

SIO:any (before change “anyport”)
No setting (no change)

No setting (no change)

No setting (no change)

netbios-ns/netbios-ssn (no change)
netbios-ns/netbios-ssn (no change)

OR (no change)

any (no change)

< Shut out to supply NetBIOS on TCP/IP Services to a ThinConnect4 application >

ACTION

IN (INport)

OUT (OUTport)
IPIMask : Src.
IPIMask : Dst.
IPIMask : AND/OR
Port No : Src.
Port No : Dst.
Port No : AND/OR
Protocol

CUT

anyport

OWNapp

No setting

No setting

No setting
netbios-ns/netbios-ssn
netbios-ns/netbios-ssn
OR

UDP
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Newly added setting Items

“OWNapp” will be added for port selectionin “IN (INport)” and “OUT (OUTport)”.
OWNapp: These are ThinConnect4 application. (Proxy DNS function, SNTP Client/server function,
E-mail share function, etc)

Reference samples:

“IN” =“LANport” “OUT” =“OWNapp” :

-> Objected IP frame from LAN port to ThinConnect4 application. ??727?727727?
“IN” =“OWNapp” “OUT” =“SIO:P1" :

-> Objected 1P frame from ThinConnect4 application to serial port 1. ?27?7277727?

Firewall — IF Filter Tabla

W acTiol | IMpert-oUTport [ 5. | 0o | 1. | SRC-PORT | oST-PORT
1 MNECUT  anyport—anyport - - —.. ———— -
2 MECUT  anyport=SiCiamy - -  -.. netbios—nsfnethios—s=n  netbios—nsdnethins—=
3 MNCCUT  anwport—anyport - - —.. ———— -
4 MCCUT  anyport—anyport - - - ———— bootps/titp
5 MNCCUT anyport-anyport - - —.. ———— 201 /205
& CUT anyport=OWikapp - —. —.. netbios-nsdnetbios—ssn  netbios—nsdnetbios—=
l | i
—IP Filter Takle
Mo | Action | x| N x| ouT =]
anyport f——|aryport I
Enter | IP#Maszk : Sre. I D=t LA MNpart L& Mpart
i SI0any SIany H
Edit | Port Mo, - 5r¢,| D=t [SIC:P1 S0P
Slope Slhopa ||
Abort | Frotocol I vI Flag= (UHG:'I __ér‘OWNa %Tj LWNELP ———
Heturm ta) Metault | jell-Known Ports... | 1o I Cancel

For details “Firewall — IP Filter Table” please refer to the Manual book attached to the product on the
article7.1 Firewall — IP Filter Table Settings’.

End of 7. Changed/Added items of Firewall Function
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8. Syslog Monitor function

This section explains detail of Syslog Monitor function.

The Sydog Monitor function displays and log system activity information of the ThinConnect4.

The detail information such as of connection/disconnection will be available.

In order to use Sysdog Monitor function, it is necessary to set up the Syslog function first.
For details of “ Syslog settings’ please refer to the User Manual on section “7.3 Syslog settings”.

A simple Syslog function setting will be explained as follows.

Syslog function settings

o wbdpeE

Start “ ThinConnect4 Setup utility”.

Select ThinConnect4 to setup and click “ Settings’ button.
Click “ Settings’ buttonin“LAN Port”.

Click “Sydog” button in “ Advanced”.

Setup the items mentioned below and click “OK” button.

Syslog Settings

ﬂnable Svslog Function

Enter check mark at “Enable Syslog
Function”.

= o

as

Enter IP address of PC to receive Syslog
or “255,255,255,255" (broadcast)
in“Host IP Address’ fields.

Host |IP Address:

EIEAE |D

Facility Code:
Message Type
[ LOG_EMERG
[ LOG_ALERT
[ LOG.CRIT
[ LOG_ERR

| LOG USER

v LOG_MOTICE
W LOG IMFO

Ik

W LG A RMING

Place check marks on
“LOG_WARNING”,
“LOG_NOTICE” and
“LOG_INFQO" asa
minimum log.

Cancel
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Syslog Monitor

To display the information logged by the Syslog, follow the step below.
1. Start “ThinConnect4 Setup utility”.

Select a ThinConnect4 from the list and click the “Monitor” button.

12 NG Setup Utility

MWG on your netwaork.

ga tal [T

Serial Port 1 I Disconnect Connect |
Mode £ Site |ISP o |
Zerial Port 2 Uisconmect | Commect |
Made & Site I———— T p— ;I

....... .S.Et.tli-lésm ........ :I

I

Search |

“Sydlog Monitor” will start up and window will be open.

5 MOMITOR [192.16

File  Edit Moniter “iew Help

HE 4w | B E|

Date | Time | Tvpe | Meszage

1 | i

Do not work with other syslog program at the same time.

When other syslog program is on, it will be possible that syslog Information might not shown.

End of 8. Syslog Monitor function
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