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A.Welcome

SureMDM is one of the simplest yet powerful Mobile Device Management software
available. It is a versatile solution that can help organisations with software deployment,
security, location tracking and real-time support of enterprise mobile devices running
Windows Mobile OS and Google Android OS, here-in referred to as Android henceforth.
With SureMDM, you get complete view into how an organization’s mobile devices are
being used, their health status and capability to remotely resolve issues on the devices
even when they are in user's hands.

B.Features

e Support for all modern web browsers including IE, Chrome & Firefox

e MDM for Windows Mobile, Windows CE & Android based devices

¢ Real time Device Monitoring with detailed Graphical Information

¢ Remote Job Deployment including facility for group based deployment
e Remote Control Support

e Peripheral Locking Facility for Android based Devices

e GPS based Device Location Service

e Detailed Report Generation Ability

e Mail Broadcast Messages

e High-end Security Features including Remote Data Wipe & Device Lock

C. Getting Started

To begin with, we first describe the basics. SureMDM manages your devices with the help
of 3 main components-

e Nix Agent which runs on the Mobile Devices
e Web Console which runs on the administrator’s browser
e The SureMDM Server which connects your devices with the Web Console

1. Pre-requisites
e  Mobile Device running Windows Mobile 5.0, 6.1 & 6.5 or Android Froyo
2.2+

e .net CF(Compact Framework) Runtime for Installation 4% windows oniy
e  Network Connectivity(WiFi, 3g, GPRS, EDGE or ActiveSync)
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2. Quick Look at SureMDM Web Console

e Open Web Browser on your Desktop PC/Laptop
e Launch https://suremdm.42gears.com

1. Device Groups:
Collectively shows all devices under Home and its user created subgroups. It also
allows user to create and manage devices under various categories such as:

e Preapproved: List of IMEIs which are to be approved automatically

e Unapproved: List of devices waiting for approval decision

e Blacklisted: List of devices which are blacklisted from the management list
e Repair Center: List of devices sent for repair in the Repair Center
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1?} Preapproved

@ Unapproved
% Blacklisted

:,1 Repair Center

2. Device List:
Displays list of devices under the currently selected group on the Device Groups
Tab and its details in a tabular format.

Device » Madel Platform Status Last Connected

ﬂ Client011& MOTOROLA MC70 Windows Mobile @ Offline  9/25/2011 3:10:07 PM

ﬂ Client011s Datalogic EIf Windows Mobile @ Offline  10/1/2011 9:25:40 FM

ﬂ Client0117 SGH-T499 Android @ Offline  10/2/2011 11:58:17 PM

ﬂ Dell Demo Dell Axim X51 Windows Mobile @ Offline  7/30/2011 5:46:10 PM

5| Elfo01 Datalogic EIf

sdk

Windows Mobile @ Offline  9/24/2011 3:38:09 PM

5| Eml&ndroid Android @ Offline 5/14/2011 2:46:38 PM

5| FalconD01

5 honeywell ex 99

B Kirk

5| Mahant HoneyWell
= MC3000

5| Prakash

5| Prakash Gupta

5| Sheldon

5| STablet

Iﬁ YellowTrackoD1

Datalogic FalconX3

S95EX. Honeywell
Microsoft DeviceEmulator
99EX. Honeywell
SYMBOL MC3000C50B
Micromax_A70

Palm Treo 850

Motorola ES400
GT-P1000

LGE-¥5750

Windows CE
Windows Mobile
windows Mobile
windows Mobile
Windows CE
Android
Windows Mobile
Windows Mobile
Android

windows Mobile

@ Offline
@ Offline
@ Offline
@ Offline
@ Offline
@ Offline
@ Offline
@ Offline
@ Offline
@ Offline

8/23/2011 6:02:30 PM
9/30/2011 9:56:39 PM
2/3/2011 8:50:06 AM

7/3/2011 3:57:53 PM

3/26/2011 1:46:23 PM
9/28/2011 5:27:07 PM
9/28/2011 7:42:14 PM
8/17/2011 1:19:06 PM
8/19/2011 10:04:53 PM
7/8/2011 9:27:31 PM

3. Device Toolbar:
Contains buttons to manage and take actions on a selected device or a group of
devices such as:

¢ Delete selected device(s) from the list

e Apply ajob to selected device(s)

e View Job Queue of a device

e BlacKklist selected device(s) from the list
e View Log of a selected device
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Search device(s) on the basis of matching pattern
Select Column(s) to be displayed for the device grid

G ‘ fi iy
3 EA KA ) e ) )

4. Device Information Panel:
Displays detailed information about the selected device including device health,
memory and network status.

Device Information Battery

Device Model HTC Wildfire

Main Batt Li-i
Operating System FROYO [Android] ol R
Oowner Name Client0117 [Edit...] (|

Agent Version 1.64 100%
Last Device Time 10/03/11 14:31:23 Backup Battery
Notes Add Motes... [Edit...] 0

Mot Present

Network Memory

MAC Address 7C:61:93:A3:EE:FD

P M
IP Address 122.166.116.166 rogram Temory

-

Unknown 128.7 MB free of 313.5 MB

ey | St M

I~ 4o signal . orage Memory
.

—
65.8 MB frees of 175.1 MB

5. Quick Action Toolbar:
Provides easy to use buttons to perform device specific action such as:

Refresh device status

Initiate a remote connection with device

Locate the device using GPS

Send an Instant Message to the device if the device is Online
Reboot the device remotely

Initiate device lock

Wipe the data from device

Display installed applications on the device
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6. Utility Panel:
Allows User to access Mails, serve a Remote Support session, manage Jobs and
view Reports for devices

! Remote Control

7. System Log:
Displays live logs from all users and devices currently active in a chronologic
order.

[10/3/2011 2:40:58 PM] Device{Client0116) wpdztad its info,
[10/3/2011 2:40:51 PM] Device{Client0116) wpdztad its info,
[10/3/2011 2:40:27 PM] Mew Devicz(Client0116) added by Drakach,
[10/3/2011 3:40:14 PM] Device(Clientl116) is anline.

[10/3/2011 2:40:11 PM] Mew devies{Clientd11&) registerad.
[10/3/2011 2:40:03 PM] Job{) deleted by Super.

8. Data Usage Information Panel:
Displays amount of data used by account in total.

| You are using 7.74 MB (7%) of your 100 MB guota. |

9. Help & Support:
Allows you to initiate a Chat with Technical Support Person online or access the

“Help” Documentation
Chat with techsupport @

10. Administrative Toolbar:
The toolbar provides Account Management options.

User Management || Change Password | | [= Logout
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3. Getting Nix

i. Windows Mobile/CE
SureMDM Nix Agent for Windows Mobile can be downloaded as an Installer
Executable File (.exe) which can be obtained from the webpage:

http://suremdm.42gears.com/getnix.aspx

Every SureMDM customer is designated with a Unique CustomerID issued by
42Gears at the time of purchase. You are required to enter the same CustomerID
on the download page and click on Download NIX.

The downloaded file automatically names itself with your CustomerID and helps
in configuring Nix on the device.

The NIX Agent can be installed in multiple ways.

¢ Download it from the web browser on a PC and copy it on to the device’s
Memory Card(SD Card) via ActiveSync, Bluetooth or Wifi

¢ Point the mobile web browser to the NIX download page

e Create an Application Install Job for NIX(Upgrade only)

Launch the installation file on device after downloading.

ii. Android
SureMDM Nix Agent for Android is downloaded as Android Application File
(.apk) which can be obtained in many ways:

¢ You can get the Nix Agent from Android MarketPlace

+ &% 2 QB X 331
I search Q

1 result for "42gears suremdm"

SureMDM Nix Agel rnsealled
42Gears Mobility Systems

¥8 2 Q5% @& 11:59PM

I Business Q

i

SureMDM Nix Agent
42Gears Mability Systems

My review

Let others know what you think of this
application.

Rate it!
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e Download the software from Official website at:
http://suremdm.42gears.com/nix/nixagent.apk

via Mobile Browser or PC and copy it to the device Memory Card and launch the

installation

#% This method requires that “Allow installation of non-Market applications is
enabled” on your phone

#% SureMDM client requires access to few device resources like GPS, Phone data
connection, Storage card, etc. Please select “Allow access” to these resources while
installation.

Y You can download & use the trial version by registering at our website

4, Verifying Connectivity with SureMDM Server

To make sure your device has proper connectivity with the SureMDM server, follow
these steps:

e Launch web browser on the mobile device

e Access the URL : http://suremdm.42gears.com/test.html

e The page should display the confirmation message “SureMDM Server is
running”

SureMDM Server is running
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5. Configuring the NIX Agent

i. Windows Mobile/CE

¢ Go to “Start->Programs->NIX” to launch the application
e The NIX initial screen looks as displayed below:

Network Status
should be Green when
SureMDM server is
reachable

¢ A Green status icon means the Nix Agent is configured properly
e If the Status Icon is not Green, Click on the “Settings” button on the screen

and confirm the information such as AccountID, Server Address, etc and
Press OK to Save the settings

e Press Start to connect the Nix to server
e Press OK or X to close the Nix screen

0 oF Vg 4 @ 9112
Cugtomer 101 |121co01

Server |9.efm-n,42@asmn/ |

[V Enable Loggrg
Alaw unattended Remote Support
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ii. Android

Go to All Applications and launch SureMDM Nix

Make sure “Enable NIX Service” is checked

If the Status Icon is Green, the NIX Agent is configured properly.
If the Status Icon is not Green, continue with steps below.

Click Settings button & Verify AccountID and Server Address

Fa&T  FTUEX S 3a4pm
Nix Agent

Customer [D:
1210001

Server Path:

suremdm.42gears.com

Device ID:

Enable Admin

Clear Device ID

Set App PIN

Save Settings Cancel

e Press Save button to save the settings and click on Start

o Press Back key to go back to the main screen. NIX will keep running in the
background

iii. Windows Mobile via Barcode =i
SureMDM enables you to configure your Mobile Device’s NIX Agent by
scanning the configuration barcode. Detailed method is explained at:
Generating Nix Configuration Barcode #¥Wwindows ony

#s Pressing X or OK or EXIT does not Exit the NIX Agent completely. To Exit the NIX
Agent, Stop the Nix and then press Exit button on the screen if required.

4 Once Nix is configured, it will be launched in hidden mode after the device reset. Nix
will try to establish connection with the server whenever network connectivity is available
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6. Approving Devices on Web Console
An unapproved device is displayed on the Web Console as a notification in 2 ways:

i. When a User Logs-in

Notification

1 device is waiting for approval.

Would you like to view it right now?

The user has a choice to visit unapproved list or continue to Main Console

ii. When a User is already logged in

Iﬂ Preapproved

™ Unapproved
% Blacklisted

V’z" Repair Center

The User sees a distinct notification box with number of devices waiting for
approval.
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Clicking on Unapproved button displays the list of unapproved devices as below:

o ~ . .
% s | & a:r:;—.hH [ Approve Device H [ Delete Device

Delete || Rename

P Device IP Address Last Connected
[ ] Ug Home

@’ Preapproved

@ Unapproved
[ Blacklisted

|E|C|ier‘lt0116 122.166.116.166 10/3/2011 4:12:12 PM

y & Repair Center

You can then select the device(s) you want to approve and click on Approve Device
or delete the devices from the list by clicking Delete Device. The approved devices
get added to the Main Device list and are managed by the SureMDM.
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D.Using SureMDM Web Console

Once the Nix has been configured on the device and approved by the administrator,
SureMDM is ready to manage your device. Let’s look at the work aspects of Web Console

in detail.

1. Organizing your Devices

All the devices being managed are listed under the Home tab.

&5 salen
&
& Supervisor
& Sweven
Pos
¥ Preapproved
R Urapproved
@ Blackisted

" Repur Canter

|m= Mal
Remote Control

| B Yobs

¥ Chentol10

I honeymet ex 92
M K

¥ Cient0117

¥ STablet

H Mabant HoneyWel

¥ Cientol16

M Det Demo

§ Etfooz

¥ 1c3000

4 Emidnded

¥ recan001

o Prakasn

#l s»eidon

¥ vefowTrackoy

§ Prakash Gupta

MOTOROLA MCTD

SYUEX, Noneywell

‘Wedows Mobde @ Offime

Werdows Moble @ 0ffime

Microsoft DewceEmulator ‘Windows Mobde & Offine

SGH-T499
Cr-Po00

FUEX. Homeywell
Dataloge CF

Dell Aom X51
Datalopc EN
SYMBOL MC3D00CS08
adk

Datnlops FalconXd
Micromax_A70
Motorols EE400
LGE-¥5750

Palm Tieo 850

Androd @ OfMine

Androd @ Offline
‘Wdows Mobie @ Offiine
Wndows Mobie @ Offtine
Wedows Mobide & Offine
Wadows Mobie @ OfMine
Wandows CE @ OMine
Androd @ Ofinu
Wandows C8 @ Offline
Andrond @ Offline
Wndows Mobée & Offline
Wondows Mobie @ Offline

‘Wedows Moble & OMine

SureMDM_

S/2S/2011 3:10:07 PM
S/30/2011 9:56:35 PM
9/3/2011 8:50:06 AM

10/2/2033 11:58:17 PM
8/19/20181 10:04:53 MM
/3/2083 3:57:55 P

10/1/2001 9:25:40 PM
7/30/2011 B:46.10 M
9/24/2011 3:38:09 FM
3/26/2013 1:45:23 PM
S/14/2011 2:46:38 MM
0/23/2037 6:02:30 FM
8/20/2011 5:37:07 PM
8/17/2011 1119:06 PM
7/8/2088 9:2731L PR

9/28/2018 7:42:14 PM

Create a new group under any selected group of
Home tab to organize your devices. The devices
can then be added to any group using the drag
and drop feature

Deletes the selected group and its subgroups

Renames the selected group

Refreshes the list and status of devices

2011 © 42Gears Mobility Systems

SureMDM User’s Guide



SureMDM_

L:-E!r Preapproved

The Preapproved tab allows creating a list of devices which can automatically
get approved on registering with the server. The Preapproved page has 2 options:

I Allows importing a Comma Separated Value (.csv) file containing IMEI
‘et | numbers of devices which are to be approved automatically

Deleta Deletes the selected devices in the list

‘4 Pre-approving devices can help you in approving multiple devices in one go

ff Unapproved H
The Unapproved tab displays the devices waiting for approval. A notification
box also denotes the number of devices in the list. The Unapproved page has 2
options:

Approves the selected device(s) and adds them to the Home
group

¥ Approve Device

: _ Denies approval and deletes the device(s) from the
& Delete Device Unapproved list

"\ Blacklisted
The Blacklisted tab displays the devices which are blacklisted from SureMDM
management list by the user. The Blacklisted page has 2 options:

E Allows to whitelist the blacklisted device(s) and adds them to the Home
whitsli|  group again

& Deletes the selected blacklisted device(s)

Drelete

% The “DELETE” action is irreversible. You will have to re-register the device to
manage them again
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© Repair Center
The Repair Center tab displays the device(s) awaiting repair. A device is added
to the Repair Center by dragging and dropping the device on the Repair Center tab.

Device Model Platform

& L& Home

@ &8 India
&5 sales f cliento116 MOTOROLA MC70 Windows Mobile

[ cliento116 HTC Wildfire Android

@ UK E] honeywell ex 99 9GEX. Honeywell Windows Mobile
&% Supervisor 8 Kirk Microsoft DeviceEmulator Windows Mobile
@ SWEDEN Client0117 SGH-T499 Android
& us [ sTablet GT-P1000 Android
E Preapproved 5] Mahant HoneyWell 9SEX. Honeywell Windows Mobile

@ Unapproved @] Client0116 Datalogic EIf Windows Mobile

[ Blacklisted Dell Demo Dell Axim X51 Windows Mobile
/¥ Repair Center | B
AR 17~ v 1o & SNISENS
5| MC3000 SYMBOL MC3000C508B Windows CE

A Repair Ticket is generated automatically and the user is prompted to enter the fault
details and Submit it.

Create new ticket for EIf001

Reported by: | WYZUser

Service Center: [ 42Gears Shop Floor

Fault Code 1: [Scanner 001

Fault Code 2: [

Fault Code 3: [

Mon-Contract Repair: [ |

Estimate Required: [

Scanner fails to initialize
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e

O

Close

Displays the fault details of a device in the Repair Center

Closes a Repair Ticket and restores the device to the Home list. The
ticket is still displayed in Repair Center

Deletes a Repair Ticket from the Repair Center and restores the
device to the Home list

Allows to Add, Edit and Delete list of Service Center and Fault Codes
for Repair Center

Fault Code

Name: WiFi 001

Description wifi not working.
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2. Managing Your Devices

There are a variety of functions your device can perform just by a click on Web
Console. All you need to do is select the device from the device list and you get all the
detailed information of the selected device on the right panel:

e Device Information
o Device Model
Operating System of the device
Owner Name(Editable)
Nix Agent Version running on the device
Last Device Time
o Notes(Editable)
e Battery
o Main Battery Health
o Backup Battery Health
¢ Network
o MAC Address of the device
o IP Address(Connectivity Required)
o Network Service Provider Name(Connectivity Required)
o Network Signal Strength(Connectivity Required)
e Memory Information
o Program Memory
o Storage Memory

O
O
O
(0]

- | @ || & OR BN BN B=
Refresh || Remote || Locate || Message || Reboot Lock Wipe Apps
Device Information Battery
Dewce.Mndel HTC Wildfire . Main Battery (Li-ion)
Operating System FROYO [Android]
Owner Name WildFire@42Gears [Edit...] ——
Agent Version 1.64 2%
Last Device Time 10/04/11 11:49:39 Backup Battery
Notes Add Notes... [Edit...] l ]
Mot Present
Network Memory
MAC Address 7C:61:93:A3:EE:FD Program Memory
IP Address 122.166.116.1606
I
:)Q‘l/ CellOne 115.2 ME free of 312.5 MB
e ee— |
=4 signal Strength 63% ‘ Storage Memory
'-‘ s | ——
! £6.9 MB free of 175.1 MB
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Besides displaying device information, SureMDM allows you to perform following
device-specific actions using the following tools:

i. Deleting Device(s)

b

B Deletes the selected device(s) from the SureMDM

ii. Applying a Job

Allows you to select a job from the job list and apply it to the selection.
If the device is online, the job is pushed instantly, else the job goes to
the device Queue and waits for the device to come online

Apply

' You can apply a job to many devices by selecting multiple devices or
selecting a Device Group from the left and applying the job

J To know more about Job creation, See Jobs

iii. Viewing Job Queue

, Displays any pending job in the job queue of the selected device and
Qu;fe allows you to remove it.

#% Queue displays the jobs for the last selected device only

iv. Blacklist a Device

=]
ek Blacklists the selected device(s) from the SureMDM-managed list and
adds them to the Blacklist

v. Viewing Device Log

&=
o Displays complete log information of the selected device and allows you
to export the log file in Comma Separated Value(.csv) format

vi. Searching your Devices

]

eaaedt Performs a device search and returns the list of device(s) matching the
searched string
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vii. Customizing the View

© Allows you to manage the columns to be displayed by SureMDM

View

User Settings

Choose columns to be displayed on main screen:

+'| Device Name [v] status

[+ Madel |+] Last Connected
|1 Platform || Mix Agent Version
|| Battery Strength || signal Strength
|| operater Name |_| 1P Address

|| Device Time || Device Roaming

Save Cancel

£ The following functions are applicable only to an individual device selection

viii. Refresh Information

~ Refreshes and displays updated device information available with the
feleth SureMDM Server

ix. Remote Control

Establishes a Remote Control Connection to an online device. Actions

femate available during a Remote Connection depend on the Operating System
running on the device. You can basically perform 4 types of operations
remotely:

a) Remote Screen a%Windows only

Remcte Screen  Remoke Fle Explorer | Ramote Processas  Remote Segatry Edtor

Metwaork Sgeed
*i Mgh
text Megum

Law
E-mad Screen Size
K r Normal
sl QUGA

calendar

2011 © 42Gears Mobility Systems SureMDM User’s Guide



SureMDM_

This feature is applicable only for Windows Mobile currently. You can
use your mouse and keyboard to input data and send screen tap even for
touch screen. You even have the option to select network speed usage
and quality depending on your connectivity.

b) Remote File Explorer

End Session el

Remote Screen | Remote File Explorer

IR

MName Size

[~ | Documents and Settings A

=1 Windows MA

= Temp MA

| My Documents MA

| Program Files A

| Application Data MA

= ConnMgr MA

= MUsIC MA

= Trusted A

_i mxip_initdb.vol 52 KB

J mixip_notify.vol 32 KB

_i mxip_swmgmt.vol 132 KB
mxip_system.vol 200 KB

Remote Processes

Date

1/1/10 12:00:02 &AM = |

1/1/10 12:00:02 AM
1/1/10 12:00:02 AM
1/1/10 12:00:14 &AM
1/1/10 12:00:14 AM
1/1/10 12:00:26 &AM
1/1/10 12:00:50 &AM
1/1/10 12:00:54 AM
1/1/10 5:37:42 AM
1/1/10 12:02:00 &AM
10/4/11 1:50:34 PM
10/4/11 1:24:36 PM
9/26/11 7:07:44 PM

-

Remote Registry Editor

B New Folder

Refresh

Get

Delete

Launch

Remote File Explorer allows you to access the File System of the device
as well as perform basic file operations such as Upload & Download of
files, Create New Folder or Launch an Application/File on the device
remotely.

% Currently, Android Remote Control is limited to File Explorer only

¢) Remote Processes 2% Windows Only

ArOCor22 bEs
2ECSE4AEZ 10
AEDBAOAA 2

connmgr.exe
prog exe

Odatlistaner.nxe

device.exe EFTAJSC2 nr
Flesys exe FFA2752 10
GunLexe JFENS 2248 12
iexplore.exe FC1BrFBE 8
Monitor.exe AEBF742E s
Mix.exe EeseoIng 2
riCexe FFB400z 2
postiook.exe EECTS7Cs
regliog.exe tDoorOE 6

sdcupp.exe  BFD20B6E 2

End Session e |1 22.) 1161

Remote Screen  Remote File Explorer Remote Frocesses
Process Mame « Process ID  Thread Count
MmgruLexe HEBF 14856 1

Remote Registry Editer

-
Refresh
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Remote Processes shows all the currently running processes on the
Windows device with the functionality to kill any process remotely.

Y Remote Processes can help you manage device’s CPU Usage with
precision

#% Killing a “System Critical Process” may make your system unstable or
lead to information loss and will require a system restart to bring it back
to its normal functionality.

d) Remote Registry Editor agwindows only

2SSO Connected to DO .166.116.166

Remote Screen | Remote File Explorer | Remote Processes | Remote Registry Editor

HKEY_CURRENT_USER

» || HKEY_LOCAL_MACHINE  * | Name Type  Value
HKEY_CURRENT_USER RegPersisted DWord 1 -
AEEEEEEEEE
|| Performance
|| Security
| System
| Comm m

Software
ControlPanel

Start

|- keyboard layout
MUT

I HKEY_CLASSES_ROOT

| HKEY_USERS

SureMDM provides you a full-fledged Remote Registry Editor allowing
you to Add, Edit & Delete registry values together with displaying the
contents in a tree structure.
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X. Locate Your Device

Enables you to locate your device globally via GPS with the ability to

zoom in detail.
Locate

WildFee @ 42Gean

4 2Gemrs Mobibty Systerm

xi. Send Message

Sending an instant message to an online device is now as easy as
counting 1,2,3

1. Just Click Message button

2. Type in your message

3. Click Send!!

Send Message

Subject: |WEIcome! !

Message: |Thanks for showing interest in SureMDM.

-42Gears|
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xii. Reboot Your Device

Reboots your device remotely just at the click of a button

xiii. Lock Your Device

Initiates a Device Lock remotely. The User will need a password to
unlock the device.

% Device needs to have password configured for the Lock to work
successfully. If the password is not configured, a warning message is
displayed informing the password is not set for the device

7 You can use a Password type “Configuration Policy” Job for

Windows Devices or “Security Policy” Job for Android Devices to
enforce password settings

xiv. Wipe the Device

P

r. Clears all data from the device and restores it to factory defaults.
ipe

v Wipe comes handy in situations if device’s security is compromised
or is infected by virus

#% Wipe deletes all the User data from the device and is irreversible.
Care needs to be taken before performing the Wipe

xv. Application Management

Apps

Apphcatson List - WildPre942Gears

Acpitaboe Neme Lotk States  Mondor Status = Packape Mems
T SareMOM Hx Montereg cam.nix
Andred System androct
TS Service androsd.tts
Adcbe Rzotet cem.adeberosde
Suetooth Shore com . andrond bluetos
Imemes com. Antroed bromses
Calcutator 7 e com android coioulanoe 2
Camens oM AN d. Comers

T Certificate Tndtaller com.andrid comnstaker

HTC Funmon Test Progaam 1.0)9 oem angrod CESOFUNTHnG

= com androd debugtont om.andrud dedugtool
Mada Contmner Sarvice oom. androd defosntanas
2 Pecple com.andrid . htcoontacty

Oinler com.angrocd hrcdialer
.

. = =3 A N
arda - nmael || atieen ol |

SureMDM displays complete list of applications installed on your device
with its Name, Package and an efficient Application Management
System.
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It provides the following functions:

[ e P

Displays Advanced Options for an Android device to set device PIN as
well as set Crash Monitoring level

Advanced Settings

Settirga for WidFreQ42Cess

B0 vt wll urdock lecked appioatisns o0 More (1234

Honder coly crash in sppboation

Montor sl errors in applcation (&

Allows SureMDM to monitor any application for crash and
send a detailed crash report as a message in case the

application fails at any point of time ' Androia oniy

|

@

Monitor

Disables monitoring of a SureMDM monitored application
Unmonito: ' Android onry

Locks an application and requires the user to enter PIN on
the device to use the locked application ' Android only

Disables lock on SureMDM locked application ' Android only

?i

Initiates Application Uninstall on the device

Uninstzll

1E

Refreshes list of application installed on the device and their

Refresh “Monitor” & “Lock” status
Ca?ul Closes the windows and returns to the main console

7 SureLock provides a comprehensive lock down solutions for
Windows Mobile/CE Device applications. Error! Reference
source not found. for more information.

2011 © 42Gears Mobility Systems SureMDM User’s Guide


http://www.42gears.com/surelock/

SureMDM_

3. Utility Panel
There are four utility tabs on the left panel of SureMDM namely:
i. Mail
The Mail tab displays new unread messages as a

‘ notification. You can open the Mailing console by

clicking the Mail tab

Crash Report for CrashMe

0720/ 2011 A3 v
SENT HY: Virtsalor Andreid

Appkcation | CrashMe 3

Cenl L L]

Chern212s Foc R 1t St

CenLis b Rl b St Qahss: Crached
Cheesalys Fouc = Stwlen Tz Tue Sap 20 10:13:09 GMT+00:00 2011
Ol ™ LAl
| EfAndroidRuntime{ 2311): FATAL EXCEPTION: main
Sl Demvz Fe: ten

E/AndroldRintioe] 2311): java.lang OvtOfMemanyferor

EffncroidRuntiome{ 2311): at com peavary, crashme CrasMaActivty $5, onClick
{CrashMadctaty Jove:99)

EfAndroidRontions] 2311): at android.view. View, periormCick View, java: 2435)
E/AndraidRuntions] 2311): at android. view. View$PadomOko non View java 2081 )
E/AndaidRintione] 2311): ot androkd.os Handier handwCalback Handes java: 567)
EfAndroicdRantioe] 2311): ot mdroid.te Hondier dispatchiMessage Handler java: 92}
E/AndrokdiRuntime] 2311): at android.os Looper Joop{Looper Sava: 130)
EAndroidRunties{ 2311): at android.app ActiviyTheead main
{ActvityThread. jwa 3653)

EfAndrokdRantimel 2311): at jwva,bang reflect Method imscketlative{Native Method)
E/AndroidRuntime{ 2311); at java bang reflect Method imoke( Method frva: 507)
E/AndrosdRuntiona{ 2311); ot comandrod intemal 05 Zygotalnt
St vl e a ki i’ Tunsbaledl Las 391

Dol Derns b

SureMDM provides you a handy mailing option to send messages to your online
devices by clicking Message icon on SureMDM (See Send Message). The
messages you receive from the device as a reply or the crash reports from the
monitored apps Wandroidonyare stored under the Mail tab. The message list is
displayed in the centre panel and the details of the selected message are displayed
in the right panel. Besides this, you have the following options:

< Refreshes the list of messages
Refresh
DE‘[Qe Deletes the selected message

Opens a reply box for the selected message

ii. Remote Control

_ The Remote Control tab allows you to handle a Remote
I Remote Control . . .
Support Session request from a client device by

entering the Support Code generated by the device. A% Windows Only
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7 Remote Support Code is generated on the device by pressing Remote Support
button on the Nix agent on Windows Mobile Device

Moter You can sk start remote sipport by secsng 2 e and pressng Rencts bion on $e maen sopen,

For Detailed Remote Support content, See Remote Control

Jobs tab allows you to Create, Modify and Delete the
Q Jobs jobs in your SureMDM as well as generate Nix
Configuration Barcodes.

It displays the following screen:

Last Modfied

& SureCep Windows Mabile INB 3/7/2081 8:37:102 AM
& DelstetintogFies Windews Mebile 170 Bytes  &/15/2011 10:53:10 AM
o $2Gears Wi Windows Mcbile 1.7 K0 SI13/I001 So6mL? PM
¥ Test Messape ary 192 Bytes  10/372011 3741135 PM
o nicvia3 Windews Mobile 1023.4 KB S/5/2011 22:53107 PM
= PwvsPolcy Androcd 340 Bytes 51572011 G:08:27 AN
= MySecerityPolcy Android 353 Dytes  WS/20IL 0:14:00 P
B HyMomeScreen Androvd 2941 KB 162011 5:28:02 AM
= I Winsews Mebile 169 Bytes  12/9/2010 5:52:25 PM
= Welcoms Message Any 205 Bytes  IOV3/2081 3:60:33 PM
= DmablePwdolcy Windows Mabile 1.7I KB H17/3011 9:0%:54 PH
‘; NxCE - Stent install Windows Mobile 254 Bytes NG/ 2011 123453 P
T MyAnsSecPoicy Andreid 939 Bytes  W2RE/2011 12:47:30 AN
‘: Motorsla Data Wedge Windows Mabile 197 N8 S/28/2011 2:50:40 MM
& Restars Nix Windsws Mobile 102 Dytes  WAG/Z011 2:56:36 PM
= IE for CE Windows Mobiie 176 Bytes  J/A/2011 1104714 PH
& DatalogickinskIE Windoms Mabile 278,02 KB W25/2011 2:38:36 AN
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The New button allows you to create a new Job.

Create Job

Choose the Platform

@ Windows Maobile

() windows CE
() Android
O Any

There are 3 main types of Job type:

a. Job Type: Any
Create Job [Any]

Choose the type of job you wish to
create

() Send Text Message
() Remote Data Wipe
(_) Lock Mobile Device

= Send Text Message
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Enter the Job Name, Subject of the message and the message content and
click OK to save the job.

= Remote Data Wipe

Wipe Job Properties

Job Name: |

Wipe All Data ||

Enter the Job Name, tick the Wipe All Data box and click OK to save the
job.

= Lock Mobile Device

Lock Job Properties

Job Name:

Lock the device: ()

Unlock the device: ()

Enter the Job Name, Select the action (Lock/Unlock) you want to apply
and click OK.
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b. Job Type: Windows Mobile/CE

Create Job [Windows Mobhile]

Choose the type of job you wish to
create

(+) Install program

(_) Execute program
(_) Send Text Message
(_) Run Script

(_) Remote Data Wipe
(_) Reset Mobile Device
(_) Lock Mobile Device
(_) Configuration Policy
(_) Nix Agent Settings

= Install Program

Install Job Properties

Job Name: |

Local File Path: |

Device Path: |

Install After Copy: |:|

Silent Install:

Execute Path: |

Perform the following steps to create an Install Job Program:

O O O O O

Enter the Job Name

Browse for the Local File Path you want to install on the device
Enter the device path where the program is to be installed

Tick Install After Copy if you want to auto-launch the setup file
Tick the Silent Install option if you want to perform unattended
setup on the device

2011 © 42Gears Mobility Systems

SureMDM User’s Guide



SureMDM_

o Enter the Execute Path if you want to execute an application
after installation
o Click OK to save the job

= Execute Program

Execute Job Properties

Job Name: |

Device Path: |

Parameters: |

Enter the Job Name

Enter the program path which you want to execute
Enter any parameters you wish to pass to the program
Click OK to save the job

o O O O

e Run Script

Run Script Job Properties

Enter the Job Name and the complete script code you want to run on the
device and click OK to save the job.
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e Reset Mobile Device

Reset Job Properties

Job Name:

Enter the Job Name and click OK to save the job. There are no manual
configurations needed for this job.

e Configuration Policy

This job helps in provisioning of Windows Mobile Devices using xml
scripts. There are many configuration scripts available at Microsoft’s
MSDN Library. We have provided you with the most common scripts used
in the form of templates which can be edited with the help of comments
specified in the template.

Configure Settings on Devece

Job Meme:

Selezt Config tempate: | Custom
Custam
Paswword Poley

WiF Conhguration

Calular Canfigurathion

Sluetooth Cenliguration
| Regetry Contquration
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Password Policy

Wifi Configuration
Cellular Configuration
Bluetooth Configuration
Registry Configuration

O O O O O

Or you can write your own provisioning script using Custom Script
option

¢ Nix Agent Settings

Nix Agent Settings on Device

Job Name: |

|| Enable time synchronization with server Periodicity :

|:| Enable periodic update of device info Periodicity :

You can configure the device’s automatic time sync and the periodic update
interval of device information received by SureMDM just by deploying the
Nix Agent Settings Job. All you need to do is enter the Job Name and select
the periodicity of the setting you wish to implement and click OK to save
the job.

c. Job Type: Android

Create Job [Android]

Choose the type of job you wish to
create

(*) Install program
(_) Send Text Message
(_) Remote Data Wipe
() Lock Mobile Device
() Security Policy

() Application Settings
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e Install Program

Install Job Properties

Job Name:

Local File Path:

Device Path:

Install After Copy:

Perform the following steps to create an Install Job Program:
o Enter the Job Name
o Browse for the Local File Path you want to install on the device
o Enter the device path where the program is to be installed

o Tick Install After Copy if you want to auto-launch the setup file
Click OK to save the job

e Security Policy

o Enter the job name

There are 2 tabs under Security Policy job of Android:
o Password Policy

Password Pobcy  peniphera Settings

Oisable Pasaword on device:
Enforce Password on device: [«
Minimum Password Length: & z

Password Quality:  No Restrctor +
Time lapse before device auto-locks:  Noee )

d attempts before device wipes: | Nayer

2011 © 42Gears Mobility Systems SureMDM User’s Guide



SureMDM_

= Select Enforce Password on Device

= Choose the Minimum Password Length for password

= Select Password Quality

= Select the Time Lapse before which the device auto locks

» Select the maximum number of failed password attempts before
device auto-wipes

#% Care needs to be taken before enabling this selection. Auto wipe
will delete all the device data

'Y You can disable Password policy by selecting Disable Password
on Device

o Peripheral Settings

Security Policy Job Properties

Job Name:

Password Policy | Peripheral Settings
Enforce Peripheral Settings on device:
Disable Bluetooth:
Disable Wi-Fi:

Disable Camera:

» Select Enforce Peripheral Settings on Device
» Choose the peripherals you wish to disable

o Click OK to save the job

e Application Settings

o Enter the Job Name

There are 3 tabs under application settings job of Android

o Lock Apps: Manage applications to be Locked or Unlocked using Add,
Edit and Delete buttons
If you want to enable Kiosk Mode“, tick mark the “Lock all Apps on
device” and select the applications which you want to remain unlocked
by adding them in the Whitelist Applications category.

The reverse also holds good and you can remove the Kiosk mode by
White listing all the applications and selecting only the applications to
be locked in Blacklisted Applications list
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o Monitor Apps: Manage applications to be Monitored or Unmonitored
using Add, Edit and Delete buttons

o Misc Settings: Select the detail level of Crash Reporting you would like
to have on your device as well as Select the App PIN for the device

o Click OK to save the job

7 You can find the name of the package from the Apps tab if you do not
know. See Application Management

Application Settings Job

Job Name: |

Lock Apps | Monitor Apps | Misc Settings
Blacklisted Applications (Locked)
|| Lock all Apps on device (Apply Kiosk Mode)

Name Package

Whitelisted Applications (Allowed)

|_| Unlock all Apps on device (Remove Kiosk Mode)

Name Package

d Deletes the selected job from the job list

Delete

Allows you to modify an already existing job from the jobs list
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d. Generating Nix Configuration Barcode & windows only

[ Generate Config Barcodes

Nix can be configured on a Windows Mobile just by scanning the configuration
barcode. It eases the process of Nix configuration and saves time.

All you have to do is enter the required Nix and WiFi settings for the device and
click on Generate Barcode. SureMDM automatically generates a Barcode which

can then be saved to the local computer and printed for scanning.

Generate Configuration Barcode

¥ WiFi Settings

SSID

Encryption

Authentication

Network Key

¥ Nix Agent Settings

Server Address

Protocol

Account ID

Http Proxy

|| Use prooy

Fill up the settings on the left and press
Get Barcode to generate barcode

Once generated, press Save below to

| suremdm1.42g@ars.com |
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iv. Reports
The Reports tab allows you to generate reports for various tasks performed by
SureMDM over period of time.

Each report page contains few basic options which are applicable for all report
types. They are:

D .
.4 To go back to the Main Reports page
— All the reports can be exported to a Comma
1= Separated Value (.csv) file using the Export
Export
button
—= The Calendar icon can be used to specify the

date field for report generation

\ Generates the selected report type

\ Clear Report Clears the report displayed on the page

a. System Log

System Log Report

Sélect Maaually v From: 9/10/2011

fs Tk W |

-

The System Log displays all the information logged by SureMDM between the
selected dates.

b. Device Health Report

Device Health Report

Last1week  ~ | From:[10/3/2011 |G Till:| 10/10/2011

Battery < % Program Memory < ME Storage Memory <
Total Results: 1 UL [oLET Report

Device Name  Last online Battery Level Program Memory (MB)  Storage Memory (MB)

Displays the device health report between the selected dates on the basis of
device health parameters (if specified)
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c. Devices Connected

Device Connected Report
Total Results: 1 [ULEELGTE  [ef=TRn

Device Name Last Connected Device Status

Displays the list of devices connected to SureMDM between the selected dates

d. Jobs Deployed

Jobs Deployed Report
Last1Week = ] From:| 10/3/2011 | TiII:
Total results: 0  Jobs still scheduled: 0 Jobs deployed: 0

Job Mame  Device Mame  Job Scheduled At  Job Executed At  Job Scheduled By Job Status

Displays list of all the jobs deployed by SureMDM between the selected dates

e. Asset Tracking

e ETST S il Run Report il Clear Repa

Device Name  IMH iMSI Phane Number Serial Number Mac Address Date updated

Displays a detailed report of Assets managed by SureMDM
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4, Viewing System Log
SureMDM keeps you updated with all the actions happening across an account with a
live ticker in the bottom of the screen. The logs are updated in a chronological order
and even display log information of other users who are logged on to the same
company account.

[10/10/2011 5:51:16 PM] Deavice(Clientd125) updated its info.
[10/10/2011 5:50:43 PM] Davice(Clians0125) is anline.
[10/10/2011 5:50:0% PM] Device(Client0128) is offfine.
[10/10/2011 5:50:0% PM] Device{Cliant0125) is offline.
[10/10/2011 5:49:45 PM] Apphylob-Device:Clientd125-UserPrakash-Mo responss from device, It might be Offline
[10/10/2011 5:49:32 PM] Support request raised by Chent0125

Below the log console is the memory infobar which displays the memory usage of the
organization as a whole

l You are using §.71 MB (6% ) of your 100 MB guota. I

5. Managing SureMDM Accounts
The right upper side of SureMDM displays the current user who is logged in and
provides the basic user profile management actions.

Allows the administrator to create, edit and delete users who
b have the authorization of accessing SureMDM
% This option is available only for a SureMDM Super user

User Created

12/21/2010 4:58:34 PM
L/4/2011 11:12;25 AM
12/10/2010 12:31:22 AM
9/13/2011 9:30:27 AM
12/17/2010 3:43:03 M
8272011 57129 PM
4/5/2011 6:46:58 AM
13/9/2010 3:22:0% AM
55472011 10:15:15 AM
12/10/2010 11:85:01 AM

Mo e e
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The user management window displays the list of users
registered with SureMDM and their account types.

A new user can be added by clicking on the Add User button and
entering the user information in the new user window.

Create New User

User Namae
Password :
First Name :

Lest Name © |

Email = |

Phone Number

User Type :

A user information can also be edited or deleted by the super

user
Allows the current user to change his account password
[* Logout Ends the current user session from SureMDM

E. Troubleshooting Your SureMDM

My device is not getting online in SureMDM
@ Check the internet connectivity of your device
& Make sure the Server address, CustomerID is properly entered
My device gives an “Access denied” error. What to do?
@ Your device might have been deleted by a user from SureMDM account.
Try clearing the Device id and re-register.
@ You might be using an invalid CustomerID in Nix settings. Please verify.
@ You might be exceeding you License Quota for the managed devices. Please
Error! Reference source not found.
I have an Android 3.0 device but some of the features don’t work
@ Complete support for Android 3.0 is in progress. For latest updates
regarding this, please feel free to Error! Reference source not found.
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F. Update History

Date

Update Description

Tuesday, 11 October 2011

Initial Revision
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