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Testing (SIF 2 Enabled Application Test Harness)

Introduction

The key to any certification is demonstrating mastery, so it should be no surprise that this holds true for SIF
Certified Products. The SIF Association makes available to all its members the SIF Test Harness for both informal
testing and testing in order to acquire a certification. This chapter will walk you through all the steps in testing your
product.

Accessing

In order to use the Test Haress you must first secure a login to the SIF Community Site by following the directions
found here: http://www.sifassociation.org/us/community.asp

Locating

The second incarnation of the SIF Test Harness can be found at:
http://compliance.sifinfo.org/sifcompliance/home.jsp

Once there you will be presented with many Test Suites for your use.

=IF 2 Enabled Application 2.2-1
E =IF 2 Enabled Application 2.3-1
=IF 2 Enabled Application 24-1

Only Test Suites with a SIF logo in the first column may be used for formal certification testing.
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Understanding Expectations

Once you make your selection, there are several components to testing that you need to pay attention to.

http://compliance.sifinfo.org/sifcompliance/productStandard.jsp?id=SIF+2+Enabled+Application+2.3-1

The Product Standard is the requirements above and beyond the

Product Standard specification that your product must adhere to in order to become

certified.

Click below for product standard
documentation on:

BIF 2 Enabled Application

What Your Product Offers

While there is a core SIF Infrastructure that all products must comply with,
there are many choices to be made for: supported infrastructure
components, completely optional technologies, objects and elements that
are supported. These valid choices must be represented in fair testing of
your software, so you must disclose these to the Test Harness. In
addition this information will become public knowledge once your product
is certified in order to inform customers of your software’s SIF capabilities.

To do this, you must complete and submit a Conformance Statement
Questionnaire (CSQ) which also carries critical branding and versioning
information. In order to create a CSQ use the controls pictured here
(note: they are located on the bottom left of the Test Suites front page).
While the optional elements you declare support for are not required to
appear in your data objects during testing, remember that: you warranty
these capabilities and failing to disclose elements that you do support may
result in loss of sales.

Conformance Statement
Questionnaire

Preview Clonformance Statement

http://compliance.sifinfo.org/sifcompliance/ CSQEditor/new.jsp?csq=SIF+2+Enabled+Application&version=2.3-1
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SIF 2 Enabled Application (2.3-1)
Conformance Statement

MNote to submitter. This conformance staterment questionhaire [C5Q) cantains & seres of questions that need to be
answered. Please complete ALL the fields in the questionnaire to produce a confarmance staterment for your product. Your
completed conformance statement showld be submitted as input to the test suite and it will be forwarded to the
Certification Authanty along with your test reswits. Please ensure that you use the current varsion of the questionnaire
{avallable on the certification website) for your submission. See the Guide ta SIF Certification for more information. Flease
nate that all information in this conformance statement will appear on the public register of certified products, except for
the Extra Information for Testing.

Revision Histony:

“ersion Date

Change History

2.3-1 | March 21, 2009

This is the first release of the SIF 2 Enabled Application (2.3) Conformance Staterment.

Begin |

* - required | 2 - help

pOWf)rEd by
~Chiba

22001 -2007 Chiba Project

Consider reading the introductory text at least once.

1. Submitter Information

Organization:”
Author®

7

|SIF Association

|._|Dhn Wy Diog

We may attempt to contact the author if problems arise.

Page 5




2. Product Information

Application Mame:™ |Studem Contacts Collector

Application Wersion:™ |1.}{

Application vendar™ |SIF Asgsociation

Agent Marme: |Studem Subscriber
Agent Version: |1.}{
Agent Yendor: |SIF Association

Suite Products

Add Product Delete Product

Note: The Versions here must match those in the Certification Agreement and should reflect your company’s plans
for long term support changes in version support require retesting and the associated additional fee.
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3. Testing Environment
?

Test Suite Mame:™

Wersion Murnber:®

Specification Wersion:™

7

Application “ersion

tested:”
Agent Wersion tested:

7

Operating Systemn:™

Software Components:

7

Harthware
Environment™

|S|F 2 Enabled Application Test Suite

[2.3-1

[2.3

1.2

f1.1

IWindnws 7

Java B
Apache Tomcat B

M@l 2008

2.4 GHz Intel Core 2 Duo
4 GB 1067 MHz DDRE|

This information helps others know rough requirements for running your software.
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5. Characterization of the product's implementation-dependent behavior

Transport Support

Protocol™

¥ sSiF HTTPS [T SIF HTTR

Mode Support

Mode™
™ Push M pull

HTTPS Support

Which SSL versions does your application support for initiating connections to the ZIS?"

MTLs 10550300 TLS 1.0 negatiated using an SSL 2.0 hello [ SSL 3.0 negotiated using an SSL20
hello

If your application supports Push mode, which 551 versions can your agent accept when
receiving incoming connections from the ZI1S5?

Note: If you are experiencing trouble getting SSL/TLS working correctly we provide a utility to help at:
http://compliance.sifinfo.org/sslhello/

Push: An agent that supports push mode provides a network service that the ZIS uses to contact the agent
whenever it has a message for it.

Pull: The agent that supports pull mode can be strictly a client; it uses a particular message to retrieve messages
out of its queue on the ZIS.
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Security

SIF Authentication Lavel Support

Authentication Level
0-
1- Avalid certificate must be presented.

2.

3 - Avalid cerificate from a trusted certificate authority must be presented and the CN field of

Mo authentication required and the sender does not have to submit a cerificate.

Avalid certificate from a trusted cerificate authority must be presented.

the certificate's subject entry must match the host, which is originating the message.

Is your agent capahle of returning client certificates (authentication level 1.3)7"

& vas O jo

If your agent ever explicitly requests authentication levels 1-3 of other agents at delivery time,
which authentication levels might he explicitly requested?

Firz2Ms

If your agent authenticates server certificates returned by the ZI5, which authentication levels
might be required?

Firz2ks

If your agent supports Push mode and your agent ever requires a client certificate from the 715,
which authentication levels might he required?

Note: In the SIF Zone, every agent to agent message is dispatched to and routed by the Zone Integration Server
(ZIS). It therefore may not be enough to demand a high level of encryption and security on any message sent to the
ZIS. You may optionally demand the same level of security on the connection between the ZIS and every partner
agent to which your message is being dispatched. This is done by setting the Authentication Level (above) and the
Encryption Level (below).
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SIF Encryption Level Support

Encryption Level
0- Mo encryption required
1 - Symmetric key length of at least 40 bits

2- Symmetric key length of at least 56 bits
3- Symmetric key length of at least 80 bits
4 - Symmetric key length of at least 123 bits

Which encryption levels is your agent capahle of supporting in SIF HTTPS?”
MoW 1W2W3W24

If your agent ever explicitly requests encryption levels of other agents at delivery time, which
encryption levels might be required?

MolC1C 2034

Which encryption levels might your agent require from a ZIS in SIF HTTPS?"
MolCimz2lzvy

Message Validation

Is your application capable of performing XML validation on incoming messages?”

T yeg & g

Error Handling

If a SIF_Ack is returned with any type of error category other than a transport error, does the
application stop trying to send the message {delete or inactivate the messayge]) in order to avoid a

potential deadlock condition?”

& yas O g

Buffer Size

Minirurm [16,777 216
SIF_MaxBufferSize (in

bytes)™

Maxirnum [16,777 216
SIF_MaxBufferSize (in

bytes) ™
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Note: Under Error Handling, “Yes” represents proper behavior.

MaxBufferSize: SIF agents receive data response messages of various sizes based upon the requests for data they
issue. In order to prevent a response message from overrunning a recipient’s buffer, the response is broken into
multiple packets before the requesting agent receives it. This means, during registration, the recipient must provide
the maximum buffer size it can accept.

Unicode Support

Does your agent support Unicode (e.y. it does not map back and forth between Unicode and a local
character set)?”

C yes & hp

HTTP Compression

i your Agent is capable of sending compressed HTTE. which compression algorithms can it send in HTTP
requests and return in HTTP responses?

gzip
deflate

Campress

[~

i your Agent is capable of receiving compressed HTTE, which compression algorithms can it receive in
HTTP requests and responses?

gzip
deflate

campress

[~

Note: This information must be accurate in order to ensure interoperability. For further details about filling out this
section accurately you should see the infrastructure section/document of the version your agent is written to.
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The table below is used to capture the types of SIF data your agent/application supports, and the way in which it
uses that data to interoperate with other SIF Certified applications.

For each row:
The first column represents the name of a SIF data object.

Data can be queried and responded to. The next three columns indicate, for this object, whether your
application/agent does either or both.

When the data for an object changes, or when it is desired to change that data, an event for the object type can be
published, whereupon the event will be sent to all agent/applications which had previously subscribed. The next set
of columns indicate whether your application will publish or subscribe (or do both) to such events for this object
type, and is further divided into the three types of events (so for example your agent may only publish an event
when a new object of this type is created).

The final column indicates that your application provides a facility to align its data with the data in the zone. This can
be done through a series of queries and is a critical feature for subscribers, utilized whenever your application is
brought into the zone.

SU_Ooey '-—] SV _Ouwy "J - -

SivdeniPericent 51 _BrtwrdvdOumty I _Brwvdediary W r r I ~ i v v
I _Ouary —‘J Dy —l I _Duary :J

R 317 BrodadOumey TIF_Enwndediury 55 Berdednery il I rirc| rm r r

Fublstes Sverts Processus Everts
Object Mrovides Surponsx Ireporta/Synchrontaes
Addy [ Changmr | Cuietes | Adds | Cranges | Delelas

SIF_Ouwry —-] Ousy J 5F_ Doy —] -

StederdMazermart S DrierndedOumey s B Sy ot o I r r r r r -
315 _Oury -J 3F_Ouwy _] Oy 3

StudentRecordinm ange I _EwdedOumry _Enenseolnerny AE_Enwdeotnery p

% SH_Gawry & 5 _Ouoery = £ _Oxry 5

S IR o 4na g 315 Ederded Doy o o0 # _EowrdedOunty -
SI_Ouary —J 31 _Ousry —-} SI_Ouary —'J

Sted et op proe et SIf_PrtandedOunry Wb ary s Oy r r r - r - -
SF_Oawy -J 3K _Duwy —] .']

StudentSchos iEursliment $IF BrieededOunry 31 Brendedd B r r r o I~ I v

Note: This information is also critical for those considering your product.
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The table below is the most detailed part of the CSQ. It provides the level of detail necessary to flag interoperability
issues between two SIF Certified applications (as for example if one or more optional elements in an object is
needed by Application A, but not supplied by Application B).

7. Element Matriz 7

Sludaerk SchoolEnrolmend ﬂ

ElemantAstributa Supplies | Pracesses | Requires 5';_.;-“'1' SF.Em:ﬂmr
ERafd = 7
G5hudeniPersonalRalld =] -
@rSchoclinio Rafld =} -
@srbarshipType =) -]
GiTimaFrama = =
i School Vear = -]
Enrgliate = =
EntreTypa r r
EniryTypaiCode ' r
Entry Ty pasOtherCodelist I r
Entry Ty paiTitnerCodelistCihar ode r r
EntryTypaddthenCodelistCrharodedE Codasst r r
GradeLeval = -
GradaLevelCods =] r

Note: Optional elements are not required to appear during testing, however they are validated when they do
appear.
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8. Extra Information for Testing ¢

Agent 1D [SIF_Sourceld): |StudentCumactCUIIectnr

Optional Functionality Supported?
Agent invokes Selective Message Blocking (SMB) upaon receiving a SIF_Event  vas g
Agent sends SIF_Ping v O g
Agent sends SIF_Provision % ves O plg
Agent sends SIF_Sleep & ves O ho
Agent sends SIF_Wakeup & yas O pln
Agent sends SIF_GetZoneStatus & ves O po
Agent requests SIF_ZoneStatus C yes & hp
Agent processes SIF_FoneStatus events & yvag g
Agent sends SIF_GetAgentACL % ves O plg
Agent requests SIF_AgentACL ™ yes 5 pg

Note: For further details about filling out this section accurately you should see the infrastructure section/document
of the version your agent is written to.

Conformance Statement
*  Editor

Test Harness

Your Conformance Statement has been generated.

Note: Use the link to download the conformance statement you just created.
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Login

Compliance Testing

S5IF Association Members

IE:'l.Users'l.JDhn'l.DDwnlnadE'l.E_S_E Browse... | Ij-:h:ue quuu Start I
forzot?

forzot?

Now return to the front page of the selected Test Suite with our CSQ and credentials.

The Exception

SIF 2 Enabled Application (2.3-1) Testing

Agent TD |StudentCD ntactCollectot

The following options may be used both in certification and non-certification sessions to wark around
non-complicnce in underding techunologies or pending SIF issues.

W T your product supports TLS 1.0 but does not or does not typically suppert DSA certificates in not-testing
mstallations, vou may click here to omit tests surrounding support for TLS 1.0's mandatory cipher suite,
TLZ DHE D3Z WITH 3DEZ EDE CEC _SHA.

Support of the mandatory TLS 1.0 cipher suite has (in practice) proven to be unnecessary; therefore we allow it to
go untested.
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Test Session

SrupesrConmacrCorrecron Comroiance Sxssion—Have ruy!

nelp

IS HTTPS Ivro

1f your product needs B
1o esteblish & trast

ACENT CONFICURATION

o Your Agert must be confijared to use StudentContactCollector a5 s

it bast Bisada SIF_Sourceld

ceetificates, they ate ® Acyour Agent can return chiens certficates, ensure that necessary chent certficates are
availeble betow For avalable

mars infotsation

sbout SIF HTTPS
support i the teal

-

hamess, chek hate

You can complete the bulk of your testing using » single HTTPS URL for the Zeae (ce HTTP URL =
pon-cedificatson sessions). If your Agent supposts a vanety of SSL protocols and
SIF_Encryptionlevels and your Agent carnot demonstrate those capabditees using « HTTPS URL
whete all protocolSIF_Encryptionl evel combinations are ensbled, separate HTTPS URLg for each of
your supported combinations are avadable To pass the applicable AgentSendaX tests, sunply send &
atngle messoge (o g SIF_Regizcer) to sack URL The HTTPS URL that suppoets all
protoccls/SIF_Encryptsonlevels in your Zone is c
BT3pS HeOmPIANCE sftNFO O:G 8452
(ATRBZICA0ES ] I EIBDIFDENADF A SBEE, AJ02B2714DER1 1 EI BOGFERCEALCIF ADF79% 1 MuY D;-a:h.
WARES BT PROTHIRT 643005 R'*o"iif%—ﬂ?ﬁrf‘ CAUABF KN S Eyw %34 _]
’

<

PRODOC Y CLAaDas

Flease refer to your
cordormance
nent to review

ACENT S TAIVE

Chek here for
calculatedexpected
Agent stahug

Stanar 3

o)

Al Caegones

AgaraPulbsffesaage 21 |HolnvabdAgernd easague

AgergBecnvesby c~|l.y F AR HolpvahdA peaiTraneoontMesa o

AgantReceireaTtudeniSchoo

eptRegistarzPulldodeCy

entRequests:

SESSI0N CONTROLS

Your session vl remam avadable untd
approxmately:

Thu Feb 02 210246 EST 2012

wetandded each tame Lhus page s refieahad below
0t vis yous browses 1f you vl not be actively
ustng thes page and requaze tha gesnion Lo be
wvidlable for a longer peciod of Lens, you say
wetandd the sersion’s expiratson Lene balow

[hevesh =] J6ban |

Testixe CoNThors

Whan yous agent s corfigumd tegistered and
1eady, you may uee the options below to pend
yous agetit the necegeacy merdagee 10 complele
your testing Fesl free to G0 thas ae many tmes
wr oesded befons ending your gepnion Should
your agent subss guently reglae
sddbonalmdividudl meseages, you may also
uge the cormeponding controls that follow: Just
ensure thal wou have sent the complets sed of
messages al lsast once, as it tesis not only
Fuccess cases, but also error handling cases and
specal condions H

I:-deusm. -I Sret |

F EVENT CONTROLS

' AccourtngPetod

SIF Regumsy CoxTROLS

| |

_ehesesigend |

SIF_Ack
(SIF_Agm&CL)

2012.02.02
17024292

20120202
17024485 =

StudentCantectCo WITPY AZATE: 312419 11T IRDITEZPATCHILITE

AZnt28i292°040E,

TIoaEL I D aotsovzre  SIF Reguter

| AssoringPerod .'_]
| SIF_Guery -l

Tend GIF_Reguest I

S SystamCoxmor Coxtaors
SIF g =

Secd SIF_ SyutemComtrat I

S TUDEN TRECORSEXCHANGE

l—
Localld I

StudersPersonaReld |
Negunat Sudest facordbctonge ]

StateProvinceld:

A. The encryption information is one of the most common areas to cause confusion; please read the provided

document. Our certificates are self-signed and need to be trusted.

B. The Agent Configuration information is based on responses previously given to us. If they do not accurately

reflect your software, please edit your CSQ.

C. The ZIS Info is based on the SIF Association’s ZIS which has configured a Zone for your Test Session; you

must configure your software to work with it.
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D. Once you fail one of these tests the only way to satisfy it is to start over with a new Test Session.

E. While there is nothing wrong with seeing a few messages in the queue, this provides a clear view if
messages are backing up.

F. This is the log of the ZIS, pay attention to the source when analyzing these messages (your software is not

alone in this zone).

G. Two things to note here. The first is that in order to monitor your testing progress you will have to refresh
your browser. Second, once you are done with your testing you will need to “End” the Test Session in order

to submit the results.

H. This control can be used to cause all actions that need to be initiated by the Test Harness to begin;
however it cannot control your software, so even after handling all of this properly some tests may remain.
Be sure to know which actions in your software will trigger what SIF traffic!

[. From here on down are controls that allow you to micromanage what comes from the Test Harness,
enabling you to address one test at a time.

Submitting Results

Summary
You pasesd 2 of 33 tasts (6 25%

30 teatn) ware ot completed

Certification

SIF 2

Enabled Application Test Suite (2.3-1)

SemiBscevesEreatioPullhiode
AgstiRecevestond 3By
AgeciRecevesiond 3
mg ni}-a rv\rvhu o

AsniBacavesStudentSche alEm rn.u
AgeniR eunrs.F i odeOverHT TS
AgernRsguestaStsdentPerson

AgeniPullsMezzage j

l(;m'uk‘;g.nu mupr.! dsss0ges

t LN Apr2212925040E
3 ¥4 StodentContectCo
1 LN Apwt20000E

+ ¥4 StodmConteciCo..,

0120200
17024485

2012-02-02
17024492

2012-02.02
17024743

2012.02.00
17024746

WITEE  ASSAATZ0AUKAAREAND O TOIRAD MDA R

Ty

ALATEZL2QDEALICLIDITTITATCHALLDS

HITPY AZJEATIiMADTILLTINDITAICCLINEASSD

MITEE ASECOsiabRa AR ANDITERITSCYSAO Y

INAELTe00N (kST

SIF_Regoter

SIF_Ack
(SIF_AgentACL)

SIF_Provision

SIF_Ack (D)

If you would like to submit your results for certification, use the link at the bottom of the Certification section. Please
“Close” the Test Session when you are done.

Further Assistance

Test Harness FAQ: http://compliance.sifinfo.org/sifcompliance/docs/fag.html

Official Email: TestResults@sifassociation.org
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