CcCARAMERA

User Manual

IP DOME CAMERA




CcCARAMERA

KI.P\

WARNING

TO REDUCE THE RISK OF FIRE OR ELECTRIC SHOCK, DO NOT EXPOSE THIS
PRODUCT TO RAIN OR MISTURE.
DO NOT INSERT ANY METALLIC OBJECT THROUGH VENTILATION GRILLS.

CAUTION

RISK OF ELECTRIC SHOCK
DO NOT OPEN

CAUTION : TO REDUCE THE RISK OF ELECTRIC SHOCK.
DO NOT REMOVE COVER (OR BACK).
NO USER-SERVICEABLE PARTS INSIDE.
REFER SERVICING TO QUALIFIED SERVICE PERSONNEL.

COPYRIGHT

THE TRADEMARKS MENTIONED IN THE MANUAL ARE LEGALLY REGISTERED
TO THEIR RESPECTIVE COMPANIES.

2/82



CcCARAMERA

f,’f)\

Content

L. P REFACE ... e 4
[I. PRODUCT SPECIFICATIONS .. oo 4
1. PRODUCT INSTALLATION ..o 7
A IMONITOR SETTING ..ottt e e e et e e e e e et e e e et e e e et e e e e e e e e e e eeeeeenneeeesnneeeenaas 7
B.  HARDWARE INSTALLATION ..etteeeeee et e e eeeeeee e e et eeeeeeeeee e et e e e e eeeeeeeeeaeeeeeseeeeeeesaaneeens 8
. 1P ASSIGNMENT «eeteeee e ettt et et e e e ettt e e e et e e e e et e e e et e e e e e e e e eeeeeeeaeeeeeeannneeenans 10
D.  INSTALL ACTIVEX CONTROL «.uttiteeeeeeeeeeteeeeeeeeeeeeeeeeseeeeeeeeeeeeeeaaeeeeesseeeeeesaeneeesaaeeees 14
IV, LIVE VIDEO ... 21
V. |IP CAMERA CONFIGURATION ...t 25
A Y STEM ettt e e e e e e e e e e —— e e e e aa————s 26
B INETWORK ettt e e e et e e e et e e e ettt e e e et e e e et e e e et e e e et eeeaaaaann 31
G AV SETTING oottt e e e e e e e e e et e e e e e e ee e eeeeaeeeaaans 56
D BV ENT LIS T ittt e et e e e et e e e e et e e e et e e e et e e e e e e e e aaeeas 63
VI. NETWORK CONFIGURATION ...ttt 72
VI, 1/O CONFIGURATION ...t 74
VI, FACTORY DEFAULT ..ot et 77
IX. UNIVERSAL PASSWORD ... oo e 78
X, PACK AGE CONTENT S . oo 81
Xl. MICRO SD CARD COMPATIBILITY .o 82
V1.1 20131128

3/82



KI.P\

CcCARAMERA

|. Preface

This is a 1 / 4 Mega-Pixel CMOS sensor IP Dome Camera with a built-in web
server. The user can view real-time video via IE browser. It supports H.264, and
M-JPEG video compression which provides smooth and high video quality. The

video can be stored in a Micro SD card and playback remotely.

With a user friendly interface, it is an easy-to-use IP camera which is designed for

security application.

Il.Product Specifications

HD 720P Real Time

3D+2D Digital Noise Reduction
Digital Wide Dynamic Range

Shutter Speed Adjustable

Sense Up Adjustable

Manually Day & Night Switch Time Control
Power over Ethernet

IR LED Built in 20M or 15M Available
H.264/ M-JPEG Compression

Micro SD Card Backup

Support iPhone/Android/Mac

SDK for Software Integration

Free Bundle 36 ch Recording Software
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Specifications

Hardware

CPU Multimedia SoC
RAM 128 MB

Flash 16 MB

Image sensor

1/4” Mega-Pixel CMOS sensor

Color : 0.2 Lux (AGC ON)

Color : 0.1 Lux (AGC ON)

Sensitivity
B/W: 0.1 Lux (AGC ON) B /W: 0.05 Lux (AGC ON)
Lens Type 2.8mm @ F1.8 2.8~12mm @ F1.4
24.86~70.88°(H),
View Angle 77.79°(H), 49.55°(V)
14.40~40.80°(V)
ICR Mechanism IR cut Filter
1/0 1DI/1DO
G.711(64K) and G.726(32K,24K) audio compression
Audio Input : External Mic in

Output: External Audio out, Support 2-way audio

Power over Ethernet Yes
DC 12V Max: 3.72W (IR ON); DC 12V Max: 3.72W (IR ON);
2.28W (IR Off) 2.28W (IR Off)

Power Consumption

PoE Max: 802.3af, 4.80W
(IR ON); 3.36W (IR Off)

POE Max: 802.3af, 5.28W
(IR ON); 3.36W(IR Off)

Operating Temperature

0°C ~45°C

Dimensions 131.2mm () x 94.3mm (H)

Weight 3809

IR LEDs

LEDs 28 LEDs, 850nM 18 LEDs, 850nM
IR distance 20M 15M

Network

Ethernet 10/ 100 Base-T

Network Protocol

IPv6, IPv4, HTTP, HTTPS, SNMP, QoS/DSCP, Access list, IEEE
802.1X, RTSP, TCP/ IP, UDP, SMTP, FTP, PPPoE, DHCP, DDNS,
NTP, UPnP, 3GPP, SAMBA, Bonjour

System

Video Resolution

1280x800@30fps,1280x720@30fps, 640x480@30fps,

320x240@30fps, 176x144@30fps
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Brightness, Contrast, Hue, Saturation, Sharpness, AGC, Night

Video Adjust Mode, WDR, Flip, Mirror, Noise reduction, Day&Night adjustable,
White Balance

Triple Streaming Yes

Image Snapshot Yes

Full Screen Monitoring Yes

Privacy Mask

Yes, 3 different areas

Compression Format

H.264/ M-JPEG

Video Bitrates Adjust

CBR, VBR

Motion Detection

Yes, 3 different areas

Triggered Action

Mail, FTP, Save to SD card, DO, Samba

Pre/ Post Alarm

Yes, configurable

Security

Password protection, IP address filtering, HTTPS encrypted data
transmission, 802.1X port-based authentication for network
protection, QoS/DSCP

Firmware Upgrade

HTTP mode, can be upgraded remotely

Simultaneous Connection

Up to 10

Micro SD card management

Recording Trigger

Motion Detection, IP check, Network break down (wire

only),Schedule, DI

Video Format AVI, JPEG
Video Playback Yes
Delete Files Yes

Web browsing requirement

(ON)

Windows 7, 2000, XP, 2003, Microsoft IE 6.0 or above, Chrome,

Safari, Firefox.

Mobile Support

iOS 4.3 or above, Android 1.6 or above.

Hardware Suggested

Intel Dual Core 2.53G,RAM: 1024MB, Graphic card: 128MB

*SPECIFICATIONS ARE SUBJECT TO CHANGE WITHOUT NOTIFICATION.
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1. Product Installation

A. Monitor Setting

I Right-Click on the desktop. Select “ Properties”

Arrange Icons By P
Refresh

Save As Scheme...
Graphics Options ~ »
Display Modes >

MNew »

il. Change color quality to highest (32bit).

Display Properties @
Themes | Desktop | Screen Saver Appeavance‘ Settings

[P);:s_laayr;d Play Monitor on Intel(R) 82915G/GY/310GL Express Chipset
FaSn::It}z,aen resolution Color qualit
sk More | Highest (32 bi v/
1024 by 768 pixels I'}m ==

[Troubleshoot.v.] [ Advanced ]
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B. Hardware Installation

—

23,15

= T e
@)

131

4%5
=
A\

Use the screws to lock the bracket to the wall or ceiling, adjust the angle of

lens, and then close the cover.
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1. Connector Construction

Connect power adaptor, then connect the IP camera to PC or network. Set

up the network configurations according to the network environment.

DC JACK
RJ45 J | /0
\

GND
AUDIO_OUT

GND
MIC_IN
GND
Dl

GND

Do

Micrao SD

2. PoE (Power Over Ethernet)(Optional) 802.3af, 15.4W PoE Switch is

recommended

Power over Ethernet (PoE) is a technology that integrates power into a
standard LAN infrastructure. It enables power to be provided to a network
device, such as an IP phone or a network camera, using the same cable as
that used for network connection. It eliminates the need for power outlets at
the camera locations and enables easier application of uninterruptible power

supplies (UPS) to ensure 24 hours a day, 7 days a week operation.
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PoE IP Camera

PoE Switch Ethernet Cable

i

Ethernet Cable .,

——

PoE IP Camera

IP Assignment

Use the software, “IP Installer” to assign the IP address of IP CAMERA.

The software is in the attached software CD.

IP installer supports two languages
a. IPInstallerCht.exe : Chinese version

b. IPInstallerEng.exe : English version

There are 3 kinds of IP configuration.
a. Fixed IP (Public IP or Virtual IP)
b. DHCP (Dynamic IP)

c. Dial-up (PPPOE)

Execute IP Installer

For Windows XP SP2 user, it may popup the following message box.

Please click “Unblock”.
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%= Windows Security Alert @

3 To help protect your computer. Windows Firewall has blocked
some features of this program.

Do you want to keep blocking this program?

m Name:  IPInstaller ¥2.1 Network Device Scan
Publisher: Unknown

[ Keep Blocking J[ Unblock ][ Ask Me Later ]

‘Windows Firewall has blocked this program from accepting conhections from the
Interet or a network. If you recognize the program or trust the publisher, you can
unblock it. When should | unblock a program?

Vi. IP Installer configuration:

# [P [nstaller 72.2 CEx

Dewice lists:

® r‘
Server Name IP Address Static DHCP

IP_Camera Hane 'W
IP 192 168 1 200
Hetmaslk 255 255 255 o
Gateway 192 168 1 254
DHS 1 168 95 1 1
DHS 2 168 95 192 1

Portl e
MAC 00:0F:0D:20:08:54

Search Device

To Change Device Name, IP address, and Gateway:
1.5elect the device on the left side.

2.Change network parameter on the right side.
3.Press Submit button.
4.Press “Search Device” to re-search again.

5.Double click the device to open it. Exit

Vii. IP Installer will search all IP Cameras connected on LAN. The user can

click “Search Device” to search again.

Viii. Click one of the IP Camera listed on the left side. The network
configuration of this IP camera will show on the right side. You may
change the “name” of the IP Camera to your preference (e.g.: Office,
warehouse). Change the parameter and click “Submit” then click “OK”. It

will apply the change and reboot the Device.
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IPInsta*er @

Rebooting..,Please wait

oK

Please make sure the subnet of PC IP address and IP CAM IP address

are the same.

The same Subnet:
IP CAM IP address: 192.168.1.200
PC IP address: 192.168.1.100

Different Subnets:
IP CAM IP address: 192.168.2.200
PC IP address: 192.168.1.100

To Change the PC IP address:

Control Panel>Network Connections=>Local Area Connection
Properties—>Internet Protocol (TCP/IP) ->Properties

Make sure your IP Camera and PC have the same Subnet. If not, change the

IP Camera subnet or PC IP subnet accordingly.
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General | Authentication | Advanced | General |
Connect using: ‘You can get IP settings assigned automatically if your network supports
< — S— ., this capability. Otherwise, you need to ask your network administrator for
HB Realtek RTLE139 Family PCI Fast Ethemet NIC ‘ the appropriate IP settings.
() Obtain an IP address automatically
This connection uses the following items: (® Use the following IP address:
g Client for Microsoft Networks IP address: [ 192 .168. 1 . 100 ‘

File and Printer Sharing for Microsoft Networks

e

A s . |

%= Intemet Protocol (TCP/IP)

Default gateway: ‘ 192 .168 . 1 . 254
F | Y
Description (® Use the following DNS server addresses:
Transmission Control Protocol/Intemet Protocol. The default e e . —
wide area network protocol that provides communication . L= == — ]
across diverse interconnected networks. Alternate DNS server: l 168 . 95 192 . 1

[ Show icon in notification area when connected

X. A quick way to access remote monitoring is to left-click the mouse twice
on a selected IP Camera listed on “Device list” of the IP Installer. An IE

browser will be opened.

4¥_ 1P Installer ¥2 2 _HE\E|

Device lists

& Static DHCP

Server Name IP Address
> IP_Camera Hane [ IFcCamesa
1P 192 188 1 165
Hetnask 255 285 255 O
Gatevay 192 1s8 1 254
DKS 1 168 95 1 1
DKS 2 168 95 132 1

Fortl 20
HAC 00:0F:0D:00:21:0F

Scarch Device

To Change Device Name, IP address, and Gateway:
1.8elect the device on the left side.

2.Change network parameter on the right side.
3.Press Submit button.

4.Press “Search Device” to re-search again.

5.Double click the device to open it. Ezit

XI. Then, please key-in the default “user name: admin” and “password:

admin”.
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Connect to 192.168.1.217

' A )

» '“ A\
IP Camera
User name: } € admin ¥ ‘
Password: [ [s00vs] '

Remember my password

[ OK ][ Cancel ]

Install ActiveX control:

1. To users of IE 6.0 above:

At the first time you access the camera via IE, it will ask you to install the
ActiveX component. If the installation failed, please check the security setting
for the IE browser.

{2 IP_Camera - Windows Internet Explorer, u
) (="K 4 11192, 16 351 v " X v
&) ‘ ‘— EN English {(United States) E
File Edit View Favorites Tools Help
w e ‘@H’_Camera { ‘ v B M= v |hPage v G To

’Q‘ This website wants to install the following add-on: "WEBWATCH2Z.cab' from 'Video System co., Ltd.". If you trust the website and the add-on and want to install it, click here...

% Click here to install the following ActiveX, control:
"WEBWATCHZ cab' from Video System co., Ltd."...

1. If the installation failed, please check the security setting for the IE browser.

I IE - Tools - Internet Options... > Security Tab - Custom Level... >
Security Settings - Download unsigned ActiveX controls—> Select

“Enable” or Prompt.
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il. IE = Tools -2 Internet Options... = Security Tab - Custom Level...

—>Initialize and script ActiveX controls not marked as safe - Select
“Enable” or Prompt.

Internet Options

2 IP CAMERA - Microsoft Internet Explorer

File Edit View Favorites

Hel | General | Security ‘Privac | Content | Connections | Programs | Advanced |
elp

Select a Web content zone to specify its security settings.

: - Mail and News » —
v © B ® © 0 o
W \_.) Pop-up Blocker 4 \\%

A [ 5 : Manage Add-ons... Localintianet  Trusted sites  Restiicted
(s :Q http:ﬁlgz. 165:1 21 Synchronize. o sites
Windows Update Internet

4 This zone contains all Web sites you
haven't placed in other zones

Security level for this zone

Windows Messenger

' Internet Options...

Custom
Custom settings.
- To change the settings, click Custom Level.
- To use the recommended settings, click Default Level.

[ Custom Level... ] [ Default Level ]

I 0K ] [ Cancel ] Apply
3 4
Security Settings Security Settings ¢ @
Settings: Settings:
() Enable ~ Disable ~
@ Binary and script behaviors Enable
Administrator approved = Prompt
Disable @ Download unsigned ActiveX controls 1
Enable Disable
@ Download signed ActiveX controls Enable
Disable Prompt
Enable @ Initialize and script ActiveX controls not marked as safe
Prompt Disable
@ Download unsigned ActiveX controls Enable
Disable I
Enable Run ActiveX controls and plug-ins
Img Administrator approved
[FA roitiakion e LA ks A N i e L e s ..:-x Mieablia o]
< | % < | >
Reset custom settings Reset custom settings
Reset to: ;[Medium v E [ Reset ] Reset to: gmedium v ‘ [ Reset ]
[ OK ] [ Cancel ] I OK ] [ Cancel ]
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When pops up the following dialogue box, click “Yes”.

Warning!

) E Are you sure you want to change the security settings For this zone?
*

[ es ] [ Mo ]

2. You can choose another way:

Go to: IE—Tools — Internet Options... — Security Tab — Trusted sites — Add the
IP address and click "OK".

In the site list you can key one single IP address or a LAN address. For example,
if you add "192.168.21.*", all the IP address under .21 LAN will be regarded as
trusted sites.

Internet Options

General| Security |F'ri\rac_l,l Content | Connections | Programs | Adwanced

Select a'Web content zone to specify itz security settings.

Intermet

Trusted

This zone
trust ot ¢

data.

‘ou can add and remove Web sites from this zone, Al Web sites
in this zone will use the zone's security settings.

Securty level fg

[:ucslu = Web site to the zone:
Lig|
T |http:/#192.168.40.150]
-To
Web sites:

[Irequire server verification (https:) Far all sikes in this zone

[ OK, ] [ Cancel
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2. Use Non-1E Web Browser

If you use Firefox or Google chrome to access the IP camera but fail to watch

the live video, please follow the steps to install necessary tools:

(The following pictures are based on chrome.)

a. You may see the prompt message as the picture below. First, click the link:

"Firstly, please install Microsoft Visual C++ 2010 Redistributable Package

(x86)."
;ﬁstl leaze mstall Wicrozoft Visual C++ 2010 Eedisinbutable Package (z26),
@ease click here to dewnload the installation program which dees not support TE browser,
After finsh downloading, disable the browser and implement the program by manual.
default [V] Streaming 1 [V] Chatting: [] Online Visitor 1 3 Relay out: O oN @ OFF

() The link conducts you to the Microsoft official site where you can download

the tools. Please select the language and click "download".

& Overview
¥ System requirements
% Instructions

¥ Additional information

Looking for support?

Visit the Microsoft
Support site now >

B Microsoft Visual C++ 2010 Redistributable Package [2]<]
(x86)
Quick links The Microsoft Visual C++ 2010 Redistributable Package installs runtime components of

Visual C++ Libraries required to run applications developed with Visual C++ on a
computer that does not have Visual C++ 2010 installed.

Quick details

Version: 2 Date published: 4/12/2010
Change language: English [v]

File name Size

veredist xB6.exe 4.8 MB DOWNLOAD
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(i) In the pop-up window, please tick the first and the third file as the picture
below. Click "Next" to download both "Microsoft .NET Framework 4 Client
Profile (Web Installer)* and "Microsoft Visual C++ 2010 Redistributable
Package (x64)".

May we also suggest

Here are some additional downloads to enhance your experience with Microsoft products.

File name Size

kE/ Microsoft .NET Framework 4 Client Profile [Web Installer) 368 KB Cu}
Microsolt  The Microsoft .NET Framework 4 web installer package

downloads and installs the NET Framework components

required to run on the target machine architecture and OS5, An

Internet connection is required during the installation. The

Client Profile is used to run most client applications that target

the .NET Framework 4.

O Kinect for Windows SDK v1.0 226.8 MB )
The Kinect for Windows SDK enables developers to create

applications that support gesture and voice recognition, using

Kinect sensor technology on computers running Windows 7,

Windows 8 developer preview (desktop apps only), and

Windows Embedded-based devices.

b/ Microsoft Visual C++ 2010 Redistributable Package (x64) 5.5 MB 0]
Microsoft  The Microsoft Visual C++ 2010 Redistributable Package installs
runtime components of Visual C++ Libraries required to run
applications developed with Visual C++ on a computer that
does not have Visual C++ 2010 installed.

(iii) After finishing downloading, execute the two files respectively to install
them. The windows may ask you to reboot the PC when the installation is
finished.

@ voredist #86 exe ~ % dothletFxd]_Client setopexe 7

b. Then, click the second link "Please click here to download the installation
program which does not support IE browser." to download Setup ActiveX.
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I4;11'51:1'\:' please imnstall Microsoft Visual C++ 2010 Eedistnbutable Package (z86).

ease click here to download the mstallation program which does not support TE browser,

After finish downloading, disable the browser and unplement the program by matual

default [+ Streaming 1 |+ Chatting: [ Online Visitor : 3 Relay out: ' ON & OFF
L} ay

After finishing the downloading, execute the files to install ActiveX. Then restart

the browser.

c. If you execute the steps above but still cannot see the live video normally,

please try the solution:

(i) Search for the file "np_hoem_x.dll" in your system disk. For Windows XP
users, please go to "Start" — "Search" — Search for "All files and folders" and
key-in "np_hoem_x.dll". For Windows 7 users, please use the search bar on the

top-right of the Windows Explorer.

= o = ]|
. ® ¥ Search Results in Computer < | ) e tosun xd B

File Edit View Tocls Help

Organize v Save search - e
Searches might be slow in non-indexed locstions: B\ Chck to add to mdex... X
[ Favorites Searching
M Des«top
& Downloads V| ST

2| Recent Places o Libranes B Custom... @ Intemet

(i) Delete all the files named "np_hoem_x.dIl". They're the ActiveX control
tools installed in your computer, but the old version of ActiveX might not
compatible with the new version of browser. Therefore, they need to be deleted

in order to install the latest ActiveX control.
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K5 = -+ Search Resuits n Computer + <[4 || FRIESTEE

File Edit View Tools Help

Organize v Save search E v L @

Searches might be slow in non-indexed locations: E\, Click to add to inde...
&

I Favorites [ & np_hoem_x.dll Dats modified: 2011/8/8 T4 12:43
B Desktop ~=! H:\Program Files\Mozilla Fireford plugins Size: 126 KB
wml
i ;) np_hoem xdll Date modifisd: 2011/8/8 Tr4F 12:43
= H\Users\bell_huang\AppData Local\Geogle' Chrome\Application'\plugins S22 126 KB

| Recent Blaces

59 Libraries & np_hoem_x.dll Date modified: 2011/8/8 F4F 1243
oy —= HAWindows\System32\WebWatch2 Size: 126 KB
%] Documents
o Music & np_hoem_x.dil Dat= modifi=d: 2011/6/17 T4 1248
| Pictures “1 HA\Windows\System32 S22 126 KB
|=
B videos
3 Computer 7 Custom.. @ Internet [o] File Contents

(iii) Start your web browser, and repeat the step 2-b: "Download the installation

program which does not support IE browser" to download and install ActiveX.

default M

;n'stlv please install Microsoft Visual O+ 2010 Eedistnbutable Package (286,

ease click here to download the mstallation program which does not support TE browser,

Atter finish downloading, disable the browser and implement the program by manual.

Streaming 1 [+ Chatting: [ Online Visitor : 3 Relay out: O ON @ OFF
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V. Live Video

Start an IE browser, type the IP address of the IP camera in the address field. It will
show the following dialogue box. Key-in the user name and password. The default

user name and password are “admin” and “admin”.

Connect to 192.168.1.217

iR
IP Camera
User name: ‘Q sk v‘
Password: [ e0s0sl ‘
Remember my password
I OK ] [ Cancel ]

When the IP Camera is connected successfully, it shows the following program

interface.

1970£JAN;01 08:10:06 Size:1920x1080 FPS: 30
[defautt | [Streaming1 v|  chatting: (] Online Visitor: 1 Relayout: O ON © OFF

— S — a— —

4 5 6 7 8 9
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Double-click the video to switch to full screen view. Press “Esc” or

double-click the video again back to normal mode.

1. Get into administration page

2. Video Snapshot

3. Show system time, video resolution, and video refreshing rate

4. Adjust image, 1/2x, 1x, 2x

5. Select video streaming source (If in"Video Setting” the streaming 2

setting is closed, this option will not appear here.)

6. IP Camera supports 2-way audio. Click the “Chatting” check box for
using a microphone connected to the PC and talk to the Camera side.

7. Show how many people are connected to this IP camera.

8. Tick the Relay out "ON" box to trigger the relay output for testing. Tick
"Off" to stop triggering.

9. Focus Bar: For displaying the level of focus of the camera in the top left
corner of the screen. If the focus is worse the level of the bar will

decrease.

Double-click the video; it will change to full screen mode. Press “Esc” or double-click

the video again, it will change back to normal mode.
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Right-Click the mouse on the video, it will show a pop-up menu.

snapshot Null
Eecord Start 100
Mute 200
Full Screen 200
Zooim 400

FrameBuoffriiec *  gpp

1. Snapshot : Save a JPEG picture

2. Record Start: Record video in the local PC. It will ask you where to save the video.
To stop recording, right-click the mouse again. Select “Record Stop”. The video
format is AVI. Use Microsoft Media Player to play the recorded file.

3. Mute: Turn off the audio. Click again to turn it on.

4. Eull Screen: Full-screen mode.

5. ZOOM: Enable zoom-in and zoom-out functions. Select “Enable digital zoom”

option first on the pop-up dialogue box and then drag and drop the bar to adjust

the zoom factors.

v Enable digital zoom

Zoom Factors: 113 % |

100% 400% i B
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6. Frame Buffm Sec: Build a buffm to accumulate several video frames and play

them at regular intervals. This function can keep the video smoothly when the
Network speed is slow. If you select “100”, the interval between every frame is
fixed to 100 mSec. The slower the Network is, the bigger value should be

selected. The default value is null.
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V.

(')
Click

video page.

cCAMERA

to get into the administration page. Click

- >3

System

ar

4

Network

®

AlV Setting

E

Event

L

Server Nams: P_Camera (] status Bar

LED ingicator: © ON ' OFF

Language : © Engish e PP French

_' Russan ' ttaan ' Spanish Garman
Portuguess ©' Polish D' Japaness

0OSD Setting

Tims Stamp: Enabied '@ Disabiea

Text: "' Enabied & Disabled

0SD_Display BN

Time Setting

Sarver Time: 20111128 16:48:41 Time Zone: GMT+08:00

Dats Format: o yp P

Time Zone: G

[T] Enatie Daygnt Saving:

o ONTP:
NTP Sorver: 15312330132
Upaate : ¢ v Hour
Time Shift Minutes [-1440_1440)
Synchronize with PC's time
Date : 20111728
Time : yu
Manual
Dats : 20111028
Time : 16:43:54

© The cate and time remain the same

IP Camera Configuration

to go back to the live
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A. System

i~ System Information

a. Server Information: Set up the camera name, select language, and

set up the camera time.

1. Server Name: This is the Camera name. This name will be

shown on the IP Installer.

2. Select language: English, Traditional Chinese, and Simplified

Chinese can be selected. When it changes, it will show the

following dialogue box to confirm the language changing.

Microsoft Internet Explorer

9 Change Language?,

Are you sure?

[ OK ][ Cancel ]

b. OSD Settings: Select a position where the date & time stamp / text

are shown on the screen.

05D Setting
Time Stamp: ('Enabled (%) Disabled
Text: CEnabled ) Disabled

Te s

Click ‘Text Edit’ to adjust the OSD text contents. Alpha means
background transparency of the text. If you select 100%, the text stamp
will be directly displayed on the live screen. If you select 0%, the text

stamp will be displayed with a black background.
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Text Edit
Text 0OSD_Display
Alpha 0%

[ pgrace |

Server time setting:

Select options to set up time - “NTP”,

“Synchronize with PC’s time”, “Manual”, “The date and time remain

the same”.

Time Setting
Server Time: 2011/11/28 15:43:45 Time Zone: GMT+05:00
Date Format: @ yyimmidd O mmiddiyy O ddimmiyy
Time Zone: GMT+08:00

Enable Daylight Saving:

Date : 201111728
Time : 18:44:11

' Manual
Date : 201111728
Time : 18:43:47

Month Week Day of Week Time
DST Start: Mar 2nd - Sun - 12am =
D5T End: Hov - 1st - Sat - 12am -
O NTP:
NTP Server:  198.123.30.132
Update : B * Hour
Time Shift : 0 Minutes [-1440..1440]

B Synchronize with PC's time

@ The date and time remain the same
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L.1 User Managemeant
omanous Liser Login
COYES EHO
Universal Password (differs by IP Address)
Oves @ nNo [ Setting |
A Uiser
LSerHarmee:
Password:
Confirm:
AchdSet
Liser List
Lsernamea Liser Group Modify Resrmame
admiin Adminkstrator i ——
as Guest

il ~ User Management

The IP Camera supports three different users: administrator, general

user and anonymous user.

a. Anonymous User Login:

Select “Yes” for allowing everybody to watch live video without needing a
username and password. However, if you try to enter the configuration

page the camera will ask to key-in username and password.

Select "No" for requiring a username and login to access the camera.

b. Universal Password:

Select “Yes” for allowing login to this IP Cam by universal password.

Select “No” for disabling universal password.
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c. Add user:

Type the user name and password, then click “Add/Set”. The guest user
can only browse live video page and is not allowed to enter the

configuration page.

d. Click “edit” or “delete” in the user list to modify them. The system will
ask you to key-in the password in the pop-up window before you edit the

user information.

User Setup

Username: A5

Passworid:

Confirm:

iii ~ System update :

System Update
Firmware Upgrade

Firmware Version: V3.2

Hew Firmware:

Rehoot System
Factory Default
Setting Management

Right click the mouse button on Setting Download
Save A= a File: and then select Save Ag=- to gave current system's
=setting in the PC.

Hew Setting File:
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To update the firmware online, click “Browse...” to select the

firmware. Then click “Upgrade” to proceed.

Reboot system: re-start the IP camera

Factory default: delete all the settings in this IP camera.

Setting Management: The user may download the current settings

to PC, or upgrade from previous saved settings.

1. Settings download:
Right-click the mouse button on Setting Download - Select
“‘Save AS...” to save current IP Camera settings in PC >
Select saving directory - Save

2. Upgrade from previous settings
Browse -> search previous settings - open - upgrade >

Settings update confirm - click index.html for returning to
main page
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B. Network

i~ IP Settings

IP Assignment

The IP Camera supports DHCP and static IP.

IP Setting
IP Assignment
DHCP
@ Static
IP Address: 192.158.1.200{
Subnet Mask: 255.255.255.0
Gateway: 192.168.1.254
DNS 0: 1668.95.1.1
DNS 1: 168.95.192.1
a. DHCP: The IP Camera will get all the network parameters

automatically.

b. Static IP: Type-in the IP address subnet mask, gateway, and DNS

manually.
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IPv6 Assignment

IPvih Assignment
IPv6 Enabled:
Manually setup the IPvG address:

IPvE Address/Prefiz:
64
IPv6 Gateway:
IPvs DNS:
DHCPw6: O Enabled  © Disabled
IPv Address:

Ted0:: 200 difTe0D:284d

You can manually key in IPv6 address, enable DHCPv6, and use

automatically generated IPv6 address simultaneously.

= Manually setup the IPv6 address: Key in Address, Gateway, and
DNS.

= DHCPV6: If you have a DHCPV6 server, enable it to assign the
IPv6 automatically. The assigned IP address will be displayed
beside the column.

= Automatically generated IPv6 Address: Indicates a virtual IPv6
address generated automatically by the IP camera. This virtual
IPv6 address cannot be used on WAN.
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To use IPv6 address to access the IP camera, open the web browser,
and key-in the [IPv6 address] in the address bar. The [ ] parentheses

mark is necessary.

C. Port Assignment: The user may need to assign different port to

avoid conflicts when setting up the IP.

Port Assignment
Web Page Port: 80
HTTPS Port: 443

1. Web Page Port: setup web page connecting port and video

transmitting port (Default: 80)

2. HTTPs Port: setup the https port(Default: 443)

UPnP

UPHP
UPnP: ®Enabled O Disabled
UPnP Port Forwarding: O Enabled @ Disabled
External Web Port: 80
External HTTPS Port: (443

External RTSP Port: 554

This IP camera supports UPnP, if this service is enabled on your
computer, the camera will automatically be detected and a new icon
will be added to “My Network Places.”
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UPnP_ Port Forwarding : Enable UPnP Port Forwarding for

accessing the IP Camera from the Internet; this option allows the IP
Cam to open ports on the router automatically so that video streams
can be sent out from a LAN. There are three external ports for being
set: Web Port, Http Port and RTSP port. To utilize of this feature,

make sure that your router supports UPnP and is activated.

Note: UPnP must be enabled on your computer.

Please follow the procedure to activate UPnP:

<Approach 1>

1. open the Control Panel from the Start Menu

2. Select Add/Remove Programs

3. Select Add/Remove Windows Components and open

Networking Services section

4. Click Details and select UPnP to setup the service

5. The IP device icon will be added to “MY Network Places”

6. The user may double click the IP device icon to access IE

browser
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<Approach 2>

1. Open "My Network Space"

2. Click "Show icons for networked UPnP devices" in the tasks

column on the left of the page.

3. Windows may ask your confirmation for enabling the

components. Click "Yes".

g My Network Places E]@
ax

File Edit View Favorites Tools Help
@Back ¥ \J l? /- ) search /(- Folders v Norton Antivirus -

| Local Network

»

Network Tasks

o Add a network place D e i W it

& View network connections I 2o
3 Setup ahome or small =
office network \

Yo i R :
<2 Set up a wireless network 1’/ 4 K Somier
£

: Rl DAL
for a home or small office o)
f puters .
) . . Show icons for networked ™~ 7 Maeslmn e Bt Combse
UPnP devices 4 ,J Rl DA

Other Places

{& Desktop
W My Computer

4. Now the IP device is displayed under the LAN. Double-click the
icon to access the camera via web browser. To disable the UPnP
click "Hide icons for networked UPnP devises" in the tasks

column.
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- My Network Places

File Edit “iew Favorites

" MNetwork Tasks

2 Add a network place
e'3 Yiew netwark connections

3 Set up a home o small
= office netwark

2 .
oy 32t up a wireless netwprk
for & home or small office

.#‘ View wirkaroun computers

| @ Hide icons For netwiorked
v PP devices —

Other Places

@ Desktop

:-i My omputer
.:'i My Documents
) Shared Documents

2 Printers and Faxes

Details

RTSP setting

Tools

@Back < \_,.J ’ /‘__) Search

Help

Folders -

Local Network

£ [ETETELS By T
- gt

%
>

IP_Camera 156

e B i

P IP_Speed _Diome

Mz sl o W Senmincr

et IP_&peed_Diome

IP_Camera 151 IP_fpeed_Dome

=
e
=

Jackson_83M

TP _Zpeed_Diome Jackson_83M

LNURURC RN

Horton Antivirs g

-

RTSP Setting
RTSP Server:

RTSP Authentication:
RTSP Port :
RTP Start Port:

RTP End port:

“'Enabled  C Disabled
Disable | |
554

5000 [1024..9997]

9000 [1027..10000]

If you have a media player that supports RTSP protocol, you can
use it to receive the video streaming from IP camera. The RTSP
address can be set for two streamings respectively. Please jump to

1. RTSP Server: enable or disable

"Disable” means everyone who knows your camera IP Address can

link to your camera via RTSP. No username and password are

required.
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Under "Basic" and "Digest" authentication mode, the camera asks

the user to give username and password before allows access.

The password is transmitted as a clear text under basic mode,
which provides a lower level of security than under “digest” mode.

Make sure your media player supports the authentication schemes.

2. RTSP Port: setup port for RTSP transmitting (Default: 554)

3. RTP Start and End Port: in RTSP mode, you may use TCP and

UDP for connecting. TCP connection uses RTSP Port (554).
UDP connection uses RTP Start and End Port.

Multicast Setting (Based on the RTSP Server)

Multicast Setting (Based on the RTSP Server)
Streaming 1:
IP Address: 234.5.6.78 [224.3.1.0 ~ 239.255.255.255]
Port: 6000 [1 - 65535]
TTL: 15 [1 - 255]
Streaming 2:
IP Address: 234.5.6.79 [224.3.1.0 ~ 239.255.255.255]
Port: 6001 [1 - 65535]
TTL: 15 [1 - 255]

Multicast is a bandwidth conservation technology. This function
allows several users to share the same packet sent from the IP

camera.

For using Multicast, appoint here an IP Address and port. TTL

means the life time of packet, the larger the value is, the more users
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can receive the packet.

For using Multicast, be sure to enable the function "Force Multicast
RTP via RTSP" in your media player. Then key in the RTSP path of

your camera: "rtsp://(IP address)/" to receive the multicast.

ONVIF
ONVIF
ONVIF: @v210m1.02 Owviol O Disabled
Security: CEnabled @ Disabled
RTSP Keepalive: @ Enabled O Disabled

1. Choose your ONVIF version and settings.
Under ONVIF connection, the video will be transmitted by RTSP,
Be sure to enable the RTSP server in IP setting, otherwise the

IP Cameras will not be able to receive the video via ONVIFE

2. Security

By selecting "Disable", the username and password are not
required for accessing the camera via ONVIF. By selecting

"Enable" the username and password are necessary.

3. RTSP Keepalive:

When the function is enabled, the camera checks once in a
while if the user who is connected to the camera via ONVIF is
still connected. If the connection has been broken, the camera

will stop transmitting video to the user.
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Bonjour
Bonjour
Bonjour: CEnabled @ Disabled
Bonjour Hame; IP_Camera €000:0F:0D:00:28:4D

This function allows MAC systems to connect to this IP camera.

On “Bonjour Name” Key-in the name here.

The web browser "Safari" also has a Bonjour function. Tick
“Include Bonjour" in the bookmark setting, for the IP camera to
appear under the bonjour category. Click the icon to connect to

the IP camera.

So far the Bonjour function on Safari browser doesn't support
HTTPS protocol. If on the camera you select "https", the

camera will appear on Safari's bookmarks but it cannot be

COLLECTIONS
(L History
&) Bookmarks Bar

BOOKMARKS
(1 B EEMmAmEHEE

) Bookmarks
< + | @ http:twww apple comistartpage! ¢ | [Qr Google
M) ##  Apple &8 Vahoo!SE  Googlelth  YouTwbe #EER HM~ #F9~ Show Menu Bar

Hide Bookmarks Bar  Ctl+Shift+B
Show Status Bar
Customize Toolbar-+

History
Dowloads Chil+AlL
Bookmarks 3 Private Browsing+*

Y 2

General Appescance Bookmarks Tabs  RSS  AutoFdll Security Advanced

Bookmarks bax: [] Include Bonjour

Report Bugs to Apple---

Include Top Sites
Bookmarks menu: (4] Include bookmarks bar About Safari
[ Inelude Bonjour 2
cDmcﬁo .

Bookmark

€ About Bonjour

XIS P3301 - 00408CIFABGI

NV 3H22D1NSHI-0007D8101732
S i

1s4600-651171 : Firefly Media Sexrver
ns4600-651171 : SmartStor NS4600
CAM-7:00(432)_001C634AE0038
001 BFEO3BSF3
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LLTD

LLTD {Link Layer Topology Discovery)
LLTD: ® Enabled O Disabled

If your PC supports LLTD, enable this function for allowing to
check the connection status, properties, and device location (IP

address) in the network map.

If the computer is running Windows Vista or Windows 7, you

can find LLTD through the path:

Control Panel — Network and Internet — Network and Sharing
Center — Click "See full map".

Network map of [HUNT_MIS v
/L\ .;
RD4_TEST2 Unknown
f = = o g
SmareStor;
ns4600-651171 Switch Gateway
=
[ ”
BD_y
| =
i g
- Switch
IP_Camera
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Advanced:

a. Https (Hypertext Transfer Protocol Secure)

When the users access cameras via Https protocol, the
transmitted information will be encrypted so that the security level is

arisen.

Connection Types

Hitp&Https
Hitp
Hitps

Hitp&Https

You can select the connection type.

» Http: the user can access the camera via the Http path but

cannot access it via the Https path.

» Https: the user can access the camera via the Https path but

cannot access it via the Http path.

« Http & Https: Both the Http and Https path can be used to

access the camera. When you change the connection type
settings, it may cause connection error or disconnection error if
you switch the protocol directly. Therefore, Http & Https mode is

necessary.
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If you want to change from Http to Https, please switch to “Http &

Https” mode first, and then switch to “Https” mode and vice

versa.

The Https protocol has certificate verifying mechanism. When the

user access a website via Https, the browser will check the

certificate of that domain and verify its trustiness and secure.

Certificate generation process:

Remove installed Approach 1
certificate (if any) I_)
Generate a

>1 certificate request

Turn the request to a trusted
third-party to verify and sign

—

Install a
signed certificate

Generate a

Approach 2

self-signed certificate

e Remove the existing certificate: Before you generate a
new certificate, please remove the installed one. Select

"Http" connection type and click "Remove". If a dialog box

pops up to ask you to confirm, click “Yes”.
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Created Request
Subject:
Date:

Content | | Remove |
Instalied Certificate
Subject:
Date:

| Content | | Remove

Http .

e Created Request: Fill-in the following form and click

“apply”.

Create Request
Country: i
State or province:
Locality:
Oraanization:
Organizational Unit:

Common Name:

Apply

e After generating a certificate request, if you choose to turn
it and verified by a trusted third-party, click “Content” and

copy all the request content.
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Created Request Certificate Request:
Subject: | C=TW, ST=, L=, 0=, OU=, CN= Data:
Version: 0 (0x0)
Date:  2012/Sep/25 08:49:23 Subject: C=TW
Subject Public Key Info:
] ec ic ey nio

Public Key Algorithm: rsaEncryption

Public-Key: (1024 hit)

Modulus:
00:bB:ch:17:£7:h6:14:5d:92:99:ae:73:52:7c
09:2a:ad:ab6:50:39:5a:3c:09:10:15:85:ad: 3C
co:e0:b2:70:209:3e:d1:e7:15:c4: £2: 4f: de: ad
08:£8:71:53:23:43:0b: 2c:1a:20:94:32:76: bz
72:08:be:87:35:3f:07: £0:17:8f:03:1£: 2d: ak
33:3c:%a:2B:3b:31:46:d8:07:26:37:af: fh: 5¢
aa:h0:al:75:6a:£f2:02:ca:c9:he:49:c9:2a: 74
ch:b0:95:1e:63:89:£6:07:6c:cf: 1c: 5b:38: 4e
29:aB8:55:82:92:05:bc:74:15

Exponent: 65537 (0x10001)

Attributes:
a0:00
Signature Algorithm: shalWithRSAEncryption
9b:4c:13:01:ce:10: 2athe:30:22:£2:10:e7:48:19:52: 08: he
cO:ae:5a:f4:76:ch:7d: f8:60:21:e3:a5:9h:45:60:2a:ba: 72
23:ce:7a:90:9c:90:h5:a7:41:36: 2c:c4:£4:34:55:e5:d0: 9%
0d.32:-A3-24:2h-d1:N4-7r-88-0n-FA-Ad: 30 a3 ah-T2-al:ak

e According to the certificate source, there are two ways to

install the certificate:

If you had sent the certificate request for signing and
receiving a signed certificate, click ” browse” and find the

certificate file in your computer. Click “Apply” to install it.

If you choose to generate a self-signed certificate, fill-in
the following forms and set the validity day, click “Apply” to

finish installed it.

Install Signed Certificate
Signed Certificate: ..

Create Self-Signed Certificate

Country:
State or province:
Locality:
Organization:
Organizational Unit:
Common Name:

Validity: Days

(Apply |
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After finishing the installation, you can click “Content” to

call out and check the certificate content.

Installed Certificate
Subject: | C=AC, S5T=,L=, 0=, 0U=, CHN=name

Date: Oct 4 08:35:29 2012 GMT

Content

To use Https to access the camera, open your browser,
and key-in "https:// (IP address)/" in the address bar. Now
your data will be transmitted via encrypted
communications. The browser will check your certificate

status. It might show the following warning message:

The site's security certificate is not trusted!

‘fou attempted to reach 60.251.82.60, but the server presented a cerificate issued by an entity that is
not trusted by your computers operating system. This may mean that the server has generated its own
security credentials, which Google Chrome cannot rely on for identity information, or an attacker may
be trying to intercept your communications.

You should not proceed, especially if you have never seen this waming before for this site.

[(Proceed anyway | [Back to safety |

¥ Help me understand

Meaning that certificate is self-signed or signed by a
distrusted institution. Click “Proceed anyway” and for

continuing to the camera page.
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b. SNMP (Simple Network Management Protocol):

1. Enable SNMPv1 or SNMPv2 and write the name of both Write

Community and Read Community.

SNMP
SHMP Setting
Clsumpvt  [“]SHMPw2e
Write Community: Write
Read Community: public

2. Enable SNMPv3. Set Security Name, Authentication Type,
Authentication Password, Encryption Type, Encryption

Password of Write mode and Read mode.

SNMPv3
Write Security Name: write
Authentication Type: ®mp5 O sHA
Authentication PAassword: | =-ssssssssees
Encryption Type: ®pes O AES
Encryption Password:  |=esesssses

Read Security Name: public
Authentication Type: ®mMps OsHA
Authentication Password: | =sssssssmees
Encryption Type: ®pes O nEs
Encryption Password:  |=eeesessee
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3. Enable SNMPv1/SNMPv2 Trap for detecting the Trap server.
Please set what event needs to be detected.

SHMPvii2e Trap
Trap Address:
Trap Community: public
Trap Event: Cold Start Warm Start Link Up
Authentication Failed 5D Detect

Cold Start: The camera starts up or reboots.

Setting changed: The SNMP settings has been changed.

Network Disconnected: The network connection was broken

down. (The camera will send trap messages after the network

IS connected again)

V3 Authentication Failed: A SNMPv3 user account tries to get

authentication but failed. (Due to incorrect password or

community)

SD Insert / Remove: A Micro SD card is inserted or removed.

c. Access list:

"Enable IP address filter” for setting the IP address which allows or denies
this camera. There are two options, single and range.
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AR
IP ADDRESS FILTER Setting
Enable ip address filter
IPv4 Setting:
@ allow O deny
single v address:
single

IPvd List:

No. |IP Address Filter Action

1 remove

2 remove

3 remove

4 remove

5 remove

6 remove

7 remove

]

;

10 remove
D Allow admin ip address always access this device

Admin ip address:

QoS/DSCP(Quality of Server/Differentiated Services Code-point):

DSCP specifies a simple mechanism for classifying and managing
network traffic and provide QoS on IP networks. DSCP is a 6-bit in

the IP header for packet classification purpose. Please define it for

Live Stream, Event / Alarm and Management.

QoS/DSCP Setting
Enable QoS/DSCP

Live Stream: 0 (0~63)
Event | Alarm: 0 (0~63)
Management: o (0~63)
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IEEE 802.1x:

IEEE 802.1x is an IEEE standard for port-based Network Access

Control. It provides an authentication mechanism to a device on a

LAN or WLAN.

The EAPOL protocol support service identification and optional

point to point encryption over the local LAN segment.

—

supplicant

w—

Ervm) =2

N ——

Authenticator

Authentication

(switch)

server

Please check what version of the authenticator and authentication
server is supported. This camera supports EAP-TLS method. He

Please enter the ID, password issued by the CA, then upload
related certificates.

IEEE 802.1x Setting
Enable IEEE 302.1x

Eapol version:

Identity:

Private key password:

CA certificate:

Status:

Client certificate:

Status:

Client private key:

Status:

|IEEE 802.1X/EAP-TLS

v v2

§

Apply

!

Upload

i

i

Upload

B

!

Upload

:
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iii ~ PPPOE & DDNS:

PPPOE
PPPoE Setting
OEnabled (& Disabled
Username:
Password:
Send mail after dialed
[[]Enabled

Subject: PPPoE From IPcam Apphy

a. PPPoE: Select “Enabled” to use PPPoE. Key-in Username and
password for ADSL connection. Send mail after dialed: When connect to
the internet, it will send a mail to a specific mail account. For mail setting,

please refer to “Mail and FTP” settings.
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DDNS:

It supports DDNS (Dynamic DNS) service.

1.

DynDNS:

DDNS

DDMS Setting

(OEnabled (¥ Disabled

Provider: dyndns.org hd

Hostname:

Username:

Password:

Schedule Update: 1440 Minutes
State

Idle

Hote:

1.5chedule Update: Feature of DOHS schedule update i designed for
IP products which installed behind the ICS or HAT devices. Update
range from every % (minutes) to 5000 (minutes) and 0 remain to
off.

2.Please note that the hostname will be blocked by IynDHS.org if
=chedule update i= more than once every 5 minutes to 60 minutes.
In general, schedule update in every 1440 minutes is
recommended.

(1) Enable this service

(2) Key-in the DynDNS server name, user name, and

password.

(3) Set up the IP Schedule update refreshing rate.

(4) Click “Apply”

(5) If the schedule update is too frequently, the IP may be
blocked. In general, schedule update every day (1440
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minutes) is recommended

Camddns service:

DDNS

DDNS Setting

(O Enabled  (*) Disabled

Provider: ddns.camddns.com %

Username:

Schedule Update: 1440 Minutes
State

Idle

Hote:

1. Schedule Update: Feature of DDHS schedule update is designed for
IP products which installed behind the ICS or HAT devices. Update
range from every 5 (minutes) to 5000 (minutes) and 0 remain to
off.

2. Pleaze note that the hostname will be blocked by IhynDHS.org if
schedule update is more than once every 5 minutes to 60 minutes.
In general, schedule update in every 144 minutes is
recommended.

Please enable this service

Key-in user name.

IP schedule update default at 5 minutes

Click “Apply”.

DDNS Status

(1) Updating: Information update

(2) Idle: Stop service
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(3) DDNS registration successful, can now log by

http://<username>.ddns.camddns.com: Register

successfully.

(4) Update Failed, the name is already registered: The user

name has already been used. Please change it.

(5) Update Failed; please check your internet connection:

Network connection failed.

(6) Update Failed, please check the account information you
provided: The server, user name, and password may be
wrong.

Iv, Server settings
There are three choices of server types available: Email, FTP and
SAMBA. Select the item for display detailed configuration options. You

can configure either one or all of them.

To send out the video via mail of FTP, please set up the configuration

first.
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Mail Setting
Login Method: Account -

i

Mail Server:

Username:

Password:

Sender's Mail:

Receiver's Mail:

Bce Mail:

Mail Port: 25 (Default 25)

| secure Connect: @ TLS = SSL
FTP Setting
Samba (Hetwork storage)

FTP

To send out the video via mail of FTP, please set up the configuration

first.

FTP Setting

FTP Server:

Username:

Password:

Port: 21

Path: f

Mode: PORT ~-

Create the folder: Yes ¥ (ex:Path/20100115/121032m.avi)
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Samba

Select this option to send the media files via a neighbor network when

an event is triggered.

Samba (Network storage)
Location: (ex:\\Nas_ip\folder)
Workgroup:
Username:
Password:

Create the folder: Yes ~ (ex:Path/20100115/121032m.avi)
Test

Click “Apply” to save the setting, then use “Test” button to test the server
connection. A message box will tell you “OK!” if it works, and a test

document will be created in the location.

If the test failed, check the sharing setting of your location folder. The
folder properties must be “shared” and the permissions must be “Full

Control” as the picture.

General Sharing | Security I Share Permissions |
*t'ou can share this folder among other users on your
U network. To enable sharing for thiz folder, click Share this et | Pt
falder.
Remove |
i i folder
1. % Share this folder 7 J
hare name; I."\-Z.' TShare
Comment; [ .
Permizzions: Allow Deny
Uszer limit: % Maximum allowed O
 Allow I _'; Uszers O
O
To zet permissions for how users access this P |
falder ower the netwark, click Permissions.
To configure settings for Offline access to Each
this shared folder, click Caching. __ Coching_|
0K Cancel Apply 0Ok, I Cancel Lpply
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C. A/V Setting

1. Image Setting

Privacy Mask

Image Setting

Brightness: 0 |E| _

Contrast: 0 |E|

Hue: 0 |E| A

Saturation: 0 |E|

Sharpness: 0 |E| —

AGC: B g0x [«

Shutter Time: C | Outdoor ||

D-WDR: D off |[+]

Anti Fog: D [Clenable

Corvocton: . © [OFF [l

Video Orientation: @[] flip [] Mirror

Day & Might: Light Sensor Mode |Z|

Day Lux: A7 [»| (about)  MightLux: 3lux [=| (about)
Current Lux: ~ over 55 lux (about)

Red Gain: I o [+] Blue Gain: 0 [¥|

Denoise: J |2 E 1 E' Default

For security and privacy purposes, there are three areas that can be
set up for privacy. Click the Area button first, and then drag an area on
the above image. Remember to save your settings. The masked area

will not shown on both live view and recording image.

Please refer to the details below for image settings:
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a. Brightness, Contrast, Hue, Saturation, Sharpness can be adjusted

here.

b. AGC: The sensitivity of the camera can be adjusted according with
the environmental light. Enable this function and the brighter image
can be got under dim light, but the level of noise may also increase.

c. Shutter Time: Choose the location of your camera or fixed the shutter

time. The shorter the shutter time is the less light the camera receives and
the image becomes darker.

d. D-WDR: This function enables the camera to reduce the contrast in the

view to avoid the dark zones resulting from over and under exposure.

e. Anti Fog: Clicking on “Enable” will display a clearer image in fog

environments.

f. Lens Distortion Correction: This function will correct the distortion of the

image.

g. Video Orientation: Flip or mirror the image.

h. Day & Night: The camera can detect the light level of environment.
Choosing "Light Sensor Mode" the image will be turned to black and white
at night in order to keep clear. To set light sensor mode, appoint a lux
standard of switching D/N here. Current lux value is provided for reference.
Under "Times Mode" the switch time of Color / Black and white is
according to the given time. You can also control it by choosing "Color" or
"B/W”.
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I. Denoise: This function is able to filter the noise and blur from the image
and show a clearer view. "3D" and "2D" are two different denoising

approaches.

3D denoise analyzes successive pictures to detect the noise places while.

2D denoise analyzes only single picture.

2. Video Setting

User may select the camera system type

Video Setting
Video System: b

Streaming 1 Setting: Basic mode and Advanced mode

Streaming 2 Setting: Basic mode, Advanced mode, and 3GPP mode

(Max Video Frame Rate for both streaming combined is 30 FPS)

a. Streaming 1 & 2 Basic Mode:

Streaming 1 Setting
(@ Basic Mode ) Advanced Mode
Resolution: 1260x500
Quality: High b
Video Frame Rate: IFPS v
Video Format: H.264
RTSP Path: ex:rtsp/IP_Adress! Audio:G.711
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Resolution:

There are 5 resolutions that can be chosen.
1280x800, 1280x720, 640x480, 320x240, 176x144

Quality:

There are 5 levels:
Best/ High/ Standard/ Medium/ Low

The higher the quality is, the bigger the file size is. Not good for
internet transmission.

Video Frame Rate: The video refreshing rate per second.
Video Format: H.264, MPEG4 or M-JPEG

RTSP Path: RTSP output name

b. Streaming 1 & 2 Advanced Mode:

Streaming 1 Setting

O Basic Mode '@' Advanced Mode

Reszolution: 12808004854

Bitrate Control Mode: (®)cBR () VBR
Video Quantitative:

Video Bitrate: 2Mbps W

Video Frame Rate: JFPS +

GOP Size: 1XFPS ¥ GOP=30

Video Format: H.264  w

RTSP Path: exrtsp:P_Adress’ Audio:G.711
1. Resolution:

There are 5 resolutions that can be chosen:
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1280x800, 1280x720, 640x480, 320x240, 176x144

2. Bitrate Control Mode

There are CBR ([ Constant Bit Rate ] and VBR ( Variable Bit
Rate )

CBR: 32Kbps~8Mbps (the higher the CBR is, the better the
video quality is)

VBR: 1(Low) ~10(High) — Compression rate, the higher the
compression rate, the lower the picture quality is; vise versa.
The balance between VBR and network bandwidth will affect
picture quality. Select the VBR rate to avoid picture breaking up

or lagging.

3. Video Frame Rate
The video refreshing rate per second.

4. GOP Size
It means "Group of Pictures”. The higher the GOP is, the better
the quality is.

5. Video Format: H.264 or JPEG

6. RTSP Path: RTSP output connecting path

C. 3GPP Streaming mode:

JGPP Streaming Setting
O Enabled '@' Dizabled (Resolution=176x144, FP5=5, Format=MPEG4)

JGPP Path: ig exrtsp:it<=3g  Audio:AMR
exrrtsp<=3gx  Ho Audio

The RTSP here is separated from the RTSP settings in the "IP

60/82



CcCARAMERA

7P

SETTINGS".

3GPP Streaming can still work even if you select "disabled” in the
RTSP server option of IP Setting.

1. Enable or Disable 3GPP Streaming

2. 3GPP Path: 3GPP output connecting path. If the IP address of

your camera is 192.168.40.150, and you key-in "3g" in the

column, the 3GPP path will be rtsp://192.168.40.150/3g.

3. Audio

The IP CAMERA supports 2-way audio. The user can send audio from the

IP Camera built-in mic to the remote PC; the user can also send audio

from remote PC to IP Camera’s external speaker.

b. Audio from IP camera built-in mic to local PC: select “Enable” to
start this function and also can select the audio type.

Audio
IP Camera to PC
@ Enabled Disabled
Audio Type: G.711 (64Kbps) ~
(pply
Adjust Volume
Mic-In: 0 -
Line-Out: 0 - Default
C. Audio from local PC to IP Camera: Check “chatting” in the browsing
page.
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2011/DEC{01 14:54:10 Size:1280x800 FPS: 25
|defautt v| [streaming1 v| Online Visitor : 1 Relay out: (O oOH & OFF

The Audio will not be smooth when the SD card is recording.
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D. Event List

The IP Cam provides multiple event settings.

1. Event Setting

i. Motion Detection

The IP Cam allows 3 areas for motion detection. When motion is
triggered, it can send the video to some specific mail addresses,
transmit the video to a remote FTP server, trigger the relay, and
save video to local SD card. To set up the motion area, click “Area
Setting”, then use the mouse to drag and draw the area. The same

operation is for area 2 and 3

ii. Tampering Detection

When the camera view is covered, moved, shot by strong light, or
out of focus, the tampering detection will be triggered, and send
snapshot or video to mail/FTP/Samba/SD card, or trigger the

external alarm. Please select the alarm action.

* Interval: The tampering detecting interval. Take the diagram below
as example. By setting the interval on 30 seconds, the camera lens
will be covered during 10- 40 sec. At time point B, the IP camera
compares the view with time point A, and sends an alarm when it
found that the lens is covered. At time point C, the camera
compares the view with time point B, and sends n alarm when it

found that the lens view is being blocked or uncovered.
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0OSec. 10Sec. 30Sec. 40Sec. 60Sec.

4

A B C

Camera lens is covered

iii. Record File Setting: The IP Cam allows 3 different types of

recording file to change its record size.

When motion/alarm is triggered, there are 3 different types of

recording mode.

1. AVI File (With Record File Setting )

2. Multi-JPEG (With Record File Setting), only with JPEG

compression format.

3. Single JPEG (Single File with Interval Setting)

iv. Record Time Setting:

Record Time Setting

Pre Alarm: Ssec v Post Alarm: 5 sec v

When an event occurs, the IP camera can record a video clip or take a
snapshot, and then send it via mail/ FTP/ Samba. Select the video recording

length before and after the event is detected.
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Aread: [Jemaa Clrp Cloutt MSaveto S0 card [lSamba
Subject: 1P Cames a Warning!
Interval: 10 sec v aeriod of ime between every two motions detected.
[7) Based onthe schedile
Record File |
Fike Format: AVAFl(with Record Time Settngh .
Recod Tme Seing s, =,

PreMam: | | Ssec v Post Alarm:. fsec v

MOTION!

Record 5 sec. before motion This motion will not be recorded  Record 5 sec. before motion

and 5 sec. after motion to SD card  pecyase it's in the interval sl 5l niiots 1o SD e

v. Network Dis-connected:

The IP Cam will scan the network. The image will be record to the
SD card after the IP Camera detects network dis-connected, if set
“Save to SD card”.

vi. Network IP check:
After enable IP Check, the IP camera can check if the network

server is connecting. If the IP camera checking failed, the image will
be recorded to the SD card.

Network Dis-connected
Dis-connected: [T save to SD card

Network IP Check

IP Check: © Enabled O Disabled
IP Address: www.google.com

Interval: J0sec ~

IP Check: [C] save to SD card
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2. Schedule
- scheawe ]
. With schedule setup.
Snapshot

O Enabled  © Disabled
Snapshot: Clemail CIFtP ClSave to SD card []Samba
Interval: 10 Second(s) [1..50000]

File Name: Snapshot

a. Schedule: After completing the schedule setup, the camera data

will be recorded according to the schedule setup.

b. Snapshot: After enabling the snapshot function; the user can select the
storage position of the snapshot file, the interval time of the snapshot

and the reserved file name of the snapshot.
c. Interval: The interval between two snapshots.

3. 1/O Setting

Input Setting
Input 1 Sensor; N.O M
input 1 Action: [ JE-mail CIFTP Clout1 [ Saveto SD card []Samba

Subject: GPIO In Detected!
Interval: 10 sec M
[] Based on the schedule
Output Setting
Mode Setting: @ onoff switch O Time Switch
Interval:
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a. Input Setting:
The IP Cam supports input and output. When the input condition is

triggered, it will trigger the relay; and then send the video to mail
addresses /FTP server /| SAMBA.

* Interval:

For example, if you select "10 sec" here, once the motion is
detected and the action is triggered, it cannot be triggered again
within 10 seconds.

* Based on the schedule:

When the option box is ticked, the I/O will be enabled only during

the selected schedule time.

b. Output Setting:

The output mode affects the DO or relay out duration.

(i) ON/Off Switch: The camera triggers the external device for 10

seconds. You can turn off the alarm manually by clicking “off” at

the right bottom of the live video page.

Online Visitor : 1 ! RelayOut: O ON @ OFF !
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(i) Time Switch: The camera triggers the external device and lasts for
a certain time according to the internal setting; the user is not allowed

to break off the alarm manually.

5. Log List
Log List
System Logs
Logs
Motion Detection Logs
Logs
'O Logs
Logs
All Logs
Logs

Sort by
System Logs, Motion Detection Logs and I/O Logs. In addition, System

Logs and I/O Logs won'’t lose data due to power failure.

6. Micro SD card

a. Playback

Please Insert the Micro SD card before use it. Make sure to push the

Micro SD card into the slot completely.

Click the date listed on this page and it shows the list of the video. The
video format is AVI. Click the video to start Microsoft Media Player to play it.

To delete the video, check it, and then click "Del".
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Time Video Event Type ]
09:05:22 090522f.avi Hetwork Dis-connected O
09:05:52 0905521 .avi Hetwork Dis-connected O
09:06:22 090622f.avi Hetwork Dis-connected [
09:06:52 090652f.avi Hetwork Dis-connected |
09:07:22 090722f.avi Hetwork Dis-connected O
09:07:52 090752f.avi Hetwork Dis-connected |
09:08:22 030822f.avi Hetwork Dis-connected |
09:08:51 090851f.avi Network Dis-connected | 4|
09:09:21 090921f.avi Network Dis-connected O
09:09:51 090951f.avi Network Dis-connected O

b. SD Management

When choosing “The 1st day “the recoding file will be kept for one
day. The oldest file will be deleted if the Micro SD card is full.

No SD card
SD Management

Auto Deletion: Off v (Keep 1/ 21 3/ 4...days)

Off
The 1st day

The 2nd day
The 3rd day
The 4th day
The 5th da

The Tth day

The &th day

The 9th day

The 10th day
The 15th day
The 20th day
The 25th day
The 30th day

Note : The use of the SD card will slightly affect the operation of the

IP Camera, such as frame rate of the video.
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c. Copy to PC

You can insert the Micro SD card to the PC and read the files directly, or
use FlashGet instead to download the files from the IP camera. (In this

way you do not need to pull out the Micro SD card from the camera.)

To use FlashGet for downloading image and video data from the Micro

SD card, please follow the steps:

() Enter into the data list and right-click “Files link daily”, select “save

target as...” then save the link list to the PC.

2012/08/10 ([0 [

Time Video Event Type O Openinnew tab

02:47:11 0247 11m.av Motion Detection [ RANRAR——— |
Save target as...
17:18:30 Motion Detection O TR
17:18:32 Motion Detection O
17:18:33 Motion Detection -
Files link daily. Copy shorteut

(i) Open FlashGet, select "File" — "Import" — "Import list", and find

the link list file you just saved. The file name may be called “SD_list”.

i =]
File Edit Yiew Mansge Took Help B
New Download... F4 o - @ ®
444 bstoh download... L || ESEEO: | am ¥ O®P>E
Open Torrent... CtltO g;‘ Gooﬂe Chrome 2] nuru

™ H.264_DVR_Quick_installation_Guide_al1633RK4D14_111206 [
[ HLC-1NCO1

e destiation direclory=CulyEaer = HOEM_BTYFE_VE10.27_20120727_220146

B 1PInstallesENG !
4 Kiwi Application Monitor ) R EE
63 | = 2
BRAHW: SD_1 5 =10}

Start A1l BB TESRIERND): |4 Files (%) v| BiH

Pavsz 411 Fa =—————-F& —

Import »  Import list... Ctl+L

¢ Process Web Page File... Cel+ W
Exit

F

(i) FlashGet will show you the link list, and you can tick the files you

want to copy to your PC. Provide the directory path in the new download
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window, and remember to enable "Login to Server": Key-in the IP

Camera username and password.

Select URL Add new download
Notice: Only selected URL({s) will be added to job list. Right click mouse o customize. URL: hitp:/192.168.1.71/avi2012081002471 L avi
Referrer:
Title URL
B02471 mavi  http:#192.168.1 71/avi2012081002471 Im avi Gebgory: il Dowaloadel el
[1718%0mavi  hitp:#192.168.1.71/avi/20120810/171830m avi 5 =
[Rli718%2mavi  htipi#192.168.1 71 /avi/20120810171832m avi Sayerio: | DGV [v]
B171833mavi  hitp:#192.168.1.71/avi20120810/171833m avi Rename:  |024711mavi
Login to Server: Enable SharelUzl
Userpame: | admin [[]Open the File After Download
Password: | *HkK Threads From mainsite |5 (2
S Start
Immediately v]
<l 5 B
'
[ opt ] [ MekHighlight | [ Choose | [___ OK ] [ Cancel
Save as default

(iv) Click OK to start download.

[E FlashGet
File Edit View Manage Tools Help

({‘TB {Q [&E.g iSDﬁware “’1

© New o Pa P Ip. D . Dir Opt Home
F]?ShGel -§ | Name Size Completed Percent Elapsed Left Speed
{4} Download b 171830mavi 237M [ 0% ] 000010 235.86K
#-{ig Downloaded D 171832mavi 216M [ 0% ] 0000:09
18 Deleted b 171833mavi ) N — —

* FlashGet is a free software that can be downloaded from
FlashGet official website. The example above is based on
FlashGet ver.1.9.6.
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VI. Network Configuration

i ~ Configuration 1:

_—

! I ADSL Modem :
Internet

1. Real IP

2. PEPoE

Internet Access: ADSL or Cable Modem

IP address: One real IP or one dynamic IP

Only the IP CAMERA is connected to the internet

For fixed real IP, set up the IP into IP CAMERA. For dynamic IP, start
PPPoOE.

a o o @

il ~  Configuration 2 :

. RedlP
2 PPPoE

o
' Switch Hub

ADSL Modem
Internet

1. Rea P
2. PPPOE

Internet Access: ADSL or Cable Modem
IP address: More than one real IP or one dynamic IP
IP CAMERA and PC connect to the internet

Device needed: Switch Hub

Qa o T
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e. Forfixed real IP, set up the IP into IP CAMERA and PC. For dynamic IP,
start PPPoE.

iii ~ Configuration 3:

-

Tz :
Virtual P
J—
' PShanng  ABsL Modem
Internet
Virtual IP

Internet Access: ADSL or Cable Modem
IP address: one real IP or one dynamic IP
IP CAMERA and PC connect to the internet

Device needed: IP sharing

®© 2 o T &

Use virtual IP, set up port forwarding in IP sharing.
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VII. I/O Configuration

1. I/0O Connection

a. Please connect the GND & DO pin to the external relay (buzzer) device.

Please connect the GND & DI pin to the external trigger device.

DO
GND
DI
GND
MIC_IN
GND
AUDIO_OUT
GND

b. /0 PIN definition

* GND (Ground): Initial state is LOW
* DO (Digital Output): DC 5V
DI (Digital Input): Max. 50mA, DC 5V

2. 1/0 Setup

a. Click I/0O Setting from the system setup page via IE, and check

“Out1” to enable 1/O signal.
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/O Setting
Input Setting
Input 1 Sensor: N.O |
mput 1 Action:  [E-mail CIFTP [lout1 CJsaveto SD card []Samba
Input 2 Sensor: N.O |»
Input 2 Action:  []E-mail CIFTP [“lout1 [Isaveto SD card [samba
Subject: GPIO In Detected!
Interval: 10 sec | v

[] Based on the schedule
Cutput Setting

Mode Setting: ® onoff switch O Time Switch
Interval:
b.
Output Test

After the external input and output hardware is installed, you can use
the "Relay Out" bottom on the live video page to test if DO / Relay Out

works.

(i) On Off Switch mode:

Clicking "ON" will trigger the external output device for 10
seconds. For example, your alarm buzzer will
continuously ring for 10 seconds. After 10 seconds the
buzzer stops ringing, or you can manually break off the

output signal by clicking "OFF".

Relay Out1: () OM (%) OFF

(i) Time Switch mode:
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Click "Pulse", the camera will trigger the external output
device for several seconds; the duration length is

according to the "interval” setting in Output Setting.

Relay Out1:
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VIlI.Factory Default

If you forget your password, please follow the steps to revert back to default

value.

* Remove the power and Ethernet cable. Press and hold the button as the

picture below.

» Connect power to the camera again, and do not release the button during

the system booting. It will take around 30 seconds to boot the camera.

* Release the button when camera finishes proceed.

* Plug in the Ethernet cable. Re-login the camera using the default IP

(http://192.168.1.200), and user name (admin), password

(admin).
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IX. Universal Password

If you forgot the password of your IP camera, you can reset the camera to factory

default, or follow the procedure below to generate a universal password.

Note: Universal password will be valid only when you enable the function in “User

Management”.

1. First, you need to know the IP address and MAC of your IP camera. You can

use IP installer to scan the LAN, and see the IP address and MAC on the side

column.

O 0 Tasullar 72 2 mE |

[erica lizte:

i Herver Mame IF Address - o SEEE e
ABRBEREERARR 102, 1G& 840161 e [ amErs
Juckson_B1 &G A EER N ] — lP &M
IP_Cameralba 192 1GENT0.104 - EEN R T
Vides Rerverdl 192, 168 F0.070 T T T T
IP_Cameral 3l 192168870131 Feinask aboamae
705 W CAM 102168020197 Gatamay W dem 1 254
IP_Cammcra 102, 168520240 —

Vides Berver 192 168 8F0.025 oA S wE L

1P Epemeral it LR R TI s w1 a1

1P Ciosrra [EERT T e sort1 LT =

NEH:nm IJ'HAI:I }:é.}smu.l;u iz [ G0:0E-00 £1:06.6%
Search Device Fubmit |

To Change Device Mame, P sddrece, and Galewmy:

1. 5elect e device on the: kel side,

2, Change nebyssk parsmeter on the right side

J.Press Subm bution.

A.Press “Search Desice™ 1o re-search again.

5. Doubke click We device T opem i Exit

Or, if you already know the IP address of camera: Open the web browser, key in
“http:// (IP address) /GetIPMAC.cgi” and press enter. The IP address and MAC will be

displayed on browser.

= http /192 168 1. 242 /GetiPMAC.cgi
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2. Find the .html file named “Universal Password” in CD-ROM. Click to open it.

Trdverml Pazword V1 1
Chuoome HTML Docwment
I0EH

3. Key in the camera IP address “IP Adder.” column and MAC in “MAC” column,

and then click “encoder”. You will see a set of username and password appear,

as below:

(007,00 21:06:55

CNCE_UBKLA

The universal username and password are generated from the IP address and MAC
you key in, so if you change the camera IP address the universal password changes,
too.

4. Take the picture for example, the universal username is “C90848” and
password is “CNCE_UG6KLA”. Use them to log in the camera.

[ Windows Security ]

Thie server 1921601 342 #t 1P Comera  Redquires 3 usemams and
passwand,

Waming: This server is raquasting that your usemsme and passward be
seni inan insecune manner (basic authentication without 2 secure
comnacton].

T B |
|E = |
| Rernember my credentials
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5. Now you can login as the administrator. The use of universal password does
not affect the previous user settings, so the administrator account password

will not change until you edit it. Please click “Edit” to give a new administrator
password.

hor-tbank

Wrmirare: sdven

reevame: | S2tup new Password
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X. Package contents

* The CD includes user manual and software tools

I[P Camera

Adapter

Quick Installation Guide

A~

o
%’f’"
/

Hex Wrench Star Wrench
Screws x4 O-ring x4 Wall Plug x4
) _
: [ =
[ =) o
[ =)
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XIl. Micro SD Card Compatibility

The following Micro SD Cards are recommended:

Transcend SDHC class4 16GB
SDHC class4 32GB
SD class4 16GB
SD class4 32GB
SDHC class6 4GB
SDHC class6 8GB
SDHC class6 16GB
SD class6 4GB
SD class6 8GB
SD class6 16GB
SanDisk SDHC class4 4GB
SDHC class4 8GB
SDHC class4 16GB
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