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User’s Manual: VE10E16A1 Series
Industrial Serial Device Server
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1 Introduction

1.1 Product Overview

VE10E16A1 Series is designed to transmit data between one-or-more serial devices and one-or-more

TCP/IP devices through Ethernet

1.2 Features

2. Getting Started

Dual 10/100Mbps Fast Ethernet for redundancy with full duplex auto negotiation
Support RAW TCP Server/ TCP Client / UDP / Virtual COM / Tunneling Modes
Configuration: Built-in Web Server /Serial Console/ Telnet / Windows-based Utility

Monitor, manage and control industrial field devices remotely

2.1 Model Comparison

Model

Description

VE10E16Al1 AC

16-Port Serial Device Servers, RJ-45, AC 100~240V, US plug

VE10E16A1 DC

16-Port Serial Device Servers, RJ-45, DC 24V

2.2 Inside the Package
Inside the product purchased you will find the following items:

Item Quantity Description

VE10E16ALl Series 1 Industrial Serial Device Server

Cable L RJ-45 to Male DB9 cable
AC Power cord (US Plug or EU Plug)

Rack Mount Kit 1 Mounting kit to mount the device on the 19” Rack
®  User's Manual

CD (Utilities) 1 ® Installation Guide
®  Serial Manager Utility
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2.3 Panel Layout and Dimensions

Front and Rear Panels (VE10E16A1):
LEDs Reset LCM Display LCM Button

Srounding Screw LAN Relay Output Serial ?art 1-8 Serial le 9-16

Power Switch

AC Socket

s

DC Terminal Block
Figure 1

2.4 First Time Installation

Before installing the device, please adhere to all safety procedures described below, SAN will not be
held liable for any damages to property or personal injuries resulting from the installation or overall
use of the device.
1. Prepare the necessary cables, power cord, LAN cable, serial cable, etc.; do not connect the
unit yet.
Proceed then to plug the power source to the unit.
3.  Place the device in the desired location and connect it to the LAN via an Ethernet cable with an
RJ45 connector.

4.  Connect your computer to the LAN network.

77



knier

media converters

2.5 User Interface Overview
The web configuration appears as follows, Figure . The device can be configured using our Serial

Manager utility also, for more information, refer to Serial Manager's manual.

Overview

Overview

Network
The general device information of Serial Server

Serial Device Information

Alert Kernel Version 412
System AP Version 438
Network Information
MAC Address 00.60.E9:14:3C:94
LAN 1
IP Address 192 168.106 45 (Link down)
MAC Address 00:60:E9:14:3C:95
LAN 2
IP Address 192 168 106,46
Figure 2

On the left side, a menu-tree appears with all the modes and options available; while on the right side
of your screen the contents of each mode/option will be displayed in a graphical state. It is also worth
noting that as a first step to view your device's overall settings, you should use Serial Manager®© (the
utility provided in the CD). There will be however, some buttons which will be present during almost
each section.

2.6 Factory Default Settings

Upon arrival, the device will be set as follows:

Parameters Default Values

IP Address 10.0.50.100
LAN 1 Gateway 10.0.0.254

Subnet Mask 255.255.0.0

IP Address 192.168.1.1
LAN 2 Gateway 192.168.1.254

Subnet Mask 255.255.255.0
User Name Admin
Password null (leave it blank)

RS-232 (RS-422 if RS-232 is unavailable),9600, None, 8,1,No Flow

coM Control
COM Link Mode Mode: RAW, Type: TCP Server, Listen port 4660, Filter=0.0.0.0
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LCM Configuration

There is an LCM (Liquid Crustal Monitor) installed on the front panel of the device that can be used to
display device information and perform basic configurations. The table below illustrates its buttons

and corresponding functions.

Buttons Function

Open Main Menu or go back one level higher

Scroll up

Scroll down

Confirm the selection. When working with IP addresses,

pressing <SEL> means moving to the next digit

1.1 Welcome Screen

When the device boots up, the LCM will display LAN1. If you scroll down, it will display LAN2
information. The format is:

LAN1: Link down

10.0.50.100 v

1.2 Main Menu Structure

Press the <Menu> Key to enter the main menu. Press <Scroll Down> to go to the next layer or option.

Press <Scroll Up> to go to the back one layer or option.
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1.2.1 Overview

1% layer 2" layer 3rd layer 4™ Jayer 5" layer  Descriptions
1.Model name Display Model name
2.Kernel ver. Display kernel version
3. AP ver. Display AP version
1.0verview 1.Lan status Display LAN1 status
4.Lan1
2.MAC Display MAC address of LAN1
1.Lan status Display LANZ2 status
5.Lan 2
2.MAC Display MAC address of LAN2
1.2.2 Network Settings
1% layer 2" layer 3rd layer 4" layer  5Mlayer  Descriptions
1.Static IP Change to Static IP mode
1.IP config
2.DHCP Chang to DHCP mode
2.IP address Display/Change LAN1 IP
3.Net mask Display/Change Net mask
llan1l
Display/Change the Gateway
4.Gateway
IP
5.ARP ) o
Time Setting in seconds
Announce
1.Static IP Change to Static IP mode
1.IP config
2.Network set 2.DHCP Chang to DHCP mode
2.IP address Display/Change LAN2 IP
2.Lan2 3.Net mask Display/Change Net mask
4.Gateway Display/Change Gateway IP
5.ARP ) o
Time Setting in seconds
Announce
Display/ Change DNS Server 1
3.DNS serverl
IP address
Display/ Change DNS Server 2
4.DNS server2
IP address
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1.2.3Serial Settings

1% layer

2" Jayer

3rd layer

4™ Jayer

5" layer

Descriptions

3.Serial set

1.Select port

Select a COM Port to

configure

2.Parameter

set

1.Baud Rate

1.50

2.75

3. 110

4.134

5.150

6.200

7.300

8. 600

9. 1200

10. 2400

11. 4800

12. 9600

13. 19200

14. 38400

15. 57600

16. 115200

17. 230400

18. 460800

19. 921600

Display/Change baud rate

2.Parity

1. None

2. 0dd

3. Even

4. Mark

5.Space

Display/Change Parity

3.Data bits

1. 5 bits

2. 6 bits

3. 7 bits

Display/Change Data bit

11
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4. 8 bits
1. 1 bits
4.Stop bits Display/Change Stop bit
2. 2 bits
1. None
5.Flow Display/Change Flow control
2. Xon/Xoff
control mode
3. Hardware
1.Disable |Disable UART Delimiter
1.Timer: Change UART
delimiter to timer mode and set
1.Net to serial its time
2.Enable
2.Char: Change UART
delimiter to character mode
and set the character
6.Delimiter
1.Disable |Disable UART Delimiter
1.Timer: Change UART
delimiter to timer mode and set
2.Serial to net its time
2.Enable
2.Char: Change UART
delimiter to character mode
and set the character
Display/Change UART mode
1.232 piay g
to RS232
7.UART Display/Change UART mode to
2.422
mode RS422
Display/Change UART mode to
3.485
RS485
8.Applyto all Apply serial settings to all
Yes ]
serial ports
Display/Change Link mode
1.Virtual 1.Disable |Display/Change Virtual COM
3.Link mode COM 2 Enable |mode
1.TCP server
Display/Change Local listening
2.Local port

port
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3.Max Display/Change maximum
connect client connection (1~4)
) 1.Disable Display/Change IP Filter
4.1P Filter
2.Enable [function and the IP address
1.No
5. Apply to all Apply Link mode Settings to all
2.Yes )
serial ports
Display/Change Destination IP
1.DestIP1
1
Display/Change Destination
2.Dest port 1
port 1
1.Disable |Disable destination 2
2.TCPclient |3.Destination
Display/Change Destination IP
2 2.Enable _
2 and Destination port 2
1.No
4. Apply to all Apply Link mode Settings to all
2.Yes i
serial ports
Display/Change Local listening
1.Local port
port
Display/Change Destination IP
2.Dest IP1
1
Display/Change Destination
3.Dest port 1
Port 1
3.UDP 1.Disable |Disable Destination [2-8]
4.Destination
Display/Change Destination IP
[2-8] 2.Enable -
[2-8] and Destination port [2-8]
1.No
b. Apply to all Apply Link mode Settings to all
2.Yes

serial ports

13
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1.2.1 Server State

1% layer 2" layer 3rd layer 4" layer 5" layer  Descriptions
1.Web 1.Disable Disable Web console
console 2.Enable Enable Web console
1.Console
2. Telnet 1.Disable Disable Telnet console
console 2.Enable Enable Telnet console
Disable LCM console
1.No )
1.LCM password protection
console Enable and change the
2.Yes
password
2.Pwd protect LN Disable the Reset button
.No
4.Server state password protection
2.Reset
Enable and change the
button
2.Yes password on Reset
button
Use "ping" command to
llanl check specific IP address
for LAN1
3.Ping
Use "ping" command to
2.Llan?2 check specific IP address
for LAN2
1.2.2 Restart
1% layer 2" layer 3rd layer 4" layer 5" layer  Descriptions
1.No Cancel Restart command
5.Restart
2.Yes Restart immediately

14
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3.Web Configuration

3.1Administrator Login

As soon as the device is connected on the LAN, the user can proceed to navigate through its
configuration using Serial Manager®© utility that comes in the CD Important information such as the

IP, MAC address, etc. is going to be displayed.

£ Senal Manager VA8.3.
Search Configuration Security Advanced Virtusl COM  About

FHN e 4 e EREs e

tion | Model | IP Address | MAC Address | Host Name | Kemel | AP Int

SCI10E16A1 192.168.1.1 00:60:E9:14:3C:95 D0G0EY-143C84 Va2 Serial Server V4.39
SCI0E16A1 192.168.106.46 00:60:£9:14:3C:95 DD60ES-143C94 V412  Serial Server V4.39

|« 1 )

Figure 3
To access the device's Web Ul click on the Config by browser icon, the web browser will open and
prompt you to enter username and password (see Factory Default Settings for more information),
proceed then to click “OK” or press Enter. Alternatively, enter the IP address of the device in the URL

bar of the browser.

Note: Be sure your PC Is located in the same network sub-net as VE10E16A1 Series.

15
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3.2 Overview

This section gives a general status information on Device, network, ERPS and STP.

Overview

Overview

The general device mformation of Serial Sedver

Device Information

Alert Kernel Version 412
System AP Varsion 439

Network Information

MAC Address 00 60.E5:14:3C 94

P Addcoss 192 168.106 45 (Link down)

Network

Serial

LAN 1
MAC Address 00 60 E9.18:3C 95
P Addrass 192 168 106 46
Figure 4

Device Information, displays system Kernel and AP versions.

Device Information

Keenel Version 412
AP Version £39
Figure 5

Networking Information, displays both ,LAN1 and LAN 2'sinformation on the overview page. The
information provided with networking settings.

The serial server is equipped with two LAN ports and provides two modes of settings,

1. Dual net M

Subnet is a logically visible subdivision of an IP network. The LAN 1 and LAN2 can be assigned to
different subnets. This feature gives the user flexible network manageability.

2. R ndancy M

A goal of redundant topologies is to eliminate network downtime caused by a single point of failure.
The LAN1 and LAN2 can be assigned to the same IP network. It will enable the network to recover

rapidly from failure and fault, so that the failures and faults will be bypassed.

LAN Mode Settings

© Dual Subnet Mode
Redundancy Mode

LAN Mode Status

Figure 6
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3.3 Network Configuration

Click on the “Network” link to open network settings.

LAN Settings, when the Redundancy function is enabled, LAN1 and LAN2 will use the same IP
address for redundancy, and LAN2 Settings will be disabled. When the Dual Subnet function is
enabled, LAN1and LAN2 can be in different subnets. Fill in LAN settings accordingly.
Alternatively, you may activate DHCP (Dynamic Host Configuration Protocol) client function by
checking on “Obtain an IP automatically” field to obtain IP address, gateway and subnet mask,
and DNS from a DHCP server automatically. In addition, You can fill in the time setting for ARP

announce.

LAN Mode Settings

LAN Mode Status @ Dual Subnet Made

Redundancy Mode

DHCP Obtain an IP automatically
IP Address 192 168 106 45
Subnet Mask 255 255 1255 S0
Default Gateway 10 0 0 254
ARP Announce 10 (0~300) seconds
DHCP Obtain an IP automatically
IP Address 192 168 106 46
Subnet Mask 255 I8 255 205 [0
Default Gateway 192 168 1 254
ARP Announce 10 (0~300) seconds

Figure 7

DNS Settings Fill in DNS (Domain Name System) information in order to have an external DNS
server resolve domain name into |IP address. This is crucial if the NTP and SMTP services use
domain names instead of IP addresses. A DNS server will be retrieved from the DHCP server

automatically if DHCP is enabled.

DNS Settings
DNS1 168 95 1 1
DNS2
Figure 8
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B SNMP Settings, The SNMP function is disabled by default. To enable this function check on
“‘Enable SNMP” option. Basic SNMP configurations such as Read/Write Community, SysName
(System Name), SysLocation (System Location), and SysContact (System Contact) are
supported. In addition, you can send SNMP Trap events to a SNMP Trap server by entering its

IP address. The changes will become effective immediately after a successful save.

SyslMame D0BOES-0ASBEE
SysLocation location
SysContact contact
SNMP [] Enable SNMP

Read Community
Write Community

SHMP Trap Server

Figure 9

3.4 Serial

Click on the “Serial” link to open its submenu and COM1 settings.

» Serial
» COM 1
Y

)
B
3
B
B
)
B
3
B
B
)
B
3
B

Figure 9
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3.4.1 COM Configuration

This section will only focus on the serial settings (Figure 11). Details on connectivity protocols and

their settings (Figure ) are given in Link Modes and Applications.

(*) TCP Server ) TCP Client ) UDP
TCP Server
Mode |RAW v|

Max. Connections

(O Request & Response Mode
Reply to requester only

Serial Settings

RS232  RS422

UART Mode
F RS485(2-Wire) © RS485(4-Wire)

< Baud Rate 600 v bps

L Parity @ None ' )Odd  Even Mark (' Space
Data bits Sbits Gbits 7 bits © 8 bis

[

g Stop bits o 1bit 2 bits

Flow Control o None Xon/Xoff RTS/CTS

Apply to all senal ponts
Figurell
Match these settings with your serial device:
B UART Mode, Select between RS-232, RS-422, and RS-485.(2-Wire or 4 —“Wire)
B Baud Rate, Select one of the baud rates from the dropdown box.
B Parity/Data Bits/Stop Bits, Configure them accordingly.
B Flow Control, Choose between No Flow Control, RTS/CTS (Hardware Flow Control), and
Xon/Xoff (Software Flow Control). If Xon/Xoff is selected, Xon and Xoff characters are

changeable. Defaults are 0x11 for Xon and 0x13 for Xoff. If the connecting program or serial

19



L1 Lilabdld Dyloco
Serial to Network within the time interval(1~1024)bytes

Packet Delimiter [] Max. Bytes I:I (within one packet:1~1452 bytes)
Cl Characterl:l ("0x"+ASCIl Code, Ex. 0x0d or 0x0dDa)

(When enabled, if any of the three options above becomes true, serial
data would be transmitted)

s
[ Inteval timeout © | (1~30000) ms
e Metwork to Serial o —_—
Packet Delimiter [] Max. Bytes I:I (within one packet:1~1452 bytes)
Cl Characterl:l ("0x"+ASCIl Code, Ex. 0x0d or 0x0d0a)
Character send
terval [] Enable I:l (1~1000) ms
— Respnnse interval Enable |1000) {1~60000) ms -
Not timeout (Work with Request & Response Mode only)
Serial FIFO Enable (Disabling this option at baud rates higher than
. 115200bps would result in data loss).
3. Serial
- Serial Buffer Empty serial buffer when a new TCP connection is established
Clicl L[] Apply to all serial ports
Figure 12
TCP

= TCP Timeout, Specify the value in “TCP Timeout” to force VE10E16Al Series actively close a
TCP connection after some specific inactivity time (no packets). The default value for it is 3600
seconds. Disabling this option means VE10E16A1 Series would never actively close an

established connection.

20
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Delimiters

= Serial to Network Packet Delimiter, Packet delimiter is a way of packing data in the serial
communication. It is designed to keep packets in track. VELOE16A1 Series provides three types
of delimiter: Time Delimiter, Maximum Bytes and Character Delimiter. Note that the following
delimiters (Interval, Max Byte and Character) are programmed in the OR logic. Meaning that if
any of the three conditions were met, VE10E16A1 Series would transmit the serial data in its
buffer over the network.

B Interval timeout, VE10E16A1 Series will transmit the serial data in its buffer when the
specified time interval has reached and no more serial data comes in. The default value is
calculated automatically based on the baud rate. If the automatic value results in chopped
data, the timeout could be increased manually by switching to “Manual setting” and
specifying a larger value. If the bytes do not reach certain length condition, the bytes could
be discard to avoid devices connect on the TCP side running into issues. To do this, enable

“Discard Byte”, then select the condition (>, <, =, =) you want and the length desired.

Attention

Interval Timeout Manual Calculation

The optimal “Interval timeout” depends on the application, but it must be at least
larger than one character interval within the specified baud rate. For example,
assuming that the serial port is set to 1200 bps, 8 data bits, 1 stop bit, and no parity.
In this case, the total number of bits needed to send a character is 10 bits, and the

time required to transfer one character is (10 (bits)/1200 (bits/s))*1000 (ms/s) = 8.3

ms.
Therefore, you should set the “Interval timeout” to be larger than 8.3 ms. Rounding

8.3 ms to the next integer would get you 9 ms.

B Max Byte, VE10E16AL1 Series will transmit the serial data in its buffer when the specified
length has reached. Enable this option if you would like VE10E16A1 Series to queue the
data until it reaches a specific length. This option is disabled by default.

B Character, VELIOE16A1 Series will transmit the serial data in its buffer when it sees the
incoming data include the specified character (in HEX format). This field allows one or two
characters. If character delimiter is set to Ox0d, VE10E16A1 Series will push out its serial
buffer when it sees 0x0d (carriage return) in the serial data. This option is disabled by
default.

= Network to Serial Packet Delimiter, Same as the delimiters above, but controls data flow in the
opposite direction. It will store data from the network interface in the queue and send it over to the

serial interface until one of the delimiter conditions is met.
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= Character Send Interval, This option specifies the time gap between each character. When set
to two seconds, VE10E16A1 Series will split the data in the queue and only transmit one
character (byte) every two seconds; this option is disabled by default.

= Response Interval Timeout, This option only affects the Request & Response Mode and has
no effect on the Transparent Mode. When TCP data is received (request) and passed to Serial
side, the device will wait for the set time before transferring another TCP data if the Serial side
did not receive any data (response).

= Serial FIFO, By default, VE10E16A1 Series has its FIFO function enabled to optimize its serial
performance. In some applications (particularly when the flow control is enabled), it may deem
necessary to disable the FIFO function to minimize the amount of data that is transmitted
through the serial interface after a flow off event is triggered to reduce the possibility of
overloading the buffer inside the serial device. Please note that disabling this option on baud
rates higher than 115200bps would reduce the data integrity noticeably.

= Serial Buffer, By default, VE10E16A1l Series will empty its serial buffer when a new TCP
connection is established. This means that the TCP application will not receive buffered serial
data during a TCP link breakage. To keep the serial data when there is no TCP connection and
send out the buffered serial data immediately after a TCP connection is established, disable this

option.

3.5Alert Settings

Click on the “Alert” link to open its submenu and E-mail settings.

* Alert

y E-mail
p Alert Event

Figure 13

3.5.1 Email Settings

In case the device raises an alert and/or warning message, it will send an email to the administrator's
mailbox. Email Settings allows you to set up the device to be able to send an email. To set up the
email sending, you need to put a “Sender” email address which will be the “From” on the email.
Then, you fill in “Receiver” email address to which the email is sent. You can send the email to
several recipients using Semicolon (;) to separate each email address. Next step is to set the Email
Server. First, you fill in the IP address of a Mail Server in your local network. If the Mail Server
needs a user authentication, you need to enable “SMTP server authentication required”, and fill in
Username and Password. Please contact your network administrator for Mail Server IP address

and the Username and Password,

Note: You can click on the “Send test Mail” button to verify your mail settings.
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-t - L

E-mail Setting

Sender's E-mail address | |

Receivers E-mail address 1 | |

Receivers E-mail address 2 | |

Receivers E-mail address 3 | |

Receivers E-mail address 4 | |

Receivers E-mail address & | |

Figure 14

Mail Server

Mail Server | |

[ Mail server authentication required.

User name | |
Password | |
Save Configuration | | Send TestMail |
Figure 15
Attention

Itis also important to setup Default Gateway and DNS Servers in the Network
Settings properly, so your VE10E16A1 Series can lookup DNS names and route

the mails to the proper default gateway.
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3.5.2 Alert Event

Events could be triggered in different ways. Including Cold Star, Warm Start, Authentication Failure, IP
Change, Password Change, and Link Down. VE10E16A1 Series supports three different types of

event alerts, which are E-mail, SNMP Trap, and Relay.

Alert Event

To conflgure the SE serles to send alert by E-mall or trap.

Alert Event

Cold Start [ E-mail DTr:p
Warm Start 1 E-mail CITrap
Authantication Failure [ E-mail [ Trap
IP Address Changed ] E-mail

Fassword Changed [ E-mail

LANT Link Down |1 Relay ON

LAMZ Link Down [CIRelay OHN

| Save Canfiguration |

Figure 16

3.6 System Configuration

Click on the “System” link to open its submenu and this will lead you to the Link State.

» System
» Link State

Security

Figure 17
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3.6.1 Link State

Link State displays the information of each connection for all serial ports for debugging purposes. It

also displays the byte count of each serial port's Transmit (Tx) and Receive (Rx) data.

Link State

TX RX

Com |Link Mode | TX @ RX IP1 IP2 | IP3 [ IP4 | IPE | IPE | IPT | IP8
Total | Total
(5 0 0 0 0 Listen
Server
2 i 0 0 0 0 Listen
Server
S 0 0 0 0 Listen
Server
4 i 0 ] 0 ] Listen
Semver
5 TCP 0 0 0 0 Listen
Server
S 0 0 0 0 Listen
Server
7 i 0 0 0 0 Listen
Server
| [EE 0 0 0 0 Risten
Server
g i 0 ] 0 ] Listen
Semver
10 TCP 0 0 0 0 Listen
Server
Figure 24
Serial State
Com UART Mode Baud Rate Parity Data bits Stop bits
1 RS-232 115200bps None 3 bits 1 bits
2 RS-232 115200bps None 8 bits 1 bits
= RS-232 115200bps None 8 bits 1 bits
4 RS-232 115200bps None 8 bits 1 bits
5 RS-232 115200bps None 8 bits 1 bits
(5] RS-232 115200bps None 3 bits 1 bits
7 RS-232 115200bps None 8 bits 1 bits
a RS-232 115200bps None 8 bits 1 bits
9 RS-422 115200bps None 3 bits 1 bits
10 RS-422 115200bps None 8 bits 1 bits
11 RS-422 115200bps None 8 bits 1 bits
12 RS-422 115200bps MNone 8 bits 1 bits
13 RS-422 115200bps None 8 bits 1 bits
14 RS-422 115200bps None 3 bits 1 bits
15 RS-422 115200bps None 8 bits 1 bits
16 RS-422 115200bps None 8 bits 1 bits
Figure 25
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3.6.2 Log Settings

The Syslog function is turned on by default and cannot be turned off. It is used to log system events
and report to an external Syslog server if necessary. Also, Transmitted data could be logged for

recording or debugging purposes. The logs could be reported to an external Syslog server as well.

System Log Setting

Enable Log Event to Flash ]
Log Level |3:(LOG_ERR) v|
Enable Syslog Server ]

Syslog Server IP | || H || ‘

Syslog Server Senvice Port I:I (1~65535, default=514)

Figure 26
System Log Settings
B Enable Log Event to Flash, this would write log events to the local flash, otherwise the logs
would be cleared when the device restarts because they are stored in the RAM by default.
Log Level, 3 (We only allow logging at this level).
Enable Syslog Server, enabling this option would allow you to send Syslog events to a remote
Syslog server.
Syslog Server IP, please specify the remote Syslog Serve IP.

Syslog Server Service Port, please specify the remote Syslog Server Port.

COM Log Settings

[lLeg Data Contents Types (= HEX (OASCH
[]cam ] Cam2 [ Cam3 [1Cama
[Jcams [Jcams [Jcam? [Jcems
Com Ports
[Jcema [camio [ cam Ccamiz2
[Jcom13 [Jcomi4 [Jtomis [Jtomi6
Enable Syslog
Sarver 0
Syslog SenertP [0 | o |0 |0 |
g:?\:lﬁ Spirr\;er [514 | (1~65535, default=514)
Figure 27

COM Log Settings
B Log Data Contents, if enabled, the COM logging function will log the content (raw bytes) of data

that is being transmitted and received. If disabled, COM logging function will only log data length

to reduce system load.
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Note:VE10E16ALl Series can store up to 1500 lines internally. A request or a response will consist of
one line, data longer than 512 bytes will go into another line. You can retrieve the logs by using a FTP
Client. FTP login is the same as the WebUI. They are locates in /var/log/logcomxx (xx is the port
number).When the reserved space is full, new logs will replace old logs. We strongly recommend

sending COM logs to a remote Syslog server.

B DatalLog Types, Hex or ASCII.

B COM x, choose which port to log.

B Enable Syslog Server, enabling this option will allow you to send COM logs to a remote Syslog
server. You can send COM logs to the same Syslog server used previously for logging events.
Syslog Server IP, please specify the remote Syslog Server IP.

Syslog Server Service Port, please specify the remote Syslog Server Port.

3.6.3 System Log

Display the current syslog stored in the device.

System Log

Index Date Time Startup Time Level Event
cAlert: Warm Start, SysMame: 0060ES-

11 2013.03.04 [13:26:24|00d00h00m18s  |alert 0ASBEE. SysLocation. location
[ Last Page ][ MNext Page ]
[ ShowAllEvent |[ Clear AllEvent |
Figure 28

Click on “Last Page” to go to the last page. Click on “Show All Event” to show all events in one page.

Click on “Clear All Event” to clear the events stored in the device.

3.6.4 COM Log

You can select from the COMx dropdown box to display logs from different COM ports. The first three
lines were set to show the logging of data length and the last two lines were set to show data content

in Hexadecimal.

COM

Index |Date Tirme Starntup Time ] Event

145 2000.01.01  |00:57:35 00d00hS 1 m39s |: [COMTIT:(7)

245 2000.01.01 |[00:57:37[00d00hS 1 m3gs |84 |: [COMIT: ()

345 2000.01.01  ||00:57:537 00d00hS1m39s  ||info L [COMTIT:F)

445 2000.01.01  |00:57:2300d00hS 1T mZ24s  ||info C[COMTIT:(7) 48 B BC BC BF 0D 0A,
555 2000.01.01  |00:57:2200d00hS1mZ4s  ||linfo S [COMTIT: () 48 B5 BC BC BF 0D 04

Figure 29

Click on “Last Page” to go to the last page. Click on “Show All Event” to show all events in one page.

Click on “Clear All Event” to clear the events stored in the device.
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3.6.5 Time Settings

Date and time can be set manually, or using Network Time Protocol (NTP) to automatically
synchronizes with a Time Server. For auto-synching select NTP in the Time Setting field, proceeding
then to fill the IP address or hostname for it. If a hostname is entered, the DNS server must be

configured properly; a Time Zone can be selected as well.

Attention
It is also important to setup Default Gateway and DNS Servers in the
Network Settings properly, so your VE10E16A1 Series can lookup DNS

names and find the external NTP Server.

In case that you are located in a region where Daylight Saving Time (DST) is being used, enable this
option and setup the start and end date when DST will become effective. Also enter the time that DST

offsets (usually one hour).

Current System Time

2013/3/4 Mon 13:39:22 | Refresh

System Time Setting

Time Zone | (GMT+05:30) Bombay. Calcutta, Madras. New Delhi v
Time Setting CNTP &) Manual

NTP Setting
NTP Server | |

Manual Setting

Date Year: ! I"u'10r1th:| Mar Vl / Day:|4- Y|
Time Hour-(0~23) {13 ~| Minute:(0~59) {39 | second-(0~59){ 22 v|

Daylight Saving Setting

[ Enable Daylight Saving Time

Start Date Month: I Week: ! Day: / Hour:
End Date Month: I Week: ! Day: / Hour:
Offset hour(s)

Figure 30
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3.6.6 Security

Change Password

Change Password

Old Passwaord

MNew Password

Verified Password

Figure 31
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Enter the old passwnrri in the “Old Passward” field- enter the new nasswaord in the “New Password”

and the “Verified Pa Secu rity late the password.
Web Console @ Enable ' Disable
Note: You can pres: >fault value (blank),
in case it is forgott| 1einet Console ‘@ Enable ' Disable y in the device so
remember to always | LCIM Password Protect @ Mo I Yes
Reset Button Protect @ Mo I Yes
Figure 32

Security

You can disable certain access methods to reduce the risk of system intrusion. This includes the Web
Ul, Telnet console, LCM, and the Reset Button.

Web Console- Disable to prevent the Web Ul from being accessed.

Telnet Console — Disable to prevent the Telnet console from be accessed.

LCM Password Protect — LCM will prompt for a password before the device can be configured
through the LCM when it is protected. Press the “Up” and “Down” buttons next to the LCM to select
the characters one by one.

Reset Button Protect —Resetting the device back to the defaults becomes impossible when the reset

button is protected.
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3.6.7 Import/Export

Once all the configurations are set and the device is working properly, you may want to back up your
configuration. Backup can be used when the new firmware is uploaded and it is reset to a factory
default settings, it is done to prevent accidental loading of incompatible old settings. The backup file
could also be used to efficiently deploy multiple VE10E16A1 Series of similar settings by uploading
these settings to the devices.

To backup your configuration, click “Export Configuration”, and a pop-up dialog is prompted for

saving the backup file on your computer. It is important NOT to modify the saved configuration file

any eqjtor. Anv mod allion (0 (NE cna QIIUpPLine c May NOoLPDe USed 10 estore. To

restore the configuration backup, click “Browse” to locate the backup file, and then click “Import
Configuration” to upload the configuration backup file to the device. Once, the backup file is
successfully uploaded; the device will restart, the time needed for this process may vary on the

equipment used.

HNEONE 6 CONBOUIMIION Bhe B (e et e

Configuration File: Puce:r

Fmpan Cardguseon

EADart & CONNgIrnnod) ST Aoy devik e arv Save &) Tk

Esgront Combiguratitn

Figure 33

3.6.8 Set to Default

Click on “Set to Default & Restart” button to restore the device's settings to Factory Default Settings.

Set to Default

Reslore all parameters 10 defaut

et i Diefwalt onad Rewaart

Figure 34

3.6.9 Restart

Click on the “Restart” button to restart the device. The web page will refresh after the device complete

the reboot.
Restart

Wit (e e EI0( IEEONGINg Crmecly oG o gk i
The st wl e Comjsete whes v B LED siars mniing

P

Figure 35
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4 CLI Configuration

4.1 Accessing the CLI

VE10E16A1 Series can be configured by CLI (Command-Line Interface). There are two ways to

access the CLI. Both methods will lead to the same CLI, i.e., a command line interface that allows you

to modify most settings in your device.

4.1.1 Serial Console

The console interface follows standard RS-232 specification, find pin assignments in Section 7.3.2.

The interface can be accessed with the following settings:

Baud rate 115200bps
Parity None

Data bits 8 bits

Stop bit 1 bit

Flow Control | None

4.1.2 Telnet Console

Please be aware that Windows Vista / Windows 7 or higher do not have Telnet client installed by

default, to install Microsoft Telnet client on these systems:

1.
2.
3.
4,

Click Start, and then click Control Panel.
On the Control Panel Home page, click Programs.
In the Programs and Features section, click Turn Windows features on or off.

If the User Account Control dialog box appears, confirm that the action it displays is what you

want, and then click Continue.

5.

In the Windows Features list, select Telnet Client, and then click OK, Figure .
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4.2 General Information

ﬁ Windows Features

SRS

<)

Services for NFS

Simple TCPIP services (i.e. eche, daytime etc)
SMMP feature

Subsystem for UNID{-based Applications
Tablet PC Opticnal Components

Turn Windows features on or off

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

TFTP Clieri Connect to remote computers by using the Telnet prot

Windows DFS Replication Service
Windows Fax and Scan
Windows Meeting Space

OK ] | Cancel

Figure 36

Open the command line interface (console terminal) and telnet to the device using its IP address. The

default username is “admin” and password is empty (blank). A main menu should appear,Figure 36.

sername :admin
assyord:

110verview

2INetuworking

31C0OM Port Settings
418lert Settings
L1Sustem

815et to Default
?1Restart

Figure 37

NOte.

1. VE10E16A1 Series will automatically close the telnet connection after three minute of inactivity.

2. Press the “ESC” key to return to the previous menu.

3. Some changes to the device would take effect only after the device is restarted.

4. Detailed explanations are available in the LCM Configuration
There is an LCM (Liquid Crustal Monitor) installed on the front panel of the device that can be used to
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display device information and perform basic configurations. The table below illustrates its buttons

and corresponding functions.

Buttons Function

Open Main Menu or go back one level higher

Scroll up

Scroll down

Confirm the selection. When working with IP addresses,

pressing <SEL> means moving to the next digit

1.3 Welcome Screen

When the device boots up, the LCM will display LAN1. If you scroll down, it will display LAN2
information. The format is:

LAN1: Link down

10.0.50.100 v

1.4 Main Menu Structure

Press the <Menu> Key to enter the main menu. Press <Scroll Down> to go to the next layer or option.

Press <Scroll Up> to go to the back one layer or option.
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1.4.1 Overview

1% layer 2" layer 3rd layer 4™ Jayer 5" layer  Descriptions
1.Model name Display Model name
2.Kernel ver. Display kernel version
3. AP ver. Display AP version
1.0verview 1.Lan status Display LAN1 status
4.Lan1
2.MAC Display MAC address of LAN1
1.Lan status Display LANZ2 status
5.Lan 2
2.MAC Display MAC address of LAN2
1.4.2 Network Settings
1% layer 2" layer 3rd layer 4" layer  5Mlayer  Descriptions
1.Static IP Change to Static IP mode
1.IP config
2.DHCP Chang to DHCP mode
2.IP address Display/Change LAN1 IP
3.Net mask Display/Change Net mask
llan1l
Display/Change the Gateway
4.Gateway
IP
5.ARP ) o
Time Setting in seconds
Announce
1.Static IP Change to Static IP mode
1.IP config
2.Network set 2.DHCP Chang to DHCP mode
2.IP address Display/Change LAN2 IP
2.Lan2 3.Net mask Display/Change Net mask
4.Gateway Display/Change Gateway IP
5.ARP ) o
Time Setting in seconds
Announce
Display/ Change DNS Server 1
3.DNS serverl
IP address
Display/ Change DNS Server 2
4.DNS server2
IP address
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1.4.3 Serial Settings

1% layer

2" Jayer

3rd layer

4™ Jayer

5" layer

Descriptions

3.Serial set

1.Select port

Select a COM Port to

configure

2.Parameter

set

1.Baud Rate

1.50

2.75

3. 110

4.134

5.150

6.200

7.300

8. 600

9. 1200

10. 2400

11. 4800

12. 9600

13. 19200

14. 38400

15. 57600

16. 115200

17. 230400

18. 460800

19. 921600

Display/Change baud rate

2.Parity

1. None

2. 0dd

3. Even

4. Mark

5.Space

Display/Change Parity

3.Data bits

1. 5 bits

2. 6 bits

3. 7 bits

Display/Change Data bit
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4. 8 bits
1. 1 bits
4.Stop bits Display/Change Stop bit
2. 2 bits
1. None
5.Flow Display/Change Flow control
2. Xon/Xoff
control mode
3. Hardware
1.Disable |Disable UART Delimiter
1.Timer: Change UART
delimiter to timer mode and set
1.Net to serial its time
2.Enable
2.Char: Change UART
delimiter to character mode
and set the character
6.Delimiter
1.Disable |Disable UART Delimiter
1.Timer: Change UART
delimiter to timer mode and set
2.Serial to net its time
2.Enable
2.Char: Change UART
delimiter to character mode
and set the character
Display/Change UART mode
1.232 piay g
to RS232
7.UART Display/Change UART mode to
2.422
mode RS422
Display/Change UART mode to
3.485
RS485
8.Applyto all Apply serial settings to all
Yes ]
serial ports
Display/Change Link mode
1.Virtual 1.Disable |Display/Change Virtual COM
3.Link mode COM 2 Enable |mode
1.TCP server
Display/Change Local listening
2.Local port

port
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3.Max Display/Change maximum
connect client connection (1~4)
) 1.Disable Display/Change IP Filter
4.1P Filter
2.Enable [function and the IP address
1.No
5. Apply to all Apply Link mode Settings to all
2.Yes )
serial ports
Display/Change Destination IP
1.DestIP1
1
Display/Change Destination
2.Dest port 1
port 1
1.Disable |Disable destination 2
2.TCPclient |3.Destination
Display/Change Destination IP
2 2.Enable _
2 and Destination port 2
1.No
4. Apply to all Apply Link mode Settings to all
2.Yes i
serial ports
Display/Change Local listening
1.Local port
port
Display/Change Destination IP
2.Dest IP1
1
Display/Change Destination
3.Dest port 1
Port 1
3.UDP 1.Disable |Disable Destination [2-8]
4.Destination
Display/Change Destination IP
[2-8] 2.Enable -
[2-8] and Destination port [2-8]
1.No
b. Apply to all Apply Link mode Settings to all
2.Yes

serial ports
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1.4.4 Server State

1% layer 2" layer 3rd layer 4" layer 5" layer  Descriptions
1.Web 1.Disable Disable Web console
console 2.Enable Enable Web console
1.Console
2.Telnet 1.Disable Disable Telnet console
console 2.Enable Enable Telnet console
Disable LCM console
1.No )
1.LCM password protection
console Enable and change the
2.Yes
password
2.Pwd protect LN Disable the Reset button
.No
4.Server state password protection
2.Reset
Enable and change the
button
2.Yes password on Reset
button
Use "ping" command to
llanl check specific IP address
for LAN1
3.Ping
Use "ping" command to
2.Llan?2 check specific IP address
for LAN2
1.4.5Restart
1% layer 2" layer 3rd layer 4" layer 5" layer  Descriptions
1.No Cancel Restart command
5.Restart
2.Yes Restart immediately

3.Web Configuration chapter; please refer to the respective sections.

This system overview window gives the general information on Ethernet, MAC address, kernel and AP

version.

Operation: Main — [1]Overview
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31COM Port Settings
4]Alert Settings

L 15ystem

818et to Default
g]Restart

an 1 IPF Address : 192 .168.1W6.B23
an 2 IP Address : 192.168.801 .81 (Link down>
an 1 MAC : B@.6HA_E?.0A.9E_EE
an 2 MAC : BA.6A_E?.8A.9E._EF
ernel Uersion H
AP Uersion
i Tree Status

Figure 38

4.3Networking Configuration

This section allows you to change IP address, subnet mask, gateway, and SNMP information. Please
note that the new settings will not take effect until the device is restarted.

Operation: Main — [2]Networking

[11LAN 1 Settings
[21LAN 2 Settings
[FIDNS Settings
[415HMP Settings
[51Bridge Settings
[6 JERPE Settings
[7ISTP Settings

Figure 39

4.3.1 LAN1/LAN 2 Settings

Enter “LAN settings” and you will see a menu to configure the DHCP, IP address, subnet mask, and
gateway of that LAN.

Operation: Main — [2]Networking — [1]LAN 1 Settings;

Operation: Main — [2]Networking — [2]LAN 2 Settings

izabhledStatic

22.168_186.823
[3INetmazk L5 .255_255.860A
[41Gateway ?22_168_106_050
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Figure 40

Note: It is not possible to configure LAN1 or LAN2 when bridge mode is enabled. Please go to the

Bridge Settings instead.

4.3.2 DNS Settings

You can configure the DNS1 or DNS2 Server IP Address manually. Alternatively, if you enable the

DHCP option in “LAN 1 Settings”, VE1OE16A1 Series will retrieve the DNS server address from the

DHCP server automaticall
Operation: Main — [2]NgqAZRIZI¥)
:168.875.801 .981
218862128 .081

Figure 41

SNMP Settings

VE10E16Al Series allows the user to Enable or Disable the SNMP function. The changes will
become effective immediately. Basic SNMP configurations such as Read/Write Community, SysName
(System Name), SysLocation (System Location), SysContact (System Contact), and SNMP Trap
Server IP are supported.

Operation: Main — [2]Networking — [4]SNMP Settings

[21Read Community public
private
H6HE?-BA?BEE
location
contact

[31Write Community
[4]18yz=Hame
[515yzLocation
[618y=Contact
[?15HHP Trap Server

Figure 42
4.3.3 Redundancy Settings

VE10E16Al1Series has a Redundancy mode that can be enabled. W hen the Redundancy mode is
enabled, LAN1 and LAN2 would be merged to create one single Ethernet interfaces. When one of the

physical LAN port fails, VE10E16A1 would automatically use the other LAN port. Configure network
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settings of the bridge here.
Operation: Main — [2]Networking — [6]Redundancy Settings

[BI1EXIT
[11Bridge mode:Diszahble

[2 IDHCP tDizable{Static>
[31IP 1921681086 823
[41Hetmask 2552552558688
[51Gateway :172.168.186.858

Figure 43
4.4COM Port Configuration

VE10E16A1 Series allows you to configure the parameters of the COM port including COM Link

mode and COM port parameters. First enter the number of the COM port that you want to configure.

: TCPF Server
[2Z1Com Setting : RS232.9680.n.8.1

Figure 44
4.4.1 TCP Server for Link Mode

TCP Server mode is the default Link Mode for VE10E16A1 Series. A TCP Client is required to
connect to this TCP Server. You will need to configure Virtual COM, Max Connections, IP Filter, and
Local Port settings.

Operation: Main—> [3]|COMPort Setting—>[1-16]Select Port>[1]Link Mode—>[1]TCP Server

[11Virtual COM : Disahle

[21Max Connections H

[31IP Filter : Disahle
[41Local Port : 4668

Figure 45
4.4.2 TCP Client for Link Mode

VE10E16Al Series' Link Mode can be configured as a TCP Client. In this case, VE10E16Al Series
will connect to a TCP Server. You will need to configure the settings for Destination IP 1 and 2 (if

enabled).
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Operation: Main—-> [3]COM Port Setting—>[1-16]Select Port>[1]Link Mode—>[2]TCP Client

[AIEXIT
[11Destination IP 1 H8H . 84 . A8A . ARA

[21Destination Port 1 4668
[31Destination 2 Dizahle

Figure 47
4.4.3 UDP Link Mode

VE10E16A1 Series' Link Mode can be configured to utilize UDP. Note that UDP is a connection-less
protocol, so data delivery is not guaranteed. You will need to configure the settings of Destination

IPs. The Destination IP field supports input of IP range and up to eight Destination IPs are supported.

Operation: Main-> [3]COM Port Setting—>[1-16]Select Port>[1]Link Mode—>[3]UDP

[11Local Port
[21Destination
[31Destination
[41Destination
[S1Destination
[61Destination
[?1Destination
[81Destination
[?1Destination
[alDestination

Add . P8 . 9860 . A8@ ™~ A8A
4668

Dizahle

Dizahle

Dizahle

Dizahle

Dizahle

Dizahle

Dizahle

=
=]
%
o+
e

2
3
4
5
6
?
8

Figure 48
4.4.4 Serial Settings

Here you can configure UART mode, baud rate, parity, data bit, stop bit, and flow control.
Operation: Main-> [3]COM Port Setting—>[1-16]Select Port>[2]Com Settings
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[11U0art mode
[2 1Baud rate 2688 bps

[31Parity Mone

[41Data bits 8 hits

[518top bits 1 hit

[61Flow control Mone —-» Hon-s¥off

Figure 49
4.5 Alert Settings

There are two sub-menu settings included inside the Alert Settings, which are E-mail Settings and
Alert Event.

[BIEXIT
[11JE-mail Settings

Figure 50
4.5.1 Configuring E-mail

When an alert event triggered, VELOE16A1 Series can send that event through email. Here you can
configure Sender’s Email Address, Receiver’s Email Address (up to 5), Mail Server, and Require
Authentication.

Operation: Main—> [4]Alert Settings—>[1]E-mail Settings

[115ender’'s Email Address
[21Receiver’'s Email Addres
[31Receiver’'s Email Addres
[41Receiver’'s Email Addres
[51Receiver’'s Email Addre
[61Receiver’s Email Addre
[?IMail Server

[8 JRequire Authentication

[

[T

o
¥
o
¥

A

Figure 51
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4.5.2 Configuring Alert Event

Choose the Alert events that VE10E16A1 Series should trigger and the method it should use to notify
that event (Email, Trap, or Relay). Available events are Cold Start, Warm Start, Authentication

Failure, IP Address Change, Password Change, and Link Down.

Operation: Main-> [4]Alert Settings—>[2]Alert Event

[11Cold Start
[21Warm Start

OM, Trap OW
OM,. Trap OH
OM,. Trap OW
OH
ON
OH
ON

[FJAnthentication Failure
[4]1IPF Address Changed
[51Password Changed
[61LANL Link Douwn

[7ILANZ Link Douwn

Figure 52

4.6 System Configuration

There are three sub-menus included inside the System Settings, which are Link State, Time, and
Security.

Operation: Main-> [5]System

[11Link State

[21Time

[318ecurity

Figure 53
4.6.1 Link State

Link State information of each COM port will be displayed.
Operation: Main—> [5]System—>[1]Link State
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Remark: L-Listen, C—Connecting, D-Connected, R-Ready

Server
Client

Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server

[l - -a - a a  a-EEE

Presz ‘B’ to cancel ...

Figure 54

4.6.2 Time Settings

You can configure the system time manually or let VE10E16A1 Series retrieve time information from a

NTP server. The changed will take effect imnmediately after the settings are saved.

Operation: Main-> [5]System—>[2]Time

20138384 B7:48:35
Disahle

Figure 55
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4.6.3 Security Settings

You can change the system password here. Moreover, you can block different access method to
prevent system intrusion.

Operation: Main>[5]System—>[3]Security

[AIEXRIT
[11Change Password
[Z21ebh Conszole Enahle

[31Telnet Console Enahle
[41LCH Passzsword Protect Dizahle
[51Reset Button Protect Dizahle

Figure 56

Note: Please be aware not to disable options [2-3] all together because further configuration would be

not possible.

4.7Restoring Factory Default

Choose and confirm this option to reset VELOE16A1 Series back to its default settings. The device

would restart automatically to apply the default settings.

Operation: Main-> [8]Set to Default

[110veruview
[2INetworking
[31COM Port Settings

[41Alert Settings
[515ystem

[E15et to Default
[?1Resztart

=@

Set to Default? CysH»

Figure 57

4.8 Restart System

Choose and confirm this option to restart VEL1OE16A1 Series.

Operation: main — [9]Restart
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[110veruiew

[2IMetworking

[31COM Port Settings

[41Alert Settings

[515ystem

[815et to Default

[glﬂestart

Are you sure you want to restart? CusN>

Figure 58

5 Link Modes and Applications

5.1Link Mode Configuration

VE10E16A1 Series supports different Link Modes, which are TCP Server, TCP Client, and UDP.
Under the three Link Modes, TCP Server can support RAW, Virtual COM, or Reverse Telnet

applications. TCP Client can support Virtual COM application. In the upcoming sections, we will

discuss how to setup different Link Modes properly.

Modes Supports
H  RAW
Server ®E VCOM
TCP
[ ] Reverse Telnet
Client ®E VCOM
UDP Connectionless protocol

5.1.1 TCP Server Mode

VE10E16A1 Series can be configured as a TCP server in a TCP/IP Network to listen for an incoming

TCP client connection to a serial device. After the connection is established between the serial device

server and the host computer, data can be transmitted in both directions; this also applies whenever

the VCOM is running on server mode. Please be reminded that this is the device's default link mode.
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TCP Server Mode

Host Computer

Figure 59
VE10E16A1 Series defaults in TCP Server mode, there are additional connection settings that can be

configured. By selecting the TCP Server mode, a TCP Client program should be prepared to connect
to VE10E16A1 Series.

=) TCP Server ) TCP Client C)UDP
TCP Server
Mode |P'!AW v|

Mazx. Connections

(O Request & Response Mode
Reply to requester only
Reply to all

() Transparent Mode

IP Filter [] Enable

Source |P | || || || |

Local Port 4660

[ Apply to all serial ports (Local Port will be enumerated
automatically_)

Figure 60
For setting as a TCP Server, please follow these steps.
B Click on the COMX link under Serial on the left hand side.
B Select TCP Server in the Link Modes; TCP Server is the default link mode. Also in this section

you will find the following options.
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€ Mode, there are 3 different communication modes here:

»  RAW, there is no protocol on this mode, meaning the data is passed transparently.

»  Virtual COM, the Virtual COM protocol is enabled on the device to communicate with
a virtualized port from the client. It is possible to create a Virtual COM port on
Windows/Linux in order to communicate with the device as a Client.

» Reverse Telnet, used to connect the device and another serial device (usually a
Terminal Server) with a Telnet program. Telnet programs in Windows / Linux usually
require special handshaking to get the outputs and formatting show properly. The
VE10E16A1 Series will interact with those special commands (CR/LF commands)
once Reverse Telnet is enabled.

Enter the Local Port, this option specifies the port number that the server should listen to; it is
used by the client to connect to the server. Default local port is 4660.

Go to Response Behavior for more information on this setting. For serial settings, go to
Sec.3.4.1. For Advanced settings, go to Sec.3.4.2.

Scroll to the bottom of the page and click on “Save Configuration” button to save the changes.

Other important variables to consider are:

IP Filter, enables the Source IP option below to block an IP address from accessing the COM
port.
Source IP, specifies the device's Source IP which will be transmitting data to our Server. In other
words, our Server will only allow data from this IP to flow (hence its own name implies Source IP);
only one source is allowed.
Maximum Connection, the number of devices/clients (max. of 4 clients), to be served is set in
this section.
Response Behavior, in which we will have as options:
€ Request & Response Mode, it determines how the device will proceed when it receives
requests from connected hosts. Under this mode, the port will hold requests from all other
connected hosts until the serial device replies or the Response Interval timeout takes into
effect to discard it; however, unrequested data sent from the serial device would be forwarded
to all connected hosts.
» Reply to requester only, the port will reply to the connected host who requested the
data only.
» Replyto all, areply is sent to all connected hosts.
€ Transparent mode, the port will forward requests from all connected hosts to the serial
device immediately and reply to all connected hosts once it receives data from the serial

device.

Note: LINK1 is associated with COM1; LINK2 is associated with COM2, and so on.
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5.1.2 TCP Client Mode

VE10E16Al Series can be configured as a TCP client in TCP/IP Network to establish a connection
with a TCP server in the host computer. After the connection is established, data can be transmitted
between a serial device and a host computer in both directions; this also applies to Virtual COM

running in the client mode.

TCP Client Mode

Host Computer

Figure 61
By selecting the TCP Client mode, it means that a TCP Server program should be prepared to

connect to VE10E16AL1 Series; Figure shows all the settings provided for the TCP Client.

(O TCP Server (& TCP Client O UDP
Made | RAW v
Destination IP 1 o | o |[fo [ |o |
Destination Port 1
Destination 2 [ Enable

Destination IP 2 | | : | | . | | . | |

Destination Port 2 I:I

('Request & Response Mode
Reply to requester only
Reply to all

(*) Transparent Maode

L] Apply to all serial ports

Figure 62
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For setting as a TCP Client, please follow these steps.

B Click on the COMX port under Serial on the left hand side.

B Select TCP Client in the Link modes.

B Only two communication modes are available here: RAW and Virtual COM which definitions are
the same as above in Mode.

B Enter the preferred Destination IP and Port. This should match the IP settings of the TCP
Server program.

B Enable and enter Destination IP 2 and Port 2 if necessary. Two different servers can be set here
(for redundancy), the second server has to be enabled by ticking the box.

B Go to Response Behavior for more information on this setting. For serial settings, go to
Sec.3.4.1. For Advanced settings, go to Sec.3.4.2.

B Scroll to the bottom and click on “Save Configuration” button to save the changes.

5.1.3 UDP Mode

UDP is a faster but connectionless network protocol; it does not guarantee the delivery of network
datagram. The VE10E16A1 Series can be configured to transfer data using unicast or multicast UDP
from the serial device to one or multiple host computers, data can be transmitted between serial
device and host computer in both directions.

There is no server or client concept on this protocol, they are called peers or nodes. So here you
only need to specify the Local Port that we should listen to and specify the Destination IPs of the

remote UDP nodes.

Host Computer

UDP Mode

Figure 63
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VE10E16A1 Series also supports connectionless UDP protocol compared to the connection-oriented
TCP protocol. Please be aware that even though UDP provides better efficiency in terms of response
time and resource usage, it does not guarantee data delivery. It is recommended to utilize UDP only
with cyclic polling protocols where each request is repeated and independent, such as Modbus

Protocol; Figure shows the UDP settings.

O TCP Server O TCP Client © UDP

. we

Local Port 4660
Destination IP Address 1 Enahle 0 |0 |0 |0 ~ 0 Part 4660
Destination IP Address 2 [] Enable . . . ~ Port
Destination IP Address 3 (] Enable . . . ~ Port
Destination IP Address 4 (] Enable . . . ~ Port
Destination IP Address 5 [] Enable . . . ~ Port
Destination IP Address 6 [] Enable . . . ~ Port
Destination IP Address 7 (] Enable . . . ~ Port
Destination IP Address 8 [] Enable . . . ~ Port

] Apply to all serial ports (Local Port will be enumerated automatically. )

Figure 64

Click on the COMX port under Serial on the left hand side.
Select UDP in the Link modes.
Destination IP and Port: Specify the Begin and End IP here. Four groups of range IPs are
allowed. This is the IP address of the UDP program and the Port it is listening to. Note that the
maximum number of UDP nodes that VE10E16A1 Series can handle would highly depend on
the traffic load. We have tested that VE10E16A1 Series can handle up to 100 UDP nodes (baud
rate 9600 bps, request interval 100ms, and data length 30bytes).

B Enter the Local Listening Port. This is the port that VE10E16A1 Series should listen to. Match
this setting in the UDP program (usually called destination port in the UDP program).

For serial settings, go to Sec.3.4.1. For Advanced settings, go to Sec.3.4.2.

Scroll to the bottom of the page and click on “Save Configuration” button to save the changes.
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5.2 Link Mode Applications

5.2.1 TCP Server Application: Enable Virtual COM

VE10E16A1 Series will encapsulate control packets on top of the real data when Virtual COM is
enabled. This will allow the Virtual COM port in the Windows/Linux system to access VE10E16A1
Series" COM ports. The benefit of using Virtual COM is that rewriting an existing COM program to
read IP packets is unnecessary. In other words, it is possible to use an ordinary serial (COM)
program. The conversion/virtualization of IP to COM is all done in the system driver transparently.
Figure shows VE10E16A1 Series in TCP Server mode with Virtual COM enabled.

(&) TCP Server () TCP Client CUDP
Mode Virtual COM w
Max. Connections 1+

(O’ Request & Response Mode
Reply to requester only
Reply to all

(¥ Transparent Mode

IF Filter ] Enable
Source |P
Local Port 4660

[ Apply to all serial ports (Local Port will be enumerated
automatically.)

Figure 65

Follow Sec 5.1.1to configure VE10E16A1 Series in TCP Server mode properly.

Click on the dropdown box of the Mode option and switch to “Virtual COM” to enabled Virtual
COM application in VE10E16A1 Series.

Scroll to the bottom of the page and click on “Save Configuration” button to save the changes.
Configure Virtual COM in the Operating System. For Windows, refer to Chapter 6. For Linux,
refer to a separate manual included in the Linux driver zip file. Remember VE10E16Al Series"
IP address and Local Port here in order to enter this information in Serial/IP Virtual COM's

Control Panel later.
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5.2.2 TCP Server Application: Enable RFC 2217

The underlying protocol of Virtual COM is based on RFC 2217, the Telnet COM Control Option.
Therefore, it is possible to use RFC 2217 with VE10E16A1 Series in the TCP Server mode. To do so,
refer to Sec 5.2.1to enable Virtual COM, so that VE10E16A1 Series becomes aware of the
commands. Note that there is no need to configure Virtual COM on the Operating System because

Virtual COM ports would not be used.

5.2.3 TCP Client Application: Enable Virtual COM

It is also possible to run VCOM in TCP Client mode. It is usually easier to use Virtual COM in the
Client mode if VE10E16A1 Series uses dynamic IP (DHCP) because setting a static IP address in

Virtual COM's Control Panel in the Operating System is not possible.

(O TCP Server (& TCP Client O UDP
Mode Virtual COM
Destination IP 1 192 | 168 | |106 | |24
Destination Port 1 4660
Destination 2 [] Enable

Destination IP 2
Destination Port 2

(O Request & Response Mode
Reply to requester anly
Reply to all

® Transparent Mode

L] Apply to all serial ports

Figure 66

Follow Sec. 5.1.2 to configure VE10E16A1 Series in TCP Client mode properly.
Click on the dropdown box of the Mode option and switch to “Virtual COM” to enabled Virtual
COM application in VE10E16A1 Series.

B Scroll to the bottom of the page and click on “Save Configuration” button to save the changes.
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B Configure Virtual COM in the Operating System. For Windows, refer to Chapter 6. For Linux,
refer to a separate manual included in the Linux driver zip file. Remember the Destination Port

here in order to enter this information in Serial/IP Virtual COM"s Control Panel later.

5.2.4 TCP Client Application: Enable RFC 2217

The underlying protocol of Virtual COM is based on RFC 2217, the Telnet COM Control Option.
Therefore, it is possible to use RFC 2217 with VE10E16A1 Series in the TCP Client mode. To do so,
refer to Sec. 5.2.3 to enable Virtual COM, so that VE10E16A1 Series becomes aware of the
commands. Note that there is no need to configure Virtual COM on the Operating System because

Virtual COM ports would not be used.

5.2.5 TCP Server Application: Configure VE10E16A1 Series as a Pair
Connection Master

Pair Connection is useful when pairing up two serial devices over the Ethernet or when it is impossible
to install Virtual COM in the serial device. Pair connection does require two VE10E16A1 Series to

work in pair, one would be the Pair Connection Master and the other would be the Pair Connection

Slave.
(& TCP Server (O TCP Client C UDP
Mode Wirtual COM hd
Mazx. Connections 1+

() Request & Response Mode
Reply to requester only
Reply to all

(%) Transparent Mode

IP Filter (] Enable
Source P
Local Port 4660

L] Apply to all serial ports (Local Port will be enumerated
automatically_)

Figure 67
B Follow Sec. 5.2.1to configure VE10E16A1 Series in TCP Server mode properly.
B Click on the dropdown box of the Mode option and switch to “Virtual COM” to enabled Virtual
COM application in VE10E16A1 Series.
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Scroll to the bottom of the page and click on “Save Configuration” button to save the changes.
Remember Pair Connection Master's IP address here in order to enter this information in the
Slave later.

B Proceed to the Sec. 5.2.6 to configure a Slave to connect to this Master.

5.2.6 TCP Client Application: Configure VE10E16A1l Series as a Pair
Connection Slave

A Pair Connection Slave, is shown in Figure ; it is necessary to pair up with a Pair Connection

Master. Please setup a Pair Connection Master first before proceeding.

(O TCP Server & TCP Client C UDP
Mode Virtual COM +
Destination 1P 1 192 | |168 | |106 | (24
Destination Port 1 4660
Destination 2 [] Enable

Destination 1P 2
Destination Port 2

(O Request & Response Made
Reply to requester only
Reply to all

(®) Transparent Mode

L] Apply to all serial ports

Figure 68

Follow Sec. 5.1.2 to configure VE10E16A1 Series in TCP Client mode properly.
Click on the dropdown box of the Mode option and switch to “Virtual COM” to enabled Virtual
COM application in VE10E16A1 Series.

B Match the Destination IP with the settings of Pair Connection Master's IP that was setup
previously.

B Scroll to the bottom of the page and click on “Save Configuration” button to save the changes.
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5.2.7 TCP Server Application: Enable Reverse Telnet

Reverse Telnet is useful if a telnet program is used to connect to VE10E16A1 Series and the serial
interface of the VEL1OE16Al1 Series is connected to a Terminal Server. Telnet programs in
Windows/Linux require special handshaking to get the outputs and formatting show properly.

VE10E16A1 Series will interact with those special commands (CR/LF commands) if Reverse Telnet is

enabled.
(® TCP Server O TCP Client CuDP
Mode Reverse Telnet +
Max. Connections 1+

(O Request & Response Mode
Reply to requester only
Reply to all

(%) Transparent Mode

IP Filter [ 1 Enable
Source 1P
Local Port 4660

L] Apply to all serial ports (Local Port will be enumerated
automatically_)

Figure 69

Follow Sec. 5.2.1to configure VE10E16A1 Series in TCP Server mode properly.
Click on the dropdown box of the Mode option and switch to “Reverse Telnet” to enabled
Reverse Telnet application in VE10E16A1 Series.

B Scroll to the bottom of the page and click on “Save Configuration” button to save the changes.

5.2.8 UDP Application: Multi-Point Pair Connection

It is also possible to setup pair connection in UDP mode to have more than one Pair Connection
Master or Slave to communicate to each other. For example, it is possible to setup one Modbus
Master and six Modbus Slaves in UDP, Figure . Note again that UDP does not guarantee data
delivery and only data would be transmitted over Ethernet; other serial pings are not transmitted. If
RS-232 along with flow control, it is recommended to use Multi-Point Pair Connection in TCP, see
Sec. 5.2.10.
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Note: the destination IP and Port of the Slaves need to be equal to the Master's IP and Port. Local
Listening Port for the Slaves need to be equal to the Master's Destination Port, see table below for an

example.

IP Address Link Mode Local Listening Port Destination IP Destination Port
VE10E16A1 Series Master
10.0.50.100 UDP 5000 10.0.50.200~10.0.50.202 5000
COM1
VE10E16A1 Series Master
10.0.50.100 UDP 5001 10.0.50.200~10.0.50.201 5000
COM1
VE10E16A1 Series Master
10.0.50.100 UDP 5002 10.0.50.200 5000
COM1
VE10E16A1 Series Slave
10.0.50.200 UDP 5000 10.0.50.100 5000
1CcomMl
VE10E16A1 Series Slave
10.0.50.200 UDP 5001 10.0.50.100 5001
1 COM2
VE10E16A1 Series Slave
10.0.50.200 UDP 5002 10.0.50.100 5002
1 COM3
VE10E16A1 Series Slave
10.0.50.201 UDP 5000 10.0.50.100 5000
2 COM1
VE10E16A1 Series Slave
10.0.50.201 UDP 5001 10.0.50.100 5001
2 COM2
VE10E16A1 Series Slave
10.0.50.202 UDP 5000 10.0.50.100 5000
3 COM1
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Figure 70

5.2.9 TCP Server Application: Multiple TCP Connections

The Multi-Connection option will allow up to a maximum of four TCP Client connections. Note that it is
also possible to use this multi-connection feature in conjunction with other TCP Server applications,
such as Virtual COM, Pair Connection, and Reverse Telnet. For example, enabling multi-connection
along with Pair Connection will result in Multi-Point Pair Connection in TCP mode (Sec. 5.2.10). For

more information on Response behaviors please go to (Response Behavior).

(%) TCP Server ) TCP Client ) UDP
TCP Server
Mode | RAW v|

Max. Connections

(' Request & Response Mode
Reply to requester only
Reply to all

(® Transparent Mode

IP Filter [ ] Enable

Source P | || |‘ || |

Local Port

(] Apply to all serial ports (Local Part will be enumerated
automatically )
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5.2.10 TCP Server Application: Multi-Point TCP Pair Connections

The difference between Multi-Point TCP Pair Connection and Multi-Point UDP Pair Connection is that
the TCP implementation would also exchange flow control pins for RS-232. However, the TCP Server
is limited to a maximum of four connections. If there are four serial devices and they don“t use flow
control pins with RS-232 or RS-485, it is possible to setup pair connection in UDP mode, Sec. 5.2.8.

After multi-connection is enabled in the WebUI, refer to the following table to setup Pair Connection as

in Figure.
Local Listening | Destination | Destination
IP Address Link Mode Application
Port IP Port
SC10E16A1 Series Master -
10.0.50.100 TCP Server Pair Connection Master 4660 -
CcoM1
SC10E16A1 Series Slave 4660
10.0.50.200 TCP Client Pair Connection Slave - 10.0.50.100
1 COM1
SC10E16A1 Series Slave 4660
10.0.50.200 TCP Client Pair Connection Slave - 10.0.50.100
1 COM2
SC10E16A1 Series Slave 4660
10.0.50.200 TCP Client Pair Connection Slave - 10.0.50.100
2 COM3
SC10E16A1 Series Slave 4660
10.0.50.201 TCP Client Pair Connection Slave - 10.0.50.100
3 COM1

Figure72
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6 VCOM Installation & Troubleshooting

6.1 Enabling VCOM

VE10E16A1 Series will encapsulate control packets on top of the real data when Virtual COM is

enabled. This will allow the Virtual COM port in the Windows/Linux system to access VE10E16A1
Series' COM ports. Remember that VCOM can only be enabled on TCP Server Mode or TCP Client,

(*) TCP Server ) TCP Client ) UDP
TCP Server

Mode

Virtual COM
Reverse Telnat

(O Request & Response Mode
Reply to requester only
Reply to all

(® Transparent Mode

Mazx. Connections

IP Filter ] Enable

Source |P | || || || |

Local Port 4660

(] Apply to all serial ports (Local Port will be enumerated
automatically.)

Figure 73
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) TCP Server

(*) TCP Client C'UDP

TCP Client

Mode

Destination [P 1

Destination Port 1

Destination 2

Destination IP 2

Destination Port 2

Virtual COM |v

Viual cov_INETR

[] Enable
o Jio fio J.fo |
I

(C)Request & Response Mode
Reply to requester only

Reply to all
(*) Transparent Mode

[] Apply to all serial ports

Figure 74

Virtual COM allows remote access of serial devices over TCP/IP networks through Serial/IP Virtual

COM ports that work like local native COM ports; Figure is a Virtual COM connection diagram.

Physcial COM1

Physcial COM2

Coma
(Virtual COM Port)

coma
(Virtual COM Port)

COMS
(Virtual COM Port)

COMB
(Virtual COM Port)

OS Driver Level :

COM26
(Virtual COM Port)

]
[0][c0000] [ce]
HUB
Senal Deviea 2
Sl
Serial Device 3
Senal LUne
TCP/IP Network Senai Device 4

Figure 75
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6.1.1 VCOM driver setup

System Requirements

® Windows 7/2008/Vista/2003/XP/2000/NT4/9x (32-bit or 64-bit version automatically installs)

® Native and virtual platforms, including Virtual Server and VMware

® Linux, also available but first you might need to download a separate package called Virtual
COM driver for Linux (TTYredirector) available for download in the product CD. The zipped

package includes a binary file for installation and a manual for Linux systems.

6.1.2 Limitations

The Virtual COM driver allows up to 256 Virtual COM ports in a single PC. Selecting in the range
from COM1 to COM4096 is allowed. Note that COM ports already occupied by the system or other

devices will not be available.

6.1.3 Installation

Run the Virtual COM setup file included in the CD or download a copy from our website to install the
Virtual COM driver for the operating system. Turn off your anti-virus software and try again if
installation fails. At the end of the installation, please select at least one Virtual COM port from the

Serial/IP Control Panel.

6.1.4 Uninstalling

B From Windows Start Menu select Control Panel, Add/Remove Programs.
B Select Serial/IP Version x.x.x in the list of installed software.

B Click the Remove button to remove the program.
6.2Enabling Virtual COM
6.2.1 Enable VCOM in Serial device servers

Enable Virtual COM in our serial device servers by logging into our WebUI. It is located under COM
configuration. Figure show how to enable Virtual COM in VE10E16A1 Series. For a detailed Link
Mode configuration with Virtual COM, please refer to Sec. 5.2.1.
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(*) TCP Server ) TCP Client ) UDP

TCP Server

Mode Viaicom 14

Max. Connections

(O Request & Response Mode
Reply to requester anly
Reply to all

() Transparent Mode

IP Filter ] Enable

Source |P | || || || |

Local Port 4660

[ Apply to all serial ports (Local Port will be enumerated
automatically.)

Figure 76

6.2.2 Running Serial/IP in Windows

Find Serial/IP Control Panel from:
® Start— All Programs— Serial/lP— Control Panel
® In the Windows Control Panel, open the Serial/lP applet.
® In the Windows notification area, Figure ; right click in the Serial/IP tray icon and click on

Configure to open the Control Panel.

Serial/IP

4:31 PM

Figure 77
If no Virtual COM port is selected, a dialog will pop up and asks to select at least one port as the
Virtual COM port before proceeding, Figure .
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Select Ports

Pleaze select virtual COM paorts:

X

[C1COmM2 [JCOM18 [CCOmM3 [CICOM44
[C1COMAB [1COM19 [CCOM32 [CICOM45
[w]COME [CJCOMz0 [CJCOM33 [CJCOM4E
[JCOM? [JCOoOMA [JCOM34 [CCOM47
[]COM3 [CJCOomM22 [CCOM35 [JCOmM43
[C1COMI0 [CICOM23 [C1COM36 [CCOM45
[C1COMIT [CJCOM24 [CICOM3T [COmMS0
[C1COM12 [C1COM25 [CCOM38 [ICOmMS1
[C1COM13 [C1COMZE [COM33 [COmMs2
[1COM14 [CICOM27 [C1COw40 [COmME3
[CJCOM15 [JCOMz8 [JComM4 [JCOmME4
[JCOM1E [JCOM29 [CJCOM42 ECOMES
[JCOM7 [JCOM30 [JCOmM43 [CJCOMER
<l >
(r enter part range below:
COMB

] Cancel Help...

Figure 78

After at least one Virtual COM port is selected, the Control Panel will show, Figure .

65



media converters

—. SerialfIP Control Panel

Configuration of CORMZ

COMS IP Address: Port Murnber: l
COME W Cornectto server:  |192.168.106.23 EED
COMT
COMY [ Accept Connections:
COMI0
oM | Configuration “wizard. .. | Copy Settings Ta... |
COM1Z I1zer Credentials
COMI3
COM1 4 [ Usze Credentials From: | J
COMIG
COMIB
COMI7
COMI8
COmMI9 :
COR20 COM Port Oplions
Iv Restare Failed Connections

Select Portz...

Part bMaonitor....

al:

Advanced...

Cloze Help... About...

Figure 79

The left hand side of the Control Panel shows the list of selected Virtual COM ports. Click on Select
Ports to add or remove Virtual COM ports from the list. The right hand side of the Control Panel
shows the configurations of the selected Virtual COM port marked in blue. Each Virtual COM port can

have its own settings.

Note: The changes to Virtual COM ports apply immediately, so there is no need to save the settings
manually. However, if the Virtual COM port is already in use, it is necessary to close the Virtual COM

port and open it after the TCP connection closes completely in order for the changes to take effect.
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6.2.3 Configuring VCOM Ports

If the serial device server is running in TCP Server mode (recommended), a Serial/IP should be
the TCP Client connecting to the serial device server. Enable Connect to Server and enter the
IP Address of the serial device server with the Port Number specified. The Port Number here
is the Local Listening Port for the serial device server.
If the serial device server is running in TCP Client mode, Serial/IP should be the TCP Server
waiting for a serial device server to connect it. Enable Accept Connections and enter the Port
Number. The Port Number here is the Destination Port of the serial device server. Do not
enable Connect to Server and Accept Connections together.
= SerialfIP Control Panel
Configuration of COMZ2

COME IP Address: Part Murnber:

COME W Connectto server:  |192.168.105.23 |4EE0

COM?

COMI [ Accept Connections:

COMI0

COMI1 Configuration Yfizard. . | Copy Settings To... |

Egmg zer Credentialz

COm14 [v Usze Credentials From: |L|se Credentialz Below j

COM15 -

COMIE L zemarne: |au:|n'||r'|

COMIY

COMia Pazsword:

COM19 .

COmM20 COM Part O ptions

v Restore Failed Cannections
Select Ports. .
Fort baonitar. ..
Advanced...
Help... About. ..
Figure 80

Enable Restore Failed Connections to force Virtual COM to automatically restore failed

connections with the serial device server in the case of unstable network connections.
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To test the Virtual COM connection, click the Configuration Wizard button and then click Start
button in the pop up window, Figure . If the test passes, all checks should be in green. To apply
the changes in the Configuration Wizard window to the Control Panel, click on Use Settings.
Click on Copy to copy the results to the system clipboard.

To transfer the settings between Virtual COM ports, click on the Copy Settings To button.

= Configuration Wizard - COMZ2

|F Address of Server: Port Mumber:
1192.168.105.23 4550

Statuz;

" Tiying 192.168.106.23... ~

" Connected to Server

" COM Port Contral Support Detected

" Telnet Protocol Detected

" Session Completed W

Log:

Recommendations:

Frotocol: Telned

SO Popé Opticm: DTR Emuladion disebled
COM Port Opkicom: DER Emulaticy dissbled
COM Poprt Opticm: ICD Emulation disebled
COM Popt OpEicpm: CTS Emulatiopn disebkled
Security: Disablad

o Start | | use Settings | E-:up_l,l | Cancel

Figure 81
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6.2.4 Exceptions

=, Configuration Wizard - COMZ

IP Address of Server: Poart Humber:
[192.168.10.23 4EED
Statug

g Trying 192.168.10.23...

Error connecting to 1921681023 - WINSOCK: netwark. emar
¥ Mo more addreszes ta by, faiing connection

¥ Cannct connect to 192.168.10.23

Log:

Erior copnecting o 192 16§ _ 10_23:

TINEINNIT: Sarvice is untreachable, conrnecktion bimed
ouk .

o Start | | Eu:up_l,l | Cancel

Figure 82
If the exclamation mark begins with Warning: timeout trying x.x.X.x as in Figure , recheck the

VCOM IP and Port configuration or the PC's network configuration.
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= Configuration Wizard - COMZ

|F Address of Server: Part Mumber:
119216810623 4EED
Statuz:

- Trying 192.162.106.23...

" Connected to Server

" Faw TCP Connection Detected
¥ Client not licensed for this server

Lo

| o Start | | Eu:up_l,l | Cancel

Figure 83

If there is a check with Raw Connection Detected and an exclamation mark with Client not

licensed for this server, Figure , enable VCOM in the serial device server.

70



vernier

media converters

=, Configuration Wizard - COM2 g]

|IP Address of Server: Port Number:
[192.168.106.23 4860
Lsemame Pasaord
Status:

Comnected to Server

COM Port Control Support Detected
\/ Telnet Protocol Detected
¥ Client not licensed for this sexver

Log:

| @ Start I (@) Stap 33 Lse Setfings I Qopy ‘ Cancel

Figure 84

If there is a check with Telnet Protocol Detected and an exclamation mark with Client not licensed
for this server as in Figure , this means that there is a licensing issue between the serial device

server and Serial/IP. Please contact SAN technical support to obtain the correct VCOM software.
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If the exclamation mark begins with Server requires username/password login Figure

=, Configuration Wizard - COM2 @

IP Address of Server: Paort Number:
[192.168.106.23 {4680
samame - saivord
Status;

Iw/ COM Port Control Support Detected

Telnet Protocol Detected

¥ Server requires username/password login
' ¥ Client not licensed for this sexver

Log:

Useyname’

57

| @ Start I @) Stop | 9 Use Setfings I E® Copy I Cancel

Figure 85

It means

VCOM Authentication in the serial device server is enabled, but credentials in the Serial/IP are not

enabled.
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__Configuration Wizard - COM2 X

IP &ddress of Server: Part Number:
[192.168.106.23 |4680

Status:

Connected o Server
COM Poxt Control Suppoit Detected

 Telnet Protocol Detected
¥ Username and/or password icorrect

Log:

Us&name: password Username: password Username: password-

n

| @ Start I (@) Stap B Use ':-e"im;;] Qopy I Cancel

Figure 86

If the exclamation mark begins with a “Username and/or password incorrect”, Figure ; this means

the wrong username and/or password were entered and the authentication process failed.
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= Configuration Wizard - COM2

I[P Address of Server:

Part Murnber:

1192.168.105.23

|zermarme:

|4EE0

Paszward:

|a|:|min

Statuz:

EETE

- Trying 192.168.106.23...

" Connected to Server

" COM Port Contral Support Detected
" Telnet Protocol Detected

Log:

¥ Mo login/password prompts received from server

o Start |

| Copy |

Cancel

Figure 87

If the exclamation mark begins with No login/password prompts received from server Figure, it

means credentials in the Serial/IP is enabled, but VCOM Authentication in the serial device server is

not enabled.

6.3 Using Serial/IP Port Monitor

6.3.1 Opening the Port Monitor

The Serial/IP Port Monitor can be opened by:

®  Start— All Programs— Serial/lP— Port Monitor

® Double click the Serial/IP tray icon in the Windows notification area.
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® In the Windows notification area, right click in the Serial/IP tray icon and click on Port
Monitor to open the Port Monitor.

) Click on the Port Monitor button in the Serial/IP Control Panel

6.3.2 The Activity Panel

—. Serialf/IP Port Monitor
File Edit Help

Activity l Trace ]

TD RD TR DR C Status IP Addreszs
0 Connected 192.168.106.23 l

-
I\_

sy
I\_

o

Comz
COM5
COMB
COm7
Cam3 |
Camio
CamM1
camiz
CO13
Cam14
COmM15
Cam1e
Cami7
Cam1a

Figure 88
The Activity panel provides a real-time display of the status of all Serial/IP COM ports, Figure . If the
Virtual COM Port is open and is properly configured to connect to a serial device server, the status
would be Connected. If Serial/IP cannot find the specified serial device server, the status would be
Offline.
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6.3.3 The Trace Panel

—. Serialf/IP Port Monitor

Activity  Trace

File Edit Trace Options Help

Buffer Remaining: 98%

17:59:54.374
17:59:54.374
17:59:54.374
17:55:54.374
17:59:54.575
17:59:56.375
17:59:56.375
17:59:56.375
17:55:56.375
17:59:56.375
17:59:56.375
17:59:56.375

COMz
COMz
COMz
COMzZ
COMz
COMz
CoMz
COMz
CoMz
COMz
COMz
COMZ

AL ACESEBd=4
RTS: 0O
FlushTX
FlushRX

A IO BAY
FlushTX
FlushRX

RTS: 1
ARMCMENIME=ECA
RTS: 0O
FlushTX
FlushRX

¥ Enable Trace [ Hex Display

-

v
*

[ AutoScroll [ Always On Top

Figure 89

The Trace panel provides a detailed, time-stamped, real-time display of all Serial/IP COM ports

operations, Figure . Click on Enable Trace to start logging Virtual COM communication. Click on File

— Save As and send the log to SAN for analysis if problems arise with Virtual COM.

6.3.4 Serial/lP Advanced Settings

In the Serial/lP Control Panel, Click on the Advanced button to open Advanced Settings window,

Figure . Click on Use Default Settings to load the default settings.

Serialf/IP Advanced Settings

Optionz l Prosy Server |

I¥ Extend Server Connection by (8000 ms

[ Attempt Server Connection for s

v Synchranize with Server Upan COM Part Open
[+ Update Routing Table Upon COM Port Open

Iv Enable Magle Algarithm
[ Always Lirit Data Rate to COM Part Baud Rate
W Include Domain in 'Windows Credentials

COM Port Control keep-dlive Interval: |B0000  me

td aimum Connection Recaovery [nterval:

Use Default Settings

]

30000 me

0K | Cancel Help

Figure 90
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® Extend Server Connection Maintains the TCP connection for specified amount of time after
COM port is closed

® Attempt Server Connection Terminates pending connection attempts if they do not succeed in
the specified time
Synchronize with Server Upon COM Port Open Required by NT Systems (2000, XP, Vista, 7)
Update Routing Table Upon COM Port Open Maintains IP route to a server in a different
subnet by modifying the IP routing table

® Enable Nagle Algorithm Provides better network efficiency by imposing a minor latency on the
data stream while it waits to fill network packets

® Always Limit Data Rate to COM Port Baud Rate Limits the data rate to the baud rate that is in
effect for the virtual COM port

® Attempt Server Connection If credential is set to Windows Credentials, VCOM automatically
adds the current Windows domain to the username

® COM Port Control Keep-Alive Controls the interval at which VCOM will issue the keep-alive
message, if no there is no activity

® Maximum Connection Recovery Interval Controls the maximum time for “Restore Failed
Connection”

Enable SETXON/SETXOFF COM Port Commands This option enables additional negotiation on

SETXON and SETXOFF commands and is only available for the “V” series serial device servers. If

the application requires SETXON/SETXOFF feature, please contact SAN Tech Support.

6.3.5 Using Serial/lP with a Proxy Server

The Serial/IP Redirector supports TCP network connections made through a proxy server, which may
be controlling access to external networks (such as the Internet) from a private network that lacks
transparent IP-based routing, such as NAT. Find Proxy Server settings from the Advanced Settings

windows and switch to the Proxy Server tab,Figure .

Serial/IP Advanced Setfings 5]

Optione  FPros Server |

I Lizm & Prosy Server
Protocal Type:
Auta Diesteat [HTTPS -
| IF Addrezs of 5arver: Fort Mumbmr:

Test
| (ERED]

| Lagin ta S arvar U sling
Ertar login infarmation anly if peur system
adminiztrator hax corfigurmd pour praxy seroar b
racquine & Llseiname and Pazosared,

Llgmrnarme; Fassword:

Carcel Help

Figure 91
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7 Specifications

7.1 Hardware

Network Interface

Ethernet

2x RJ'45 IEEE802.3u 10/100 Mbps

Auto MDI/MID-X

No

Ethernet Port redundancy Switch over time

100 ms

Serial Interface

Connector RJ-45 RS-232/422/485 software selectable
Ports 8/16 Ports

Baud Rate 300~921600Kbps

Parity None, Odd, Even, Space, Mark

Data Bits 5,6,7,8

Stop Bits 1,2

Flow Control None, Xon/Xoff, RTS/CTS

Power Characteristics

Input Voltage 100-240VAC

Input Current (100VAC) 0.09A

Power Consumption Approx. 8.5W (max)
Power Redundancy No

Reverse Polarity Protection Yes

Connector AC Inlet
Mechanicals

Dimensions 436 mm x 43.5 mm x 200 mm
Installation Rack Mount

Reset Button Yes

Weight 3000 g

Environmental Limits

Operating Temperature

0°C~60°C (32°F~140°F)

Storage Temperature

-40°C~85°C (-40°F~185°F)

Ambient Relative Humidity

5~95% RH, (non-condensing)
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7.2 Software

Protocols

DHCP Client, DNS, ERPS, HTTP, ICMP, IPv4, NTP, RFC2217, SMTP, SNMP, STP,
Syslog, TCP, Telnet, UDP

Configuration

Serial Manager, Web Ul, Serial console, Telnet

Virtual COM Windows / Linux redirection software

Link Modes

TCP Server 4 connections, Virtual COM, or Reverse Telnet
TCP Client Dual destinations or Virtual COM

UDP Up to 8 ranges of IPs

7.3 Pin Assignments

7.3.1 Serial and RJ-45 Connectors

! : Ethernet RS- RS- RS
232 422 485
Pin 1 Tx+ RTS - -
Pin 2 TX- DTR TX- -
Pin 3 Rx+ TXD TX+ -
Pin 4 SG SG SG
Pin 5 SG SG SG
Pin 6 Rx- RXD RX+ Data+
Pin 7 DSR RX- Data-
Pin 8 CTS - -
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7.3.2 Serial and Female DB9 Connectors

3 1
@ RS-232 RS-485 RS-422
e &
Pin 1 - - -
Pin 2 RXD Data+ RX+
Pin 3 TXD - TX+
Pin 4 DTR - TX-
Pin 5 SG SG SG
Pin 6 DSR Data- RX-
Pin 7 RTS - -
Pin 8 CTS - -
Pin 9 - - -

7.3.3 Serial and Male DB9 Connectors

RS-232 RS-485 RS-422
Pin 1 - - -
Pin 2 RXD Data+ RX+
Pin 3 TXD - TX+
Pin 4 DTR - TX-
Pin5 SG SG SG
Pin 6 DSR Data- RX-
Pin 7 RTS - -
Pin 8 CTS - -
Pin 9 - - -
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7.3.4 RJ-45 to Female DB9 Connection

RJ45 Cross Over Female DB9
imE=—=ill
|
RTS Pin 1 & Pin 8 CTS
DTR Pin 2 & Pin 6 DSR
TXD Pin 3 & Pin 2 RXD
SG Pin 4 <
Pin 5 GND
SG Pin5 @
RXD Pin 6 & Pin 3 TXD
DSR Pin 7 & Pin 4 DTR
CTS Pin 8 & Pin 7 RTS

7.3.5 RJ-45 to Male DB9 Connection

RJ45 Straight Through Male DB9
‘T ] |
. . . -
RTS Pin 1 & Pin7 RTS
DTR Pin 2 & Pind DTR
TXD Pin 3 & Pin3 TXD
SG Pin 4 &
Pin 5 SG
SG Pin 5 &
RXD Pin 6 & Pin2 RXD
DSR Pin 7 & Pin6 DSR
CTS Pin 8 & Pin 8 CTS

81



rnier

media converters

7.4 LED Indicators

Name Color Status Message
On Power is connected
Power Green
Off Power is not connected
On Booting up
Ready Green
Blinking | In Activity
COM Blinking | SerialPort Transmission
(Tx/ Green
Off No Data Transmission
RX)
Orange On Ethernet is connected at 100Mbps
LAN Off Ethernet is Disconnected
Green
Blinking | Data is transmitting on Ethernet
7.5 Buzzer
Message Description

Startup OK and AP firmware is enabled

“~'Beep“="Beep off
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8 Upgrade System Firmware

8.1 Upgrade Procedure

® Make sure the PC and the VE10E16Al Series are on the same network; use the ping
command or Serial Manager®© utility for it.
Edit “dll.bat” to fit the system requirements, be sure to save your settings before.
Run linux_dl, for example: linux_dl_v2_zImage.bin 10.0.50.100
VE10E16A1 Series will automatically restart each time after the firmware is successfully

downloaded. The upgrade process should take around one minute.

Note:Note: “linux_dl v2” is the executable upgrade and zlmage.bin is the firmware file name;

XXX XXX.XXX. XXX IS the VE1OE16A1 Series' IP address.

o CAWINDOWSsystem 32 md exe

C:~Iownload_Tool>linux_dl v2 zImage.bin 18.8.58.188
conntecting remote ip:168.8.58.1008

Regquest to update kernel image<3874832 hytes)
C~23874832 (1680 .88>

Yaiting for remote complete signal...
C2¢12Eraze flash complete?

Ci2C22pdate kernel completet

C:“JDownload_Tool>
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8.2 Error Messages

Firmware upgrade may not be successful if errors occurred during the process.

Hex File Text Error

Hex File Check-Sum Error
lllegal Hex file format )
Hex File Format Error

Hex File End of Record Error

VE10E16Al Series ACK Start Address Error
) VE10E16A1 Series ACK length Error

Handshaking problem )
VE10E16A1 Series ACK Response

Command Error

. L Remote IP not found
Configuration file

Open configuration file failure

Rack With Clamp

LEDs Reset LCM Display LCM Button Console

Grounding Screw LAN Relay Output Serial Ton 1-8 Serial Plort 9-16

Power Switch

AC Socket

DC Terminal Block
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