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Chapter 1. Introduction

a. Scope

This manual is relevant only for M359 UPS of Rev E or higher with Ethernet (SNMP) option.
b. General

The UPS’s SNMP console allows the configuration of Milpower Source’s UPS from a PC station on
the LAN by using an RS232 connection.

Chapter 2. Installation and Configuration Management

a. How to access the UPS’s Management?

Before you start, copy the MPS_UPS_SNMP_Console.exe file to your computer.
Verify that “.Net 35“ is installed on your computer.

Connect your computer to the UPS using a 9 pin serial (RS232) cable.
Verify that the UPS is on.

Run the "MPS_UPS_SNMP_Console.exe" software on the PC.

Select the right COM (Red "A" on the following screenshot) and click "Change COM". Skip
this step if you using COML1.

[ MPS UPS SNMP Console - v2.02 EEX

PoNhdE

Users

i Advanced|
System IP Config. System Description Misc.

[] Enable DHCP sysDeser I \ \
GetAl
1P [ ] wtomtet [ ( Telemetries /
Net Mask | sysame [ | ~ -
| SNMPAgentSoftwareVersion "em
Default Gateway | spstocation | | ‘

Controller Software Version

Time Description  Data

COM1 | [ Change COM

5. Request status using the 'Get All Telemetries' button (marked with a dashed green on page)
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General | Users | Advanced)|
System IP Config. System Description Misc.
[ Eratle DHCP sysDescr [ | [Cheet | -
Reset Getall
SNMP Agent Software Yersion
Defoult Gateway || syslocation | | ‘ |
GetlP | [ sar | [ Bt | [ st ]
Controller Software Version
Get
Com Error |Z\
Time Description Data @ Command nat acknowledged Loaln
All Telem request | 83158387 00060100 000034 1E 4610 Usar Name

COM1 ~ | | Changs COM

6. If you recive the above error message, check the following:
Is the UPS connected to the PC with a pin-to-pin (not cross) RS232 cable?
Is it connected to the right COM?
Is the UPS turned ON?
Verify that the UPS is revision E.
Verify that the UPS agent version is 2.02.08 or higher
i. Todo so turn off the "MPS_UPS_SNMP_Console.exe" software
ii. Run the "HyperTerminal" software. Configure it to: 19200/8 data bits/no
parity/one stop bit/no flow control.
iii. Press the "Enter" key
iv. The following text should appear. Note the version number on top of the screen:

®o0 oW

& 1 - HyperTerminal

File Edit “iew Call Transfer Help

D@ =3 DY

MilPower Agent Firmware VYM359 ag 1d data: December 31 2010

System unique ID - 38:FF:DF:05:30:56:

System mac addr - 00 04:A3:2A:37:D6
SHMP version - 2 0

MIB version
DHCP for IP settings Disabled

IP address - 192.168.0.19
Netmask - 2599.200.255.0
Default gatemway -192.168.0.1
get community string - public
set community string - private
trap community string - trap
Connected 00:00:11 Autodetect | 19200 8-h-1 SCROLL | CAPS |y | Capture | Print echo

f. Fix problem, close the "HyperTerminal”, and start again from step 3.
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7. If all'is well, all blank fields would receive the current agent status as in following screenshot.

MPS LIPS SNMP Console - v2.02

General | Users | Advanced
Svstemn IP Config, System Description Misc,
0 Enatle DHCP ibescr Reset et
P 192168019 speContact spsContact not set el
SNMP Agent Software Version
DefaullGalenayl 192168.0.1 svsLocation M358 agent 2.02.08 December 1 2010 |
GetlP | [ ser ] [ G | [ se ]
Controller Software Version
LIPS M358 Control Frogram Version 205
281210
Get
Time Description Data | Logln
[ISENESTESREN < oo tel 676315890000 0000 00005 53003 0000000000 B3F2 User Name
(TGS 0 e 6753159900190000 00009F B50CIDFFDOFOSI0SETT 4302915430004 A3 24970 | Paswod | |
| e 7831589005C0000 0000 SF BF 4D 333533 20 61 67 B5 BE 74 20 32 2€ 3032 2€ 30 38(
[ERERNEEREN <! -con o 57E3158300030000 0000SF 67020001 F1 A6
ISR ooty < 678315690014 0000 0000 :F BA 7075 62 6C 69 53 00 70 72 69 76 51 746500 74 72 61 7
[ISEIEATNESREN - oo e 6753158900120000 0000 SF B9 02 FF 01 010000 0167000001 73 BE 7F —
< | 3

b. How to send commands?

1. Commands are divided into two groups — 'getters' and 'setters'.
2. For getting information (such as get all configuration), no permissions are required.

3. For settings new data, or triggering agent actions, user must supply the admin password.
Marked with red in following screenshot.

General | Users | Advanced

System [P Config. Spstem Description Misc.
[ Enable DHCF sysDescr |MiFower Source UPS SHMP Agent2 | [ R |
Reset Get Al
IP 192168.019 sysCaontact |sysEunlact nat set | Telemetries
Met Mask 255, 75 sysMlame [ ssMame nat set |
SMMP Agent Software Version
Default Gateway  192.168.0.1 sAocal\on |sysLocal\on nat set | ‘MSEB agent 2.02.08 Diecember 71 2010 |

Gl P | [ setr ] / [ et ] [ st ]

Controller Software Yersion

~ - LIPS 1358 Conirol Program Yersion 2.05
@ Errar #FFFS
Falled user or password authentication,
Time Description Data ] Legln
Lo - 87631569005C 0000 0000 9F BF 4D 333539 2061 67 656E 74 2032 2E M2 2E 039 | Userhafe

(TSR < F =son = 5793158900030000 DDDDSFB7 020001 F148 P
(GRS ooy el 5783158300 1A0000 00005 BE 7075 62 60 6363 00 70 72 69 76 61 746500 74 7261 71
(EEREETREEN - c=vcel  [5703156900120000 00009 B 02FF 01010000 01 67 00 00 73 B8 7F

RELOE AR T B915B36700140200 018000341800 COAB0013 FF FFFF 00 COAB0001 73F0
(13172011 163357 | ok 8783158900 320200 015080 00 00 00 FF F5 45 61 69 6C 6564 20 75 7365 72 20 BF 7220
< |

_EDM1 b _Ehange COM

>

4. If password not supplied, or user put in the wrong password (for admin), a message would pop

up saying 'Wrong User Name or Password'.

Default admin password is ‘webpass’.

6. When changing any field, change would remain local until pressing the 'Set' button for that
fields' group. We have marked the Set button for the IP group.

o
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Chapter 3. Communication log

a. Overview

The bottom pane is marked in following screenshot. This pane is used for communication monitoring.

PS UPS SNMP Console - v2.02

General | Users | Advanced

System P Conia System Description Misc:
[] Enable DHCP sysDeser |MiPower Souce UPS SHMP Agent2 |
Reset Get Al
IP 192168.0.13 sysContact |sysEunlact nat set |
Mt Mask 255 256, 255,00 sysMlame [ sysMame not set |
SHMP Agent Softuware Version
Detault Gateway  192.168.0.1 sysLocation |sysLocal\on nat set | ‘MSES agent 2.02.08 December 1 2070 |
Gl P | [ setr ] [ et ] [ st ]
Controller Softusare Yersion
LIPS 1358 Conirol Program Yersion 2.05
2812/10
Get
D N
Time Desciiption Data W (Lealn
[ - - 8763 1569005C 0000 00 00 9F BF 4D 33 35 39 2061 67 65 6E 74 20 32 2E 30 3226 30 38 L el
(SRR :+11r vorsion ol |57E3158900090000 0OOOSFB7 020001 F146 PaNad [ |
(GRS ooy el 5783158300 1A0000 00005 BE 7075 62 60 6363 00 70 72 69 76 61 746500 74 7261 71
(EEREERRESEN - c=vcel  [5703156900120000 00009 B 02 FF 0101 000001 67 0000 73 B 7F oMt Change COM
RELOEE A== T B915B36700140200 018000341800 COAB0013 FF FFFF 00 COABO001 73FO
1wemt e | e 5783158900 320200

01 80 80 00 00 00 FF F5 46 61 B3ECBS B4 2075 7365 72 20 BF 72 20

<

¥

N

V.
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Chapter 4. 'General' tab

a. Overview

The general tab holds the general Agent description, and IP data. The data is divided into several
groups, which we will now describe.

b. System IP Config

1. DHCP checkbox — This allows enabling of DHCP protocol for receiving IP. Checking this box
will gray out other IP options

2. IP — Agent IP Factory settings is 192.168.0.19

Net Mask — Agent net mask. Factory settings is 255.255.255.0

4. Default Gateway — Agent default gateway (to be used for targets not in net mask). Factory
settings is 192.168.0.1.

w

c. System Description

1. sysDescr — system description

2. sysContact — system contact name
3. sysName — system name

4. sysLocation — system location

d. Reset button

1. This button resets the UPS communication agent. This reset WILL NOT AFFECT THE UPS
CONTROLLER!

e. Get All Telemetries button
1. Refresh all fields.

MPS Doc: M359 _Console_UM Rev (3) May 20, 2012 Page 7 of 11



Chapter 5. 'Users' tab

a. Overview

1.
2.
3.

No ok

The users tab holds the list of all SNMP V3 users.

When the agent is set on SNMP V2, the users table is grayed out.

The agent allows up to 8 users divided into three groups

a. Admin user —This user has permissions for changing agent configuration, but no SNMP
permissions. User name is 'admin’, and the console allows only password change for this
user.

b. Read Write user — a user that can both read and change the SNMP (V3) fields. Rows 1 and
2 in the table hold the RW users.

c. Read Only user — a user that has read only SNMP permissions (Rows 3 through 7).

The console allows for adding new users, erasing existing users, and changing admin password.

Default admin password is ‘webpass'.

There exists a default RW user, called 'm359', with password 'user RW1'

If no 'privacy' password is supplied, console would set it to the ‘authentication' password

(where relevant).

An example screenshot follows:

MPS UPS SNMP Console - v2.02

Users configuration
Authentication

Public Ussr Name  SecursUserMame  Password Privacy Pessiord — Accsss Secury

1 [maEs m3ga MD5 Authentication, DES Privacy ¥
; Mo secuily v
, Ma secuity v
q Ma security v
. Mo secuity v
. Mo secuity v

Change Passward

UserMame | admin (e P Change Passward Get All
Telemetries

Ol Password

Time Desciiption Data Al  Logln
TR - occvi-< e 576315890000 0000 0000SF B3 090300 00000000 §3F2 UserMame |admin
(SRR vsc-ii0 e 57E31589007190000 00009F BE OC38FFDF 053056 31 M 30291643004 432830 | Pasword
[ - 8783 1563005C 0000 00 0D 9F BF 4D 33 35 33 20 61 67 65 6E 74 20 32 2E 30 32 2E 30 38 €
(RN : .1iF rsion el 578315890009 0000 D000SFB7 030002 F&FS oM 3
(RSN ooty 1= 576315890014 0000 00 00 OF BA 70 75 52 6C 63 63 00 70 72 63 76 61 74 65 0074 7261 71
(USRS - ool |57B37158900120000 00009 B 02FF 07 010000000000 000014 AF A7 =

< >
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b. Users table

1. For adding a new user:
Choose an empty appropriate row — either 1/2 for RW user, or 3-7 for Read only.
Fill in user public name.
Fill in user private name.
Fill in 'authentication’ password (if relevant).
Fill in 'privacy' password (if relevant).
Choose security level (either 'No Security', 'MD5 authentication only', or 'MD5
authentication DES privacy').
g. Press the 'Set' button in that row.
2. For removing an existing user:
I. Press 'Del’ button on user row.
3. For refreshing a rows' data, press the 'Get' button on that row.

hD OO0 OTE

c. Changing the admin user's password

1. For changing the admin user's password, use the 'Change Password' pane.
a. Put in the current password in the 'Old Password' box.
b. Put the new password in both 'New Password' boxes.
c. Press the 'Change Password' button.
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Chapter 6. 'Advanced' tab

a. Overview
1. This tab holds all advanced agent data.

2. The data includes physical data, communication data, and protocol data.

MPS UPS SNMP Console - v2.02

General | Users | A

Physical ID
MAC Addiess | 00-04-43-24-37-D6

Device ID

38:FF:DF.05:30:56:31:34:30:2%:15:43

PHY Status

Cable Connected

Auto Neg. Complete
100bps Full Duplex

Recived Packets 20

Sent Packets 1]

Get Get Get Set
Contexst
Default Context
DefaultContesth ame:
Engine 1D
B0:00:50:54:04:4D0:33: 35:39

Get

Data A| Logln

Time: Description

<

_ Physical ID tel
[ -
[ E—"—
| [———
(R <o e

TR - occvi-< e 576315890000 0000 0000SF B3 090300 00000000 §3F2

S763158900190000 00009FB50C38FF DF 053056 31 3430 291543 00 04 43 24 37 L Pasword

S7B31583005C 0000 0000 SF BF 4D 33 35 39 2061 67 65 6E 74 20 32 2E 30 32 26 30 38 (
§7B31568300030000 O0O0OSFE7 030002 FEFG

878315890014 0000 0000SFBE707E626CRIR3I 007072637661 7TAR50074 7261 71
§763158900120000 ODODOSFESOZFFON 010000000000000014 AF A7

COmM1

v

¥

User Name | admin

* | | Change COM

b. Physical ID

1. MAC Address — MAC address of the agent hardware.

2. Device ID — a unique hardware identifier for this agent.

c. Physical status

ogakrwdE

d. Context
1. Default context — set to 'DefaultContextName'.

2. Engine ID.

Cable status (connected or not).
Auto negotiation status.
Communication speed (10/100 MBit)
Communication mode (Full / Half duplex).

Received packets — number of packets received by agent.
Sent packets — number of packets sent by agent.
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e. SNMP Version

1. SNMP V2 button (supporting legacy mib) — this is Factory default.
2. SNMP V3 button (supporting only new mib).
3. Changing this option will cause an agent reset (note — this will not affect UPS controller).

f. SNMP V1/2 Community

1. Get Community — set to 'public’ as default.

2. Set Community — set to 'private’ as default.

3. Trap Community — set to 'trap' as default.

4. Note that these fields will be grayed out when agent is in V3 mode.
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