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Introduction

This manual provides detailed instructions for installing and configuring the component to send OnGuard events to
Ocularis.

Getting Started with Ocularis

e Review the Ocularis Installation and Licensing Guide documentation.

e Review the Ocularis Administration User Manual documentation.

e Review the Ocularis Client User Manual documentation.
INSTALLATION & CONFIGURATION

e Once all Ocularis components are installed, synchronize the date and time between the server and
workstations.
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OnGuard to Ocularis Event Proxy Administrator Guide Event Proxy Installation & Configuration

OnGuard Installation & Configuration Prerequisites

MESSAGE QUEUING (MSMQ)

Ensure Microsoft Message Queuing is installed on the OnGuard server system.

ONGUARD SINGLE SIGN-ON USER
Create a single sign-on account as per the OnGuard documentation.
1. Open OnGuard System Administration - Administration = Directories...
2. Inthe General tab enter:
e Name — Name of the local account, ex WinLocalAccount
e Type — example: Windows Local Accounts
¢ Hostname — Computer name where OnGuard is installed, example: TEST-10-224

e Check Enable single sign-on checkbox.

[ B8, System Administration - System Account - [Directories
@ Application Edit View Administration Access Control  Monitoring  Video =
: o x
Additional Hardware Logical Access  Window Help
K| e 20 (mwEiftE @0 ke e B ian /BB B
Gy R EmES BBeBEr B O QRN R 0@ :
Directories
Mame Type m
#5 WinLocalAccount Windows Loc
MName:
WinLocalAccount
Type:
Windows Local Accounts
Hostname:
TEST-10-224 Browse. ..
Enable single sign-on
]
]
A 1 | 2
[ Agd | [ Modiy | [ Delete | [ Hep. |
& Directories |
Ready | CAP | NUM | SCRL| .:f

Figure 1 General Tab of Directories

3. In the Authentication tab:

e  Click the Current Windows account radio button
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@ Application  Edit  View  Administration Access Controel  Monitoring  Video )
Additional Hardware  Logical Access  Window  Help -
é%? [ & | % @ (i B 4 F @ =53 =2 A HETE - . P - Ay
Gy EER s 3BeBo % o6 L EKE DS !

Directories

=
Mame

Type General | Authentication
i@WinLocalAccount Windows Loc . I
- ) Anonymous
) Explicit
User name: l
Passward:

Confirm password:

RSB EEREBERNES

o« 1

i k. ] [ Cancel ] [ Clear ] [ Help... ]

Modify Mode

| CAP | NUM | SCRL | .:f

Figure 2 Authentication Tab of Directories

4. Click Close.

5. Open OnGuard System Administration > Administration 2 Users...

6. Inthe Users tab

Link the Current Windows Account (in this example Administrator) to the System Account users,
under the Directory Accounts tab link the WinLocalAccount.
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OnGuard to Ocularis Event Proxy Adm

System Ad ration - System Account - [Users]
Application  Edit View Administration  Access Col

inistrator Guide

ntrol  Monitoring  Video  Additional Hardware  Logical Access

e o BEvyvaaEREa e BBeEe % O &«

Event Proxy Installation & Configuration

Window Help

R A0S G ¥ S8 o B0% o4 aBi"EOS ke

Users ISearch I System Permission Groups I Cardholder Permission Groups I Monitor Permission Groups | Report Permission Groups I Field/Page Pemission Groups

| Field) Pemission Groups | Area Access Manager Levels I Monitor Zone Assignment I

General Directory Accounts Intemal Account
Name | User Name | Directory = |
€ Administrator  Administrator  WinLocalAccount :

Link... | Urlink:

MName | System | Cardholder | Monitor | Report

Adm\nist’amr, Administrator System Admin Cardholder Ad... Monitor Admin <Full Access = Viewe
Badge Operator, Badge Operator ~ System Badge... Cardholder Ba... Viewir
Bsystem Account, System Account (Al Permissions) (Al Permissions) (Al Permissions)  (All Permissions) (Al Pe
User, User System User Cardholder User  Monitor User <View Access>  View/
4] | i

[~ Hide users whose access to this system is disabled
V¥ Hide users that have been automatically created

add | Modiy Delete

Help... |

1 of 4 selected

Close |

| & Users

Ready

CAP

NUM

SCRL
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ONGUARD DATACONDUIT

Enable the DatacondulT service to generate software events as per the OnGuard documentation.

1.
2.

3.

Open OnGuard System Administration 2 Administration - System Options...

In the General System Options tab enter:

e Under DataCondulT service check Generate software events checkbox.

e Enter the Linkage Server host name. Example: TEST-10-224

IR A .

# System Administration - System Account - [System Options]

fn‘g Application  Edit  View  Administration  Access Control
LY EER RS BB e
TR E2Eme s @ %G R

General System Options | General Asset Dpliunsl ‘Web Applicaliunsl Client Updalal Hardweare Settings | Anli-PassbacKI Biometics I User Cummandﬂ_’l

i Log on authorization waming

I None j Texk.. |

¥ideo  Additional Hardware  Logical Access  Window  Help -F X

Bel%o#ix

o B L B

= B i B §F E 4

i Password options

¥ Enforce strong passwonds

- DataCondul T service

V' Generate software events

FIPS mode

™ Enable FIPS-mode controller encryption

i~ Configuration Download Service host

r~ bMonitoring
|3 3 Mumber of days to save queued events

¥ Specity moritar zohe assignments

i~ Linkage Server host
|TEST-10-224

j Browse. .. |

j Browsze |

Help... Cloze

| ﬁh System Options

Feady

CAP | UM | SCRL

Click OK.
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ONGUARD SERVICES

1.

Check that the following Services are set to Automatic on the OnGuard server machine.

e LS Linkage Server service is set to Automatic.

e LS DataCondulT Service is set to Automatic.

Mame =~ I Description I Skak,.. I Skartup Type I Log On As I

ChLpssearchove Setvice responsible for processing video analytics algorithms Started  Autornatic Local Swskem
LS Client Update Serwver The Client Update Server is used to automatically update client works. .. Marual Local Swskem
ZhLS Communication Server The Communication Server acts as the communication "gateway” For i... Automatic Lacal Systermn
2£kLS Config Download Service This service is used to propagate configuration changes down to the ... Manual Lacal Systermn
2515 DataCondulT Message Que... The LS DataCondulT Message Queue Server is an adapter that works Manual Local Syskem
LS DataExchange Server The DataExchange Serwver is used ko exchange database information ... Marual Local Swskem
LS Global Output Server The Global Output Server (GOS) is used to send output to any suppor... Marual Local Swskem
SE5LS 1D Allocation The ID Allocation Service is used to manage pre-allocated IDs across ... Manual Lacal Systermn
10ELS License Server The License System Server is run on servers only, and controls which ...  Started  Automatic Local System
£:L3 Linkage Server The Linkage Server is responsible For directing automatic emailfpaging..,  Started  Automatic Local Syskem
5515 Login Driver The Login Driver is a service that is used to change the database pas... Started  Automatic Local System
LS PTZ Tour Server Marual Local Swskem
Replicatar is run on either a Enterprise Regional Server or a Distribute. .. Marual Local System
3 The Video Archive Server is a system service that is responsible for a Manual Lacal Systermn

ChMessage Queuing Provides a messaging infrastructure and development tool For creatin...  Started  Automatic Metwork Service

£ :Message Queuing Triggers Provides rule-based monitoring of messages arriving in a Message Qu,.,  Started  Automatic Metwork Service
ClMicrosaft MET Framework MiG...  Microsoft \MET Framewark MGEN Disabled Local Swskem
“ChMicrasaft WET Framewark MG Microsoft \WET Framework MGERN Disabled Local bem

2. Modify the LS DataCondulT Service to be executed as the same user that was created in OnGuard Single
Sign-On User on page 3. For example:\Administrator

=l

LS DataCondulT Service Properties (TEST-10-224)

"General LeaOn I Hecover_l,ll Dependenciesl

Log on as:

" Local System account

I Allow service bo interact with deskiop

I."-.administratu:nr

Pazswaord:

Confirm passwaond: I...............

Help me configure user account log on options.

o ]

Cancel

Spply
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Installing OnGuard to Ocularis Event Proxy

TO INSTALL THE ONGUARD TO OCULARIS EVENT PROXY

Refer to the system requirements defined on the OnSSI website for hardware specifications for Ocularis.

Follow the procedure below when installing a new system or upgrading existing copies of this event proxy.

These instructions assume that you have installed Ocularis and are located at the system on which you wish to
install the OnGuard to Ocularis Event Proxy. This can be any system with network connectivity to both the Ocularis
Base and OnGuard server.

1.

2.

Double click the file Setup.exe to begin the installation process.

{iz OnGuard to Ocularis Events Config !E[
Welcome to the OnGuard to Ocularis Events [

Config Setup Wizard

A

The installer will guide you through the stepz required to install OnGuard to Oculariz Events Config
on your computer.

WARMING: Thiz computer program iz pratected by copuright law and intermational treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be progecuted to the maximum extent poszible under the law,

Cancel < Back

At the Welcome screen, click Next.

On-Net Surveillance Systems, Inc.



i‘é‘- OnGuard te Ocularis Events Config Hi= I
Select Installation Folder .l

|
oy

The inztaller will install OnGuard to Ocularis Events Config to the following folder.

Taoinztall in thiz folder, click "MNext. To install to a different folder, enter it below or click "Browse""

Folder:

C:AProgram Files [+B650nS5 N0 nGEward to Oculans Events Configh Browsze... |
Dizk Coat... |

Install OnGuard to Ocularis Events Config for yourself, or for amyone who uses this computer:

 Just me

Caticel < Back | Mest » I

3. Use the default folder or enter another location for the installation files. Select for Everyone or Just me.
Click Next to continue.

i‘é‘- OnGuard te Ocularis Events Config Hi= I

Confirm Installation [_‘

The inztaller iz ready to install DnGuard to Deularniz Events Config on your computer.

Click "Mext" to ztart the inztallation.

Cancel < Back

4. On the Confirm Installation page, click Next to start the installation.

On-Net Surveillance Systems, Inc.
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Set Service Login ﬂ |

Username: I.\ﬂdministlamr

Password: |

Confirm password: |*““““‘1

OK I Cancel

Figure 10 Service Login

5. Onthe Set Service Login screen, enter the username and password for the OnGuard to Ocularis Event
Proxy service. Enter the Single sign-on user created on page 3 (OnGuard Single Sign-On User).

{iz OnGuard to Ocularis Events Config [0} I

Installation Complete

|
)
Se,

OnGuard to Oculars Events Config has been successfully installed.

Click "Close" bo exit.

Fleasze use Windows Update to check for any critical updates to the NET Framework.

Cancel < Back

Figure 11 Installation Complete
6. Click Close.

An icon to launch the proxy administrator will be appear on the desktop. This icon is labeled ‘OnGuard to
Ocularis Events Configuration’.

Q

Ed

nGuard to
Ccularns
nLs
Configuratio
y!

10 On-Net Surveillance Systems, Inc.



OnGuard to Ocularis Event Proxy Administrator Guide Configure the Event Proxy

OnGuard to Ocularis Event Proxy Administration

This process is used to route events from an OnGuard server to the Ocularis Base.

1. Launch the OnGuard to Ocularis Events Configuration application from the desktop of the machine on
which it was installed.
2. In OnGuard section of the Settings tab:
a. if the proxy is installed on the OnGuard Server machine, the Host, Username and Password can
remain blank
b. if the proxy is installed on a remote machine, enter the OnGuard Server Host IP Address, the
Single Sign On Username and Single Sign On Password.
3. Inthe Ocularis section, enter the Ocularis Base |IP address in the Host field.

4. For the Source Name, enter a label for the OnGuard installation as you would like it to appear in the
Ocularis Administrator Server/Events tab.

5. Click Save.

I OnGuard to Oculans Exent ooty

Devices | Events

. OnGuard

Host 192.168.10.224
Usemame  administrator

Password sessssssee

Ocularis

Host 192.168.11.250
Source Name  From OnGuard

Guid  9e3735bd-ae68-4dfe-3b41-b037c6bachbb

Figure 12 Configure Settings Tab

6. Click the Test button. A pop-up with a Success message appears when a successful connection to
OnGuard is made.

Connecting To OnGu... ﬁ

On-Net Surveillance Systems, Inc. 11



Configure the Event Proxy

OnGuard to Ocularis Event Proxy Administrator Guide

, In the Devices tab, there are Panel(s) defined in the list.

Settings | Devices

Events.

Select

Panel

4 Name

Panel ID

Sub-Device
D

LNL-2220 (Demo Box)

LNL-2220 (Demo Box)

LNL-2220 (Demo Box)

1-Reader (HID OSDFP)

LNL-2220 {Demo Box)

3-Reader (MIFARE Reader w/PINPad)

LNL-2220 (Demo Box)

2-Reader (Lenel OpenProx)

LNL-2220 (Demo Box)

1-Reader (HID OSDP)_lnput1

LNL-2220 {Demo Bax)

3-Reader (MIFARE Reader w/PINPad)_lnput1

LNL-2220 (Demo Box)

2-Reader (Lenel OpenProx)_Input 1

LNL-2220 (Demo Box)

1-Reader (HID OSDP)_lnput2

LNL-2220 {Demo Box)

3-Reader (MIFARE Reader w/PINPad)_Input2

LNL-2220 (Demo Box)

2-Reader (Lenel OpenProx)_lnput2

LNL-2220 (Demo Box)

1-Reader (HID OSDP)_Output1

LNL-2220 {Demo Box)

3-Reader (MIFARE Reader w/PINPad)_Output1

LNL-2220 (Demo Box)

2-Reader (Lenel OpenProx)_Output 1

LNL-2220 (Demo Box)

1-Reader (HID OSDP)_Output2

LNL-2220 (Demo Box)

3-Reader (MIFARE Reader w./PINPad)_Output2

LNL-2220 (Demo Box)

2-Reader (Lenel OpenProx)_Output2

W W W W W Ww|Ww|Ww| W W W W W, W W W

OFEEEEEEREEEREREEEEEE

Ocularis Base

Ocularis Base

]

Figure 13 Configure Devices Tab

Select the desired Panel(s) and click Save.

8. Inthe Events tab, select the Event Type(s) that you want OnGuard to send to Ocularis.

5ettngs|Dem Events

Select  Event Type Description

Subtype Description

Event Subtype
Type D 1D

Area APB

Area Limit Minimum

Area APB

Interlock Area Busy

Area APB

Exit Request Denied: Interock Area Busy

Area APB

Cannot Open Door: Intedock Area Busy

Systemn

Mot Configured

System

Alarm Canceled

Systemn

Alarm Active

Systemn

Line Emor Active

Systemn

Shorted Line Alarm Active

System

Open Line Alarm Active

System

(Grounded Loop Alam Active

System

Door Forced Open

System

Door Forced Open Canceled

System

Door Held Open

System

Door Held Open Canceled

System

Reader Input Tamper

OooooRI0DDoEOoEEEEE

System

Reader Input Tamper Canceled

I S I R B T i B i TE R R R )

9. Click Save.

12

Figure 14 Configure Events Tab
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Ocularis Administrator Configuration

Some configuration is required on the Ocularis Base. Use the Ocularis Administrator application to configure the

Base.

1. Log into Ocularis Administrator.

OnGuard events will appear under the Events pane of the Server / Events tab.

2. Follow the standard procedure to map Ocularis cameras to OnGuard events as you would any other events.
Ensure you have the appropriate privileges to any cameras used in the mapping and that the events are
included in corresponding Distribution Groups.

0OnS5I Ocularis Administrator

Servers / Events

Servers [ Events | Users | Privileges | Views | Distribution Groups | Maps | Table Management | Asgets | Logs | About |

» B 10120082 (R
- a 192.168.10.227 (RC-C)
b Ll Cameras
’ ﬂrﬂ\cruphsnes
b B Speakers
4 Triggers

v [ Alerts

» gB Relays

Servers Events
% it e Resync EE}‘ Fuse New % Batch Handle s Purge Closed
— =
| | & | ]
b [adl Adtions b Generic Events a]

* Composite Source
~ From OnGuard
v (13 1-Reader (HID 0SDP)
» D 1-Reader (HID OSDP)_Inputl
b (0] 1-Reader (HID OSDP)_Input2
b [ZJ 1-Reader (HID OSDP)_Outputl
¢ 07 1-Reader (HID OSDP)_Qutput2
= [ 2-Reader (Lenel OpenPrax)
Access Granted
Alarm Active
Communications Lost
Door Forced Open
Invalid Badge
Motion Detected
- G 2-Reader (Lensl OpenProx)_Inputl
Access Granted
Alarm Active
Cammunicatians Last i
Door Forced Qpen
Invalid Badge
Motion Detected

For more information on Ocularis events and their configuration, review the Ocularis Administrator User Manual.

On-Net Surveillance Systems, Inc.
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OnGuard Alarm Monitoring

14

; Alarm Monitoring - System Account !Em I

: Fle Edb Wiew Trace Corfigure Coptrol Options Wwindow  Help

P2 - 2OBE o> e% IV 5O

4" Main Alarm Monitor [_ O] ]
Alarm Description TimgjDate ~ I Contraller Device Inputfoutput I Card Priorit
(CrDoor Held Gpen 9/8f2014  LWL-2220 {Demo Box)  2-Reader (Lenel OpenProx) hane 150

OGranted Access
@Door Forced Open
@ Alarm Active

@ Alarm Restored

@ alarm Restored

9812014  LWL-2220 (Demo Box)  2-Reader (Lenel OpenProx) Mone {102654) 050
9/8/2014  LWL-2220{Demo Box)  3-Reader (MIFARE Reader w/PINPad)  Mone 200
9/8/2014  LWL-2220 (Demo Box)  3-Reader (MIFARE Reader w/PINPad)  Back Doar {Input 2} 200
9/8/2014  LWL-2220 {Demo Box)  2-Reader (Lenel OpenProx) PAMIC {Inpuk 3) 100
9812014  LWL-2220 (Demo Box)  3-Reader (MIFARE Reader w/PINPad)  Front Door {Input 1) 100

O Invalid Facility Code 9/8/2014 LKL-2220(Demo Box)  1-Reader (HID OSDP) Mone Facility cade {123} 150
OrInvalid Facility Code 9/8/2014  LWL-2220 {Demo Box)  3-Reader (MIFARE Reader w/PINPad)  None Facility code {26640) 150
@ Alarm Active 9812014 LWL-2220 (Demo Box)  2-Reader (Lenel OpenProx) PAMNIC {Input 4) 200
@ Door Held Open Restored 115:25 PM 9/8/2014  LML-2220 (Demo Box)  2-Reader (Lenel OpenProx) Mone 100
@Door Forced Open Restored  1:15:25 PM 9/8/2014  LWL-2220 (Demo Box)  2-Reader (Lenel OpenProx) Mone 100
Selected alarm: Sort criteria; Time/Cate (Descending) |Pending: 4 | Total 11

= M Default Zone
= B LML-2220 (Dema Box) (Firmware Revision: 1. 176 [Mok Current]; Panel options mismakeh)
B Bl 1-Reader (HID OSDF) {aceess mode: pin o card)
R Armed
B B 2-Reader (Lenel OpenProx) (access mode: card only)
48 PANIC (Input 3)
48 PANIC (Input 4)
R Alarm
B Bl 3-Reader (MIFARE Reader wiPINPad) {access mode: pin or card)
% Front Door {Input 1)
24 Back Door (Input 2)
. Door
&= Function Lists
= ﬁ Ccularis Base (Firmware Revision:4,1.0,172)
®m Back Door (227-12,114)
®m Back Parking Lot {227-12,148)
=m Customer Service Window (227-10, 165)
1 Customer Service Window (227-11,242)
S Fronk Door (227-12,117)
= Front Parking Lot {227-12,115)
=1 Parking Entrance (227-20, 165)
= Parking Exit (227-11,102)

Figure 16 Alarm Monitoring
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Ocularis Client Operation

Log into the Ocularis Client. Display a view that contains a Blank Screen. When an OnGuard or any other
configured event occurs, any combination of the following may result:

e Video from an associated camera will display in the Blank Screen

e Sound configured to the event may be played

e An email may be sent to authorized recipients

e A PTZ camera may be moved to a configured preset

e ASCIl or binary data from Oculars may be sent to a designated recipient
e HTTP requests may be generated

For more information on Ocularis events and their configuration, review the Ocularis Administrator User Manual.

On-Net Surveillance Systems, Inc.
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Contact Information

On-Net Surveillance Systems (OnSSl)

One Blue Plaza
7th Floor
P.O. Box 1555

Pearl River, NY 10965

Website: WWW.0Nnssi.com

General: info@onssi.com

Fax:

Sales Support: sales@onssi.com

PreSales Support se@onssi.com

Technical Support: support@onssi.com

Training: training@onssi.com

Marketing: marketing@onssi.com
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845.732.7900

845.732.7999

845.732.7900

845.732.7900
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