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Welcome to QC Mobile

QC Mobile offers mobile access to HP Quality Center. Now you can download tests from Quality Center

(version 10 or later) directly to your mobile device and then:

= Run manual tests

= Enter test data

= Create defects

= Attach pictures to defects and run steps (if the device is camera enabled)

= Upload test results and defects to Quality Center in a manner compliant with Title 21 CFR Part 11

Requirements

Devices: QC Mobile is compatible with Apple iPad™, iPhone®, and iPod touch® mobile digital devices

running 3.1 firmware or greater.

Internet Browsers: QC Mobile Gateway is compatible with Internet Explorer® versions 6, 7, and 8.

Overview of HP Quality Center and QC Mobile

QC Mobile interfaces with the Quality Center server through the QC Gateway, an Internet portal where
the system administrator manages the licenses and mobile devices associated with QC Mobile. This
guide covers QC Mobile configuration; see the QC Mobile User Guide for information on using the QC

Mobile application.
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Figure 1: HP Quality Center and QC Mobile Overview

QC Mobile Considerations

When installing, configuring, and working with QC Mobile, both system administrators and users should

consider the following best practices and concepts that define the relationship between the Quality Center

server and QC Mobile devices:

= Create a QC Mobile Group with limited fields for a new defect

Usability and productivity can be negatively affected by presenting a large number of fields on a
mobile device. Best practices dictate that defect fields for the mobile group be confined to only those
fields that are applicable to the users’ testing activities. Note that the implementation of a QC Mobile

group requires QC Mobile device users to have two passwords — one for desktop access to the

Quality Center server, and one for mobile device access to the Quality Center server.
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= Download manual tests only

QC Mobile cannot run automated tests, thus, only manual tests and the Quality Center server tree
structures that contain manual tests should be downloaded to QC Mobile. The type of tests that are

downloaded to QC Mobile is determined by the system administrator.
= Understand QC Mobile’s role in the Quality Center testing program

QC Mobile users cannot create test sets or tests. QC Mobile users can, however, run manual tests

and create defects.
= Customize QC Mobile for your enterprise

Several fields can help you customize QC Mobile for your enterprise. The fields are located within the

web.config document in your gateway and are typically configured during installation.

adminQCsServer: This is the administrator Quality Center server that is used for authentication of

Gateway.
— adminQCDomain: Default Quality Center domain solely used for authentication of Gateway.
— adminQCProject: Default Quality Center project solely used for authentication of Gateway.
— adminQCGroup: Group that is used to manage the gateway. Default value is TDAdmin.

— showUnattached: This Boolean setting determines if the QC Mobile users will download the

attached folder structure from the test lab.

— imageUploadFolder: This is a folder on the Web server of the gateway that is used to upload
images from the mobile devices. The IIS worker process must have read and write privileges to
this folder.
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Logging in to QC Mobile Gateway

To start QC Mobile Gateway:

1. Browse to the QC Mobile Gateway log in page.

€& QC Mobile Gateway Login - Windows Internet Explorer ESEI)
@'\_:/ﬂ' |§, "|‘f‘XHb|‘.!'VESEGr':h i

53 | & QC Mobile Gateway Login

E QC Mobile

Username:

Password:

e o

The log in page is displayed.

2. Enter your user name in the Username field and your password in the Password field.
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Click LOGIN.

The QC Mobile Gateway LICENSES tab is displayed.

L]
E Qc Moblle I[N POLICIES  LOG LOGOUT HELP

Licenses [ADD " | Mobile Devices [ ApD |
Find: Find:
B L —
5368-454B-B9E1-41CE-9007-CHCT-A1ED-.. 12 12/31 /2010 Phone Dd363800e5450chfadd._. &
iPhone 146aab4fdDEFSCETI284T..
iPhone 2AB4CTED-53B4-5AD4-9...
iPhone 32c0c9babdl2e38d%e ..
iPhone 6fc0771830d3562392c3.
1 Page 1 of 1 (1 items)
iPad 7372000181d52356c909...
Summa ry iPhone acBealbfoeted] 2eB46fT .
iPhone ad09BEefobboTldT42t.
L — e —
12 12 0 12 Page 1 of 2 {14 items)

Overview of QC Mobile Gateway

QC Mobile Gateway has three tabs.

LICENSES POLICIES LoG LOGOUT HELP

Use the:

LICENSES tab to manage the QC Mobile licenses and mobile devices associated with the licenses.

POLICIES tab offers to select options that control how the mobile device behaves when using QC
Mobile, as well as to select options that control what information is logged during a QC Mobile

session.

LOG tab to view logged data.

Logging out of QC Mobile Gateway

You can log out from any page of QC Mobile Gateway.
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To log out:

Click LOGOUT on the menu bar.

M0l POUCIES  LOG wcoutr | HELP

You are logged out of QC Mobile Gateway and returned to the log in page.

Working with QC Mobile Grids

Much of the information in QC Mobile is presented in a grid format. The following describes the common
functions of the grids.

Finding grid entries

Entering a text string in the Find field allows you to display only those grid items that have data that

corresponds to the text string. The Find field is located above the grid, to the right.
For example, if you enter the text string Download in the Find field, the grid will display only those log
items that contain the text string Download.
To find a text string in grid items:
Enter a text string in the Find field.
QC Gateway dynamically filters the grid items and displays only those items that contain the text

string.

Sorting grid data

You can change the order in which the information is presented in the grids by sorting the items by
column.

To sort grid data:

= Click once on a grid column heading to sort the column in ascending order.

=  Click on a grid column heading a second time to sort the column in descending order.

Once the grid has been sorted, clicking on the column head once again will toggle it to the opposite order.
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Selecting a specific grid page
Use the page control, which is located in the lower left of the grid, to select the grid page you wish to

view.

12345 > ... Last =

To view another page of the grid:
= Click the page number you wish to view (for example, click 2 to display page 2 of the grid).
= Click > to display the next five pages in the page range (for example, if the page range is 1, 2, 3, 4, 5,

click > to display the 6, 7, 8, 9, 10 page range); when the page you wish to view is displayed, click the

page number.

= Last to display the last page of the grid.

Viewing the grid page count

The page count indicator displays the number of pages in the grid.

To view the grid page count:

Look at the page count indicator, which is located in the lower right of the grid, to view the number of
pages in the grid.

Page 1 of 417 (4994 items)

In the example above, page 1 of 417 grid pages is currently displayed. The total number of grid items
is listed in parentheses (4994 items)..
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Managing Licenses and Mobile Devices

QC Mobile licenses and the mobile devices associated with licenses are managed from the LICENSES
tab.

You cannot add a mobile device to QC Mobile Gateway unless an unused license is available. For
example, if you purchase a license for eight users and enable eight mobile devices on QC Mobile
Gateway, you will not be able to add additional mobile devices until you purchase an additional license to
cover the additional mobile device(s) you wish to add. You may purchase additional licenses to increase

mobile device capacity at any time.

Display the LICENCES tab if it is not currently displayed.

Displaying the LICENSES tab:
Click LICENSES on the menu bar.

The LICENSES tab is displayed.

L]
E Qc MObIIe [4T3 8 POLICIES  LOG TocouT i

Licenses A0 | Mobile Devices "ADD |

Find: Find:
B — L s
5368-456B-B9E2-41CE-9007-C5C7-ATED-.. | 12 12/31/2010 iPhone Dd362800e545:0cbfadd.. F
iPhone 2462ab4fdDETECE53284T...
iPhone 2AB4CTED-53B4-54D04-9..
iPhone 32c0c9babd02E38d9ea
iPhone &fc0771830d35b2392c3..
1 Page 1 of 1 {1 items)
iPad 7372000181d52356c909...
Summa ry iPhone acBealifoeled | 1eB46fT...
iPhone ad0%8Befcbbc72dT4et...
i — o —
12 12 o 12 Page 1 of 2 (14 items)
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Licenses are managed on the left side of the page; mobile devices are managed on the right side of the

page. The information is presented in a grid format.
Managing licenses

Adding a QC Mobile license

To add a license:

1. Click ADD.

Licenses
Find:

5368-456B-B9B2-41CE-9007-C5CT-ATRD-.. 12 1273472010

i Page 1 of 1 (1 items)

The Add License dialog is displayed.

Add License

License Humber

[ cancel] [ oK |

2. Enter the license number (provided by Genilogix) in the License Number field.

3. Click OK.

The Add License dialog closes and the license number is added to the grid. The quantity of mobile
devices that can be associated with the license is listed in the Qty column; the license expiration date

is listed in the Expires column.
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Deleting a QC Mobile license

To delete a license:
1. Select a license from the license grid.

2. Click DELETE.

Licenses (hoo [ oetere |

Find:
536E-456B-BSE2-41CE- 9007 -C5CT-ATED- 12 12/31.,/20M0

1 Page 1 of 1 (1 items)

The Delete License confirmation dialog is displayed. The dialog asks you to confirm that you want to
delete the license.

3. Click OK to delete the license or Cancel to cancel the delete action.

Note: If you attempt to delete a license that has mobile devices already associated with it and you do
not already have additional licenses listed in the license grid that have enough remaining quantity to

cover the mobile devices, you will receive the following error message:

Cannot Delete License

‘fou have tod many active mobile devices to delete this license. Either
delete or deactivate a mobile device before adding a new device.

To delete the license you must do one of the following:

— Add another license with a quantity that will cover the associated mobile devices before you
delete the original license.

See Adding a QC Mobile license.

— Delete or deactivate the associated mobile devices.

See Deleting a mobile device or Deactivating a mobile device.

gen,logix
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You must delete or deactivate a mobile device(s) until the remaining license quantities are equal
to the associated mobile devices.

Understanding the license Summary

Beneath the license grid, QC Mobile Gateway presents a summary of the licenses.

summary

o

ey e n
L L U

The data presented in the grid include:

= Bought: The number of mobile devices licensed to use QC Mobile. This number is the sum of the
quantity licensed under each license. For example, if you purchase one license with a quantity of 8
and a second license with a quantity of 5, the number Bought is 13.

= Used: The number of mobile devices associated with the license(s). This number is the sum of

quantity used under each license.

= Remaining: The number of additional mobile devices that can be associated with the license(s). This

number is the sum of the remaining unused quantities under each license.

Managing mobile devices
Mobile devices can be added to the Mobile Device grid by either of the following methods:

= Adding a mobile device using Auto-Add

This method automatically adds a mobile device to the Mobile Device grid if the device connects to
the QC Mobile Gateway. This is the preferable method for adding a device because it eliminates the

need for the system administrator to obtain and manually enter the device ID.

= Adding a mobile device manually

This method requires the system administrator to obtain and manually enter the mobile device’s
device ID, which is labor intensive than the Auto-Add method.

Adding a mobile device using Auto Add

A QC Mobile application user must enter the QC Mobile Gateway URL when configuring the mobile
device. Once that URL is saved, the device connects with the QC Mobile Gateway and the mobile device
is automatically added to the Mobile Device grid.

gen,logix
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Users will not be able to access data on the QC Mobile Gateway or the Quality Center server until they
enter a valid user name and password, as well as authenticate the Quality Center server domain and

project.

See the QC Mobile User Manual for instructions on configuring the Quality Center connection settings.

Adding a mobile device manually

Before adding a mobile device manually, you must gather the following information:
= Device type

= Device ID

gen,logix
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To add a mobile device manually:

1. On the LICENSES tab in the Mobile Devices section, click ADD.

Mobile Devices

Find:

B . L e
iPhaone 0d363800e545e0cbfadd... &
iPhone 146aab4fdDeFRcBEI284T . &
iPhone 1AB4CTED-53B4-5AD4-9... &
iPhaone 32chcbabdl2eIBdPela... &
iPhone &Fc0TT1E30d35b2392c3... &
iPad T3T2000181d52356C909... &
iPhaone ackealefPeiad i leb4bff... &
iPhone ad00PEEefcbboT2d 46 &
12 Page 1 of 2 (14 items)

The Add Mobile Device dialog is displayed.

Add Mobile Device

Device Type
iPad |
Device ID
Enabled
il
[ cancel| [ oK |

2. Select the type of device you are adding from the Device Type menu. The options are:
— iPad
— iPhone
— iPhone simulator

— iPod touch

gen,logix
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3. Enter the device’s identification number in the Device ID field.

4. Leave the Enabled check box selected if you would like to associate this mobile device with a license
(QC Mobile Gateway will automatically select a license that has a remaining quantity available). If you
would like to add the mobile device now, but not associate it with a license at this time, deselect the

Enabled option.

5. Click OK.
The Add Mobile Device dialog closes and the mobile device is added to the mobile device grid. If the
mobile device is enabled, the check box in the fourth column of the grid will have a check mark in it. If
the mobile device was not enabled, the check box will be empty.

Editing a mobile device’s properties

You can edit the properties of a mobile device after it has been added to the mobile device grid.

To edit a mobile device’s properties:

1. Click the pencil icon (:S?) in the mobile device’s grid row.
The Edit Mobile Device dialog opens.
2. Edit the properties of the device.
3. Click OK.
The Edit Mobile Device dialog closes and the property changes you made are reflected in the mobile

device grid.

Deactivating a mobile device

Deactivating a mobile device leaves the device and its settings in the Mobile Device grid, but it

disassociates it from a license. You will not be able to run QC Mobile on a deactivated device.

To deactivate a mobile device:

1. Click the pencil icon (;ﬁ?) in the mobile device’s grid row.
The Edit Mobile Device dialog opens.

2. Select the Active check box to deselect the option.

3. Click OK.

The Edit Mobile Device dialog closes and the device is deactivated.

gen,logix
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Activating a mobile device

A mobile device that has been previously deactivated must be activated before it can connect to the
Gateway again.

To activate a deactivated mobile device:

1. Click the pencil icon (:5?) in the mobile device’s grid row.
The Edit Mobile Device dialog opens.

2. Select the Active check box to select the option.

3. Click OK.

The Edit Mobile Device dialog closes and the device is activated.
Deleting a mobile device

To delete a mobile device:
1. Select a mobile device from the grid.

Note: To select multiple devices, press and hold the SHIFT key while selecting the devices.

gen,logix
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2. Click DELETE.

Mobile Devices [A0D " |

Find:

B
iPhone Dd363800=545=0cbfadd. - &
iPhone 2463ab4f dDEFSCBSI2E4T &
iPhone ZAB4CTED-53B4-54D04-9 &
iPhone 32clc¥babdi263Bd%e1a.. &
iPhone &Ffc0TT1830d35b2392C3. &
iPad 7372000181d52356C909. &
iPhone acBealsfIeiedl 2eB46F1 . &
iPhone adlFBEafobboTld et &
12 Page 1 of 2 (14 items)

A confirmation message is displayed asking you if you are certain you want to delete the mobile

device.

3. Click OK to delete the device; click Cancel to exit the dialog without deleting the mobile device.

gen,logix
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Setting Policies for Device Behavior and Logging
Preferences

The policies associated with how mobile devices interact with the Quality Center server and logging
preferences are set on the POLICIES tab.

To display the POLICIES tab:

Click POLICIES on the menu bar.

LICENSES POLICIES LoG LOGOUT HELP

The POLICIES tab is displayed.

[ ]
E Qc MObIIe Lcenses WGIEEE  L0G RoCoUT W

Mobile Device Log Gateway
E auto-add mobile device E account modifications
Prevent tests and defects from being deleted License modifications
Reguire actual results Policy changes
L] Reguire glectronic signatures Prevent clearing of log
[0 Require photo for each step El QC Server modifications
Uzage
Log Retention: |Forever

Controlling mobile device behavior

QC Gateway offers the following policies that control how mobile devices running QC Mobile interact with
the Quality Center server:

= Auto-add mobile device: Select this option to add automatically to the QC Mobile Gateway Mobile
Device grid any device that connects to the QC Mobile Gateway. The auto-add mobile device feature
is the recommended method for adding devices.

gen,logix
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A valid Quality Center server log in is required, however, before the mobile device user will be able to
access data from the QC Mobile Gateway or the Quality Center server.

= Prevent tests and defects from being deleted: Select this option if you want to prevent QC Mobile

users from deleting tests and defects. Users will not be presented a test or defect delete option.

= Require actual results: Select this option if you want to require users to enter data in the Actual field

for each step of a test. If this option is not selected, users can skip this field and continue testing.

= Require electronic signatures: Select this option if you want to require users to submit an electronic
signature when uploading test data and defects to the Quality Center server. This feature is
compatible with Genilogix’s QC eApprove, which provides controlled workflow and electronic
signatures and is compliant with 21 CFR Part 11.

= Require photo for each step: Select this option if you to require users to take a photo and attach it

to each test step.

Note: Selecting this option will cause problems for QC Mobile users who do not have a camera-enabled
device, that is, the users will not be able to complete tests without attaching an image file to the defect. A
short-term solution or work around for this situation is to attach any photo from the photo album. While the
image will not be correct, it will enable users of devices that are not camera enabled to continue testing.
Long-term solutions are to change the policy to allow test steps/defects without images or to supply all

users with camera-enabled devices.

To select a mobile device behavior option:
Click on the check box for the option you wish to select.
A check mark appears in the check box, indicating that the option is selected. The policy change is
enacted upon selection.
To deselect a mobile device behavior option:
Click on the check box for the option you wish to deselect.

The check mark is no longer displayed, indicating that the option is no longer selected. The policy
change is enacted upon deselection.

gen,logix
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Setting logging preferences

QC Gateway offers the options that control QC Mobile Gateway logging:

Account modifications: Select this option if you want to log all account modifications (e.g., added

accounts, deleted accounts, and account edits).

License modifications: Select this option if you want to log all license modifications (e.g., added

licenses and deleted licenses).

Policy changes: Select this option if you want to log all policy changes (all changes made on the
POLICIES tab).

Prevent clearing of log: Select this option if you want to prevent any user from clearing the log
(deleting all log items). When log items are cleared (by selecting CLEAR on the Log tab), they are

cleared from the log file on the Quality Center server.

Note: When selecting which log items to display, there is actually no change to the log file on the
Quality Center server. However, when selecting Clear on the LOG tab, the server file is actually

cleared, and the log items cannot be restored by changing the Log Retention setting.

Usage: Select this option if you want to log QC Mobile usage; that is, all actions by mobile device

users, such as downloading tests and uploading test data are logged.

Log Retention: Select the policy for log retention from the Log Retention menu. The options are:

Past Day: Select this option if you want the log to display log items for the past 24 hours.

— Past Week: Select this option if you want the log to display log items for the past seven days.
— Past Month: Select this option if you want the log to display log items for the past 30 days.

— Past Year: Select this option if you want the log to display log items for the past 365 days.

— Forever: Select this option if you want to display all log entries.

gen,logix
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Notes:
— If you have enabled the Prevent clearing of log option, the Log Retention menu is not

selectable.
— Log retention settings affect Gateway log items of Gateway; there is actually no change to the log
file on the Quality Center server. However, when selecting CLEAR on the LOG tab, the Gateway

log file is actually cleared, and the log items cannot be restored by changing the Log Retention

setting.

To select a mobile device behavior option:
Click on the check box for the option you wish to select.

A check mark appears in the check box, indicating that the option is selected. The policy change is

enacted upon selection.

To deselect a mobile device behavior option:
Click on the check box for the option you wish to deselect.

The check mark is no longer displayed, indicating that the option is no longer selected. The policy

change is enacted upon deselection.

en;logix
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Viewing the Event Log

The data logged in the event log is determined by the logging preferences you selected on the POLICIES

tab. See Setting Policies for Device Behavior and Logging Preferences for more information.

Displaying the Event Log

To display the Event Log:

Select the LOG tab.

LICENSES POLICIES LOG LocouT HELP

The LOG tab is displayed.

QC Mobile Event Log

Find:
Policy changes BMTI20N0 9:45:. | gateway Policy changed
Test Lab Downlo..  8/17/2000 9:01:.  DEMO - Test lab folder structure was downloaded by device 176b1dasBllf2er¥93af 383 bolTe 3abTab?
Test Lab Downlo..  8/M17/20101:27:..  iPhone Simulator 2AB4CTED-53B4-5AD4-9TAF-619DB4220069 Test lab folder structure was downloaded.
Policies Downboa... | 8/17/2010 1:27:.  iPhone Simulator 2AB4CTED-53B4-5A04-97AF-619DB4220069 Device downlboaded the policies for domai...
Device Connected ~ B/17/2010 1:27:..  iPhone Simulator 2AB4CTED-53E4-5AD4-9TAF-619DB4220069 Device was connected to the gateway and...
Failed OC login BMT/20101:26:..  iPhone Simulator ZAB4CTED-53B4-5AD4-9TAF-619DB422006% Device failed to connect to QC server:htt...

Test Set Downloa... | 8/17/2000 12:29..  DEMO - Test set was downloaded by device 0a351cTala%abllaccd 3360521 df4522601 100542

Failed QL login BATI200 10:55... | iPhone 0d362800=54520cbfaddel 1c5T44a8e52bTdlael Device failed to connect to OC server:http:/ /1.
Test Lab Downlo... | 8/17/2010 10:55...  iPhone Dd363800e545e0cbfaddel 157442625307 d0as? Test lab folder structure was downloaded.

Failed QC login BAT/200 10:55... | iPhone 0d363200=54520cbfadde? 1c5744a6e52b7d0ae Device failed to connect to OC server:http://1..
Test Lab Downlo... | 8/17/2010 10:55...  iPhone Dd363800e545e0cbfaddel 157442625307 d0as? Test lab folder structure was downloaded.
Policies Downloa... | 8/17/2010 10:55.. | iPhone Dd363800e545e0cbfaddel 157442625207 d0as? Device downloaded the policies for domain :DE...

12345> __ Last=» Page 1 of 43 (506 items)

gen,logix
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This view presents the event log grid, which lists the following information for each logged event:
— Type of event

— Date of event

— Description of event

The events are listed in reverse chronological order (the most recent event is displayed first on page
1 of the log). The date range of logged items displayed in the grid is controlled by the logging policy
settings selected on the POLICIES tab.

Exporting log data

You can export the log data to a Microsoft Excel file (.xIs).

To export log data:
1. Click Export.

An operating system dialog opens and prompts you to open or save the .xls file.
2. Follow the dialog instructions to open or save the file.

The log data is exported to the Excel file.

Note: All log items are exported, even if they are not currently displayed in the log grid. While use of the
Find feature may reduce the number of log items displayed in the log grid, it does not reduce the number

of log items exported.

Clearing log data

If you elect to clear the Event Log, you will clear all Event Log items. When log items are cleared, they are
cleared not only from the Event Log grid, but also from the log file on the Gateway. Once the log file on

the Gateway is cleared, the log items cannot be restored.

Note: If the Prevent clearing of log policy setting is selected on the POLICIES tab, the CLEAR button
will not be displayed on the LOG tab.

en;logix
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Viewing Help Content

QC Mobile Gateway help is context sensitive, that is, the help content displayed is specific to the tab you

are currently viewing. For example, if you are viewing the POLICIES tab, the Help window will display

information pertinent to the POLICIES tab only.

To view QC Mobile Gateway Help content:

Click Help on the menu bar.

LICENSES POLICIES LOG

The Help window opens.

@
E QC MOblle LICENSES  POLICIES WY LOGOUT  HELP

LOGOUT HELP

HELP

QC Mobile Event Log QC Mobile Event Log:

This is the Log Page for QC Mobile Gateway. Its pur iz to

dizplay, export or dear the log entries from QL sobile
Gateway monitoring.

i The log file will export in a .xds format.

Test Lab Downlo._ | 8/47/2040 9:01:__
Test Lab Downlo... | 8/17/2000 1:27:..
Policies Downboa. . | B/17/2040 1:27:__
Device Connected | B/47/2040 1:27:__
Failed QL login BATI20M0 1:26:..

Test Set Downboa. . | B8/17/2000 12:29_

To close the Help window:

DEMO - Test lab folder structure was downloaded by device 176b1daaB00f2er%93af383bc07e2 30bTebl_
iPhone Simulator 2AB4CTED-53E4-5AD4-9TAF-619DB4220069 Test lab folder structure was downloaded.
iPhone Simulator 2AB4CTED-5364-5AD04-97TAF-619DB4220069 Device downloaded the policies for domai__
iPhone Simulator 2AB4CTED-5364-5AD4-97TAF-619DB4220069 Device was connected to the sateway and

iPhone Simulator 2AB4CTED-53E4- SADY-9TAF-£19DB422006% Device failed to connect to O server thtt...

DEMO - Test set was downboaded by device (la351cTaBa%abbaccd33605a1 df4522601 100543

Click the Help window close icon (% ).

The Help window closes.

gen,logix
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