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1] PRODUCT PRESENTATION

The ATRIUM software is an advanced and powerful access control management tool. It allows an operator to
monitor and manage the system by accessing the ATRIUM controller using a network connection. The ATRIUM
software manages the controller and its expanders. ATRIUM DVD includes the ATRIUM software and the
reference manual. The reference manuals for ATRIUM hardware components are also available on the ATRIUM
DVD.

This chapter contains important information concerning the installation and use of this software.

e Control 2 doors / 2 readers
(up to 10 doors with four AX22 2-door expanders)
e Embedded Web Server
e On-board Ethernet Port with AES 256-bit encryption

/~ @cowi

Manufacturing Access Control since 1005

o Auto-detect hardware modules (No DIP Switches)

® Quick and easy card enrollment procedure

e 10 Multi-purpose inputs (20 using zone doubling)
o Totally fuseless system

e Pre-assembled universal power supply (120V / 240V) &
¢ 1,000 users/cards .
e 100 Access Levels

e 100 Schedules each supporting 100 time periods

e 1,000 Event Buffer

® 10 Areas

e Ultra fast firmware update (less than 10 seconds)

¢ FREE Management Software

e Wiegand & ABA Track II magnetic stripe compatible
e Maintenance-friendly snap on terminal connectors

e Comprehensive LED status indicators

cdvigroup.com 3
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2] NOTES AND RECOMMENDATIONS

This section describes how to install the ATRIUM software on a computer, start the application, register your
product and add a controller.

COMPUTER REQUIREMENTS

The ATRIUM interface is designed to operate with computers running a suitable Windows operating system as
detailed in the “"Operating System Requirements”.

e Pentium 4
¢ 1GB RAM (2GB for superior performance)
¢ 4GB recommended; more for larger installations

e Ethernet access either through physical 10/100 Mbps Ethernet port or WiFi

OPERATING SYSTEM REQUIREMENTS
The ATRIUM interface has been tested on the following operating systems:
e Windows 7
¢ Windows Vista
¢ Windows XP Home or Professional Edition Service Pack 3 (32-bit version only)
Windows Server 2008 R2
Windows Server 2008
Windows Server 2003

OTHER SOFTWARE REQUIREMENTS (AVAILABLE ON THE DVD):
e .NET Framework 2.0

.NET Framework 4.0

MS SQL Server Express 2008 R2 x64

MS SQL Server Express 2008 R2 x86

VC++ 2010 Redistributable x86

Windows Installer 4.5

FREE TECHNICAL SUPPORT

For technical support in Canada or the U.S., call 1-866-610-0102, Monday to Friday from 8:00 a.m. to 8:00 p.m.
EST. For other locations, please refer to last page of this document or visit our website: www.cdvigroup.com.
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3] PACKAGE CONTENTS

e One DVD

4] INSTALLING/UPDATING THE ATRIUM SOFTWARE

To install the ATRIUM software on Windows, you must be logged on with an administrator account.

Start the ATRIUM setup either from the supplied DVD or from the hard drive when downloaded from
the web.

a) To install from DVD, insert the ATRIUM software DVD into the computer’s drive. If the auto
run feature is enabled, go to the step 2. Otherwise, use Windows Explorer to locate and start
ATRIUM-Setup.exe.

b) To install from the hard drive, first download the application from www.cdvigroup.com then use
Windows Explorer to locate and start ATRIUM-Setup.exe.

Select the installation language from the list then click on OK.
Click Next.

The License Agreement window will appear. To install the ATRIUM software, select “I agree to these
terms and conditions” check box and click Next.

If you wish to select a different folder destination for the ATRIUM software, click the Browse button,
choose the folder destination and click Install.

The ATRIUM software is installed by default to C:\Program Files\CDVI Group\ATRIUM.

Click Finish to complete the installation. If required, restart your computer to complete the
installation.

An ATRIUM icon is automatically added to your computer desktop.

cdvigroup.com
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5] PROGRAMMATION

STARTING THE ATRIUM SOFTWARE

This section describes how to start the ATRIUM software.

1. Click Start >Programs >CDVI Group >ATRIUM >ATRIUM.
The ATRIUM software Logon window will appear.

Language: @EEIEY >

@ covi

2. Select the account. The Default account is selected by default.

Use the “+” button next to the Account field to create a new account; type the new account name and
click on OK. Refer to “"Accounts” for more information.

3. Type the password for the selected account. The default password for all accounts is admin. If you
don’t remember the password, click on the “?” button next to the Password field to obtain a password
hint. Refer to the “Accounts” chapter for account and password management.

4. Select the language that will be used for the account; English is selected by default.

5. Click OK.

6 cdvigroup.com
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REGISTERING THE ATRIUM SOFTWARE

Registration gives access to future updates and new product information.

If you decide to register later, you can access the registration form as follows:

AW N

From the ATRIUM software, click on the top-left ATRIUM icon.
Select About.
Click on the “Register” button.

Installer and End-User, must be completed.

u s
L romner

Fill out the form and click on “Register Now” to send the registration form. Both columns of the form,

Software only in accordance with the terms

B4 1 want to receie technical imformation abeat
ATRRIM ard COVE Access Conbral products.

—ti— |
& About S
Atrium A10
201
Copyright © 2011-2012
CDVI France
31, avenue du Général Leclarc - 93500 PANTIN
Tél:+33(0)148910102-Fax:+33(0)148912121
cdvigroup.com
~ Registration
Installed by:
Reglstration i
Registared To: Installer End-User
E=mail -’|:|;l'lm:| E=mail Adkdress |
Flease enter a vald e-maal address as we wll send Please enter a valed e-mail adkdress as we will serd
you the activation key. you the activation key.
Titke: {_Mr. b i, Tithe: (M. b ;
~Licenses & Copyrights First Mame: First Mame
(Atrium Last Mame: Last Name
Cam o C =
LICENSE AGREEMENT FE PRy
Strest Sareet
THIS SOFTWARE END-USER LICENSE AGRH Ciny: City:
BETWEEN YOU [AS EITHER AN INDIVIDUAL { hunw;{ Bracd ‘_'1 County: { Owman _r-]
BY USING ALL OR A PORTIOM OF THE ATH State/Province: State/Frovinge
ALL THE TERMS AND COMNDITIOMS OF IIP.-'PosbuICude:l TiBPestl Code |
LIMITATION, THE FOLLOWING: -
Phane Numbér: Fhone Mumber: |
CDVI Group (whether directly or through 3 Language: { Engleh - Language: {_Enghish -]
title to the intellectual property in the Soff i B L wartt b, recubon infemazion abaut new peaducts

(_ Register Naw ) Register Later )

cdvigroup.com
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ADDING A CONTROLLER
For each new account, the following screen is displayed to indicate that a controller needs to be associated with
the account. To add a controller, proceed with the following steps.

1. Click on Add Controller. The Controller Connection pop up will be displayed.

-.ﬁ‘ﬂ ‘ﬂ' e A | E ¢ D[
utl[ﬂﬁdmkl&m:'ﬂt-‘:ﬂr- Raiwy ety Oubml | Bods Bepits
T ——
Mo controller has been
added yet.
{ i Camirater 3
|45l Controtier Connection ]
[ A - Datecn )
-M.'
St Harrise
ﬂl-mml!_ |
Sefapre Pert | 10000 =
(o) Come)
[+ Mardhware Mlest |~ Sabtware Merts 1ﬂfﬂinr.

2. Enter either the controller IP
Address or click the Auto-Detect
button to automatically detect the
ATRIUM controller(s) connected to _
the network. oo00-03-17

Select the desired controller from
the list and click OK.

AT [2-Doors Controlier] A-C22 1021681107 10000 D007 18020115
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The Serial Number, IP Address and Software Port fields of the selected controller will be carried over.

g& Controller Connection ——
( Auto - Detect )
~Options

Senal Mumber: | 00-00-03-17

IP Address: |192.1'58.1.102

Software Port:
( OK ) (Cancel )

3. Click OK.

4. Enter the module login ID and Password. The default login ID and password are “admin”.

g& Module Login —

Login ID:  admin

Password: *5%%9| @
( Login ) ({:ancel )

5. Click Login. The application will synchronize with the controller and with the expander modules
connected to the controller.

cdvigroup.com 9
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UNDERSTANDING THE ATRIUM SOFTWARE

The following chapter presents the structure of the main window of the ATRIUM software including the different
windows, menus, and buttons.

USER INTERFACE OVERVIEW

The main window of the ATRIUM software is as shown below.

[EpE—=—
Menu
Ribbon
Buttons
Opened < Close the
Window Window
Events
Window
FTE3- I8 LE0T0 | Fed e ipta Dipe bie= LA IETALLER
21138 15055 | Efbed i KT5ER INITALIER - USEA INSTALLER
FULEs 81T 1o | bt L L LT AL e Lk LASE S TALLER
0300 AT | U Logged b Uaeeg dinm BT Sofaany Vg Logn |Le LN BATALLLE
$03-20-38 1A AT | Y Logred bn Lseg Aimon 5 Sofreany W Lo L LR A TaLLTE
LR 0 G0 | U | smigon Wi Chuavnpadd B | e iR AdiSTER |Liwa-tba s -
Alert L~ |
window | —
DHI-11-38 7 ML | Tawnpet Jovinch Trogdde - Soch be S0-00-00 00 I
immjwm-mm i
|
| [+ Sotrware Kerts ) Cmiine h

Connection Status
MENU AND RIBBON BUTTONS
The menu gives access to the Dashboard, Hardware, Advanced Configuration, and Languages menus/tabs.
ATRIUM Icon
e About
e Help
e Exit

Dashboard
¢ Credentials
- Users, refer to page 15.
- Cards, refer to page 23.

e Access Configuration
- Holidays, refer to page 27.
- Schedules, refer to page 30.
- Areas, refer to page 35.

Access Levels, refer to page 38.

cdvigroup.com
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e Control

Doors, refer to page 40.
Relays, refer to page 47. This icon is also available from the Hardware tab.
Inputs, refer to page 49. This icon is also available from the Hardware tab.

Outputs, refer to page 55. This icon is also available from the Hardware tab.

e Monitoring

Events, refer to page 57.

Reports, refer to page 60.

e Languages:

The ATRIUM software is a multi-language application. Select the desired language from the list.

Hardware

e Hardware

System Overview, refer to page 62.

Inputs, refer to page 49. This icon is also available from the Dashboard tab.
Outputs, refer to page 55. This icon is also available from the Dashboard tab.
Door Locks, refer to page 69.

Relays, refer to page 47. This icon is also available from the Dashboard tab.
Bells, refer to page 71.

Tamper Switches, refer to page 74.

Readers, refer to page 75.

Advanced Configuration

® Programming

Macros, refer to page 77.

e Management

Accounts, refer to page 80.

cdvigroup.com 11



OPENED WINDOW AND EVENT WINDOW

The Users and Events windows are displayed by default when starting the ATRIUM software. The opened
window (Users by default) will be closed and replaced when clicking on any other ribbon button.

To move an opened window, click on the desired window tab and drag it to the desired location on the computer
screen or use the docking arrows to dock it either to the left, right, top, or bottom.

Pop-Up
Window
Foa . o ]
TE e P —— TR -4 o E
W g g 2000910 2000 ™ o
T | mum&mam =] s |
| @ [FPONE] | PERIo|decma Lol Shean, | 041113 2011 [=] [=] =1

|T———__ Docking

arrows

y Orine

Once a window has been moved as a pop-up, the docking mode is enabled meaning that each window that will
be opened will be docked as shown in the following picture.

FEET Brrtos v daried fardprons : Close the
= Ein a Selected
E! 3:—%3 a!:-..'n:- @.n:. < Docked Window
| ST :
| opmte | mcohgeses | G .| g
7 ; e | Corie)
L (T
Docked - e
Window rE e o e = Select a
Lt [ememing Moge |1 Seserciy | o G000 e 0K ey 4. S 000 1o Q00 Mbancipy 4. Tom Q0000 1o S0 Ty L o 00K o QOO0 Wiedeaoopy L o (000 £ G0 Tronadey | Fom Q0EC o 0l Ped DOCked WindOW
I_E Do Sl 1 r ﬁu..t,lum:muul.umum 1 ey (et RN Phagtalay 1L s OO0 0 LGN Frichry L. Pocors DR ne B
| L I T e v T T T T T T T =
& _
(e e ) pemn ) (L semumy ) () 5 oo ) (5 _omen )
ST 03 D0 A0 | D Lo bl Dot QOO 11T (D £ i smllghe Dy oorm |
0 ST A Liviier b AERALLT: finarfil T |
JOILPLA A P10 L | Tt Bt | Lcteer Bty
N el iy B Tt biicty
| 0 30000 FLOLA Trondi Arerla b =
:
T ) Cnline @
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ALERT WINDOWS

The Hardware Alert and Software Alert windows show event status respectively related to hardware and
software events. The following table lists examples of hardware and software events.

Examples of Events

Battery Absent - Module 0

Battery Low - Module 0

Bell Shorted - Module 0

Hardware Door Lock 0 Bypassed by Emergency Input - Module 1
Input 0 Masked - Module 1

Tamper Switch Trouble - Module 0

etc.

Attempt to write a duplicate card or keyboard code failed. Module SN: 0, object ID: 1
The module 0 already has an active connection.

Module 0 information was successfully changed.

Software Cannot connect to the module 0, User right error.

Communication timeout. Module: 0, synchronizer: 1

Login error: the login ID and/or password are wrong.

etc.

CONNECTION STATUS
Indicates the communication status with the ATRIUM module(s).
¢ Online: Connection established with the controller.
o Offline: Connection not established or lost with the controller.
e Synchronizing: Synchronizing the computer and controller data.

¢ Limited Connectivity: Connection established with the controller module but at least one of the
expansion modules is offline.

cdvigroup.com 13
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TYPING NAMES AND NOTES

1.When changing the name of a system component in the ATRIUM software windows (i.e. name of a
door, user, relay, etc.), ATRIUM will immediately refresh the screen.

2.Please note that ATRIUM supports up to 16 (first and last names) or 32 (other labels) characters for
text fields and up to 1000 characters for Notes fields.

REQUIRED FIELDS
Fields surrounded by a red frame are either required fields or fields in error.

For example, the Display Name, Format, and Hex fields from the Card Properties window are mandatory
(required) fields.

A field in error prevents from saving changes and closing the window.

g& Card Properties
~General Information r, {]Pﬁam\( Notesw
Display Name:| ~Options
(E Active ) (L—_l Lost

User: [ o ; (D Stolen
Activation Date:| 2012-04-17 00:00 & (|:| Programming Card
B

Expiry Date:| Mone

Sy W Ny

~ Mumber

Format:E i 1

Mumber:

Hex'.l |

Save Cancel

cdvigroup.com
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USERS

Programming a user allows to define the details pertaining to the user. Any individual that needs to access an
area (room) must be defined in the system as a user. Once defined, a card can be assigned to a user.

From the Dashboard tab, click on the Users icon. From this window, a user may be added, edited, or deleted.

Users

: Add) li Edit ) ( Delete ) ( Set User Location to Unknown | )

Active | Last Name First Mame | Access Levels Activation Date | Expiry Date Keypad Code System Login Location
B |Dce John 2012-11-28 00:00 O O Unknown
B |INSTALLER USER 2012-11-27 00:00 El M Unknown
B |MASTER USER Access Level Always 2000-01-01 00:00 O | Unknown
B |PROGRAMMING | USER Access Level Programming | 2000-01-01 00:00 O O Unknown

The following users are defined by default:

e USER INSTALLER: This user is active by default, can program cards and has a system and
web access login. This user is usually the System Installer that configures all hardware related
configurations. The installer usually defines along with the owner the perimeters of an area that
needs to be protected by an access door and also define with the owner or system manager, the
different access levels and access schedules.

e MASTER USER: This user is active by default, can add / delete cards and users, has the
ACCESS LEVEL ALWAYS and has a system and web access login. This user is usually the system

i

administrator or manager, the responsible to add and delete user in the system. The MASTER USER
also defines the access levels, the access schedules, the holidays and the different access rights of
all the other users.

PROGRAMMING USER: This user is active by default and is used to add new cards to the system.
Whenever the CARD ENROLLMENT mode is used, all the new cards programmed will inherit the
programming of the user associated to the PROGRAMMING CARD. It is also possible to define
multiple PROGRAMMING USER with different configuration and access rights. With this, it is then
possible to program different PROGRAMMING USER allowing easy USER programming with a specific
template.

cdvigroup.com 15
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ADDING A USER

From the Dashboard tab, click on the Users icon and click on the Add button.

Last Name: (Assign ) ( Unassign :] (Add ) ( Edlit )

g& User Properties rr——
r General Information r: Credentials\r' Access LE\I"E'SY WDrkY HomeY Evenle Notes‘]
First Mame: Cards

@

Active

Active | ID | Display Name | Number | User [ Activation Date | Expiry Date | Lost | stolen | Pragramming ¢

©

Allow Extended Time

©

Can Program Cards

©

Overrides Anti-Passback

(D Owerrides Interlock
Activatic.:ln Date:| 2012-11-28 00:00 K d Code System Login
Expiry Date:| None (D Assign a Code ) {I’:D Assign a Legin )
Language:'::E“Q“Sh ’]

B | B e B B S

Save Cancel

General Information

First Name: Indicates the first name of the user. A maximum of 16 characters is allowed.
Last Name: Indicates the last name of the user. A maximum of 16 characters is allowed.
Active: When selected, indicates that the user is active.

Allow Extended Time: When a user is granted access to a door, the door will remain unlocked for
the period defined by the door’s Unlock Time. When Allow Extended Access is enabled, the door will
remain unlocked for the duration of the door’s Extended Time in addition to its Unlock Time. This
option is particularly useful for individuals that may require more time to access the door.

Can Program Cards: Enables this user’s card to activate “Card Enrollment” mode when a second
card, which has the "PROGRAMMING Card” option activated, is presented to the same reader within
5 seconds.

Overrides Anti-Passback: When selected, indicates that the user will override anti-passback.

Overrides Interlock: When selected, indicates that the user will override interlock.

(;‘/ Card enrollment mode can also be activated via the “Cards” tab in the ATRIUM software.
Cards may also be added sequentially using the on-board MODE button; refer to the AC22 2-Door
Controller instruction manual for more information.

16 | cdvigroup.com
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¢ Activation Date: Indicates the date the user becomes valid. Enter the year, month, day and time
of the day the user becomes valid or click on the calendar icon and select the date and time. The
user will become active at selected activation date and time.

o Expiry Date: Indicates the date the user becomes invalid. This is useful for personnel on contract
which would require an access for a specific period of time. Enter the year, month, day and time of
the day the user expires or click on the calendar icon and select the date and time. The user will
expires at the selected date and time. For permanent users, do not select an expiration date (leave
the field empty).

e Language: ATRIUM supports several languages. Select the language this user will use when
accessing the ATRIUM software or web server. The user must have a system login ID and password.

cdvigroup.com 17
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Credentials Tab

The Credentials tab allows to assign cards, a keypad code and a system login to a user.

r_.a Credentiale Access LEVE'SY WurkY HumeY E\I'E'I‘I"SY Ncrtesw
~Cards
[ Assign i [ Unassign ) [ Add i (ﬂ)
M Master Card | 253:13182 | Master | 2011-10-11 O O O
‘| m »
~Keypad Code ~System Login
(EI Assign a Code ) (EI Assign a Login )
Code: Login ID:
Confirm Code: Password:
Confirm Password:
Password Hint:
(& Allow PC Software Access )
(= Allow Web Access )
Cards
Allows to assign/unassign access card(s), a keypad code (optional) and an ATRIUM system login
(optional).

¢ Assign button: To assign a card to this user, click on the Assign button and select a card from the
list. The cards are listed with the following information: Active, ID, Display Name, Number, User,
Activation Date, Expiry Date, Lost, Stolen, and Programming Card. Valid and invalid cards are listed
and can be selected but a card will not be operational until its status is changed to Active.

e Unassign button: To unassign a card, select a card from the list of cards and click on the Unassign
button.

¢ Add button: To add a new card, click on the Add button. Refer to “"Adding a Card” on page 24 for
more information.

o Edit button: To edit a card, select a card from the list of cards and click on edit. Refer to “"Adding a
Card” for more information.

Keypad Code

¢ Assign a Code: When selected, allows to assign a code to access a door that is configured to use
keypad codes.

e Code: The code must contain five digits and must be unique. Each digit can be any numerical value
from zero to nine.

o Confirm Code: Re-enter the code for confirmation.

18 | cdvigroup.com
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System Login
Allows the user to login to the ATRIUM software and/or web server.

¢ Assign a Login: Select this check box to enable the access to the PC and/or ATRIUM’s Web server
for this user.

¢ Login ID: Enter a login name that will be used to access the PC and/or ATRIUM’s Web server. Up to
32 characters are allowed.

e Password: Enter the password that will be used to access the PC and/or WATRIUM’s Web server..
Up to 32 characters are allowed.

¢ Confirm Password: Re-enter the password for confirmation.

¢ Password Hint: Enter a password hint that will help you remember your password in case you
forget the password.

* Allow PC Software Access: When selected, gives access to the PC version of the ATRIUM
software.

o Allow Web Access: When selected, gives access to the Web server.

cdvigroup.com 19
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Access Levels Tab

The access levels tab specifies the area(s) in the building the user will have access to and during which time
periods.

Credentials | ' Access lEU'ElSY WnrkY HnmeY Euen15\|/ Nutesw

~ Access Levels

(assign ) ( Unassign ) (add ) ( Edit )

B |Access Level Always| 2

Access Levels

¢ Assign: Click on the Assign button and select the access level(s) to be assigned to the user. For
information, refer to “Access Levels” on page 38. If two or more access levels are assigned to a user,
access is granted as long as one of the defined access levels is valid when the card is presented.

e Unassign: Select an access level from the list and click on the Unassign button to revoke this
access level for the user.

e Add: Allows to define a new access level. Click on the Add button to add a new access level. Refer
to “"Adding an Access Level” for more information.

o Edit: Allows to edit an access level. Refer to "Adding an Access Level” on page 38 for more
information.

cdvigroup.com
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Work Tab

The Work tab allows to enter the user’s professional contact information.

( Credentiale

Access LeveIsY, WnrkY

~ Work Information

HomeY

E\.-enIsY

Notesw

Company: |
Job Title:

Supervisor: ( W i

Street:

City:

State/Province:
Z1P/Postal Code:
Country:

Phone Mumber:
Mabile Phone Number:
E-mail Address:

Home Tab

The Home tab allows to enter the user’s personal contact information.

r CrederltialsT

Access Le'\relsT WorkY, HomeT

~ Personal Information

E\renlsT

Notes_\l

Street: |
City:
State/Province:
Z1P/Postal Code:
Country:

Phone Number:

Maobile Phone Number:

Events Tab

The Events tab lists, in real-time, the selected user’s related events. Refer to "Events” on page 57 for more

information.

( Crederltiale

Access LeveIsY WDrlLY

HomeY 4 E\renis\r’

Notesw

(iew Details ) (B Access ) (@ Security ) (@ Alams ) (@

Trcubles) ([1 Others)

Date & Time Description Object Instigator
2012-05-19 10:40:24 [User Logged In Using Atrium PC Software | User Login: User: USERT 4
2012-04-20 11:05:47 [User Logged In Using Atrium PC Software | User Login: User: USER T
2012-04-20 10:59:26 | User Logged In Using Atrium PC Software | User Login: User: USER T
2012-04-20 10:57:57 | Programming Initialized Firmware: User: USER T
2012-04-20 10:56:38 | User Logged In Using Atrium PC Software | User Login: User: USER T
2012-04-20 10:41:43 | Edlited Card: Card2 User: USER 1
2012-04-20 10:41:18 | Edlited Card: Cardl User: USER I
2012-04-20 10:40:51 | Deleted Card: Card2 User: USER I
2012-04-20 10:40:47 | Deleted Card: Cardl User: USER I
2012-04-20 10:40:38 | Edlited Card: Card2 User: USER I
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Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

Save Button
Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.

MODIFYING A USER

Select a user from the list and click on the Edit button. See “Adding a User” for more information.

DELETING A USER

Select the user from the list and click the Delete button. A dialogue box will appear requesting confirmation.

@ Master and Installer users cannot be deleted.
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CARDS

Allows to define the details pertaining to the card. The card may be associated to a user directly from the Card
Properties window while defining the card or later from either the Card Properties or User Properties windows.

From the Dashboard tab, click on the Cards icon. From this page, cards may be added, edited, or deleted.

|J Cards

Card Enrollment

(ﬂ) @ (‘Del_ete) (D Listen for Mew Cards on Reader: ) C )
| [MASTER  [1042345[USERMASTER __[202:04-200000l [ | O |

*  PROGRAMMING 1:12345  USER PROGRAMMING 2012-04-20 00:00

By default the following cards are defined:

e MASTER Card: This card is active, no expiration date, 26-bit format, and is assigned to
USER MASTER.

* PROGRAMMING Card: This card is active, no expiration date, 26-bit format, has the Programming
Card option enabled, and is assigned to USER PROGRAMMING.

/I\ A card set as a Programming Card cannot be used as an access card.
-
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ADDING A CARD
ay be added either using the Add button or the “Card Enroliment mode”.

The card m

C

ards may also be added sequentially using either an access card followed by a programming

more information. The access card must be assigned to a user having the option “"Can Program

@ card or the on-board MODE button; refer to the AC22 2-Door Controller instruction manual for

Cards” selected; refer to “User General Information” on page 16. The programming card must have

P

rogramming Card enabled; see “Options Tab” on page 25.

From the Dashboard tab, click on Cards, and click on the Add button.

g& Card Properties Pr—
~ General Information r, OPﬁ““sY Notes\|
Display Name:| ~Options

(=

Active M@ Lost

User: |, e ; (El Stalen
Activation Date:| 2012-04-17 00:00 ] (D Pragramming Card
]

Expiry Date:| lone

e N N

~ Mumber

F:urmat:t i 1

Mumkber:

Heax: | |

Save Cancel

General Information

Display Name: Identifies the card throughout the ATRIUM software. We recommend using a name
that is representative of the card.

Active: When selected, indicates that the card is active.

User: Allows to assign this card to a user. You can leave this field empty allowing you to assign this
card to a user in the “Users” menu.

Activation Date: Allows to enter the date the card becomes valid. Enter the year, month, day and
time of the day the card becomes valid or click on the calendar icon and select the date. The card
will become active at selected activation date and time.

Expiry Date: Allows to enter the date the card expires. This is useful for personnel on contract
which would require an access for a specific period of time. Enter either the year, month, day and
time of the day the card expires or click on the calendar icon and select the date and time. The card
will expires at selected date and time. For permanent cards, do not select an expiration date.
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Number

Options

%,

e Format: Choices are 26-bit, 30-bit, 44-bit, and Track 2.

e Number and Hex: The card number can be found printed directly on the card or written on a
cross-reference sheet. Depending on the Format selected, the card humber may contain a family
number followed by the card number. The family number is always the first part of the number and
is usually followed by a colon (e.g. 123:45678). The card number is always the second part of the

number and is usually preceded by a colon (e.g. 123:45678). If you cannot locate the card number,

you can either use the Card Enrollment option (see “Card Enrollment” on page 26) or present the
card to any reader in the system and its family and card number will appear in the Instigator
column of the real-time Events window (refer to "Events” on page 57). When you have located the
correct family and card numbers, type the family number in the first field and the card number in
the second field. Alternatively, enter the card number in hexadecimal in the Hex field. Entering the
Card Number in decimal format will affect the Card Number (HEX) field and vice versa.

Tab
e Lost: When selected, the card status becomes lost.

o Stolen: When selected, the card status become stolen.

When the Lost and/or Stolen check box is selected, the card’s privileges are indefinitely revoked
without having to deactivate or remove the card from the database. As soon as you click Save, the
card can no longer be used until its option status is changed.

e Programming Card: When selected, allows to use this card to add cards sequentially through a
door reader; refer to the 2-Door Controller instruction manual for the card enrollment procedure
using the MASTER and PROGRAMMING cards. Each card added will be assigned to a new user that
will have the same access levels as the user assigned to the Programming Card.

A card set as a Programming Card cannot be used as an access card.

A\
&

Cards may be added using the “Card Enrollment mode”, see page 26.

Cards may also be added sequentially using the on-board MODE button; refer to the 2-Door Controller

instruction manual for more information.

Notes Tab

Use the N

otes text field to record any additional notes that may be required. We recommend that you keep a

log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.
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MODIFYING A CARD

Select a card from the list and click on the Edit button. See “Adding a Card” on page 24 for more information.

DELETING A CARD

To delete an existing card, select the card from the list and click on the Delete button. A dialogue box will
appear requesting confirmation.

CARD ENROLLMENT

This option allows to add one or multiples cards sequentially through the selected door reader.

To use the card enrollment feature:

1.Select the “Listen for New Cards on Reader” check box to enable this feature.
2.Select a card reader from the list.

3.Present, one by one, the new cards to be added to the system.

4.For each card presented, a card properties window pops up.

5.For each card, set its name and configure the other parameters as required. See “Adding a Card” on
page 24 for more information. Each added card has the following settings by default:

e Enabled

* Not assigned

¢ No expiry date

e Card number and format automatically set

6.Click on Save to complete the addition of the card.

The card enrollment mode ends when no new card is presented for 5 minutes or when the “Listen for
New Cards on Reader” check box is cleared.
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 NsTALLATION MaNUAL
Al1l0

ATRIUM Software V2.0 :-'

HOLIDAYS

Holidays define which days in a year are considered as exception. Holidays can be included or excluded from a
schedule (refer to “Holidays Tab” on page 33). The holiday is defined by selecting both the start date and time,
then the duration. The holiday can be configured to repeat every year. The holiday can be configured to be the
same day of the week based on the week the holiday occurs (for example, the first Monday of September).

From the Dashboard tab, click on the Holidays icon. From this page, holidays may be added, edited and
deleted.

(. Holidays |
(add ) ( edit ) ( Delete )

Active | Display Name | ID | Date Start Time | Duration
B |MNewYear 1 |2011-01-01, repeats every year. | 00:00 01:00:00
& | Christmas 2 | 2010-12-25, repeats every year. | 00:00 01:00:00

By default the following holidays are defined:
e New Year

i

-“E-\\ Holiday Properties

~General Information / Motes

Display Mame: New Year

- Motes
I\L—J Active )
Date:| 2011-01-01 |

Start Time:| 00:00 |
Length (ddshh:mm:| 01:00:00 |

I\L_J Oceurs Yearly )

-

Sunday

l{D Use Relative Day:

-

l/ Save ) l/ Cancel )

e Christmas

i

.”ﬁ-\‘u Holiday Properties

 General Information / Notes

Display Mame Chr'stmasl

r Notes
I:L—J Active )
Date:| 2010-12-25 |

Start Time:| 00:00 |
Length (ddshhomm:| 01:00:00 |

(& Occurs Yearly )

-~

SUNG

day

(O Use Relative Day: )

-

l{ Save | l{ Cancel }
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ADDING A HOLIDAY
From the Dashboard tab, click on the Holiday icon and click on the Add button.

g& Holiday Properties

~ General Information

Length (dcthh:mm):| 01:00:00 |

L X
~  MNotes
Display Name: | New Year _Notes
(EJ Active )
Cate] 2011-01-01 |

Start Time:| 00:00 |

(El Occurs Yearly )

(I:I Use Relative Day: ) (_Sunday~ ) -

Save Cancel

General Information

Display Name: Identifies the holiday throughout the ATRIUM software. We recommend using a
name that is representative of the holiday.

Active: When selected, activates the usage of the holiday.

Date: Enter the date of the holiday (yyyy:mm:dd) or select the date using the calendar icon to the
right of the date field.

Start Time: Enter the time the holiday starts (hh:mm).
Length (dd:hh:mm): Enter the duration of the holiday (dd:hh:mm).
Occurs Yearly: When selected, repeats the holiday every year.

Use Relative Day: Enable “Use Relative Day” if the holiday occurs always the same day of the
week. Select the day of the week the holiday occurs. The date entered in the Date field will be used
to automatically adjust the holiday date based on which day the holiday occurs. For example if the
holiday occurs on the third Monday of May, the date will be adjusted to respect these criteria.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button
Use the cancel button to ignore changes.
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MODIFYING A HOLIDAY

Select a holiday from the list and click on the Edit button. See “Adding a Holiday” on page 28 for more
information.

DELETING A HOLIDAY

To delete an existing holiday, select the holiday from the list and click on the Delete button. A dialogue box will
appear requesting confirmation.
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SCHEDULES

A schedule can be used to unlock doors, control access to areas, and much more. Schedules play an important
role in the operation of many ATRIUM functions and are widely used throughout the software (see “Where
Schedules Can be Used” below). A schedule is made up of time periods which determine when that schedule
will be valid. Each period in a schedule specifies the days and times the schedule will be valid.

From the Dashboard tab, click on the Schedules icon. From this page, schedules may be added, edited, and
deleted.

- Schedule

Gon) (&) )

Schachule Abwarys. | Saturday 1, from 00400 fo D000

= El

g |Schedule Progrmming| 3 |Saturday 1, from 82:50 to 80:00; Sundiay 1, from B2:00 to 2:00; Monday 3, from 50430 o 8040, Tusscday 1, from D000 to 0008, Widnerday 1, from 0003 to 000 Thursday 1, fom 6000 o 002
B[Oy SR 1 4 |Maondey 1, from 0800 to 1400 Tussday 1, from 0500 to 14:00; Wednesday 1, from 0830 to 14:00; Thersday 1, from 0800 to 14:00: Fricley 1, from 0603 to 1403,

B | Twening Shifs 1 5 |Mondey 1, from 1400 to 2200 Tussday 1, from 14200 to 22:00; Wednesday 1, from 14230 to 22:00; Thersday 1, from 1400 to 2200 Fricey 1, from 1400 to 2200, o
B |Mighe Shift 1 & |Sundsy !, from 2300 1 0600; Monday 1, fam 2200 82 0600, Tustdyy 1, from 2200 to D500; Wednetdyy 1, from 2300 16 DEO0: Therediy 1, froms 22400 to DED0; 1
B |Day SR T |Mandey 1, froms 0800 b 1EO0 Tustday 1, from 0R00 1o 1600; Wednaaday 1, fram 0800 1o 16:00; Thurtday 1, from QBOD te 1800 Fricey 1, from 0R:00 ta 1600,

B |Fwening Skt 3 & |Mandey 1, frems 1600 b D000 Tussday 1, from. 1600 to D0:00; Wednaaday 1, fram 1600 to 00:00; Thurtday 1, from 1800 te D000 Fricey 1, frams LEDD ta 0000,

B |Mighe Shi 2 @ |Mandey 1, frems 0000 b DROC Tustday 1, from D000 to (8:00; Wednaaday 1, fram 00:00 1o (8:00; Thurtday 1, from 0000 e DROG: Fricey 1, from D000 o 0RO,

B [AoMaoEF L0 | Sundasy 1, drom 0700 10 10:00; Mondsy 1, fam 07:00 0o 1000, Tustday 1, from 0700 t 19:00; Wadnatday 1, from 07.00 16 19:00:

B[4 OM 3o 11 |Mandey 1, frems 0700 b 1000 Tussday 1, from 0700 1o 19:00; Wednasday 1, fram 07:00 1o 10:00; Thurpaay 1, from O7:00 ta 1900

B [N 12 | Saturday 1, from 050016 1800 Manday 1, from 1000 8 0600, Sundwy 1, from 0600 16 10:00; Tusedey 1, froan LRAOD o 060D,

B [seapoH 13 | Manday 1, fram 0630 b 1530, Tustdlay 1, fram 08:30 1o 15:30; Weednesday 1, fram 08:30 1o 15:30; Thoreday 1, from D630 ta 15:30; Meadwy 2, fram 0530 10 1530; Twscday 7, foaen D630 b2 15

m »

By default several schedules are defined. The Never and Always schedules cannot be modified or deleted.

¢ Always: This schedule is valid 24 hours a day, 365 days per year including any programmed
holidays.

e Never: This schedule is invalid at all times.

The other pre-defined schedules are not described here. Use the Edit button to see the parameters of
each schedule and to adapt the schedule to your own needs if required.

Where Schedules Can be Used

USED IN ‘ AFFECTS ‘ REFER TO
Access Levels Areas access “Access Levels” on page 38
Door Unlock Schedule “Schedule” on page 43
Door
REX Unlock Schedule “Unlock Options” on page 45
Macro Macro Schedule “Macros” on page 77
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ADDING A SCHEDULE
From the Dashboard tab, click on the Schedules icon and then on the Add button.

Schedule Properties

General informatio (T Seheule | Holidays | Notes |
Z!'iul.l;.lhjrreli__ = = == D —

(]| e o - 2monemerzsns |+ =
o ol = — T T Y Y T N [T
Cyche Lrgth [edaysh TE 000

00

40
ey
atey
ey
m Double-click calendar grid to add a new time perind.

() (o)

General Information

¢ Display Name: Identifies the schedule throughout the ATRIUM software. We recommend using a
name that is representative of the schedule.

¢ Active: When selected, activates the schedule.

o Start Date: Enter an initiating date for this schedule (yyyy:mm:dd) or select a date using the
calendar icon next to the Start Date field. The schedule starts at the date specified.

¢ Cycle Length (days): The schedule is repeated after the number of days specified. The Schedule
tab displays up to 7 days at once. If the schedule is based on more than 7 days, use the right/left
scrolling arrows located at the top right of the window to access the other days.
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Schedule Tab

The schedule tab allows to set the time period(s) per day.

[ Schedule | Holidays | Notes |

‘ Week | ‘ Month ‘ 6 - 12 Movember 2011 E E‘

|I.']6 Sunday |O? Manday |DS Tuesday 09 Wednesday 10 Thursday 11 Friday |12 Saturday

0:00

2:00

6:00

2:00

12:00

15:00

18:00

21:00

(=X - Double-click calendar grid to add a new time period.

e Week button: Displays a week-based view.
e Month button: Displays a month-based view.

e Zoom “'+" and '-"' buttons: Increase and decrease the calendar grid granularity. The granularity
goes from 5 minute to 1 hour increments. The Zoom buttons are only available in the Week view.

To add a time period:
1.Double-click the corresponding day in the calendar grid to add a new time period.
2.Extend the created period to the desired starting and ending times.

3.Proceed with steps 1 and 2 to add additional time periods the same day or to other days.

To delete a time period:

¢ Click on the desired time period and click on X to delete the time period.
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Holidays Tab

Allows to include or exclude holidays to/from the schedule. A schedule with an included holiday will remain
valid. A schedule with an excluded holiday will become invalid for the duration of the holiday.

G Holidays must be defined first, refer to “Holidays” for more information.

Included Holidays and Excluded Holidays

An included holiday adds the holiday period to the regular schedule while an excluded holiday removes the

Schedulel 4 Holida}rs\( Notesw

rIncluded Holid
[ Assign i Unassign ) [ Add I

Active | Display Name | 1D | Date [ start Time | Duration |

- Excluded Holidays

[ Assign I [ Add I

Unassign

Active | Display Name | 1D | Date | start Time | Duration |

holiday period from the regular schedule.

%

e Assign: Select the holidays that should be included/excluded in/from the current schedule and click

on Assign.

¢ Unassign: Select the holiday that should be removed from the list of included/excluded and click

on Unassign.

The choice of including and excluding a specific holiday must be exclusive (not both).

¢ Add: Allows to define and add a new holiday. Click on the Add button to add a new holiday. Refer
to “"Adding a Holiday” on page 28 for more information.

¢ Edit: Allows to edit a holiday. Select a holiday from the list and click on Edit. Refer to “Adding a
Holiday” on page 28 for more information.

cdvigroup.com
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Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

MODIFYING A SCHEDULE

Select a schedule from the list and click on the Edit button. See “Adding a Schedule” on page 31 for more
information.

DELETING A SCHEDULE

To delete an existing schedule, select the schedule from the list and click on the Delete button. A dialogue box
will appear requesting confirmation.
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AREAS

Programming areas determines the different access rooms that will be controlled by the ATRIUM system. Once
defined, an area can be assigned to an access level which can be assigned to one or more users/card holders.

Area are an important concept in the ATRIUM system. Instead of giving access to doors, ATRIUM gives access
to areas. Thus, if a user has access to an area, it will be possible for him to access the area using any door that
directly gives access to that area. This avoids having to configure the access for each door individually for this
user.

The ATRIUM Access Control System differs from all Example of Areas
the other access control system on the market

today. The existing access control system

determines access levels based on a door to Door 3

door basis while ATRIUM determines access

levels based on areas delimited by doors. This .
new method greatly simplifies the programming Z Cafeteria
of the system. Since an area (room) can consist 02 - President’s tz

of many doors, with ATRIUM, you only need to Office
tell the system that a group of user has access
to this room (area) or not and not which door
of this room. In some installations, some rooms
can have 10 or more access points (doors).
With ATRIUM, as soon as you tell the system
that a group of user (access levels) have access

Door 2

o
§ ; 03 - Conference Room
N

to this room, all the door leading to this room § 01-Reception & Hallway

are added. This is also a great innovation when N |

adding a new door between two rooms (areas). 'y i g?; :
Since you have already defined the access levels & 04 - Production
based on areas (rooms), when you add a new New door between

door between two existing areas, you do not Production and Shipping Door 10
need to modify any of the access levels. The areas

programming is already done, no need to add . = ’ |
this door to the access level. Adding a door thus Lleccsttng t:ng

becomes very simple and very efficient. 05 - Shipping

The ATRIUM system then decides to grant
access, or not, to a door only if the destination
room (area) is accessible to this user (defined g

in his access level) within the defined access 06 - Server Room t:S Poor?
schedule (also defined in the access level). This
principle is similar to crossing borders between
countries. The country decides if you are allowed
to enter insides its borders or not; the same applies to the ATRIUM access control system which decides if you
are allowed to enter in the room (area) or not based on access levels, access schedules and other conditions.

9 Jooqg

Loading Dock

From the Dashboard tab, click on the Areas tab. From this page, areas may be added, edited, and deleted.

( Areas

[ Display Name | 1D | Module Serial #
Area 01 1 |00-00-03-17

By default only the Area 01 is defined.
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ADDING AN AREA
From the Dashboard tab, click on the Areas tab and then click on the Add button.

g& Area Properties
~General Information r, Eveni:-Y Notesj
Display Mame:
spay ame| f:, ew Deta s) (EI Access:) (EI Security:) (E! .&Iarms) (El TroubIES) (Ei Others)
- Anti-Passback
(;' == o ) Date & Time | Description | Object | Instigator |
Schedule: ( )
(EI Anti—PassbackDelay[minutes}l:) 1=
Type:("}oft.ﬂ«":-l:'aszback )
(D Reset Time: )
i

Save Cancel

General Information

+ Display Name: Identifies the area throughout the ATRIUM software. We recommend using a hame
that is representative of the area.

Anti-Passback

You can use anti-passback to closely monitor the movements of users and prevent any tailgating. Tailgating
occurs when a user does not use a card at the reader and enters through the door opened by another user
who has already used their card. To use this feature, each door of the selected area must have readers on each
side. When a user present is card to an “Entry reader”, the system labels the user as in. The next time the
user present is card, it must be presented to an “Exit reader”, in which case user will be labeled as out. Two
subsequent Entries or two subsequent Exits will cause the system to generate the appropriate Access Denied -
Anti-passback violation event.

Active: When selected, indicates that the anti-passback is active.
e Schedule: Select the period of time at which anti-passback will be operational.

¢ Anti-passback delay (minutes): Anti-passback delay prevents user from entering the same area
twice during a set time duration. This is useful where there is an exit button or turnstile and no
“Exit reader”. It would prevent a user being able to enter an area and hand their card immediately
to a friend or colleague to also gain entry.

e Type: There are two anti-passback mode, soft and hard. The soft mode will generate an event and
access will be granted, while hard mode will generate an event but the access will be denied.

* Reset Time: The reset time is the time at which the anti-passback of the selected area will be reset
and each user that are within the sector will be given to unknown.
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Events Tab

The Events tab lists in real-time the selected area events. Refer to “"Events” on page 57 for more
information.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

Save Button
Use the save button to save changes.

Cancel Button
Use the cancel button to ignore changes.

MODIFYING AN AREA

Select an area from the list and click on the Edit button. See “Adding an Area” on page 36 for more information.

DELETING AN AREA

To delete an existing area, select the area from the list and click on the Delete button. A dialogue box will
appear requesting confirmation.
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ACCESS LEVELS

Access levels determine which areas in the building a user will have access to and during which schedules. This
is done by enabling the access level and then assigning a schedule to each area.

/!\ In order to define access levels, you must first create Areas and Schedules.

From the Dashboard tab, click on the Access Levels icon. From this page, access levels may be added, edited,
and deleted.

£ Mﬂhﬂh‘j

B |Aesess Level Abuiys 2
| ActesLevel Programming 3
[ _[shioping 4

By default the following access levels are defined:

¢ Access Level Always: This access level has the Schedule Always assigned to all areas meaning
that the access is valid 24 hours a day, 365 days per year including any programmed Holidays. This
access level cannot be modified or deleted.

¢ Access Level Programming: This access level has the Learning Mode schedule assigned to all
areas meaning that the access is by default valid 24 hours a day, 365 days per year including any
programmed Holidays. This can be modified.

ADDING AN ACCESS LEVEL

From the Dashboard tab, click on the Access Levels tab and click on the Add button.

& Access Level Properties | X ]
General Information (7 Areas)|  Notes
Display Name:[ |
(E ) Meodule: 00-00-03-17
Acti
- Area 01 (Schedule Never v)
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General Information

+ Display Name: Identifies the access level throughout the ATRIUM software. We recommend using
a name that is representative of the access level.

e Active: When selected, activates the access level.

Areas Tab

Assign a schedule to each area to determine which areas (rooms) in the system a user, having this access level,
will have access to and during which periods.

@ Areas (page 35) and Schedules (page 30) must be defined first.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.

MODIFYING AN ACCESS LEVEL

Select an access level from the list and click on the Edit button. See “Adding an Access Level” on page 38 for
more information.

DELETING AN ACCESS LEVEL

To delete an existing access level, select the access level from the list and click on the Delete button. A
dialogue box will appear requesting confirmation. The Access Level Always cannot be deleted.
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DOORS

The term door refers to any access point controlled by a reader and/or keypad such as a door, turnstile, gate,
cabinet, etc. To control entry and exit through an access point (door), a reader and/or keypad can be used on
both sides of the door.

The use of door contacts on all controlled doors is highly recommended since it greatly enhances the level of
security provided by an access control system. Many of the door’s programmable options can only be used if a
door contact is installed.

Each 2-Door controller (AC22) supports two readers and up to four 2-Door Expansion Modules (AX22), which
provide an additional 2 doors each. Therefore, each controller can monitor the state of up to 10 doors.

are listed. To access doors per ATRIUM controller or door expander, refer to “"System Overview” on

@ All doors of the ATRIUM access control system including the ATRIUM controller and all door expanders
page 62.

From the Dashboard tab, click on the Doors icon. From this page, doors may be edited and manual control
may be applied.

o Doom |

@ [ Goant desess | PU Deable Aecess [ )

B O0-00-00-1& Door 01 B |00-00-00-14 _j = Dsor Lok 00| Expander Door 01 Contact Espander Beader 1 Aares 01 Espander Door 01 Bax
o [t ¢+ wwon [ @] =  |Doerieck 0iftxpander Door 02 Contct | Esmander Reader drea 01 Ixpander Doar 02 Rex
o [00-90-01-0%Decrl |1 [o0-00-01-0F ] == |Ewer 1 Lock | Boar 02 Contact Reader 1 e 0L ==

o [teso-fi-nkbecrod |2 [e0-00-bi-af i3 == [Ewertd Lok | Boor 02 Contact Reader 2 Aurea 0L Door 02 Rex

* | Lagend

| Closed &) Pre-tiam A tocked s Untocked fig Uietedber = o Disbied ) Troukle

‘-ﬁp- "Ilhhhmu'md i potaiby iwah == cress Prabled  F Unknown
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LEGEND for ‘ ICON ‘

Status

NAME DESCRIPTION
| Closed Indicates that the door is closed.
| Open Indicates that the door is opened.
Indicates that the door has been opened for too long. This state
. Pre-Alarm lasts until either the door is closed, returning its status to Closed,

or the Open Too Long alarm expires, changing the door’s status to
In Alarm/Forced.

In Alarm/Forced

Indicates that the door is forced open or was left opened too long.

Lock Status

Locked

Indicates that the door is locked following its programmed
parameters.

Locked by Operator

Indicates that the door has been manually locked by the operator.

Unlocked

Indicates the door is unlocked following its programmed
parameters.

Unlocked by Operator

Indicates that the door is manually unlocked by the operator.

Unlocked for Access

Indicates that the door is unlocked following a valid access event.

Access Status

Access Disabled

Access to the door has been manually de-activated by the operator.

e ® @® @)

Access Enabled

Access to the door is allowed following its programmed parameters.

Indicates that the ATRIUM software is not able to retrieve the

ﬁ Trouble status of an expander’s door contact because the module is
probably turned off.
—~ Indicates that either the module is not synchronized or the module
f_f_ Unknown has an older firmware version that is not compatible with the

ATRIUM software.

cdvigroup.com
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MODIFYING A DOOR

From the Dashboard tab, click on the Doors icon, select/highlight a door in the list and click the Edit button.

g& Door Properties

r General Information
Display Marme: 00-00-02-01: Door 01

(=] Active )
r Options
(D Relocks On Door Open )
(@ Relocks On Door Close )
(D Can Be Left Open )
r Schedule
Unlock Schedule: (Schedule Never v]
(D Unlocks on First Access/First Man In )
r Timing

Unlack Time {seconds): g

Extended Time (seconds): =

Cpen Too Long Pre-Alarm (seconds): =
Cpen Too Long Alarm (seconds): =

——
(1 Conﬁguration\l/ EvenisY Notesw

Side A Side B

Area: Area:

I - i {_ Area 01 (00-00-02-01) > i

j_ Contact Input:
W ( Door 01 Contact (00-00+ 1

REX: o REX:

I = i ? | Door 01 Rex (00-00-02-01) ~ i

Reader: Reader:

(_ Reader 1 (00-00-02-01) - i I ) i

- Lock:
q io Door 01 Lock (00-00~
 Unlock Opti r Unlock Options
@ wd |O ...and PIN p' & ou O ...and PIN )"
(EI Keypad Code ) (E Keypad Code )
(D REX H [0 .. evenIf Door Open ) [(E REX ” [0 .. evenIf Door Open )
REX Schedule: (_ Schedule Never ~) REX Schedule: (_ Schedule Always D!
(@] Interlock On This Side ) @ Interlock On This Side )
=

General Information

o Display Name: Identifies the door throughout the ATRIUM software. We recommend using a name
that is representative of the door.

e Active: When selected, activates the usage of this door.

Options

¢ Relocks on Door Open: Select the Relocks On Door Open check box to relock the door as soon
as it opens. When the check box is cleared, the system relocks the door when the unlock time has
elapsed (see Unlock Time).

¢ Relocks on Door Close: Select the Relocks On Door Close check box to relock the door as soon as

the door closes.

e Can be Left Open: Select the Can be Left Open check box to allow a door to stay open without
generating a door open too long alarm.

42
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Schedule

Timing

Unlock Schedule: Select the schedule during which the door will automatically unlock. For
example, you may want a door to remain unlocked from 9 a.m. to 5 p.m. Monday to Friday. To do
so, create the appropriate schedule and select it from the Unlock Schedule drop-down list. Refer to
“Schedules” on page 30 for more information.

Unlocks on First Access/First Man In: Select the Unlocks on First Access/First Man In check box
to prevent the door from unlocking automatically until the first user with valid access presents his
card at the door.

Unlock Time (seconds): Enter a value between 1 and 254 seconds (Default: 5 seconds).
Represents the amount of time the door will remain unlocked when an access granted or unlock
event is generated at the door.

Extended Time (seconds): When a user is granted access, the controller will unlock the door

for the period defined by the Unlock Time. However, if the user has been programmed with the
extended time allowed (see Allow Extended Time on page 16), the controller will unlock the door for
the duration of the Unlock Time in addition to the value programmed in the Extended Time. In the
Extended access text field, type a value between 1 and 254 seconds (Default: 15 seconds). This
option is particularly useful for individuals that may require more time to access the door.

Open Too long Pre-Alarm (seconds): Before generating an Open too long event, the controller
can be programmed to generate a pre-alarm as a warning of the upcoming alarm. Enter a value
between 1 and 254 seconds (Default: 45 seconds) that represents the amount of time a door can
remain open after an access granted or door unlock event before generating a door left open event.

Open Too Long Alarm (seconds): Enter a value between 1 and 254 seconds (Default: 15
seconds) that added with the Open Too Long Pre-Alarm value represents the amount of time a door
can remain open after an Access Granted or Door Unlock event before generating a Door Open Too
Long event (see example on page 44).
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Example of open too long pre-alarm and open too long alarm

] Door is still open After 60 seconds, the
Door is opened after 45 seconds door has never closed
——] ——] —— i
) ) — of
| | | | || p i
0 sec. 45 sec. 60 sec.
Generate Generate Generate
“Door Unlocked for Acces” “Door Pre-Alarm” “Door Alarm”
event event event
Open Too Long Pre-Alarm Time Open Too Long Alarm Time
(45 seconds) (15 seconds)
Pulse Beep Steady Beep
Starts Here Starts Here

Configuration Tab - Side A and Side B

Allows to define the options for devices on both sides of the door: Side A and Side B.

Area

Select the area from the list for each side of the door. Leave the field empty if the side of the door is
outside the building.

REX

If there is a REX associated with this side of the door, select the REX from the list, otherwise leave
the field empty.

Reader

If there is a reader associated with this side of the door, select the door from the list, otherwise
leave the field empty.

Contact Input

Select the door’s contact from the list.

Lock

Select the door’s lock from the list.
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Unlock Options

Card: When selected, allows to use a card to access this door. Used when a reader is installed at
the door

... and PIN: When selected, specifies that the user, after presenting his card, has to enter a PIN
(Personal Identification Number) on the door keypad to access this door. Refer to “Keypad Code” on
page 18 for more information. Used when both a reader and a keypad are installed for this door.

Keypad Code: When selected, allows to use a PIN (Personal Identification Number) to access this
door. Refer to “Keypad Code” on page 18 for more information. Used when a keypad is installed.

REX: When selected, unlocks the door when the controller receives a valid Request for Exit (the
door must be closed and locked when the option “... even if Door Open” is not selected).

... even if Door Open: When selected, unlocks the door regardless of its current status (i.e. Door
forced, Door open too long, etc.) when receiving a valid request for exit (REX).

REX Schedule: Allows to select the schedule that will specify when the REX can be used.

Interlock On This Side: When selected, it activate interlock mode. This feature allows you to
set up the doors, within the same area, for use with Interlock (Mantrap) applications. A “mantrap”
consists of two or many doors, each controlled by a card reader and/or keypad. When one of the
doors is open or unlock, it is impossible to open the other door until all interlock doors are closed.
An input is required if the door will be used in a "“mantrap” configuration.

Events Tab

The Events tab lists in real-time the events associated to this door. Refer to Events on page 57 for more
information.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.
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The following buttons allow to manually change the state of a door. These changes override the
normal scheduled state. To cancel the override command, click on the Reset button.

DOOR CONTROL BUTTON

The following button allows to manually control the access to this door.

Reset _ Doors

Cancels the operator’s override door control, ( Edit ) ( e H] ( DT H )
returning the door to its current scheduled

e ' ( — ) _
00-00-00-14 .
- 0 ( Lock )

N
i E
00-00-00-14 |
Lock ( Unlock ) ! ﬂ’
nloc _00-01 - g
Manually locks the selected door if it was o M Pl ) ﬂ
unlocked either on schedule, manually or by & A ( GrantAccess  )[]oo-00-01-02 ) @

an operator. =
( Grant Extended Access )

Unlock

Manually unlocks the selected door, overriding its scheduled state. The door will remain unlocked permanently.
Use the reset button to enable schedule settings.

Grant Access

Manually unlocks the selected door temporarily for the period specified by the door’s Unlock Time.

Grant Extended Access

Manually unlocks the selected door for the period corresponding to the addition of the door’s Unlock Time and
Extended Timeperiods.

DOOR ACCESS BUTTON

Allows to manually activate or deactivate the access to this door.

Disable Access - Doors
Manually revokes the access to this door by (Edit ) ( GrantAccess |..) ( Disable Access [i.}

disabling its readers and REX devices.
Disable Access
Enable Access

Main Entrance AC22 Door 11 |00-00-01-02

00-00-00-14: Door 014

Enable Access 00-00-00-14: Door 02

£l

Manually returns the door to its programmed
parameters.

El

mn  |Accounting ACZ2 Door 02 |2 |00-00-01-02
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RELAYS

Typically, relays are used to activate alarm sounders or other devices such as lighting control units and air
conditioners. Relays are controlled using macros. For example, a relay can be activated by a macro when the
trigger event occurs whithin the schedule (refer to “Macros” on page 77).

The controller includes two relay outputs.

From the Dashboard tab, click on the Relays icon. From this page, relays may be edited, manual control may
be applied and live status may be displayed.

(i)
NI e :
i Relay O 1 jo0-00-03-17 (m]

5 Moty €0 2 |ooso-os17 o)

=~ Legend
o T Unknown

& o

Relays are only used with macros, refer to “Macros” on page 77 for more information.

MODIFYING A RELAY

From the Dashboard tab, click on Relays icon, select a relay from the list and click on the Edit button.

g‘& Relay Properties s
- General Information . Notes
Display Name: | Relay 01 s
(@ Active )
@ e [l ) il

General Information

+ Display Name: Identifies the relay throughout the ATRIUM software. We recommend using a name
that is representative of the usage of this relay.

e Active: When selected, enables the usage of this relay.

¢ Reversed Logic: When selected, reverses the logic from either normally closed (N.C.) to normally
open (N.O.) or vice-versa. Refer to Jumper Settings from the module instruction manual for more
information on N.C. and N.O.
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Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

Save Button
Use the save button to save changes.

Cancel Button
Use the cancel button to ignore changes.

Legend

ICON ‘ NAME ‘ DESCRIPTION

| Off Indicates that the relay is not activated.

On Indicates that the relay is activated.

Indicates that either the module is not synchronized or the module has an older

Unknown firmware version that is not compatible with the ATRIUM software.

'll
L

RESET

Cancels the operator’s override relay control, returning the relay to its current scheduled or event state.

ACTIVATE

Manually activates the relay, overriding its current scheduled or event state.
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INPUTS

Typically, the inputs are used to monitor the status of door contacts and request for exit devices installed on the

controlled door. Inputs can activate relays reader outputs or the bell outputs through the use of macros.

Each controller includes ten inputs which can be connected using zone doubling technology to monitor up to 20

input devices.

All inputs of the ATRIUM access control system including the ATRIUM controller and all door expanders

are listed. To access Inputs per ATRIUM controller or door expander, refer to “"System Overview” on

page 62.

From the Dashboard tab, click on the Inputs tab. From this page, inputs may be edited and live status may be

displayed.

¢+ Inputs

Single

Active | Display Name | ID | Module Serial # | Connecticn Methed | Reversed Logic | Input Response Time | Input Restore Time
M |Door (1 Contact|1 |00-00-02-14 Single O 100 100
&) |Door 01 Rex 2 |00-00-02-14 Single 0O 100 100
& |Input03 3 |00-00-02-14 Single O 100 100
& |Input 04 4 |00-00-02-14 Single O 100 100
& |Input 03 5 |00-00-02-14 Single O 100 100
i |Door 02 Contact|6 |00-00-02-14 Single O 100 100
& |Door 02 Rex 7 |00-00-02-14 Single O 100 100
& |Input 08 8 |00-00-02-14 Single m| 100 100
& |Input 09 9 |00-00-02-14 Single 0O 100 100
& |Input10 10 (00-00-02-14 Single 0O 100 100
& |Door 01 Contact|1 |00-00-03-17 Single O 100 100
&4 |Door01Rex 2 |00-00-03-17 Single 0O 100 100
& |Input 03 3 |00-00-03-17 Single 0O 100 100
& |Input 04 4 |00-00-03-17 0O 100 100

L & NG 3

fut O A 1T

1n

ET.
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MODIFYING AN INPUT

From the Dashboard tab, click on the Inputs icon, select an input from the list and click on the Edit button.

: ——
."ﬁ\‘u Input Properties o
- General Information P i 1‘]/ Nutes\|

Conneaction Method: |_Single ') .
- Options
Display Mame: Door 01 Csntacﬂ
SESASESESESESES)
12V Z1 GND Z2 Z3 GND Z4 Z5 (L—.J S )
|
(D Reversed Logic
Input Response Time (ms): =
N
'~ Input Restore Time (ms): =

I.{ Save ) I./ Cancel )

General Information

e Connection Method: Select the input connection method:

CONNECTION METHOD

Single

SEE EXAMPLE

“Single without EOL and without TAMPER Supervision
(Limit of 1 Detection Device on the Input)” on page 51.

e "Single with WIRE CUT Supervision
(Limit of 1 Detection Device on the Input)” on page 51

Single with EOL

“Single with WIRE SHORT Supervision
(Limit of 1 Detection Device on the Input)” on page 51.

“Single with WIRE SHORT and WIRE CUT Supervision
(Limit of 1 Detection Device on the Input)” on page 52

Doubled

“Doubled with WIRE CUT Supervision
(2 Detection Device on the Input)” on page 52

Doubled with EOL

“Doubled with WIRE SHORT and WIRE CUT Supervision
(2 Detection Device on the Input)” on page 52

50
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EXAMPLES OF INPUT CONNECTION METHODS

Single without EOL and without TAMPER Supervision
(Limit of 1 detection device per input)

When using this method, only one device can be connected to the
input. The input must be connected using only one Contact (NO or
NC: programmable per INPUT) as described in Figure 1. This setup
will not support WIRE CUT or WIRE SHORT supervision, but will

Figure 1

INPUTS

SESISISISISESIS)

12V Z1GND Z2 Z3GND Z4 Z5

generate an alarm condition when the state of the input is breached. '”i’”i1
[
WIRE SHORT supervision: NO
WIRE CUT supervision: NO
Figure 2
. . L INPUTS
Single with WIRE SHORT Supervision 8660666666

(Limit of 1 detection device per input)

When using this method, only one device can be connected to the
input. The input must be connected using only one Contact, NC
(Figure 2) or NO (Figure 3) per INPUT). This setup will not support
WIRE CUT supervision but offers WIRE SHORT supervision and will
generate an alarm condition when the state of the input is breached.

WIRE SHORT supervision: YES (Detected as INPUT SHORT)
WIRE CUT supervision: NO

12V ZIGND Z2 Z3GND Z4 Z5
EOL
A

1K

Input 1

N

Figure 3

INPUTS

06666668

12V Z1GND 22 Z3GND Z4 Z5

Input 1

AID
1K
Single with WIRE CUT Supervision
(Limit of 1 detection device per input)
When using this method, only one device can be connected to the Figure 4
input. The input must be connected using only one Contact (NO or ~PUTS
NC: programmable per INPUT in Software) as described in Figure 4. 5666660606

This setup will support WIRE CUT supervision but will not offer WIRE
SHORT supervision and will generate an alarm condition when the
state of the input is breached.

WIRE SHORT supervision: NO
WIRE CUT supervision: YES (Detected as INPUT CUT)

12V Z1GND 22 Z3GND Z4 25

Input 1

L

Tamper Input 1

’T{ D
1K

cdvigroup.com
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Single with WIRE SHORT and WIRE CUT Supervision

(Limit of 1 detection device per input)

When using this method, only one device can be connected to
the input. The input must be connected using only one Contact
(NO or NC: programmable per INPUT) as described in Figure
5. This setup will support both WIRE CUT and WIRE SHORT

Figure 5

INPUTS
CISISISISISISIS)

12V ZIGND 22 Z3GND Z4 25

EOL

Input 1

supervision and will generate an alarm condition when the

state of the input is breached.

L

D
1K

Tamper Input 1

WIRE SHORT supervision: YES (Detected as INPUT SHORT)
WIRE CUT supervision: YES (Detected as INPUT CUT)

Doubled with WIRE CUT Supervision
(2 Detection Devices per Input)

When using this method, two device can be
connected to the input. The input must be
connected using two Contacts (NO or NC:
programmable per INPUT and per detection
device) as described in Figure 6. This setup
will support WIRE CUT supervision but not
WIRE SHORT supervision and will generate
an alarm condition when the state of one of
the input is breached.

WIRE SHORT supervision: NO

Figure 6

INPUTS

S66666868

12V ZIGND Z2 Z3GND Z4 75

Detection device #2

Detection device #1

WIRE CUT supervision: YES (Detected as INPUTS CUT)

Doubled with WIRE SHORT and WIRE CUT Supervision

(2 Detection Devices per Input)

When using this method, two device can be
connected to the input. The input must be
connected using two Contacts

(NO or NC: programmable per INPUT and per
detection device) as described in Figure 7.
This setup will support WIRE CUT and WIRE
SHORT supervision and will generate an alarm
condition when the state of one of the input is
breached.

Figure 7
INPUTS
S88868688
12V ZIGND 22 Z3GND Z4 75
EOL
_________________ L S
! Input 1 EE Input 11 E
Inin g |

E 1K Tamper Input 1 EE 2.2K Tamper Input 11 E
[ L H

Detection device #1 Detection device #2

WIRE SHORT supervision: YES (Detected as INPUTS SHORT)
WIRE CUT supervision: YES (Detected as INPUTS CUT)
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Input Tab
(A second input tab will appear when using any of the zone doubling connection methods)

Options

Display Name: Identifies the input throughout the ATRIUM software. We recommend using a name
that is representative of the input.

Active: When selected, activates the input.

Reversed Logic: When selected, reverses the logic from either normally closed (N.C.) to normally
open (N.O.) or N.O. to N.C. Typically normally open is used for devices (inputs) that close upon
activation such as smoke detectors and water level sensors. Typically normally closed is used for
devices (inputs) that open upon activation such as door contacts and request for exit detectors.

Input Response Time (ms): This delay defines how quickly the controller will respond to the
trigger of an opening input. This prevents any momentary glitch from causing unnecessary alarms.
If the input remains triggered for the defined time delay, the controller will react according to its
programming. The default value is 100ms. Type a value from 0 to 3 600 000 ms (1 hour).

Input Restore Time (ms): This delay defines how quickly the controller will respond to the trigger
of a closing input. This prevents any momentary glitch from causing unnecessary zone closure. If
the input remains closed for the defined time delay, the controller will consider the inputs as being
closed. The default value is 100ms. Type a value from 0 to 3 600 000 ms (1 hour).

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that
you keep a log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.
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SHOW STATUS CHECK BOX

When enabled, displays the live status for a period of 5 minutes.

g |

(o) (@ i)

.
o |[Pesrtife |2 |uc-m:»n ® [ a 0 T
g [0l ] tw—m}:a IES ] 0 150
B [t DT 1 ) 130
g [pni [ [oFr R & | m ] 100
 [Door0 Contact |6 |00-05-03-24 & |t o 10 100
MCECEEN T IS B 20 10
o |eenta T e ] i o
[ I = i is
- m
Wl Ak Troskls
B Trggenes i Unknown
Legend
ICON ‘ NAME ‘ DESCRIPTION
[:. Off Indicates that the input is not activated.
|. On Indicates that the input is activated.
£h | Trouble Indicates that the state of the input is WIRE CUT or WIRE SHORT.
Unkhown Indicates that either the module is not synchronized or the module has an
i’ older firmware version that is not compatible with the ATRIUM application.
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OUTPUTS

By default, the outputs (six per AC22 and AX22) are used to control the built-in LEDs and buzzers of card
readers and keypads. For example, a red/green indicator on the reader will inform the user that access has
been granted (changes from red to green), or the reader buzzer will inform the card user that the door has
been left open or the door has been forced open.

Each controller includes six multi-function outputs. Each controller also supports up to four 2-Door Expansion
Modules, which provide an additional 6 outputs each.

expanders, are listed. To access outputs per ATRIUM controller or door expander, refer to “System

All outputs of the ATRIUM access control system, including the ATRIUM controller and all door
@ Overview”.

From the dashboard tab, click on Outputs. From this page, outputs may be edited, and manual control may
be applied.

- Qutputs
( Edit ) ( Q.E_tet) ( i—c:;-'a'_e)

Display Mame ID | Module Serial #
Reader 01 Red Light |1 |00-00-00-14
Reader 01 Green Light|2 |00-00-00-14
Reader 01 Buzzer 3 |00-00-00-14
Reader 02 Red Light (4 |00-00-00-14
Reader 02 Green Light|5 |00-00-00-14
Reader 02 Buzzer 6 |00-00-00-14

i

2

&

A

5

:

Reader 01 Red Light 00-00-01-02
Reader 01 Green Light 00-00-01-02
Reader 01 Buzzer 00-00-01-02
Reader 02 Red Light 00-00-01-02
Reader 02 Green Light 00-00-01-02

IDIIDIIDIIDIIDIIE
g

21| B [ = E | & (||| E
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MODIFYING AN OUTPUT

From the Dashboard tab, click on the Outputs icon, select an output from the list and click on the Edit button.

g&, Output Properties =
rGeneral Information ' Notes
Display Name: | Reader 01 Red Light Notes
(EI Active )
(D Reversed Logic ) -
=

General Information

¢ Display Name: Identifies the input throughout the ATRIUM software. We recommend using a name
that is representative of the output.

e Active: When selected, activates the usage of the output.

e Reversed Logic: When selected, reverses the logic from either either normally closed (N.C.) to
normally open (N.O.) or N.O. to N.C.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button
Use the cancel button to ignore changes.

RESET

Cancel the override output control, returning the output to its current scheduled or event state.

ACTIVATE

Manually activates the output overriding the activation delay.
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EVENTS

Reports each event that occurs in the system in real-time. A specific event can be programmed to perform an
action using the macros; refer to “Macros” on page 77.

The Events window lists in real-time the events or device status of the ATRIUM system.

From the Dashboard tab, click on the Events tab. From this page, it is possible to view the event’s details.

~  Events

(‘\J’iew Details ) (EI Access ) (El Security) (E: .&Iarms) (l:_u Troubles ) (E: Others)

Date & Time Description Object Instigator
2012-05-19 10:40:24 | User Legged In Using Atrium PC Software User Login: User: USER INSTALLER

2012-05-19 10:40:23

Door Forced

Door: 00-00-00-14: Door 02

2012-05-19 10:40:22

Module Detected

Parent:

Detected: 00-00-00-14

2012-05-19 10:40:16

Battery Absent

Battery:

2012-05-19 10:40:16

Tamper Trouble

Tamper Switch: Tamper

2012-05-19 10:40:13

Cold Start

Madule:

2012-04-19 17:13:00
2012-04-19 17:03:35

Edited
User Logged In Using Atrium PC Software

User: Jane Doe

User: USER INSTALLER

2012-04-19 17:01:36 | User Legged In Using Atrium PC Software User Login: User: USER INSTALLER
2012-04-19 17:01:05 | User Logged In Using Atrium PC Software User Login: User: USER INSTALLER
2012-04-19 17:00:01 | Bell Detected Bell: Bell 01
2012-04-19 17:00:01 | Bell Absent Bell: Bell 01
2012-04-15 16:37:36 | Bell Detected Bell: Bell 01
2012-04-15 16:37:36 | Bell Absent Bell: Bell 01
2012-04-19 16:17:14 | Bell Short Circuit Restored Bell: Bell 01
2012-04-18 16:17:14 | Bell Shorted Bell: Bell 01

By default all events/status are displayed in real-time. Use the following toggle buttons to select/remove
specific events to be displayed.

e Access button; see 59 for more information.

e Security, button; see page 59 for more information.

e Alarms button; see page 59 for more information.

e Troubles button; see page 59 for more information.

e Others button; see page 59 for more information.
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VIEW DETAILED EVENT INFORMATION

Double-click on an event from the list to view its details.

- [ X ]
g& Event Details RS
~ Object ~ Event rInstigator
Type: | User Login User Logged In Using Atrium PC Type: | User
Software
Display Mame: Display Name: | USER INSTALLER
P —— Seguence Mumber: | 63905 OO 07 AT T
Module: 00 DDFD_ 02: AC22 [2 Module: 00-00-01-02: AC22 [2
Door Controller] Door Controller]
ID: |1 ID:|1
Object

Indicates the provenance of the event.

Type: Indicates the type of device or component.

Display Name: Indicates the name of the device or component.

Module: Indicates which module contains the device or object.

ID: Indicates which object the event applies to.

Event

Indicates the description of the event.

Sequence Number indicates a sequential number given to each event.
Instigator

Indicates the instigator of the event

e Type: Indicates the type of instigator.

e Display Name: Indicates the name of the instigator.

e Module: Indicates which module contains the device or object.

e ID: Indicates which object the event applies to.
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ACCESS

Displays access-related events when this check box is selected.

SECURITY

Displays security-related events when this check box is selected.

ALARMS

Displays alarm-related events when this check box is selected.

TROUBLES

Displays trouble-related events when this check box is selected.

OTHERS

Displays all other events when this check box is selected.
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REPORTS

Generate reports for a specific period of time, user, door and/or area. Reports can also be printed and saved.

From the Dashboard tab, click on the Reports tab. From this page reports may be generated, viewed, printed
and saved.

T Reports
. —
Siark T 2002-00-21 1007 |®
ind Tmge 012-00-22 1037 |

GENERATING A REPORT

Parameters
Select the parameter criteria that will be used to generate the report.

o Start Time and End Time: Select the period for the report by entering the start and end date and
time using the “yyyy:mm:dd hh:mm” format or select the date and time.

User: Select a specific user from the list or leave the field empty to include all users.

Door: Select a specific door from the list or leave the field empty to include all doors.

Area: Select a specific area from the list of leave the field empty to include all areas.

e Maximum Number of Results: Enter the maximum events allowed in the report. The default
setting is 1000 events.

Search

Generates the report based on the selected parameters and displays its content in the Results section.
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VIEWING, PRINTING, AND SAVING A REPORT

Results

Displays the generated report and allows navigating through the report, printing and saving the report results.

Regenerate Navigation Print Save

~ Results \ \ \
"

DVI
TRIUM Event Report ©c

2012-04-26 11:43:46 | User Legged In Using Afrium PC Software | User Login: - USER INSTALLER

2012-04-26 10:28:3% | User Logged In Using Afriem PC Software | User Login: . USER INSTALLER

2012-04-24 14:45:20 | Edited Schedule: Mon-Fri 8:00 to 17:00 - USER INSTALLER

2012-04-24 14:40:54 Schedule: Mon-Fri 8:00 to 17:00 tUSER INSTALLER

2012-04-24 14:36:16 User: P[107:42402] P[SBASAZ] - USER INSTALLER

Access Level: Test Web Access

2012-04-24 14:36:15 level

. USER INSTALLER

2012-04-24 14:34-45 Access Level: Test Web Access

level - USER INSTALLER

2012-04-24 143316 User. . USER INSTALLER

Top Control Bar
The regenerate button refreshes the report with new data if available.

The navigation buttons allow respectively to go to the first page, previous page, type a page number, next
page, and last page.

The print button allows to print the report.

The save button allows to save the report on disk.
Acrobat (PDF), CSV, Excel 97-2003, Rich text (RTF), Tiff, Web archive (mhtml), XPS document formats are
supported.

Bottom Control Bar

The bottom control bar allows to zoom in/out the report. Use the arrows, the scroll bar, type a percentage
value, or select a predefined zoom from the list.
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SYSTEM OVERVIEW

The system overview displays and allows management of all ATRIUM modules within the access control system.
From the system overview it is possible to see and control the inputs, outputs, readers, doors, areas, door
locks, relays, bell and tamper switches. It also display system logs for each ATRIUM modules.

From the Hardware tab, click on the System Overview icon.

o System Overview

[ Edit i ( Delete ) ( Replace ) ( Upload Firmware ) ( Locate H) ( Reboot ) ( Restore Factory Defaults )

IO”P““ Module
tputs
R:aS:rs Display Name: AC22 [2-Door Controller]
Doors Product Code: AC22
Areas = Serial Number: 00-00-01-02
[R"’I‘” o= MAC Address: 00:00:00:02:0002
B:I lasys IP Address: 192.168.1.44
Tamper Switches Firmware Version: 1.01.0056
System Logs
4 Expanders B
4 AXJ2 [2-Door Expander] (00-00-00-14), ONLINE
Inputs
Qutputs 2
| m | b .

All ATRIUM controller(s) and expander(s) in the system are listed and are identified as follows:

e AC22 2-Door Controller: When selecteded, controller information is displayed like the following;
controller name, product code, serial number, MAC Address, IP Address and Firmware Version.

e AX22 2-Door Expander: When selecteded, expander information is displayed like the following;
expander name, product code, serial number and Firmware Version.

Under each controller and expander, the following information is available. Summary, status and control are
available for each device or setting.

Device \ Available with module \ Refer to

Inputs AC22, AX22 “Inputs” on page 49

Outputs AC22, AX22 “Outputs” on page 55

Readers AC22, AX22 “Readers” on page 75

Doors AC22, AX22 “Doors” on page 40. All doors for the selected controller
and its sub-modules are listed.

Areas AC22 “Areas” on page 35

Door Locks AC22, AX22 “Door Lock” on page 69

Relays AC22 “Relays” on page 47

Bells AC22 “Bells” on page 71

Tamper Switches AC22, AX22 “Tamper Switches” on page 74

System Logs AC22, AX22 Reserved for technical support.
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MODIFYING A CONTROLLER OR EXPANDER MODULE

From the Hardware tab, click on the System Overview icon, select a controller/expander module from the
list and click on the Edit button.

" x|
."ﬁ\‘u Module Properties
~ General Information () Network Settingsﬁf Card Enrollm Ent\r Time Zunew
Display Mame: AC22 [2-Door Controller] ~Options
Product Code: | AC22 G' Uses DHCP )
Serial Mumker: 02 MAC Address: | 00:00:00:02:00:02
Firmware Version: | 1.02.0066
IP Address: | 192.168.1.44
Gateway: | 192.168.1.254
Subnet Mask: | 255.255.255.0
DNS IP Address: 19216811
Software Port:| 10000 |5
- =
Web Port:| 80 [
( Update Connection )
|{v Advanced Options w
Lf Save ) L{ Cancel )

General Information
Allows to change the display name. All other information are read only.

+ Display Name: Identifies the controller/expander throughout the ATRIUM software. We
recommend using a name that is representative of the controller/expander module.

e Product Code: Indicates the module product code; AC22 for the ATRIUM 2-Door Controller, AX22
for the ATRIUM 2-Door Expander, etc.

¢ Serial Number: Indicates the serial number for the controller/expander module.

¢ Firmware Version: Indicates the current version of the module’s firmware.
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NETWORK SETTINGS (AC22 ONLY)

Allows to define the 2-Door Controller’s network communication
settings.

Either enable Uses DHCP or enter the AC22 2-Door
Controller's LAN communication settings.

e Uses DHCP: When selected, the AC22 2-Door
Controller obtains an IP address automatically from the
network’s DHCP server.

The following parameters are only available when Uses DHCP
is not selected.

e MAC Address: Indicates the MAC Address of the
selected controller module. This field is read only.

o IP Address: Enter the IP Address of the controller
module.

¢ Gateway: Enter the network Gateway address.
e Subnet Mask: Enter the network subnet mask.
o DNS IP Address: Enter the DNS IP address.

o Software Port: Select or enter the network software port
number(Default= 10 000).

e Web Port: Select or enter the network web port number
(Default= 80).

¢ Update Connection button: Allows to refresh the LAN/
WAN connection parameters.

e Auto - Detect: Allows to automatically detect the ATRIUM
controller(s) connected to the LAN.

© Metwork Settings | Card Ensoliment | Time Zone |

- hptions
(= Uges DHEP )

MAC Sddness | 00071 BA0401:15
I Address | 152 168 1 103
Subnet Maskc | 755 7557550

D3P Addregs: 1921661 1

Software Port: | 20000 1|

Web Port | B0 =

P

g& Controller Connection L
( Auto - Detect )
- Options

Serial Number: | 00-00-03-17
IP Address: 192.168.1.114

Software Port: | 10000 [

e Options: Allows to select the IP address and software port used to access the 2-Door Controller

through a WAN connection.

CARD ENROLLMENT (AC22 ONLY)

Defines the period within which a card must be presented to a reader to start adding/removing cards when
using the 2-Door Controller’s on-board card enroliment button (Refer to the 2-Door Controller instruction
manual for more information). This time is also used to exit the enroliment mode when no more new cards are

presented during this period.

r Network Seltinng; Card EnrollmentY Time Zunej |
Options
Detection Delay (seconds): =

e Detection Delay (seconds): Change the detection delay if required. The default setting is 300

seconds (5 minutes).
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TIME ZONE (AC22 ONLY)

Time zone configuration is used to tell the controller when to change its time for daylight saving. The time itself
is automatically set whenever a PC connects; the module uses the PC’s time and date.

|/ Network SEﬂings)/ Card EnrollmentT’ © Time Zone

~ General Information

Time Zone: [ (UTC-05:00) Bogota, Lima, Quito, Easiw i

- Daylight Saving Time

Starts on the first: | Sunday *)

Following: <Fixed Date> H] |“|
Sunday
Ends on the first: | Manday ~

Tuesday 00 -
Wednesday

Offset:|| Thursday |
Friday
Saturday

Fellowing:

General Information

o Time Zone: Select the time zone reference based on the UTC time and offset.

Daylight Saving Time

The following fields determine the start and end times of the daylight saving period.

Starts on the first: Select either <Fixed Date> or a “day of the week” the daylight saving period starts.
e <Fixed Date> is used when the daylight saving period starts the same date every year.

e Sunday to Saturday is used when the daylight saving period starts the same day of the week
every year.

Following: Enter the date and time using the “yyyy:mm:dd hh:mm” format or click the icon on the right side
of the field to select the following date and time.

¢ This date will be used to determine what will be the next date on the day selected in the “Start on
the first” field. For example if the daylight saving starts the first Sunday of April at 2 o’clock in the
morning, enter 2011/04/01 02:00. If the daylight saving starts the second Sunday of April at 2
o’clock in the morning, enter 2011/04/08 02:00.

Ends on the first: Select either a <Fixed Date> or a day of the week the daylight saving period ends.
e <Fixed Date> is used when the daylight saving period ends the same date every year.

e Sunday to Saturday is used when the daylight saving period ends the same day of the week every
year.

Following: Enter the date and time using the “yyyy:mm:dd hh:mm” format or click the icon on the right side
of the field to select the following date and time.

e This date will be used to determine what will be the next date on the day selected in the “Ends on
the first” field. For example if the daylight saving ends the first Sunday of November at 2 o’clock in
the morning, enter 2011/11/01 02:00. If the daylight saving ends the second Sunday of November
at 2 o’clock in the morning, enter 2011/11/08 02:00.

Offset: Select the daylight offset time in hour and minute (hh:mm).
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ADVANCED OPTIONS
Monitoring

Displays the monitored system'’s voltage and current values.

('~ Advanced Options
(..: Moniton'ngY Primary inerY Batleryw

( Refresh )

~ Primary Power Battery
Charging: []
Voltage (V): | 24224 Voltage (V): | 0.000
Current (A): | 0.000
~Smart Supply Output
Voltage (V): | 12.560
Current (A): | 0.155

e Refresh button: Refreshes the voltage and current values.
e Primary Power (AC22 and AX22 only)
- Voltage (V): Indicates the voltage supplied to the module.
e Smart Supply Output (AC22 and AX22 only)
- Voltage (V): Indicates the voltage supplied to devices.
- Current (A): Indicates the current used by the connected devices.
e Battery (AC22 and AX22 only)

- Charging: Indicates, when the Charging check box is selected, that the battery is
currently charging.

- Voltage (V): Indicates the actual battery charging voltage.
- Current (A): Indicates the actual charging current supplied to the battery.

Primary Power

'~ Advanced Options

Monitoring | ~  Primary inerY Battery‘]

Options

Fail Delay (m): 0 -

Restore Delay (m):

¢ Fail Delay (minutes): Value between 0 and 65534 minutes that represents the amount of time
before sending power failure event message.

o Restore Delay (minutes): Value between 0 and 65534 minutes that represents the amount of time
before sending power restore event message.
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Battery

#~  Advanced Options
r’ MonitoringY Primary inerY J Batlery\|
[Options

Current: [ 250 mA 7 ; ‘

e Options

- Current: Select the maximum current that will be used to charge the battery; 250mA (Default),
320mA, 500mA or 1A.

DELETING A MODULE

To delete a module, select the module from the list and click on the Delete button. Deleting a controller
automatically deletes the controller itself as well as all attached expander modules. However, the distributed
entities (users, cards, schedules, etc.) are not deleted. A dialogue box will appear requesting confirmation.

REPLACE
Replaces a defective and offline module that has been physically replaced. Only available for offline modules.

To replace the module:

For the controller module:
1.Select the module from the list.
2.Click on the Replace button.
3.Select the new module from the list.
4.Click OK.

For an expansion module:
1.Select the module from the list.

2.Click OK.

The configuration from the old module will be transferred to the new module, including the non-distributed
entities (inputs, outputs, areas, tamper switches, etc.).
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UPLOAD FIRMWARE

Upgrades the selected controller or expander module with a new firmware.

(J System Ovenriew\]

( Edit i! Delete i Replace
4

Upload Firmware

| Locate Ii C Reboot ) ( Restore Factory Defaults }

Scroll Down
Inputs Serial Number: 00-00-01-02
gutz uts MAC Address: 00:00:00:02:00:02
Dea i IP Address: 192,168,144
oors

Areas Firmware Version: 1.01.0056
Door Locks
Relays Mew firmware ready to install!
o s Mew Firmware Version: 1.00.0021
Tamper Switches
System Logs Install

I Expanders

Select the controller or expander module to be updated.

Click on Upload Firmware.

Select the new firmware file and click on Open.

Once the firmware has been uploaded, scroll down and click Install.

LOCATE
Allows to find a module when the serial number of the module has been removed or is not legible.
To locate a module:
1.Select the module to locate.
2.Click on the Locate button.

3.0pen the door of each module’s metal box, the corresponding module’s GLOBAL -STAT LED will be
flashing rapidly. Refer to the module instruction manual for more information.

4.Click on Stop Localization to exit the locate mode.

STOP LOCALIZATION

Stops the module localization. Refer to “Locate” for more information.

REBOOT

Reboots the selected controller or expander module.
e Select the controller or expander module to be rebooted.
¢ Click on Reboot.

e Click Yes to confirm.

RESTORE FACTORY DEFAULTS

Restores the factory default configuration settings.
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DOOR LOCK

Typically, the door locks are used to control the door lock devices such as door strike and electromagnetic devices.

Each controller includes two door locks and supports up to four 2-Door Expansion Modules (AX22) which
provide an additional 2 door locks each. Therefore, each controller can monitor the state of up to 10 door locks.

(> Door Locks |
(_Edit ) (O] Show Status )
Active | Display Name | ID | Module Serial # | Reversed Logic
# Doorlock01 1 00-00-00-14
& |Doorlock02 (2 |00-00-00-14 O
B |Doorlock0l (1 |00-00-01-02 O
& |Doorlock02 (2 |00-00-01-02 O

MODIFYING A DOOR LOCK

From the Hardware tab, click on the Door Locks icon, select a door lock from the list and click on the Edit
button.

i

."é\‘u Door Lock Properties

- General Information i MNotes

Display Mame: Door 01 Lock Notes

Iil__J Active

S Y

If_lj Reversed Logic

#  Advanced Options

Monitoring
( Refrash )

Voltage (V): | 12.740

Current (A): [ 0.000

General Information

o Display Name: Identifies the door lock throughout the ATRIUM software. We recommend using a
name that is representative of the door lock output.

o Active: When selected, activates the usage of this door lock.

e Reversed Logic: When selected, reverses the logic from either normally closed (N.C.) to normally
open (N.O.) or vice-versa. Refer to Jumper Settings from the module instruction manual for more
information on N.C. and N.O.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you
keep a log of what settings were changed and when they were changed.
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Advanced Options
Monitoring
* Refresh button: Refreshes the voltage and current values.
- Voltage (V): Indicates the voltage supplied to the door lock device.

- Current (A): Indicates the current used by the connected lock device.

SHOW STATUS CHECK BOX

When enabled, displays the status of the door locks for a period of 5 minutes.

.~ Door Locks

(Leait ) (. Show Status J

Active | Display Mame | ID | Module Serial # | Status | Reversed Logic

# Doorlock0l 1 00-00-00-14 E
5 |Doorlock02 |2 |00-00-00-14 |_1 0
g |Doorlockol |1 |00-00-01-02 |_1 0
g |Doorlock02 |2 |00-00-01-02 |_1 O
([ Legend
ﬁ Unlocked ﬂ Troukle
E'! Locked ? Unknown
Legend
ICON ‘ NAME ‘ DESCRIPTION
:'|L—| Unlocked Indicates that the door lock is not activated.
ﬂ Locked Indicates that the door lock is activated.
4
ﬂ:i Trouble Indicates that the state of the door lock supply is short circuited or overloaded.
2 Unknown Indicates that either the module is not synchronized or the module has an older
firmware version that is not compatible with the ATRIUM application.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.
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BELLS

The ATRIUM controller provides one bell output that can be used to drive one or several bells connected in
parallel. Refer to the AC22 2-Door Controller instruction manual for more information.

From the Hardware tab, click on the Bells icon.

fm

C Edit j li Reset ) l: Activate )
Active | Display Name | ID | Module Serial # | Status | Cutoff Delay
v, Bell 01 1 [00-00-03-17 (_ti 4

i~ Legend

) off d:i Trouble

.' On ?  Unknown
Legend

ICON ‘ NAME ‘ DESCRIPTION

[ Off Indicates that the bell is not activated.

.’ On Indicates that the bell is activated.

Indicates that the state of the bell is either missing (absent), short circuited
ﬁ Trouble
or overloaded

Indicates that either the module is not synchronized or the module has an
older firmware version that is not compatible with the ATRIUM application.

Unknown

=)
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MODIFYING THE BELL

From the Hardware tab, click on the Bells icon, select the bell from the list and click on the Edit button.

g& Bell Properties )
rGeneral Information - Motes
Display Mame: Bell 01 Motes
CEI Active j
Cutoff Delay (minutes):
(v Advanced Options \]
[ Save } [ Cancel l

General Information

* Display Name: Identifies the bell/siren throughout the ATRIUM software. We recommend using a
name that is representative of the bell/siren.

e Active: When selected, activates the usage of the bell/siren.

e Cutoff Delay (minutes): Type a value between 0 and 1000 minutes (Default: 4 minutes) that
represents the amount of time the controller will maintain the bell active.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you
keep a log of what settings were changed and when they were changed.

Advanced Options - Monitoring

Displays the monitored bell’s voltage and current values.

{~ Advanced Options

~ Meonitoring

( Refresh )

Voltage (V): | 12990

Current (&): | 3.007

Save L Cancel L

Refresh button: Refreshes the voltage and current values.
e Voltage (V): Indicates the voltage supplied to the bell/siren device(s).

e Current (A): Indicates the current used by the connected bell/siren device(s).
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Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.

RESET

Cancel the override bell control, returning the bell to its current scheduled or event state.

ACTIVATE

Manually activates the bell overriding the activation delay.
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TAMPER SWITCHES

Tamper switches detect when the cabinet door is opened or when the cabinet is removed from the wall.

Each AC22 controller and AX22 expander may have 2 tamper switches per cabinet, a wall and a door tamper
switch.

However, even when both are installed, only one tamper instance is monitored by the ATRIUM software per
module box since they are connected in series.

From the Hardware tab, click on the Tamper Switches icon.

[ Tamper Switches |

I e

BA |tamper 1 |00-00-02-14
BA |tamper 1 |00-00-03-17

MODIFYING THE TAMPER SWITCH

From the Hardware tab, click on the Tamper Switches icon, select the tamper switch from the list and click
on the Edit button.

—EE
7\ Tamper Switch Properties ———
- General Information I"' Notes]
Display Name: tamper{ Notes
(@ Active b .

Save Cancel

General Information

+ Display Name: Identifies the tamper switch throughout the ATRIUM software. We recommend
using a name that is representative of the tamper switch.

e Active: When selected, activates the usage of this tamper switch.
Notes Tab
Use the Notes text field to record any additional notes that may be required. We recommend that you

keep a log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.
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READERS

Readers such as keypad and proximity readers are used to request access to an area via a door.

Each controller includes two readers and supports up to four 2-Door Expansion Modules (AX22) which provide
two readers each. Therefore, each controller can monitor the state of up to 10 readers.

From the Hardware tab, click on the Readers icon.

~ Readers

P T ) [ TN Y= =S [

B |Readerl 1 |00-00-02-14 Reader 01 Red Light| Reader 01 Green Light| Reader 01 Buzzer | Generic (Red 8 Green)
& |Reader2 2 |00-00-02-14 Reader 02 Red Light| Reader 02 Green Light| Reader 02 Buzzer | Generic (Red 8 Green)
B |Readerl 1 |00-00-03-17 Reader 01 Red Light| Reader 01 Green Light| Reader 01 Buzzer | Generic (Red 8 Green)
i |Reader2 2 |00-00-03-17 Reader 02 Red Light| Reader 02 Green Light| Reader 02 Buzzer | Generic (Red 8 Green)
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MODIFYING A READER

From the Hardware tab, click on the Readers icon, select a reader from the list and click on the Edit button.

| X |
;& Reader Properties Sr———
- General Information " Notes
Display Mame: Reader 1 R
(= Active ) .

Lighting Color: {_CDVI (Red, Green & Elue) - i
Red LED Qutput: |_Reader 01 Red Light (00-00-01-02) = i

Green LED Qutput: |_Reader 01 Green Light (00-00-01-02) ~

Buzzer Qutput: ( Reader 01 Buzzer (00-00-01-02) - i i
o

General Information

+ Display Name: Identifies the reader throughout the ATRIUM software. We recommend using a
name that is representative of the reader.

e Active: When selected, activates the usage of this reader.

¢ Lighting Color: Identifies if the reader has a 2 or 3-color LED. Choices are Generic (Red & Green)
and CDVI (Red, Green & Blue).

¢ Red LED Output: If there is a red LED associated to the door reader, select the red LED’s output
name, otherwise, leave it unassigned.

e Green LED Output: If there is a green LED associated to the door reader, select the green LED’s
output name, otherwise, leave it unassigned.

e Buzzer Output: If there is a buzzer associated to the door reader, select buzzer’s output name,
otherwise, leave it unassigned.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you
keep a log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.
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MACROS

Macros are used to cause an action on a device when triggering on an event. The macro instructs a device to
perform a specific actions like Activate Relay, Lock Door (Latched), etc.

The ATRIUM application allows the creation of a macro by selecting the trigger event and the resulting
command. Up to 100 macros can be created.

O All macros of the ATRIUM access control system are saved on the AC22 2-Door Controller module.

From the Advanced Configuration tab, click on the Macros icon.

(add ) (edit ) ( Delete )

Active | Display Name | 1D | Module Serial #

ADDING A MACRO

From the Advanced Configuration tab, click on the Macros icon, and click on the Add button.

———

gfé\ Macro Properties

r General Infoermation | ©  Motes

Display Name:| | A
(D Active )
Schedule: K vj
 Trigger Event

Type (Outputs v]
Event: ( Cutput Deactivated v]
Entity: K vJ

r Resulting Command
Type (Dutputs v]
Command ( Reset Cutput v]

Entit\;:K '1 =

General Information

o Display Name: Identifies the macro throughout the ATRIUM software. We recommend using a
name that is representative of the macro.

e Active: When selected, activates the usage of this macro.
¢ Schedule: Select the schedule which will define when the macro can be used.
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TRIGGER EVENT

Select the device type, the event and the entity that will be used as the trigger event. The entities are listed
with the format “"Module Serial #: Display Name”.

Type | Event

Areas Access to Areas Granted, Access to Area Denied, User Entered Area, User Exited Area

Low Battery, Battery Absent, Low Battery Restored, Battery Absent Trouble Restored, Added,

Batteries Edited, Deleted, Programming Initialized, Programming Reset

Bell Deactivates, Bell Activated, Bell Trouble, Bell Trouble Restored, Bell Shorted, Bell Absent,
Bells Bell Short Circuit Restored, Bell Detected, Added, Edited, Deleted, Programming Initialized,
Programming Reset

Door Unlocked, Door Locked, Door Opened, Door Closed, Door in Pre-Alarm, Door in Alarm,
Door Forced, Door in Trouble, Door Restored After Trouble, Door Restored After Alarm, Door
Doors Restored After Pre-Alarm, Door Restored After Being Forced, Access to Door Was Enabled,
Access to Door Was Disabled, User has Entered the System Through Door, User has Exited the
System Through Door

Door Lock Activated, Door Lock Deactivated, Door Lock Power Trouble, Door Lock Power
Door Locks Restored, Door Lock Restored by Emergency Input, Door lock Bypassed by Emergency Input,
Added, Edited, Deleted, Programming Initialized, Programming Reset

Firmware Validation Completed, Firmware Update Started, Firmware Update Completed,

Firmware Added, Edited, Deleted, Programming Initialized, Programming Reset
Input Opened, Input Closed, Added, Edited, Deleted, Programming Initialized, Programming
Inputs
Reset
Modules Added, Edited, Deleted, Programming Initialized, Programming Reset
Outputs Output Deactivated, Output Activated, Added, Edited, Deleted, Programming Initialized,

Programming Reset

Primary Power Trouble, Primary Power Trouble Restored, Primary Power Failure, Primary

Primary Power Power Failure Restored, Added, Edited, Deleted, Programming Initialized, Programming Reset

Readers Card Read, Added, Edited, Deleted, Programming Initialized, Programming Reset

Relay Deactivated, Relay Activated, Relay Pulse Mode Activated, Added, Edited, Deleted,

Relays Programming Initialized, Programming Reset
Smart Supply Smart Supply Output Trouble, Smart Supply Output Trouble Restored, Added, Edited, Deleted,
Outputs Programming Initialized, Programming Reset

Tamper Trouble, Tamper Restored, Added, Edited, Deleted, Programming Initialized,

Tamper Switches Programming Reset
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RESULTING COMMAND

Select the device type and the command then select the entity on which the command will be applied. The
entities are listed with the format “Module Serial #: Display Name”.

Type | Event

Bells Reset Bell, Activate Bell
Doors Unlock Door (Latched), Lock Door (Latched), Enable Access, Disable Access, Reset Door
Outputs Reset Output, Activate Output
Relays Reset Relay, Activate Relay
Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you
keep a log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.

MODIFYING A MACRO

Select a macro from the list and click on the Edit button. See “"Adding a Macro” on page 77 for more information.

DELETING A MACRO

Select the macro from the list and click on the Delete button. A dialogue box will appear requesting
confirmation.
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ACCOUNTS

Accounts are used when a computer connects to different ATRIUM installations. Each account has two database
files; one for the configuration settings and one to store the system’s events. Typically, an installer creates a
separate account for each client site he may have.

Each account has two dedicated database files; one for the static entities (users, cards, schedules, input,
outputs, areas, tamper switches, etc.) and one for the events.

From the Advanced Configuration tab, click on the Accounts icon, and click on the Add button.

~  Accounts

(Add ) ( Del ete) ( Ba:(up) ( Restore ) (Change Password j

Default

ADDING AN ACCOUNT

From the Advanced Configuration tab, click on the Accounts icon, and click on the Add button.

A Account Creation ———

Account: |

( OK ] ( Cancel ]

¢ Account: Identifies the account throughout the ATRIUM software. We recommend using a name
that is representative of the account.

DELETING AN ACCOUNT

To delete an existing account, select the account from the list and click on the Delete button. A dialogue
box will appear requesting confirmation. Deleting an account will erase the two database files related to this
account. The Default account cannot be deleted.
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BACKUP
Allows to backup the ATRIUM databases (entities and/or events) for the selected account.

From the Advanced Configuration tab, click on the Accounts icon, select an account from the list, and click
on the Backup button.

."é\‘x Backup

~ Entities Database File Path:

B CA\Users\pparetDocumentshAtrium BackuphDefault_20120420_095548.bak

~ Events Database File Path:

B Ch\Users\pparet\DocumentshAtrium BackuphDefaultEvents_20120420 095548 bak

i QK [ Cancel

flollo] B

To back up the database(s), select the database(s) that must be saved and select the path (if required). By
default, both databases (configuration and events) for the selected account will be saved to the default path.
Click on OK to back up the configuration on the selected drive.

RESTORE
Allows to restore the ATRIUM databases (entities and/or events) for the selected account from a backup.

From the Advanced Configuration tab, click on the Accounts icon, select an account from the list, and click
on the Restore button.

."é‘x Restore

~ Entities Database File Path:

B ChUsers\ppare’\DocumentshAtrium Backuph,

~ Ewvents Database File Path:

B ChUsers\ppare’\DocumentshAtrium Backup®,

-~

tlollo] B

Ok i Cancel

To restore the database(s), select the database(s) that must be restored and select the path (if required). By
default both databases (configuration and events) for the selected account will be restored from the default
path. Click on OK to transfer the databases to the controller module and sub-module(s).

CHANGE PASSWORD

Allows changing the password of the selected account. Type the new password in the Password and Confirm
Password fields. Enter a Password Hint to easily remember the password if lost.
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6] Warranty - Terms & Conditions

The “limited lifetime warranty” is offered by CDVI exclusively for CDVI products featuring the logo “limited
lifetime warranty”, and supplied by authorized CDVI dealers participating in the offer. You can obtain the
address of the local authorized dealer participating in the offer by contacting CDVI or a local CDVI subsidiary.
The “limited lifetime warranty” is only applicable to hidden defects detected during the lifetime of the product,
as defined by the CDVI Group (10 years or 200 000 operations - whichever of the two expires first).

The “limited lifetime warranty” conditions shall not modify the sales conditions between CDVI and its customers.

DURATION OF THE OFFER:

e This offer is valid from July 1st 2010; CDVI reserves the right to terminate this offer without prior
notice.

e However, any product already registered up to the date of withdrawal of the offer will remain
eligible for the “Limited Lifetime Warranty”.

e The warranty applies only to the available products mentioned in the above statement.

CONDITIONS :

¢ Hidden defects are guaranteed for an unlimited shelf life (period of time before use).

¢ To be eligible for the “limited lifetime warranty”, the product must be registered at CDVI within
one month of its delivery to the end user, by completing and returning the “warranty” form by fax,
email or post to the local CDVI subsidiary. This information may also be registered on line at www.
cdvigroup.com.

e Only the issue of the “limited lifetime warranty” certificate by CDVI can confirm product
registration; CDVI may not be held responsible in the event of loss or non presentationof the form.

e The “limited lifetime warranty” only applies to products installed by a skilled and experienced
personal with the necessary trade qualifications to install according to the highest standards,
respecting the standards, instructions and guidelines defined by CDVI and according to the
maximum recommended specifications.

¢ To enable CDVI to determine whether a product is eligible to claim for the “limited lifetime
warranty”, after prior issue of a return of materials authorization number (RMA) by CDVI, the
customer must return the product and all of its accessories in the original packaging with a copy of
its invoice. The transport fees shall be paid by the customer and the package must be returned to
CDVI or to a CDVI authorized repair centre.

e Eligibility for the “limited lifetime warranty” cover must be confirmed by CDVI.

e The “limited lifetime warranty” only covers the replacement or repair of the parts acknowledged as
faulty by CDVI.

e CDVI reserves the right to respect its obligation by replacing the product or the parts acknowledged
as faulty by a standard part replacement or by a product or new parts, or by an updated or
improved version of the product with identical or similar functionalities.

¢ In respect of the applicable law, CDVI cannot be held responsible for material or immaterial
damages caused to goods or to third parties and as a direct or indirect result of the installation,
utilization, product faults or poor functioning of a device.

e The “limited lifetime warranty” is non-assignable and non-transferrable; only the person who
registered the aforementioned warranty may benefit from the warranty.

e The “limited lifetime warranty” is limited to the eligible product and is strictly limited to the
conditions in effect on the date of purchase by the customer.
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NOT COVERED BY THE “LIMITED LIFETIME WARRANTY":

e Any product which has undergone any modification or change;
e Any product which has been installed and/or used with any auxiliary device not supplied by CDVI;
¢ Any product which has been used for demonstrations or display;

e Any product or its elements considered as “consumables” such as fuses, lights and batteries for
example;

Failure or malfunctioning as a result of an accident, poor storage conditions, unsuitable assembly,
bad utilization or handling, poor maintenance, unsuitable repair or intervention.

¢ Any call-out and installation fees (for assembly and dismantling) as well as transport costs (to and
from the repair centre) and maintenance fees.

THE INSTALLER’S RESPONSIBILITIES:

When registering the limited lifetime warranty on line, the installer is responsible for the information supplied.
In case of errors, the limited lifetime warranty will not be applicable.
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