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GSM-CONTROL OBJECT

Overview

GSM-CONTROL OBJECT ( GSM-Control SMS Gateway Object) is a
Wonderware Application Server domain object created by using the Archestra
Object Toolkit and used for 2-way remote control in automation and other
applications using standard GSM (Global System for Mobiles) cellular phones and
GSM network. Based on the standard GSM cellular phones and other GSM-
capable devices, GSM-Control Object offers a low-cost and easy alternative to
create wireless control and monitoring applications. Implementation of GSM
network’s SMS (Short Message Service) technology secures reliable transmission
even in the most error-sensitive applications.

The main task of GSM-Control Object is to work as a gateway between GSM
environment at one side (interfacing with GSM environment by sending/receiving
SMS messages) and Wonderware System Platform environment at another side.

The GSM-Control Object is installed, configured, deployed and running on
Wonderware Application Server environment, allowing other Wondeware System
Platform software to access to SMS data via GSM-Control Object attributes. The
remote control is based on GSM SMS messaging two-direction communication,
where the GSM-modem (any GSM-modem supporting standard Short Message
Service (SMS) AT commands, preferable models are Cinterion MC521T/MC551T) is
connected to the computer's standard (RS-232) serial port (or to USB port via USB
to serial port adapter) and GSM cellular phone (remote GSM phone) is used by
remote operator(s). Also the communication between two GSM-modems is
supported, i.e. remote GSM-modems can be used instead of remote GSM phone.

Basically, the data exchange through GSM-Control Object can be initiated both
from GSM and Wondeware System Platform environments:

1 From GSM environment - by sending SMS message to GSM-Control Object,
where the received message is checked and processed according the GSM-
Control Object current configuration. The received SMS message can contain
some data to be transferred (via GSM-Control Object attributes) to Wondeware
System Platform applications, e.g. to other Application Server objects, InTouch,
Historian, etc. This received SMS message can have the corresponding response
message configured (also possibly containing data obtained from Wondeware
System Platform applications) - in this case GSM-Control Object will respond
with SMS message to the sender.

2 From Wondeware System Platform environment - when some alarm or
event occurs, linked with some GSM-Control Object alarm attribute. In this
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case GSM-Control Object will send the correspondingly configured SMS
message (possibly containing also some data obtained from Wondeware System
Platform applications) to remote GSM operator or device linked to this alarm or
event condition. The receiver of such SMS message can respond to GSM-Control
Object - for example, by sending some acknowledgment SMS message.

GSM-modem and accessories

The main function of GSM-Control Object is receiving and sending SMS-messages.
For this purpose the external GSM-modem must be connected to computer where
GSM-Control Object is running:

SIM card holder

with SIM card inserted GSM-modem

antenna

I

9-pin D-SUB
(DB-9) male
connector

«— bower supply cable

\ modem cable for connecting

9-pin D-SUB GSM-modem and computer
(DB-9) female COM (serial) port
connector

The GSM-modem and all necessary accessories (antenna, power supply cable and
modem cable) are already included in PC GSM SET package provided by
Wonderware Finland & Baltics.
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The modem cable 9-pin | c M .======

D-SUB (DB-9) female  ausmami

gssess

connector must be H1

inserted into computer Computer ========
COM (serial) port socket COM ports ‘

(9-pin D-SUB (DB-9) male), = =

usually located on =llll li

(311111}

the rear panel of the computer: l===£ll

 geases

SEESNEl

HHHHH

< L 3

If the computer where GSM-Control Object is running has no COM (serial) port,
an additional USB to serial port adapter is needed (not included in PC GSM
SET package and not supplied by Wonderware Finland & Baltics). The adapter
must have a 9-pin D-SUB (DB-9) male connector which must be connected to the
modem cable 9-pin D-SUB (DB-9) female connector:

computer USB port

USB connector

l_‘/

USB to serial \
port adapter

9-pin D-SUB (DB-9) 9-pin D-SUB (DB-9)

male connector modem cable
female connector
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There are different kinds of USB to serial port adapters available on the market,
as a rule also the corresponding USB/serial driver software is supplied — after
installing the driver, the new virtual COM port (physically using USB port) is
added to the computer; this COM port must be selected in GSM-Control Object as
a COM port where GSM-modem is connected.

Installing the GSM-Control Object

Hardware requirements

The GSM-Control Object has the same hardware requirements as Wonderware
Application Server. It is strongly recommended to have computer with 2 gigahertz
(GHz) or faster processor, 32/64-bit. A multi-core processor is also strongly
recommended. The Intel Itanium 2 processor is not supported.

Software requirements

The Wonderware Application Server 3.1 SP3 or later should be installed prior to
GSM-Control Object installation.

Licensing requirements

The GSM-Control Object requires either a software key or a demo license. As
well it can be licensed under License Server in case GSM-Control Object is
delivered as a part of Wonderware Finland Automation Intelligence Suite
package.

Without software key, demo license or License Server enabled, GSM-Control
Object will support only 1 User and will work only 1 hour after GSM-Control
Object deployment (in run-time).

The demo license is for free and provides an unlimited functionality (up to 10
Users are supported), but it is valid only for a limited time period. After demo
license expiration the GSM-Control Object will support only 1 User and will work
only 1 hour after GSM-Control Object deployment (in run-time). The demo license
can be obtained by sending inquiry to info@wonderware.fi.

The software key should be purchased and it is available for 2 product levels
(xxx 1s the current version of GSM-Control Object release, e.g. 102):

- Product ID: PR00681 xxx (maximum 3 Users are supported in run-time)
- Product ID: PR00682 xxx (unlimited version)
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See Getting and enabling license section for details how to get and enable
software key or demo license or enable licensing under License Server.

Files

The GSM-Control Object installation package contains the following files:

- $GSMCtrlObject.aaPKG — the GSM-Control Object standard description file,
containing the default configuration data and GSM-Control Object
implementation code; this file can be used on Wonderware Application Server
2012 (version 3.5) and later;

- GSMCtrlObject.aaPDF — the GSM-Control Object standard description file,
without default configuration; this file should be used on Wonderware Application
Server versions earlier as 2012 (version 3.5);

- $GSMCtrlTest.aaPKG — simple test demo object, containing three user
defined attributes (UDAs);

- $GSMCalendar.aaPKG — the GSM-Calendar Object implementation code; the
GSM-Calendar Object is optional demo object showing in practice how to access
the GSM-Control Object attributes from Wonderware Application Server
environment — it is a simple calendar that controls when defined users will obtain
SMS messages from GSM-Control Object.

- P068m13.pdf — User Manual (this document)

Installation steps

1. Copy GSM-Control Object files to some folder, e.g. to C:/ GSM-Control Object
folder.

Note: the following explanation covers the GSM-Control Object and the test demo
object installation; for GSM-Calendar Object installation refer to “GSM-Calendar
Object” section later in this manual.

2. Start the ArchestrA IDE and import the $§GSMCtrlObject.aaPKG and
$GSMCtriTest.aaPKG files to a new/existing galaxy (in the further explanation
we will assume that a new galaxy test is used). For Wonderware Application
Server versions earlier as 2012 (version 3.5), import the GSMCtrlObject.aaPDF
file instead of $§GSMCtrlObject.aaPKG - in this case there is no default
configuration provided and it should be created manually (by creating new derived
template and configuring it). After importing, three new templates are added to
Template Toolbox:
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: Galaxy Edit View Object Window He
P TH S @ U
?@Template Toolbox >l

El @ test

= (53] Application

© b @ $AnalogDevice
~ & $Boolean

@ $DiscreteDevice

- @ $Double

- @ $FieldReference

@ $Float

o @ $GSMCtriTest

@ $Integer

- @ $Sequencer

- @ $5QLData

- @ $5tring

~o @ $5witch

: “ @ $UserDefined

B- (51 Device Integration

- - [] $DDESuiteLinkClient
- @ $GSMCtriobject2
"} $GSMCtrobject2_001

- [} $InTouchProxy

- [f] $OPCClient

- 3 $RedundantDIObject

= (53] System
- £0% $AppEngine

o AY $area

Lo (P8 $TInTonchYiewann

Here the $GSMCtrlObject2 is GSM-Control Object base template,
$GSMCtrlObject2_001 is GSM-Control Object derived (child) template and
$GSMCtrlTest is test (demo) object template.

3. Create new instances of $§GSMCtrlObject2_001 and $GSMCtrlTest and
locate new instances GSMCtrlObject2_001_001 and GSMCtrlTest_001 under
Area_001:
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1 Archestra IDE

: Galaxy Edit Yiew Object Window Help
P TH S @ Ul R
() Template Toolbox - 3

=l g test
#- (5] Application
# (3] Device Integration
- (5] System

Kl [

-@ Template Toolbox | Graphic Toolbox |

- Deployment v B

=) o test
- [2) Unassigned Host
=1 0] WinPlatform_001
=/~ E3% AppEngine_001
2g
Ly GSMCtrlObjectz_001_001
- [y GSMCtriTest_001

Now GSM-Control Object and test object are ready for configuration, deployment
and run-time use.

4. The GSM-Control Object default configuration is provided for demo purposes
only, to serve the explanation in “Getting started quickly with GSM-Control Object”
section. The default configuration contains and allows to do the following:

- one User “Userl” with phone number “+371777666555”;

- one Alarm message “Alarm1”: the SMS message “alarm!” will be sent to “User1”
when test object attribute GSMCtrlTest_001.Alarm value is set to True;

- one pair of Send/Receive messages “SR1”: when GSM-Control Object receives SMS
message “?” from “Userl”, the response SMS message “Value:{Item1}” will be sent
back to “Userl”, where {Item1} will be replaced with current value of test object
attribute GSMCtrlTest_001. IntegerValue.

Getting and enabling license

To enable the software key or demo license or licensing under License
Server, open the GSM-Control Object configuration editor, by double-clicking the
instance GSMCtrlObject2_001_001, then click on the “License Server” tab:
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@ GSMCtriObject2_001_001 *

General I Users | Send/Receive I Alarms License Server lObject Information | Scrip!

Product ID IPR 006 81 |

Product Version Il 2 |

IP Address [

Port I8001

Customer ID |

PC Code |2496-?4?5-8b8b-f991
ProductID

(¢ PRODGS1 102
(" PRODGS2 102

Software Key Invalid Key

Demo license kext

Expires

Software Key

The software key should be purchased and currently it is available for two
product levels, based on total number of Users configured — maximum 3 Users
version (“ProductID” starts with PR0O0681) and unlimited version (“ProductID”
starts with PR00682).

Note: the purchased Software Key permits running and deploying Object on single
computer. You should decide on which computer the GSM-Control Object will be
used prior of purchase of software key. The editor’s License Server page shows PC
Code string from computer where IDE is runnin€g. If Object will be deployed on
different Platform (computer) then PC Code will be calculated after first deploy of
Object. The Product ID will be calculated automatically according to Users count.

To get and enable the software key:

1) If GSM-Control Object will be deployed locally then getting and enabling the
software key 1s performed on configuration editor “License Server” tab:
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o select the appropriate “ProductID” (e.g. PR00681 xxx or PR00682 xxx);

e copy/paste the automatically generated “PC Code” to e-mail (or text file or
similar) and provide the “ProductID” and “PC Code” strings when ordering the
GSM-Control Object product;

¢ when GSM-Control Object product is purchased, copy the received “Software
Key” to corresponding “Software Key” tab field and check that it is evaluated as
“Valid Key” (as well “GSM.: License OK” message should appear in SMC Log
Viewer).

2) If deploying GSM-Control Object remotely (to other computer) then getting
and enabling the software key can be done only after GSM-Control Object was
deployed:

e open GSM-Control Object in IDE Object Viewer, select the LastError attribute
and open it for modification:

Modify String Yalue x|

Reference: GSMCtrlObject2_001_001.LastError

Enter LicenseServer.CFg value For product |
ID:PROD6E1 102, PC Code:m

=l

Apply OK Cancel l

e copy/paste the “ProductID” and “PC Code” to e-mail (or text file or similar) and
provide the “ProductID” and “PC Code” strings when ordering the GSM-Control
Object product (“ProductID” is based on number of currently configured Users, so
in “unlimited” license case at least 4 Users must be configured);

e when GSM-Control Object product is purchased, copy the received “Software
Key” to GSM-Control Object “LicenseServer.Cfg” attribute and check if the “GSM.:
Valid software license found for PRO068x nnn.” message appears in SMC Log
Viewer and GSM-Control Object “LicenseServer.IsLicensed” attribute changes to
“true”:

Modify String ¥alue x|

Reference: GSMCErICbjectk2 001 001 LicenseSerwver. Cfg

158f-6d93-5fe0-8cf2 |

|

(04 | Zancel |
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Demo License

The demo license is for free and provides an unlimited functionality (up to 10
Users are supported), but it is valid only for a limited time period. After demo
license expiration the GSM-Control Object will support only 1 User and will work
only 1 hour after GSM-Control Object deployment (in run-time).. The demo license
can be obtained by sending request to info@wonderware.fi.

The demo license is a text string containing 64 Hex symbols. When received, paste
the demo license text string:

- to “Demo license text” field and check that it is evaluated as “Valid Key”in case
GSM-Control Object will be deployed locally:

Software Key I | Yalid keyl

Demo license text | 04 EC SD 3B 48 24 72 50 17 68 75 34 OF 9E 54 05 EF 10 46
4B FO A0 CO 00 CS ES 68 74 5F 83 46 C2

Expires 2012.05.11. 9:00:56 |

- to GSM-Control Object “LicenseServer.Cfg” attribute (after deploy) and check if
message like following appears in SMC Log Viewer: “GSM.: Using demo license!
License expires at 5/11/2012 9:00:56 AM” and GSM-Control Object
“LicenseServer.IsLicensed” attribute changes to “true” in case GSM-Control Object
is deployed remotely:

Modify String Yalue |

Feference: @SMCkrICbjectz_001_001 LicenseServer. CFg

04 BEC S0 36 45 24 725017 63 75 34 9F 9E 54 05 EF ﬂ
10 46 46 FO AD CO 00 C5 ES 65 74 5F 83 460 C2

iz

O | Zancel |
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Licensing under License Server

To enable the licensing under License Server in case GSM-Control Object is
delivered as a part of Wonderware Finland Automation Intelligence Suite
package, the proper “Product ID” and “Product Version” should be selected, the “IP
Address” and “Port” of License Server node entered and proper “Customer ID”
entered (“Customer ID” is generated automatically by License Server when the
License file (kllic file) is obtained — should be copied to GSM-Control Object
“Customer ID” field):

@ GSMCtriDbject2_001_001 *

"General | Users | SendjReceive | Alarms  License Server IObject Information | Scripts |

Product ID IPR 006 81 |

Product Yersion ll 2 |

IP Address [159.8.23.41
Port |aoo1
Customer ID Ie+ﬁWZeJBFhU8agHMVqdvWSdebFZNOSSOBMUgLE»thBijjUFQn

In case the License Server has a proper license for GSM-Control Object, the
messages like following will appear in GSM-Control Object node SMC Log Viewer:

“GSM.: Connected to license server”
“GSM.: Found license for product PR 006 81”
“GSM.: Valid license found!”

and GSM-Control Object “LicenseServer.IsLicensed” attribute changes to “true”.

More about licensing under License Server, please see more in separate
“Automation Intelligence Suite License Server” guide.
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Getting started quickly with GSM-Control Object

The easiest way to start and become familiar with GSM-Control Object is to use
the default configuration supplied within GSM-Control Object distribution
package.

Default configuration

To examine the GSM-Control Object default configuration, open the GSM-Control
Object configuration editor, by double-clicking the instance
GSMCtrlObject2_001_001. There are four tabs available for GSM-Control Object
configuration: "General”, “Users”, “Send/Receive” and “Alarms”. The default
configuration is provided for purpose to explain the very basic functions: 1)
sending one alarm SMS message and 2) receiving SMS message and sending
response SMS message to same phone number. GSM-Control Object default
configuration contains the following information:

“General” tab

@ GSMCtriObject2_001_001 *

General IUsers I SendIReceiveI Alarms I License Server] Object Informationl Scripts | [

COMPort: |c0M1

Baudrate: I%UO

CharacterSet; IGSM

PINCode: |
Retries: —
SMSCentreMumber: l

TextMode: [
Disabled: [
LogSendReceive: | 5 !
Simulate: |

The “General” tab contains the GSM-modem default settings and some common
settings. As default the modem is connected to COM port “COM1”. baud rate 9600
bps is used, default character set used on GSM-modem is “GSM” and number of
“Retries” for sending SMS message is 5.
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“Users” tab

& GSMCtrlObject?_001_0D0O1 *

il Send/Receive I #larms I License Server | Ohbject Informati

| ™ Users.Usert Disabled

General |
|Isers
Mo | Marme
1 Lserl

Ilsers, User1,Phonetumber

|+358???666555

sers.ser 1. Priority

=l

|1|:|n =

The “Users” tab contains one User “Userl” with phone number “+358777666555”
and with default Priority 100 (the Priority is used only for Alarm messages to
specify the order of receiving Alarm SMS in case there are more than one User

configured as a receiver).

“Send/Receive” tab

& GSMCtriobject2_001_ 001

| #larms I License I Object Information I Scripks I LUDAs I Extensic

sendReceive, SR1.ReceiveMessage

Mo | Marmne
1 SR1

¥

4

SendReceive. SR1.SendMessage

4

Value: {1+

™ SendReceive.5R1.Disabled 1
sers User |
Iserl
: I I ﬂ I7 Ikems
Mo | Mame | SendReceive.5R1.Iteml.Referen:
1 Itemi

IGSMCtrITest_EIEIl Integerialue
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The “Send/Receive” tab contains one pair of Send/Receive message “SR1” linked
with User “User1” and consisting of Receive message “?” and Send message
“Value:{1}”. The Receive message contains the index (taken from “No” column at
“IO Items” list view) of embedded IO Item “Item1” associated with test object
attribute GSMCtrlTest_001. IntegerValue.

“Alarms” tab

@ GSMCtriobject?2_001_001

| License I Cbject Information I Scripk:

] | hame Alarms. Alarml, AlarmMessage

1 alarml alarm!

4

alarms. alarml, AckMessage

alarms. alarml . Alarmlbem, InputSource
IGSMCtrITest_IZIEIl Alarm

Alarms. &larml, AckItem, SutputDest

&larms. &larm, Timeouk;
|3

I alarms. Alarm, SendTogll;

alarms. alarml, YoiceSource

q |2 |

[ 1 alarms. Alarml . Disabled

Users Liser |
IJserl

The “Alarms” tab contains one Alarm message “Alarm1” linked with User “User1”.
The text of Alarm message is “alarm!” and the input source of alarm state is
associated with test object attribute GSMCtrlTest_001. Alarm. The time-out for
sending alarm message is 3 seconds.

The following very basic can be done by using the default configuration:

1) If test object attribute GSMCtrlTest_001.Alarm value is set to True then alarm
SMS message “alarm!” will be sent to default “User1” (default phone number
+358777666555).
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2) If GSM-Control Object receives SMS message “?” from default “Userl” (default
phone number +358777666555) then response SMS message “Value:{1}” will be
sent back to “Userl”, where {1} will be replaced with current value of test object
attribute GSMCtrlTest_001. IntegerValue (for example: “Value:13”).

How to get started quickly in simulation mode (without modem connected) and

with modem connected is explained below.

Getting started in simulation mode (without GSM-modem
connected)

The simulation mode is useful to examine the GSM-Control Object functionality
without GSM-modem connected and without real sending/receiving of SMS
messages via GSM-modem. In simulation mode the texts of sent and received SMS
messages are logged to SMC Log Viewer. The following sequence can be used to
start quickly with GSM-Control in simulation mode and using the default
configuration:

1 Undeploy (if not yet undeployed) the GSMCtrlObject2_001_001 instance and
in "General” tab select (check) the "Simulate” check-box in ”General” tab,

save/close the GSM-Control Object configuration:

& GSMCtriObject?2_001_001 *

GEeneral |Llser5 I Send/Receive I Alarms | License I Cibject Information

COMPart: |t:or~11

; =
Baudrate: IBEEIIII —

CharacterSet; IGSM

PINCode: |

Retries: |5 = =

SM3Centretumber: I

TextMode:;

Disabled:

m] =] =

LogsendR eceive:

Simulake;

<]

2 Deploy GSMCtrlObject2_001_001 and GSMCtrlTest_001 instances.
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3 Open the GSMCtrlTest_001“ in IDE Object Viewer and select/add to watch the
GSMCtrlTest_001.Alarm and GSMCtrlTest_001.IntegerValue attributes:

# Object Yiewer

File Edit Wew Options Help
J & " b J Attribute Reference: | GSMChrITest_001,Alarm, value

=l-olF test atbribute Mame - | walue
=08 winPlatform_001[WINGE] | _ abte_Mame_List_1 <Attr
E|--L—;E: AppEngine_001 _AdviseCnlyActiveEnabled krue
-4 Area_001 [Area_00 | _AlarmiModeEnum Enable
g GSMCtrIDhjectE _.ﬁ.ttril:uutes Mo Diak
- @ G5MCtriTest_go | -Sateqory Objecty
_izakegoryEnum Enginef
_ExecutionRelativeCrderEnum Mone, B
_Externalhame
_Externaltlame
_InheritedAttrListMames __fikkr
_Internaltame Zommo
_Internaltame serDe
_Warnings Mo Dak
AlarmInhibit False
AlarmMode Enable
AlarmModeCmd Enable
Area Area 0
Configh'ersion 1
ContainedMame
Conkainer
ExecutionRelated Object
ExecutionRelativeOrder Mone
Hierarchicaltame F3MCE
Hosk Area_ 0
InAlarm False
Integerialue 1]
Realvalue 0.0
Scanskate frue
1] | K
AttributeReference | Yalue | Tirmes
GIMCkrTest_001.Alarm false 10421
GSMCkrTest_001 . Integeryalue 1] 10421

4 Modify the GSMCtrlTest_001.Alarm value to True:

Modify Boolean Yalue |

Reference: GSMCEr|Test_001,&larm

O True " False

5 Open (@if not yet opened) the SMC Log Viewer — the message about the
simulated message "alarm!” sent to +35877766655 is logged:
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‘Eﬁ Message Details
Mo: | Dake | Time | Process 1D | Thread ID| Log Flag +
29345 10/24/2011  3:42:08 PM 2076 399z Info
4| | o]
Message:
'259M. ! Simulated sending SMS to "+3557F7EEE555", Message:"alarm!"
6 In Object Viewer, modify the GSMCtrlTest_001.IntegerValue value to 13:
Madify Mumeric ¥alue [ x| |
Reference: GSMCErTest_001,Integerialus
Yalue: I 13
Apply | ks I Zancel
7 Modify the values of special Simulation attributes:
Qptions  Help
J Akkribute Reference: IGSMCtrIOI::je::I:Z_EIEIl_EIEII Simulation, Phone., value
Aktribukte Mame - | Walue
tFarm_001[WINDS] | SendReceive. ExternalMame Sendreceive
bEngine_D01 Sendreceive, _Internallame Sendr.eceivePrin
Area_001 [Area_00 | SendReceive SR1,_CFgData Iteml
@ GSMCHIobject? Sendreceive.5R1._ExternalMame SR1
sendreceive. SR1._Internalhame SR1
- GSMCErTest 00 =
bl L SendReceive, SR1.Disabled False
SendReceive,5R1.Ikeml, _ExternalMame Itemi
Sendreceive,5R1.Ikeml. _InternalMame Iteml
Sendreceive,.5R1.Ikeml. DataType [MxSkring
sendreceive, SR1.Ikeml . Readstatus
SendReceive, SR1.Ikeml . Readyalue 13
SendReceive,5R1.Ikeml, Reference GSMCEr Test_00
Sendreceive,5R1.Ikeml, ReferenceSecondary -
SendReceive,5R1.Ikeml . WriteStatus
sendReceive. SR.1.Ikeml . Writevalus
sendReceive, SR1.ReceiveMessage v
Sendreceive, 3R1,SendMessage wvalue{Tkeml}
SendsMs alarm!
ShortDesc @5M Object For ]
SignalQuality 0
Simulate krue
Simulation. Message i
Simulation, Phone 3
Sirulation, Receive Falze
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Modify the GSMCtrlObject2_001_001.Simulation.Message string to ”?” and
GSMCtrlObject2_001_001.Simulation.Phone string to ”+358777666555”.
8 Modify the GSMCtrlObject2_001_001.Simulation.Receive value to True,

thus initiating the receiving of simulated SMS message:

Modify Boolean ¥alue [ x| l

Reference: G3MCErlObjectz_001_001, Simulation. Receive

" False

Cancel

9 The following messages now are logged to SMC Log Viewer, showing: after
simulated SMS message “?” was received from phone number +358777666555,
the response SMS message “Value:13” was sent back to same phone number:

P& Message Details

Mo: | Date | Time | Process ID | Thread ID| Log Flag +
29424 10/25/2011  1:36:18 PM 2076 1054 Info
1| | ]|
Message:
G5M,: Received simulated SMS From +3587 7FEE6555 - "7
¥ Message Details
Mo: | Dake | Time | Process 1D | Thread ID| Log Flag + |
29425 10/25/2011  1:36:19 PM 2076 2432 Info

Message:

N | o

GSM.: Simulated sending SMS ko "+3587 FFERGEES", Message: "value: 13"
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Getting started with GSM-modem connected

The following explains the sequence how to start quickly with GSM-Control Object
by using GSM-modem and sending/receiving of SMS messages by mobile phone:

1 Find out and remember the PIN code (if enabled) and phone number of the
SIM card to be used with GSM-modem.

2 Insert the SIM card into the GSM-modem. Connect GSM-modem to computer
serial port, e.g. to COM1 and power-up the GSM-modem. It is assumed the
GSM-modem has default serial port configuration: baud rate 19200, 8 data bits,
1 stop bit, no parity, no flow control. If GSM-modem settings differs from
default then it is necessary to restore the default settings - it can be done e.g. by
Windows HyperTerminal program by issuing AT&F (“Set all current parameters
to manufacturer defaults”) command.

3 Undeploy (f not yet undeployed) the GSMCtrlObject2_001_001 instance and
in "General” tab change the "Baudrate” setting to 19200 (or to other in case the

modem current baudrate is different) and enter the PIN code (in case it is
enabled on SIM card):

@ GSMCtriObject2_001_001 *

COMPort: ICOMI

Baudrate: |1 9200 =

CharacterSet: [GSM

PINCode: |
Retries: F =

SMSCentreMumber: |

TextMode:
Disabled:

LogSendReceive:

ml inj k=] =

Simulate:

4 In”Users” tab change the "User1” phone number to your mobile phone number
used to send/receive SMS messages to/from GSM-Control Object (in furher
explanation the phone number "+37129257257” will be used):
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& GSMCtrlobject2 001 001 *

....................

Users

Mo | Mame |

-

Isers,Userl,Disabled

1

serl
Ilsers,Userl . Phonefumnber

|+3?12925?25?

5 Save/close the GSM-Control Object configuration.

6 Deploy GSMCtrlObject2_001_001 and GSMCtrlTest_001 instances.

7 Open (if not yet opened) the SMC Log Viewer and check if messages like
following are logged, indicating the GSM-modem and PIN code (in case enabled
on SIM card) were detected and GSM-modem is ready:

¥ Message Details ' x|
Mo: | Drake | Time | Process ID | Thread ID | Log Flag +
o435 10J25/2011  2:53:39 PM 1456 2640 Info
4| | B [l
Message:
23M. ; sing modermn SIEMEMS MC35 REVISION 01.03
¥ Message Details ' x|
Mo: | Dake | Time | Process ID | Thread ID | Log Flag +
967 10/25/2011  2:58:39 FM 1456 2932 Info
1| | B [l
Message:
=SM.: PIM Ok,

8 Open the GSMCtrlTest_001“ in IDE Object Viewer and select/add to watch the
GSMCtrlTest_001.Alarm and GSMCtrlTest_001.IntegerValue attributes:
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# Dbject Yiewer
File Edit Wew Options Help
J Y ey J Attribube Reference: | GSMCHITest_ 001, Alarm, value
=l-olF test Attribute Marme - | value
=08 winPlatform_001[WINGE] | _ abte_Mame_List_1 AkEE
E|--L—;E: AppEngine_001 _AdviseCnlyActiveEnabled krue
-4 Area_001 [Area_00 | _AlarmiModeEnum Enable
: g GSMCtrIDhjectE _.ﬁ.ttril:uutes Mo Diak
- @ G5MCtriTest_go | -Sateqory Objecty
_izakegoryEnum Enginef
_ExecutionRelativeCrderEnum Mone, B
_Externalhame
_Externaltlame
_InheritedAttrListMames __fikkr
_Internaltame Zommo
_Internaltame serDe
_Warnings Mo Dak
AlarmInhibit False
AlarmMode Enable
AlarmiodeCrnd Enable
Area Area 0
Configh'ersion 1
ContainedMame
Conkainer
ExecutionRelated Object
ExecutionRelativeOrder Mone
Hierarchicaltame F3MCE
Hosk Area_ 0
InAlarm False
Integerialue 1]
Realvalue 0.0
Scanskate frue
1] | Kl
atkributeReference | Walue | Times
GIMCkrTest_001.Alarm false 10421
GSMCkrTest_001 . Integeryalue 1] 10421
9 Modify the GSMCtrlTest_001.IntegerValue value to 21:
Maodify Numeric Yalue |
Feference: GaMCtrlTest_001. Integervalus
Yalue: |21
Apply | ok I Zancel
10Modify the GSMCtrlTest_001.Alarm value to True:
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Modify Boolean ¥alue I

Reference: G3IMChrlTest_001.Alarm

O True " False

applhy | ik I Cancel

11The SMS message “alarm!” should be sent to and received by mobile phone; in
SMC Log Viewer the corresponding message is logged:

¥ Message Details B x|

No: | Date | Time | Process ID | Thread ID| Log Flag 4+

a5z 10/25/2011 2:53:42 PM 1456 2640 Info

«| | ¥
Message:

GSM.: Sending SMS to "+37129257257", Message: "alarm!"

12 From your mobile phone, respond to the sender with SMS message ”?”. In SMC
Log Viewer the message indicating the receiving of this SMS message should be

logged:
¥4 Message Details 3 5]
Mo: | Date | Time [ Process ID I Thread ID| Log Flag 4+
a53 10/25/2011 2:55:37 PM 1456 2640 Infa
«| | 2
Message:

GSM.: Received SMS from +37129257257 - "?"

13 Upon receiving the SMS message ”?”, GSM-Control Object will respond to
sender with SMS message "Value:21” containing the current value of
GSMCtrlTest_001.IntegerValue attribute; in SMC Log Viewer the
corresponding messageis logged.::

GSM-Control Object User Manual Ver. 1.x Rev 1.3 P068m13



Wonderware Finland & Baltics GSM-Control Object

23

¥4 Message Details 3

Message:

Mo: | Date | Time [ Process ID I Thread ID | Log Flag
954 10/25/2011 2:55:38 PM 1456 2640 Infa
<] | 3

X|

GSM.: Sending SMS to "+37129257257", Message:"value:21"

GSM-Control Object configuration in details

This section explains the GSM-Control Object configuration in details.

General tab

The “General” tab contains the GSM-modem default settings and some common

settings:

@ GSMCtrlobject2 *

COMPork:
Baudrate:
CharacterSet;
FINCode:

Retries:

SMSCentrelumber:

TextMaode;
Disabled:
LogSendR.eceive:

Simulate;

GEnetal |Llsers | SendReceive | Alarms | License | Ohject Infe

|comt
|oe0n
(=
1234

=i
|+3s@405202000]
I I
r i
r i
CE L

The following can be entered in “General” tab:

COMPort: The name of serial communication device (COM port) where GSM-

modem is connected. Typical names are COM1, COM2...
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Baudrate: Serial communication baud rate in bits per second used to
communicate with modem. Other communication parameters are fixed - parity:
none, stop bits: 1, no flow control.

CharacterSet: The name of modem character set used. The character set is used
to configure modem with AT+CSCS command at GSM-Control Object runtime
start-up. Default character set is “GSM”.

PINCode: Place to enter the modem SIM card PIN code, in case modem is secured
with PIN code. Empty field means PIN code is not in use.

Retries: Number of retries for execution of AT command, in case of reply time-out
from modem.

SMSCentreNumber: Here the optional SMS center number can be entered (in
case the SMS center number stored on modem SIM card is not suitable). If this
field is empty (default and recommended) then GSM Control Objec2 uses
preconfigured (default) SMS center number stored in modem SIM card.

TextMode: If checked, AT+CMGF=1 command (enabling SMS text mode) is used
to configure the modem. As default, SMS PDU mode is used and AT+CMGF=0
command is executed to use modem in PDU mode.

Disabled: Disables the sending of SMS messages through the modem.

LogSendReceive: Enables logging of modem serial communications to
Wonderware ArchestrA Logger.

Simulate: Enables working in simulation mode, when SMS are not sent/received,
but instead logged in ArchestrA Logger. The simulation of receiving SMS message
can be done by using object runtime attributes Simulation.Message,
Simulation.Phone and Simulation.Receive — see “Description of GSM-Control
Object attributes” section later in this manual.
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Users tab

The “Users” tab contains information about all configured Users:

& GSMCtriObject?_001_0D0O1 *

General ilsers | Send/Receive I Alarms I License Server I Chject Informati

sers
Mo | Marne | ™ Users.Userl Disabled
1 Lserl

zers, Userl.Phonetumber

I+358???666555

sers.User 1. Priority
|1|:|n =l

The following can be entered in “Users” tab:

Users.No: User index. User with smaller index number have higher priority if
more than one User is selected for sending alarm message.

Users.Name: The name of virtual primitive containing the User configuration
attributes.

Users.UserName.Disabled: Controls the User enabled/disabled state. By default
User is enabled. Disabled User means that SMS received from this User are not
handled and no alarms are sent to this User.

Users.UserName.PhoneNumber: Contains User phone number in international
format, used in AT+CMGS and ATD commands.

Users.UserName.Priority: Contains the Priority of User, used only for Alarm
messages to specify the order of receiving Alarm SMS in case there are more than
one User configured as a receiver and Ack message is configured. The Users with
smaller Priority value will receive Alarm SMS before Users with greater Priority
value. For example, if for Alarm message there are three Users configured (Userl
has Priority = 100, User2 has Priority = 50, User3 has Priority = 101) and
Alarms.AlarmName.AckMessage is not empty (response Ack SMS is expected
to be received from some of Users), at first the Alarm SMS-message will be sent to
User2, then in case after Alarms.Alarm Name.Timeout there is no response — to
Userl, and then — to User3.
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Send/Receive tab

The “Send/Receive” tab contains information about all configured Send/Receive
message pairs:

& GSHCtriObject? *

General I Users | | Alarms I License I Obiject Information | Scripks | UDas I Extensions | Graphics

SendReceive.SR1 ReceiveMessage

Mo | Marne

1 5R1 [
Kl
SendReceive.SR1,SendMessage
Yalue: {1}
Kl

r SendReceive.5R1.Disabled .

Isers L=er |
Userl
4| | »
_I I Ikems
Mo | Mame | SendReceive.SR1.Iteml Reference

1 Itemil

The following can be entered in “Send/Receive” tab:

No: The index of configured Send/Receive message pair. The Send/Receive with
smaller index is processed first. The received SMS is handled/processed by looking
at all configured Send/Receive pairs.

Name: Name of virtual primitive containing the configuration attributes for
SendReceive messages pair. In further explanation this name is referred to as
“SRName”.

SendReceive.SRName.ReceiveMessage: Contains the Receive message (SMS
message received by GSM-Control) text and optionally the values for configured
IO items. Each configured Receive message content should be unique enough to
allow determine it and perform the right processing. The placeholders of 10 items
values can be entered as IO Item Index or IO Item Name and enclosed in figure
brackets {}.
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SendReceive.SRName.SendMessage: Contains the Send message (SMS
message sent from GSM-Control) text and optionally the values for configured 10
items. The Send message (if configured — means Send message can be empty) will
be send back to ReceiveMessage sender in case the received SMS message
matches with some of configured ReceiveMessages. The placeholders of 10 items
values can be entered as IO Item Index or IO Item Name and enclosed in figure
brackets {}.

SendReceive.SRName.Disabled: The SendReceive messages pair can be
disabled from processing by checking this check box. Later at run-time it can be
enabled by using SendReceive.SRName.Disabled runtime attribute — see
“Description of GSM-Control Object attributes” section later in this manual.

Users: Here can be selected the Users linked with this SendReceive messages

pair.

IO Items.No: Indexes of configured 10 Items, available for ReceiveMessage or
SendMessage.

10 Items.Name: Names of configured 10 Items. Each configured IO Item creates
separate virtual primitive, containing IO Item configuration attributes.

SendReceive.SRName.ltem Name.Reference: contains the Galaxy attribute
name, which value will be read from Galaxy (and sent from GSM-Control in
SendMessage) or written to Galaxy (as received by GSM-Control in
ReceiveMessage).
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Alarms tab

The “Alarms” tab contains information about all configured Alarm messages:

& GSMCtriobject2 *

[ fa} | Mame

alarms. alarml, alarmiMessage

General I Lsers I Send/Receive Alarms |License I Cbject Information I acripks I UDas I Extension:

1 .':'||arl'|'|1 alarml

4

alarms. &larml, AckMessage

=
i

alarms. Alarm1 . AlarmItem. InputSource

I.."SSMCI:rITest_EIIIIl Alarm

alarms . alarm 1, AckItem. QukputDesk

&larms, alarm, Timeouk;

|3

-

seconds

alarms. Alarm, SendToAll:

alarms. &larml . VoiceSource

« |2

r alarms. Alarm1, Disabled
Users L<er
IJserl
1D Ikems
Mo | Mame Item

The following can be entered in “Alarms” tab:

o

No: The indexes of all configured Alarms. GSM Control Object each scan period

sequentially is checking all configured (and enabled) alarms for presence of alarm

True state. The execution sequence is from alarm with first index, to the last. All

received SMS messages are passed to each (enabled) alarm, in the order of

growing indexes - in purpose to check if there is matching with configured

AckMessage.
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Name: Name of virtual primitive containing alarm configuration attributes. . In
further explanation this name is referred to as “AlarmName”.

Alarms.AlarmName.AlarmMessage: Contains the Alarm message (to be sent
from GSM-Control) text and optionally the values for configured 10O items. The
placeholders of IO items values can be entered as I0 Item Index or I0 Item
Name and enclosed in figure brackets { }.

Alarms.AlarmName.AckMessage: Contains exact characters, which should be
sent back to GSM-Control to acknowledge the alarm. IO Items are not supported
in AckMessage.

Alarms.AlarmName.AlarmItem.InputSource: Contains the Galaxy Boolean
attribute name, used to provide the alarm state. When this attribute value
changes to True, the corresponding configured Alarm is switched into alarm state
and GSM-Control Object will send Alarm SMS message.

Alarms.AlarmName.Ackltem.OutputDest: Contains the Galaxy Boolean
attribute name, used to provide alarm ack state and to get the True value, in case
GSM Control Object receives the AckMessage. If Ackltem referred attribute
already has True value, then alarm is considered as acknowledged and Alarm
SMS message is not sent.

Alarms.AlarmName.Timeout: Contains the time-out in seconds for waiting for
AckMessage before sending the alarm message to next User. This time-out is not
applicable in case the Alarms.Alarm Name.AckMessage field is empty (no
response Ack message is expected).

Alarms.AlarmName.SendToAll: If checked - all selected Users will receive the
Alarm SMS message, regardless of whether or not the
Alarms.AlarmName.AckMessage field is empty or filled: in case
Alarms.AlarmName.AckMessage field is not empty then response Ack message
1s expected from any of Users linked with this Alarm message.

Alarms.AlarmName.VoiceSource: Here can be entered the optional path to
sound (WAV) file, which will be played (after the SMS sending) after a voice call
command “ATD{phone number};” modem command successful execution. If this
entry is empty then ATD command (voice call) is not executed. This alarm voice
call option requires computer sound card audio output line is connected to modem
audio input line (there is separate audio connector socket on the modem).

Alarms.AlarmName.Disabled: The Alarm message can be disabled from
processing by checking this check box. Later at run-time it can be enabled by
using Alarms.AlarmName.Disabled runtime attribute — see “Description of GSM-
Control Object attributes” section later in this manual.

Users: Here can be selected the Users linked with this Alarm message.

10 Items.No: Indexes of configured IO Items, available for inclusion in
AlarmMessage.
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10 Items.Name: Names of configured 10 Items, available for inclusion in
AlarmMessage.

10 Items.Jtem Name.InputSource: contains the Galaxy attribute name, which
value will be read from Galaxy and sent from GSM-Control in Alarm SMS
message.

License Server tab

The “License Server” tab is used to enable the software key or demo license or
licensing under License Server:

@ GSMCtriObject2_001_001 *

‘General | Users | SendjReceive | Alarms License Server |Object Information | Scripts

Product ID |PR 006 81 |

Product Version |l 2 I

IP Address |

Port |8001

Customer ID |

PC Code |2496-?4?5-3b8b-f991

ProductID
{+ PRODGS1 102
" PRODGSZ 102

Software Key 158f-6d93-5fe0-8cf2 Valid Key

Demo license text

Expires | |

For details how to enable the software key or demo license or licensing under
License Server, please refer to “Getting and enabling license” section (pages 7...
10 upper in this manual).
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Description of GSM-Control Object attributes

This section contains the information about GSM-Control Object attributes.

General Attributes

Attribute Data | Access Description
Type Type

Baudrate Integer | R/'W Defines the COM port baud rate

CharacterSet String | R/'W Some of character sets supported by your
modem.

COMPort String | R'W Defines the COM port name.

Disabled Boolean | R/'W If disabled then SMS messages will not be
sent.

LastError String | R Contains the string describing error or
empty string in case recovered from errors.

LicenseServer.Cfg String | R'W The string where GSM-Control Object

current licensing information is displayed
and can be entered: Software Key (string
like “158f-6d93-5fe0-8cf2”), Demo License
(string like “04 EC 5D 3B 48 2A 72 50 17 68
75 3A 9F 9E 54 05 EF 10 46 4B F0 A0 CO
00 C5 Eb 68 7A 5F 83 46 C2”) or License
Server licensing data (string containing
License Server node IP Adress and Port
number and “CustomerID” generated by
License Server)

LicenseServer.CustomerID | String | R/W

“CustomerID” generated by License Server

LicenseServer.IP String | R'W

License Server node IP Adress

LicenseServer.IsLicensed Boolean | R

Current status of GSM-Control Object
licensing: true — licensed, false — not
licensed

LicenseServer.Port Integer | R/’'W

License Server node Port number

LogSendReceive Boolean | R/'W Enables/disables logging of modem serial
communications to Wonderware ArchestrA
Logger.
Modem.CharacterSets String | R Contains the array of modem’s supported
array character sets.
PINCode String | C Modem PIN Code field.
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PINFailed Boolean | R Indicates the invalid PIN code.

ReceivePhone String | R Contains the phone number from last
received SMS message.

ReceiveSMS String | R Contains the last received SMS message
text.

Retries Integer | R/'W Number of retries for execution of AT
command, in case of reply time-out from
modem

SendPhone String | R/Set | Contains the last sent SMS message phone

number. Can be used to set phone numbers
for sending custom (not pre-configured)
messages.

SendSMS String | R/Set | Contains the text of last sent SMS message.
Writing new value into this attribute will
initiate the sending of custom (not pre-
configured) SMS message to the phone
number currently placed in SendPhone

attribute.
SignalQuality Integer | R Indicates the modem GSM signal strength.
Simulate Boolean | R/'W Controls the simulation mode. In

simulation mode SMS are not sent, but
instead logged into Wonderware ArchestrA.
In simulation mode the processing of
simulated ReceiveMessages is enabled.

Simulation.Message String | R'W Simulated SMS text.
Simulation.Phone String | R'W Simulated SMS phone number.
Simulation.Receive Boolean | R/'W Initiates the receiving of simulated SMS

message. The False state — indicates
finishing of simulated SMS receiving.

SMSCentreNumber String | W The SMS Centre number can be configured
or entered in Runtime.

Statistics.ReceivedSMS Integer | R Indicates the number of received SMS
messages.

Statistics.RejectedSMS Integer | R Indicates the number of received invalid
SMS messages.

Statistics.SentSMS Integer | R Indicates the number of sent SMS
messages.

Status Boolean | R Indicates the communication status with
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modem. True — good communications, False
— failed to communicate.

TextMode Boolean | R/'W Controls the modem SMS sending/receiving
mode — PDU or text mode. The PDU mode
1s preferable. Text mode can be used for
debug purposes.

User Attributes
Attribute Data Access Description
Type Type

Users.UserName.Disabled Boolean | R/'W Controls the User availability for
handling SMS messages. If True
then no SMS messages are
handled from this phone number
nor sent to this phone number.

Users.UserName.PhoneNumber | String R/W Contains User phone number in

international format. The empty
string means any phone number is
accepted.

Users.UserName.Priority Integer | R/'W The Priority of User, used only for

Alarm messages to specify the
order of receiving Alarm SMS in
case there are more than one User
configured as a receiver and Ack
message 1is configured.

Send/Receive Message Attributes

Attribute Data | Acces Description
Type
Type
SendReceive.SRName.ReceiveMessage | String R/W | Specifies the Receive SMS

message pattern in format
string[{item}string{item}...]. If
such pattern is received then
data is extracted from SMS
message text and written to
external IAS attributes.
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SendReceive.SRName.SendMessage String R/W | Specifies the Send SMS
message pattern in format
[string][{item}[string]... The
SMS message will be sent in
response to received SMS
message which matches with
ReceiveMessage pattern. The
{item} placeholders will be
replaced with external IAS
attribute values.
SendReceive.SRName.Disabled Boolean | R‘'W | Controls Enable — Disable state
of this Send/Receive pair.
SendReceive.SRName.ltem.Reference String R/W | Contains external data item
attribute name.
Alarm Message Attributes
Attribute Data Type Access Description
Type
Alarms.AlarmName.AlarmMessage String R/W Contains the Alarm
message (to be sent from
GSM-Control) text and
optionally the values for
configured IO items. The
placeholders of 10 items
values can be entered as
10 Item Index or IO
Item Name and
enclosed in figure
brackets {}.
Alarms.AlarmName.AckMessage String R/W Contains exact
characters, which should
be sent back to GSM-
Control to acknowledge
the alarm. IO Items are
not supported in
AckMessage.
Alarms.AlarmName.AlarmItem.InputS | String R/W Specifies name of
ource external IAS attribute,
which non-zero value
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initiates the alarm.

Alarms.AlarmName.AckItem.OutputDe
st

String

R/W

Specifies name of
external IAS attribute,
which receives the alarm
acknowledgement.

Alarms.AlarmName.SendToAll

Boolean

R/W

Controls sequence how
alarm SMS is sent to
selected Users. If True,
SMS is sent to all Users
at once. When False,
SMS is sent to Users one
by one, with Timeout
interval until someone
acknowledges alarm or
AlarmItem becomes
False.

Alarms.AlarmName.Timeout

Integer

R/W

Specifies amount of time
in seconds, how long to
wait for Alarm
acknowledge SMS prior
sending alarm SMS to
next User or repeat the
alarm SMS sending.

Alarms.AlarmName.VoiceSource

String

R/W

Path to sound (WAV)
file, which will be played
(after the SMS sending)
after a voice call
command “ATD{phone
number};” modem
command successful
execution. If this entry is
empty then alarm voice
call is not performed.

Alarms.AlarmName.Disabled

Boolean

R/W

In case True, the current
Alarm configuration is
not used in SMS
processing.
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Error and warning messages

This section contains the information about GSM-Control Object error and

warning messages.

Text in ArchestrA Logger

Reason / Action

Demo license period expired.

The computer system time is outside of time
interval in Demo license key. Please purchase
software key or request new Demo license.

Exceeded demo license user limit!

The demo license has 10 Users limit. Reduce the
number of Users.

Invalid software key for
ProductID:PR0068X XXX CustomerID:
hhhh-hhhh-hhhh-hhhh

The software key was not entered or it is invalid
for computer where GSM-Control Object is
deployed. Enter the purchased software key by
using SwKey attribute.

Too many users for Product ID :
PR00682 XXX

The selected product ID has exceeded allowed
number of Users. Delete some Users or purchase
the GSM-Control Object unlimited version.

Running in demo mode! Enter software
key for ProductID:PR00680 XXX
CustomerID:hhhh-hhhh-hhhh-hhhh

The GSM-Control object is working in one hour
demo mode, because software key is not entered
or is invalid.

Demo period timed out!

The GSM-Control Object finished to work in one
hour demo mode. The outgoing SMS sending
and received SMS handling is disabled.
Redeploy the GSM-Control object, or enter
purchased software key.

SMS received from {PhoneNumber} not
handled due to license limitations.
Acceptable phone numbers — LIST.

The GSM-Control Object has number of Users
limitation. The received SMS sender in not in
the GSM-Control Objects internal list of valid
phone numbers after the first use of number.
The number of valid phones cannot exceed the
User limit. LIST shows locked phone numbers.

Timeout when set PIN code!

The AT+CPIN= command timed out. PIN code
set state is uncertain, and further attempts
enter PIN code are stopped. Please enter PIN
code manually e.g. by using Hyper Terminal.

PIN code requested, but not configured!

Modem requests PIN code, but PIN code is not
entered in GSM-Control Object configuration.
Further communication with modem is stopped.
Please enter PIN code or disable PIN code
requesting.
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Failed set PIN code!
Failed execute PIN code query!

Invalid response to PIN query!

AT+CPIN command failed or invalid PIN was
configured. Further communication with modem
is disabled. Please configure PIN code manually
e.g. by using Hyper Terminal.

PIN1 or PUK code requested!

The modem is requesting PIN1 or PUK code.
Further communication with modem is disabled.
Please configure PIN code manually e.g. by
using Hyper Terminal.

Failed parse PDU {PDU data} - error
{Reason}

The received PDU data is in invalid or
unsupported format. Please contact
Wonderware Finland Technical Support.

SMS message is modified or truncated!

The GSM-Control Object does not support long
SMS splitting in multiple SMS. The sent SMS

was modified prior the sending.

Failed dial voice {Number} - error
{Reason}

Failed to make voice call to phone Number.

Rejecting incoming call!

The modem received voice call. The GSM-

Control Object hangs all received calls.

Network - not registered!

The modem is out of GSM network coverage.

Network - registered to home network. | The modem is registered in home GSM network.
Network - searching... The modem searches GMS network.

Network - registration denied!

Network - unknown! Unknown error with GSM network registration.
Network - registered, roaming.

Old simulated SMS not jet handled!

The simulated SMS was sent, but handling of
previous simulated SMS was not finished.
Please retry send simulated SMS.

Please enable simulation to use
simulated SMS.

The Simulate Attribute is False. Change
Simulate attribute in either runtime or by
editor.

Custom message "Message"not sent!
Phone number not jet specified. Please
use SendPhone to set phone number.

The GSM-Control Object does not know the
phone number were custom custom (not pre-
configured) SMS should be sent. Use SendPhone
attribute to specify the phone number.

Failed set Ack item ITEM.

The Ack item does not have write permission.

Failed open COM port "COMX”! Error
Reason!

The COM port cannot be opened. Check other
processes for using COM port or check
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hardware.
Status changed for port Statel to The communication with modem either failed or
State2. recovered.
Timeout error when sending AT The modem did not sent response to AT
COMMAND! command during the reply time-out.
Error response received to command The modem responded with error code to AT
“AT COMMAND"! — Error Code. command.
Failed set item "ITEM" to Value. The 10 item has no write permission.
Exception while writting to com port! The writing to COM port causes exception.
Message — Error Message.
Exception in com port read! Message : Reading COM port causes exception.
Error Message.
Exception in GSMEngine thread — The software exception was caught in scan
Exception info. period handler.
Exception in GSMComPort thread — The software exception was caught in COM port
Exceprion info. thread.
Exception in read callback! Message : The software exception was caught in
Exceprion info. asynchronous read handler.
Exception on com port write callback! The software exception was caught in
Message : Exception info. asynchronous write handler.
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GSM-Calendar Object

This section explains the GSM-Calendar Object, what serves as an example how in
practice to access/use the GSM-Control Object from Wonderware Application
Server environment.

Overview

The GSM-Calendar Object allows to access and control GSM-Control Object
attributes from Wonderware Application Server environment. GSM-Calendar
Object is a simple calendar that controls when defined users will obtain SMS
messages GSM-Control Object. It allows to configure GSM-Control Object once
and then perform the scheduled receiving/sending of SMS messages to individual
Users based on defined calendar. The GSM-Calendar Object is a standalone
“user-defined” Application Server object together with its visualization control
panels that can be shown on InTouch. The GSM-Calendar Object is a “freeware”
type software that can be modified and copied to achieve special customer

requirements, it is just an example how to build advanced GSM communication
using GSM-Control Object.

Files

The GSM-Calendar Object installation consists of one file:

- $GSMCalendar.aaPKG — the GSM-Calendar Object implementation code; the
GSM-Calendar Object is optional demo object showing in practice how to access
the GSM-Control Object attributes from Wonderware Application Server
environment — it is a simple calendar that controls when defined users will obtain
SMS messages from GSM-Control Object

Installation steps

1. Copy GSM-Calendar Object installation files to some folder, e.g. to C:/ GSM-
Control Object folder.

2. Start the ArchestrA IDE and import the $GSMCalendar.aaPKG file to a
new/existing galaxy. After importing, the new template is added to Template
Toolbox:
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(&) Template Toolbox

SRy 4 Training Galaxy

(53] Application

= m Device Integration

i [ig]] $DDESuiteLinkClient

- i@ §GSMCalendar

o i SGSMCtrlObject2

o i@ SGSMCtrlObject2_001
gInTouchProxy

- [) soPCClient

" g $RedundantDI0bject
B~ (5] Production

- m System

3. Create new instance of $§GSMCalendar and locate new instance of
GSMCalendar_001 inside GSMCtrlObject2_001_001 object (be sure that the new
instance of calendar is a child of GSMCtrlObject2_001_001 object):

3 Model

= g TrainingGalaxy

[~ [3) UnassignedArea

= Gl Area_001

| B GSMCtrlobject2_001_D01

i | R calendarCalendar_n01 [ GSMCalendar ]
- @) GSMCtriTest_001

511 Flant

511 ControlSystem

@ Deployment
- @ TrainingGalaxy

.

B+ [ Unassigned Host
= |5 GRPIatform
El- {8} AppEngine
B B Area_n01

GSMCtrlObjectz_001_001
b CalendarCalendar_001 [ GSMCalendar ]
GSMCtrlTest_001

2

m

Now GSM-Calendar Object is ready for configuration, deployment and run-time

use.

4. The GSM-Control Object should be deployed at first or together with GSM-
Calendar Object. That order guarantees that GSM-Calendar Object can read and

initialize all attributes properly.

5. For visualization on InTouch it is necessary to create the instance of

“$InTouchViewApp” template and inside “InTouch — Window Maker” application
“Embed ArchestrA Graphic” of GSM-Calendar Object instance named “Tabbed

Display”:
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ﬁ InTouch - WindoewMaker - \WINZKEXE6\ TRAININGGALAXY-SMESAPP

i File Edit View Arrange  Text Line Special Windows Help
T e s a0 G

- RS

4B L u|x Al=ls =L CADL
:[7] Qlassic View X i[T]Project View x

Windows - Windows & Scripts w
...[]] Calendar - (=l Unassigned

g ; Y3} Galaxy Browser - TrainingGalaxy =

0d @ g[E]E [0 2 e =

-0 £ Instances GSMCalendar_001

D G GEM Calendar Commy ma s
M d | Tegname = F—

“ n
=] @ GSMCalendar_001

Vi

a0 About Members Runtime

& T ) o ) B
Schedulers

=

1 Ohject GSMCalendar_001.TabbedDisplay:
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E | | [
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Members tab

The “Members” tab contains three main sets: Users, Groups and Members. On this
tab you can create and configure groups and their members:

[HelpDesk

Poul

|Emergency
TechnicalSupport

Manaiement
D

User names: area is a list of “Users” defined in GSM-Control Object. This is the
list of people that will receive SMSs and are allowed to respond to GSM-Control
Object. This list must be exactly the same as the list of “Users” in GSM-Control
Object. To import current definition of “Users” from GSM-Control Object, use the
“Import users from GSM Control” button.

Group names: area is a list of defined in GSM-Calendar Object groups. The
group is a set that contains some “Users”. The group definition is used to set
schedulers inside calendar. Group items can be added/removed/renamed.

Members: list of “Users” attached to the certain group. By selecting group name
in drop down list (“Group name” in middle area), the list below the “Members”
shows currently assigned members. Use horizontal arrows to add/remove users
from selected group.

Log Message: integer value (0-3) that allows to control amount of information
send to ArchestrA SMC Logger console. Whenever something is changed in
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configuration, the system sends logs to SMC console. It is strongly recommended
to open SMC log console and read logs from GSM-Calendar Object, this is the way
which system uses to communicate with operator. If “LogMessage” level is set to 0
—no logs will be send to SMC console except errors and warnings.

Save/Read Config: Described above definition for Users, groups and members
can be saved/read to/from the XML file which location is defined in UDA -
“ConfigurationFilePath” (default value is “c:\GSMCalendar_config.xm]1”).

Schedulers tab

The “Schedulers” tab allow to add/update/remove definitions of schedulers. System
allows to define up to 200 schedulers shown on 20 pages. The single scheduler
contains the group name (the same as scheduler name) and date-time information.
It is possible to use 4 different types of schedulers:

1. Date - with exact date and time for start and end. This scheduler lasts
constantly for the whole time between defined start/end date-time. Look on
the picture below at scheduler No. 1.

2. Day of Week - with exact start and end time described by days of the
week. This scheduler is very similar to the first one, but instead of exact
date here is the day of the week. Look on the picture below at scheduler
No. 2.

3. Recur Date - this is a recurring date scheduler, that starts every day
(between start/end date) from start time to end time. On HMI panel such
schedulers are marked with additional ‘R’ inside the cycle image. Look on
the picture below at scheduler No. 3.

4. Recur Day of Week - same as Recur Date, but instead of exact date
here is the day of the week. Look on the picture below at scheduler No. 4

Each week starts on Monday, the 24-hours format is used for time and the date
format is YYYY/MM/DD. The start date-time must be before the end date-time,
exception is allowed when days of the week are used. When start date is e.g.
Friday and end date is Monday, then it means that scheduler lasts constantly to
the end of week and then to Monday (all together Friday-Saturday-Sunday-
Monday). It is possible to select any of existing scheduler and change its type or
date-time and update the existing one or add a new one or delete it.

Save/Read Schedulers: Described above definition for schedulers can be
saved/read to/from the XML file, which location is defined in UDA -
“schedulerFilePath” (default value is “c:\GSMCalendar_schedulers.xm]”).
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——— T . T ]
Members Schedulers Runtime About
Definition of Schedulers
Group name Start End Page:
[ 1 Teama 19:00 2011411427 1900 2011/11/28 | [ < H "ﬂ
| 2. TeamB 19:00  Sunday 1900 Tuesday | £ |
| 3 TeamC 19:00 2011411727 (R) 23:00 2011711723 |
| 4 TeamD 1900 Sunday  (® 2300  Tuesday |
| 5 Might 1900 Monday  (® 0500 Monday |
| B:  Emergency 03:00  Manday ® 11:00  Friday |
| 7. Management 14:00  Tuesday (B 17:00  Thursday |
Read
| 5  HelpDesk 0800  2011/12/02 DB00_ 201141231 | Senadulers
El | Save
[ 10: | Schedulers
Group name Start End
|HeIpDesk v| 08:00 2011/12/02 ~ 08:00 201112/31 ~ 24H
: ? Recur Recur
Curr.date.‘ 10:33 2011511528, Monday | @ Date Week Date WWask
Add ‘ Update ‘ Femove
Runtime tab
The “Runtime” tab contains information which “Users” are enabled to
receive/transmit SMSs. The GSM-Calendar Object based on its
users/groups/members configuration and added schedulers automatically
enable/disable Users in GSM-Control Object. The Users that are allowed to
receive/transmit SMSs are shown on this list:.
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Finland
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GSM-Calendar Object configuration in details

This section explains how the GSM-Calendar Object is built. That section should
be read by anyone who would like to extend/adjust a functionality of GSM-
Calendar Object to customer requirements.

General information

The code for GSM-Calendar Object is shared in two places: inside scripts of the
object and in many objects (scripts, buttons, properties) on graphical HMI panel.
The main functionality like: reading/saving configuration/schedulers, validation of
configuration and schedulers, control of GSM-Control tasks are placed inside
scripts of GSM-Calendar template, while adding/removing/updating/selecting any
user/group/member/scheduler is controlled by HMI items like: buttons, lists,

”»

selectors, etc. Many data are stored in arrays (the UDA names start with “Arr_
letters), which length is assign dynamically with the exception for schedulers
arrays. The general rule for arrays is that they are always filled from top — the
new entry that must be saved in array always goes to the first free place in array

from the top. If any item from array is deleted then all items below it are moved
up.
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UDAs on graphical panel

UDAs attached to the graphical panels helps to understand better the concept and
architecture of GSM-Calendar Object:

Arr_UsersBelongToSelectedGroup Arr_GroupNames
Arr_UserNames groupMembersSelected

readGSMControlCFG
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Arr_ScheduleStartDate
Arr_ScheduleStartWeekDayName

Arr_ScheduleNames Arr_ScheduleEndDate
Arr_ScheduleEndWeekDayName

. 10 TeamA 19:00 201141527 19:00  2011/11/29
Arr_ScheduleActive
2:  TeamB 12:00  Sunday 19:00  Tuesday

3 Team( 19:00 20111127 ® 23:00  2011/11/29

4 TeamD 1900 Sunday (@) 2300 Tussday hedulerTo/FromFile
5. Might 19:00 Manday ® 06:00 Monday

5. Emergency 08:00  Maonday (B) 11:00  Friday

7. Management 14:00  Tuesday ® 17:00  Thursday
Read
Schedulers

Sawe
Schedulers

5. HelpDesk 05:00 20111202 05:00  2011/12/31

| 08:00 201112/02 - 08:00 201112/31 =

Recur Recur
O Date © Week

Arr_ScheduleType

Arr ListOfActiveUsers

Arr UserWillReceiveMe ’

Finland
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General Attributes

Attribute

Data
Type

Access
Type

Description

Arr_DaysOfWeek

String|[]

Defines the order and names for days of
week. The names of week must be the
same as the current system uses. Method
date.toString("dddd") must return the
same names as defined in this array.
Order of items inside this array can be
changed to start the week on Sunday.
The default order is Monday-Sunday.

Arr_GroupMembers

String]]

R/W

Defines the members (Users) assigned to
the groups. Format: Group: Userl,
User2, ..., UserN. Users attached to the
group cannot be duplicated (unique in
one line), Group: cannot be duplicated
inside the whole array.

Arr_GroupNames

String]]

R/W

Unique names of groups

Arr ListOfActiveUsers

String]]

Unique names of Users that are enabled
to receive/transmit SMSs. The order and
array id is not equal to order and id
inside the “Arr_UserNames” array.

Arr ScheduleActive

Boolean][]

The length of array is 200. Each item in
this array references to individual
schedule definition. This array cannot
change its size dynamically. The “True”
value of the item in this array means
that based on current date-time and
start/end date-time defined for that
scheduler this scheduler is active.

Arr ScheduleEndDate

DateTim
e(]

R/W

The length of array is 200. Each item in
this array references to individual
schedule definition. This array cannot
change its size dynamically. Contains the
end date-time for each scheduler.

Arr_ScheduleEndWeekDay
Name

String|]

The length of array is 200. Each item in
this array references to individual
schedule definition. This array cannot
change its size dynamically. Contains the
day of the week that refers to
“Arr_ScheduleEndDate” array. This
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string is used when “Day of Week” type
of scheduler is selected. The value for
this UDA is automatically returned via
method: date.toString("dddd")

Arr ScheduleNames

String]]

R/W

The length of array is 200. Each item in
this array references to individual
schedule definition. This array cannot
change its size dynamically. The array
keeps the names of schedulers (the name
of group which was selected during the
definition of scheduler).

Arr ScheduleStartDate

DateTim

R/W

The same as “Arr_ScheduleEndDate” but
for start date-time

Arr ScheduleStartWeekDa
yName

String]]

The same as
“Arr_ScheduleEndWeekDayName” but
for start date-time

Arr_ScheduleType

Integer|]

R/W

The length of array is 200. Each item in
this array references to individual
schedule definition. This array
represents the type of each scheduler.
Value = 0 means the scheduler type is
based on exact date-time, Value=1 means
the scheduler type is based on the days of
week.

Arr UserNames

String]]

R/W

Unique names of Users. This array must
contain the same Users (not necessary it
the same order) as GSM-Control Object
has.

Arr_UsersBelongToSelecte
dGroup

String|]

The list of unique Users belonging to
currently selected group (from drop down
list on HMI)

Arr UserWillReceiveMessa
ge

Boolean]]

The array of Boolean values indicating if
the certain User (inside
“Arr_UserNames” array) is allowed to
receive/transmit SMSs.

ConfigurationFilePath

String

R/W

Path to XML file that is used in
reading/saving configuration data.
Default destination is
“c:\GSMCalendar_config.xml”

configurationHasChanged

Boolean

Boolean UDA that triggers
“ConfigurationWasChanged” script. This
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script is called to validate many data in
GSM-Calendar Object

currentTime

DateTim

Current time used to enable/disable each
scheduler

groupMembersSelected

String

UDA that keeps information which group
operator selects from the drop down list
on HMI.

increaseLengthOfGroups

Boolean

R/W

Boolean UDA that works together with
“resizeLengthOfGroups” UDA. This UDA
shows the direction of resizing, “True”

means “increase”.

LogLevel

Integer

R/W

Value from 0 to 3 determines how many
information must be send to SMC log
console. 0 means nothing is send, but
errors and warnings are always send.

readConfFromPFile

Boolean

Boolean UDA that triggers
“ReadConfFromFile” script to start the
reading configuration for XML file.

readGSMControlCFG

Boolean

Boolean UDA that triggers
“ReadConfFromGSMControl” script to
import already defined Users from GSM-
Control Object. That trigger is set to true
every time when GSM-Calendar Object is
deployed.

readSchedulerFromFile

Boolean

Boolean UDA that triggers
“ReadSchedFromFile” script to start
reading schedulers for XML file.

resizeLengthOfGroups

Boolean

Boolean UDA that works together with
“increaseLengthOfGroups” UDA. This
UDA triggers “ChangeSizeOfGroups”
script to resize the length of group
arrays.

saveConfToFile

Boolean

Boolean UDA that triggers
“SaveConfToFile” script to save
configuration in XML file.

saveSchedulerToFile

Boolean

Boolean UDA that triggers
“SaveSchedToFile” script to save
schedulers in XML file.
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schedulerFilePath String R/W Path toe XML file that is used in
reading/saving schedulers data. Default

destination is
“c:\GSMCalendar_schedulers.xml”

Scripts

The description of script is available at the beginning of all scripts with
many comments inside the code.
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Oct 2011 Rev 1.0
Nov 2011 Rev 1.1

Dec 2011 Rev 1.2
Apr 2011 Rev 1.3

Revision History

WONDERWARE FINLAND & BALTICS
GSM-CONTROL OBJECT

Revision History
First Release

“GSM-Control Object configuration in details” added. “Description of
GSM-Control attributes” added. “Error and warning messages”
added.

“GSM-Calendar Object” added.

“Licensing agreements”, “Files” and “Installation steps” sections
modified in “Installing the GSM-Control Object” section. “Getting
and enabling license” section modified. “License tab” section

modified.
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