PAMSPANS01x

G.SHDSL.bis EFM Gateway User Manual

Version 1.5

&

RECYCLABLE




PAMSPANS501x G.SHDSL.bis EFM Gateway

Contents:
INSTRUCTION MANUAL.......ccoooeieeceieeecssss s e s s e s rr s esass s ssssss s e e s e e e s e rmnmsnsssssssssseseesnennnsnnnasnnnsnsssnnnsses 3
T INTrOAUCION......cceeeee e 4
1.1 PAMSPANSOTX OVEIVIEW .......ciiiiiiiiiiiiiiasaieins s ie s s s sr s s s s msma s s s s e e e s e e s nnamm s a s bese e e e e mmnnn s 4
1.2 == LT = 4
13 Yo o1 e 1T o 5
1.4 85T 0T o7 1 e 14 T o 5
2  Hardware Setup and Startup .........coooiiiiiiiiiiicciccccc e e 7
21 Front Panel LED and Rear Panel description ...t s 7
2.2 DSL CoNNectors DeSCriptioN.........cccueeeueeceieiirirrrrrrrrmmssssssssssrsrrmsmass s sssssserrersnnnnnssssssssssssesnnnnnnanssssnnss 8
23 Restore Factory Defaults/Reboot BUutton..............cco e, 8
24 PartS CRECK....... i aan e rann s 9
2,5 Hardware CONNECLION ... s r e r e e e 9
2.6 L0 41 T 0T - 1o o O 10
A Tt B = 1= (o] f IR TU N o =Y | o (S 10
2.6.2 Assigning static Internet information..............ouuieiiii i 10
2.6.3  WINAOWS ® XP P S ...ttt ettt e et e e e e e e e e e e e e e e e e e e e e e e e e e n e nee s e eeeeeeeeeeeeeaeaaaaaaaaaaaaaaaens 11
2.6.4  WINAOWS 2000 PSS, ... ittt ettt et et e e e e e ae e e e e e e e e e e aa e e e e e e e e e e nnneeneeseeeeeeeeeeeeeeeaeaaaaaaaaaaaaaaaans 11
2.6.5 WINdOWS ME PCS ......ooiiiiiiiiiicic e 12
2.6.6  WINAOWS 95, 98 PlS.. . ittt ettt et e e e e e e e e e e e e e e e e e e e e e e e e e e e e nneeneeneeeeaeeeeeeeeeeaaaaaaaaaaaaaaaaaens 13
3  Configure the PAMSPANS501x via EmWeb..........cccooiiiiiiiricrr s 15
3.1 AcCCeSSING EMWED ... s s s s e s e s s e s s s s e s e r e r e e nmn s n s ee s e e e e e e nnmn i nnnnnne 15
3.2 ADOUL EMWED PAQGES ....ccoiiiiireiiimmmasssssirerrrerrssssssssssssessrrsrssmsssssssssssserrennnnsnssssssssssssennennnsnnnsssssssssnsnes 15
I B - | (1 1S3 = To =T S 16
3.2.11 SySteM INFOrMAtION......eeiiiieeee ettt e e 16
3.2.1.2  PRYSICAI POI ..ottt ettt e e e e e e e 16
B 0 T B 5 o 114 To [ =1 o= YU UURRPPPN 20
3.214 I = Yo o 1 (=T =T = R 21
3.2.1.5  BVENELOG ..o 22
3.2.2  SYSIEIM PAgES ...t et e et e e e e e e e aaaa e 23
3.2.21 SAVE CONFIG ettt e e e e e e e e e e e e e e 23
B TR o o1 ] o USRI 25
3.2.2.4  FIrmwWare UPAate.......ouuuuiiiiiiii i e et se e e e e e e e e e e et ae e e e e e e ee et e aaaran e aaeaeeeaaaae 26
3.2.2.5  BaCKUP/RESIOE ... ...ttt oo ettt e e e e e e e e e e e e e enenn e e e e aeaeeeeaes 27
3.2.2.6 =] €= | SRR 28
3.2.3  CONfIQUIAtION PAOES ... ..ttt e et e et e e e e e e e aeaea s 29
3.2.31 LAN CONNECLIONS ...ttt ettt et e et e e e e e e e e e e e e e e e e e e eaeeae 29
3.2.3.1.1  Supporting MUIti POIt FOULET ......ccoeiiiee e e e e 33
3.2.3.1.2 Command Line Interface for LAN.......oo. e 34



PAMSPANS501x G.SHDSL.bis EFM Gateway

3.2.3.2  WAN CONNECHON ...ttt e e e e e e ettt eeetn e e e e e e e e eeeeeeenennnnnaeaeeaaeaeennaes 35
3.2.3.2.1  Command Line Interface for WAN ... . e 40
3.2.3.3  DHECP SBIVEN ...ttt ettt et e et e e e e e e e e e e 41
3.2.3.3.1  Command Line Interface for DHCP Server ..ottt 44
K I S B | [0 e o= - OSSP 46
3.2.3.4.1 Command Line Interface for DHCP Relay.............cooiiiiiiiiicii e 48
3.2.3.5  DINS CHENT ...ttt ettt e e e e e e e e e e e e e e e bbb 49
3.2.3.5.1 Command Line Interface for DNS Client ..........ccooiiiii e 49
3.2.3.8  DINS REIAY ..uuiiiiieiee et ettt e e et e—————aeeeaaeaee et e aat i aaaaaeaeaaaan 50
3.2.3.6.1 Command Line Interface for DNS ReIAY .........cccoiiiiiiiiiiiiiiei e 53
B T A | VI 1Y o | OSSP 53
3.2.3.7.1  Command Line Interface for SNTP Client ... 57
I Vo V7= g (o= Yo [ =T T PSP 58
3.2.4.1 S T= o101 YRR 59
R I g i B = o = o] [T o TR Y=Y oW 4 Y USRI 60
3.2.4.1.2 Enabling Firewall and/or Intrusion Detection ..............oooioiiiiiiiiiiee e 60
3.2.4.1.3 Setting a default Security LEVEl ... 60
3.2.4.1.4 Configuring SecuUrity INteIrfaCeS ........ooviiiiiiii e 60
Bt S T @7 T [ o 11 RSO 61
3.2.4.1.6 Configuring NAT global @ddreSSES.......uuuuuiiiiii e 62
3.2.4.1.7 Configuring NAT reserved MappiNg ........ccoueiiiiiieiiiiiie et e e n e 64
3.2.4.1.8 Configuring FIreWall POlICIES .......ceviiiiiiiiiiiiiiiie et 65
3.2.4.1.9 Configuring Validators...........coiiiiiiii e 67

R T g e [ O I @7 1o [U 51 o I 4 T [ 1= TS 68
3.2.4.1.11  Configuring Intrusion Detection Settings ...........ooooriiiii i 69
K B | 5 (TN (= OO 82
B S S = o o =SSOSR 84
3.2.4.3.1  Spanning Bridge Configuration ..o 87
3.2.4.3.2 Interface ConfigUration ...........cccoiiiiiiiiiiiiiis e e e e e e e e e e e e e e e aeaas 87
B.2.4.4  VLAN Lo et et et e e e e e e e e e e e e e e e e ae e nnnennneeaeeneneeeeeeeees 91
3.24.4.2 Edit Untagged POrS ... ...t 92
3.2.4.4.3 MGMT VLAN CONfIQUIation .........ceeeeiiiiiiiiiiiiieiie e 93
3.2.4.4.4 Destination Based Unicast Filtering Entry Configuration..............cccooviiiiiiin 93
3.2.4.4.5 Multicast Filtering Entry Configuration.............coooviiiiiiiiiiiii e 94
3.2.4.4.6 Forward All/Unregistered Configuration ..............ooooiuiiiiiiiii e 95
B T | o | 1 OSSP 96
B S O T 1. TSSO 97
3.24.6.1 Toadd a classifier Profile....... ... 98
3.2.4.6.2 To add a scheduler for QOS....... .. i i i 100
3.2.4.6.3 Attach a profile t0 @ tranSPOIt..........ooviiiiiiiiie e 104

4 Diagnostic and TroubleShooting .........cccccuiiiiiiii - 107
APPENAIX A — ACFONYIMIS .......uiiiiiiiiiiiriiiemmmaseaaaaassrtrrrerererrmmmassssssasasassrearmmnranmnnssssssssssssseemmeemmmnnnnns 108



PAMSPANS501x G.SHDSL.bis EFM Gateway

INSTRUCTION MANUAL

IMPORTANT SAFETY INSTRUCTIONS

BEFORE LSING YOUR TELEPHONE EQUIPMENT, BASIC
SAFETY PRECAUTIONS SHOULD ALWAYS BE FOLLOWED T
RETRICE THE RISK OF FIRE, ELECTRIC SHOCE AND INILRY
TO PERSONE, INCLUDDNG THE FOLLOW [NG:

1. Rezend aml undirstamd all Fsirocivns

2. Fallow all g ansbrue i imarked on the prduct

R Unphug thes prodiie Froen (he seall wlephone jack and powes
uutlel bulime cdeinerg. Do nol wee Bijoid clenners or oomosal
cleamers, Use a damp cloth for cleanimg,

4. Do mol use thes produc near waler. for example, neas o bathosb,
wishbowl, kilchen sink, or lausdry fuh, im 2 wel busemeni. o near o
wRETInang prd.

5. Do eot place this product o an eestable cur, stand or table. The
pruduct may Tall, cuusing scroes duomage o the product

i, Blots or apernings in the cobiset and the battemn s pravided for
wentilmion, w protece it fram overheating.  These openings must nol
b Iizhied of covered. The apenings should mever be blocked by
placing the produce an s bal, ar ciher similer serfsce. This product
shauld pever be placed near or aver o radiasor or heat register

7. This peoduet shosild be operaied oody fom the iype of poswser source
il iepted om the marking kabel. 16 vau are nog sure of ehe 1ype af
ponwer supply e your home, corsult your dealer ar locall paoer
Uy,

1wt allew amyrhing o sest om the power cond, D nist place this
pruadimt adare the conl will be sbased by permans seppang on d,

% Do wan overload wall putless and exiession cords ng ths cam sesuly n
fire of elegiriy shock, Mever wplll Hquid of any Sind v ghe producs,

10 My prosh ebgects of any knd into thie prodscs through eabliner
s s chey muy inueh donpeross voltage polss oe shost dul pars
shat coralid Fesuill in Fine o cloctrs: shock

| 1T revduacee the risk ef elecine shocks, do not disessemlde s produ)
ol take it w0 & qualified serviceman when some service aF repairn
wiork is neguired. Opening ar removing COVeTs My SOpnse yau 1o
dangerous voltnges ar ather nsks. Incomrect repssembldy can crne
electric shook when the spplionce & subsequenthy uied,

12 Upplug this praduct Erom the wall sesle srd reder serviging so
e serwice pemorme] under the dlnwing condifi oms;

d. "When the power supply cord or plug i damaged ar (rved

o I i bas been spilled ini ihe produees

¢ A0 ihe product hiss e ¢xposed b rais oF waler,

G e poduct doss mon operane nosmaliy by Bollomang ks
operating metrictions. Adjust anly these costrals Bal are coaarncd
by the operaling insn bezause improser kljusg [REEVE
conireis may reewll m damage amd will ofion regwime exlensive work
Dy i s (e mge it i L e s (s product ko normal operation,
e, Ifthe product has heen dropped or the cabinet has been damagped.
[ Itk proshict extishils a distingl chempe in perfoomance.

13 Avinid s o lelophong {other thas & cordlcss Bepe during an
clecarical storm. There may bo o reenole risk of clectric shock from
lighimng.

14D mot usae the lebephone o repor a pas lesk in the vicisdly of be
k.
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1 Introduction

Thank you for choosing the PAMSPANS501x as your broadband access solution. This
manual will help you with the setup and configuration of your product.

1.1 PAMSPANS501x Overview
The PAMSPANS501x takes advantage of the latest technology - Extended Rate Bonded

SHDSL — opening up unprecedented possibilities for symmetric transmission.

The PAMSPAN501x comes with EFM bonding or ATM m-pair bonding; higher packet
transport allows symmetric data rates of up to 5.69 Mbps, 11.38Mbps, 17.07 Mbps, or
22.76Mbps over standard 2-wire, 4-wire, 6-wire, or 8-wire telephone lines, respectively.
EFM different rates between pair 4:1 means that speed ratio of 4 between the fastest and
slowest link of a group (according to IEEE 802.-2004)

The PAMSPANS01x is a solution that enables enterprise users to enjoy long distance, high
bandwidth and symmetric data transmission.

Distance & Rate relationship Table

26 AWG  Without Noise FEFM mode
. 1-Pair Longest |2-Pairs Longest | 3-Pairs Longest | 4-Pairs Longest
R o) reach (feft) reach (fee%) reach (fee%) reach (fee%)
192 18000 18000 18000 18000
256 18000 18000 18000 18000
384 18000 18000 18000 18000
768 16400 16400 16400 16400
2560 11500 11500 11500 11500
3072 10500 10500 10500 10500
3392 10000 10000 10000 10000
3584 9500 9500 9500 9500
3848 9400 9400 9400 9400
4096 9000 9000 9000 9000
5696 7000 7000 7000 7000

1.2 Features

» Rate and Reach Improvements

The symmetric transmission rate can be up to 5.69 Mbps, 11.38Mbps, 17.07 Mbps,
or 22.76Mbps over standard 2-wire, 4-wire, 6-wire, or 8-wire telephone lines,

respectively.

Note: When one pair fails while operating in multiple pairs mode, the connection will

still be maintained. The other pairs can still operate at the maximum rates.
4
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» CO and CPE Mode selectable

Provides point-to-point connectivity

»  2-wirel4-wire/6-wire/8-wire EFM bonding or ITU-T G.bonding Mode selectable

Offers flexible rate options

» Easy Management

Support both web-based GUI and CLI-based management.

> Backward Compatible to G.SHDSL (G.991.2)

1.3 Application

CPE <9

co
@7_ ~ A o
G.SHDSL/G.SHDSL.bis |IP DSLAM

\—

PAMSPAN 501x @@
Internet
A. Connect to IP DSLAM
co CcPE
PAMSPAN 501x PAMSPAN 501x

GV

B. LAN Extension

1.4 Specification

Standard Compliance Protocol

® |TU-T G.991.2

» Transmission rate up to 5.69 Mbps on 2-wire
Transmission rate up to 11.38 Mbps on 4-wire
Transmission rate up to 17.07 Mbps on 6-wire

Transmission rate up to 22.76 Mbps on 8-wire

YV V VYV V

Support of Annex A, Annex B, Annex F, and
Annex G

» Auto load balancing with bonded pairs
»  Support point-to-point configuration
» Manual or auto rate selectivity

® Comply IEEE 802.3ah-2004

® |TU-T G.994.1

Support EFM over G.SHDSL.bis and G.SHDSL
Support ATM over G.SHDSL.bis and G.SHDSL
MAC bridging (IEEE 802.3ah-2004 and 802.1D)
PPPoE (RFC 2416)

RFC 1483/2684 Bridged encapsulation (routing mode
optional)

IP support TCP, RIPv1, RIPv2, UDP, ICMP, ARP
IEEE802.1P Priority Output Queuing

IEEE 802.1Q VLAN

IEEE802.3u Fast Ethernet 100BaseT

MAC Filtering

QoS support VBR-rt, VBR-nrt, CBR and UBR
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Maintenance

® Firmware upgradeable via FTP or TFTP (optional)
® Support Telnet

® Support ATM OAM F5 End to End and Segment loop

backs
® Statistics on DSL link and data ports
® Sys-log
® HTTP web downloadable

Management

® Password protection
® PAP and CHAP support
® Remote access management via telnet
® SNMPv1/SNMPV2
® Firewall Security
» Packet Filter
> Denial of Service
Stateful Packet Inspection (SPI)
Attack Alert and log

YV V V

Access Control

Real time log

® MIB-Il (RFC 1213, RFC 1573)
® Web based GUI

® Command Line Interface (CLI)

Support 8 PVCs

NAT/PAT support

DHCP client/server and DHCP relay functionality
Support IGMP Snooping

DMZ support

Support Port-based VLAN

LED

LED indicator; power, DSL links, Alarm, Ethernet ports
and CO/CPE mode

Hardware Interface

DSL interface: 2/4 wires one RJ-11 jack. 8 wires two
RJ-11 jacks

Ethernet interface: four RJ-45 jack; 10/100BaseT auto
sensing and crossover

AC power adapter (100VAC ~ 240VAC, 50-60Hz)

One craft Interface for local console access (CID)

Dimensions & Weight

Dimensions: 35mm(H)x210mm(W)x193mm(D)
Weight: 914g

Operating Requirements

Operating temperature: 0C to +50C
Operating humidity: 5% to 90% RH non-condensing

Power Consumption for 2-pair is 5.6W and 4-pair is
5.8W



PAMSPANS501x G.SHDSL.bis EFM Gateway

2 Hardware Setup and Startup

2.1 Front Panel LED and Rear Panel description

Following pictures are the front panel of 4-wire and 8-wire PAMSPAN501x respectively.

Figure 2-2 4-wire PAMSPAN501x Front Panel LED

1. PWR Power Indicator
2.DSL DSL loop
On---CO
3.Co Off--- CPE
4. ALM Alarm for error
5. LAN On---Ethernet Link connected

— DL — LAN -+

|- Iy -
Figure 2-4 4-wire PAMSPANS501x rear view
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1. DCIN: Power Adapter Input

2. Reset Button: Reset device to factory default setting
3. CID: Connected to PC serial port for console
4. LAN: Connected to Ethernet Port
5.DSL1to 4 Connected to loop 1 to 4

6. FG Connected to ground wire

2.2 DSL Connectors Description

DSL Connectors on back of the unit, 2 RJ-11 sockets.

— DSL —

1 2 3 4
RJ-11 uses a 6P4C connector and cable. The cable has 4 wires and we are using them for

2 pairs of DSL connection.

Pin 1 | Not used. —
Pin 2 | Tip for DSL pair 2 or 4. —
Pin 3 | Tip for DSL pair 1 or 3 —
Pin 4 | Ring for DSL pair 1 or 3 ]
Pin 5 | Ring for DSL pair 2 or 4 ]
Pin 6 | Not used.

OB WN -~

2.3 Restore Factory Defaults/Reboot Button

Press the reset button to reset the PAMSPAN501X to its factory-default settings (the
default configuration file will be uploaded). If you forget your password or cannot access

the device, you will need to reset the device to the default settings. The procedure is as
follows:

1. Power off the modem.

2. Press the reset default button.

3. Power on the Modem, and check the front panel of the modem.

4. When the “CPE LED” blinks rapidly, release the reset button.
(If you press the button for too long, the configuration file recall won't work. This is to
prevent the user from holding the button continuously)

5. The factory defaults should now be recalled. (This is called a "one-time recall")
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2.4 Parts check
Check the following items in your package. Contact our sales representatives if any item is

missing or damaged.

( ) -
-~ PAMSPAN501x i I RJ-11 Cable
—
)
%ﬁ’ Power Adapter "" I Support CD
" — _J
y/ . I Quick Installation
{/// RJ-45 Cable Guide
—

2.5 Hardware Connection

1. Connect the RJ11 cable supplied to the port marked DSL at the back of the
PAMSPAN501X. Connect the other end of the cable to your SHDSL signal source.

2. Insert one end of the RJ45 Ethernet cable into one of the LAN ports on the back of the
PAMSPAN501X. Connect the other end of the cable to the Ethernet Network Interface
Card (NIC) in your PC. Up to four Ethernet devices can be connected to the
PAMSPAN501X.

Connect an earth ground to the grounding terminal (marked FG).
Connect the external AC adapter supplied to the DC power outlet on the back of the

PAMSPAN501X. Connect the power supply to your wall outlet or surge protector.

05-17665
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2.6 Configuration

This section provides instructions for configuring your Internet settings to work with the
router.

2.6.1 Before you begin
By default, the LAN port is assigned this IP address: 192.168.1.1. (You can change this IP
address as you need. For example: IP 192.168.1.2 NetMask 255.255.255.0).

Note: In some cases, you may want to assign Internet information manually to some or all of your
computers rather than allow the PAMSPANS501X to do so. See “Assigning static Internet information” for

instructions.

2.6.2 Assigning static Internet information
If you are like most users, you will not need to assign static Internet information to your

LAN PCs. Your ISP automatically assigns this information.

In some cases however, you may want to assign Internet information to some or all of your

PCs directly (often called “statically”), rather than allowing the PAMSPAN501X to assign it.

This option may be desirable (but not required) if:

+  You have obtained one or more public IP addresses that you want to always associate
with specific computers (for example, if you are using a computer as a public web
server). (suggest to delete)

+  You maintain different subnets on your LAN.

Before you begin, be sure to have the following information on hand, or contact your ISP if
you do not know it:
The IP address and subnet mask to be assigned to each PC to which you will be
assigning static IP information.
«  The IP address of the default gateway for your LAN. In most cases, this is the address
assigned to the LAN port on the PAMSPAN501X.
The IP address of your ISP’s Domain Name System (DNS) server.

On each PC to which you wish to assign static information, follow the instructions on
checking for and/or installing the IP protocol. Once it is installed, continue to follow the
instructions for displaying each of the Internet Protocol (TCP/IP) properties. Instead of
enabling dynamic assignment of the IP addresses for the computer, DNS server and
default gateway, click the radio buttons that enable you to enter the information manually.

Note: Your PCs must have IP addresses that place them in the same subnet as the

10
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PAMSPANS01X LAN port. If you manually assign IP information to all your LAN PCs, you
can use the LAN Connections to update the LAN port IP address accordingly.

2.6.3 Windows ® XP PCs

1.

In the Windows task bar, click the Start button, and then click Control Panel.
Double-click the Network Connections icon.

In the LAN or High-Speed Internet window, right-click on the icon corresponding to
your network interface card (NIC) and select Properties. (Often, this icon is labeled
Local Area Connection). The Local Area Connection dialog box displays with a list of
currently installed network items.

Ensure that the check box to the left of the item labeled Internet Protocol TCP/IP is

checked, and click.

In the Internet Protocol (TCP/IP) Properties dialog box, click the radio button
labeled Obtain an IP address automatically. Also click the radio button labeled

Obtain DNS server address automatically.

Click twice to confirm your changes, and close the Control Panel.

2.6.4 Windows 2000 PCs

First, check for the IP protocol and, if necessary, install it:

In the Windows task bar, click the Start button, point to Settings, and then click
Control Panel.

Double-click the Network and Dial-up Connections icon.

In the Network and Dial-up Connections window, right-click the Local Area Connection
icon, and then select Properties.

The Local Area Connection Properties dialog box displays with a list of currently
installed network components. If the list includes Internet Protocol (TCP/IP), then the
protocol has already been enabled. Skip to step 10.

If Internet Protocol (TCP/IP) is not displayed as an installed component, click

| Irztall... I

In the Select Network Component Type dialog box, select Protocol, and then click

Add...
Select Internet Protocol (TCP/IP) in the Network Protocols list, and then click
OE. |

11
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10.

11.

12.

2.6.5

You may be prompted to install files from your Windows 2000 installation CD or other

media. Follow the instructions to install the files.

If prompted, click Ll to restart your computer with the new settings.
Next, configure the PCs to accept IP information assigned by the PAMSPAN501X:
In the Control Panel, double-click the Network and Dial-up Connections icon.

In Network and Dial-up Connections window, right-click the Local Area Connection
icon, and then select Properties.

In the Local Area Connection Properties dialog box, select Internet Protocol

(TCP/IP), and then click ___"toPeties |
In the Internet Protocol (TCP/IP) Properties dialog box, click the radio button labeled

Obtain an IP address automatically. Also click the radio button labeled Obtain DNS
server address automatically.

Click Ll twice to confirm and save your changes, and then close the Control

Panel.

Windows Me PCs

In the Windows task bar, click the Start button, point to Settings, and then click
Control Panel.

Double-click the Network and Dial-up Connections icon.

In the Network and Dial-up Connections window, right-click the Network icon, and
then select Properties.

The Network Properties dialog box displays with a list of currently installed network
components. If the list includes Internet Protocol (TCP/IP), then the protocol has
already been enabled. Skip to step 11.

If Internet Protocol (TCP/IP) does not display as an installed component, click

add...

In the Select Network Component Type dialog box, select Protocol, and then click

Sdd...

Select Microsoft in the Manufacturers box.

Select Internet Protocol (TCP/IP) in the Network Protocols list, and then click

:

You may be prompted to install files from your Windows Me installation CD or other

media. Follow the instructions to install the files.

If prompted, click Ll to restart your computer with the new settings.

Next, configure the PCs to accept IP information assigned by the PAMSPANS501X.
12
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11.
12.

13.

In the Control Panel, double-click the Network and Dial-up Connections icon.
In Network and Dial-up Connections window, right-click the Network icon, and then
select Properties.

Properties

In the Network Properties dialog box, select TCP/IP, and then click

In the TCP/IP Settings dialog box, click the radio button labeled Server assigned IP
address. Also click the radio button labeled Server assigned name server address.

Click Ll twice to confirm and save your changes, and then close the Control

Panel.

2.6.6 Windows 95, 98 PCs

First, check for the IP protocol and, if necessary, install it:

In the Windows task bar, click the Start button, point to Settings, and then click
Control Panel.

Double-click the Network icon.

The Network dialog box displays with a list of currently installed network components.
If the list includes TCP/IP, and then the protocol has already been enabled. Skip to
step 9.

If TCP/IP does not display as an installed component, click m.
The Select Network Component Type dialog box displays.

Select Protocol, and then click .

The Select Network Protocol dialog box displays.
Click Microsoft in the Manufacturers list box, and then click TCP/IP in the Network
Protocols list box.

Click Ll to return to the Network dialog box, and then click Ll

again.
You may be prompted to install files from your Windows 95/98 installation CD. Follow
the instructions to install the files.

Click Ll to restart the PC and complete the TCP/IP installation.

Next, configure the PCs to accept IP information assigned by the PAMSPAN501X:

8.

9.

Open the Control Panel window, and then click the Network icon.

Select the network component labeled TCP/IP, and then click Fropetties

13
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10.
11.
12.

13.

Note: If you have multiple TCP/IP listings, select the listing associated with your
network card or adapter.

In the TCP/IP Properties dialog box, click the IP Address tab.

Click the radio button labeled Obtain an IP address automatically.

Click the DNS Configuration tab, and then click the radio button labeled Obtain an IP

address automatically.

Click Ll twice to confirm and save your changes.

You will be prompted to restart Windows. Click "=

14
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3 Configure the PAMSPANS501x via EmWeb

3.1  Accessing EmWeb
To access EmWeb on the PAMSPANS01x that has been booted with an image containing

a factory default configuration:
1. Attach a PC to one of the LAN interfaces. At your web browser, enter the URL:
http://192.168.1.1
2. If you first time login the EmWeb, you will see a login box is displayed. You must enter
your username and password to access the pages. The default User name/Password as
follows
User Name: admin
Password: admin

3. Click on . You are now ready to configure PAMSPAN501x using EmWeb.

Connect to 192.168.1.1

Webadmin
User name: w |
Password:

[ Iremember my password

[ ] 4 ] [ Caniel

3.2 About EmWeb pages
EmWeb provides a series of web pages that you can use to setup and configure the

PAMSPAN501x. These pages are organized into three main topics. You can select each of
the following topics from the menu on the left-hand side of the main window:

» Status: information about the current setup and status of the system.

» System: The System section lets you carry out system commands like Event Log,
Firmware Update, Backup/Restore, Save configuration and Authentication.

+ Configuration: information about the current configuration of various system features with
options to change the configuration.

The changes made via web pages will immediately reflect in all elements of the network.
The exact information displayed on each web page depends on the specific configuration
that you are using. The following sections give you a general overview of the setup and

configuration details.
-15
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3.2.1 Status Pages

The Status homepage contains information about the current configuration of

PAMSPAN501x. It provides an overview of the current image configuration. The page

contains the following sections:

Status

system Information
Physical Port
Fouting Table
Metwark Interfaces
Event Log

3.211 System Information

Click System Information on Status menu, and then System information page

will be displayed as shown below:

System Information

Prompt Name
Firmware Version
PCB Version
TXCVR Info

LAN IP Address
LAN Subnet Mask
MAC Address
Up-Time

3.21.2 Physical Port

host

2.0.908.3

1.1

Infinean - 04
192.165.1.1
28525525510
00:01:EB:0C:BE:CB
00:08:04 =

This option allows you to configure the ports available on your PAMSPAN501X,

depending on the type of image that you intend to boot.

Configuring ports

1. From the Status menu, click on Physical Port. The physical ports available on

your device will be displayed.

Physical Ports

Port | Type Connected
Shdsl | atm X

Eth1 | ethernet
EthZ | ethernet
Eth3 | ethernet
Ethd | ethernet

-16

<\.

X K| K



PAMSPANS501x G.SHDSL.bis EFM Gateway

2. Click on Shdsl. The Shdsl Port Configuration page will be displayed:

Shdsl Port Configuration

Wiew advanced attributes... @

Basic Port Attributes

Name Value

Unit 1d CFE »

YWire Mode EFM_Bonding «
Min Line Hate 19000

Max Line Rate SEE000

FSD SYMEIRIC
Annex ANNEX_ & w
Line Probe LF EMABIE

Note that the Reset Defaulta option will nat take effect until vou save configuration and reboot.

3. This page allows you to carry out advanced configuration of your SHDSL
port attributes. From the Shds/ Port Configuration page, click View advanced
attributes. The Shdsl Port Configuration page will be displayed. “Shdsl” is the
default SHDSL port name created in the PAMSPAN501X. You can configure
the SHDSL parameters on this page.

-17
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Advanced Port Attributes

Name Value

Unit Id

Wire lode

Iin Line Rate |1%CCO |
Iax Line Rate |55950:0 |
PSD SYMETRIC

Annex

Line Probe LF_EMABLE «

Data Rate Link Mo D

RFx_=ME_Margin Custamer Side Link Mo 0
F¥_SMRE_Margin Metwark Side Link Mo_0O
Diata Rate Link Mo_1

F¥_SMNRE_Margin Custorner Side Link MNo_1
F¥_SMNR_Margin Metwark Side Link Mo_1
Data Rate Link Mo 2

RFx_=ME_Margin Custamer Side Link Mo 2
F¥_SMRE_Margin Metwark Side Link Mo _2
Diata Rate Link Mo_3

F¥_SMNRE_Margin Custorner Side Link MNo_3
F¥_SMNRE_Margin Metwark Side Link Mo_3
High Speed Rx Port

o & o o o o 8o o o o o o0 o

¢ %

o
1
=
<

High Speed Tx Port false

Hw %P Breakout falze

Hw “PIBits B

Hw % CIBits 10

Digcard Stats 0x2065=5710

4. In the Unit Id drop-down menu, you can set the device as either CO or CPE,

and then click to save the settings.
Name Value

Unit |d

Wyire hode

-18
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5. To set the PAMSPAN501X to Wire pair mode, click the Wire Mode

drop-down list to select the desired Wire Pair number. After that, click to
save the settings.

Wifire Mode
hin Line Rate

hax Line Rate

[mLs |

Wire Mode DSL Pair to Use Illustration
1-PAIR 1 — DSL —
2-PAIR 1,2
3-PAIR 1,2,3
4-PAIR 12,34 12 >4

6. To set the maximum and minimum line rate, enter the Max and Min Line Rate
values (where the values range from 192000bps to 5696000bps) and then click
to save the settings. Once the handshaking process between the STU-R

and STU-C devices is complete, the actual transmission rate will be displayed
in the Current Tx Rate attribute.

Min Line Rate 195000

Wy Line Rate SEE

7. To configure a specific Ethernet port, click the appropriate port number

(eth1~eth4) in the Physical Port Table and then the Ethernet Port Configuration
page will be displayed:

Ethl Port Configuration

Yiewe advanced attributes. . Q

Basic Port Attributes

Name Value
Cannected true

Full Duplex true

Link Speed 1000000
Link Status 100 Full

Note that the Reset Defawlts option will not take effect until you save configuration and reboot.

The page displays the basic port attributes for the Ethernet port on your
PAMSPANS501X.
-19
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3.21.3

8. This page allows you to view or carry out advanced configuration of your

Ethernet port attributes. For instance, Click View advanced attributes on Eth1

Port Configuration, and then the Advanced Eth1t Port Configuration page will

be displayed.

Advanced Port Attributes

Name
Cannected

Full Duplex

Link Speed

Link Status

In Octets

In Unicast Pkts
In Errars

In Mllcast Pkts
In Dizcards

Cut Octets

Out Unicast Pkts
Dut Errors

Dut MUcast Pkts
Out Discards
FPhy Mode

Clear Statistic

Admin Status

Value
true

true
1000000
100r Full
36375
145

0

43

1]

7EG36
128

Set the Ethernet port as either enabled or disabled via the Admin Status

drop-down list, and then click to update the advanced configuration, or

to revert to the default advanced configuration settings. Click Return
to basic attributes to return to the Eth1 Port Configuration page.

Routing Table

Routing Table is a matrix with a network control protocol, which gives the

hierarchy of link routing at each node.

The Routing Table screen allows you to view the routing table built in the

device.



PAMSPANS501x G.SHDSL.bis EFM Gateway

Routing Table
Destination | Netmask Gateway | Interface
192.168.1.0 |255.255255.0 |0.0.0.0 iplan
127.0.0.0 255000 0.0.0.0 loopback

If to create an IP route, refer to the IP Routes section on Advanced menu.

3.21.4 Network Interface
If to view the statistics on Bridge/Router Interfaces, select a specified interface
to invoke the Bridge/Router Interface page.

Bridge/Router Interface

Description Statistics Extra Info Interface Name
fc14830 | Show Statistics.. @ | Port: shdsl WRIMCI 0735 | peel
eth1 | Show Statistics... @ ethl
eth? | Show Statistics.. eth2
eth3 | Show Statistics... @ ethd
ethd | Show Statistics... @ ethd

Following figure shows the statistics on the interface, rfc1483-0.

Status: rfc1483-0 - rfc1483-0

Bridged interface

ATh connection:

Fart name shdsl | Active TRUE
R Pl 0 Tx VPl 0
R W CI 35 Tu I 35

R packets 0 Tx packets 45
R bad packets |0 Tx bad packets |0

RFC 1483 parameters:
Encapsulation | LicBridged

Refrash

Click Refresh to get the latest status information for this bridge interface.
-21
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3.21.5

Event Log

Click on Event Log, the following page is displayed as follows:

Event log

This page shows recent events from your router

Showing all events

[most recent events Jast, times are since last reboot, or real time If avallabls):

Time

Jan 01 2008 00:00:02 im:Changed iplan [P address to 192.168.1.1

[ Clear these entiiss ]

Select events to view

Selertalog.. v

This page displays a table containing all configuration errors experienced by
your Router during a current session. 3 types of logs can be selected via select
a log drop-down list.

Select events to view

- (769

Syslog messages

All Events: Shows all events occurred.
Configuration errors: Shows error messages regarding configuration(s) which
the system DOES NOT allow to change

Syslog messages: Shows all messages regarding system actions other then
Configuration errors.
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3.2.2 System Pages

Click on System menu, the following options appear:
¥ Status
System

mave config
Authentication
Frorpt

Firmware Update
Backup/Restore
Festart

The System menu contains options including, Firmware Update, Backup/Restore and
Restart Router, Prompt, Save configuration and Authentication. They will be

introduced in the following sections.

3.2.21 Save config
To save your current configuration to Flash ROM:
1. From the System menu, click on Save configuration. The following page is
displayed:

Save configuration

Confirm Save

Flease confirm that you wish to save the configuration.

There will be a delay while saving as configuration information is whitten to flash,

2. Click on to save your current configuration in the device.
After a short time the configuration is saved and the following confirmation

message is displayed: Saved information model to file //flashfs/im.conf
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3.2.2.2 Authentication
This option allows accounts for users who access the PAMSPANS501X to be

administered. Click Authentication via the System menu. The following page will

be displayed:

Authentication

This page allows you to control access to your router's console and these configuration
web-pages

Currently Defined Users

User | May login? Comment

admin | true Default admin user | Edit user.. @

Create a new user.. @

To creating a new login account
1. Click Create a new user. The following page will be displayed:

Authentication: create user

Details for new user

Usernarme:
Password:
May login? | false

Cormment:

[ Create ] [ RESEt]

Cancel and return to Authentication Setup Page.. ©
2. Enter the desire information details for the new user into the username,
password and comment text fields.

3. CIick. The Authentication page will be displayed. The table now

contains details for the user that has just been created.
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3.2.23

To editing/deleting a login account

1. The Authentication page table contains an Edit user hyperlink for each user

account entry. Click a link and the following page will be displayed:

Authentication: edit user 'admin’

Details for user 'admin’

Lsemarme: admin
Fasswird |geese

May login? | e |+

Comment: | Defanlt admin user

Cancel and return to Authentication Setup Page... @

This page allows:
» Details for a specific user account to be updated. Modify the necessary text

boxes then click Apply .

* A user account to be deleted. Click the Delete this user button.
2. Once a user account has been edited or deleted, the Authentication page will
be displayed and the table will reflect any changes that have been made on the

Edit user page.

Prompt

This configuration allows user to configure the prompt name which will be
shown in the CLI prompt. Enter the name you wish to show in CLI prompt and

click [2pply ]
Prompt Configuration

Configure the prompt name which will be shown in the CLI prompt.

Prompt Name:

host
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3.224

Firmware Update
This option allows firmware images to be uploaded to the PAMSPANS501X using
HTTP.
1. From the System menu, click Firmware update. The following page will be

displayed:

Firmware Update

From this page you may update the system software on your network device

Select Update File

Mewr Firrnware Image

Update =

2. Enter the location of the new firmware image that is to be uploaded, or use

the button to browse and select the file. Click .

3. Once the file has been uploaded to the RAM of your device, it is written to
the Flash ROM. A status page will be displayed confirming whether the upload
is complete or indicating how much of the file (in bytes and as a percentage)
has been written to the Flash ROM.

4. Once the file has been written to flash, the Firmware Update page is
refreshed. The page confirms completion of the update and requests that the
PAMSPAN501X be restarted in order to use the new firmware. Click Restart in
the system menu.

Note: Please do not power-off the device while updating firmware or saving the

confiquration as this might cause the device to malfunction.

5. After updating the firmware, it is strongly suggested that the device is
restarted and the default configuration is recalled as this will prevent any
incompatible configuration between the former and the current firmware
versions. To do this, check the Reset to factory default settings box on the
Restart page in the system menu.
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3.2.2.5 Backup/Restore
From the System menu, click Backup/restore. The following page will be
displayed. This page allows the configuration to be backed up to, or restored

from, another computer.

Backup/Restore Configuration

This page allows you to backup the mnfiguration settings bo vour computar, or restore
confguration from your computer

Backup Configuration

==

Rastore Configuration

ol urdion Fli | Browss |

Backing up your configuration
1. From the Backup Configuration section, click . The File Download

window will be displayed. Click . The Save As window will then be

displayed. Select a directory in which to save the backup configuration and click

e
Backup Configuration

Backup configuration to your computer,

Barclkup

Restoring a configuration

1. In the Restore Configuration section as shown below, click in the
Configuration File text box and enter the network path of the file that is to be
restored. If the path details are unknown, click and locate the file

using the Choose file window.
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3.2.2.6

Restore Configuration

Festore configuration from a praviously saved fila,

Configuration File

2. Click . The page will be refreshed and a Configuration Restored

message will be displayed giving details of the number of bytes uploaded.

Restart
This page allows the PAMSPAN501X to be restarted and has the same effect
as resetting the PAMSPAN501X by pressing the reset button on the hardware.

1. From the System menu, click Restart. The following page will be displayed:

Restart

Friom this pade you may restart this device

Restart

&dbar cliclang 1he resiat buttan, plamse wail for srveral sacards b b dbe spetam rastan, ¥ you woukd Bl {o ress) ol
conipirahion 1o faclory defaokl satings, pleasa check the folkrsng box

[ Raiat 1o Tacesdy dalasll samiegs

s

2. Click to reset the PAMSPANS01X. The Restart page also provides
an option to restart and restor the factory default settings. Check the Reset to

factory default settings checkbox, and then click . Monitor the console
status output to check the reset progress.

3. After the login and password prompt is displayed, login as usual (with login =
admin, password = admin), and then refresh the browser that is running
EmWeb. The Status page will be displayed and the PAMSPAN501X has been

reset.
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3.2.3 Configuration pages
The Configuration menu contains options for configuring features on PAMSPANS501x
including basic LAN and WAN connections and DHCP and DNS settings.
Note: Most of the features contain sensible default settings. You are unlikely to have to
reconfigure every feature included in the Configuration menu. From the left-hand menu

and click on Configuration. The following sub-headings are displayed:

Configuration

LAMN connections
WAMN connections
DHCP server
OHCPF relay

DME client

DN relay

SNTP client

* LAN connections: allows you to edit your LAN port IP address, create and edit a
secondary IP address and create new LAN services.

* WAN connections: allow you to create, edit and delete WAN services.

* DHCP server: allow you to enable, disable and configure your DHCP server.

* DHCP relay: allow you to enable, disable and configure your DHCP relay.

* DNS client: allow you to enable, disable and configure DNS client.

* DNS relay: allow you to enable, disable and configure DNS relay.

* SNTP client: allow you to configure Simple Network Time Protocol at Client side. (Please

point to the SNTP server, contact with your ISP provider.)

3.2.31 LAN connections

LAN connections, as shown below, refer to the connection of the customer end,
which using different IP address than WAN.

co

Internet

Connect to IP DSLAM

This option allows you to:

» Configure the LAN IP address and subnet of the default LAN connection to the
PAMSPAN501X.

» Create WAN interfaces: multiple virtual interfaces can be associated with the
existing primary LAN interface.

-29
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From the Configuration menu, click LAN connections. The following page will be
displayed:
LAN connections

Serdoe Mame [P Bridge mterlace Hame  [escigiien  Crestes

alhd wth ot (1]
alhd wth3 ot (1]
mihd sthi pthil 1]

The dafault LAH 1P inkerfacs is iplan, which is not shown in the table sbove, Edit it by
using the Change aalfault LAN port [P address buthon balow

| PSR il SR I

[Pl Pl |

The service, eth1, is not shown because it has already been created by default,
which user will not be able to delete it. The Creator column shows the method that
the services are being created. By default command, all four ports will be created

from CLI; therefore, it would show CLI under the Creator column.

To delete a service
If users would like to delete a service, simply click the specific port link, such as
“eth3” under Descriptions column, the port deletion page will be displayed as

shown below:

LAN connection: delete 'eth?2’

Please confirm deletion of this connection:

Description: eth2
Creator: cL
Fart: eth
Type: Ethernet bridged

[ Delete this connection ]

Dielete this connection
] to delete the connection. Once there is a connection
-30
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. Create ErVice
that has been deleted, user will then be able to use [ e to

Create Ervice .
e ] users will be able to select the

create a service. By clicking [
type of service that they wish to create as shown below:

LAN connection: create service

Flease select the type of service you wish to create;

Ethernet: @& Ethernet routed O Ethermet bridged

By using the web to create a service, it would then show WebAdmin under the
Creator column.
Configuring primary and secondary LAN connections

1. The Default LAN Port section contains two subsections:

LAN connections

This page allows you to change the IP address for the default LaM port. The name of the TP interface s plan.

Default LAN Port
The Secondary I Addrese shaud be an
1he =ame subnet as the Promary P
Address and uses the same Subeel
Wk, Addraeses on other subreis can ba
sdded umng il Inberacee

Primsaay P Addioss

IF Akl rici & 192 | (1= 1 L
Subirsr Wask: |25 | fas5 | (238 | o

Sacemdary P Addiass
IP Addieas: |0 al i il

(Aot |

LAN port iplan virtwal interfaces:

W linmaileca Hases

..
a. IP address and subnet mask details for your primary LAN connection. To edit these

Change LAN port [P addess

details, click | J and enter the new primary address details

b. Secondary IP address details. To create/configure a secondary IP address, click in
the Secondary IP Address text box and enter the new address details.

A
2. Once you have configured the IP address(es), click button. A message will

be displayed confirming that your address information is being updated. If you have
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changed the primary IP address, you may need to enter the new address in your web

browser address box.

To edit IP interface

1. Click Advanced. hyperlink at the bottom of the LAN connections page. The Edit IP

Interfaces page will be displayed as shows below, the user will be able to change or

modify the value of this IP Interface.

Edit Ip Interface

Ipaddr

Options

Name Value
lpaddr: 19216811
Mask: 2552552550
Dhep: falze w
RATL: 1500

Source Addr Yalidation: | false s

lcmp Router Advertise: | false s

Real Interface:

Marne: iplan
anmp If Index: 8
Enahbled: e W

Layer2Session:

| change | | Reset |

Field Definition of IP Interface

Field Definition

The IP address for this IP Interface

Mask

Mask fort this IP Interface

Dhcp

DHCP is a protocol used to obtain |IP addresses
and other parameters such as the default
gateway, subnet mask, and IP addresses of DNS
servers from a DHCP server. The DHCP server
ensures that all IP addresses are unique, which
means that no IP address is assigned to a second
client while the assignment for the first client's is
valid.

MTU

MTU refers to the size (in bytes) of the largest
packet that a given layer of a communications
protocol can pass onwards. A higher MTU
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provides higher bandwidth efficiency.

Source Addr Vaildation This command enables/disables extra checking of
the source address for packets received on this
interface. If enabled, the system will only accept
packets from valid addresses that have already
been identified.

Icmp Router Advertise The Internet Control Message Protocol for IPv4 is
a network layer Internet Protocol that reports
errors and provides other information relevant to
IP packet processing.

Real Interface The actual main interface
Name The name of this Interface
Enabled Enable or disable this interface

3.2.31.1 Supporting multi port router

The device permit multi port router. To configure this, user must first delete the

default services since all ports have already been created under bridged mode by

default. Then click s on the LAN connection page and choose

the routed mode as shown below:

LAN connection: create service

FPlease select the type of service you wish to create:
Ethernet: @& Ethemet routed O Ethermet bridged

Click “Configure” to display the service creating page. Enter the data for the required

fields and then click “Apply” to create the service as shown below:

Description: Test
Puort: ethl s
® Use DHCP

) LAM IP address:

Apply
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After completing the above steps, user will be able to see the permission of multi port

router on the LAN connection main page as shown below:

Service Name | IP/Bridge Interface Name | Description Creator

ethd ethd ethd cL

ethernet-0 ethernet-0 tast Websdmin | Yitual
ethernet-1 ethernet-1 test] WebdAdmin | Witual Q)

3.2.3.1.2 Command Line Interface for LAN

User can also use a Command Line Interface to configure the LAN. Below are some
examples:

#> ethernet add transport <ethx> <ethx>

This command adds an <ethx> Ethernet transport and allows you to specify the
<ethx> Port it will use to transport Ethernet data. In order for this command to work,
both <ethx> and <ethx> must be the same.

#> bridge add interface <ethx>
This command adds the interface name <ethx> to the bridge.

#> bridge attach <ethx> <ethx>

This command attaches an existing transport to an existing bridge interface to allow
data to be bridged via the transport. Only one transport can be attached to an
interface. If you use this command when there is already a transport attached to the
interface, the previous transport will be replaced by the new one.

#> ip add interface <name> 192.168.1.1 255.255.255.0

This command adds a named interface and optionally sets its IP address. The IP
address is not mandatory at this stage, but if it is not specified in this command, the
interface will not be configured.

#> ip attachbridge <name>
This command attaches the named bridge to the PAMSPAN501X via an existing IP
interface.

#> ip attachvirtual <virtual interface> <real ip interface>

This command creates a virtual interface. The virtual interface is associated with a
‘real’ IP interface that has already been attached to a transport using the ip attach
command. Multiple virtual interfaces can be attached to a single ‘real’ IP interface.
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3.2.3.2 WAN Connection

WAN connections, as shown below, refer to the connection of the Internet end, which

has a different IP address than the LAN side.
- 59
4\ 3 ]
Gy
LAN

This option allows the user to create and configure WAN connections for your

Connect to IP DSLAM

PAMSPAN501X. You can also create virtual interfaces on routed services. Click on
WAN connections via the Configuration menu. The WAN connections page will be
displayed:

WAN connections

WAN serices currently defined:

Service Name | IP/Bridge Interface Name | Description | Creator

rfic1483-0 pvcd c1453-0 CLI Edit... @ |Delete... )

Create a new service... )

Editing a WAN service
2. Click on the Edit link for a specific service. The Edit page for that specific
connection will be displayed. From there the user will be able to modify two interfaces:
Bridge Interfaces and Spanning Bridge Interfaces.
3. Bridge Interface is the configuration settings and traffic statistics of a named
bridge interface.
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Edit Bridge Interface

Options

Name Value
Leave Mode: Mermal
Marme:

Ether Filter Type: Al
Fort Filter: Al
Eport Flag: false w
Fart Id: 5

In Frames Caount: 1]

Out Frames Caount: g
Transit Delay Discards Count: 0O

Buf Overflow Discards Count: 1]

Port Pwid: 1
Ingress Filtering Status: false w
Frame Access Type: ALL v
Port Default User Priarity: 0

Mum Traffic Classes: 2
Regen Priority0: 0
Regen Priority1: 1
Regen Priority2: 2
Regen Priority3: 3
Regen Priority4: 4
Regen Prioritys: 5
Regen Prioritys: &
Regen Priority?: 7
Traffic Class MapQ: 0
Traffic Class Map1: 1
Traffic Class Map2: 2
Traffic Class Map3: 3
Traffic Class Mapd: 4
Traffic Class Mapa:

Traffic Class Maphk: &
Traffic Class Map?: 7

nknown “lan Discards Count: 0O
Ingress Filtering Discards Count: O
Unaccept Frame Type Discards: O
Enabled: e w

Layer2Session:

[ change | [ Reset |
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Field Definition of Bridge Interface

Field Definition

Name

Name of this Interface

Enter Filter Type

The Enter Filter Type field allows the user to
choose IP or PPPOE, which allows control over
the filtering of Internet transmission packets, such
as 080x or 886x.

In Frame Count

The number of incoming packets.

Out Frame Count

The number of outgoing packets.

Transit Delay Discards
Count

The number of frames discarded due to transit
delays

Buf Overflow Discards
Count

The number of frames discarded due to buffer
overflow

Port Pvid

The Port Pvid is the Port VLAN ID setting, is
non-configurable and is always enabled, i.e. the
bridge supports the ability to override the default
Pvid setting and its egress status (VLAN tagged
or untagged) on each bridge interface.

Ingress Filtering Status

This specifies whether the bridge interface
discards incoming VLAN tagged frames for a
VLAN that does not have this interface in its
Egress interface list, or it accepts all incoming
frames.

Frame Access Type

This command enables control over the types
(Tagged or Untagged) packets. When choosing
ALL, the system will accept either Tagged or
Untagged packets. When choosing Tagged, the
system will only accept Tagged packets.

Port Default User Priority

This command enables control over the priority of
ports. “0” means the highest priority. “7” is the
lowest.

Num Traffic Classes

A Traffic Class specifies a mechanism that can be
used to match incoming and/or outgoing packets
on a router's interface.

Regen Priority

This command specifies the mapping of user
priorities in the incoming frames to the
regenerated user priority that will be used for
traffic class mapping as well as set in the VLAN
tag of the outgoing frame.

Traffic Class Map

This command specifies the mapping of
regenerated priority to their traffic class values.

Unknown Vlan Discards
Count

The number of unknown VLANSs that have been
discarded by the system.

Ingress Filtering Discards
Count

The number of incoming frames that have been
filtered and discarded by the system.

Unaccept Frame Type
Discards

The number of unaccepted frames that have been
discarded by the system.

Enabled

Enable or Disable this interface.

4. Spanning Bridge Interface consist of the status, path cost, and priority used for
spanning tree protocol of the bridge interface. Spanning tree allows a network design
to include spare (redundant) links to provide automatic backup paths if an active link
fails, without the danger of bridge loops, or the need for manual enabling/disabling

the backup links. Bridge loops must be avoided to prevent flooding the network.
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Edit Spanning Bridge Interface

Options

Name Value
Stp Port Status: Unknown
Stp Port State: Disabled
Enabled: false

Friarity: 128
Path Cost: 10

Field Definition of Spanning Bridge Interface

Stp Port Status This field shows the status of the Stp Port.

Enabled Enabled or disabled this interface

Priority Priority of this Interface

Path Cost The value indicates the distance of the
packets traveled.

Create a new service

The device supports several types of services, such as RFC 1483, MER (IPoEoA),
PPPoA, PPPOE, and IPoA. Click Create a new senice and the WAN connection

service creating page will be displayed as shown below.

WAN connection: create service

Fleaze select the type of service yvou wish to create:

ATM: O RFC 1483 routed O RFC 1483 bridged © MER (IPoEoA)
O PPPoArouted @ PPPoA bridged
O IPo routed ' PPPoE routed

For example: To create a PPP over AALS service, choose PPPoA bridged and click

on “Configure” to go to the MER service creating page as shown below. Fill in the
desire data into the appropriate fields and click “Apply” to create this service.
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WAN connection: PPPoA bridged

Description:
WP ]
YCI: L

LLC header mode: | off s
HOLC header mode: | off s

& Mo authentication
O PAP

O CHAP
User narne:

Passward:
Apply

Field Definition of PPPoA

Field Definition

Description: Text explanation of the service.

VPI: ID number for the service. Must match on CPE side

VCI: Secondary ID number for the service. Must match on
CPE side

LLC header Enable or disable the LLC header

mode

HDLC header |Enable or disable the HDLC header

mode

Authentication |Enter the username and passwords for access

Another example: To create a MER (IPoEoA) service:

Fleaze select the type of service you wish to create:;

ATM: O RFC 1483 routed O RFC 1483 bridged @ MER (IPoEoA)
O PPPoA routed O PPPoA bridged
O IPoA routed (O PPPGE routed

Choose MER (IPoEoA) and click on “Configure” to go to the MER service creating
page as shown below. Fill in the desire data into the appropriate fields and click

“Apply” to create this service.
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WAN connection: MER (IPoEocA: Routed 1483-Bridge)

DR g

WPl ]

Wk a5
Enicapea il adici e b b LLOEHAP
= Lse DHCP

) WEH P addrese:

| Enshia MAT an this mefsce

(]

Field Definition of MER (IPoEoA)

Field Definition

Description: Text explanation of the service.

VPI: ID number for the service. Must match on the CPE side

VCI: Secondary ID number for the service. Must match on the CPE
side

Encapsulation Packet format. Choose between LLC/SNAP or VcMux
method:
Use DHCP/ WAN [Use DHCP to assign the IP automatically or choose WAN to
IP address assign the IP manually.

Enable NAT on [Check the box to enable NAT on this interface.

this interface

3.2.3.21 Command Line Interface for WAN

Users can also use a Command Line Interface to configure a WAN. Below are
some examples:

#> rfc1483 add transport <name> <port> <vpi> <vci> {liclvecmux}
{bridged|routed}

This command creates a named RFC1483 transport and allows the following
parameters to be specified:

» The ATM port that will transport RFC1483 data.

* VPI (Virtual Path Identifier)

» VCI (Virtual Circuit Identifier)

* LLC or VcMux encapsulation (optional)

* Bridged or Routed (optional)

The port/VPI/VCI combination must be unique for each transport.

#> bridge add interface <eth1>
This command adds a interface name <eth1> to the bridge.

#> bridge attach <eth1> <eth1>

This command attaches an existing eth1 transport to an existing eth1 bridge
interface to allow data to be bridged via the transport. Only one transport can be
attached to an interface. If you use this command when there is already a transport
attached to the interface, the previous transport is replaced by the new one.
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3.233 DHCP Server
This option allows you to enable/disable the DHCP server and create, configure and
delete DHCP server subnets and DHCP fixed IP /MAC mappings. Click on DHCP server

from the Configuration menu. The following page will be displayed:

DHCP Server

This page allows creation of DHCP senser subnets and OHCP server fiwed Feat IPMAC meppings. You mey alao enable arod
dizable the DHCP serer from here.

The DHCP serwer s oarenitly dizabied.

DHCP server interfaces

== this saction to edit the list of IP interfaces that the DHCP server will operate on.

Add new interface

Uz= this saction to tell the DHCP server to operate on arather IR interface.

Nesw P inferiace: [ipin = |E|

Existing DHCP server subnets

Sabman Valia Subiat Wash Usa local ket addioss a5 Ui Baecanl hoil ol digses s Aicigm At Gal siubiat fress B Dabasa?
DS sanvan dalaall gatiway [emaais Mama HOETLEE
110 EEERE 220 e W e = L Ipan. (&
1+
ba PR - ]
o ]
L+

Enabling/disabling the DHCP server

The DHCP server is enabled by default. To disable the DHCP server, click
Note: User may not enable both the DHCP relay and DHCP server at the same time
because some interface is configured for DHCP server as well as for DHCP relay. If
DHCP relay is currently enabled, User will not be able to set the DHCP server to enable.
The DHCP server can’t be enabled unless the DHCP relay is disabled.
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Creating a DHCP server subnet
1. Click on the Create new Subnet link. The following page will be displayed:
Create new DHCP server subnet

This pusges sllows pou o set up s rew DHCP server subnet =o thst the system can a=sign 1P address, subnet ma=k and
ophion configuration parsmeters to DHCP disnts

Farametars for this subaet
Diefme pour nea QWGP avtnst fere, Mucu do o veak o anescd) e avtnst valus aod subesy! mask By dand poy may eeedesd

malact an (P mbsrface sang the Gat subned from P faterdace ekl 4 swiatds avtnst mif e camabed hrast on dhe P adidveas and
b sk Beloopng o the chosen \E iotedares

Subret b

Subrel mask

(a1 mubnet from P miedace ot

Masimum lamse time L2 R seconds
Oiefmukt e 1me ALk seconds

IP sfresses to be svelables on this subnet

o e 10 Sk Sumd dba! b Shad end aod s offasa i s raogs as Mk M subnet pou definsd ahov
Admathedy pou Sy cherk Ao L i calimt sivha hos [0 Gk & salebie defasd WP adisss pool oo s suhosd
Start of ackdreas range

Ere of eddras: ranga
Usa & defail range

DS server option mformation

Erdiar e adieasas of Privasy snd Sevondaty DS sonas i he peovided fo DRCP coants on dhis svbned. You oy nshasd s
DRACP saset fo specdy B ov 1P sdrass by cdokong oo e Die foc fost address as DNE servar chach box
Primary DHE 5ever addm-s

Sezondary OMI sarsar s
U kgl hicel eadoieed e DNE 5 eiver

[efadt gateway option mformation
Usa kcal hesl & okfaul gaiewsay

K] [Fezen

arated

2. This page allows you to:

a. Set the value and subnet mask of the subnet (either manually or by selecting an IP
interface whose value and mask is used instead), and set the maximum and default
lease times.

b. Set the DHCP address range (or use a default range of 20 addresses).

c. Set the Primary and Secondary DNS Server addresses or set your System to give out
its own IP address as the DNS Server address.

d. Set your PAMSPANS501X to give out its own IP address as the default Gateway
address.

3. Once you have entered the new configuration details for your DHCP server, click .

The DHCP Server page will be displayed containing details of your new subnet.

Editing a DHCP subnet
1. Click on the Advanced Options link for a specific subnet. The Edit DHCP server

subnet page will be displayed. This page allows you to edit the values that were set
when the subnet was created.
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Create new DHCP server subnet

This al s allowis you bo get s & rew DHCP 3enver aubnet 20 that B aystem can as;aig'. [P addresa, sidvet mask
arvd option cu'.figuratiun parameters to DHCP cligrits,

Paramaters for thes subnet

Chefunse v e DERCP skt b 1 ot o ot wcedh o ooty e st verive ! avtnat murak bur bt vou ey matesnd select o P nderface sang e Gat
serbrat droam B inderiyce fedd A sutahle subeed wall be crested bamed o e 1P auzresa and avbnet maak heionguog do e chosen (P mlerface

Subnet valus

Subnet mask

et mubred fram IP interfaca e W

Wasimum leas me Lo seconds
Dt bamse ime A1X0 T

IF addresses to be available on this subnet

Vool A A0 Maie Si et e shart and ond aisasas olfenas (o TG g am wiitn 4 suhosd you dalned sboe. Alamatialy, jou may chaci e L a
et A Dok 10 SasEm & suebi delad 1P adlsas podl 0 s subos

Etan of edeas ranige
Entl ol aokd ici & i ngie
Lk a drlail i O

OME server option information

Enbir th suithiasdd of Prman and Sacoidey DNS SoAis A0 b porid & DHTF cherls oo i sibal Yiou may Do akom OHGF senvir &0 aoactly da o
1P s bay cOvhong o e Die foca Moot addnes as DIVE Servar chachbox

Prirnary OMNT sarsr eldnas

Bapandary DNE seiver ok e s

e ool hast aed s s OMS o 0o
Default gateway option information

Lhig local hast as defeul qalaway |
) =]

[ Cnctd |

2. This page also allows you to add additional option information. At the bottom of the

page, click on the Create new DHCP option link.

3. Click on the Option name drop-down list and select a name as shown below. Type a

value that matches the selected option name in the Option value text box. Click .

Create DHCP server configuration option

This page allows you to st up & new DHCP server configuration option that will b= sent to DHCP clients on this
bt

Creasts new DHCP option

o MRACT RO ALY WSRO 8 0 COTMLTIE AR I D AR D TR TN T 0 Bt Bl 0 iy il A i Gt 10 DFACF il F i ahist! niacisnsst
& aki Mor dha cficden ombnn. Some of A o, S0ch oo WIS Sevwars map Do & B of 1P oo Yo aboidy o Tem n soaroadod By comaas, as i
Pl LR

A0Z T8 ZTE T, 05 188 2201

[ G T Dok mieway [+
Cgrikan vidis

| | Feed
;

4. The Edit DHCP server subnet page will be displayed as shown below, and details of

your new option will be displayed under the Additional option information sub-heading.

To delete an existing option, check the Delete box for a specific option and click .
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Creating a fixed host
1. Click on the Create new Fixed Host link. The following page will be displayed:
Create new DHCP server fixed host IP/MAC mapping

Add new mapping

D A i ad) ITREDEANSD R, T 1P s ol fhnisit AT o (i A0 e ool T it AT s ol Sy, T
1P gdrasa souisd mob chash Wit on IF addieas ooy prasaot (0o dynami sodhass g oo abol akes o hat o i a
SN SLE ORid N A WP oS T S O T KT QohURns AbvAR B Samissnsandd s B Soade e s ot ad
By coiong, o e dlui el

P lthacs
WAL add s

o | e P BE0 S
[ e
[(canca |
2. Complete the following:
a. Type in the IP address that will be given to the host with the specified MAC address.
b. Type in the MAC address and the maximum lease time (default is 86400 seconds).

3. Click . The DHCP Server page will be displayed, and details of your new fixed host
will be displayed under the Existing DHCP fixed IP/MAC mappings sub-heading. To edit

a fixed mapping, click on the IP address, MAC address or max lease time, make a new

entry and click . To delete a fixed mapping, check the Delete box for a specific

mapping and click .

3.2.3.3.1 Command Line Interface for DHCP Server

You can also use a command line interface (CLI) to configure the DHCP server.

Below are some examples:

(Please add numbering for the CLI commands)
Enable DHCP server:
#> dhcpserver enable

Create a DHCP server subnet configuration that already exists and the default and
maximum lease times are set as follows:

#> dhcpserver add subnet LAN 192.168.1.0 255.255.255.0 192.168.1.2
192.168.1.21

The following options set the IP address of the DNS server and the default
Gateway respectively:
#> dhcpserver subnet LAN add option domain-name-servers 192.168.2.30

#> dhcpserver subnet LAN add option routers 192.168.3.40
-44
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The following option sets the IP address of an IRC (Internet Relay Chat) server:
#> dhcpserver subnet LAN add option irc-server 10.5.7.20

The following option allows the use of address auto-configuration by clients on the
network.

This is applicable when the DHCP server is unable to supply a lease to clients. If
this option is set to 1, an IP address is automatically configured for the client:

#> dhcpserver subnet LAN add option auto-configure 1

You can prompt the DHCP server to issue a DHCPFORCERENEW message to the
DHCP client at a given IP address. Note that the server will only do this if the
DHCP client is on one of the subnets that the DHCP server has been configured to
serve. The client must also be configured to respond to DHCPFORCERENEW
requests as described in Configuring DHCP Client. Enter the following:

#> dhcpserver forcerenew 192.168.1.10

You can also add a fixed host mapping to the DHCP server configuration. This
allows you to configure the DHCP server to assign a specific IP address to a
specific DHCP client based on the client's MAC address. Enter:

#> dhcpserver add fixedhost myhost 192.168.1.20 00:20:2b:01:02:03

This adds a fixed mapping of the IP address 192.168.1.20 to a host whose Ethernet
MAC address is 00:20:2b:01:02:03. If your fixed IP mapping overlaps with an IP
address in a dynamic address range, then the fixed mapping will always supersede
the dynamic address, and so that IP address will only ever be assigned to the given
host. You will still need to have a suitable subnet declaration — for example, a
subnet 192.168.1.20 with netmask 255.255.255.0, as shown earlier. Any
configuration options you define in this subnet will also be offered to any fixed host
you have added which is also on the given subnet. You can also assign a
maximum lease duration to fixed DHCP clients as follows:

#> dhcpserver set fixedhost myhost maxleasetime 7200

In this context, a fixed lease duration would usually be used to allow DHCP clients
to quickly see changes in the offered options. The IP address itself is always
guaranteed to be available for assignment to the specific host (unless there are

other DHCP servers on the same network that are deliberately configured to
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conflict).

Addition/deletion of the interface “iplan” to the list of allowed interfaces may be
carried out by using the following commands:
#> dhcpserver add interface iplan

#> dhcpserver delete interface iplan

You must disable the DHCP server before adjusting the list of interfaces it will bind
to. After issuing the commands above, you might see the following message if you

have previously turned off the DHCP server:

Note: the DHCP server is not currently enabled.

If you see this, issue the following command:

#> dhcpserver enable

The final step is to update the DHCP server with the new IP interface and
configuration that has been defined. To do this, enter:

#> dhcpserver update

3.23.4 DHCP Relay
This option allows you to:
» Enable/Disable a DHCP relay.
* Add DHCP servers to the DHCP relay list.
* Configure/delete server entries on the DHCP relay list.

Click on DHCP relay from the Configuration menu. The following page will be
displayed:
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DHCP Relay

This page allows you to eniter a list of DHCP server [P addresses that the relay will forwerd DHCP packets to. You
may also enable and disable the DHCR relay from here, and choose which IP interfaces the relay shoold operate
o,

Tree DHCP relay is curmently cdisabhad.

DHCP relay interfaces
ke this section to edit the list of 1P interfaces the CHCP relay shouald listen on.

Theare are cumantly no P inte e configured, s 1he DHCP relay will Bsten an sl svilable 1P inbedaces,

Add new interface
Lise this section bo tell DHCP relay to listen on another IP interface.

Mew P interface: s w E|

Edit DHCP server list
Lise this section to edit existing DHCP server addresses preserit im the DHCP relay's list.

Thare are curarty no OHCP servers o fhe Bet Llss jba machion s the bottom of the page b sdd 3 rew OHCP sener

Add new DHCP server
Lise this section to add & rew DHCPE sarver to the DHCP relay's list

Marw OIHCP 3 eiver IP addieeas

=]

Enabling/disabling DHCP relay

1. The image shows that the DHCP relay is currently disabled. You may click the
Enable button to enable the DHCP relay. If the DHCP relay is currently enabled, the
button will display Disable, which upon clicking it will disable the relay.

DHCP Relay

This page allows you to enter & list of DHCP server 1P addresses that the relay will formard DHCP padets bo, You
mary also enable and dissble the CHCP relay from bene, and dhocse which IR inkerfaces the relay should operate on

The DHCF relay is aumently anabiled

Note: If the DHCP server is enabled, the DHCP relay will be disabled by default. You
can’t enable the DHCP relay unless you disable the DHCP server.

Adding a DHCP server to the DHCP relay list

1. In the Add new DHCP server section, type an address in the New DHCP server IP
address text box.

2. Click . The address will be displayed in the Edit DHCP server list section.
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Add new DHCP server
Lkse this section to add & rew DHCP sarver to the DHCP relay's list

ks OHC P iiver |F addiesas

[ |
Editing/deleting entries in the DHCP relay list
1. To edit an entry, click on an IP address and enter the new details, and then click
=)

2. To delete an entry, check the Delete box for a specific IP address, and then click

(oot
3.2.3.41 Command Line Interface for DHCP Relay

You can also use the command line interface (CLI) to configure the DHCP relay

by using the following examples:

To add a DHCP server subnet to the DHCP relay’s list of server IP addresses,
use the following command:
#> dhcprelay add server 192.168.1.0

You need to update the DHCP relay in order for this addition to take effect by
entering:

#> dhcprelay update

Simultaneous use of DHCP Relay and DHCP Server

To configure this, you must first disable both the DHCP server and the DHCP
relay:

#> dhcprelay disable

#> dhcpserver disable

Bind the DHCP server to the LAN interface:

#> dhcpserver add interface iplan

Bind the DHCP relay to the wireless LAN interface and the WAN interface:
#> dhcprelay add interface wilan_filtered
#> dhcprelay add interface ipwan
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Now enable the DHCP:
#> dhcprelay enable
#> dhcpserver enable

Now you will be able to use DHCP Relay and DHCP Server simultaneously.

3.2.3.5 DNS Client

This option allows you to:

* Create a list of server addresses. This enables you to retrieve a domain name for a
given IP address.

* Create a domain search list. DNS client uses this list when a user asks for the IP

address list for an incomplete domain name.

Click on DNS client from the Configuration menu. The following page will be displayed:
DMNS client

[MS sereers:

|

Domain seardn order:

| Aad |

Configuring DNS servers

1. Type the IP address of the unknown domain name in the DNS servers text box.
2. Click . The IP address appears in the DNS servers table. You can add a

maximum of three server IP addresses. Each IP address entry has a Delete button

associated with it. Click to remove an IP address from this list.
Configuring DNS search domains

1. Type a search string in the Domain search order text box.

2. Click . The search string is displayed in the Domain search order table. You can

add a maximum of six search strings. Each search string entry has a Delete button

associated with it. Click to remove a string from this list.
3.2.3.5.1 Command Line Interface for DNS Client

You can also use the command line interface (CLI) to configure the DNS client.

Below are some examples:
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To add a server address in order to retrieve a domain name for a given IP
address, enter:

#> dnsclient add server <ipaddress>

You can add up to three server addresses. To display them, enter:

#> dnsclient list servers

To delete one or all of them, enter:
#> dnsclient delete server <number>

#> dnsclient clear servers

To create a domain search list, the DNS client refers to its domain search list
when a user asks for the IP address list for an incomplete domain name. To add
to this list, enter:

#> dnsclient add searchdomain <searchstring>

You can add up to six domain searches. To display them, enter:

#> dnsclient list searchdomains

To delete one or all of them, enter:
#> dnsclient delete searchdomain <number>

#> dnsclient clear searchdomains

3.2.3.6 DNS Relay
This option allows you to create, configure and delete a DNS relay’s primary and
secondary DNS servers. The DNS relay can forward DNS queries to the DNS
servers on this list. Click DNS Relay from the Configuration menu. The following

page will be displayed:
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DNS Relay

This page allows vou b0 enter a list of DHS server 1P addressss I:h'ul: the GRS relay can
formard DS gueries bo, Ik also allows acoess to Hhe OKE £} 0 For TFvd
Edit DNS server list

Lige this section to edit existing DMS server addresses present in e OIS relay's list. The
first address should be the Primary DMS server, the second address shoald be e
Senorddary OMS sarver, and 3 on. You cannok have more than thres addregseg at & time.

Add new DNS server
Lisg this saction to add a rew DHS server ko the DHS ralay's list

M OMS sarsar P addrass

=)

Configuring the DNS relay list
1. In the Add new DNS server section, type an address in the New DNS server IP

address text box.
2. Click . The address is displayed in the Edit DHCP server list section as
shown.

Edit DNS server list

Use this section to edit existing DMNS serv
the Primary DNS server, the second addre
more than three addresses at a time.

DNS server IP address Hostname Delete?

i) [ | =

To edit an entry, click on an IP address and enter the new details, and then click

. To delete an entry, check the Delete box for an IP address, and then click

oo

DNS Relay LAN Database
Click the DNS Relay LAN Database link on the top of the DNS Relay page, The DNS
Relay LAN Database page will be displayed as shown below:
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DNS relay local LAN database

This page allows you ko view and edit Hhe lisk of bosts and 1P addresses present on the local retwork
Global database settings

Specify the LaW dormain narme kere. Please note that entries in the local database will mot function until & domain
riame i3 specified.

Local domair name: keedln

(k] =]

This page allows you to view and edit the list of hosts and IP addresses present on
the local network. User has to specify the LAN domain name here since the entries in

the local database will not function until a domain name is specified.

Clicking the Create/View LAN database entry for IPv4 link at the bottom of the DNS
relay local LAN database page to display the Create new DNS relay local LAN

database entry page as shown below:

Create new DNS relay local LAN database entry

This pegs lets you enter the details of 2 rew device on the local LAM, You need bo typs in the
ard ks 1P addrese

Local host list

Heak rame !
IP addreszs:

(] =)

This page lets you enter the details of a new device on the local LAN. You need to

type in the name of the device and its IP address. Once you type in the name and IP

address in the appropriate fields, click to save your settings. Then the new

host name and IP address will be added in the Local host list as shown below:

Local host list

Host name IP address Delete?
TW 1 |11 | |1t | |11 |Extra host names and IP addresses. . O [

Click the Edit host names and IP addresses link to rename or modify the IP address.
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3.2.3.61 Command Line Interface for DNS Relay

You can also use the command line interface (CLI) to configure the DNS relay.

Below are some examples:

To allow the DHCP to pass DNS server information to the DNS relay, enter:

#> dhcpclient set interfaceconfig WAN givetodnsrelay enabled

To set a DNS server that the DNS relay can use to obtain domain/address
information, enter:

#> dnsrelay add server <ip-address>

The DNS server address should be supplied by your ISP. To display servers,
enter:

#> dnsrelay list servers

3.2.3.7 SNTP Client
This option allows you to:
Synchronize a Client with an NTP Server
« Configure the SNTP-NTP Server
+ Manually set the system clock

Click on SNTP client from the Configuration menu. The following page will be

displayed:
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Simple Network Time Protocol Client

Cusrant Syatem Tirrea: Jam 01 2008 031147
Curant Tme Zone: UTC

Curant Iynchioniziad NTF Sever D008

Synichronize Char with NTP Exrsar rerd

SNTP = NTP Server Configuration Parameters

NTP sarvers:

¥ Addisaa | D Soinems

£ HTF Server [P Aokdreas [#5]

£ HTF Server Hosiname [2d]

SHTP Client Mode Configuration Parameters
SHTP Synchronizabion mada(el

Unicwsl Wode: (T Enabled & Drisbikd
Anyoasi Moo (O Enabled & Drchkd
Browdcast Mede O Erabled 5 Diabikid

Fedet & Lo Tinmzana [+ LTCASRT tire); | il Foooedinied) (+0k] v
Erier SHTP trarcardl packet tirsoa wakie iin aeconda]: |5
B

Ender SHTF trarsmil packet rainas valys: |

Emier SHTP Tecaymick 2adion paling valia [0 nodvaresd) 0

Manual System Clock Setting

Eart 1hea sepsbaimn chack [y vm:od: b rrm s Raprvea): 200801 20000000

==

Synchronize a Client with an NTP Server

1.  Click will force the SNTP client to immediately synchronize the local
time with the server located in the association list (if unicast) or, if anycast is enabled,
initiate an anycast sequence on the network.

Note: to synchronize a Client with an NTP Server, the NTP server, SNTP client mode,

and local time zone information should be pre-configured.
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Configure an SNTP-NTP Server
1.  Enter the NTP Sever IP address in the Add NTP Server IP Address text box, and

then click to validate the settings.
2. Enter the NTP Sever Hostname in the Add NTP Sever Hostname text box, and

then click to validate the settings.

Configure SNTP client mode

1. Select an SNTP Synchronization mode(s): This action enables/disables the STNP
client in a particular time synchronous access mode. There are three modes to
choose from, and each mode has enable and disable options:

a. Unicast mode:

» Enable - this mode uses a unicast server and the IP address or hostname in the
SNTP server association list is used to synchronize the client time with the server.
The SNTP client attempts to contact the specific server in the association in order
to receive a timestamp when the snipclient sync command is issued.

* Disable - the unicast server is removed from the association list.

b. Broadcast mode:

» Enable - allows the SNTP client to accept time synchronization broadcast packets
from an SNTP server located on the network, and updates the local system time
accordingly.

* Disable - stops synchronization via broadcast mode

c. Anycast Mode:

* Enable - the SNTP client sends time synchronized broadcast packets to the
network and subsequently expects a reply from a valid timeserver. The client
then uses the first reply it receives to establish a link for future sync operations in
unicast mode.

This server will then be added to the server association list. The client ignores any

later replies from servers after the first one is received.

The enabled anycast mode takes precedence over any entries currently in the

associations list when the snipclient sync command is issued. The entry will then be

substituted for any existing entry in the unicast association list.

* Disable - stops synchronization via anycast mode
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STP Client Mosle Configuratson Parametsrs

Ui cash Mode: Enshiad <= [veabled
Bripash Fod i Enshlad = [izabled
Bl ehe el Wik Enshied =1 [¥eabies
| 5mt o

Click to validate your settings, after choosing the SNTP Synchronization
mode.
2. Select a time zone:
Click on the local time zone drop down list and select a time zone, and then click

to validate your setings.

[Westem European (+0h)

- 1 1 {“entral Buropean (+11)
SNTP - NTP Server Config Fromch Wi (41
Middle Buropean (+1H)
NTP servers: Middle European Winter (+1h)
Swedish Winter (+15)
IP Address | DNS Hosthame Buitish Surormoer (+1h)
Eastemn Borope, Fossia Zone 1 (+2h)
French Svrarmer (+2h)
Middle European Surnmer (21
Add MTP Server IP Address: Swedish Sumamner (+25)
Iraeli Standard (+20)
Israeli Daylight (+3h)
Baghdad (+3h)
o (+3h)
Eussian Violga (+h)
Enssian Ural (+5k)

s s Indian Standard (+5:30k)

SNTP Client Mode cunflguRussi:anWest-Sﬂ:erian(%j
o Morth Surmatea (+H:300)
SMTP Synchronization mode(s): West Anstralizn Stindard (+7h)
Eussian Bussia Yenisel (470
Unicast Mode: () Enabled &) Disabled |Tava (+7:30k)
China Coast (+8h)
Anycast Mode: (O Enabled & Disabled West Amstralizn Daylight (+8h)

Broadcast Mode: () Enabled & Disabled |Forsan Standard (+5h)
Ecrean Standard (+5h)

Japan Standard (+5h)

Central Avstralian Standard (+2:30h)
Select a Local Timezone (+UTC/GMT time); | Universal (Coordinated) (+0h) A

Add MTP Server Hostnarme:

3. Enter the SNTP transmit packet timeout value, the SNTP transmit packet retries
value and the SNTP automatic resynchronization polling value in their respective text

boxes, then click to validate your settings.
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F]

oty |

Manually setting the System clock

Enter the date and time in the text box in yyyy:mm:dd:hh:mm:ss format to set the

system clock, then click to validate your settings.

Manisal Bystans Chock Batting
{1- | 1SR0E0L: 01 00; 0000
=
Note: if manually setting the system clock, the local time will follow the internal clock

set by the user.
3.2.3.71 Command Line Interface for SNTP Client

You can use the command line interface to configure the SNTP client. Below are

some examples:

To enable/disable the SNTP client in a particular access mode, use the
command:

#> sntpclient set mode {unicast|broadcast|anycast} {enable|disable}

For example, to enable broadcast mode, enter:

#> sntpclient set mode broadcast enable

To disable broadcast mode, enter:

#> sntpclient set mode broadcast disable

To add a server, use the command:
#> sntpclient add server {ipaddress <sntpipaddress> | hostname

<sntphostname>}

To add a server to the list using either the server’s IP address or hostname,

enter:
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#> sntpclient add server ipaddress 129.6.15.28

To delete a single NTP server association from the client’s list, enter:

#> sntpclient delete server <serverid>

The number is the ID that corresponds to a particular server as displayed by the

sntpclient list servers command.

To delete all NTP servers from the client’s list, enter:
#> sntpclient clear servers

To display the current status of SNTP client, enter:
#> sntpclient show status

Clock Synchronized TRUE

SNTP Standard Version Number: 4

SNTP Mode(s) Configured: Unicast Broadcast

Local Time: Tuesday, 28 Aug, 2001 - 14:39:25
Local Time Zone: EDT, Eastern Daylight Time
Time Difference +-VTC: -4:00

Precision: 1/16384 of a second

Root Dispersion: +0.2342 second(s)

Server Reference ID: GPS.

Round Trip Delay: 2 second(s)

Local Clock Offset: -1 second(s)

Resync Poll Interval: 15 minute(s)

Packet Retry Timeout: 5 seconds

Packet Retry Attempts: 3

3.2.4 Advanced Pages

The Advanced pages allow you to configure:

Advanced

Security
IP routes
Bridge
SHDSL
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3.241 Security
Using EmWeb, the following security settings can be enabled:
» Enable Security
» Configure Security interfaces
* Configure triggers
* NAT - EmWeb allows you to:
* Enable NAT between interfaces
» Configure global addresses
» Configure reserved mappings
* Firewall - EmWeb allows you to:
* Enable Firewall and Firewall Intrusion Detection settings
* Set the Firewall security level
» Configure Firewall policies, portfilters and validators
» Configure Intrusion Detection settings

Click on Security in the Advanced menu and the following page will be displayed:

Security Interface Configuration

Security State
Security: & Enabled O Disabled

Firewall: () Enabled & Disabled

Intrusion Detection Enabled: (O Enghled & Disabled

Change State

Security Level

Security Level: nfa (Enable Firewsll to set feval))

Security Interfaces

Name | Type NAT

iplan | internal | May be configured on external or DML interfaces | Delete Interface. .. @)

Aderterfaee— @ (2l interfaces defined)

Policies, Triggers, Intrusion Detection, Logging

Security Policy Configuration... €

ettty FriggerSerfattater— @ ("W cant [ configure this?")
Catftgtre-trtrtstorBetector— Q ("Why cant | configure this?")

Configure Secunty Logging... €
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3.2411 Enabling Security

Security must be enabled before Firewall and/or Intrusion Detection can be enabled.
In the Security State section:

1. Select the Security Enabled radio button.

2. Click [_Changestatz_] 5 ypdate the Security State.

3.241.2 Enabling Firewall and/or Intrusion Detection

A security interface must be created before Firewall and/or Intrusion Detection can
be enabled.

Once a security interface has been created:

1. Select the Firewall Enabled and/or Intrusion Detection Enabled radio buttons.

2. Click [_Changestate ] {5 ypdate the Security State.

3.2413 Setting a default Security Level

Both Security and Firewall must be enabled in order to set a default Security Level.
1. In the Security Level section, click on the Security Level drop-down list.

2. Select the level that you want to set; which can be either none, high, medium or
low.

Security Level

Sucalty Laval! |pope  w | Change Lovel

high

Security In m

3. Click the _Change Level | p o0 10 save the changes.

3.241.4 Configuring Security Interfaces

Security Interfaces are based on existing LAN services. A LAN service must be
created for each Security Interface that you want to configure.

For details of how to create LAN services,

1. From the Security Interfaces section, click Add Interface and the Add Interface

page will be displayed:
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Security: Add Interface

Mew Interface Setop
Haim! | jpmmi

[STFI AT [FTTTT) ———
=0

0
2. Click on the Name drop-down list and select the LAN service that you want to
base your security interface on.
3. Click on the Interface Type drop-down list and specify what kind of interface it is
depending on how it connects to the network; external, internal or DMZ.

4. Click . The Security page will be displayed. The Security Interfaces section
contains a table that displays information about each security interface that has

been created:

Becurity Interfaces

[LF= Typa RET
phan | mlemal | May = config an mut lar [MZ interbcas et neface i
pwan | eodema | [ Dt abke MAT to irfa el ke e ) | Disdsta inieifacs...

| Envsble KAT bo DEZ inkerfaces |

tamll | dmz | Enable MAT ko intemal nkefaces ] |Celete inferiace.. @

» Name — the name of the LAN service that the security interface is based on

» Type — the type of network connection specified

» NAT settings - contains hyperlinks that allow NAT to be configured.

* Delete Interface... hyperlink - Click this to display the Security: Delete Interface
page. Check the interface details, and then click the Delete button.

3.2415 Configuring NAT

To configure NAT:

1. Enable Security

2. Create at least two different security interface types based on existing LAN
services

3. Once more than one security interface has been created, the NAT column in the
Security Interfaces table will indicate that NAT can be enabled between the existing

security interface and a network interface type. For example, if an external interface
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and an internal interface are created, the table will be as below:

Security Interfaces

Name Type NAT

iplan  |intemal | Wlay be configured an external or DMZ interfaces Delete Interface... @

ipwan | external | [ Disable MAT to internal interfaces ] | Delete Interface... @
Advanced MAT Configuration... @

Add Interface... @

The NAT column for the external interface indicates that NAT to internal interfaces
can be enabled. If a DMZ interface has also been configured, this column will also
include an Enable NAT to DMZ interfaces button.

4. To enable NAT between the external interface and the internal interface type,
click | Ensble Wit tointernalinteriacez | The Security page is refreshed and NAT is

enabled. To disable NAT between these interfaces, click

| Dimsblm BT tointernal interfares |

Once NAT between interfaces has been enabled, you can:
» Configure global addresses

» Configure reserved mappings

3.241.6 Configuring NAT global addresses

Global address pools allow a pool of outside network addresses to be created that
is visible outside your network. Before global addresses can be configured, NAT
needs to be configured.

To set up a global address pool on existing NAT enabled interfaces:

1. From the NAT Security Interfaces table, click the Advanced NAT Configuration
hyperlink for the interface to which a global pool is to be added. The following page
will be displayed:
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Advanced NAT Configuration: ipwan

Global Address Pools
Mo Global Address Pools

Add Global Address Poal... @

Reserved Mappings
Mo Reserved Mappings

Add Reserved Mapping... @

Return to Interface List @y

2. Click Add Global Address Pool. The following page will be displayed:
NAT Add Global Address Pool: ipwan

Add Global Address Pool

Interface Type | Use Subnet Configuration IP Address | Subnet Mask/IP Address 2

internal Use Subnet Mask £

[ 4dd Global Address Poal ]

3. This page allows a pool of network IP addresses that are visible outside your
network to be created. Add values for the following table entries:

* Interface Type - select the type of interface that is to be mapped to an external
interface. Click the drop-down list and select an interface type.

» Use Subnet Configuration - there are two ways to specify a range of IP addresses:
either Use Subnet Mask (specify the subnet mask address of the IP address) or
Use IP Address Range (specify the first and last IP address in the range). Click the
drop-down list and select a method.

» Enter an /P Address that is visible outside the network

» Subnet Mask/IP Address 2; the value specified here depends on the subnet
configuration that is being used. If Use Subnet Mask is chosen, enter the subnet
mask of the IP address. If Use IP Address Range is chosen, enter the last IP

address in the range of addresses that make up the global address pool.

4. Once the table has been configured, click L___#dd Global Address Pacl | The

table is refreshed and the global address pool is added to the NAT configuration.
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To delete a global address pool, click the Delete hyperlink, and then click the
Delete Global Address Pool button.

Click Return to Interface List to display the Security Interface Configuration page.
To create a reserved mapping, click the Add Reserved Mapping hyperlink.

3.241.7 Configuring NAT reserved mapping

Reserved mapping allows an outside security interface or an IP address to be

mapped from a global pool to an individual IP address inside the network. Mapping

is based on transport type and port number. Before reserved mapping can be

configured, NAT needs to be configured. For more details, see the Configuring NAT

Section.

To set up a reserved mapping on existing NAT enabled interfaces:

1. From the NAT Security Interfaces table, click the Advanced NAT Configuration

hyperlink for the interface to which reserved mapping is to be added. The

Advanced NAT Configuration page will be displayed.

2. Click the Add Reserved Mapping hyperlink. The following page will be displayed:
NAT Add Reserved Mapping: ipwan

Fuld Resereed Mapping
1P Bididremses Tramepart  Egioimal Po Bange  Iniersal Poi Banges
ilohal Isdeanial Type Stan End Stan Emd
oono et L0 0L0 g = 1] ] L] o

ume dhbw prumany P s of the
whesace "o

[_eddFeserved Happg |

3. This page allows reserved mapping to be configured. Add specific values for the
following table entries:

* Global IP Address - if mapping from a global IP address, enter the address here.
If mapping from a security interface, enter 0.0.0.0.

* Internal IP Address - the IP address of an individual host inside the network.

» Transport Type - specify the transport type that is to be mapped from the outside
interface to the inside.

» Port Number - the port number that the transport uses.
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4. Once the table is configured, click [ AddReserved Mapping | The table is

refreshed and the reserved mapping is added to the NAT configuration.

To delete a reserved mapping setup, click the Delete hyperlink, and then click

[ Delete Reserved Mapping ]

Click Return to Interface List to display the Security Interface Configuration page.

3.241.8 Configuring Firewall policies

To configure firewall policies, click Security Policy Configuration from the Policies,
Triggers and Intrusion Detection page, as shown in the following figure.

Polices, Triggers and Intrusion Detection
[+
stian. i
o
0 7
The Security Policy Configuration table will then be displayed which contains
details of each Firewall policy.

Security Pelicy Configuration

Current Security Policies

Inteiisce Type 1 Indesiace Type I Walldatoms Policy Cenfigmation
wrlemal irtamal Only ke haska blockad | Part Fiters.. e | Host wWalidal o
exlemal qmz Ordy listesd baets Bocled | Pard Filfe 0 | Host Yabdsl 0
dmz irtamal Only ke haska blockad | Part Fiters.. e | Host wWalidal o

The policies can now be configured to include portfilters and validators.

A portfilter is an individual rule that determines what kind of traffic can pass
between two interfaces specified in an existing policy.

To configure a portfilter:

1. From the Current Security Policies table, click the Port Filters link for the policy
that is to be configured. The page displayed contains three Add Filter hyperlinks
that allow three different kinds of portfilter to be created:

* For a TCP/UDP port filter, click Add TCP or UDP Filter. The following page will be
displayed:
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Firewall Add TCP/UDP Port Filter: external-internal

Directian
Solinda addidss Hishhaiin dllicis  Piomos SOl el Dastination poi
Inhound | Crel-pmmd
P A res e P Addraes TCP | Pange Sar - End Fange Sar - End Al || AR
0000 nano ] . ]
Kaek T ]
Mk oo
0000
[een |

Specify the start and end of the port range for the TCP/UDP protocol that is to be
filtered. Then select either the TCP or UDP protocol from the Protocol drop-down
list. After that, use the Direction drop-down lists to specify whether inbound traffic
and outbound traffic is to be allowed or blocked. Click*®"]. The Firewall Port Filters

page will be displayed, containing details of the TCP portfilter that has just been
added.

 For a non-TCP/UDP portfilter, click Add Raw IP Filter. The following page will be
displayed:

Firewall Add Raw IP Filter: external-internal

(Mol
Souica addiss  [ectesten eddo P Pactocsl
Isbamnd  Outhound
IP A rees e P Adrra s Mumber ar rame: || alow o | || dllow
anon nono o
Wik
Mk nooo
onon
=0

Specify the protocol number in the Transport Type text box, for example, for IGMP,

enter protocol number 2. Then use the Direction drop-down lists to specify whether

inbound traffic and outbound traffic is to be allowed or blocked.. Click . The
Firewall Port Filters page will be displayed, containing details of the IP portfilter that
has just been added.

2. Each portfilter displayed in the Firewall Port Filters page has a Delete hyperlink

assigned to it. To delete a porffilter, click this link, and then, click on the

confirmation page. The port filter will be removed from the Firewall configuration.
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3.2419 Configuring validators

A validator allows/blocks traffic based on the source/destination IP address and the
subnet mask. Traffic will be allowed or blocked depending on the validator
configuration specified when the policy was created. See the Configuring Firewall
policies Section. This section assumes that the instructions given in the Configuring

Firewall policies Section have previously been followed.

To configure a validator:

1. From the Current Security Policies table, click on the Host Validators link for the
policy that is to be configured. The Configure Validators page will be displayed.
Click the Add Host Validator link. The following page will be displayed:

Firewall Add Host Validator: external-internal

Ak Host valdator

Host I Bddress
Hogt Sebeed Mazk

[Ham e |1ngy "
|appke

2. In the Host IP Address text box, enter the IP address that is to be
allowed/blocked.

3. In the Host Subnet Mask text box, enter the IP mask address. If a range of
addresses is to be filtered, the mask can be specified, for example, 255.255.255.0.
If a single IP address is to be filtered, use the specific IP mask address, for
example, 255.255.255.255.

4. Click on the Direction drop-down list and select the direction of the traffic that the
validator is to filter.

5. Click . The Configure Validators page will be displayed, containing details
of the host validator that has just been added.

6. Each portfilter displayed on the Configure Validators page has a Delete Host
Validator hyperlink assigned to it. To delete a validator, click this link, and then click
on the Delete Host Validator button on the confirmation page. The validator will be

removed from the Firewall configuration.
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3.241.10 Configuring triggers

A trigger allows an application to open a secondary port in order to transport
packets. The most common applications that require secondary ports are FTP and
NetMeeting. This section assumes that the instructions given in the Enabling
Security Section have been followed.

To configure a trigger:

1. Go to the Policies, Triggers, Intrusion Detection, and Logging section of the
Security Interface Configuration page. Click Security Trigger Configuration, and
then the Current Security Triggers page will be displayed. Click the New Trigger
link. The following page will be displayed:

Security: Add Trigger

Teanspan Part Po | Secesdmy | Socesdsy Billowy Max  Enabls  Enable Binary
Type  Fwmbes  Mumber FPort Poid | Nelsigls Acthvimy  Sesslon LI Al gy
SRt End Humibe Humibe Hestz  Interval  Chaining Session  Replacement
Stard End Chaining
oy W 104 a T ] Abo Allrw | || Sl o0 | || Al 4
[ ot |

2. Configure the trigger as follows:

a. Transport Type - select a transport type from the drop-down list, depending on
whether a trigger for a TCP or a UDP application is to be added.

b. Port Number Start - enter the start of the trigger port range that the primary
session uses.

c. Port Number End - enter the end of the trigger port range that the primary
session uses.

d. Allow Multiple Hosts - select allow if a secondary session is to be initiated to/from
different remote hosts. Select block if a secondary session is to be initiated only
to/from the same remote host.

e. Max Activity Interval — enter the maximum interval time (in milliseconds) between
the uses of the secondary port sessions.

f. Enable Session Chaining - select Allow or Block depending on whether
multi-level TCP session chaining is to be allowed.
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g. Enable UDP Session Chaining - select Allow or Block depending on whether
multi-level UDP and TCP session chaining is to be allowed. Enable Session
Chaining must be set to allow if this is to work.

h. Binary Address Replacement - select Allow or Block depending on whether
binary address replacement is to be used on an existing trigger.

i. Address Translation Type - specify what type of address replacement is set on a

trigger. Binary Address Replacement must be set to allow if this is to work.

3. Once the trigger has been configured, click . The Current Security Trigger
page will be displayed, containing details of the trigger that has just been

configured.

4. Each trigger displayed in the Current Security Trigger page has a Delete
hyperlink assigned to it. To delete a trigger, click this link, and then click the Delete
button on the confirmation page.The Current Security Trigger page will be
displayed and details of the deleted trigger(s) have been removed. There are two
hyperlinks on the page:

a. To add a new trigger, click New Trigger.

b. To display the Security Interface Configuration page, click Return to Interface
List.

3.241.1 Configuring Intrusion Detection Settings

Intrusion Detection Settings (IDS) are network protection features that can be
configured to guard against certain Denial of Service and port scanning. Any
attempts to attack or scan the network will cause the traffic originating from the

attacking machine to be blacklisted for a set time.

» Basic IDS Configuration

*To enable/disable IDS and display status are shown as follows.

firewall {enable|disable} IDS
firewall show IDS

Equal to

security enable IDS
security disable IDS
security show IDS
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Security Interface Configuration

Security State

Securigy: Enabikid
Fireswall! &% Enphilad 7 Disabled

eausion Desection Enabled: & Enabled (o Dmsbled |

Chiaga: Stata
Security Level
Socmity Levnl; | nre = [= Leyel
Security Interfaces
Rame  Type RAT
19 6L pkin wiemal | May ba canfigirad an astaimal of DMI inkaifacas FECR R ]
port6n o0 ||| 1EE0 | extemal | [ Enable NoT ko rknmel inkerfaces ] dlete inlerface... @

e i (Enadd AT for Adsenoed Confoaumation

Policies, Triggers, Intrusion Detection, Logging
i o
noo

S ]

*Displaying information about IDS

console enable
security list intrusion

Firewall Configure Intrusion Detection

Use Blacklist

Use Victim Protection |tme +

Victim Protection Block Duration —

DOS Attack Block Duration m secands
Scan Attack Block Duration W seconds
Scan Detection Threshold _ per sacond

Scan Detection Period - SEEENE

Port Flood Detection Threshold - per secand

Host Flood Detection Threshold per secand

10
Flood Detection Period m seconds
15

Maximum TCP Open Handshaking Count per second
Maximum Ping Count per secand
Maximum ICMP Count per second

Apply

Clear Blacklist

Retumn to Interface List

» Configuring blacklisting
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¢ Enable/disable/clear IDS blacklist

firewall set IDS blacklist {enable|disable|clear}
Equal to

security enable IDS blacklist

security disable IDS blacklist

security clear IDS blacklist

Firewall Configure Intrusion Detection

| Use Blacklist| e |

Use Victim Protection |tz «

Victim Protection Block Duration 500

saconds

DOS Attack Block Duration |1 300 saconds

Scan Attack Block Duration | 35400 seconds
Scan Detection Threshold |5 per second

Scan Detection Period |0 seconds
Port Flood Detection Threshold |10 per second
Host Flood Detection Threshold |20 per second

Flood Detection Period |10 seconds
Maximum TCP Open Handshaking Count |3 per second
Maximum Ping Count|]3 per secand
Maximum ICMP Count |10 per second

Apply
Clear Blacklist

Return to Interface List

Enabling the Blacklist will block traffics from an external host when it has detected

one of the following types of attack:

Protocol | Attack Name

UDP Ascend Kill

UDP Echo Scan (Port scan attack)

TCP WinNuke (Port scan attack)

TCP Xmas Tree Scan (Port scan attack)

TCP IMAP SYN/FIN Scan ((Port scan attack)

ICMP SMUREF (if victim protection is set; SMURF Attack)

TCP SYN Flood (if scanning threshold is exceeded; SYN/FIN/RST
Flood )

TCP Net Bus Scan (Port scan attack)

UDP Back Orifice Scan (Port scan attack)

- If a DoS attack is detected, the host is blacklisted for 30 minutes by default
- If a port scan is detected, the host is blacklisted for 24 hours by default
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- If a web spoofing (SMURF) attack is detected, the host is blacklisted for 10

=

External Network

minutes by default

*Displaying blacklisting details

console enable
security list blacklist

> Basic Network Configuration

192.168.100.

192.168.1.1

0 Internal Network

Security Interface Configuration

Security State
Snomins Erabled
Fisowalk (3 Enabled O Disabied

Intresiss Domciiss Enalbled (5 Erabled ¢ Disabled

Security Level
Setuiity Lovel |wwe | [ Change Lewal |
Security Interfaces
Mainie Tyse MAT
19L168.1.1 iplan inbarral | Wy be comigured on extemal or DM inferfsces akste Intmriace.
192058100, | 4D astamal || Ervabla haT to internal intarlacas ] Dkl Iriaifacs. .. £

A W T e T O [Emahle W& T for Acanced ":u-“fljﬁuail:“:l

SeeHirberiaee— [aV nberfaces defivad

Paolicies, Triggers, Intrusion Detection, Logging
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[ | Port Scan attacks

* The following are port scan attacks that will be detected in system.

Scan Description

Attack

Echo The attacker sends scanning traffic to the standard Echo

scan port (TCP port 7).

Xmas The attacker sends TCP packets with FIN, URG and PSH

Tree scan | flags set. If a port is closed, the device responds with an
RST. If a port is open, the device does not respond.

IMAP The attacker exploits vulnerability of the IMAP port (TCP

scan port 143) once a TCP packet is received from the victim
with the SYN and FIN flag set.

TCP SYN | The attacker sends a SYN packet and the device

ACK scan | responds with a SYN and ACK to indicate that the port is
listening or an RST if it is not listening.

TCP FIN The attacker sends a FIN packet to close an open

RST scan | connection. If a port is closed, the device responds with
an RST. If a port is open, the device does not respond.

NetBus NetBus is a Trojan Horse attack for Windows 95/98/NT.

scan Once installed on the victim’s PC, the attacker uses TCP
port 12345, 12346 or 20034 to remotely perform illicit
activities.

Back Back Orifice and Back Orifice 2k are Trojan Horse attacks

Orifice for Windows 95/98/NT. Once installed on the victim’s PC,

scan the attacker commonly listens on UDP ports 31337,
31338 (Back Orifice) and 54320, 54321 (Back Orifice 2k).
The attacker can then remotely perform illicit activities.

SubSeven | SubSeven and SubSeven 2.1 are Trojan Horse attacks

attack for Windows platforms. Once installed on the victim’s PC,

the attacker uses TCP ports 1243, 6711, 6712, 6713
(SubSeven) and 27374 (SubSeven 2.1) to remotely
perform illicit activities.

* Configuring protection against Port Scan attacks

- The device detects an attempted port scan if it receives more than 5 scanning
packets (e.g., SYN/ACK, FIN or RST packets) per second from a single host. To

modify this default threshold, enter:

security set IDS scanthreshold <max>

- The device counts the maximum number of scan packets allowed per second over

a 60 second period. To modify this default threshold, enter:

security set IDS scanperiod <duration>

- If the number of scanning packets counted within the specified duration is greater
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than the scan threshold that is set, the suspected attacker is blocked for 86400

seconds. To modify this default duration, enter:
security set IDS SCANattackblock <duration>

Firewall Configure Intrusion Detection

Use Blacklist | tre «
Use Victim Protection | e+

Victim Protection Block Duration |50

seconds

DOS Attack Block Duration |1 300 seconds

Scan Attack Block Duration | 3400 seconds
Scan Detection Threshold |5 per second

Scan Detection Period |&) seconds
Port Flood Detection Threshold |10 per second
Host Flood Detection Threshold |20 per second

Flood Detection Period |10 seconds
Maximum TCP Open Handshaking Count 5 per second
Maximum Ping Count|]3 per second
Maximum ICMP Count 100 per second

Apply
Clear Blacklist

Return to Interface List

u Denial of Service (DoS) attacks
* A Denial of Service (DoS) attack is an attempt by an attacker to prevent

legitimate hosts from using a service. There are two main types of DoS attack:

- Flood attack is when an attacker tries to overload your device by flooding it with
packets. Whilst your device tries to cope with this sudden influx of packets, it
causes delays to the transport of legitimate packets or prevents the network from

transporting legitimate traffic altogether.

- Logic or software attack is a small number of corrupt packets that are designed to

exploit known software bugs on the target system.

The Security module can detect the early stages of the following DoS attacks:
v SMURF Attack

v SYN/FIN/RST Flood

v ICMP Flood

4 Ping Flood
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Ascend Kill
WinNuke Attack
Echo Chargen
Echo Storm
Boink

Land Attack
Ping of Death
Overdrop

AN N N N NS

* SMURF Attack

In a SMURF attack, an attacker sends pings (Echo Requests) to a host with a
destination IP address of broadcast (protocol 1, type 8). The broadcast address has
a spoofed return address which is the address of the intended victim, and the
replies cause the system to crash.

Protection from SMURF attacks is provided once victim protection is enabled.

Enter:

security enable IDS victimprotection
To disable victim protection, enter:
security disable IDS victimprotection

If victim protection is enabled, the device detects the broadcast packet and blocks
the attacker from sending ICMP traffic for 10 minutes. To modify this default

duration, enter:

security set IDS victimprotection <duration>
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Firewall Configure Intrusion Detection

Use Blacklist | e+

Use Victim Protection | e+

Victim Protection Block Duration g1 SoEEnEE

DOS Attack Block Duration 1300 SOEERES

Scan Attack Block Duration | gg4in SOEEnEE

Scan Detection Threshold |5 per second

Scan Detection Period &) seconds

Port Flood Detection Threshold |10 per second

Host Flood Detection Threshold |20 per second

Flood Detection Period |10 SoEEnEE

Maximum TCP Open Handshaking Count |: per second

Maximum Ping Count {5 per second

Maximum ICMP Count |10 per second

Apply

Clear Blacklist

Return to Interface List

*SYN/FIN/RST Flood

The attack exploits the way TCP-connections are established between two
computers. Attackers send unreachable source addresses in SYN packets, so your
device sends SYN/ACK packets to the unreachable address, but does not receive
any ACK packets in return. This causes a backlog of half-opened sessions. Once
the queue is full, your device ignores all incoming SYN requests which may include
legitimate traffic.

TCP packets with FIN and RST flags set also cause problems and constitute a
preliminary survey to gain information about the victim’s network.

The device detects an attempted SYN flood if it received more than 20 SYN

packets per second from a single host. To modify this default threshold, enter:

security set IDS floodthreshold <max>

The device also detects an attempted SYN flood if it receives more than 10 SYN
packets per second from a single host destined for a single port. To modify this

default threshold, enter:

security set IDS portfloodthreshold <max>
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The device counts the maximum number of SYN packets (for both the flood
threshold and the port flood threshold) allowed per second over a 10 second period.

To modify this default duration, enter:

security set IDS floodperiod <duration>
If the number of SYN packets counted within the specified duration is greater than

the flood threshold or port flood threshold, traffic originating from the attacker is

blocked for 1800 seconds by default. To modify this default duration, enter:

security set IDS DOSattackblock <duration>

The device detects an SYN/ACK attack if it receives more than 100 unfinished TCP

handshakes per second from a single host. To modify this default threshold, enter:

security set IDS MaxTCPopenhandshake <max>

Once this threshold is exceeded, traffic originating from the attacker is blocked for

1800 seconds by default. To modify this default duration, enter:

security set IDS DOSattackblock <duration>

Firewall Configure Intrusion Detection

Use Blacklist | e«
Use Victim Protection |tz «

Victim Protection Block Duration |5 SeREnde

DOS Attack Block Duration |1300 SRR

Scan Attack Block Duration |3g00

seconds
Scan Detection Threshold |5 per second

Scan Detection Period |0 secands
Port Flood Detection Threshold |10 per second
Host Flood Detection Threshold |20 per second

Flood Detection Period |10 seconds
Maximum TCP Open Handshaking Count 5 per second
Maximum Ping Count|]3 per secand
Maximum ICMP Count {00 per second

Apply
Clear Blacklist

Return to Interface List

*|ICMP Flood
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The attacker floods the network with ICMP packets that are not Echo requests,
stealing bandwidth needed for legitimate services. The device detects an attempted
ICMP flood if it receives more than 100 ICMP packets per second from a single

host. To modify this default threshold, enter:

security set IDS MaxICMP <max>

Once this threshold is exceeded, traffic originating from the attacker is blocked for

1800 seconds by default. To modify this default duration, enter:
security set IDS DOSattackblock <duration>

Firewall Configure Intrusion Detection

Use Blacklist |tz «
Use Victim Protection |wme

Victim Protection Block Duration &1

seconds
DOS Attack Block Duration |1300 zaconds
Scan Attack Block Duration 36400 | o0 onds
Scan Detection Threshold |5 per second
Scan Detection Period |5 caconds
Port Flood Detection Threshold |10 per secaond
Host Flood Detection Threshold |20 per second
Flood Detection Period |10 caconds
Maximum TCP Open Handshaking Count 5 per second
Maximum Ping Count|}3 per second
| Maximum ICMP Count [0 per secand

Apply

Clear Blacklist

Return to Interface List

*Ping Flood

The attacker floods the network with pings, using bandwidth needed for legitimate
services. The device detects an attempted ping flood if it receives more than 15
pings per second from a single host. To modify this default threshold, enter:

security set IDS MaxPING <max>

Once this threshold is exceeded, traffic originating from the attacker is blocked for
1800 seconds by default. To modify this default duration, enter:

security set IDS DOSattackblock <duration>
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Firewall Configure Intrusion Detection

Use Blacklist
Use Victim Protection
Victim Protection Block Duration SEEEnds
DOS Attack Block Duration ceconds
Scan Attack Block Duration ceconds
Scan Detection Threshold per second
Scan Detection Period seconds
Port Flood Detection Threshold per second
Host Flood Detection Threshold E per sacond
Flood Detection Period s
Maximum TCP Open Handshaking Cnunt’5—| per second
‘ Maximum Ping Cnunt,15—| - second|
Maximum ICMP Count per secand
Apply

Return to Interface List

¢ Ascend Kill

This attack is aimed at Ascend routers. The attacker sends a UDP packet
containing special data to port 9 (the discard port), causing your Ascend router to
reboot and possibly crash continuously.

Traffic originating from the attacker is blocked for 1800 seconds by default. To

modify this default duration, enter:

security set IDS DOSattackblock <duration>
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Firewall Configure Intrusion Detection

Use Blacklist |tz «
Use Victim Protection | e«

Victim Protection Block Duration |00 ——

DOS Attack Block Duration {300 SEEEms

Scan Attack Block Duration | 3g400 .

Scan Detection Threshold |5

per second

Scan Detection Period a0 seconds
Port Flood Detection Threshold |10 per second
Host Flood Detection Threshold |20 per second

Flood Detection Period |10 seconds
Maximum TCP Open Handshaking Count 3 per second
Maximum Ping Count|]3 per secand
Maximum ICMP Count |{00 per second

Apply
Clear Blacklist

Return to Interface List

*WinNuke Attack

The attacker sends invalid TCP packets which disable networking on many
Microsoft Windows 95 and Windows NT machines. The exploit sent a string of
OOB (out of band) data to the target computer on TCP port 139 (NETBIOS),
causing it to lock up and display a Blue Screen of Death. This did not cause any
damage to, or change data on, the computer's hard disk, but any unsaved data
would be lost. NetBIOS is often used. Traffic originating from the attacker is
blocked for 1800 seconds by default. To modify this default duration, enter:

security set IDS DOSattackblock <duration>

*Echo Chargen

A chargen attack exploits character generator (chargen) service (UDP port 19).
Sessions that appear to come from the local system’s Echo service are spoofed
and pointed at the chargen service to create an endless loop of high volume traffic
that will slow your network down. Traffic originating from the attacker is blocked for
1800 seconds by default. To modify this default duration, enter:

security set IDS DOSattackblock <duration>
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*Echo Storm

Attackers send oversized ICMP datagram to your device using ping in an attempt to
crash, freeze or cause a reboot. The device detects an attempted Echo Storm
attack if it receives more than 15 ICMP datagram per second from a single host. To

modify this default threshold, enter:

security set IDS MaxPING <max>

Once this threshold is exceeded, traffic originating from the attacker is blocked for

1800 seconds by default. To modify this default duration, enter:

security set IDS DOSattackblock <duration>

*Boink

An attacker sends fragmented TCP packets that are too big to be reassembled on
arrival, causing Microsoft Windows 95 and Windows NT machines to crash.
Traffic originating from the attacker is blocked by the router for 1800 seconds by

default. To modify this default duration, enter:

security set IDS DOSattackblock <duration>

e and Attack

This attack targets Microsoft Windows machines. An attacker sends a forged
packet with the same source and destination IP address which confuses the
victim’s machine, causing it to crash or reboot.

Traffic originating from the attacker is blocked for 1800 seconds by default. To

modify this default duration, enter:

security set IDS DOSattackblock <duration>

*Ping of Death

It is possible to crash, reboot or otherwise kill a large number of systems by

sending a ping of a certain size from a remote machine. This ping is defined as a

ping of death when the ping payload exceeds 65535 bytes.

Traffic originating from the attacker is blocked for 1800 seconds by default. To
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modify this default duration, enter:

security set IDS DOSattackblock <duration>

*Overdrop

This attack uses incorrect IP packet fragmentation to exploit vulnerabilities in
networked devices. Fragmented IP packets are sent and the fragment information
indicates that the packet length is over 65535 bytes (including IP header), but the
actual data in the payload is much less than this amount.

Traffic originating from the attacker is blocked for 1800 seconds by default. To

modify this default duration, enter:

security set IDS DOSattackblock <duration>

3.24.2 IP Routes
This option allows you to create static IP routes to destination addresses via an IP
interface name or a Gateway address. Click on IP routes from the Configuration menu.
The Edit Routes page is displayed:

Edit Routes

This page lists the following information about existing routes:
» Whether the route is valid or invalid

* Destination IP address

» Gateway address

» Subnet mask

» Whether the route is advertised via RIP (true or false)
Editing a route

1. To edit the destination, gateway and netmask address of a route, Click in the

relevant text box, update the information then click on .
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Edit Routes

Chsriges wacoesshdly applied

Existing Routes

Valld Destination Taseway etk Aduwisine Dolotn?

¢ |mzweanz | |zmazmazen | oooo e = [ advanced Options... @
d f o YiiRpe.. B

2. To edit the cost, interface setting or advertise status for the route, click on the
Advanced Options hyperlink for a specific route and update the relevant information.

Click on.

Edit - Advanced Settings

Blaina W
Desstimativ 0000

Sl iy 5 255, 255 0
FlEdrrigrik ooon

Cind L

Indarfaca e -
Bt i faks w

e e

| i
| |
Corenl |

Deleting a route

1. To delete an existing route, check the Delete box for a specific route.

2. Click on .

Creating an IP V4 Route

1. Click on the Create new Ip V4 Route hyperlink. The following page is displayed
Create Ip V4Route

[P Walue
[stiratian noon
Ginberway

Heimask oo
Cont 1
biedface e [«
Advarime e =
o] [t

=1

2. Complete the Create IP v4 Route form in order to configure the route.

3. When you have typed the details, click on. The Edit Routes page is displayed.
The table now contains details of the route that you have just created.
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Existing Routes

Valid Destination Gateway Netmask Advertise Delete?

v 0.0.00 255255255255 2222 false w| [ Advanced Options... @
v 2222 255255255255 3333 falke »| [ Advanced Options... @
For

Create new lp v4Route... ©

3.243 Bridge
From the Advanced menu, click on Bridge and then the Bridge page is displayed.

This page lists the following information about bridge:
1. Global bridge configuration
2. VLAN configuration

3. Spanning tree configuration

The following shows the Global Bridge configuration settings.
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Global Bridge Configuration:

PARAMETER VALUE

Bridge Mac Address 0:1:eb:c:Be:ch
Mumber of Parts 5

Bridge Type TRANSPAREMNT
Unicast Learning HYERID
bulticast Learning He

Config Pvid Status true

Tagging ErABLED

AcceptableFrameTypeCfy | ENABLED

IngressFiltering Cfy ErABLED

300

Filter Agelin seconds)
Set Valve
DISABLED v
Traffic Class Mapping -
SEt S tatus

Enahbled  «

Filter Lnknown LAaM

The following Global Bridge information is displayed:
1. Bridge MAC Address

2. Number of Ethernet Bridge interfaces configured
3. The type of Ethernet Bridge

4. Unicast learning is non-configurable and always set to Hybrid, i.e. VLAN learning,
and is both “Independent” as well as “Shared” depending on the association of the
VLANSs with the filtering databases.

5. The Multicast Learning setting is non-configurable and always set to HVM (Hybrid
VLAN Multicast Learning), i.e. if two VLANSs are associated with the same FDB. The
filtering information for a multicast MAC address in one VLAN will also be used in the
forwarding decision for the same MAC address in the other VLAN.

-85



PAMSPAN501x G.SHDSL.bis EFM Gateway

6. Config Pvid Status is non-configurable and is always true, i.e. the Ethernet Bridge
supports the ability to override the default PVID setting and its egress status (VLAN
tagged or untagged) on each Ethernet Bridge interface.

7. Tagging is non-configurable and is always enabled, i.e. each Ethernet Bridge
interface supports 802.1Q VLAN tagging of frames.

8. AcceptableFrameTypeCfg is non-configurable and is always enabled, i.e. each
Ethernet Bridge interface can be configured to accept all frames or only tagged frames.

9. IngressFilteringCfg is non-configurable and is always enabled, i.e. each Ethernet
Bridge interface supports discarding of frames whose VLAN classification does not
include that interface in its member set.

10. Filter Age (in seconds) sets the duration after which MAC addresses are removed
from the filter table when there has been no activity. The time may be an integer value
between 10 and 100,000 seconds. The default value is 300 seconds. To change the
filter age value, enter the required number of seconds in the filter age field, and then

click to save the settings.

11. Traffic Class Mapping. To set the traffic class, select an option from the

drop-down list and click to save the settings. The following table gives the
range of values for each option that can be specified with this command, and a default
value.

Option Description Default value

enable Enables the mapping of each regenerated | Disabled
priority to its traffic class.

disable Disables the mapping of each regenerated | Disabled

priority to its traffic class.
prioritybased | Traffic class mapping will only occur if the | Disabled
traffic class has not already been set.

12. Filter Unknown VLAN. Filters out unknown VLAN frames. The default value is set
to enabled. To disable the filter, select an option from the drop-down list and choose

Disabled. Then click to save the settings. You can also use CLI to
configure the unknown VLAN filter settings.

#> unknownVlanFilter (How to handle unknown VLAN frames)

Enabled: Drop Unknown VLAN frames (Default action)
Disabled: Pass Unknown VLAN frames based on Default VLAN ports.
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3.24.31 Spanning Bridge Configuration

The following shows the Spanning Bridge configurations settings.

Spanning bridge Configuration:

PARAMETER VALUE
Spanning false v
Priarity 32768
Forward Delay 15

Hello Tirne 2
Maximum Age 20

The following Spanning Bridge information will be displayed and allows users to

configure:

1. Spanning: spanning tree setting (true or false)

2. Priority: spanning tree priority value

3. Forward Delay: spanning tree forward delay time (seconds)
4. Hello time: spanning tree hello time (seconds)

5. Maximum Age: spanning tree maximum age (seconds)

3.24.3.2 Interface Configuration

Click Interface configuration and then the Bridge Interfaces page will be displayed,
as shown in the following figure.

Bridge Interfaces:

Name |PVID %‘:}':e Access ::':ﬂ::fﬁg g?rolliry Transport | Priority Map Delete? ) Action

athi 1 ALL v Ble »| 0 athl Priarity hap.. ']
ath2 1 ALL v false v [0 eth? Priarity Map.. O
atha 1 ALL v Ble »| 0 atha Priarity hap.. ']
athd 1 ALL v false v [0 ethd Priarity Map.. O
HSL 1 AL v false v |0 H=L Friority Map.. ]

Return to Bridge. @
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The following table gives the range of values for each option that can be specified

using this command, and a default value.

Option Description Default value
Name Interface name

PVID Port VLAN ID (PVID) associated with the interface. | 1

Frame Access | Acceptable Frame Type settings. Each bridge all

type interface can be configured to accept all frames or

only tagged frames.

Ingress filtering | Ingress Filtering Settings. Accepts VLAN tagged false
frames only if the VLAN ID in the frame has this
interface in its egress interface list.

User priority The user priority to regenerated user-priority 0
mapping for a bridge interface.

Transport Name of attached transport.

Priority Map The mapping of user priority in the incoming

frames to the regenerated user priority that will be
used for traffic class mapping, as well as being set
in the VLAN tag of the outgoing frame.
Configuration methods are introduced in section
5.1.4.

3.24.3.3 Priority map configuration

Click Priority Map for a specific Bridge Interface, and then the Priority Map for the
Bridge Interface page will be displayed. On this page, number of Traffic Classes,
user priority to regenerate the Priority Map and the Regenerated Priority to Traffic

Class Map can be configured. The procedure is as follows:

1. The Number of Traffic Classes, as shown in the following figure, specifies the
number of Traffic Classes supported by the Bridge Interface and can be any value
between 1 and 8.

Priority Map for the bridge interface: eth1l
Number of Traffic Classes:

Traffic Classes
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2. User Priority to Regenerated Priority Map, as shown is the following figure,
specifies the mapping of user priority in the incoming frames to the regenerated
user priority that will be used for Traffic Class mapping, as well as being set in the
VLAN tag of the outgoing frame.

User Priority to Regenerated Priority Map:

Lizar Prioaty Regarembad Pronty
0 1]

1 1

2 2

3 E|

4 4

5 5

b i
[oK] [Raset|

The following table gives the range of values for each option that can be specified

using this command, and a default value.

Option Description Default value

Priority O The Regenerated User Priority to which the user priority with | 0
a value of 0 in the incoming frame should be mapped.

Priority 1 The Regenerated User Priority to which the user priority with | 1
a value of 1 in the incoming frame should be mapped.

Priority 2 The Regenerated User Priority to which the user priority with | 2
a value of 2 in the incoming frame should be mapped.

Priority 3 The Regenerated User Priority to which the user priority with 3
a value of 3 in the incoming frame should be mapped.

Priority 4 The Regenerated User Priority to which the user priority with | 4
a value of 4 in the incoming frame should be mapped.

Priority 5 The Regenerated User Priority to which the user priority with | 5
a value of 5 in the incoming frame should be mapped.

Priority 6 The Regenerated User Priority to which the user priority with | 6
a value of 6 in the incoming frame should be mapped.

Priority 7 The Regenerated User Priority to which the user priority with | 7
a value of 7 in the incoming frame should be mapped.
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3. Regenerated Priority to Traffic Class map, as shown in the following figure,
specifies the mapping of Regenerated Priority to their Traffic Class values.

Regenerated Priority to Traffic Class Map:

Regararmbad Prgriy Traffic Claes
a 0
1 1
z [
3 3
F 4
£ 5
5] [
&

The following table gives the range of values for each option that can be specified
with this command and a default value.

Option Description Default value

Priority O The traffic class to which the Regenerated | 0
Priority with a value of 0 is mapped.

Priority 1 The traffic class to which the Regenerated | 1
Priority with a value of 1 is mapped.

Priority 2 The traffic class to which the Regenerated | 2
Priority with a value of 2 is mapped.

Priority 3 The traffic class to which the Regenerated 3
Priority with a value of 3 is mapped.

Priority 4 The traffic class to which the Regenerated | 4
Priority with a value of 4 is mapped.

Priority 5 The traffic class to which the Regenerated | 5
Priority with a value of 5 is mapped.

Priority 6 The traffic class to which the Regenerated | 6
Priority with a value of 6 is mapped.

Priority 7 The traffic class to which the Regenerated | 7
Priority with a value of 7 is mapped.
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3.244 VLAN
The current maximum number of VLAN groups allowed is 15. To configure the VLAN,
click VLAN configuration and then the VLAN Interfaces page will be displayed, as
shown in the following figure. Currently existing VLAN Interfaces can be configured or

a new VLAN Interface can be created via this page.

VLANs:

[[PE WLAH i FOE Mame I'.':';'I'i'"" :!:_::‘_:-"-'“" :.':"_'“"1'-"-'“" :I|=|I-.1._|._|r\-.l Pkt
Pores

Dafaulialan 1 DlefeikFdb Mare aibl eith2 gibd, eibid g, | Edit Edi ]

=]

et new WLAN. 1GF

The following table gives the range of values for each option, which can be specified

with this command and a default value.

Option Description Default value

Name An arbitrary name that identifies the VLAN Interface and | DefaultVian
can consist of one or more letters or a combination of
letters and digits, but cannot start with a digit.

VLAN ID The VLAN ID that the user wants to assign to the VLAN | 1
name. The valid values for the VLAN ID range between
1 and 4094.
FDB Name The name of an existing Filtering Database with which DefaultFdb

the user wants the VLAN Interface to be associated. If
the FDB already exists, the VLAN Interface becomes
associated with that FDB. If the FDB does not exist, it is
created and the VLAN Interface becomes associated

with it.
Tagged Ports The tagged port list for the VLAN Interface None
User priority The untagged port list for the VLAN Interface eth1, eth2,
eth3, eth4,
pvcO

Edit Tagged Ports Clicking on Edit allows users to edit tagged ports

Edit untagged Ports | Clicking on Edit allows users to edit untagged ports

3.24.41 Edit Tagged Ports

As shown in the following figure, a specific tagged port can be added to the VLAN

Interface using name drop-down list. Click to save the settings, to clear
the settings, or to return to the previous page.
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VLAN Tagged Ports:

s are cisTenlly o bapaed pors Liss ke sachon bejow |

Add port to VLAN
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3.24.4.2 Edit untagged Ports
As shown in the following figure, a specific untagged port can be added to or

deleted from the VLAN Interface. Click to save the settings, to clear the

settings, or to return to the previous page.
VLAN Untagged Ports:

Marme Deleta? | Action

ath O
ath2 O
ath3 O
sthd O
o |0

Add a port to VLAN

Name Value

Mame ethl v

Port Type Untagged +

Click Create a new VLAN and the Create a new VLAN page will be displayed, as

shown in the following figure. On this page, a new VLAN Interface can be created

by configuring the VLAN name, the VLAN ID and FDB Name respectively. Click
to save the settings, to clear the settings, or to return to the

previous page.
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Create a new VLAN:

Maote, to add a Default Vian the name given should be Default¥lan, YLAM ID ac 1, ard FOB
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3.2443 MGMT VLAN Configuration

First, create a VLAN group where the VLANid corresponds to the Management

VLAN Vlanid. Enter the Management Vlanid in the text box and click to
confirm.

MGMT VLAN Configuration:

mgd wfanid ;

I EED

Ritiiim ba Britkje

3.2444 Destination Based Unicast Filtering Entry Configuration

Unicast transmit the same, but separate data to each computer that requesting the
same data. It might result in flooding the network. To configure Static Unicast
Entries, click Destination Based Unicast Filtering Entry Configuration under Bridge
Config. Then Destination MAC Based Unicast Filtering Entries window will be

displayed as below:

Destination MAC Based Unicast Filtering Entries

FDB: DefaultFdb

Destination MAC Edit Egress Delete?

Name | Type Address Eqgress Ports Ports

There are currently no Unicast Entries configured in this FDE.

Create new Unicast Entry.
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To add a new entry, click ©reate new Unicast Entry 14 the following window will be
displayed.

Create Destination MAC based unicast entry

Name Value

Marne

Destination MAC Address

Entry Type Diest Static »

Enter the appropriate data into the field and click lﬁ to create a new entry.
Naming the entry to correspond with the Destination MAC Address will be helpful
for the convenience of future search. User will only be able to choose “Dest Static”
from the drop-down list because the entry is being created manually. On the

contrary, Entry Type will be “Dynamic” if it is being detected from the input port.

3.2445 Multicast Filtering Entry Configuration

In contrast with Unicast, Multicast acts like broadcast. It transmits the data to all
end-stations on a LAN or VLAN. Multicast filtering is the system by which
end-stations only receive multicast traffic if they register to join specific multicast
groups. With multicast filtering, network devices only forward multicast traffic to the
ports that are connected to registered end-stations. To configure Static Multicast
Entries, click Multicast Filtering Entry Configuration under Bridge Config. Then

Multicast Filtering Entries window will be displayed as below:

Multicast Filtering Entries

FDB: DefaultFdb

i 2
Name MAC Address Egress Ports Edit Egress Delete:

Ports

Create new Multicast Entry.. )
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To add a new entry, click “reate new hMulticast Entry and the following window will
be displayed.

Create Multicast Filtering Entry

Name Value
Marne
hWicast Learning Type HVM

Mac Address

Enter the appropriate data into the field and click [ﬁ to create a new entry.
Naming the entry to correspond with the MAC Address will be helpful for the
convenience of future search. HVM in the Mcast Learning Type section means that

the created entry can be shared within the VLAN.
3.2446 Forward All/Unregistered Configuration

To configure Forward ALL/Unregistered Entries, click Forward ALL/Unregistered
Entries under Bridge Config and the following window will be displayed as shown
below. This option allows users to assign the Egress Ports that the system forward
to. FWDALLMCAST means forwarding all Multicast entries. FWDUNREGMCAST
means forwarding all unregistered Multicast entries. As the below image shown,
FWDALLMCAST under FDB: DefaultFdb has been assigned to eth1and eth2. All
the Multicast entries will then be passed to eth1 and eth2. FWDUNREGMCAST
has been assigned to eth3, and then all the unregistered entries will be passed to
eth3.

Forward All/Unregistered Entries

FDB: DefaultFdb

Edit Eqress
Name MAC Address Egress Ports Ports
FYWDALLMCAST 00:00:00:00:00:FE eth1 eth, Edit..
FWDUNREGMCAST 00:00:00:00:00:FC eth3, Edit..
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3.245 SHDSL
This option allows you to configure the SHDSL port on your router, Click on SHDSL
Configuration via the Advanced menu. The SHDSL Port Configuration page appears
promptly:
SHDSL Configuration and Status

Configureaton:
an el uoly
TL ookt || R Famlior
Uskil e
Uns Prd= | | [P [FafLE
ANEEL 0 w
Kb | | METIC w0
ol L e [IF | b | TS0 om b LA e R o S

i et e R | TS0 o= b e i S o S

Targ i g [ Aasgs:-iDi=21)
I Arpds || el |
Stabies:
LT LT
LirdSisny | Hered5hikn
Biaia Aok Lk O T
Db Pirhac Liskbde 1 a by
Biaia Aok Lo 3 T

Pt Mk Liskdds ] 1 ke

| Foul 3 A il g ) w1 S A Lo O | 1]
P, MR Bl g o prform B Lkl 1

| Fol 3 A il g 0w ) S e Lo |
P, 5 M B s rdormy B Lo

| Fol 3 A i g e ke i S L b |
S M B g H e Sk Lskebds 1

Foul 3 A i g e ke i S L i

gl e|la oc)a|e|a

P S R b S g Lk

“Shdsl” is the default port name of SHDSL created in PAMSPAN501x where stands
for ATM/EFM port. You can configure simple SHDSL parameters in this page. The
procedure is shown as follows:

1. In the Role drop-down list, you can set the device as CPE or CO.
2. If to set PAMSPANS501x’s Wire mode, click on Wire Pair drop-down list to select

the Wire Pair number needed.

Wire Mode DSL Pair to Use lllustration
2-WireMode 1

— DSL /™
4-WireMode 1,2
6-WireMode 1,2,3 1 2 34
8-WireMode 1,2,3,4
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3. If to set the maximum and minimum line rate, input the Max Line Rate and Min
Line Rate respectively (where values range from 192 kbps to 5696 kbps) and then click
on to submit your setting. After the handshaking between STU-R and STU-C
devices, the actual transmission rate will be presented in the Current TX Rate attribute.

4. Click the line probe drop-down list to set line probe as enable or disable.

5. Click the annex drop-down list to select the desired annex mode, including A and
B

6. Click the PSD drop-down list to set PSD as symmetric or asymmetric.

7. If to set the maximum and minimum line rate, click on the Max Line Rate and Min
Line Rate drop-down list respectively (range: 192 kbps to 5696 kbps).

8. If to set the target margin, input the desired number in the target margin field
(range: -1 to 21 dB).

9. Clickon to submit your setting or to clear your setting.

10. To view the advanced status of SHDSL and Ethernet ports, refer to the system
status section as follows:

Status Physical Ports
System Information
Physical Port Port |Type | Connected
Fouting Table Shdsl | at v
Metwork Interfaces il
Ewvent Log Eth1 | ethernet |+

CF System Eth2 | ethernet | X

CF Configuration Eth3 | ethernet | X

CF Advanced Ethd | ethernet | X

3.246 QoS

To configure the QoS, click QoS under “Configuration”. Below are some CLI
commands and the corresponding web images for setting up and configuring the EFM
for QoS function including some examples on how to add a classifier profile, scheduler

profile and attach them on target transports.



PAMSPANS501x G.SHDSL.bis EFM Gateway

3.24.61 To add a classifier profile

Classifier Configuration
Classifier Profiles:

profile name | edit | delete

Add Classifier Profile

profile name: Add

Enter the desired name for the profile and click Add to create a classifier profile.

Classifier Configuration
Classifier Profiles:

profile name | edit |delete

Testl Edit.. | [

Test2 Edit. | ]
Add Classifier Profile

profile name: Add

Click the link Edit of the desired profile to modify the rule of that specific profile.

Profile: Testl Rules:

mile name  Cempesd DSCP prissity -7} s (S0P D431

thes b lisiing | any 1 e <1 frin - 1 [0K] [ Rassx |
taeting any 1 ma ;|1 min: -l [ok] (Rezet |
Add Rules:

Foali Maina:

(o]

Retum 1o Chasifiar Configuraiion
Enter name for the rule to add a new rule to the profile and then set the rule by

enter the desired criteria into those fields and click “OK” to save the settings.
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Below are some CLI regarding to the classifier. With “dscprange” and “priority” rule
commands, you can abstract a packet and tag its priority by TOS/DSCP field. The

order of the commands should follow the sequence of the examples below.
#> classifier add profile cdscp
This command adds a profile named cdscp.

#> classifier profile cdscp add rule r1
This command adds the rule r1 to the profile cdscp.

#> classifier profile cdscp set rule r1 dscprange 0 15
This command sets the dscprange with the criteria from 0 to 15 for rule r1.

#> classifier profile cdscp set rule r1 priority 0
This command tags the incoming packets that meet the r1 criteria to priority 0.

#> classifier profile cdscp add rule r2
This command adds the rule r2 to the profile cdscp.

#> classifier profile cdscp set rule r2 dscprange 16 31
This command sets the dscprange with the criteria from 16 to 31 for rule r2.

#> classifier profile cdscp set rule r2 priority 2
This command tags the incoming packets that meet the r2 criteria to priority 2.

#> classifier profile cdscp add rule r3
This command adds the rule r3 to the profile cdscp.

#> classifier profile cdscp set rule r3 dscprange 32 47
This command sets the dscprange with the criteria from 32 to 47 for rule r3.

#> classifier profile cdscp set rule r3 priority 4
This command tags the incoming packets that meet the r3 criteria to priority 4.

#> classifier profile cdscp add rule r4
This command adds the rule r4 to the profile cdscp.

#> classifier profile cdscp set rule r4 dscprange 48 63
This command sets the dscprange with the criteria from 48 to 63 for rule r4.

#> classifier profile cdscp set rule r4 priority 6
This command tags the incoming packets that meet the r4 criteria to priority 6.

#> classifier show profile cdscp
This command shows the cdscp profile information.
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3.2.4.6.2 To add a scheduler for QoS
There are two methods of adding a scheduler for QoS. One is QoS with priority

mode and another is QoS with the weighted queues.

Schelduler Configuration
Schelduler Profiles:

Profile Name Max Rate Max Burst  Profile Type  Edit Queue Weight | delete
Add Schelduler Profile

Profile Name: Add

Enter the name for the Scheduler Profile and click “Add” to create the new profile.

Upon clicking “Add”, the following page will be displayed for user to choose the
method for the QoS scheduler, Priority or Weighted Queues. Click for
the priority type and for the weighted queue type.

Select Schelduler Profile Type

Profile Name: Schi

Type :
Profile Name: Schi
Type :

After clicking on the desired scheduler profile type, the profile will then be created
and appear on the QoS main page.

Schelduler Configuration
Schelduler Profiles:

Profile Name | Max Rate Max Burst Profile Type Edit Queue Weight | delete

Schl 0 0 priarity - E

Sch2 0 0 wiZgplus Edit.. E

Add Schelduler Profile
Profile Name: Add
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User will be able to edit and decide the weighted percentage of the weighted
queues profile by clicking on the “Edit” link for the specific profile. The weighting

page will then be displayed as shown below. Enter the percentage the specific

. Reset
queue and click to save the changes or to clear the percentages.

Gueue | Weight
default |70

0o o
e 0
PRI
w |0
& |0
& |0
g |0

QoS with priority mode

When using this method, scheduler for transporting will totally based on the priority.
Therefore, packets with the highest priority will get to send first and only when the
highest priority packets have all been sent will the second priority packets being

sent.

#> scheduler add profile spriority priority
This command adds a profile named spriority with priority queuing, which provides
prioritized treatment to higher priority traffic.

#> scheduler show profile spriority

This command shows the profile spriority.

QoS with weighted queues

When using this method, scheduler for transporting will based on the weight of
percentage. Each queue will contain the percentage weight and these weights will
identify the total percentage that will get to send on every transmission. For

example:

#> scheduler add profiles swf2q wf2qgplus

This command adds a profile named swf2q. Wf2qplus (Worst Case Weighted Fair
Queuing Plus) service discipline is a service discipline distributes the link
bandwidth among participating queues in ratio of their respective configured
weights.
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#> scheduler profile swf2q set queue 1 weight 20
Queue 1 will contain 20% of the total transport bandwidth in every transmission.

#> scheduler profile swf2q set queue 2 weight 30
Queue 2 will contain 30% of the total transport bandwidth in every transmission.

#> scheduler profile swf2q set queue 3 weight 40
Queue 3 will contain 40% of the total transport bandwidth in every transmission.

(Note: The total weight is 100, and packets in other queues that are not being set
will share rest bandwidth)

#> scheduler show profiles swf2q
This command shows the profile swf2q.

#> scheduler show profile swf2q queues
This command shows the profile swf2q queues information.

3.2.4.6.3 To add a meter for QoS

Meter Configuration
Meter Profiles:

Name |Type cir | chs | pir | pbs | ebs | delete

Meter! | stcm 5 |5 |- |- 5 ]

Meter? | tokenbucket |3 |3 - - - F

Meterd | tiom 1T 12 |3 |4 |- ]

Add Meter Profile:

Profile Name: Add

Enter the name for the meter profile and click “Add” to create the profile. Upon

clicking “Add”, the create meter profile page will be displayed as shown below.
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Enter the desired data into the fields and then click [ Add srtem profile |

[___Add tokenbunket profile ] and to add and save the changes.

cerate meter profile

Name Type cir chs pir phs ehs ok

Meterl srtem - - Add srtem profile
Meter1 tokenhunket - - - [ Addtokenbunket profile ]
Wetert tricm -

Below are some CLI related to Meter.

#> meter add profile <name> srtcm <cir> <chs> <ebs>
This command creates a meter profile that uses strum algorithm for metering.

» If a packet stream’s average rate is within CIR and the burst size is within
CBS, then that packet is in-profile. (Green)

» If a packet stream’s average rate is within CIR and the burst size is not within
CBS but is within CBS+EBS, then that packet is partially in profile. (Yellow)
» All other packets are out of profile. (Red)

#> meter add profile <name> tokenbucket <cir> <cbs>
This command creates a meter profile that uses the token-bucket algorithm for
metering.
» If a packet stream’s average rate is within CIR and the burst size is within
CBS, then the packet is in profile (Green).

» All other packets are out of profile (Red).

#> meter add profile <name> trtcm <cir> <cbs> <pir> <pbs>
This command creates a meter profile that uses the trtcm algorithm for
metering.

» If a packet stream’s average rate is within CIR and the burst size is within
CBS, then the packet is in profile (Green).

+ If a packet stream’s average rate is within PIR and the burst size is within
PBS, then the packet is partially in profile (Yellow).

» All other packets are out of profile (Red).

#> meter clear profiles

This command allows you to delete all meter profiles that were previously created using
the meter add profile commands.

Note: This command does not delete the profiles that are associated with meter
instances created using the transports set meter instance profile command.

#> meter delete profile <name>

This command allows you to delete a single meter profile that was previously created
using the meter add profile commands.

Note: This command does not delete the profiles that are associated with meter
instances created using the transports set meter instance profile command.
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#> meter list profiles
This command lists all of the meter profiles that were created using the meter add
profile commands. It displays the following information about meter profiles:

* Name

» Type of algorithm used

* CIR value (in kbps)

* CBS value (in bytes)

» EBS value (for algorithm type srtcm only)

* PIR value (for algorithm type trtcm only)

* PBS value (for algorithm type trtcm only)

* Green action

* Yellow action (for algorithm types trtcm and srtcm only)
* Red action

#> meter set profile <name> {green|red|yellow} action drop

This command configures an existing profile to drop packets depending on their
metering result. Note that if this command is not applied, by default the green and
yellow packets are passed and red packets are dropped.

3.246.4 Attach a profile to a transport
It is recommended that before attaching a profile to a transport, you should set
“Bridge Config\Global Config\Traffic Class Mapping” to Enabled or Priority Based

by Web control (or from a CLI command)

Transport Configuration
Transport Classifier & Scheduler Profiles:

Prart Cumment £3 Panfils (1 Paofile tn Asach Cerens Schebisler Profile Schelduler Prefie fe Btiack

ohi  [Testl] Dbakde . : (=]
ohz  [Testd)] Dbakde . : (=]
shi  [] Dl : : (=]
wthi [1 Dl w - . IEI
ric 18040 - . | Szhil | Diisakle IEI

2
Transport Meter Profiles: 7

As the image shown above, to attach an existing classifier profile to an existing
transport, click the drop-down list corresponded to the transport and choose which
classifier desired for attaching and then click “OK” to save the configuration. To
attach an existing scheduler profile to an existing transport, again use the

drop-down list corresponded to the transport and chooses which scheduler to add.
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Follow the same sequence as attaching scheduler and classifier when attaching an
existing meter profile to an existing transport. Click the drop-down list corresponded
to the transport and choose the meter to attach and then click “OK” to save the

configuration as shown below.

Transport Meter Profiles:

ETH Port |Current meter Profile Meter Profile to Attach -
eth [ Meter! ] Disable (0] 4

ethz [ Meterd ] Dizable 8] 4
eth3 [ MeterZ | Dizable o]
ethd [ Disable ]

802.1P QoS

For this function, only a scheduler should be attached to the HSL transport. (If a
classifier has attached on an ingress transport, you should remove it from this
ingress transport.)

#> transports set HSL scheduler profile spriority

This command sets an existing scheduler profile on an existing transport. The
outgoing traffic on the transport will be scheduled according to the configuration of the
scheduler profile. It sets HSL scheduler to follow the rule in profile spriority.

#> transports show HSL
This command shows the information on the HSL transport.

TOS/DSCP QoS
For this function, you should set a scheduler to the HSL transport and a classifier to
an ingress Ethernet transport. Below are the examples:

#> transports set HSL scheduler profile spriority
#> transports show HSL

#> transports set ETH1 classifier profile cdscp
#> transports show ETH1

The specific PPPoE QoS

For a PPPoE ingress packet, its QoS behavior in this system will be depended on
what strict priority it carries or follow the classifier rule that attached on it. However,
if a PPPOE packet carries both a strict priority and a classifier rule, then its QoS
behavior will only follow the classifier rule and ignore the priority it carries.
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Update a profile instance of a transport

After using the transports set command to attach a profile to a transport, the system
will clone the profile content into that transport. If you would like to revise a profile
and want a transport to work with this new profile, you should disable transport’s
profile first before attaching the new profile. Below are the sample commands:

For the transport set using scheduler

#> transports set HSL scheduler disabled
This command disables packet scheduling previously set on the HSL. The scheduler
is removed from the data path.

#> transports set HSL scheduler profile spriority

This command sets an existing scheduler profile on an existing transport. The
outgoing traffic on the transport will be scheduled according to the configuration of
the scheduler profile. It sets HSL scheduler to follow the rule in profile spriority.

For the transport set using classifier

#> transports set ETH1 classifier disabled
This command disables packet classifying previously set on the ETH1. The classifier
is removed from the data path.

#> transports set ETH1 classifier profile cdscp
This command sets the cdscp classifier profile on ETH1 transport. All rules that exist in
this profile will test incoming packets on the specified transport.
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4 Diagnostic and Troubleshooting

We could simply judge whether connection is correct or incorrect from the status of LED.

Please refer to the list below for status of connection.

Description Suggestion

Make sure Power LED, Ethernet LED, [Check all connections whether ware correct, including
and DSL LED are lighted. DSL Line, Ethernet cable and power adapter.

Ethernet LED start to become blink  {If your Ethernet LED no light, make sure the RJ-45 you
yellow while RJ-45 line has just using is connected properly (Please use the crossover
plugged, it will turn to yellow (No Ethernet cable) If the port is disabled, then the Ethernet
blink) while connection is LED will not illuminate. User has to connect to the peer
established. port and enable the port via Web or console. Note: if all
the other peer ports are also disabled, then user will

only be able to enable the ports using CLI via console.

DSL LED start to become blink yellow |If the DSL LED is still blinking, is means that Router is
while DSL line has just plugged and |training the DSL Line and connection is not Established,
start to train the DSL Link, it will turn to|in this case, Please make sure your ISP User name

yellow (No blink) while connection is |and password are correct or check DSL Link is

established. connected properly.
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Appendix A — Acronyms

This appendix gives the meanings of the acronyms used in this manual.

Table — A1 Acronym meanings

Acronym Meanings
ATM Asynchronous Transfer Mode
CPE Customer Premise Equipment
CO Central Office
DHCP Dynamic Host Configuration Protocol
DMZ Demilitarized Zone
DNS Domain Name System
DSL Digital Subscriber Line
EFM Ethernet in the First Mile
FDB Filtering Database
IGMP Internet Group Management Protocol
NAT Network Address Translation
NTP Network Time Protocol
PAP Password Authentication Protocol
RSTP Rapid Spanning Tree Protocol
SHDSL Symmetrical High Bitrate Digital Subscriber
Line
SNTP Simple Network Time Protocol
STP Spanning Tree Protocol
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