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Chapter 1: Introduction

The innovation of the Internet has created a tremendous worldwide venue for e-business and information
sharing, but it also creates network security problems, so the security request will be the primary concerned
for the enterprise. Planet's Content Security Gateway CS-500, a special designed of security gateway for
small business, adopts Heuristics Analysis to filter spam and virus mail, auto-training system can raise
identify rate of spam, and built-in Clam virus scan engine can detect viruses, worms and other threats from
email transfer.

Meanwhile, Instant Messaging (IM) and peer-to-peer (P2P) are the fastest growing communications medium
of all time, the spread of IM and P2P has created a network security threats and consumed amount of
bandwidth. CS-500 also can prevent employees using varied IM and P2P like MSN, Yahoo Messenger, ICQ,

QQ and Skype.

CS-500 not only can filter spam and virus mail, but also is a high performance VPN firewall. The firewall
function can defense hacker and blaster attack from Internet.

1.1 Features

Anti-Spam Filtering: Multiple defense layers (Head Analysis, Text Analysis, Blacklist & Whitelist,
Bayesian Filtering), and Heuristics Analysis to block over 95% spam mail. Customizable notification
options and spam mail report are provided for administrator. Varied actions toward spam mail include:
Delete, Deliver, and Forward. Built-in auto-training system to rise identify rate of spam mail substantially.

Anti-Virus Protection: Built-in Clam virus scan engine can detect viruses, worms, and other threats
from email transfer. Scan mission-critical content protocols-SMTP, POP in real time as traffic enters the
network to provide maximum protection. Customizable notification options and virus mail report are
provided for administrator. Varied actions toward spam mail include: Delete, Deliver, and Forward.

Policy-based Firewall: The built-in policy-based firewall prevent many known hacker attack including
SYN attack, ICMP flood, UDP flood, Ping of Death, etc. The access control function allowed only
specified WAN or LAN users to use only allowed network services on specified time.

VPN Connectivity: The security gateway support PPTP server/client and IPSec VPN. With DES, 3DES
and AES encryption and SHA-1 / MD5 authentication, the network traffic over public Internet is secured.

Content Filtering: The security gateway can block network connection based on URLS, Scripts (The
Pop-up, Java Applet, cookies and Active X), P2P (eDonkey, Bit Torrent and WinMX), Instant Messaging
(MSN, Yahoo Messenger, ICQ, QQ and Skype) and Download.

Multiple NAT: Multiple NAT allows local port to set multiple subnet works and connect to the Internet
through different WAN IP addresses.

1.2 Package Contents
The following items should be included:
CS-500
n Content Security Gateway
n User’s Manual CD-ROM

n This Quick Installation Guide

n Power Adapter

If any of the contents are missing or damaged, please contact your dealer or distributor immediately.
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1.3 Content Security Gateway Front View

CS-500 Front Panel

(JPLANET Content Security Gateway
ok O O O O O
CS-500 ' DMZ LAN WAN STATUS PWR
LED Description
PWR Power is supplied to this device.
STATUS Blinks to indicate this devise is being turned on

and booting. After one minute, this LED indicator
will stop blinking, it means this device is now
ready to use.

WAN, LAN, Steady on indicates the port is connected to
DMz other network device.

Blink to indicates there is traffic on the port

1.4 Content Security Gateway Rear Panel

CS-500 Rear Panel

vDC . WAN . LAN DME
s

EE-D

Port or button | Description

RESET Press this button to restore to factory default
settings.

WAN Connect to your xDSL/Cable modem or other
Internet connection devices

LAN Connect to your local PC, switch or other
local network device

DMz Connect to your server or other network
device
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1.5 Specification

Product Content Security Gateway
Model CS-500
Hardware
Ethernet LAN 1 x 10/100Mbps RJ-45
WAN 1 x 10/100Mbps RJ-45
DMZ 1 x 10/100Mbps RJ-45
LED POWER, STATUS, 10/100 and LNK/ACT for each LAN and WAN port
Power 5VDC, 2.4A

Operating Environment

Temperature: 0~50°C
Relative Humidity: 10%~90%

Dimension W x D x H, mm

220 x 150 x 40

Regulatory FCC, CE Mark
Software
Management Web

Network Connection

Transparent mode (WAN to DMZ), NAT, Multi-NAT

Routing Mode

Static Route, RIPv2

Concurrent Sessions 110,000

New session / second 8,000

Email Capacity per Day |90,000

Firewall Throughout 100Mbps

3DES Throughput 15Mbps

Firewall Policy-based firewall rule with schedule, NAT/NAPT, SPI firewall
VPN Tunnels 200

VPN Function

PPTP server and client, IPSec
DES, 3DES and AES encryption, SHA-1 and MD5 authentication algorithm
Remote access VPN (client-to-Site) and Site to Site VPN

Content Filtering

URL, P2P application, Instant Message, download blocking
Popup, Java Applet, cookies and Active X blocking

Anti-Attack

Hacker Alert:
Sasser, Code Red, Syn Flood, ICMP Flood, UDP Flood, Blaster Alert

Scanning Mail Settings

The allowed size of scanned mail: 10 ~ 512Kbytes

Anti-Virus

Email attachment virus scanning by SMTP, POP3

Inbound scanning for internal and external Mail server

Action of infected mail: Delete, Deliver to the recipient, forward to a specific
account

Automatic or manual update virus database

Anti-Spam Inbound scanning for external and internal Mail Server
Check sender address in RBL
Black list and white list support auto training system
Action of spam mail: Delete, Deliver to the recipient, forward to a specific
account
Up to 100 spam mail rule entries
Logs Log and alarm for event and traffic
Log can be saved from web, sent by e-mail or send to syslog server
Statistics Traffic statistics for WAN interface and policies
Graphic display
Others Dynamic DNS, NTP support, DHCP server, Virtual server, Mapping IP (DMZ)
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Chapter 2: Hardware Installation

2.1 Installation Requirements
Before installing the Content Security Gateway, make sure your network meets the following requirements.

- Mechanical Requirements

The Content Security Gateway is to be installed between your Internet connection and local area network.
The Content Security Gateway can be placed on the table or rack. Locate the unit near the power outlet.

- Electrical Requirements

The Content Security Gateway is a power-required device, it means, the Content Security Gateway will not
work until it is powered. If your networked PCs will need to transmit data all the time, please consider use
an UPS (Uninterrupted Power Supply) for your Content Security Gateway. It will prevent you from network
data loss. In some area, installing a surge suppression device may also help to protect your Content
Security Gateway from being damaged by unregulated surge or current to the Content Security Gateway.

- Network Requirements

In order for Content Security Gateway to secure your network traffic, the traffic must pass through Content
Security Gateway at a useful point in a network. In most situations, the Content Security Gateway should
be placed behind the Internet connection device.

2.2 Operation Mode

CS-500 DMZ port supports three operation modes, Disable, NAT and Transparent. In Disable mode, the DMZ
port is not active. In transparent mode, CS-500 works as proxy with forward DMZ packet to WAN and forward
WAN packet to DMZ, the DMZ and WAN side IP addresses are in the same subnet. In NAT mode, DMZ side
user will share one public IP address of WAN port to make Internet connection. Please find the following two
pictures for example.

2.2.1 Transparent Mode Connection Example
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Internet

ISP

/ ADSL Modem

CS-500
WAN: 61.11.11.11

LAN: DMZ: Transparent
192.168.1.1 o WAN
g g g g
LAN PC 1: LAN PC 2: DMZ PC 3: DMZ PC 2:
192.168.1.2 192.168.1.3 61.11.11.12 61.11.11.13

The WAN and DMZ side IP addresses are on the same subnet. This application is suitable if you have a
subnet of IP addresses and you do not want to change any IP configuration on the subnet.

2.2.2 NAT Mode Connecting Example
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Internet

ISP

/ ADSL Modem

CS-500
WAN: 61.11.11.11

LAN: DMZ: NAT
192.168.1.1 192.168.2.1
g g g g
LAN PC 1: LAN PC 2: DMZ PC 3: DMZ PC 2:
192.168.1.2 192.168.1.3 192.168.2.2 192.168.2.3

DMZ and WAN IP addresses are on the different subnet. This provides higher security level then transparent mode.




Content Security Gateway User’s Manual

Chapter 3: Getting Started

3.1 Web Configuration

STEP 1:

Connect both the Administrator’'s PC and the LAN port of the Content Security Gateway to a hub or switch.
Make sure there is a link light on the hub/switch for both connections. The Content Security Gateway has an
embedded web server used for management and configuration. Use a web browser to display the
configurations of the Content Security Gateway (such as Internet Explorer 4(or above) or Netscape 4.0(or
above) with full java script support). The default IP address of the Content Security Gateway is 192.168.1.1
with a subnet mask of 255.255.255.0. Therefore, the IP address of the Administrator PC must be in the range
between 192.168.1.2— 192.168.1.254

If the company’s LAN IP Address is not subnet of 192.168.1.0, (i.e. LAN IP Address is 172.16.0.1), then the
Administrator must change his/her PC IP address to be within the same range of the LAN subnet (i.e.
172.16.0.2). Reboot the PC if necessary.

By default, the Content Security Gateway is shipped with its DHCP Server function enabled. This means the
client computers on the LAN network including the Administrator PC can set their TCP/IP settings to
automatically obtain an IP address from the Content Security Gateway.

The following table is a list of private IP addresses. These addresses may not be used as a WAN IP address.

10.0.0.0 ~ 10.255.255.255
172.16.0.0 ~ 172.31.255.255
192.168.0.0 ~ 192.168.255.255

STEP 2:

Once the Administrator PC has an IP address on the same network as the Content Security Gateway, open
up an Internet web browser and type in http://192.168.1.1 in the address bar.

A pop-up screen will appear and prompt for a username and password. A username and password is required
to connect to the Content Security Gateway. Enter the default login username and password of Administrator
(see below).

Username: admin
Password: admin
Click OK.
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Connect to 192.168.1.1
=

3

I 1 ﬂlll ‘:‘-”

Bandwidth Administration Toaols

User name: | £ admin V1

Fassword: | I ]

Remember my password

I K ] [ Cancel

3.2 Configure WAN interface

After entering the username and password, the Content Security Gateway WEB Ul screen will display. Select
the Interface tab on the left menu then click on WAN below it.
Click on Modify button of WAN, the following page is shown.

Interface > WAN

WAN Interface

EUITES © PPPoE (ADSL User)
P’ LAN O Dynamic IP Address (Cable Modem User)

> WAN ® Static IP Address

» DMZ
i C PPTP (European User Only)
® Policy Object

IP Address 182 166.99.94

* Mail Security

Netmask 255.255.256.0
= Anti-Attack

= Monitor Default Gateway 192.165.99.263

DNS Server1 168.95.1.1
DNS Server 2

i

Enable Ping HTTP

[ ok 1 [Cancel']

PPPoE (ADSL User): This option is for PPPOE users who are required to enter a username and password in
order to connect.
Username: Enter the PPPoE username provided by the ISP.
Password: Enter the PPPoE password provided by the ISP.
IP Address provided by ISP:
Dynamic: Select this if the IP address is automatically assigned by the ISP.
Fixed: Select this if you were given a static IP address. Enter the IP address that is given to you by
your ISP.
Service-On-Demand:
The PPPoE connection will automatically disconnect after a length of idle time (no activities). Enter in
the amount of idle minutes before disconnection. Enter ‘0’ if you do not want the PPPOE connection to
disconnect at all.

1
oo
1
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For Dynamic IP Address (Cable Modem User): This option is for users who are automatically assigned an
IP address by their ISP, such as cable modem users. The following fields apply:
MAC Address: This is the MAC Address of the device. Some ISPs require specified MAC address. If the
required MAC address is your PC’s, click Clone MAC Address.
Hostname: This will be the name assign to the device. Some cable modem ISP assign a specific
hostname in order to connect to their network. Please enter the hostname here. If not required by your
ISP, you do not have to enter a hostname.
Domain Name: You can specify your own domain name or leave it blank.
User Name: The user name is provided by ISP.
Password: The password is provided by ISP.

For Static IP Address: This option is for users who are assigned a static IP Address from their ISP. Your ISP
will provide all the information needed for this section such as IP Address, Netmask, Gateway, and DNS. Use
this option also if you have more than one public IP Address assigned to you.

IP Address: Enter the static IP address assigned to you by your ISP. This will be the public IP address of

the WAN port of the device.

Netmask: This will be the Netmask of the WAN network. (i.e. 255.255.255.0)

Default Gateway: This will be the Gateway IP address.

Domain Name Server (DNS): This is the IP Address of the DNS server.

For PPTP (European User Only): This is mainly used in Europe. You need to know the PPTP Server
address as well as your name and password.

User Name: The user name is provided by ISP.

Password: The password is provided by ISP.

IP Address: Enter the static IP address assigned to you by your ISP, or obtain an IP address
automatically from ISP.

PPTP Gateway: Enter the PPTP server IP address assigned to you by your ISP.

Connect ID: This is the ID given by ISP. This is optional.

BEZEQ-ISRAEL: Select this item if you are using the service provided by BEZEQ in Israel.

Service-On-Demand: The PPPoE connection will automatically disconnect after a length of idle time
(no activities). Enter in the amount of idle minutes before disconnection. Enter ‘0’ if you do not want the
PPPoE connection to disconnect at all.

Ping: Select this to allow the WAN network to ping the IP Address of the Content Security Gateway. This will
allow people from the Internet to be able to ping the Content Security Gateway. If set to enable, the device will
respond to echo request packets from the WAN network.

WebUI: Select this to allow the device WEBUI to be accessed from the WAN network. This will allow the
WebUI to be configured from a user on the Internet. Keep in mind that the device always requires a username
and password to enter the WebUI.

3.3 Configure DMZ interface

Depends on your network requirement, you can disable the DMZ port, make DMZ port transparent to WAN or
enable NAT function on it.

To configure the DMZ port, select the Interface tab on the left menu, then click on DMZ, the following page is
shown.
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ar Hatworiing & Commeniation
Interface > DMZ

= System

DMZ_TRAMSFARENT
Disable

DMZ Interface

= Interface

> LAN IP Address
% WAN Netmask
» DMZ

Policy Object Enable Ping HTTP

[ ok ] [Cancel |

3.4 Configure Policy

STEP 1:
Click on the Policy tab from the main function menu, and then click on Outgoing (LAN to WAN) from the

When the New Entry option appears, enter the following configuration:
Source Address — select “Inside_Any”
Destination Address — select “Outside_Any”
Service - select “ANY”
Action - select “Permit, ALL”
Click on OK to apply the changes.

= Policy > Outgoing

Modify Policy

Inside_dmy o
= Policy Outside_Amy v |
= Outgoing ANY |
% Incoming B -
% WAN To DNZ
= LAN To DMZ
» DMZ To WAN 1
% DMZ To LAN
|
= Monitor | 00

oK 7 [Cancel ]

STEP 4:
The configuration is successful when the screen below is displayed.

-10 -
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@& PLANET

< Hetwarting § Commpnization

= Interface
= Policy Object

= Outgoing

= Incoming

= WAN To DMZ
# LAN To DMZ
= DMZ To WAN
% DMZ To LAN

= Mail Security

Policy = Outgoing

| Source | Destination | Service [ Action | Option [ _ Configure | Move |
Inside_Any Outside_Any N f'l { Modﬂ | |Remo\fo J 1 i

Please make sure that all the computers that are connected to the LAN port have their Default Gateway IP
Address set to the Content Security Gateway’s LAN IP Address (i.e. 192.168.1.1). At this point, all the
computers on the LAN network should gain access to the Internet immediately. If a Content Security Gateway
filter function is required, please refer to the Policy section in chapter 4.

-11 -
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Chapter 4: Web Configuration

4.1 System

The Content Security Gateway Administration and monitoring configuration is set by the System Administrator.
The System Administrator can add or modify System settings and monitoring mode. The sub Administrators
can only read System settings but not modify them. In System, the System Administrator can:

1. Add and change the sub Administrator’s names and passwords;

2. Back up all Content Security Gateway settings into local files;

“System” is the managing of settings such as the privileges of packets that pass through the Content
Security Gateway and monitoring controls. Administrators may manage, monitor, and configure Content
Security Gateway settings. All configurations are “read-only” for all users other than the Administrator; those

users are not able to change any settings for the Content Security Gateway.

System setting can divide into two parts: Administration and Configure.

Administration:

Admin: has control of user access to the Content Security Gateway. He/she can add/remove users and
change passwords.

Permitted IP: Enables the Administrator to authorize specific internal/external IP address(es) for Managing
Gateway.

Logout: Administrator logs out the Content Security Gateway. This function protects your system while you
are away.

Software Update: The administrator can update the device’s software with the latest version.

Administrators may visit distributor’s web site to download the latest firmware. Administrators may update the
device firmware to optimize its performance and keep up with the latest fixes for intruding attacks.
Configure:

Setting: The Administrator may use this function to backup Content Security Gateway configurations and
export (save) them to an “Administrator” computer or anywhere on the network; or restore a configuration
file to the device; or restore the Content Security Gateway back to default factory settings. Under Setting, the
Administrator may enable e-mail alert notification. This will alert Administrator(s) automatically whenever the
Content Security Gateway has experienced unauthorized access or a network hit (hacking or flooding). Once
enabled, an IP address of a SMTP (Simple Mail Transfer protocol) Server is required. Up to two e-mail
addresses can be entered for the alert notifications.

Date/Time: This function enables the Content Security Gateway to be synchronized either with an Internet
Server time or with the client computer’s clock.

Multiple Subnet: This function allows local port to set multiple subnet works and connect with the internet
through WAN IP Addresses.

Route Table: Use this function to enable the Administrator to add static routes for the networks when the

dynamic route is not efficient enough.
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DHCP: Administrator can configure DHCP (Dynamic Host Configuration Protocol) settings for the LAN (LAN)
network.

Dynamic DNS: The Dynamic DNS (require Dynamic DNS Service) allows you to alias a dynamic IP address
to a static hostname, allowing your device to be more easily accessed by specific name. When this function is
enabled, the IP address in Dynamic DNS Server will be automatically updated with the new IP address
provided by ISP.

Host Table: The Content Security Gateway Administrator may use the Host Table function to make the
Content Security Gateway act as a DNS Server for the LAN and DMZ network. All DNS requests to a specific
Domain Name will be routed to the Content Security Gateway’s IP address. For example, let’'s say an
organization has their mail server (i.e., mail.planet.com.tw) in the DMZ network (i.e. 192.168.10.10). The
outside Internet world may access the mail server of the organization easily by its domain name, providing
that the Administrator has set up Virtual Server or Mapped IP settings correctly. However, for the users in the
LAN network, their WAN DNS server will assign them a public IP address for the mail server. So for the LAN
network to access the mail server (mail.planet.com.tw), they would have to go out to the Internet, then come
back through the Content Security Gateway to access the mail server. Essentially, the LAN network is
accessing the mail server by a real public IP address, while the mail server serves their request by a NAT
address and not a real one. This odd situation occurs when there are servers in the DMZ network and they
are bound to real IP addresses. To avoid this, set up Host Table so all the LAN network computers will use the
Content Security Gateway as a DNS server, which acts as the DNS Proxy.

Language: Both Chinese and English are supported in the Content Security Gateway.

4.1.1 Admin

On the left hand menu, click on Administration, and then select Admin below it. The current list of

Administrator(s) shows up.

af [+ werhing ommpais il ion
Systemn > Administration > Admin

= | Modiiy |
#* Admin (;,(;,
# Permitted IPs mj
* Logout

» Software Update

¥ Interface

¥ Policy Object

¥ Mail Security
¥ Anti-Attack
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Settings of the Administration table

Administrator Name: The username of Administrators for the Content Security Gateway. The user admin

cannot be removed.

Privilege: The privileges of Administrators (Admin or Sub Admin)

The username of the main Administrator is Administrator with read / write privilege.

Sub Admins may be created by the Admin by clicking New Sub Admin. Sub Admins have read only
privilege.

Configure: Click Modify to change the “Sub Administrator’'s” password and click Remove to delete a “Sub

Administrator.”

Changing the Main/Sub-Administrator’s Password

Step 1. The Modify Administrator Password window will appear. Enter in the required information:

n Password: enter original password.
n New Password: enter new password
n Confirm Password: enter the new password again.

Step 2. Click OK to confirm password change or click Cancel to cancel it.

@ PLANET
. - . System > Administration > Admin

S System Modify Admin Password

» Admin
= Permitted IPs

nI

L1 )]
» Logout seeee
=» Software Update [TTTT]

= Interface [ OK ][ Cancel I

* Policy Object

® Mail Security

Adding a new Sub Administrator

Step 1. Inthe Add New Sub Administrator window:
n Sub Admin Name: enter the username of new Sub Admin.
n Password: enter a password for the new Sub Admin.
n Confirm Password: enter the password again.

Step 2. Click OK to add the user or click Cancel to cancel the addition.
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@ PLANET

=L Matwsorking & Commenision
System > Administration > Admin

= System Add New Sub Admin

nI

planet
# Admin

= Permitted IPs

» Logout sesses

#» Software Update

Ok [ Cancel |

= Interface

* Policy Object

* Mail Security
® Anti-Attack

Removing a Sub Administrator
Step 1. Inthe Administration table, locate the Administrator name you want to edit, and click on the

Remove option in the Configure field.

Step 2. The Remove confirmation pop-up box will appear. Click OK to remove that Sub Admin or click

Cancel to cancel.

- Meatwerting & Commenistion
System > Administration > Admin

nﬁ

= Admin —Mod' . Remova -
=% Permitted IPs l—dy'] .
s iy [ New Sub Admin

=% Software Update

Microsoft Internet Explorer, [g|

3
Interface M?(} Are vou sure you want o remove 7

¥ Policy Object

[ Ok ] [ Cancel

= Mail Security
= Anti-Attack

4.1.2 Permitted IPs

Only the authorized IP address is permitted to manage the Content Security Gateway.
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- Watwsorking & Commpaication
System > Administration = Permitted IPs

IP Address / Netmask | Ping | HTTP [ Configure |
a

=» Admin | New EntryI
=» Permitted IPs (;(;
= Logout

=» Software Update

* Interface

* Policy Object

® Mail Security
= Anti-Attack

Add Permitted IPs Address
Step 1. Click New Entry button.

Step 2. InIP Address field, enter the LAN IP address or WAN IP address.
Name: Enter the host name for the authorized IP address.

IP address: Enter the LAN IP address or WAN IP address.
Netmask: Enter the netmask of LAN/WAN.

Ping: Select this to allow the external network to ping the IP Address of the Firewall.

35 3 3 35 5

WebUI: Check this item, Web User can use HTTP to connect to the Setting window of
Content Security Gateway.

Step 3. Click OK to add Permitted IP or click Cancel to discard changes.

- Wetworking & Communtiation
System > Administration > Permitted IPs

= System Add New Permitted IPs

nI

Flanet
= Admin
192.168.0.100
= Permitted IPs
# Logout 25h.255.250.255
= Software Update
* Interface ~ 0K [Cancel ]

* Policy Object

* Mail Security
= Anti-Attack

Modify Permitted IP Address
Step 1. Inthe table of Permitted IPs, highlight the IP you want to modify, and then click Modify.
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Step 2. In Modify Permitted IPs, enter new IP address.
Step 3. Click OK to modify or click Cancel to discard changes.

- Hatwaring & Commsaic slioa
Systemn > Administration > Permitted IPs

) Flanet
* Admin f192.168.0.100
» Permitted IPs
» Logout 255.255.255.255
# Software Update

[0k 1 [Cancel |

Remove Permitted IPs addresses
Step 1. Inthe table of Permitted IPs, highlight the IP you want to remove, and then click Remove.
Step 2. In Remove Permitted IP, enter new IP address.

Step 3. Inthe confirm window, click OK to remove or click Cancel to discard changes.

L 4 Matwarking & Communication
System > Administration > Permitted IPs

it IP Address | Netmask | Ping | HTTP | Configure |
! % % [ Modify | [Remove |

[7]
0

= Admin
= Permitted IPs | New Entry ]
=® Logout .

= Software Update

Microsoft Internet Explorer. g|

" 27
¥ Interface \_.(J Are you sUre you wank bo remave ¥

® Policy Object

[ Ok ] [ Cancel

® Mail Security
® Anti-Attack

4.1.3 Logout

Step 1. Select this option to the device’s Logout the Content Security Gateway. This function protects

your system while you are away.
Step 2. Click Logout the Content Security Gateway.

Step 3. Click OK to logout or click Cancel to discard the change.
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System > Administration > Logout

a
2
F
D
=
—

T Wytwering b Commenicalion
i Lrati

= Admin
=% Permitted IPs

=% Logout CcC

EEShRE N Microsoft Internet Explorer, EJ

\_?/ Are you SUre yoU want to logout 7

[ Ok l [ Cancel

4.1.4 Software Update

Under Software Update, the admin may update the device’s software with a newer software.
You may acquire the current version number of software in Version Number. Administrators may visit
distributor’s web site to download the latest version and save it in server’s hard disk.

Step 1. Click Browse to select the latest version of Software.

Step 2. Click OK to update software.

@ PLANET

4
r
L Metwarking & Commyn-cation

System > Administration > Software Update

Software Update

[7]

e
!

o

3

Version Number : v 145
# Admin Software Update |
» Pegmitted [Rs { ex: CS500 014500.img )
% Logout
% Software Update CC
oK 1 [Cancel

¥ Interface

El R £

HAHEHMHE -

= | = =

gm 4 !

mg g

=|5| |%
=3 a

NOTE: It takes three minutes to update the software. The system will restart automatically after updating the

software.

4.1.5 Setting

The Administrator may use this function to backup Content Security Gateway configurations and export (save)

them to an “Administrator” computer or anywhere on the network; or restore a configuration file to the
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device; or restore the Content Security Gateway back to default factory settings.

Entering the Settings window

Click Setting in the System menu to enter the Settings window. The Content Security Gateway

Configuration settings will be shown on the screen.

2 Content Security Gateway - Microsoft Internet Explorer

: File Edit Yiew Favorites Tools  Help

@Back i > | \ﬂ @ ;\J /?\"Search \;'?:(Favorites @Media Q‘ £ 1 \f B -

‘hddress - | ) vi =Y co

@ PLANET

MuEn.l!Nunuﬁ:ulw
System > Configure > Setting

Backup I Restore Configuration

| i
3

Export System Setting to Client [ Download

Import System Setting from Client [

= Setting y
J(;(; { ex: MHsystem.conf )
= Date/Time

- Multiple Subnet [ Reset Factory Setting
== Route Table

= DHCP

-mail Setting

Enable E-mail Alert Notification
= Dynamic DNS = )
|- Host Table Device Name ! | { ex: ContentSecurityGateway )
L% Language Sender Address (Required by some ISPs) | [ {ex: sender@mydomain.com )
[ e SMTP Server | | { ex: mail.mydomain.com )
¥ Policy Object f I
S ool E-mail Address 1 | | { ex: userl@mydomain.com )
E-mail Address 2 | [ e ai
= Mail Security L B | { ex: userz@mydomain.com )
Mail Test iITest

® Anti-Attack

Web Management (WAN Interface)

HTTP Port |80 |

MTU Setting

MTU 1500 | Bytes
Link Speed I Duplex Mode Setting

WAN [Auta Mode ~

|

ynamic Routing (RIPv2)
Enable [0 LAN [0 WAN [ DMZ
Routing information update timer [0 ] Seconds

Routing information timeout |80 | Seconds

Administration Packet Logging
Enable Administration Packet Logging

|

ystem Reboot
Reboot the System

[ oK 1 [Cancel 5

& Internet

[

Exporting Content Security Gateway settings
Step 1. Under Configuration, click on the Download button next to Export System Settings to Client.
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Step 2. When the File Download pop-up window appears, choose the destination place to save the

exported file. The Administrator may choose to rename the file if preferred.

ol
N System > Configure > Setting

= System

nhI

|| Browse...

- Setting i §
1.comn
L% DateTime 9 ‘ou are downloading the file: ll
: Res| %
% Multiple Subnet - CSsyskem . conf from 192.168,99,95
% HCP Would pou like to open the file or save it to your computer?
; [ Ena
[-= Dynamic DNS D [ Open ] [ Save ] [ Cancel ] [ Moare Info ] |
ev :C i
| Host Table { ex: ContentSecurityGateway )
B Alwayz azk before opening this tupe of file —
—# Language Sen | ( ex: sender@mydomain.com )
Ip [ Cancel -
¥ Interface SMTP) | { ex: mail.mydomain.com )
¥ Policy Object ; I ] i,
SHEN E-mail Address 1 L | { ex: userl@mydomain.com )
E-mail Address 2 | { ex: user2@mydomain.com )
Mail Test

Web Management (WAN Interface)

Importing Content Security Gateway settings

Under Configuration, click on the Browse button next to Import System Settings. When the Choose File
pop-up window appears, select the file which contains the saved Content Security Gateway Settings, then
click OK.

Click OK to import the file into the Content Security Gateway or click Cancel to cancel importing.

L Hetwcraing § Commsnzalion
System > Configure > Setting

L Backup ! Restore Configuration

Export System Setting to Client [ Download
Import System Setting from Client E_C:\Documents and Setti[ Browse.. |

{ ex: MHsystem.conf )

nhI

% Setting
% Date/Time .
- Multiple Subnet B Resetactory Sefting

=% Route Table

E-mail Setting
e [ Enable E il Alert Notificati
nable e-mai e otification
- Dynamic DNS - i
[-# Host Table Device Name | { ex: ContentSecurityGateway )
L% Language Sender Address (Required by some ISPs) | | { ex: sender@mydomain.com )
¥ Interface SMTP Server | { ex: mail.mydomain.com )
¥ Policy Object 7 ' |
ooy Rjec E-mail Address 1 L | { ex: userl@mydomain.com )
* Policy 4 1
E-mail Address 2 | { ex: userz@mydomain.com )
Mail Test

® Anti-Attack

Web Management (WAN Interface)
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Restoring Factory Default Settings

Step 1. Select Reset Factory Settings under Configuration.

Click OK at the bottom-right of the screen to restore the factory settings.

@ PLANET

Hatworking & Commsnication

nhi

= Setting

= Date/ Time

= Multiple Subnet
= Route Tahle
= DHCP

[-# Dynamic DNS
% Host Table

% Language
¥ Interface

¥ Policy Object

# Policy

® Mail Security
® Anti-Attack

System > Configure > Setting

Backup I Restore Configuration

Export System Setting to Client [ Download

Import System Setting from Client [

{ ex: MHsystem.conf )

Reset Factory Setting

E-mail Setting
Enable E-mail Alert Notification
Device Name { ex: ContentSecurityGateway )
Sender Address (Required by some ISPs) { ex: sender@mydomain.com )
SMTP Server { ex: mail.mydomain.com )
E-mail Address 1 _ { ex: userl@mydomain.com }
E-mail Address 2 ( ex: user2@mydomain.com )
Mail Test

Web Management (WAN Interface)

Enabling E-mail Alert Notification

Step 1. Select Enable E-mail Alert Notification under E-Mail Settings. This function will enable the

Content Security Gateway to send e-mail alerts to the System Administrator when the network is

being attacked by hackers or when emergency conditions occur.

Step 2. SMTP Server IP: Enter SMTP server’s IP address.

Step 3. E-Mail Address 1: Enter the first e-mail address to receive the alarm notification.

Step 4. E-Mail Address 2: Enter the second e-mail address to receive the alarm notification. (Optional)

Click OK on the bottom-right of the screen to enable E-mail alert notification.

-21 -



Content Security Gateway User’s Manual

@ PLANET
N Systen > Configure > Setting

e sl Backup ! Restore Configuration
i : Export System Setting to Client [ Download 1
B Import System Setting from Client [
% Setting

{ ex: MHsystem.conf )
=% Date Time "

=% Multiple Subnet [J Reset Factory Setting

-# Route Table = 5
E-mail Setting
- DHCP

|+ Dynamic DNS Enable E-mail Alert Notification

== Host Table Device Name T_CS'EDD { ex: ContentSecurityGateway )
L Language Sender Address (Required by some ISPs) ;:suppurt_muter@pg { ex: sender@mydomain.com )
SMTP Server E:piénet.com.tw { ex: mail.mydomain.com )
E kalipy BbiRdt E-mail Address 1 E:admin@.planetco]: { ex: userl@mydomain.com )
E-mail Address 2 TDperater@pIanet..[; { ex: user2@mydomain.com )

Mail Test
Web Management (WAN Interface)

Step 1. Set Web Management (WAN Interface). The administrator can change the port number used
by HTTP port anytime.

MTU (set networking packet length)
The administrator can modify the networking packet length.

Step 1. MTU Setting. Modify the networking packet length.

@ PLANET

Wrtwarking & Commantiliea

System > Configure > Setting

Web Management (WAN Interface)
- HTTP Port BD ]
4 Setting MTU Setting -

= Date/Time MTU 1500 | Bytes

[~ Muklple Subnet ink Speed ! Duplex Mode Setting

AN [ Auta Mode =

‘

== Route Tahle
= DHCP
= Dynamic DNS

=

‘

ynamic Routing (RIPv2)

- Host Table Enable [ LAN [0 WAN [ DMZ
=% Languags Routing information update timer 1 |seconds
Routing information timeout 180 Seconds

= Policy Object

‘

dministration Packet Logging
[0 Enable Administration Packet Logging

= Mail Security

‘

ystem Reboot
Reboot the System [ Reboot |

| oK _]I(’.‘_ancei_]
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Link Speed / Duplex Mode Setting

This function allows administrator to set the transmission speed and mode of WAN Port.

o
5 N System > Configure > Setting

Web Management (WAN Interface)

= ' HTTP Port s |

- Ct ; I
L s Setting MTU Setting . .
% Date Time MTU 1500 | Bytes
s it Link Speed / Duplex Mode Setting
% Route Tabhle WAN i.Autu Mode = v
- DHCP 7 R
- Dynamic DNS Dynamic Routing (RIPv2) 10M Half Duplex
% Host Table Enable [JLAN [0 WAN [ DMZ 100 Full Duplex
L o Language 100k Half Duplex

Routing information update timer 100M Full Duplex

Routing information timeout [180 | Seconds

Administration Packet Logging

Enable Administration Packet Logging

¥ Interface

# Policy Object

* Mail Security
¥ Anti-Attack

System Reboot

Reboot the System [ Reboot |

Cox 1

Dynamic Routing (RIPv2)

Enable Dynamic Routing (RIPv2), CS-500 will advertise an IP address pool to the specific network so that the
address pool can be provided to the network. You can choose to enable LAN, WAN or DMZ interface to allow
RIP protocol supporting.

Routing information update timer: CS-500 will send out the RIP protocol in a period of time to update the
routing table, the default timer is 30 seconds.

Routing information timeout: If CS-500 does not receive the RIP protocol from the other router in a period
of time, CS-500 will cut off the routing automatically until it receives RIP protocol again. The default timer is

180 seconds.
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@ PLANET

-l Hetwarting & Commaniciioa

System > Configure > Setting

. HTTP Port oo ]
. Gthing
- Date Time MTU {15% Bytes
el
= Route Table WAN “Auto Mode v-i
== DHCP i3
[ Dymiie ONS
- Host Table Enable LAN [ WAN DMZ
=% |Language Routing information update timer 30 Secends

J= njteiiace Routing information timeout 180 |seconds

® Policy Object

Administration Packet Logging
Enable Administration Packet Logging

= Mail Security

= Anti-Attack
S

ystem Reboot
Reboot the System [ Reboot |

| 0K 1| Cancel 1

Administration Packet Logging

When the function is selected, the CS-500 will record the packets that contain the IP address of CS-500 in

source or destination, the records will display in Traffic Log for administrator to inquire about.

System Reboot
Once this function is enabled, the Content Security Gateway will be rebooted.

Reboot Appliance: Click Reboot.
A confirmation pop-up box will appear. Follow the confirmation pop-up box, click OK to restart Content

Security Gateway or click Cancel to discard changes.
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@ PLANET

< Watworking § Commenicalion

& Systemn

nhI

- Setting

-# Date Time

% Multiple Subnet
% Route Table

|- DHCP

= Dynamic DNS
% Host Table

=% Language

¥ Interface

¥ Policy Object

® Mail Security
¥ Anti-Attack

4.1.6 Date/Time

System > Configure > Setting

Web Management (WAN Interface)

HTTP Port B
MTU Setting
MTU 1500 | Bytes

Auto Mode

Dynamic Routing (Rl
Enable [ LAN O
Routing information update timer '_30 Seconds

[ Ok ] [ Cancel

Routing information timeout 180 | Seconds

Administration Packet Logging

[ Enable Administration Packet Logging

System Reboot

Reboot the System [ Reboot |

Cox 1

Synchronizing the Content Security Gateway with the System Clock

Administrator can configure the Content Security Gateway’s date and time by either syncing to an Internet

Network Time Server (NTP) or by syncing to your computer’s clock.

Follow these steps to sync to an Internet Time Server

Step 1.  Enable synchronization by checking the box.

Step 2.  Click the down arrow to select the offset time from GMT.

Step 3.  Enter the Server IP Address or Server name with which you want to synchronize.

Step 4. Update system clock every 5 minutes You can set the interval time to synchronize with outside

servers. If you set it to 0, it means the device will not synchronize automatically.

Follow this step to sync to your computer’s clock.

Step 1.  Click on the Sync button.

Click OK to apply the setting or click Cancel to discard changes.
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< Hetworiing & Commpacation
System > Configure > Date/Time

System time : Thu Jan 20 08:42:00 2005
3 Synchronize system clock

£ Enable synchronize with an Internet time Server
:: iz::'_'Tgime Set offset KR ¥ | hours from GMT  Assist
= Multiple Subnet Server IP/Name |131.168.3.220 | Assist
~# Route Table Update system clock every |0 minutes (0 : means update at booting time)
- DHCP
» Dynamic DNS Synchronize system clock with this client [ Sync ]
= Host Table
L& Language [T] fm]

4.1.7 Multiple Subnet

NAT mode

Multiple Subnet allows local port to set multiple subnet works and connect with the Internet through WAN IP
Addresses.

For instance: The lease line of a company applies several real IP Addresses 168.85.88.0/24, and the
company is divided into R&D department, service, sales department, procurement department, accounting
department, the company can distinguish each department by different subnet works for the purpose of
convenient management. The settings are as the following:

1. R&D department sub-network: 192.168.1.11/24 (LAN) 3& 168.85.88.253 (WAN)

2. Service department sub-network: 192.168.2.11/24 (LAN) 3& 168.85.88.252 (WAN)

3. Sales department sub-network: 192.168.3.11/24 (LAN) 3& 168.85.88.251 (WAN)

4. Procurement department sub-network: 192.168.4.11/24 (LAN) 3& 168.85.88.250(WAN)

5. Accounting department sub-network: 192.168.5.11/24 (LAN) 3& 168.85.88.249 (WAN)

The first department (R&D department) was set while setting interface IP, the other four ones have to be
added in Multiple Subnet, after completing the settings, each department use the different WAN IP address to
connect to the internet. The settings of LAN computers on Service department are as the following

Service IP Address: 192.168.2.1

Subnet Mask: 255.255.255.0

Default Gateway: 192.168.2.11

The other departments are also set by groups, this is the function of Multiple Subnet.

Multiple Subnet settings

Click Multiple Subnet in the System menu to enter Multiple Subnet window.
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-l o wsriing MR o
System > Configure > Multiple Subnet

WAN Interface IP | Forwarding Mode |Alias IP of Internal Interface | Netmask
= Modi lRemovel

=]
» Setting
| New Entry]
=» Date/Time
=» Multiple Subnet

Multiple Subnet functions

WAN Interface IP / Forwarding Mode: Display WAN Port IP address and Forwarding Mode.

Alias IP of Int. Interface / Netmask: Local port IP address and subnet Mask.

Configure: Modify the settings of Multiple Subnet. Click Modify to modify the parameters of Multiple Subnet

or click Delete to delete settings.

Add a Multiple Subnet NAT Mode.
Step 1: Click the New Entry button below to add Multiple Subnet.
Step 2: Enter the IP address in the website name column of the new window.
Alias IP of LAN Interface: Enter Local port IP address.
Netmask: Enter Local port subnet Mask.
WAN Interface IP: Add WAN IP.
Forwarding Mode: Click the NAT button below to setup.
Step 3: Click OK to add Multiple Subnet or click Cancel to discard changes.

o Wetwariing & Commsnication
Systemn > Configure > Multiple Subnet

« i r 192.168.2.1
= | 256,255 2550
% Setting -
- Date Time
| o Route Table - 1 92.168.99.95 Assist o ® -
% DHCP
= Dynamic DNS [T] [chl_i

Modify a Multiple Subnet
Step 1: Find the IP address you want to modify and click Modify.
Step 2: Enter the new IP address in Modify Multiple Subnet window.

Step 3: Click the OK button below to change the setting or click Cancel to discard changes.
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System > Configure > Multiple Subnet

E ' 192.168.2.1
& 2RR 2ER ZRRD
= Setting -
= Date Time
[ Multiple Subnet
s Route Table (166.85.68 252 st ) ® Rou
= DHCP
= Dynamic DNS | 0K ] I Cancel ]

Removing a Multiple Subnet
Step 1: Find the IP address you want to delete and click Delete.
Step 2: A confirmation pop-up box will appear, click OK to delete the setting or click Cancel to discard

changes.

o Hatwerking & Commenication
System > Configure > Multiple Subnet

m WAN Interface IP | Forwarding Mode |Alias IP of Internal Interface I Netmask
b | Modify | IRemoveI

= Setting

= Date/ Time
% Multiple, Subnet Microsoft Internet Explorer @
= Route Table
= ODHCP :_’/ Are wou sure you want ko remawve ?

=% Dynamic DNS
= Host Table I oK ] [ Cancel

- Language

Routing Mode
Multiple Subnet allows local port to set Multiple Subnet Routing Mode and connect with the internet through

WAN I[P address.

For example, the leased line of a company applies several real IP Addresses 168.85.88.0/24 and the
company is divided into R&D, Customer Service, Sales, Procurement, and Accounting Department. The
company can distinguish each department by different sub-network for the purpose of convenient
management.

The settings are as the following:

R&D: Alias IP of LAN interface - 168.85.88.1, Netmask: 255.255.255.192

Sales: Alias IP of LAN interface - 168.85.88.65, Netmask: 255.255.255.192

Procurement: Alias IP of LAN interface - 168.85.88.129, Netmask: 255.255.255.192

Accounting: Alias IP of LAN interface - 168.85.88.193, Netmask: 255.255.255.192

Click System on the left side menu bar, then click Multiple Subnet below Configure menu. Enter Multiple

Subnet window.

-28-



Content Security Gateway User’s Manual

@ Wetworiog b Communiiation
System > Configure > Multiple Subnet

WAN Interface IP | Forwarding Mode |Alias IP of Internal Interface I Netmask

= Modi iRemovel
S|
» Setting
| New Entry]
#» DateTime
# Multiple Subnet
#» Route Table

Multiple Subnet functions

WAN Interface IP / Forwarding Mode: Display WAN Port IP address and Forwarding Mode which is NAT
Mode or Routing Mode.

Alias IP of Int. Interface / Netmask: Local port IP address and subnet Mask.

Modify: Modify the settings of Multiple Subnet. Click Modify to modify the parameters of Multiple Subnet or

click Remove to delete settings.

Adding a Multiple Subnet Routing Mode

Step 1: Click the Add button below to add Multiple Subnet.

Step 2: Enter the IP address in Add Multiple Subnet window.
Alias IP of LAN Interface: Enter Local port IP Address.
Netmask: Enter Local port subnet Mask.

WAN Interface IP: Add WAN IP
Forwarding Mode: Click the Routing button below to setup.

Step 3: Click OK to add Multiple Subnet or click Cancel to discard changes.

ot Hetworting & Commen-calion
System > Configure > Multiple Subnet

Add New Multiple Subnet IP
+ i ;

| 168.86.88.1

=
255.255.266.192
|-= Setting L E
= Date Time
> Multiple Subnet WAN Interface IP Forwarding Mode
= Route Table Assist ® .
= DHCP
= Dynamic DNS | 0K ” Cancel ]

Step 4: Adding a new WAN to LAN Policy. In the Incoming window, click the New Entry button.
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@ PLANET
< Hatwsrking & Commsaication
Policy > Incoming

“Source | Destination | Service | Action | Option | Configure | Move |
Outside_Any Inside_Any{Routing) f" | Modify ||Removei 1w
= Policy Object o
T

# Outgoing

# Incoming

% WAN To DMZ

Modify a Multiple Subnet Routing Mode

Step 1: Find the IP address you want to modify in Multiple Subnet menu, then click Modify button, on the right
side of the service providers, click OK.

Step 2: Enter the new IP address in Modify Multiple Subnet window.

Step 3: Click the OK button below to change the setting or click Cancel to discard changes.

4..““. PLnNET _
L4 Hetwarking & Communialion
System > Configure > Multiple Subnet

a1

Modify Multiple Subnet IP

1 68.85.56.1

- =
|265.255.205.192

= Setting
== Date Time

L Multiple Subnet WAN Intel::e IP Forwarding Mode

== Route Table | Assist O O
|-= DHCP
= Dynamic DNS [ 0K ] I Cancel i

Removing a Multiple Subnet Routing Mode

Step 1: Find the IP Address you want to delete in Multiple Subnet menu, then click Delete button, on the right
side of the service providers, click OK.

Step 2: A confirmation pop-up box will appear, click OK to delete the setting or click Cancel to discard

changes.

L4 Hatusriing & Eommsaiiation
System = Configure > Multiple Subnet

WAN Interface IP | Forwarding Mode |Alias IP of Internal Interface /I Netmask

£ [ﬂodﬂ' | llﬁemova']
LS|

- Setti

e ['New Entry |

= Date/ Time -

== Multiple:subnet Microsoft Internet Explorer @

= Route Table

= DHCP ‘"?r” Are you sure you wank to remave 7

= Dynamic DNS

|-= Host Table [ OF, ] [ Cancel

= Language
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4.1.8 Route Table

In this section, the Administrator can add static routes for the networks.

Entering the Route Table screen
Step 1. Click System on the left side menu bar, then click Route Table below the Configure menu. The

Route Table window appears, in which current route settings are shown.

@ PLANET
< Wetwerting B Conmanication
Systen > Configure > Route Table

Destination IP | Netmask
|

= |New Entry]

» Setting

% Date/ Time

= Multiple Subnet
# Route Table cCc
» DHCP

Route Table functions
n Interface: Destination network, LAN or WAN networks.

Destination IP / Netmask: IP address and subnet mask of destination network.

Gateway: Gateway IP address for connecting to destination network.

> 3 O

Configure: Change settings in the route table.

Adding a new Static Route

Step 1. Inthe Route Table window, click the New Entry button.
Step 2. Inthe Add New Static Route window, enter new static route information.
Step 3. In the Interface field’s pull-down menu, choose the network to connect (LAN, WAN, DMZ).

Step 4. Click OK to add the new static route or click Cancel to cancel.

@ PLANET

.4 Hatworking & Commanics im

System > Configure > Route Table

m Add New Static Route

& Jestination IP 192.165.4.0
255.265.255.0
» Setting
* Date/ Time 192.166.1.254
& Multiple Subnet ] |LAN
# Route Table
» DHCP | OK || Cancel 1
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Modifying a Static Route:
Step 1. Inthe Route Table menu, find the route to edit and click the corresponding Modify option in the
Configure field.
Step 2. Inthe Modify Static Route window, modify the necessary routing addresses.

Step 3. Click OK to apply changes or click Cancel to cancel it.

@ PLANET
L 4 Hatwcrting & Commsnialion
System > Configure > Route Tahle
Modify Static Route
e i 1192.168.4.0 |
= =
|255.255.255.0
» Setting =
* Date/Time :j92.158.1 254
# Multiple Subnet |LAN |
# Route Table
®MHCE [ ok 1 [ Cancel |

Removing a Static Route
Step 1. Inthe Route Table window, find the route to remove and click the corresponding Remove option
in the Configure field.

Step 2. Inthe Remove confirmation pop-up box, click OK to confirm removing or click Cancel to cancel
it.

< Haworking & Commsnication
System > Configure > Route Table

i —
£ : |'I'&od'n | I"Remove -I
|
% Setting [Wj
% Date/ Time
= Multiple Subnet
[-# Route Table
% ODHCP :.’r') Are wou sure wou want ko remove ?
=% Dynamic DNS .
[-# Host Table [ oK ] [ Cancel

% Language

Microsoft Internet Explorer @

4.1.9 DHCP

In the section, the Administrator can configure DHCP (Dynamic Host Configuration Protocol) settings for the
LAN (LAN) network.

Entering the DHCP window
Click System on the left hand side menu bar, then click DHCP below the Configure menu. The DHCP window

appears in which current DHCP settings are shown on the screen.
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3 Content Security Gateway - Microsoft Internet Explorer

: File Edit  Wiew Favorites  Tools  Help

@Back N > | \ﬂ @ .;\J j?]Search \;'?:E/Favorites @Media ﬁ‘ ' \f g?r' T

‘Address - a itEp: 5.09.5 N

@ PLANET

mmp s ion
Systemn > Configure > DHCP
Dynamic |IP Address
ARG AT Subnet 192.168.1.0 Netmask 2552552550
= Canligul Gateway 192.168.1.1 Broadcast 192.168.1.255
= Setting
[~ Date/Tims Enable DHCP Support
|- Multiple Subnet BT Nafa I 1 )
| Roite Table L | { ex: dhep.domain_name )
Ls e CC O Automatically Get DNS :
= Dynamic DNS DNS Server 1 I.'I 92.168.1.1 ‘
|- Host Table DNS Server 2 | ‘
L= Langus r 5
HAngHmgE WINS Server 1 J
= Interf:
= WINS Server 2 |
¥ Policy Object - -
LAN Interface :
¥ Mail Security g - ) ;
ClientIP Range 1 |192.188.1.2 | To |182.168.1.284 |
® Anti-Attack 2 = ; =
Client IP Range 2 | ] To |
DMZ Interface :
Client IP Range 1 [192168981 |  To  [1521689994 |
Client IP Range 2 1921689996 | To  [19216899.254 |
Leased Time I_24 | hours
oK [Cancel ]
&] Done # Internet

Dynamic IP Address functions
n  Subnet: LAN network’s subnet

n  Netmask: LAN network’s netmask
n  Gateway: LAN network’s gateway IP address
n

Broadcast: LAN network’s broadcast IP address

Enabling DHCP Support
Step 1. Inthe Dynamic IP Address window, click Enable DHCP Support.

Domain Name: The Administrator may enter the name of the LAN network domain if preferred.
Automatically Get DNS: Check this box to automatically detect DNS server.
DNS Server 1 : Enter the distributed IP address of DNS Server 1.
DNS Server 2 : Enter the distributed IP address of DNS Server 2.
WINS Server 1 : Enter the distributed IP address of WINS Server 1.
WINS Server 2 : Enter the distributed IP address of WINS Server 2.
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LAN interface:
Client IP Address Range 1: Enter the starting and the ending IP address dynamically
assigning to DHCP clients.
Client IP Address Range 2: Enter the starting and the ending IP address dynamically
assigning to DHCP clients. (Optional)

DMZ interface:
Client IP Address Range 1: Enter the starting and the ending IP address dynamically
assigning to DHCP clients.
Client IP Address Range 2: Enter the starting and the ending IP address dynamically
assigning to DHCP clients. (Optional)

Leased Time: Enter the leased time for DHCP.

Step 2. Click OK to enable DHCP support.

4.1.10 Dynamic DNS

The Dynamic DNS (require Dynamic DNS Service) allows you to alias a dynamic IP address to a static
hostname, allowing your device to be more easily accessed by specific name. When this function is enabled,
the IP address in Dynamic DNS Server will be automatically updated with the new IP address provided by
ISP.

@ PLANET
1twsriing & Commpaiation
System > Configure > Dynamic DNS

[i[  DomanName | _WANP | Conigwe |
ad
= [ New Entry]
== Setting
= Date/ Time
= Multiple Subnet
== Route Table
== DHCP
—# Dynamic DNS C C
== Host Table

Click Dynamic DNS in the System menu to enter Dynamic DNS window.

The icons in Dynamic DNS window:

I: Update Status, gConnecting; rg’Update succeed; GUpdate fail; & Unidentified error.

Domain name: Enter the password provided by ISP.

WAN IP Address: IP address of the WAN port.

Configure: Modify dynamic DNS settings. Click Modify to change the DNS parameters; click Delete to delete

the settings.

How to use dynamic DNS:
The Content Security Gateway provides many service providers, users have to register prior to use this
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function. For the usage regulations, see the providers’ websites.

How to register:
Firstly, Click Dynamic DNS in the System menu to enter Dynamic DNS window, then click Add button on the

right side of the service providers, click Sign up, the service providers’ website will appear, please refer to the

website for the way of registration.

@& PLANET
«f  Wetworking & Communicalion
System > Configure > Dynamic DNS

a : | DyrDNS www.cyndns.org) [USA] v |
=% Setting : -

= Date/ Time

=5 Multiple Subnet

== Route Table

== DHCP

= Dynamic DNS
R it Click to link to the website selected on the left. 0K [Cancel]

ath.cx

Add Dynamic DNS settings
Step 1. Click Add button.

Step 2. Click the information in the column of the new window.
Service providers: Select service providers.
Sign up: to the service providers’ website.
WAN IP Address: IP Address of the WAN port.
“” Automatically : Check to automatically fill in the WAN IP. -
User Name: Enter the registered user name.
Password: Enter the password provided by ISP (Internet Service Provider).
Domain name: Your host domain name provided by ISP.

Click OK to add dynamic DNS or click Cancel to discard changes.

4 Netwarking & Communication
System > Configure > Dynamic DNS

- : ;:bynDNS (o chyncins.org) [ U5 A ] v S
= ' WAN v
= Setting — - - -
= Date Time f_planet
== Multiple Subnet ] lasasse

= Route Table
= DHCP

|- Dynamic DNS
|-+ Host Table

éblanetesﬂ P cyndns.org v

l_ 0K ]| Cancel |
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Modify dynamic DNS
Step 1. Find the item you want to change and click Modify.

Step 2. Enter the new information in the Modify Dynamic DNS window.

Click OK to change the settings or click Cancel to discard changes.

L4 Hetusriing 8 Commenication
System > Configure > Dynamic DNS

Modify Dynamic DNS

- ! DynDNS (e cyndns.org) [ULS.A. ] v SiariL
= - =N E:
j1921889995 AR
=+ Setting L= ] : A
= Date/ Time :planet
== Multiple Subnet CIITTIT]
- Route Table ?planetest - T =
= DHCP - | - |
= Dynamic DNS
[ oK ! [ Cancel |
|-= Host Table k

Remove Dynamic DNS
Step 1. Find the item you want to change and click Remove.

Step 2. A confirmation pop-up box will appear, click OK to delete the settings or click Cancel to discard

changes.

o Watwarking & Communcation
System > Configure > Dynamic DNS

I T
o l_ﬂr_][ml

=

- Setting
| New Entry ]

[-# Date/ Time
=% Multiple Subnet

Microsoft Internet Explorer @

% Route Table

= DHCP h_?/ Are wou sure you want ko remove ?
=® Dynamic DNS
- Host Table [ ok [ cancel

—% Lanquage

4.1.11 Host Table

The Content Security Gateway’s Administrator may use the Host Table function to make the Content Security
Gateway act as a DNS Server for the LAN and DMZ network. All DNS requests to a specific Domain Name
will be routed to the Content Security Gateway's IP address. For example, let's say an organization has their
mail server (i.e., mail.planet.com.tw) in the DMZ network (i.e. 192.168.10.10). The outside Internet world
may access the mail server of the organization easily by its domain name, providing that the Administrator has
set up Virtual Server or Mapped IP settings correctly. However, for the users in the LAN network, their WAN
DNS server will assign them a public IP address for the mail server. So for the LAN network to access the mail
server (mail.planet.com.tw), they would have to go out to the Internet, then come back through the Content
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Security Gateway to access the mail server. Essentially, the LAN network is accessing the mail server by a
real public IP address, while the mail server serves their request by a NAT address and not a real one.

This odd situation occurs when there are servers in the DMZ network and they are bound to real IP addresses.
To avoid this, set up Host Table so all the LAN network computers will use the Content Security Gateway as a
DNS server, which acts as the DNS proxy.

If you want to use the Host Table function of the device, the end user’s main DNS server IP address

should be the same IP Address as the device.

Click on System in the menu bar, then click on Host Table below the Configure menu. The Host Table

window will appear.

@ PLANE
o etworting & Commanic slioe
System > Configure > Host Table

ISR
4 | Modify | |Remove |
=

= Setting [m]

[-» Date/Time

= Multiple Subnet

= Route Table

o DHCP

[-» Dynamic DNS

= Host Table

= Language

Below is the information needed for setting up the Host Table:

Host Name: The domain name of the server
Virtual IP Address: The virtual IP address respective to Host Table
Configure: modify or remove each Host Table policy
Adding a new Host Table
Step 1:  Click on the New Entry button and the Add New Host Table window will appear.

Step 2:  Fill in the appropriate settings for the domain name and virtual IP address.

Step 3: Click OK to save the policy or Cancel to cancel.

Modifying a Host Table
Step 1: In the Host Table window, find the policy to be modified and click the corresponding Modify option
in the Configure field.

Step 2:  Make the necessary changes needed.

Step 3:  Click OK to save changes or click on Cancel to cancel modifications.
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Removing a Host Table
Step 1: Inthe Host Table window, find the policy to be removed and click the corresponding Remove
option in the Configure field.

Step 2: A confirmation pop-up box will appear, click OK to remove the Host Table or click Cancel.

4.1.12 Language

Administrator can configure the Content Security Gateway to select the Language version.

Step 1. Select the Language version (English Version, Traditional Chinese Version or Simplified
Chinese Version).

Step 2. Click [OK] to set the Language version or click Cancel to discard changes.

= Hatworiing & Commeaication
System > Configure > Language

= @® English Version
= O Traditional Chinese Version
- Setting O Simplified Chinese Version
= Date/ Time
= Multiple Subnet [—l [—1
[-# Route Table EOK" Etancd
L% DHCP
|- Dynamic DNS
- Host Table
=13 Language(;(;

4.2 Interface

In this section, the Administrator can set up the IP addresses for the office network. The Administrator may
configure the IP addresses of the LAN network, the WAN network, and the DMZ network. The netmask and
gateway IP addresses are also configured in this section.

4.2.1 LAN

Entering the Interface menu:

Click on Interface in the left menu bar. Then click on LAN below it. The current settings of the interface

addresses will appear on the screen.
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& PLANE

Metwsriing & Communication

Interface > LAN

LAN Interface

S Interface

IP Address flaz.168.1.1
+LAN
[,WAN Netmask 255.265.255.0
» DMZ
Policy Object Enable Ping HTTP
® Mail Security [T] [W

= Anti-Attack

Configuring the Interface Settings
Using the LAN Interface, the Administrator sets up the LAN network. The LAN network will use a private IP
scheme. The private IP network will not be routable on the Internet.

IP Address: The private IP address of the Content Security Gateway’s LAN network is the IP address of the
LAN port of the device. The default IP address is 192.168.1.1. If the new LAN IP Address is not 192.168.1.1,
the Administrator needs to set the IP Address on the computer to be on the same subnet as the Content
Security Gateway and restart the System to make the new IP address effective. For example, if the Content
Security Gateway’s new LAN IP Address is 172.16.0.1, then enter the new LAN IP Address 172.16.0.1 in the
URL field of browser to connect to Content Security Gateway.

NetMask: This is the subnet mask of the LAN network. The default netmask of the device is 255.255.255.0.

Ping: Select this to allow the LAN network to ping the IP Address of the Content Security Gateway. If set to
enable, the device will respond to ping packets from the LAN network.

WebUI: Select this to allow the device WEBUI to be accessed from the LAN network.

4.2.2 WAN

Entering the Interface menu

Click on Interface in the left menu bar. Then click on WAN below it. The current settings of the interface

addresses will appear on the screen.
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€ PLANET

Hetworting & Communic slion

= Interface

% LAN
» WAN

»DMZ

¥ Policy Object

¥ Mail Security
¥ Anti-Attack

WAN Interface

Interface > WAN

WAN Interface

C PPPoE (ADSL User)

C Dynamic IP Address (Cable Modem User)
@ Static IP Address

C PPTP (European User Only)

IP Address
Netmask
Default Gateway
DNS Server 1
DNS Server 2

Enable [ Ping O HTTP

ok 1 [cancel

Using the WAN Interface, the Administrator can sets up the WAN network. These IP addresses are real

public IP Addresses, and are routable on the Internet.

For PPPoE (ADSL User): This option is for PPPoOE users who are required to enter a username and

password in order to connect, such as ADSL users.

Current Status: Displays the current line status of the PPPOE connection.

IP Address: Displays the IP address of the PPPOE connection

Username: Enter the PPPoE username provided by the ISP.

Password: Enter the PPPoE password provided by the ISP.
IP Address provided by ISP:

Dynamic: Select this if the IP address is automatically assigned by the ISP.

Fixed: Select this if you were given a static IP address. Enter the IP address that is given to you by

your ISP.

Service-On-Demand:

Auto Disconnect: The PPPoE connection will automatically disconnect after a length of idle time (no

activities). Enter in the amount of idle minutes before disconnection. Enter ‘0’ if you do not want the

PPPoE connection to disconnect at all.

Ping: Select this to allow the WAN network to ping the IP address of the Content Security Gateway.

This will allow people from the Internet to be able to ping the Content Security Gateway. If it sets to

enable, the device will respond to echo request packets from the WAN network.

WebUI: Select this to allow the device WebUI to be accessed from the WAN network. This will allow the

WebUI to be configured from a user on the Internet. Keep in mind that the device always requires a

username and password to enter the WebUI.
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.j\ LBNE _
- Hitworking & Commaatistion
Interface > WAN

'WAN Interface

® PPPoE (ADSL User)

= Interface

F, LAN © Dynamic IP Address {Cable Modem User)
» WAN O Static IP Address
o DIMZ O PPTP (European User Only)
¥ Policy Object
= Policy Current Status Disconnected [ Connecting
® Mail Security IP Address 0.0.00 [W]
User Name
Password
IP Address provided by ISP ® Dynamic
O Fixed
IP Address
Netmask
Default Gateway
Service-On-Demand
Auto Disconnectifidle |0 minutes (0 : means always connected)
Enable O Ping O HTTP

For Dynamic IP Address (Cable Modem User): This option is for users who are automatically assigned an

IP address by their ISP, such as cable modem users. The following fields apply:

IP Address: The dynamic IP address obtained by the Content Security Gateway from the ISP will be
displayed here. This is the IP address of the WAN port of the device.

MAC Address: This is the MAC Address of the device.

Hostname: This will be the name assign to the device. Some cable modem ISP assign a specific
hostname in order to connect to their network. Please enter the hostname here. If not required by
your ISP, you do not have to enter a hostname.

Domain Name: You can specify your own domain name or leave it blank.
User Name: The user name is provided by ISP.
Password: The password is provided by ISP.

Ping: Select this to allow the WAN network to ping the IP Address of the Content Security Gateway.
This will allow people from the Internet to be able to ping the Content Security Gateway. If set to
enable, the device will respond to echo request packets from the WAN network.

WebUI: Select this to allow the device WEBUI to be accessed from the WAN network. This will allow
the WebUI to be configured from a user on the Internet. Keep in mind that the device always requires

an username and password to enter the WebUI.
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-

= Interface

WAN Interface

© PPPoE (ADSL User)

*Lan @ Dynamic IP Address (Cable Modem User)
e O Static IP Address
= DMZ

O PPTP (European User Only)

* Policy Object

® Mail Security

= Anti-Atta

IP Address 0.0.0.0 [Renew | [Release
MAC Address [bo:ED:BEAT192 | Clone MAC Address_

ck
Hosthame

Domain Name
User Name (Required by DHCP+ protocol)
Password (Required by DHCP+ protocol)

Enable O Ping O HTTP

ok 1 [cancel ]

For Static IP Address: This option is for users who are assigned a static IP address from their ISP. Your ISP

will prov

Use this

ide all the information needed for this section such as IP address, Netmask, Gateway, and DNS.

option also if you have more than one public IP Address assigned to you.

IP Address: Enter the static IP address assigned to you by your ISP. This will be the public IP
address of the WAN port of the device.

Netmask: This will be the subnet mask of the WAN network. (i.e. 255.255.255.0)
Default Gateway: This will be the Gateway IP address.
Domain Name Server (DNS): This is the IP address of the DNS server.

Ping: Select this to allow the WAN network to ping the IP Address of the Content Security Gateway.
This will allow people from the Internet to be able to ping the Content Security Gateway. If set to

enable, the device will respond to echo request packets from the WAN network.

WebUI: Select this to allow the device WebUI to be accessed from the WAN network. This will allow
the WebUI to be configured from a user on the Internet. Keep in mind that the device always requires

a username and password to enter the WebUI.
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WAN Interface

IR © PPPoE (ADSL User)
> LAN C Dynamic IP Address (Cable Modem User)
» WAN ® Static IP Address
= DMZ

< PPTP (European User Only)
¥ Policy Object

IP Address 192.168.99.95
# Mail Security
255 256 265.0
¥ Anti-Attack Netmask
Default Gateway 192.168.99.253
DNS Server 1 1668.95.1.1
DNS Server 2 168.95192.1
Enable Ping HTTP

[ ok 1 [cancel |

For PPTP (European User Only): This is mainly used in Europe. You need to know the PPTP Server

address as well as your name and password.
User Name: The user name is provided by ISP.
Password: The password is provided by ISP.
IP Address: Enter the static IP address assigned to you by your ISP, or obtain an IP address
automatically from ISP.
PPTP Gateway: Enter the PPTP server IP address assigned to you by your ISP.
Connect ID: This is the ID given by ISP. This is optional.
BEZEQ-ISRAEL: Select this item if you are using the service provided by BEZEQ in Israel.
Service-On-Demand:
The PPPoE connection will automatically disconnect after a length of idle time (no activities). Enter in
the amount of idle minutes before disconnection. Enter ‘0’ if you do not want the PPPoE connection to
disconnect at all.
Ping: Select this to allow the WAN network to ping the IP address of the Content Security
Gateway. This will allow people from the Internet to be able to ping the Content Security Gateway. If set
to enable, the device will respond to echo request packets from the WAN network.
WebUI: Select this to allow the device WEBUI to be accessed from the WAN network. This will allow the
WebUI to be configured from a user on the Internet. Keep in mind that the device always requires an

username and password to enter the WebUI.

-43-



Content Security Gateway User’s Manual

2 Content Security Gateway - Microsoft Internet Explorer

: File Edit  Wiew Favorites Tools  Help &
@Back L - | \ﬂ \g ;\J /?]Search S'?:(Favontes @Media Q‘f‘ - \7 ﬁ bt |
‘Address . 111192 168.1.11 v| Gn
& PLANeT
Interface > WAN
WAN Interface

O PPPOE (ADSL User)

RLAN O Dynamic IP Address (Cable Modem User)
’:‘:’?Z" O Static IP Address
= DIy
® PPTP (European User Only)

Current Status Disconnected [ Connecting |
IP Address 0.0.0.0 Disconnect
User Name [ ]
Password [7]
IP Address provided by ISP @ Obtain an IP address automatically
MAC Address 00E095111112 | [Clone MAC Address |
Hostname [ ]

Domain Name | ]
O Use the following IP address

IP Address | |
Netmask fi ]
Default Gateway | |
PPTP Gateway [ |
ConnectID [ i
[0 BEZEQ-SRAEL
Service-On-Demand
Auto Disconnect if idle 'U | minutes (0 : means always connected)
Enable O Ping O HTTP
[ oK1 [Cancel ;
& B Internet
4.2.3 DMz

The Administrator uses the DMZ Interface to set up the DMZ network. The DMZ network consists of server

computers such as FTP, SMTP, and HTTP (web). These server computers are put in the DMZ network so they
can be isolated from the LAN (LAN) network traffic. Broadcast messages from the LAN network will not cross
over to the DMZ network to cause congestions and slow down these servers. This allows the server computers

to work efficiently without any slowdowns.
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=4 Hetwarking & Communicalion
Interface > DMZ

hedlishostd b ~ I

= Interface

A IP Address
» WAN MNetmask
& DMZ

¥ Policy Object Enable O Ping O HTTP

= Mail Security I OK 1 | Cancel ]

® Anti-Attack

DMZ Interface: Display DMZ NAT Mode /DMZ TRANSPARENT Mode functions of DMZ to show if they are
enabled or disabled.

IP Address: The private IP address of the Content Security Gateway’s DMZ interface. This will be the IP
address of the DMZ port. If it is in NAT mode, the IP address the Administrator chooses will be a private IP
address and cannot use the same network as the WAN or LAN network.

NetMask: This will be the subnet mask of the DMZ network.

Ping: Select this to allow the DMZ network to ping the IP Address of the Content Security Gateway. This will
allow people from the Internet to be able to ping the Content Security Gateway. If set to enable, the device will
respond to echo request packets from the DMZ network.

WebUI: Select this to allow the device WebUI to be accessed from the DMZ network. This will allow the
WebUI to be configured from a user on the Internet. Keep in mind that the device always requires a username
and password to enter the WebUI.

4.3 Policy Object

The Policy Object is the pre-setting item for Policy editing. The administrator can configure all necessary
items here before he wants to configure Content Security Gateway Policy. The contents include Address,

Service, Schedule, Content Blocking, Virtual server and VPN.

4.3.1 Address

The Content Security Gateway allows the Administrator to set addresses of the LAN network, LAN network

group, WAN network, WAN group, DMZ network and DMZ group.

What is the Address Table?
An IP address in the Address Table can be an address of a computer or a sub network. The Administrator can

assign an easily recognized name to an IP address. Based on the network it belongs to, an IP address can be
an LAN IP address, WAN IP address and DMZ IP address. If the Administrator needs to create a control

policy for packets of different IP addresses, he can first add a new group in the LAN Network Group or the
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WAN Network Group and assign those IP addresses into the newly created group. Using group addresses

can greatly simplify the process of building control policies.
How to use Address Table

With easily recognized names of IP addresses and names of address groups shown in the address table, the
Administrator can use these names as the source address or destination address of control policies. The
address table should be built before creating control policies, so that the Administrator can pick the names of

correct IP addresses from the address table when setting up control policies.

4.3.1.1 LAN

Entering the LAN window
Step 1. Click LAN under the Address menu to enter the LAN window. The current setting information

such as the name of the LAN network, IP and Netmask addresses will show on the screen.

Policy Object > Address = LAN

S Name 1P Netmask MAC Address
Inside_Any | In Use |

= Policy Object
=) | New Entry]

% LAN
# LAN Group
» WAN
= WAN Group
» DMZ
» DMZ Group

& PLANE

Matwsriing & Communication

Definition

Name: Name of LAN network address.

IP / Netmask: IP address and subnet mask of LAN network

MAC Address: MAC address corresponded with LAN IP address.

Configure: You can configure the settings in LAN network. Click Modify to change the parameters in LAN

network. Click Remove to delete the settings.

In the LAN window, if one of the members has been added to Policy or LAN Group, the Configure column

will show the message — In Use. In this case, you are not allowed to modify or remove the setting.

Adding a new LAN Address
Step 1. Inthe LAN window, click the New Entry button.

Step 2. Inthe Add New Address window, enter the settings of a new LAN network address.
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Step 3. Click OK to add the specified LAN network or click Cancel to cancel the changes.

@ PLANET

Matworting & Commaic stic

Policy Object > Address > LAN

Add New Address

Justin
= Policy Object
192.168.1.100
5|

» LAN 255.255.255.255

* LAN Group O0:0E:AGOF-8E:93 | | Clone MAC Address |

=» WAN

= WAN Group L]

=» DMZ

» DMZ Group | 0K H Cancel |

If you want to enable Get Static IP address from DHCP Server function, enter the MAC Address then check
the Get Static IP address from DHCP Server.

Modifying an LAN Address

Step 1. Inthe LAN window, locate the name of the network to be modified. Click the Modify option in its
corresponding Configure field. The Modify Address window appears on the screen
immediately.

Step 2. Inthe Modify Address window, fill in the new addresses.

Step 3. Click OK to save changes or click Cancel to discard changes.

@ PLANET

Watwsring & Commanicition

Policy Object > Address > LAN

Modify Address

=

pustin
= Policy Object
192.168.1.100
» LAN 255.265.255.255
*LAN Group 00:0E:ABOF8E:33 | | Clone MAC Address |
» WAN
# WAN Group L]
» DMZ
» DMZ Group [ ok [ cancel ]

Removing a LAN Address
Step 1. Inthe LAN window, locate the name of the network to be removed. Click the Remove option in

its corresponding Configure field.

Step 2. In the Remove confirmation pop-up box, click OK to remove the address or click Cancel to
discard changes.
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@ PLANET
«  Networking & Communicalion
Policy Object > Address > LAN

= System | [ Name | IP | Netmask MAC Address
Inside_Any |In_Use |
Justin ; 3 1 | Modify | I"Removell
g
= LAN [ New Entry]
=% LAN Group
= WAN Microsoft Internet Explorer g|

= WAN Group ~
?
w» DMZ \_‘_../ Are you sure you want to remove ?

= DMZ Group

l Ok ] [ Cancel

4.3.1.2 LAN Group

Entering the LAN Group window
The LAN Addresses may be combined together to become a group.
Step 1. Click LAN Group under the Address menu to enter the LAN Group window. The current setting

information for the LAN network group appears on the screen.

- Watwarking & Commeaication
Policy Object > Address > LAN Group

S Policy Object

=

[ Name | Member | Configure |
| New Entry ]

% LAN

# LAN Group (; (;

» WAN
*WAN Group
» DWZ
» DMZ Group

Definitions (LAN group):

Name: Name of the LAN group.

Member: Members of the group.

Configure: Configure the settings of LAN group. Click Modify to change the settings of LAN group. Click

Remove to delete the group.

In the LAN Group window, if one of the LAN Group has been added to Policy, the Configure column will
show the message — In Use. In this case, you are not allowed to modify or remove the LAN group. You have

to delete the Group in Policy window, and then you are allowed to configure the LAN Group.
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Adding a LAN Group
Step 1. Inthe LAN Group window, click the New Entry button to enter the Add New Address Group
window.

Step 2. Inthe Add New Address Group window:
n Available address: list the names of all the members of the LAN network.
n Selected address: list the names to be assigned to the new group.

n Name: enter the name of the new group in the open field.

Step 3. Add members: Select names to be added in Available address list, and click the Add>> button
to add them to the Selected address list.

Step 4. Remove members: Select names to be removed in the Selected Address list, and click the
<<Remove button to remove these members from Selected Address list.

Step 5. Click OK to add the new group or click Cancel to discard changes.

@ PLANET

Hatwirklng & Commwaliation

Policy Object > Address > LAN Group

Add New Address Group
|

= Policy Object
g

# LAN
# LAN Group
» WAN

# WAN Group

& DWZ

# DMZ Group m

< — Awailable address —» <— Selected address —»
Justin

= Mail Security

¥ Anti-Attack | 0K H Cancel |

Modifying a LAN Group
Step 1. In the LAN Group window, locate the network group desired to be modified and click its
corresponding Modify option in the Configure field.

Step 2. A window displaying the information of the selected group appears:

n Available address: list names of all members of the LAN network.
n Selected address: list names of members which have been assigned to this group.

Step 3. Add members: Select names in Available address list, and click the Add>> button to add
them to the Selected address list.

Step 4. Remove members: Select names in the Selected address list, and click the <<Remove button
to remove these members from the Selected address list.

Click OK to save changes or click Cancel to discard changes.
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@ PLANET

- Watwsriing & Commanication

= Policy Object
S|

= LAN
= LAN Group
= WAN
= WAN Group
= DMZ
# DMZ Group

¥ Mail Security
¥ Anti-Attack

IIihhhhh

Removing a LAN Group

Policy Object > Address > LAN Group

Modify Address Group

< — Awailable address —»
Justin

Erib

‘4 Remoye

<— Selected address —»
Justin

ok 1 [ Cancel ]

Step 1. Inthe LAN Group window, locate the group to be removed and click its corresponding Remove

option in the Configure field.

Step 2. In the Remove confirmation pop-up box, click OK to remove the group or click Cancel to

discard changes.

Policy Object > Address > LAN Group

| Name |  Member | Configure |

& PLANET

L Hetwariing & Commenic dion

= Interface

= Policy Object

| IIE

= LAN
= LAN Group
= WAN
» WAN Group
= DMZ
» DMZ Group

ENM

Microsoft Internet Explorer

Justin

[ New Entry |

\_?/ Are you sure you want ko remove 7

[ Ok ] [ Cancel

I' Modify | |'Remove '|
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4.3.1.3 WAN

Entering the WAN window
Step 1. Click WAN under the Address menu to enter the WAN window. The current setting

information, such as the name of the WAN network, IP and Netmask addresses will show on the

screen.
@ PLANET
- . Policy Object > Address > WAN
~ Name | IPINetmask | Configure |

Outside_Any [in_Use |
= Policy Object
| | New Entry]

% LAN

# LAN Group

» WAN

# WAN Group

» DMZ

» DMZ Group
+|

Definitions
Name: Name of WAN network address.
IP/Netmask: IP address/Netmask of WAN network.
Configure: Configure the settings of WAN network. Click Modify to change the settings of WAN network.
Click Remove to delete the setting of WAN network.
NOTE: In the WAN Network window, if one of the members has been added to Policy or LAN Group, the
Configure column will show the message — In Use. In this case you are not allowed to modify or remove the
settings.
Adding a new WAN Address

Step 1. Inthe WAN window, click the New Entry button.

Step 2. Inthe Add New Address window, enter the settings for a new WAN network address.

Step 3. Click OK to add the specified WAN network or click Cancel to discard changes.

@ PLANET

Watwarklng & Comasal ilios

Policy Object > Address > WAN

Add New Address

Yahoo

= Policy Object

» LAN 255.255.265.255

= LAN Group

» WA [0k 1 [cancar]
= WAN Group

= DMZ

» DWMZ Group

202.43.195.52

=
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Modifying an WAN Address

Step 1. Inthe WAN table, locate the name of the network to be modified and click the Modify option in
its corresponding Configure field.

Step 2. The Modify Address window will appear on the screen immediately. In the Modify Address
window, fill in new addresses.

Step 3. Click OK to save changes or click Cancel to discard changes.

Policy Object > Address > WAN

Metworting & Commpais stioa
Modify Address

“Yahoo

S Policy Object
5|

» LAN 255.265.255.255

=» LAN Group

* WAN [0k [cancel |
= WAN Group

=» DMZ

= DMZ Group

202.43.195.52

Removing an WAN Address
Step 1. Inthe WAN table, locate the name of the network to be removed and click the Remove option in

its corresponding Configure field.

Step 2. Inthe Remove confirmation pop-up box, click OK to remove the address or click Cancel to

discard changes.

< Watwarking & Communicalion
Policy Object > Address > WAN

" System | " Name | IP I Netmask

¥ Interface

Outside_Any Lin Use |
5 Policy Object Yahoo | Modify | |Remove |

S|

® LAN [ New Entry]

® LAN Group

= WAN Microsoft Internet Explorer Fi_]

= WAN Group

& DMZ :,’/ Are you sure you want o remove 7

% DMZ Group

l [a] 4 ] [ Cancel

+|
+|

4.3.1.4 WAN Group

Entering the WAN Group window
Step 1. Click the WAN Group under the Address menu bar to enter the WAN window. The current
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settings for the WAN network group(s) will appear on the screen.

oo Policy Object > Address > WAN Group

 Name | Member | Configure |

= Policy Object [New Entry ]

S|
% LAN
» LAN Group
+ WAN

# WAN Group (; (_:,

» DMZ
» DMZ Group

Definitions:

Name: Name of the WAN group.

Member: Members of the group.

Configure: Configure the settings of WAN group. Click Modify to change the parameters of WAN group Click
Remove to delete the selected group.

NOTE: In the WAN Group window, if one of the members has been added to the Policy, “In Use” message
will appear in the Configure column. You are not allowed to modify or remove the settings. Go to the Policy

window to remove the setting, and then you can configure.

Adding an WAN Group
Step 1. Inthe WAN Group window, click the New Entry button and the Add New Address Group

window will appear.
Step 2. Inthe Add New Address Group window the following fields will appear:
Name: enter the name of the new group.
Available address: List the names of all the members of the WAN network.

Selected address: List the names to assign to the new group.

35 3 35 5

Add members: Select the names to be added in the Available address list, and click the
Add>> button to add them to the Selected address list.

n Remove members: Select the names to be removed in the Selected address list, and click
the <<Remove button to remove them from the Selected address list.

Step 3. Click OK to add the new group or click Cancel to discard changes.
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@ PLANET

Matwsriing & Commanication

Policy Object > Address > WAN Group

e e
|
g

= Policy Object

= LAN
= LAN Group
» WAN

= WAN Group

= DMZ

=» DMZ Group m

« — Available address —» «— Selected address —»
“'ghoo

F Mail Security

= Anti-Attack [ ok 1 cancel ]

IIihhhhh

Modifying a WAN Group

Step 1. Inthe WAN Group window, locate the network group to be modified and click its corresponding
Modify button in the Configure field.

Step 2. A window displaying the information of the selected group appears:

n Available address: list the names of all the members of the WAN network.
n Selected address: list the names of the members that have been assigned to this group.

Step 3. Add members: Select the names to be added in the Available address list, and click the
Add>> button to add them to the Selected address list.

Step 4. Remove members: Select the names to be removed in the Selected address list, and click the
<<Remove button to remove them from the Selected address list.

Step 5. Click OK to save changes or click Cancel to discard changes.
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@ PLANET

Metworting & Commenication

Policy Object > Address = WAN Group

m Modify Address Group

Weh

= Policy Object

=]

I+

I+

I+

I+

|
rroiy
" Mail Security |
= At Attack

«— Awvailable address —» < — Selected address —>

“ahoo vahoo
= LAN

» LAN Group
= WAN

»WAN Group

= DMZ

# DMZ Group m

¥ Mail Security
¥ Anti-Attack

[ ok [cancel ]

Removing a WAN Group
Step 1. Inthe WAN Group window, locate the group to be removed and click its corresponding Modify

option in the Configure field.

Step 2. Inthe Remove confirmation pop-up box, click OK to remove the group or click Cancel to discard

Policy Object > Address > WAN Group

[ Name | Member | Configure |

changes.

@ PLANET

o Hetwarking § Commenication

¥ Interface Web Yahoo | Modify | |Remove
H [New Entry |
= LAN
= LAN Group
= WAN Microsoft Internet Explorer g]
» WAN Group Ps
» DMZ ‘__'./ Are you sure you wank b remave 7
= DMZ Group
= [ OK ] [ Caneel
&l
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4.3.1.5 DMZ
Entering the DMZ window:

Click DMZ under the Address menu to enter the DMZ window. The current setting information such as the

name of the LAN network, IP, and Netmask addresses will show on the screen.

ptworiing & Commenicstion
Policy Object > Address > DMZ

" Name | IP I Netmask MAC Address
Cin.usel]
=]

= Policy Object

= LAN
= LAN Group
=» WAN
= WAN Group
=» DMZ
= DMZ Group

| New Entry ]

Adding a new DMZ Address:
Step 1.  In the DMZ window, click the New Entry button.
Step 2.  Inthe Add New Address window, enter the settings for a new DMZ address.

Step 3.  Click OK to add the specified DMZ or click Cancel to discard changes.

@ PLANE

Matworting & Commaaic stiv

Policy Object > Address > DMZ

Add New Address
S|

Appach
= Policy Object
192.165.99.96
» LAN 2h5.255.255.255
* LAN Group O00E.AGOFSE:00 | | Clone MAC Address |
= WAN
= WAN Group L]
= DMZ
» DMZ Group | 0K H Cancel |

Modifying a DMZ Address:

Step 1.  In the DMZ window, locate the name of the network to be modified and click the Modify option in

its corresponding Configure field.
Step 2.  In the Modify Address window, fill in new addresses.

Step 3.  Click OK on save the changes or click Cancel to discard changes.
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@ PLANET

Hatworking & Commuaication

Policy Object = Address > DMZ

romen [

Appach
S Policy Object
S|

192.168.99.96
» LAN 266,266,266 265
*LAN Group 00:0E:ABOF3E:00 |  Clone MAC Address |
» WAN
*WAN Group L]
» DMZ
# DMZ Group | oK H Cancel |

Removing a DMZ Address:

Step 1.  In the DMZ window, locate the name of the network to be removed and click the Remove option in

its corresponding Configure field.

Step 2.  Inthe Remove confirmation pop-up box, click OK to remove the address or click Cancel to discard

o Metwarking § Commun-ation
Policy Object > Address > DMZ

FSystem | | Name | IP | Netmask MAC Address

® Interface

I | In Use |
= Policy Object : - ; — —
| l—j
PLAN [ New Entry |
% LAN Group
= WAN Microsoft Internet Explorer g|
= WAN Group
= DIZ \_:.:/ Are you sure you wank ko remove ¢
= DMZ Group
[ OK l [ Cancel
=1
ad

4.3.1.6 DMZ Group

Entering the DMZ Group window

Click DMZ Group under the Address menu to enter the DMZ window. The current settings information for the

DMZ group appears on the screen.
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‘j\ LnNE _
- Watworting & Commani sien
Policy Object > Address > DMZ Group

m_ " Name | Member | Configure

¥ Interface

[ow Entry ]
5|
= LAN
=» LAN Group
= WAN
» WAN Group
= DMZ
» DMZ Group

Adding a DMZ Group:

Step 1.  In the DMZ Group window, click the New Entry button.
Step 2.  Inthe Add New Address Group window:

N Available address: list names of all members of the DMZ.

n Selected address: list names to assign to a new group.

Step 3.  Name: enter a name for the new group.

Step 4. Add members: Select the names to be added from the Available address list, and click the

Add>> button to add them to the Selected address list.

Step 5. Remove members: Select names to be removed from the Selected address list, and click the

<<Remove button to remove them from the Selected address list.

Step 6.  Click OK to add the new group or click Cancel to discard changes.
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@ PLANET

Hatwartlng & Commpaialion

Policy Object > Address > DMZ Group

Add New Address Group

= Policy Object
S|

< —Awvailable address —» < — Selected address —>»
Appach
» LAN s
% LAN Group
= WAN
= WAN Group “
Remove
» DMZ

» DWZ Group m

HOH A

|+

Modifying a DMZ Group:

Step 1. In the DMZ Group window, locate the DMZ group to be modified and click its corresponding
Modify button in the Configure field.

Step 2. A window displaying information about the selected group appears:

Nn Available address: list the names of all the members of the DMZ.

Selected address: list the names of the members that have been assigned to this group.

Step 3. Add members: Select names to be added from the available Address list, and click the Add>>

button to add them to the Selected address list.

Step 4. Remove members: Select names to be removed from the Selected address list, and click the

<<Remove button to remove them from Selected address list.

Step 5. Click OK to save changes or click Cancel to cancel editing.
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@ PLANET

af  Hetworking § Commpnication

Policy Object > Address > DMZ Group

Modify Address Group

¥ Interface WEE

= Policy Object

<« —Awailable address —> <— Selected address —>

Appach Appach
» LAN FR a

=% LAN Group
=+ WAN

= WAN Group

= DMZ

= DMZ Group m

¥ Mail Security

® Anti-Attack oKk [ cancel |

IIihhhhh

Removing a DMZ Group:

Step 1. In the DMZ Group window, locate the group to be removed and click its corresponding Remove

option in the Configure field.

Step 2. Inthe Remove confirmation pop-up box, click OK to remove the group.

L Hatuarting & Commani: dlioa
Policy Object > Address > DMZ Group

| Name |  Member | Configure
|' Modify | |'Remove'|

= Policy Object
5|

= LAN

= LAN Group
= WAN Microsoft Internet Explorer @
= WAN Group
=» DMZ 3
= DMZ Group

[ New Entry |

‘?/ Are you sure you wank ko remove ?

[ Ok ] [ Cancel

4.3.2 Service

In this section, network services are defined and new network services can be added. There are three sub menus under
Service which are: Pre-defined, Custom, and Group. The Administrator can simply follow the instructions below to
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define the protocols and port numbers for network communication applications. Users then can connect to servers and

other computers through these available network services.

What is Service?
TCP and UDP protocols support varieties of services, and each service consists of a TCP Port or UDP port number, such

as TELNET(23), SMTP(21), POP3(110),etc. The Content Security Gateway defines two services: pre-defined service
and custom service. The common-use services like TCP and UDP are defined in the pre-defined service and cannot be
modified or removed. In the custom menu, users can define other TCP port and UDP port numbers that are not in the
pre-defined menu according to their needs. When defining custom services, the client port ranges from 1024 to 65535

and the server port ranges from 0 to 1023.

How do | use Service?
The Administrator can add new service group names in the Group option under Service menu, and assign desired

services into that new group. Using service group the Administrator can simplify the processes of setting up control
policies. For example, there are 10 different computers that want to access 5 different services on a server, such as HTTP,
FTP, SMTP, POP3, and TELNET. Without the help of service groups, the Administrator needs to set up 50 (10x5) control
policies, but by applying all 5 services to a single group name in the service field, it takes only one control policy to

achieve the same effect as the 50 control policies.

4.3.2.1 Pre-defined

Entering a Pre-defined window
Step 1. Click Pre-defined under it. A window will appear with a list of services and their associated IP

addresses. This list cannot be modified.

@ PLANET
< Watwerking b Commanicaion
Policy Object > Service > Pre-defined

ANY () TOF (143) i (110 i @3
TCP CEEN TOP (389 i (723 P ) L
TOP s1e0s199 il (BAO0-665) i coro) (i) Traceroute c.11)
ad (179) (17013 m (520 m ()
= fuoP | P (389) 513 (UDP 220
# Pre-defined (C C TeP 79 g zenaisozaiTzoy kil (25) TEP (7000-7010)
» Custom @021y 0DP | (113 P | (161) TCP (210
» Group 0 119 (22} TOP (14984
ad ) o) {uoP ] c123) 0P | (514 TCP (5O00-6063)
: (443) 0P | @earassz | LD (517-518) TOF (1883)
= uDP NKERE) () PING ¢ thary)

Icons and Descriptions
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TCP services, e.g. AFPoverTCP, AOL, BGP, FINGER, FTP, GOPHER, HTTP,
@ HTTPS, IMAP, InterLocator, IRC, L2TP, LDAP, NetMeeting, NNTP, POP3,
PPTP, Real-Media, RLOGIN, SMTP, SSH, TCP ANY, TELNET, VDO Live,
WAIS, WINFRAME, X-WINDOWS, MSN, etc.

UDP services, e.g. DNS, IKE, NFS, NTP, PC-Anywhere, RIP, SNMP,
SYSLOG, TALK, TFTP, UDP-ANY, UUCP, etc.

@D IcMP services, i.g. PING, TRACEROUTE, etc.

4.3.2.2 Custom

Entering the Custom window
Step 1. Click Custom under it. A window will appear with a table showing all services currently defined
by the Administrator.

. Policy Object > Service > Custom

Wetworking & Communication
Client Port
= Interface
= Policy Object | New Entry |

F System

#» Pre.defined

= Custom (; (;

» Group

r r

Definitions:

Service name: The defined service name.

Protocol: Network protocol used in the basic setting. Such as TCP ~ UDP or others.

Client port: The range of Client port in defined service. If the number of ports entered in the two fields of
Client port is different, it means that the port numbers between these two numbers are opened. If the number
of ports entered in the two fields of Client port is identical, it means that the entered port number is opened.
Service port: The range of Service port in defined service.

If the number of ports entered in the two fields of Service port is different, it means that the port numbers
between these two numbers are opened. If the number of ports entered in the two fields of Service port is
identical, it means that the entered port number is opened.

Configure: Configure the settings in Service table. Click Modify to change the parameters in Service table.
Click Remove to delete the selected setting.

NOTE: In the Custom window, if one of the services has been added to Policy or Group, "In Use” message
will appear in the Configure column. In this case you are not allowed to modify or remove the settings. Go to

the Policy or Group window to delete the setting, and then you can configure the settings.
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Adding a new Service
In the Custom window, click the New Entry button and a new service table appears.

In the new service table:

n New Service Name: This will be the name referencing the new service.

n Protocol: Enter the network protocol type to be used, such as TCP, UDP, or Other (please

enter the number for the protocol type).
n Client Port: enter the range of port number of new clients.

n Server Port: enter the range of port number of new servers.

The client port ranges from 1024 to 65535 and the server port ranges from 0 to 1023.
Step 1. Click New Entry to add new services.

Step 2. Click OK to accept editing; or click Cancel.

-4 Hetwarking & Commanialion
Policy Object > Service > Custom

Add User Defined Service

¥ Interface

= Policy Object

) 0 @) & | 1024 | & E5535 o Fllo
®) * ) 0 1024 |3 B5535 o |z
= Pre-defined ° 5 o :D oz |8 eseas D i
Ly ey LR R :
@ ® ) n 1024 | ¢ 65535 0 i
= Group —— -
9 e ® () 0 1024 | 3 |B5535 0 10
, _ ® ® ) 0 1024 |3 B5535 I 0
u ® TCP @ UDP o o 1024 [less35 O C
= ® @ &) I 1024 |+ 65535 0 : [0
ok 1 [Cancel ]
® Mail Security e e

Modifying Custom Services
Step 1. A table showing the current settings of the selected service appears on the screen

Step 2. Enter the new values.

Step 3. Click OK to accept editing; or click Cancel.
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o Hatwsriing & Commsnication
Policy Object > Service > Custom

]
d o @ ® b ] 1024 |3 (65535 ABET |3 4GRS |
= ® O o 0] 2 = o [0 |
% Pre defined e e o [0 | o245 /65535 0 0
e o TCP o UDP o Other (NN | M = O
- O * () 0 1024 |3 B8535 [ [
: ® TCP o o 0| 102465535 oo
5 @ Y (=) L 1024 |3 B5535 0 10
T ) '@ (+) 0 J] 1024 |3 E5535 0 - [
ey |
e

Removing Custom Services
Step 1. Click its corresponding Remove option in the Configure field.
Step 2. Inthe Remove confirmation pop-up box, click OK to remove the selected service or click

Cancel to cancel action.

o Netwarking & Commen-cation
Policy Object > Service > Custom

Client Port
| |' Modify ||Ramova'|

= Interface

& Policy Object

[New Entry

| klIIi

=% Pre-defined
= Custom Microsoft Internet Explorer g|

| ——

» Group

. ?J/ Are you sure you wank to remove ?

[ 0K l [ Cancel

ihhhh

4.3.2.3 Group

Accessing the Group window
Step 1. Click Group under it. A window will appear with a table displaying current service group settings

set by the Administrator.
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., .E‘:Eﬁﬂxg‘“m _
S Policy Object > Service > Group

| Growname [ Senice | ___ Configure __|
[Now Eniry]

&1

gl

= Pre-defined

= Custom

» Group (; (;

rr r

Definitions:

Group name: The Group name of the defined Service.

Service: The Service item of the Group.

Configure: Configure the settings of Group. Click Modify to change the parameters of the Group. Click
Remove to delete the Group.

NOTE: Inthe Group window, if one of the Service Groups has been added to Policy. “In Use” message will
appear in the Configure column. You are not allowed to modify or remove the settings. Go to the Policy

window, remove the Service group first, and then you are allowed to configure the setting.

Adding Service Groups
Step 1. Inthe Group window, click the New Entry button.

Step 2. Inthe Add Service Group window, the following fields will appear:

n Available service: list all the available services.
n Selected service: list services to be assigned to the new group.

Step 3. Enter the new group name in the group Name field. This will be the name referencing the
created group.

Step 4. To add new services: Select the services desired to be added in the Available service list and
then click the Add>> button to add them to the group.

Step 5. Toremove services: Select services desired to be removed in the Available service, and then
click the <<Remove button to remove them from the group.

Step 6. Click OK to add the new group.
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@ PLANET
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Policy Object > Service > Group
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|HTTPS
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¥ Mail Security [IRC ¥

¥ Anti-Attack

| ——

oK 1 [Cancel ]

Modifying Service Groups
Step 1. Inthe Mod (modify) group window the following fields are displayed:

n Available service: lists all the available services.
n Selected service: list services that have been assigned to the selected group.

Step 2. Add new services: Select services in the Available service list, and then click the Add>>
button to add them to the group.

Step 3. Remove services: Select services to be removed in the Selected service list, and then click

the <<Remove button to remove theses services from the group.

Step 4. Click OK to save editing changes.
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@ PLANET
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Removing Service Groups
In the Remove confirmation pop-up box, click OK to remove the selected service group or click Cancel to

cancel removing.

<« Hetwarking & Commpsicalipn
Policy Object > Service > Group

| Groupname [  Serviee | Configure |
N I'- Modify ; | I'Remo\re 'I

* Interface

= Policy Object

[ New Entry |

| hilli

» Pre-defined

= Custom Microsoft Internet Explorer g|

T r

=® Group 9
““‘f} Are you sure you wankt b remave ?

[ K ] [ Cancel

E R R R

4.3.3 Schedule

The Content Security Gateway allows the Administrator to configure a schedule for policies to take affect. By
creating a schedule, the Administrator is allowing the Content Security Gateway policies to be used at those
designated times only. Any activities outside of the scheduled time slot will not follow the Content Security

Gateway policies therefore will likely not be permitted to pass through the Content Security Gateway. The
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Administrator can configure the start time and stop time, as well as creating 2 different time periods in a day.
For example, an organization may only want the Content Security Gateway to allow the LAN network users to
access the Internet during work hours. Therefore, the Administrator may create a schedule to allow the

Content Security Gateway to work Monday-Friday, 8AM - 5PM only. During the non-work hours, the Content

Security Gateway will not allow Internet access.

Accessing the Schedule window
Step 1. Click on Setting on the Schedule menu bar and the schedule window will appear displaying the

active schedules.

@ PLANET

Hatwirklng & Commaalt lion

Policy Object > Schedule > Setting

Fopem B Name | Configure |

= Policy Object | New Entry]

-+
&l
=]

La Setting CC
&l
|
|

The following items are displayed in this window:
Name: the name assigned to the schedule

Configure: modify or remove

Adding a new Schedule
Step 1. Click on the New Entry button and the Add New Schedule window will appear.

n Schedule Name: Fill in a name for the new schedule.
n Period: Configure the start and stop time for the days of the week that the schedule will be
active.

Step 2. Click OK to save the new schedule or click Cancel to cancel adding the new schedule.
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! NWatwording & Commsnization
Policy Object > Schedule > Setting

* System Add New Schedule

¥ Interface
= Policy Object
+ Address

+ Service

Schedule Name Work-Time

Week D
Start Time Stop Time

Friday DETIEE B

* Virtual Server
+ VPN

® Mail Security
¥ Anti-Attack

H H

=
: s
g 2
=

NOTE: In setting a Schedule, the value in Start time must be less than the value in Stop Time, or you cannot

add or configure the setting.

Modifying a Schedule

Step 1. Inthe Schedule window, find the policy to be modified and click the corresponding Modify option

in the Configure field. Make needed changes.

Step 2. Click OK to save changes.

! Hatwarilng & Commeniction
Policy Object > Schedule > Setting

® Systemn

Modify Schedule

Schedule Name
Week Day ‘ ariod

Start Time Stop Tim

e
Monday 2200~
Tuesday 2200w
& b

v

v

¥ Interface

= Policy Object
+ Address
+ Service
= Schedule
Ls Setting

+ Content Blocking
+ Virtual Server
+ VPN

Wednesday 2z:00

Thursday
Seurie
ey | I | TR

¥ Mail Security
¥ Anti-Attack

¥ Monitor

]
=
o
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Removing a Schedule
Step 1. Inthe Schedule window, find the policy to be removed and click the corresponding Remove

option in the Configure field.

Step 2. A confirmation pop-up box will appear, click on OK to remove the schedule.

< Wetworklng § Commwaicalios
Policy Object = Schedule > Setting

| Name | ___ Configure |
= Interface ’ Modi [Removel
R—
| : [ New Entry |
i
g
Ls Setting Microsoft Internet Explorer. Fg|

“‘?J'J Are you sure you want ko remove ¥

I Ok l [ Cancel

ihhh

4.3.4 Content Blocking

Content Blocking includes “URL”, “Scripts”, “P2P”, “IM” and “Download”.

URL: The administrator can use a complete domain name or key word to make rules for specific websites.
Scripts : To let Popup ~ ActiveX ~ Java ~ Cookie in or keep them out.

P2P : Block P2P program, include “eDonkey”, “Bit Torrent* and “WinMX”.

IM : Block Internet Message program, include “MSN”, “Yahoo Messenger”, “ICQ”, “QQ” and “Skype”.
Download : Block download connection, audio and video transferring from web page. You can select to block

which type of extension name or all type of the file.

4.3.4.1 URL Blocking

The Administrator may setup URL Blocking to prevent LAN network users from accessing a specific website
on the Internet. Any web request coming from an LAN network computer to a blocked website will receive a

blocked message instead of the website.

Entering the URL blocking window
Step 1. Click on URL under the Content Blocking menu bar.

Step 2. Click on New Entry.
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@ PLANET

Metweorking & Communication

= Policy Object

|
|
i
5|

= URL (; (;
=» Script

» P2P

»IM

= Download

Definition:

Policy Object > Content Blocking > URL

URL String
| New Entry]

URL String: The domain name that is blocked to enter by Content Security Gateway.

Configure: To change the settings of URL Blocking, click Modify to change the parameters; click Delete to

delete the settings.

Adding a URL policy

Step 1. Atfter clicking New Entry, the Add New URL String window will appear.
Step 2. Enter the URL of the website to be blocked.

Step 3. Click OK to add the policy. Click Cancel to discard changes.

@ PLANET

Hatwering & Commaniiation

= Policy Object

|

d

|

=]
= URL
=» Script
=» P2P

= 1M

» Download

H

Policy Object > Content Blocking > URL

Add New URL String

gamkble

__ 0K [ Cancel |

Modifying a URL String Policy

Step 1. Inthe URL window, find the policy to be modified and click the corresponding Modify option in

the Configure field.

Step 2. Make the necessary changes needed.
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Step 3. Click on OK to save changes or click on Cancel to discard changes.

@ PLANET

af  Wetworking § Commuaic stion
Policy Object > Content Blocking > URL

o [ e

= Policy Object

|
sl
S|
= URL
» Script
» P2P
LAl
» Download

Removing a URL String policy
Step 1. Inthe URL window, find the policy to be removed and click the corresponding Remove option in

the Configure field.

Step 2. A confirmation pop-up box will appear, click on OK to remove the policy or click on Cancel to

discard changes.

@ PLANET

Metwarting & Commanic lioa

Policy Object > Content Blocking > URL

Fopem | URL String
CiiodityJ{Remors]

= Policy Object

+|

ad

+|

a [ Microsoft Internet Explorer @]
= URL 9
" SCIipl \_./ Are you sure you wank to remove
=» P2P
& IM [ OK ] [ Cancel
= Download

4.3.4.2 Scripts

To let Popup, ActiveX, Java, or Cookies in or keep them out.

Step 1. Click Scripts below Content Blocking menu.
Step 2:  Select Scripts detective functions:

Popup Blocking: Prevent pop-up boxes from appearing.
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ActiveX Blocking: Prevent ActiveX packets.
Java Blocking: Prevent Java packets.

Cookie Blocking: Prevent Cookie packets.

Step 3: After selecting each function, click the OK button below.

@& PLANET

af  Wetworklng § Communication
Policy Object > Content Blocking > Script

m Script Blocking
Popup Blocking ActiveX Blocking
Java Blocking Cookie Blocking
al
= ~ K1 [ Cancel |
ad
=
» URL
= Script (;(_:,
» P2P
* 1M
» Download
When the system detects the setting, the Content Security Gateway will spontaneously work.
4.3.4.3 P2P
Step 1. Click P2P below Content Blocking menu.
Step 2: Select P2P detective functions:
eDonkey Blocking: Prevent eDonkey connection built up.
Bit Torrent Blocking: Prevent Bit Torrent connection built up.
WinMX Blocking: Prevent WinMX connection built up.
Step 3: After selecting each function, click the OK button below.
@& PLANET
L4 Hatworkting & Commsaicition
Policy Object > Content Blocking > P2P
m Peer-to-Peer Application Blocking
eDonkey Blocking
Bit Torrent Blocking
=] WinMX Blocking
=
| ok 1 [ Cancel |
=
» URL
» Script
»P2P
1M
# Download
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4.3.4.4 IM

Step 1: Click IM below Content Blocking menu.

Step 2: Select IM detective functions:

MSN Messenger Blocking: To select to block MSN Messenger login, File Transfer, Voice or Camera
transferring.

Yahoo Messenger Blocking: To select to block Yahoo Messenger login, File Transfer, Voice or Camera
transferring.

ICQ Blocking: Only to select to block ICQ login.

QQ Blocking: Only to select to block ICQ login.

Skype Messenger Blocking: To select to block Skype Messenger login, File Transfer, Voice or Camera
transferring.

Step 3: After selecting each function, click the OK button below.

@ PLANET

Wetworting § Communiiation

Policy Object = Content Blocking > IM

m Instant Messaging Blocking
MSHN Messenger Blocking
Yahoo Messenger Blocking
a 1CQ Messenger Blocking
o 00 Messenger Blocking
5 Skype Messenger Blocking
. oK 1 [Cancel ]
#* URL
» Script
»P2P
*IM
#* Download

4.3.4.5 Download

Step 1: Click Download below Content Blocking menu.

Step 2:  Select Download detective functions:

All Types Block: To block all types of the files downloading from web page.

Audio and Video Types block: To block audio and video downloading from web page..
Extensions Block: To block specific extensions name of the files from web page.

Step 3: After selecting each function, click the OK button below.
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patwrking & Commsacalion
Policy Object > Content Blocking > Download

O All Types Blocking
O Audio and Video Types Blocking
- Extension Blocking
d [ .exe O .zip O rar
4 [ .ise O .bin O .ipm
| O .dec O x1? O .ppt
% URL O .paf O gz O gz
» Script O .bat O .du O .hta
» P2P O .sar 0 wh? I .wps
= IM O .pif
= Download
+ [ ok 1 [cancel |

4.3.5 Virtual Server

The Content Security Gateway separates an enterprise’s Intranet and Internet into LAN networks and WAN
networks respectively. Generally, in order to allocate enough IP addresses for all computers, an enterprise
assigns each computer a private IP address, and converts it into a real IP address through Content Security
Gateway’s NAT (Network Address Translation) function. If a server providing service to the WAN networks is
located in the LAN networks, outside users can’t directly connect to the server by using the server’s private IP

address.

The Content Security Gateway’s Virtual Server can solve this problem. A virtual server has set the real IP
address of the Content Security Gateway’s WAN network interface to be the Virtual Server IP. Through the
virtual server feature, the Content Security Gateway translates the virtual server’s IP address into the private
IP address of physical server in the LAN network. When outside users on the Internet request connections to

the virtual server, the request will be forwarded to the private LAN server.

Virtual Server owns another feature known as one-to-many mapping. This is when one virtual server IP
address on the WAN interface can be mapped into 4 LAN network server private IP addresses. This option is
useful for Load Balancing, which causes the virtual server to distribute data packets to each private IP
addresses (which are the real servers). By sending all data packets to all similar servers, this increases the

server’s efficiency, reduces risks of server crashes, and enhances servers’ stability.

How to use Virtual Server and mapped IP
Virtual Server and Mapped IP are part of the IP mapping (also called DMZ, De-Militarization Zone) scheme.
By applying the incoming policies, Virtual Server and IP mapping work similarly. They map real IP addresses

to the physical servers’ private IP addresses (which are opposite to NAT), but there are still some differences:

n Virtual Server can map one real IP to several LAN physical servers while Mapped IP can
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only map one real IP to one LAN physical server (1-to-1 Mapping). The Virtual Servers’ load
balance feature can map a specific service request to different physical servers running the

same services.

n Virtual Server can only map one real IP to one service/port of the LAN physical servers

while Mapped IP maps one real IP to all the services offered by the physical server.

n IP mapping and Virtual Server work by binding the IP address of the WAN virtual server to
the private LAN IP address of the physical server that supports the services. Therefore
users from the WAN network can access servers of the LAN network by requesting the

service from the IP address provided by Virtual Server.

4.3.5.1 Mapped IP

Internal private IP addresses are translated through NAT (Network Address Translation). If a server is located
in the LAN network, it has a private IP address, and outside users cannot connect directly to LAN servers’
private IP address. To connect to a LAN network server, outside users have to first connect to a real IP
address of the WAN network, and the real IP is translated to a private IP of the LAN network. Mapped IP and
Virtual Server are the two methods to translate the real IP into private IP. Mapped IP maps IP in one-to-one

fashion; that means, all services of one real WAN IP address is mapped to one private LAN IP address.

Entering the Mapped IP window

Step 1. Click Mapped IP under the Virtual Server menu bar and the Mapped IP configuration window

will appear.
@ PLANET
Policy Object > Virtual Server > Mapped IP
[ WANP Map To Virtual I
S Policy Object [W]
|
|
|
-+
|
# Mapped IP (;(;
» Server 1
* Server 2
» Server 3
» Serverd
Definition:

WAN IP: WAN IP Address.
Map to Virtual IP: The IP address which WAN maps to the virtual network in the server.

Configure: To change the setting, click Configure to modify the parameters; click delete to delete the setting.
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Adding a new IP Mapping

Step 1. In the Mapped IP window, click the New Entry button. The Add New Mapped IP window will
appear.

n  WAN IP: select the WAN public IP address to be mapped.

n Internal IP: enter the LAN private IP address will be mapped 1-to-1 to the WAN IP address.
Step 2. Click OK to add new IP Mapping or click Cancel to cancel adding.

@ PLANE

Matwsrking & Commuaicition

Policy Object > Virtual Server > Mapped IP

Add New Mapped IP

Assist

= Policy Object

a

ok 1 [ Cancel |

+|
+|
+|
5|

= Mapped IP
» Server 1
» Server 2
* Server 3
» Server 4

Modifying a Mapped IP
Step 1. In the Mapped IP table, locate the Mapped IP you want it to be modified and click its
corresponding Modify option in the Configure field.

Step 2. Enter settings in the Modify Mapped IP window.

Step 3. Click OK to save change or click Cancel to cancel.

@ PLANET

Watwsring & Commanicition

Policy Object > Virtual Server = Mapped IP

Modify Mapped IP

[192.166.99.98 Assist

= Policy Object

]

192.168.1.200
+|
- e
+|
g

» Mapped IP
» Server 1
» Server 2
» Server 3
* Server 4
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NOTE: A Mapped IP cannot be modified if it has been assigned/used as a destination address of any
Incoming policies.

Removing a Mapped IP
Step 1. Inthe Mapped IP table, locate the Mapped IP desired to be removed and click its corresponding

Remove option in the Configure field.

Step 2. Inthe Remove confirmation pop-up window, click OK to remove the Mapped IP or click Cancel

to cancel.

. Policy Object > Virtual Server > Mapped IP

Hawerting & Commsnication
WAN P Map To Virual

¥ Interface : |Modﬂ ‘I |”Ramove|

= Policy Object

"New Entry

Microsoft Internet Explorer g|

: \_?/ Are wou sure you want to remove 7
=» Mapped IP
# Server 1 [ OK ] [ Cancel
» Server 2
% Server 3
®» Server 4

4.3.5.2 Virtual Server

Virtual server is a one-to-many mapping technique, which maps a real IP address from the WAN interface to
private IP addresses of the LAN network. This function provides services or applications defined in the
Service menu to enter into the LAN network. Unlike a mapped IP which binds a WAN IP to a LAN IP, virtual
server binds WAN IP ports to LAN IP ports.

.'Fﬁ LRNE _
- Hatwsrklng & Commanication
Policy Object = Virtual Server > Server 1

Virtual Server Real [P [___dlick hereto corfigure |

L Service | WANPort Server Virtual IP

= Policy Object

|
&l
|
|
=]

» Mapped IP

* Server 1 CcC
» Server 2

» Server 3

» Server 4
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Definition:

Virtual Server Real IP: The WAN IP address configured by the virtual server. Click “Click here to configure”
button to add a real IP address.

Service: The service names that provided by the virtual server.

WAN Port: The TCP/UDP ports that present the service items provided by the virtual server.

Server Virtual IP: The virtual IP which mapped by the virtual server.

Configure: To change the service configuration, click Configure to change the parameters; click Delete to
delete the configuration.

This virtual server provides four real IP addresses, which means you can setup four virtual servers at most.
The administrator can select Virtual Serverl/2/3/4 under Virtual Server selection in the menu bar on the left
hand side, click Server Virtual IP to add or change the virtual server IP address; click “Click here to

configure” to add or change the virtual server service configuration.

Configuring a Real IP for a Virtual Server
Step 1. Click an available virtual server from Server 1/2/3/4 in the Virtual Server menu bar to enter the
virtual server configuration window.
Step 2. Click the click here to configure button and the Add new Virtual Server IP window appears and
asks for an IP address from the WAN network.
Step 3. Select an IP address from the drop-down list of available WAN network IP addresses.

Step 4. Click OK to add new Virtual Server or click Cancel to cancel adding.

& PLANE

Matworking & Commeaication

Policy Object > Virtual Server > Server 1

Add New Virtual Server IP

= Policy Object
4 [ ok 1 [cancel ]

Assist

ad

ad

+|

=]
= Mapped IP
» Server 1
= Server 2

» Server 3
» Server 4

Modifying a Virtual Server IP Address

Step 1. Click the Server 1/2/3/4 to modify the configuration under the Virtual Server menu bar. A new

window appears displaying the IP address and service of the specified virtual server.
Step 2. Click on the Virtual Server’s IP Address button at the top of the screen.

Step 3. Choose a new IP address from the drop-down list.
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Step 4. Click OK to save new IP address or click Cancel to discard changes.

o Wetwarting & Commsmication
Policy Object > Virtual Server > Server 1

Virtual Server Real [P |_192.168.39.98
e —
= Policy Object "
e Senice L WANPor 1 Server Virual P | Configure

]

m e e

# Mapped IP
» Server 1
* Server 2
# Server 3
® Server 4

Removing a Virtual Server

Step 1. Click the virtual server to be removed in the corresponding Virtual Server option under the
Virtual Server menu bar. A new window displaying the virtual server's IP address and service

appears on the screen.
Step 2. Click the Virtual Server’s IP Address button at the top of the screen.
Step 3. Delete the IP address.

Step 4. Click OK to remove the virtual server.

af  Watweriing b Commenicstion
Policy Object > Virtual Server > Server 1

m Add New Virtual Server IP

* Interface

Assist
= Policy Object
e ~ 0K | [cancel |

+|
+|
+|
g

» Mapped IP
* Server 1
» Server 2
» Server 3
* Server 4

Setting the Virtual Server’s services

Step 1. For the Virtual Server which has already been set up with an IP address, click the New Service
button in the table.
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Step 2. Inthe Virtual Server Configurations window:

n Virtual Server Real IP: displays the WAN IP address assigned to the Virtual Server

n Service (Port): select the service from the pull down list that will be provided by the Real

Server (Load Balance Server).

n External Service Port: Input the port number that the virtual server will use. Changing the

Service will change the port number to match the service.

n Load Balance Server: The internal server IP address mapped by the virtual server. Four
computer IP addresses can be set at most, and the load can be maintained in a balance by

round robin algorithm.

Step 3. Enter the IP address of the LAN network server(s), to which the virtual server will be mapped.

Up to four IP addresses can be assigned at most.

Step 4. Click OK to save the settings of the Virtual Server.

NOTE: The services in the drop-down list are all defined in the Pre-defined and Custom section of the
Service menu.

@ PLANET

Hatworiing § Commsnicalion

Policy Object > Virtual Server > Server 1

Virtual Server Configuration

= Policy Object ANY (0-65535) v
4 065535 |

=l

|

|

g
=% Mapped IP
= Server 1

®» Server 2
» Server 3

[ok 1 [cancel |
=® Server 4

Adding New Virtual Server Service Configuration

Step 1. Select Virtual Server in the menu bar on the left hand side, and then select Server 1/2/3/4
sub-selections.

Step 2. In Server 1/2/3/4 Window, click “New Entry” button.

Step 3. Enter the parameters in the Virtual Server Configuration column.
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at Hetworting & Communicativn
Policy Object > Virtual Server > Server 1

m Virtual Server Configuration
= Policy Object THTTP (50) v]
o 80 '
=1
| =
1192.168.1.20
=1 -
= 192.168.1.21
# Mapped IP :192.1 6122
s Sunw | 152166123
» Server 2
»5 3
enver [D—Kl [W]
# Server 4 L S

n Virtual Server Real IP: displays the WAN IP address assigned to the Virtual Server

n Service (Port): select the service from the pull down list that will be provided by the Real

Server (Load Balance Server).

n External Service Port: Input the port number that the virtual server will use. Changing the

Service will change the port number to match the service.

n Load Balance Server: The internal server IP address mapped by the virtual server. Four
computer IP addresses can be set at most, and the load can be maintained in a balance by

round robin algorithm.

Click OK to execute adding new virtual server service, or click Cancel to discard adding.
Remember to configure the service items of virtual server before you configure Policy, or the service names

will not be shown in Policy.

Modifying the Virtual Server configurations

Step 1. In the Virtual Server window’s service table, locate the name of the service desired to be

modified and click its corresponding Modify option in the Configure field.

Step 2. Inthe Virtual Server Configuration window, enter the new settings.

Step 3. Click OK to save modifications or click Cancel to discard changes.
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@ PLANET

Watwerking & Communication

Policy Object > Virtual Server > Server 1

Virtual Server Configuration

2 80 |

= i

192.168.1.20

+|

a ;192.188.1.21
» Mapped IP ;192.168.1 22
® Server 1 '
» Server 2

» Server 3 [ oKk 1 [ Cancel’]

# Server 4

1192.168.1.23

Click OK to execute the change of the virtual server, or click Cancel to discard changes.

NOTE: If the destination Network in Policy has set a virtual server, it will not be able to change or configure
this virtual server, you have to remove this configuration of Policy, and then you can execute the modification

or configuration.

Removing the Virtual Server service

Step 1. In the Virtual Server window’s service table, locate the name of the service desired to be
removed and click its corresponding Remove option in the Configure field.

Step 2. In the Remove confirmation pop-up box, click OK to remove the service or click Cancel to

cancel removing.

o Netwarking & Communiation
Policy Object > Virtual Server > Server 1

Virtual Server Real [P | 192.168.33.38

_ Policy Object n
— | Service | WANPort Server Virtual IP
ad
+ = == 3
| Modify | [Remove |
ad —
Microsoft Internet Explorer g|
ad
- H_?/ Are you sure you wank ko remove 7

® Mapped IP

» Server 1 [ OF l [ Cancel
% Server 2
» Server3

» Server 4

NOTE: If the destination Network in Policy has set a virtual server, it will not be able to change or configure

this virtual server unless you have already removed this configuration of Policy.
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4.3.6 VPN

The CS-500 adopts VPN to set up safe and private network service, and combine the remote Authentication
system in order to integrate the remote network and PC of the enterprise. It also provides the remote users a
safe encryption way to have best efficiency and encryption when delivering data. CS-500 provides two kinds
of VPN service and the PPTP client.

IPSec Autokey: The system manager can create a VPN connection using Autokey IKE. Autokey IKE
(Internet Key Exchange) provides a standard method to negotiate keys between two security gateways. It
also can set up IPSec Lifetime and Preshared Key of the CS-500.

PPTP Server: The System Manager can set up VPN-PPTP Server functions at CS-500 in this chapter.
PPTP Client: The System Manager can set up VPN-PPTP Client functions at CS-500 in this chapter.

What is VPN?

To set up a Virtual Private Network (VPN), you don’'t need to configure an Access Policy to enable
encryption. Just fill in the following settings: VPN Name, Source Subnet, Destination Gateway, Destination
Subnet, Authentication Method, Preshare key, Encapsulation and IPSec lifetime. The Content Security
Gateway with the other Gateway on both ends must use the same Preshare key and IPSec lifetime to make a

VPN connection.

4.3.6.1 IPSec Autokey

This chapter describes steps to create a VPN connection using Autokey IKE. Autokey IKE (Internet Key
Exchange) provides a standard method to negotiate keys between two security gateways. For example, with
two Content Security Gateway devices, IKE allows new keys to be generated after a set amount of time has
passed or a certain threshold of traffic has been exchanged.

Accessing the Autokey IKE window

Click IPSec Autokey under the VPN menu to enter the IPSec Autokey window. The IPSec Autokey table

displays current configured VPNSs.

- Wetwcriing & Commynation
Policy Object = VPN = IPSec Autokey

ot ot [Name | Gateway IP| Destination Subnet |Algorithm| Status | ~  Configure |
¥ Interface Disconnect [ Connecting | | Modify | Remove |

= Policy Object
[New Entry |

mnnnnnIII

=®PPTP Server

F#IPS&C Autokey
% PPTP Client
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The fields in the IPSec Autokey window are:

n Name: The VPN name to identify the VPN tunnel definition. The name must be different for the two sites

creating the tunnel.

n Gateway IP: The other side WAN interface IP address of VPN Gateway.

n Destination Subnet: Destination LAN network subnet.

n Algorithm: The display the Algorithm way.

n Status: Connect/Disconnect or Connecting/Disconnecting.

n Configure: Connect, Disconnect, Modify and Delete.

Adding the Autokey IKE

Step 1: Click the New Entry button and the VPN Auto Keyed Tunnel window will appear.

@ PLANET

S Wetwsriing B Commenication

¥ Interface

+ Address

+ Sarvice

+ Schedule

+ Content Blocking

+ Wirtual Server

#|PSec Autokey
# PPTP Server
% PPTP Client

| ——

¥ Mail Security
¥ Anti-Attack

] ]
H] s
g ]
g

Policy Object = VPN = IPSec Autokey

PN Auto Keyed Tunnel

|‘

M

rom Source o LAN ® DMZ

Subnet I Mask B |

o Destination

‘

© Remote Gateway -- Fixed IP
Subnet I Mask

T
@ Remote Gateway --
Subnet ! Mask [ [l |

@ Remote Client -- Fixed IP or Dynamic IP
Authentication Method

=}
-
3
[
n
i H

o
]
(1]
(]
=
2
=]
o
o
-
L]
-
il

ncapsulation
ISAKMP Algorithm
ENC Algorithm

AUTH Algorithm

[#x]

" excagrn  EENND
T > S
B o

IPSec Algorithm
@ Data Encryption + Authentication
ENC Algorithm E
AUTH Algorithm
© Authentication Only
W Perfect Forward Secrecy

]
[83]

=
s}
o
s

28800 Seconds
Keep alive IP ;

T
w
@
a
C
@
=
3
@

H Aggressive mode

Peer |D

GRE Local IP
GRE Remote IP

MNone |

Hl Show remote Network Neighborhood

_Cancel
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Step 2: Configure the paremeters.
Name: Specify a name for the VPN rule.
From Source: Select from LAN or DMZ to build up the VPN tunnel.
To Destination:
N Remote Gateway — Fixed IP: Specify the fixed IP address or domain name of the remote side VPN
gateway.
— Subnet / Mask: Specify the LAN IP subnet and mask of the remote side VPN
gateway.
N Remote Gateway — Dynamic IP: Select Dynamic IP if the remote side VPN gateway can not provide
fixed IP or domain name to be configured.
— Subnet / Mask: Specify the LAN IP subnet and mask of the remote side VPN
gateway.
n Remote Client — Fixed IP or Dynamic IP: Select Remote Client if there is only one user and dial up to
Internet with PPPOE or cable modem.
Preshare Key: The IKE VPN must be defined with a Preshared Key. The Key may be up to 128 bytes long.
Encapsulation
ISAKMP Algorithm
NENC Algorithm: ESP Encryption Algorithm. ESP (Encapsulating Security Payload) provides
security for the payload (data) sent through the VPN tunnel. Generally, you will want to enable both
Encryption and Authentication. The available encryption algorithms including: 56 bit DES-CBC,
168-bit 3DES-CBC, AES 128-bit, AES 192-bit and AES 256-bit encryption algorithm. The default
algorithm 56 bit DES-CBC.
NAUTH Method: Authentication Method. Selects MD5 (128-bit hash) or SHA-1 (160-bit hash)
authentication algorithm. In general, SHA-1 is more secured than MD5. The default algorithm is MD5.
n Group: Selects Group 1 (768-bit modulus), Group 2 (1024-bit modulus) or Group 5 (1536-bit
modulus). The larger the modulus, the more secure the generated key is. However, the larger the
modulus, the longer the key generation process takes. Both side of VPN tunnels must aggree to
use the same group. The default algorithm is Group 1.
IPSec Algorithm: Select Data Encryption + Authentication or Authentication Only.
Data Encryption + Authentication
n Encryption Algorithm: Selects 56 bit DES-CBC, 168-hit 3DES-CBC, AES or NULL encryption
algorithm. The default algorithm is 56 bit DES-CBC.
n Authentication Algorithm: Selects MD5 (128-bit hash) or SHA-1 (160-bit hash) authentication
algorithm. In general, SHA-1 is more secured than MD5. The default algorithm is MD5.
Authentication Only: Select this function the IPSec Algorithm will only be anthenticated with preshare
key.
Perfect Forward Secrecy
nIPSec Lifetime: New keys will be generated whenever the lifetime of the old keys is exceeded.

The Administrator may enable this feature if needed and enter the lifetime in seconds to re-key.
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The default is 28800 seconds (eight hours). Selection of small values could lead to frequent

re-keying, which could affect performance.

n Keep alive IP: Check to allow Remote Client computer IP Address connected to keep alive.
Aggressive mode: Select Aggressive mode algorithm. You may enter IP or domain name to be identified for
both VPN gateway.

GRE/IPSec: Select GRE/IPSec (Generic Routing Encapsulation) packet seal technology. You may enter IP to
be identified for both VPN gateways.

Schedule: Select the item listed in the schedule to enable the policy to automatically execute the function in a
certain time.

Show remote Network Neighborhood: Select the remote Network Neighborhood enable to show.

There are 5 examples of VPN setting.

Example 1. Create a VPN connection between two Content Security Gateways.

Example 2. Create a VPN connection between the Content Security Gateway and Windows XP Professional
VPN Client.

Example 3. Create a VPN connection between two Content Security Gateways using Aggressive mode
Algorithm (3DES and MD5), and data encryption for IPSec Algorithm (3DES and MD5)

Example 4. Create a VPN connection between two Content Security Gateways using ISAKMP Algorithm
(3DES and MD5), data encryption for IPSec Algorithm (3DES and MD5) and GRE.

Example 5. Create a VPN connection between Content Security Gateway and PLANET VRT-311 VPN

Router.

Example 1. Create a VPN connection between two Content Security Gateways.

Preparation Task:
Company A External IP is 61.11.11.11
Internal IP is 192.168.10.X
Company B External IP is 211.22.22.22
Internal IP is 192.168.20.X
To Allow Company A, 192.168.10.100 create a VPN connection with company B, 192.168.20.100 for

downloading the sharing file.

The Gateway of Company A is 192.168.10.1. The settings of company A are as the following.

Step 1. Enter the default IP of Company A's Content Security Gateway, 192.168.10.1. Click VPN in the menu
bar on the left hand side, and then select the sub-select IPSec Autokey. Click Add.

Step 2. Enter the VPN name, VPN_A in IPSec Autokey window, and choose From Source to be LAN. Fill the
subnet IP, 192.168.10.0 and subnet mask, 255.255.255.0.
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o LAN e DMZ
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Step 3. In To Destination table, choose Remote Gateway-Fixed IP, enter the IP desired to be connected,

company B’s subnet IP and mask.

o Destination

‘

© Remote Gateway -- Fixed IP enz2za.zz

Subnet ! Mask

® Remote Gateway -- Dynamic IP
Subnet | Mask

® Remote Client -- Fixed IP or Dynamic IP

192.168.20.0 255,255 2550

2hh.286 2660

| o RemoteGateway-Fixed> (FERINNNNNNS 00
| SubnetfMask 00 [OCETNNCEEDCTEN 000000 |
B T 000

Step 4. In Authentication Method Table, choose Preshare and enter the Preshared Key. ( The max length is
100 bytes.)

Authentication Method
Preshared Key

‘i
5

123456785

Step 5. In Encapsulation or Authentication table, choose ISAKMP Algorithm. For communication via VPN, we

ncapsulation
ISAKMP Algorithm

ENC Algorithm
AUTH Algorithm
Group
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Step 6. In IPSec Algorithm Table, choose Data Encryption + Authentication. We choose 3DES for ENC
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IPSec Algorithm
g Data Encryption + Authentication
ENC Algorithm
AUTH Algorithm
® Authentication Only

Step 7. Choose Perfect Forward Secrecy, and enter 28800 seconds in IPSec Lifetime and Keep alive IP to
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keep connecting.

m Perfect Forward Secrecy
IPSec Lifetime RIbO Seconds

Keep alive P : 192.168.20,100

Step 8. Click the down arrow to select the policy of schedule, which was pre-determined in Schedule. Refer to

the corresponding section for details.

Schedule

Step 9. Click OK to finish the setting of Company A.

Policy Object > VPN > IPSec Autokey

Name | Gateway IP |Destination SubnetlAlgoriinm|~ Status | Configure |
VPN Al211222222] 152468200 | Nome | |

The Gateway of Company B is 192.168.20.1. The settings of company B are as the following.
Step 1. Enter the default IP of Company B’s Content Security Gateway, 192.168.20.1. Click VPN in the menu
bar on the left hand side, and then select the sub-select IPSec Autokey. Click Add.

Step 2. Enter the VPN name, VPN_B in IPSec Autokey window, and choose From Source to be Internal. Fill
the subnet IP, 192.168.20.0 and subnet mask, 255.255.255.0.

PN Auto Keyed Tunnel

From Source © LAN e DMZ
Subnet! Mask 192.168.20.0 ?RR.255.255.0

Step 3. In To Destination table, choose Remote Gateway-Fixed IP, enter the IP desired to be connected,
company A’s subnet IP and mask, 192.168.10.0 and 255.255.255.0 respectively.

To Destination
© Remote Gateway -- Fixed IP B1.11.11.17
Subnet I Mask 192.168.10.0 255.265.265.0

#® Remote Gateway -- Dynamic IP

Subnet ! Mask u255.255.255.n

#® Remote Client -- Fixed IP or Dynamic IP
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Step 4. In Authentication Method Table, choose Preshare and enter the Preshared Key. ( The max length is
100 bits.)

123456789

Authentication Method
Preshared Key

‘3
z

Step 5. In Encapsulation or Authentication table, choose ISAKMP Algorithm. For communication via VPN, we
choose 3DES for ENC Algorithm and MD5 for AUTH Algorithm. And select Group to connect.
ncapsulation
ISAKMP Algorithm
ENC Algorithm
AUTH Algorithm

Step 6. In IPSec Algorithm Table, choose Data Encryption + Authentication. We choose 3DES for ENC
Algorithm and MD5 for AUTH Algorithm.
IPSec Algorithm
o Data Encryption + Authentication
EMNC Algorithm
AUTH Algorithm
® Authentication Only

Step 7. Choose Perfect Forward Secrecy, and enter 28800 seconds in IPSec Lifetime and Keep alive IP to

keep connecting.

HPerfect Forward Secrecy

28800 Seconds
192.168.10.100

IPSec Lifetime
Keep alive P :

Step 8. Click the down arrow to select the policy of schedule, which was pre-determined in Schedule. Refer to

the corresponding section for detalils.

Schedule
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Step 9. Click OK to finish the setting of Company B.

Policy Object = VPN > IPSec Autokey

| Name |Gateway IP [ Destination Subnet |Algorithm
Disconnect [ Connecting || Modify | |Remove |

| New Entry ]

Example 2. Create a VPN connection between the Content Security Gateway and Windows XP
Professional VPN Client.

Preparation Task:

Company A External IP is 210.66.155.87, Internal IP is 192.168.10.X

Remote User External IP is 210.66.155.89

Remote user with an external IP wants to create a VPN connection with company A and connect to
192.168.10.100 for downloading the sharing file.

The Gateway of Company A is 192.168.10.1. The settings of company A are as the following.

Configuration of CS-500
Step 1. Enter the default IP of Company A's Content Security Gateway, 192.168.10.1. Click VPN in the menu

bar on the left hand side, and then select the sub-select IPSec Autokey. Click Add.

Step 2. Enter the VPN name, VPN_A in IPSec Autokey window, and choose From Source to be Internal. Fill
the subnet IP, 192.168.10.0 and subnet mask, 255.255.255.0.

VPN Auto Keyed Tunnel
WPMN_A,

o O
192.168.10.0 255.255.255.0

Step 3. In to Destination table, choose Remote Client — Fixed IP or Dynamic IP.

L

265.255.255.0
O

255.255.255.0
O
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Step 4. In Authentication Method Table, choose Preshare and enter the Preshared Key. ( The max length is
100 bytes.)

Authentication Method

Preshare a

123456784

Preshared Key

Step 5. In Encapsulation, ISAKMP Algorithm, choose 3DES for ENC Algorithm and MD5 for AUTH Algorithm.

And select Group 1 to connect.

ncapsulation
ISAKMP Algorithm

ENC Algorithm 3DES v

AUTH Algorithm MDE v
GROUF 2 @

Step 6. In IPSec Algorithm Table , choose Data Encryption + Authentication. We choose 3DES for ENC

IPSec Algorithm
© Data Encryption + Authentication
ENC Algorithm v
AUTH Algorithm MDE v
@ Authentication Only

Step 7. Choose Perfect Forward Secrecy, and enter 28800 seconds in IPSec Lifetime and Keep alive IP to
keep connecting.
Perfect Forward Secrecy

IPSec Lifetime 28800 Seconds

Step 8. Click the down arrow to select the policy of schedule, which was pre-determined in Schedule. Refer to

the corresponding section for details.
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Step 9. Click OK to finish the setting of Company A.

Policy Object = VPN > IPSec Autokey

| Name | GatewayIP | Destination Subnet | Algorithm [ Status | Configure |
Disconnect [ Modify | [Remove |

Configuration of WinXP

The IP of remote user is 210.66.155.89. The settings of remote user are as the following.

Step 1. Enter Windows XP, click Start and click Execute function.

ﬁ Administrator

o :
Internet __J My Documents
Internet Explorer

i £, )

l'/{.a.; E-mail ___j My Pictures
Cutlook Express »

_'_-.J" My Music

E WiNFAR E’..)P! My Computer
e Windows Media Flaver B, Eonbicl Panel

@ Windaws Movie Maker ':E:! Printers and Faxes
@ Tour Windows $P @_) Help and Support

4| Files and Settings Transfer I-) Search
‘Wizard
W Microsoft Word _-

all Programs D

ﬁ| Liog COFf r@ | Turri OFF Computer
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Step 2. In the Execute window, enter the command, mmc in Open.

Type the name of a program, folder, document, or
Internet resource, and Windows will open it For wou,

Dpen: | mm|:| LT |

L Ok ,] [ Cancel ] [ Browse... ]

Step 3. Enter the Console window, click Console(C) option and click Add/Remove Embedded Management

Option.

iii Console1

|Pu:tion View  Favorites  Window  Help

M Chel+hl i
Qpen... Chrl+C
Save Chrl+3

Save As...

Add/Remove Snap-in...

Chrl+M
3 k Thete are no ikems ko show in this view,
Cptions. ..

1 CAWINDOWS sy stem32idevmgmt

Exit

Adds or removes individual snap-ins,
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Step 4. Enter Add/Remove Embedded Management Option window and click Add. In Add/ Remove
Embedded Management Option window, click Add to add Create IP Security Policy.

dd/Remove Snap-in

Standalone | Extensions | Add Standalone Snap-in

Use thiz page to add or remove a standalone Snap-in from the cond  Available Standalone Snap-ing;

Snap-in Wendor
ﬁf Group Palicy Mic'rosoft Corparation
E Indexing Service Microzoft Corporation, 1.
l%Intl&:met Information Services Microsoft Corporation

Snap-ing added to: |a Console Foot

o iy Poli : 2t Microzoft Corporation
8] Link to ‘web Address Micrasaft Corparation
Q Local Users and Groups Microzoft Corporation
@ Performance Logs and Alerts Microzoft Corporation
@ Remaovable Storage Management Micrazoft Corporation
@ Resultant Set of Policy Microzoft Corporation

Description
Drescription Internet Protocol Secunty [IPSec] Administration. M anage IPSec
policies for secure communication with ather computers.

About

0K ][ Cancel J

Step 5. Choose Local Machine (L) for finishing the setting of Add.

Select Computer or Domain

Select which computer or domain thiz zgnap-in will manage =
“When thiz console iz zaved the location will also be saved
E o

& Local computer
The computer thiz console is running an

" The Active Directory domain of which this computer iz a member

 Another Active Dirsctory domain [Use the DNS name, e.g. "example. microsoft. com'):

7 Another computer:

< Back [ Finish ][ Cancel
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Step 6. Finish the setting of Add.

‘T Consoled, - [Console Root\IP Security Policies on Local Computer]

“By Fle  Action View Favortes Window  Help [IRETE]
e fond
(1 Console Roat Name | Description | Policy Assigned |

{8 1P Security Policies on Local Compute | Clent (Respond Only) Communicate normally (unsecured), Lise the deFauit response rule ko negotiat...  No

4 5ecurs Server (Require Securlty)  For all TP traffic, always requirs security using Kerberos brust, Do NOT allow ... No
E4 server (Request Security) For all IF traffic, always requsst security using Kerberos trust, Allow unsecur... Mo

Step 7. Click the right button of mouse in IP Security Policies on Local Machine and choose Create IP

Security Policy(C) option.

File  Action  View Favorites  Window  Help

e @B @

‘i Console Root

- Console Root
i : & P y Local Comp...
Manage IP filker lists and filker actions. ..

All Tasks

Mew Window From Here

Refresh

Help

Create an IP Security palicy
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Step 8. Click Next.

IP Security Policy Wizard @E|

)

Welcome to the 1P Security policy wizard.

Thiz wizard helpz you create an IP Security policy. ¥ou will
gpecify the level of securnity bo use when communicating with
gpecific computers or groups of computers [subnets], and faor
particular P traffic wpes. %

To continue, click Mest.

Meut » ][ Cancel

Step 9. Enter the Name of this VPN and optionally give it a brief description.

IP Security Policy Wizard

IP Secunty Policy Hame
M arne thiz IP Security palicy and provide a brief description

Description:

IP5ec

< Back ][ et » ][ Cancel
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Step 10. Disable Activate the default response rule. And click Next.

2

Requests for Secure Communication
Specify how thiz policy rezponds to requests for secure communication.

The default rezponze rule responds to remote computers that request security, when no
other rule applies. To communicate zecurely, the computgr must rezpond to requests for
FECUNE COMMUnication. E\}

[ Activate the default responze rule.

¢ Back ” Meut » ][ Cancel

Step 11. Completing the IP Security Policy setting and click Finish. Enable Edit properties.

IP Security Policy Wizard \ @@
- Completing the P Security policy wizard
a Y'ou have succeszsfully completed specifying the properties
far your new [P Security policy.
-

To edit your [P Security policy now, select the Edit properties
check box, and then click Finish.

[v Edit properties

To cloge this wizard, click Finigh.

¢ Back ” Finizh ][ Cancel
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Step 12. In window, click Add and click Use Add Wizard.

IPSec Properties

Rules | General

@pm]  Securty rules for communicating with ather computers
IP Secunty rules:

I Filter List | Filter Action | Authentication... | Tu
O <[onamic Default A esponge K.erberoz Me
h! >

Add... Edt.. | : | W Use Add Wizard
[ (]S ] [ Cancel

Step 13. Click next.

Security Rule Wizard @E|

YWelcome to the Create IP Secunty Rule \Wizard.

A, zecLrity rl.l@gwerns b and when zecurity is invoked
bazed upon critena, such as the source, destination, and type
af |P traffic, in the security rile's [P filker list,

A zecunty rule containg a collection of security actions that
are achivated when a communication matches the critena in
the [P filker list.
Securty actions:

IF turnneling attributes

Authentication methods

Filker achionz

To continue, chick West.

Mext > ][ Cancel
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Step 14. Enter the WAN IP of Remote user, 210.66.155.89.

Security Rule Wizard

Tunnel Endpoint

The tunnel endpaint iz the tunneling computer clozest to the 1P traffic destination,
az zpecified by the zecurnty ile's [P filker hst.

An IPSec tunnel allows packets to traverze a public or private intermetwark, with the
zecurty level of a direct, private connection between hwio compbers.

Specify the tunnel endpoint for the [P Security rule:

[ This rule does not specify a tunnel
(* The tunnel endpaint iz specified by this 1P address:

210 . 66 . 165 . 89

¢ Back ” Meut > ][ Cancel

Step 15. click all network connections.

Security Rule Wizard

Metwork Type

-
The zecurty rule must be applied to a network. ype.
e

Select the netwark tppe:

(¢ Al pebwork connections
(" Local area netwark [LAN)

" Remaote access

¢ Back ” M et = l[ Cancel
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Step 16. Choose Use this string to protect the key exchange (Preshared Key). And enter the key, 123456789.

Security Rule Wizard

Authentication Method

To add multiple authentication methods, edit the zecurity rule after completing the
IP Secunty rule wizard.

Set the initial authentication method for this security rle;

" Active Directory default [Kerberos Y5 protocol]

" Use a certificate from this certification autharity [CA):

" Use thiz sting to protect the key exchange [preshared key):
(123456769

[ < Back J[ Mext = ][ Caticel J

Step 17. Click Add.

IP Filter List "
Select the P filker lizt for the twpe of [P traffic to which this zecurity mile applies. %
p==ah

Security Rule Wizard | 2%

[f ro [P Filker in the following lisk matches vour needs, click Add to create a new ane.

IF filter lists:
Mame ! Descriptian ! Add...
O AICMP Traffic katches all ICMP packets bet...
O AP Traffic Matches all I packets fram t... S

g

Femove

[ < Back ][ Mext ][ Cancel ]
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Step 18. Enter the name of IP filter and click “Add..”.

B IP Filter List

o A [P Rlker ligt iz composed of multiple filkers. In thiz way, multiple subnets, [P

i: addrezzez and protocolz can be combined into one |P filter,

MHame

Traffic-in

Diezcription: Add...

Filters: v Llze Addwizard
tirrared | Description Pratocol Source Port D estination
b 4 *

k. | Cancel

Step 19. Click next.

IP Filter Wizard EI@

~ WWelcome to the |P filker wizard.

Thiz wizard helpz you provide the zource, destination, and
traffic-type information needed to filker IP traffic.

Thig wizard creates "mirrared"’ filkers that match on bath
incoming and outgoing [P traffic.

You can add multiple filkers to build an P filker list that
matches on IP packets for multiple zource or destination
machines, or for marny different traffic types.

To continue, click Mest.

Meut » ][ Cancel
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Step 20. In Source address, click down the arrow to select the specific IP Subnet and fill Company A’s IP
Address, 192.168.10.0 and Subnet mask 255.255.255.0.

Filter Wizard

IP Traffic Source £
Specify the source address of the IP taffic.
freay

Source address:

& zpecific IP Subnet :_J

IPaddess | 192 . 168 . 10 . 0

Subnetmask: | 266 . 255 ., 256 . (|

< Back ” et » l[ Cancel

Step 21. In Destination address, click down the arrow to select the My IP Address.

Filter Wizard

IP Traffic Destination
Specify the destination addrezs af the |P traffic.

Destination address:

by [P Address

< Back ” Mest » l [ Cancel
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Step 22. Click next.

Filter Wizard

IP Protocol Type

Select the IP pratocal type. [f this twpe iz TCP or UDP, you will alzo specify the
zource and destination parks.

Select a protocol type:

R

| =
=

< Back ” Mest » ][ Cancel

Step 23. Please enable edit properties, and click finish.

IP Filter Wizard ?X

Completing the [P filker wizard

]
a You have successfully completed the |P filker wizard.
e

To edit vour [P filker now, select the Edit properties check
box, and then click, finish.

v Edit properties

To cloze thiz wizard, click Finizh.

< Back " Finizh ][ Cancel
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Step 24. Please don’t enable Mirrored, and click OK.

Filter Properties

Addreszing lF'ru:utu:u:u:uI] Description

- Source address:
{.-’-‘-. zpecific [P Subnet _:_1

IP Address: | 192 . 168 . 10 . O
Subnet mask: | 255 . 255 , 255 . O

Destination addreszs: -

My IP Address |

[ Mirrared. Also match packets with the exact opposite source and
dezstination addrezses.

k. I Cancel

Step 25. Click OK.

I P Filter List

et A P filker ligt iz compozed of multiple filkers. In this way, multiple subnets, 1P
i: addreszes and protocols can be combined into one [P filker.
R ET
Traffic-in
Drezcription: sdelt
Edit...
Remove
Filters: v Use Add*wizard
Mimored | Description | Protocol | Source Port | Destination
Mo AN AN ANY
¢ | >
] Cancel
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Step 26. Select Traffic-in and click next.

Security Rule Wizard

IP Filter List
Select the IP filker lizt for the type of IP traffic to which thiz secunty le applies.

If no IP filker i the following list matches pour needs, click Add to create a new one.

IP filter lists:
M arne Description I add...
O AILICMP Traffic tatches all [CMP packets bet...
O &l IP Traffic Matches all IP packets from t.. Edt..

R emove

L0 Traffic-in

¢ Back H M et » l[ Cancel ]

Step 27. Enable User Add Wizard and click add.

Security Rule Wizard

Filter Action
Select the filter action for thiz securty rule.

If o filker actions in the following list matches your needs, click Add to create a new
ane. Select Uze Add ‘Wizard ta create a filter action wuzing the wizard.

W Lsze AddwWizard

Filker Actions:
Marie ] Dezcription J &dd
O BE Fermit unsecured IP packets b
Edit...

Acceptz unzecured communi...
Accepts unzecured communi...

(O Request Security [Dptional]
O Require Security

s

Remowve

¢ Back “ Femt = ][ Cancel J
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Step 28. Click next.

Filter Action Wizard

Welcome to the IP Security filker action wizard
|1z& thiz wizard to zpecify properties for a new filker action,

A filker action zetz the secunty reguirements for a data

tranzfer. These requirements are zpecified in a list of zecurity
methods contained in the filker action,

D1 ata tranzfer iz anly pozzible when the computers invalved
uze the zame secunty methods. Multiple security methods

increaze the chance that bwo computers will uze the zame
rmethod.

To continue, click MNesxt.

MHeut > ][ Cancel

Step 29. Enter the name of filter action and click next.

Filter Action Wizard

Filter Action Hame

Mame thiz filter action and provide a brief description.

I ame;

Security

Dezcnption:

¢ Back ” M et = l[ Cancel
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Step 30. Select Negotiate security and click next.

Filter Action

Filter Action General Options
Set the filker action behavwiar.

" Permit
" Block

(¥ Megotiate security:

< Back ][ Mext = ][

Cancel

Step 31. Click next.

Filter Action Wizard

Commurmicating with computers that do not support IPSec

Communicating with computers that do not support IPSec may expoze your
network, to securnity rizks.

Do you want to allow communication with computers the do not suppart IPSec?

(* Do not communicate with computers that do not support IPSec.

" Fall back to unzecured communication,

to security rizks,

|1z this option if there are computers that do not zupport IPSec on pour nebwork,
Communication with camputers that da not zuppart IPSec may exposze vaur netwaork,

< Back ” et > l[ Cancel
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Step 32. Select Custom and click settings.

Filter Action Wizard

IP Traffic Security

Specify a zecunty method for [P traffic. To add multiple securnty methodz, edit the
filker action after completing the wizard.

Thiz filker action requires at least one security method far [P traffic.

" Encryption and [ntegrity
[rata will be encrypted, authenticated, and unmodified.
I |nbegrity only
Crata will be authentic and unmodified, but will not be encrypted.

{+ Cuztom

Settings. ..

< Back ” et » l[ Cancel

Step 33. Click Data Integrity and Encapsulation and choose MD5 and 3DES. Click Generate a New key after

every 28800 seconds. And click 3 times OK to return.

Custom Security Method Settings

Specify the settings for thiz custom security method,
[ [rata and address integrity without encreption [4H] ;
v [Data inkegrity and encroption [ESP]

| ntegrity algorithm:

|MD5 -]

E ncryption algarith;
| 3DES -l

Seszion key settings:

[ Generate a new key even: v Generate a new key eveny

K.bytes 28800 zecands

0k, | Cancel
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Step 34. Click finish.

Filter Action Wizard @@

Completing the 1P Security filter action *izard

(]
a You have successfully completed the |P Security policy
wizard.
i

T o edit your filker action now, select the Edit properties
checkbos, then click Finizh,

| Edit properties

To cloge thiz wizard, click Finish.

< Back ][ Finizh ] [ Cancel

Step 35. Select security and click next.

Security Rule Wizard

Filter Action L:
Select the filter action for thiz zecurity rule. %
e

If ro filter actiong in the following ligt matches your needs, click Add o create a new
one. Select Uze Add Wizard to create a filter action uzing the wizard.

W Use Add Wizard

Filter Actions:
M arne | D ezcription I Add...
O Permit Permit unzecured P packets t... .
{0 Fequest Security [Jptionall  Accepts unzecured communi... Edi...
{2 Require S ecurity Aooepts unzecured communi... Remave

SecLrity

¢ Back ” M et = l[ Cancel
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Step 36. Click finish.
Security Rule Wizard @@

Completing the Mew Rule Wizard

You have successfully completed specifying the properties
for pour new rule.

To edit your security rle now, select the Edit properties
check box, and then click Finish.

Ta cloze thiz wizard, chck Firizh,

< Back ][ Finizh ] [ Cancel

Step 37. Click Add.

IPSec Properties EJ

Rule: | General

@@ Security rules for communicating with other computers

|P* Security rules:

IF Filter Lizt Filter Action Authentication. . | Tu
Traffic-in Security Prezhared ey 21
O <Dynamic Default Responze F.erberoz M
< >

Add... Edit... | R emove | W UseAddwizard

-111 -



Content Security Gateway User’s Manual

Step 38. Click next.

Security Rule Wizard @@

Welcome to the Create IP Security Rule ‘wizard,

]
& zecurity rule governs how and when securnity iz invoked
s

bazed upon criteria, such as the zource, destination, and type
of IP traffic, in the security rule's IP filter list,

A zecurity rule containg a collection of securnity actions that
are activated when a communication matches the criteria in
the IP filter list.
Security actions:

IF tunneling attributes

Authentication methods

Filter actionz

To continue, click Mext.

Meut ][ Cancel

Step 39. Enter the WAN IP of company A, 210.66.155.87.

Security Rule Wizard

Tunnel Endpoint

-
The tunnel endpoint iz the tunneling computer clogest to the P raffic destination,
az specified by the zecunty wle's [P filker list, e

an IPSec tunnel allowes packets to traverse a public or private internetwark, with the
zecurity level of a direct, private connection bebween bwa computers.

Specify the tunnel endpaint for the IP Security rule;

{7 Thiz rule does not specify a tunnel

* The tunrnel endpaint iz specified by this IP address:
210 . 66 . 155 . 87

< Back ” Mest » l [ Cancel
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Step 40. Select All network connections and click next.

Security Rule Wizard

Metwork Type
The zecurnty rule must be applied to a network. type.

Select the network bpe:

(o Al metwork connections
" Local area network [LAN] %

(" Remote access

< Back ” et > l[ Cancel

Step 41. Choose Use this string to protect the key exchange (Preshared Key). And enter the key, 123456789.

Security Rule Wizard

Authentication Method Ly
T o add multiple authentication methods, edit the secunty rule after completing the %
IF Security rle wizard. !

Set the initial authentication method for thig zecurity ule;

" Active Directory default [Kerberoz W5 pratacol]

(" |se a certificate from thiz certification authority [Ca):

* |Jze thiz sting to protect the key exchange [preshared key):
123456724

¢ Back ” M et = ][ Cancel
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Step 42. Click Add.

Security Rule Wizard

IP Filter List L
Select the |F filker lizt for the tope of [P traffic to which this zecurity rile applies. %
P2
If nio [P filker in the following list matches pour needs, click Add to create a new one.
IP filker lizkz:
M ame ] Description ] Add... ‘
AINCMP Traffic Matches all ICMP packets bet .
O AP Traffic Matches all IF packets from t... =t

{2 Traffic-in =P

< Back ” MHext = l[ Cancel

Step 43. Enter the name of IP filter and click “Add...”.

B P Filter List

e A 1P filker ligt iz compozed of mulkiple filkers. 1n thiz way, multiple subnets, [P

z" addrezzes and protocols can be combined into one [P filter.
Mame
JTraffiu:-u:uud
Dreszcription: S
Filters: W Uze Addwizard

Mirrared | Description Protocal | Source Port Destination

< | 2

] | Cancel
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Step 44. Click next

IP Filter Wizard KT

@

Weloome to the P filker wizard.

Thiz wizard helpz you provide the source, destination, and
traffic-tupe information needed tao filker [P traffic.

Thiz wizard creates "mirared filkers that match on bath
incoming and outgaing |F traffic.

Y'ou can add multiple filkers bo build an P filker list that
matches on [P packets for multiple source or destination
machines, or for many different traffic types.

To continue, click MNext.

M et = l[ Cancel

Step 45. In Source address, click down the arrow to select the My IP Address.

Filter Wizard

IP Traffic Source o
Specify the source address of the IP traffic.
Frera

Source address:

¢ Back ” M et = l[ Cancel

-115-



Content Security Gateway User’s Manual

Step 46. In Destination address, click down the arrow to select the specific IP Subnet and fill Company A's IP
Address, 192.168.10.0 and Subnet mask 255.255.255.0.

Filter Wizard

IP Traffic Destination o
Specify the destination addrezz of the |P traffic.
Frera

Destination address:

& zpecific [P Subnet :_J

P addess: | 192 . 168 . 10 . 0

Subnetmask: | 255 . 255 . 255 . O

¢ Back ” M et = ][ Cancel

Step 47. Click next.

Filter Wizard

IP Protocol Type

Select the IP protocol type. [ this type iz TCP or UDP, you will alzo specify the
gource and destination portz.

Select a protocal type;

try Jd

| =

< Back ” et » l[ Cancel
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Step 48. Please enable Edit properties and click finish.
IP Filter Wizard ?)X]

Completing the IP filker wizard

I
ﬁ ou have successfully completed the [P filker wizard.
st

To edit your [P filker now, select the Edit properties check
box, and then click finizh.

¥ Edit properties

To cloze thiz wizard, click Finizh.

< Back ” Finizh ][ Cancel

Step 49. Please don’t enable Mirrored and click ok.

Filter Properties EJ

Addreszing l F'ru:utu:u:u:ul] Descriptiun]

Source addreszs:
My IP Address |

Deztination address;

& specific [P Subnet ﬂ

IPaddiess | 192 . 168 . 10 . O
Subret mask: ‘ 255 ., 255 . 255

[ Mirrored. &lza match packets with the exact opposite source and
desztination addreszes.

(] | Cancel
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Step 50. Click ok.

M [P Filter List

e A 1P filter ligt iz compozed of multiple filkers, In thiz way, multiple subnets, [P
= addreszes and protocols can be combined into one [P filker.
Marme:
Traffic-out
Description: S
Edit...
Remove
Filters: v Uszeddd\wizard
Mimored | Description | Pratocaol | Source Port | Destination
Mo ANY ANY ANY
L3, >
ok Cancel

Step 51. Select Traffic-out and click next.

Security Rule Wizard

IP Filter List

-
Select the IP filker lizt for the bppe of 1P traffic to which thiz secunty rile applies.
e

[f ro I filker in the following lizt matches vour needs, click Add to create a new ane.

| Add.

IP filker ligts:

M are Description

O AILCHP Traffic katches all ICMP packets bet...
O Al P Traffic katches all IF packets from b,
O Traffic-in

L0 Traffic-out

Edit...
Femove

[ < Back ” Mext >

l [ Cancel
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Step 52. Select Security and click edit.

Security Rule Wizard

Filter Action
Select the fiter action for thiz security rule.

IF n filker actionz in the following list matches vour needs, click Add to create a new
one. Select Uge Add Wizard to create a filter action uzing the wizard.

W Usze sdd Wizard

Filter Actions:
M arme ] Description | Add...
¢ Permit Permit unzecured IP packets t... :
(O Request Security [Optional]  Accepts unzecured communi... Edi...
O Fequire Security Accepts ungecured communi... R

S ecLrity

[ < Back ][ MHext = ][ Cancel

Step 53. Enable Session key perfect forward secrecy (PFS) and click ok.

Security Properties

Securty Methods l General]

" Permit
" Black

& Megaotiate securiby:
Security method preference order:

Tvpe AH |ntegrity ESP Confidential... | ES Add...
Custom  <Mone: 3DES ML

Edit...

Remove

Lt

Lt | *

W Accept unzecured communication, but always respond uzing IPSec

[ Allow unsecured communication with non-PSec-aware computer

[ W Seszion key perfect forvward secrecy [FFS) ]

ak | Cancel
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Step 54. Select Security and click next.

Security Rule Wizard

Filter Action
Select the fiter action for thiz security rule.

IF n filker actionz in the following list matches vour needs, click Add to create a new
one. Select Uge Add Wizard to create a filter action uzing the wizard.

Filker Actions; [v UszeAdd Wizard

M arme | Description | Add...
¢ Permit Permit unzecured IP packets t... :
(O Request Security [Optional]  Accepts unzecured communi... Edi...

o equlre S ety Accepts ungecured communi... Er

S ecLrity

< Back ][ MHext = ][ Cancel

Step 55. Please don’t enable Edit properties and click finish.

Security Rule Wizard @E|

Completing the Mew Rule Wizard

_
Y'ou have successfully completed specifving the properties
far your new wile.
.

To edit vour security rule now, select the Edit properties
check bowx, and then click Finizh,

To cloze thiz wizard, click Finizh.

< Back ” Finizh ][ Cancel
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Step 56. Click apply first and then click ok.

IPSec Properties

Rules | General |

ﬁ Security rules far communicating with other computers

IP Security rules:

I Filter List | Filter &ction | Authentication... | Tu
Traffic-out Securnty Prezhared Fey 21
Traffic-in Security Freshared Kep 21
O <Dynamic: Default Rezponze Kertberoz Mc

i: I | l

Add... | Edit... | Remove | W Use Add Wizard

L oK ][ Cancel ] Spply

Step 57 Click the right button of mouse in IPSec choose Assign option.

it Console1

File  &ction  Miew Favorites  indow  Help

e 0 BmEXEFB @ 8 14

‘i Console Root\IP. Security Policies on Local Computer Q |§| |g|

D Console Root Description Policy Assigned
&3] g IP Security Policies on Local Compute

Communicate normally (uns..,  Ro

. Faor all IP kraffic, always req... fssign

Server (Request Secu... For all IP traffic, always req... all Taske

Delete
Rename

Properties

Help
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Step 58. Ping the remote gateway of Company A, the vpn tunnel is created successfully.

e C:AWINDOWS\System32\ping.exe

Pinging 192.168.18.1 with 32 bytes of data:

Megotiating IP Security.

Request timed out.
from 192. 1@.1: bytes=32 time=3ms
from 192. .1@.1: bytes=32 time=3ms
from 192. .18.1: bytes=32 time=3ms
from 192. .18.1: bytes=32
from 192 . 168_168.1: bhytes=32

Example 3. Create a VPN connection between two Content Security Gateways using Aggressive mode
Algorithm (3 DES and MD5), and data encryption for IPSec Algorithm (3DES and MD5)

Preparation Task:
Company A External IP is 61.11.11.11

Internal IP is 192.168.10.X
Company B External IP is 211.22.22.22

Internal IP is 192.168.20.X

To Allow Company A, 192.168.10.100 create a VPN connection with company B, 192.168.20.100 for

downloading the sharing file.
The Gateway of Company A is 192.168.10.1. The settings of company A are as the following.

Step 1. Enter the default IP of Company A's Content Security Gateway, 192.168.10.1. Click VPN in the menu
bar on the left hand side, and then select the sub-select IPSec Autokey. Click Add.

Step 2. Enter the VPN name, VPN_A in IPSec Autokey window, and choose From Source to be Internal. Fill
the subnet IP, 192.168.10.0 and subnet mask, 255.255.255.0.

VPN Auto Keyed Tunnel

WPIN_A,
) (J

192.168.10.0 255,255 2650
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Step 3. In To Destination table, choose Remote Gateway-Fixed IP, enter the IP desired to be connected,
company B’s subnet IP and mask.

o Destination

o Remote Gateway -- Fixed IP 211222222
192168200 [2552552550

‘

# Remote Gateway -- Dynamic IP

® Remote Client

Fixed IP or Dynamic IP

Step 4. In Authentication Method Table, choose Preshare and enter the Preshared Key. (The max length is

Preshare -

Preshared Key 123456789

5
- O
==y
DT
g:i/
(4]
o
=]
=3
=
4]
@
=
[ =]
[«

Step 5. Enable Aggressive mode. For communication via VPN, the Content Security Gateway will
automatically choose 3DES for ENC Algorithm, MD5 for AUTH Algorithm and select Group 2 to connect.
Local ID and Remote ID are optional parameters. If we choose to enter Local ID/ Remote ID, they couldn’t be
the same. For instance, Local ID is 11.11.11.11 and Remote ID is 22.22.22.22. If you want to use number or
text, add @ in the front, for instance, @123A and @abcd123.

I Aggressive mode

My ID

PeerID 11.11.11.11

Step 6. In IPSec Algorithm Table, choose Data Encryption + Authentication. We choose 3DES for ENC
Algorithm and MD5 for AUTH Algorithm.
IPSec Algorithm
g Data Encryption + Authentication
ENC Algorithm

AUTH Algorithm
® Authentication Only

Step 7. Choose Perfect Forward Secrecy, and enter 28800 seconds in IPSec Lifetime and Keep alive IP to

=~
@
[}
©
Q
o
>
>
(9%
Q

=
>
«

H Perfect Forward Secrecy

28800 Seconds

142,168 20,100

i
7))
@
o
r
o
=F
3
£

Keep alive IP :
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Step 8. Click the down arrow to select the policy of schedule, which was pre-determined in Schedule. Refer to

the corresponding section for details.

Step 9. Click OK to finish the setting of Company A.

Policy Object = VPN > IPSec Autokey

[Name | Gateway IP [Destination Subnst|Algorithm| Status | Configure
VPN Alz11222222] fo2168200 | None | |

The Gateway of Company B is 192.168.20.1. The settings of company B are as the following.
Step 1. Enter the default IP of Company B’s Content Security Gateway, 192.168.20.1. Click VPN in the menu
bar on the left hand side, and then select the sub-select IPSec Autokey. Click Add.

Step 2. Enter the VPN name, VPN_B in IPSec Autokey window, and choose From Source to be Internal. Fill
the subnet IP, 192.168.20.0 and subnet mask, 255.255.255.0.

‘

PN Auto Keyed Tunnel
WPMN_B

From Source © LAN e DMZ
Subnet ! Mask

192.168.20.0 255,255 2650

!

Step 3. In To Destination table, choose Remote Gateway-Fixed IP, enter the IP desired to be connected,
company A’s subnet IP and mask, 192.168.10.0 and 255.255.255.0 respectively.

o Destination
o Remote Gateway -- Fixed IP 61.11.11.11

Subnet Mask [RiEee [P0 |
Dynamic IP
| EEEET

‘ ‘

® Remote Gateway
Subnet/ Mask
# Remote Client -- Fixed IP or Dynamic IP

Step 4. In Authentication Method Table, choose Preshare and enter the Preshared Key. ( The max length is

=
o
o
(=}

S
(0]
%]

—

Authentication Method

Preshared Key 123456749

‘E
3
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Step 5. Enable Aggressive mode. For communication via VPN, the Content Security Gateway will
automatically choose 3DES for ENC Algorithm, MD5 for AUTH Algorithm and select Group 2 to connect.
Local ID and Remote ID are optional parameters. If we choose to enter Local ID/ Remote ID, they couldn’t be
the same. For instance, Local ID is 11.11.11.11 and Remote ID is 22.22.22.22. If you want to use number or
text, add @ in the front, for instance, @123A and @abcd123.

mAggressive mode
My 1D

I“

11.11.11.11

Peer 1D @ahel 23

Step 6. In IPSec Algorithm Table, choose Data Encryption + Authentication. We choose 3DES for ENC
Algorithm and MD5 for AUTH Algorithm.
IPSec Algorithm
g Data Encryption + Authentication
ENC Algorithm
AUTH Algorithm
#® Authentication Only

Step 7. Choose Perfect Forward Secrecy, and enter 28800 seconds in IPSec Lifetime and Keep alive IP to

=~
@
[}
©
Q
o
>
>
@D
Q

=
>
«Q

O Perfect Forward Secrecy

IPSec Lifetime 23300 Seconds
192.168.10.100

-
@
@
e
=
=
.3
5

Step 8. Click the down arrow to select the policy of schedule, which was pre-determined in Schedule. Refer to

the corresponding section for details.

Step 9. Click OK to finish the setting of Company B.

IPSec Autokey

Name |Gateway IP| Destination Subnet Algorthm|~ Status | Conigure |
VPN B[61.17.41.41] 192168100 | None | |
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Example 4. Create a VPN connection between two Content Security Gateway using ISAKMP Algorithm
(3DES and MD5), data encryption for IPSec Algorithm (3DES and MD5) and GRE.

Preparation Task:
Company A External IP is 61.11.11.11

Internal IP is 192.168.10.X
Company B External IP is 211.22.22.22

Internal IP is 192.168.20.X

To Allow Company A, 192.168.10.100 create a VPN connection with company B, 192.168.20.100 for
downloading the sharing file by GRE/ IPSec Algorithm.

The Gateway of Company A is 192.168.10.1. The settings of company A are as the following.

Step 1. Enter the default IP of Company A's Content Security Gateway, 192.168.10.1. Click VPN in the menu
bar on the left hand side, and then select the sub-select IPSec Autokey. Click Add.

Step 2. Enter the VPN name, VPN_A in IPSec Autokey window, and choose From Source to be Internal. Fill
the subnet IP, 192.168.10.0 and subnet mask, 255.255.255.0.

PN Auto Keyed Tunnel

WA,

From Source © LAN ¢® DMZ
Subnet! Mask 192.168.10.0 ?RR.255.255.0

Step 3. In To Destination table, choose Remote Gateway-Fixed IP, enter the IP desired to be connected,
company B’s subnet IP and mask.

o Destination
2 Remote Gateway -- Fixed IP 211222222

192168200 2552552550

2552552550

‘

# Remote Gateway -- Dynamic IP

Step 4. In Authentication Method Table, choose Preshare and enter the Preshared Key. (The max length is

=
o
o
=3
—
%]

—

Authentication Method

Preshared Key 123456739
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zRE Local IP

zRE Remote I[P

142.168.50.100

142,168 .50.200

Step 7. In IPSec Algorithm Table, choose Data Encryption + Authentication. We choose 3DES for ENC
Algorithm and MD5 for AUTH Algorithm.

ENC Algorithm
AUTH Algorithm
® Authentication Only

Step 8. Choose Perfect Forward Secrecy, and enter 28800 seconds in IPSec Lifetime.

HPerfect Forward Secrecy

IPSec Lifetime Seconds
Keep alive P :

Step 9. Click the down arrow to select the policy of schedule, which was pre-determined in Schedule. Refer to

the corresponding section for details.

W
0
g
L]
=%
=
Ly ]
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Step 10. Click OK to finish the setting of Company A.

Policy Object = VPN > IPSec Autokey

| Name | Gateway IP [Destination Subnet|Algorithm
Disconnect | Connecting ]| Modify ||Remova|

[ New Entry ]

The Gateway of Company B is 192.168.20.1. The settings of company B are as the following.

Step 1. Enter the default IP of Company B’s Content Security Gateway, 192.168.20.1. Click VPN in the menu
bar on the left hand side, and then select the sub-select IPSec Autokey. Click Add.

Step 2. Enter the VPN name, VPN_B in IPSec Autokey window, and choose From Source to be Internal. Fill
the subnet IP, 192.168.20.0 and subnet mask, 255.255.255.0.

VPN Auto Keyed Tunnel
WPMN_B

o O
192.168.20.0 255.255.255.0

Step 3. In To Destination table, choose Remote Gateway-Fixed IP, enter the IP desired to be connected,
company A’s subnet IP and mask, 192.168.10.0 and 255.255.255.0 respectively.

g |61.11.11.11
|192.163.10.0 |255.255.255.0

| |255.255.255.0

Step 4. In Authentication Method Table, choose Preshare and enter the Preshared Key. (The max length is
100 bits.)

Preshare -
|1231155?39

Step 5. In Encapsulation -> ISAKMP Algorithm, choose 3DES for ENC Algorithm and MD5 for AUTH

Algorithm. And select Group 1 to connect.
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ncapsulation
ISAKMP Algorithm
ENC Algorithm

AUTH Algorithm

Step 6. Choose GRE/ IPSec and enter GRE Source IP, 192.168.50.200 and GRE Remote IP,
192.168.50.100.

z
o
=g
(0]
—
=
[¢]
wn
o
c
=
[?)
®
S
Q
>
o
Py
®
3
(=]
—
o
S
%)
>
o
c
o
o
D
5
—
=
D
0
Q
3
®
@]
Q
Q
)
n

HGRE/NPSec
GRE Local IP 192,168.50,200

GRE Remote IP 192,168.50,100

Step 7. In IPSec Algorithm Table, choose Data Encryption + Authentication. We choose 3DES for ENC
Algorithm and MD5 for AUTH Algorithm.
o Data Encryption + Authentication
ENC Algorithm
AUTH Algorithm
& Authentication Only

Step 8. Choose Perfect Forward Secrecy, and enter 28800 seconds in IPSec Lifetime.

HlPerfect Forward Secrecy

Step 9. Click the down arrow to select the policy of schedule, which was pre-determined in Schedule. Refer to

the corresponding section for details.

Step 10. Click OK to finish the setting of Company B.

IPSec Autokey
| Name |Gateway IP| Destination Subnet Algorithm| Status | Configure |

Configure

| New Entry
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Example 5. Create a VPN connection between Content Security Gateway and PLANET VRT-311 VPN

Router.

Preparation Task:
Company A External IP is 210.66.155.87
Internal IP is 192.168.10.X
Company B External IP is 210.66.155.89
Internal IP is 192.168.20.X
To Allow Company A, 192.168.10.100 create a VPN connection with company B, 192.168.20.100 for
downloading the sharing file.

Step 1: Configure the Content Secruity Gateway as the following:
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PN Auto Keyed Tunnel

o LAN ® DMZ

) <

(=]

3

W

[ =]

=

-1

[ 1]

1]
=
T
IZ
=3

Subnet ! Mask

192.168.10.0

| 2B5.265.2550.0

_|
Q
v
(]
0
=F
3
=
=]
3

© Remote Gateway -- Fixed IP
Subnet  Mask
@ Remote Gateway

Subnet! Mask

!
|

Dynamic IP

210.66.155.89

192.168.20.0 2hh.2bh.2hb0

| 2BB.ZBE ZRA0

@ Remote Client -- Fixed IP or Dynamic IP

Authentication Method

i)
=
(1]
7]
=
]
=
(1]
=B
P
(1]
e

ncapsulation
ISAKMP Algorithm

Preshare Li

123456789

“

ENC Algorithm
AUTH Algorithm

IPSec Algorithm
© Data

SHAT

IE.I
i

GROUP 2

ENC Algorithm
AUTH Algorithm
@ Authentication Only

Encryption + Authentication

SHAT v

Perfect Forward Secrecy

2|3
[1:]
T
U ln
8-
s |a
3| 3
== | B

Aggressive mode

z4a00 Seconds

192.168.20.1|

o
1]
1]
=

GRE Local IP
GRE Remote IP

W
0
>
]
o
(=3
™

=
[
=
m

H Show remote Network Neighborhood

2]
o

oK 1 ncel

Step 2: Configure VRT-311 VPN policy as the following:
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VPN Policy Definition

MName: WRT311

Remote VPN endpoint

Local IP addresses
T*:,.fpei Su}:u-;etaﬂﬂ}ess LY

Remote IP addresses
Tﬁllrpe: Sul:u-;etaddmss LS

CJAH Authentication
FESP Encryption
W ESF Authentication

Direction

Authentication

Encryption:

DH Group
|
IPSec PES

C Manual Key Exchange

Local ldentity Type
Local Identity Data
Remote [dentity Type| Remoe WAN P 3
Remote |dentity Datal

Exchange Mode
IKE SA Life Time:
IKE Keep Alive  Ping IP Address: |192]/168)[10 |1
IPSec SA Life Time: |300 (secs)

Enable Policy

O Allow NetBIOS traffic

O DynamiclP _ -
®Fixed IP:|210 |66 | |155] 87
O Domain Mame: |

IF address: .192_168__20 o |~
Subnet Mask: | 255|255 |255||0

IF address: 192|168/ |10 |0 |~
Subnet Mask:|255][255][255/[0 |

Authentication & Encryption
[MD5  »

SDES v Key Sizei v (AES only)
SHAL w

@ IKE (Internet Key Exchange)

Both Directions  «
WAN P Addeess w

ORSA Signature (requires certificate)
® Pre-shared Key

123456789
Authentication Algorithm; | =HAL +
DES v Key Size mt v | (AES only)
| Aggmssive Mode

180 (secs)

Croup 2 (1024 Bif) «
Croup2 (1024 Bit) w |
Croup 2 (1024 Bif) « |

(5] (7]
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4.3.6.2 PPTP Server

This function allows the remote client dialup to your local network and access local resources by PPTP (Point
to Point Tunnel Protocol) client software.
Entering the PPTP Server window

Step 1. Select VPN® PPTP Server.

.ﬁ‘ LnNe _
=L Hatwarking & Commenicstion
Policy Object > VPN > PPTP Server

PPTP Server ( Disable } :
=t WO Client IP Range : 192.238.6.1-254 [Modify )

= Policy Object
[ UserName | ClentlP | Uptime | Status | Configure |
| New Entry]

Foystem |
intedace |
[ Policy Object __|

+|

+|

+|

+|

sl

g

* PPTP Server

F#IPSec Autokey
# PPTP Client

PPTP Server : Click Modify to select Enable or Disable.

Client IP Range: Display the IP addresses range for PPTP Client connection.
User Name : Displays the PPTP Client user’s name for authentication.
Client IP : Displays the PPTP Client’s IP address for authentication.

Uptime : Displays the connection time between PPTP Server and Client.

Status : Displays current connection status between PPTP Server and PPTP client.

3 3 3 3 3 3 3

Configure : Click Modify to modify the PPTP Client settings or click Remove to remove the

item.

Modifying PPTP Server Design
Step 1. Select VPN® PPTP Server.
Step 2. Click Modify after the Client IP Range.
Step 3. Inthe Modify Server Design Window, enter appropriate settings.
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@ PLANET

Wetwarking & Commun-ation

Policy Object > VPN > PPTP Server

Modify Server Design

5

£ ()
- []
i (9223661 754
5 ) |
|
=] & :
% IPSec Autokey | Mone w|
» PPTP Server
# PPTP Client oK1 [cancel ]
n Disable PPTP : Check to disable PPTP Server.
n Enable PPTP : Check to enable PPTP Server.
Encryption: the default is set to disabled.
Client IP Range: Enter the IP range allocated for PPTP Clients when they connect to
the PPTP server.
n Auto-Disconnect if idle [] minutes: Configure this device to disconnect to the PPTP
Server when there is no activity for a predetermined period of time. To keep the line always
connected, set the number to 0.
n Schedule : Click the down arrow to select the schedule, which was pre-determined in
Schedule. Refer to the corresponding section for details.
Step 4. Click OK to save modifications or click Cancel to cancel modifications

Adding PPTP Server

Step 1.
Step 2.
n
n

n

Select VPN® PPTP Server. Click New Entry.
Enter appropriate settings in the following window.
User name: Specify the PPTP client. This should be unique.
Password: Specify the PPTP client password.
Remote Client:
"7 Single Machine: Check to connect to single computer.
“” Multi-Machine: Check to allow multiple computers connected to the PPTP server.
IP Address: Enter the PPTP Client IP address.
Netmask: Enter the PPTP Client subnet mask.
Client IP assigned by:
1. IP Range: check to enable auto-allocating IP for PPTP client to connect.

2. Fixed IP: check and enter a fixed IP for PPTP client to connect.
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@ PLANET

Wetwrniing & Commancation
Policy Object > VPN > PPTP Server

‘

dd New PPTP Server

© Single Machine
@ Multi-Machine

IP Address :

lient IP assigned by
© IP Range
® FixedIP:

+ Schedule
+ Content Blocking
+ Wirtual Server

-
=
=]
&
Q
=
=

# PPTP Server

F» IPSec Autokey
=% PPTP Client

“

¥ Policy
® Mail Security
¥ Anti-Attack

{

Step 3. Click OK to save modifications or click Cancel to cancel modifications.

Modifying PPTP Server
Step 1. Select VPN® PPTP Server.
Step 2. Inthe PPTP Server window, find the PPTP server that you want to modify. Click Configure and
click Modify.

Step 3. Enter appropriate settings.

@ PLANET

Hatwarklng § Commanics iom
Policy Object = VPN = PPTP Server

* System

=
=]
o
<
=
0|
_|
o
n
m
2
-
1]
-

¥ Interface

= Policy Object

| C
| @
m | m
W=
2|z
Ak
&la

+ Address
+ Service
~ Sehedule © Single Machine

& Multi-Machine

IP Address :

lient IP assigned by
© IP Range
@® FixedIP :

Remote Client

+ Content Blocking

+ Mirtual Server

=% [PSec Autokey
% PPTP Server
=® PPTP Client

T r

“

¥ Policy
¥ Mail Security
¥ Anti-Attack

Cancel

Step 4. Click OK to save modifications or click Cancel to cancel modifications

Removing PPTP Server
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Step 1. Select VPN® PPTP Server.

Step 2. Inthe PPTP Server window, find the PPTP server that you WAN t to modify. Click Configure

and click Remove.

Step 3. Click OK to remove the PPTP server or click Cancel to exit without removing.

& PLANET

- Hatwaring & Commanicition

= Policy Object

ad

R

=# PPTP Server

F» IPSec Autokey
= PPTP Client

Policy Object = VPN = PPTP Server

PPTP Server ( Disable ) :
Client IP Range : 192.238.6.1-254 |_Modify |

Userame | GientP | Uptime | Staiis | Conigure |
Disconnect | Modify | [Remove |

Microsoft Internet Explorer E|

? Are you sure you wank bo remove ?
e

[ Ok l [ Cancel

4.3.6.3 PPTP Client

This function allows the Content Security Gateway dial-up to remote PPTP server and access the network

resources on remote network.

Entering the PPTP Client window

Step 1. Select VPN® PPTP Client.

@ PLANET

< Wetworking & Commuaication

= Policy Object

d

I BECS PERS PR

» PPTP Server

F»IPSec Autokey
* PPTP Client

3 3 3 3

Policy Object > VPN > PPTP Client

PPTP Client :
Server Address | _Encrypion

| New Entry ]

User Name : Displays the PPTP Client user’s name for authentication.
Server Address : Displays the PPTP Server’s IP address for authentication.
Encryption : Displays the PPTP Client Encryption ON or OFF.

Uptime : Displays the connection time between PPTP Server and Client.
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n Status : Displays current connection status between PPTP Server and PPTP client.
n Configure : Click Modify to modify the PPTP Client settings or click Remove to remove the
item.
Adding a PPTP Client
Step 1. Select VPN® PPTP Client.

@ Hatwerklng § Comamsasistion
Policy Object > VPN > PPTP Client

¥ System

dd New PPTP Client

¥ Interface User Name :

= Policy Object
Password :
+ Address:

"+ Service Server Address : B Encryption
+ Schedule

*+ Content Blocking

Remote Server
‘0 Single Machine
#® Multi-Machine

IP Address :
% PPTP Server :

B always-connect

+ Virtual Server

F

=® PPTP Client

B Auto-Connect when sending packet through the link
¥ Mail Security

¥ Anti-Attack
Auto-Disconnect if idle _ minutes (0: means always connected)

HENAT(Connect to Windows PPTP Server)

Cancel

Step 2. Configure the parameters.

n  User name: Specify the PPTP client. This should be unique.
Password: Specify the PPTP client password.
Server Address: Enter the PPTP Server’s IP address.
Encryption: Enable or Disabled the Encryption.

3 3 3 3

Remote Server:
"7 Single Machine: Check to connect to single computer.
"~ Multi-Machine: Check to allow connecting to multiple computers on remote site.
IP Address : Enter the PPTP Client IP address.
Netmask: Enter the PPTP Client subnet mask.
Always-connect: Select to keep on the connection working.
Auto-Connect when sending packet through the link: Check to enable the auto-connection
whenever there’s packet to transmit over the connection.
n Auto-Disconnect if idle Ominutes: Configure this device to disconnect to the PPTP Server
when there is no activity for a predetermined period of time. To keep the line always
connected, set the number to 0.

n  Schedule: Click the down arrow to select the schedule, which was pre-determined in Schedule.
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Refer to the corresponding section for details.
n  NAT (Connect to Windows PPTP Server): Select this function to setup the connection with
PPTP VPN Client of CS-500 and Windows PPTP Server.
Click OK to save madifications or click Cancel to cancel modifications.
Modifying PPTP Client
Step 1. Select VPN® PPTP Client.
Step 2. Inthe PPTP Client window, find the PPTP server that you want to modify and click Modify.
Step 3. Enter appropriate settings.

& mami joa
Policy Object > VPN > PPTP Client

 Systrm Modify PPTP Client

¥ Interface -

SiEnervahon

m|o|C
m=m
dla|e
Z (52
5
JEE
® :
w

W

Remote Server
© Single Machine
® Multi-Machine

IP Address :

always-connect

+ Schedule

+ Content Blocking
+ Virtual Server

% PPTP Server

FQ IPSec Autokey
% PPTP Client

= Calley B Auto-Connect when sending packet through the link
# Mail Security

* Anti-Attack

F
=
(=]

-Disconnect if idle _ minutes (0: means always connected)

E]
=
o
=
E
o
=

Mane

B NAT(Connect to Windows PPTP Server)

w
0o
=
@
o
£
™

Cancel |
Step 4. Click OK to save modifications or click Cancel to cancel modifications
Removing PPTP Client
Step 1. Select VPN® PPTP Client.
Step 2. Inthe PPTP Client window, find the PPTP client that you want to modify and click Remove.

Step 3. Click OK to remove the PPTP client or click Cancel to exit without removal.
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@ PLANET

- Wetwerking & Communication

Policy Object > VPN = PPTP Client

Fsysom | PPTP Client :

Server Address |Encryption [Uptme| Staus | Configwe |
RSN | covecry S ivoon)

+|

H - =
+ Microsoft Internet Explorer @
= :.’/ Are vou sure you wank to remove @
+| \

S|

[ Ok ] [ Cancel

® PPTP Server

F» IPSec Autokey
=% PPTP Client

4.4 Policy

This section provides the Administrator with facilities to sent control policies for packets with different source
IP addresses, source ports, destination IP addresses, and destination ports. Control policies decide whether
packets from different network objects, network services, and applications are able to pass through the

Content Security Gateway.

What is Policy?

The device uses policies to filter packets. The policy settings are: source address, destination address,
services, permission, packet log, packet statistics, and flow alarm. Based on its source addresses, a packet
can be categorized into:

(1)Outgoing: a client is in the LAN networks while a server is in the WAN networks.

(2) Incoming, a client is in the WAN networks, while a server is in the LAN networks.

(3) To DMZ: a client is either in the LAN networks or in the WAN networks while, server is in DMZ.

(4) From DMZ, a client is in DMZ while server is either in the LAN networks or in the WAN networks.

How do | use Policy?

The policy settings are source addresses, destination addresses, services, permission, log, statistics, and
flow alarm. Among them, source addresses, destination addresses and IP mapping addresses have to be
defined in the Address menu in advance. Services can be used directly in setting up policies, if they are in
the Pre-defined Service menu. Custom services need to be defined in the Custom menu before they can be
used in the policy settings.

If the destination address of an incoming policy is a Mapped IP address or a Virtual Server address, then the

address has to be defined in the Virtual Server section instead of the Address section.

Policy Directions:

Step 1. In Address, set names and addresses of source networks and destination networks.

Step 2. In Service, set services.
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Step 3. InVirtual Server, set names and addresses of mapped IP or virtual server (only applied to
Incoming policies).

Step 4. Set control policies in Policy.

4.4.1 Outgoing

This section describes steps to create policies for packets and services from the LAN network to the WAN

network.

Entering the Outgoing window:

Click Policy on the left hand side menu bar, then click Outgoing under it. A window will appear with a table

displaying currently defined Outgoing policies.

Metworting & Commenic st
mmmm
Inside_Any Outside_Any (— ify | |[Remove | I1 'l

® Policy Object
S
New Entry

= Outgoing

# Incoming

#» WAN To DMZ
% LAN To DMZ

#» DMZ To WAN
% DMZ To LAN

The fields in the Outgoing window are:

n Source: Source network addresses that are specified in the LAN section of Address menu, or all
the LAN network addresses.

n Destination: Destination network addresses that are specified in the WAN section of the Address
menu, or all of the WAN network addresses.

n Service: Specify services provided by WAN network servers.

n Action: Control actions to permit or deny packets from LAN networks to WAN network travelling
through the Content Security Gateway.

n Option: Specify the monitoring functions on packets from LAN networks to WAN networks
travelling through the Content Security Gateway.

n Configure: Mmodify settings.

n Move: This sets the priority of the policies, number 1 being the highest priority.

Adding a new Outgoing Policy

Step 1: Click on the New Entry button and the Add New Policy window will appear.
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@ PLANET

Hatwerilng & Commaaication

Policy » Outgoing

[ Syst .
7 ys;m Add New Policy
¥ Interface
® Policy Object Ihmdﬁ_Any vl
. |Outside_Any vl
# Outgoing — -
# Incoming I l
»WAN To DMZ FEEMIT =«
=» LAN To DMZ =
» DMZ To WAN
» DM? To LAN r
* Mail Security =
= Monior | Nons =
I0.0
|0

Step 2: Configure all the parameters.

ok 1fcancel ]

Source Address: Select the name of the LAN network from the drop down list. The drop down list
contains the names of all LAN networks defined in the LAN section of the Address menu. To create a
new source address, please go to the LAN section under the Address menu.

Destination Address: Select the name of the WAN network from the drop down list. The drop down
list contains the names of all WAN networks defined in the WAN section of the Address window. To
create a new destination address, please go to the WAN section under the Address menu.

Service: Specified services provided by WAN net work servers. These are services/application that
are allowed to pass from the LAN network to the WAN network. Choose ANY for all services.

Action: Select Permit or Deny ALL from the drop down list to allow or reject the packets travelling
between the source network and the destination network.

Logging: Select Enable to enable flow monitoring.

Statistics: Select Enable to enable flow statistics.

Content Filtering: Select Enable to enable Content Filtering.

Schedule: Select the item listed in the schedule to enable the policy to automatically execute the
function in a certain time and range.

Alarm Threshold: Set a maximum flow rate (in Kbytes/Sec). An alarm will be sent if flow rates are
higher than the specified value.

Max. Concurrent Sessions: The maximum concurrent sessions that allows passing through CS-500.

0 means it is unlimited.

Step 3: Click OK to add a new outgoing policy; or click Cancel to cancel adding a new outgoing policy.
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Modifying an Outgoing policy

Step 1. In the Outgoing policy section, locate the name of the policy desired to be modified and click its
corresponding Modify option under the Configure field.

Step 2: In the Modify Policy window, fill in new settings.

NOTE: To change or add selections in the drop-down list for source or destination address, go to the section
where the selections are setup. (Source Address—LAN of Address menu; Destination Address —
WAN of Address menu; Service— [Pre-defined], [Custom] or Group under Service).

Step 3: Click OK to do confirm modification or click Cancel to cancel it.

@ PLANET
) - ) Policy = Qutgoing

Modify Policy

* Interface
¥ Policy Object | nside_Any =]
= Policy IOutside_Any vl
#» Qutgoing IANY—L,
#» Incoming
= WAN To DMZ FERMIT  ~
% LAN To DMZ -
» DMZ To WAN
» DMZ To LAN I
® Mail Security v
¥ Monitor | [Noe 5]
|0.0
|0

[ oKk 1fcancel ]

Removing the Outgoing Policy

Step 1. In the Outgoing policy section, locate the name of the policy desired to be removed and click its
corresponding Remove option in the Configure field.

Step 2.  In the Remove confirmation dialogue box, click OK to remove the policy or click Cancel to cancel
removing.
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Policy » Outgoing

@ PLANET

af  Watworking & Communicalion

= Syst m " "

=T |_Source [ Destination | Service | Action | Option | _ Configure | Move |

Inside_A Outside_A W [T=]
¥ Policy Object ASEes el 4 =
= Policy
: [ New Entryl
= Qutgoing S
= Incoming

= WAN To DMZ
= LAN To DMZ
# DMZ To WAN @ Lre you sure you want to remove 7
= DMZ To LAN

® Mail Security Haid

¥ Anti-Attack

soft Internet Explorer x|

Enabled Monitoring function:

Log: If Logging is enabled in the outgoing policy, the Content Security Gateway will log the traffic and event
passing through the Content Security Gateway. The Administrator can click Log on the left menu bar to get

the traffic and event logs of the specified policy.

@ PLANET
' o . Monitor > Log > Traffic

[ S [fan 1002538 5]
e 1™ Source | Destination | Protocol | Port | Dispostion”|
' %

= Policy Object

* Policy -
® Anti-Attack ..éI'GP. Q
v
%
P %
=» Traffic "
= Event E] f"l

= Connection ;

#» Log Backup ;‘
: 4 4
: %
5 %
P %
%
P s
%
TP "

| Clear Logs ]

NOTE: System Administrator can back up and clear logs in this window. Check the chapter entitled “Log”
to get details about the log and ways to back up and clear logs.
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Alarm: If Logging is enabled in the outgoing policy, the Content Security Gateway will log the traffic alarms
and event alarms passing through the Content Security Gateway. The Administrator can click Alarm on the

left menu to get the logs of flow and event alarms of the specified policy.

@ PLANET
' o . Monitor > Alarm > Traffic

|_Time | Source | Destination | _ Service | Traffic |

¥ Interface

® Policy Object

* Policy
® Mail Security
® Anti-Attack

= Monitor

|:l> Traffic
= Event
*|
+|

NOTE: The Administrator can also get information on alarm logs from the Alarm window. Please refer to
the section entitled “Alarm” for more information.

Statistics: If statistics is enabled in the outgoing policy, the Content Security Gateway will display the flow

statistics passing through the Content Security Gateway.

& PLANE Policy Statistice

Metwsriing & Commeniiation
|__Source | Destination | Service | Action Time

Systermn
Interface

Address

Schedule
QoS
Authentication
Content Filtering
Virtual Server
Policy

PN
Inbound Balance

Log

Accounting Report

Statistics

Policy Statistice

Status

NOTE: The Administrator can also get flow statistics in Statistics. Please refer to Statistics for more
details.
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4.4.2 Incoming

This section describes steps to create policies for packets and services from the WAN network to the LAN

network including Mapped IP and Virtual Server.

Enter Incoming window

Step 1: Click Incoming under the Policy menu to enter the Incoming window. The Incoming table will

display current defined policies from the WAN network to assigned Mapped IP or Virtual Server.

@ PLANET
. atwerking & Commpncath - PD“C}F = Inl:l:lmi“g

F Syst 7 i i
el |_Source | Destination | _Service | Action [ Option | _Configure | Move |

= Interface
* Policy Object | New Entry ]
= Policy

= Qutyoing

= Incoming

= WAN To DMZ

= LAN To DMZ

= DMZ To WAN
= DMZ To LAN

® Mail Security

Step 2: The fields of the Incoming window are:

n Source: Source networks which are specified in the WAN section of the Address menu, or
all the WAN network addresses.

n Destination: Destination networks, which are IP Mapping addresses or Virtual server
network addresses created in Virtual Server menu.

N Service: Services supported by Virtual Servers (or Mapped IP).

n Action: Control actions to permit or deny packets from WAN networks to Virtual
Server/Mapped IP travelling through the device.

n Option: Specify the monitoring functions on packets from WAN networks to Virtual
Server/Mapped IP travelling through the Content Security Gateway.

n Configure: Modify settings or remove incoming policy.

n Move: This sets the sequence of the policies, number 1 being the first policy to proceed.

Adding an Incoming Policy

Step 1: Under Incoming of the Policy menu, click the New Entry button.
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& PLANE

Matwsriing & Commaaication

® Policy Object

= Policy
#» Qutgoing
#» Incoming
» WAN To DMZ
# LAN To DMZ
% DMZ To WAN
% DMZ To LAN

* Mail Security

Policy = Incoming

Add New Policy
IOutside_Any v[

Ihside_Any vI

§‘|‘| j

KK

[ ok 1 cancel ]

Step 2: Configure the parameters.

Source Address: Select names of the WAN networks from the drop down list. The drop down
list contains the names of all WAN networks defined in the WAN section of the Address menu.

To create a new source address, please go to the LAN section under the Address menu.

Destination Address: Select names of the LAN networks from the drop down list. The drop
down list contains the names of IP mapping addresses specified in the Mapped IP or the Virtual
Server sections of Virtual Server menu. To create a new destination address, please go to the

Virtual Server menu.

Service: Specified services provided by LAN network servers. These are services / application

that are allowed to pass from the network to the LAN network. Choose ANY for all services.

Action: Select Permit or Deny ALL from the drop down list to allow or reject the packets

travelling between the specified WAN network and Virtual Server/Mapped IP.
Logging: Select Enable to enable flow monitoring.
Statistics: Select Enable to enable flow statistics.

Schedule: Select the item listed in the schedule to enable the policy to automatically execute
the function in a certain time and range.
Alarm Threshold: Set a maximum flow rate (in Kbytes/Sec). An alarm will be sent if flow rates

are higher than the specified value.

Max. Concurrent Sessions: The maximum concurrent sessions that allows to pass through
CS-500. 0 means it is unlimited.

Step 3: Click OK to add new policy or click Cancel to cancel adding new incoming policy.
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Modifying Incoming Policy

Step 1: In the Incoming window, locate the name of policy desired to be modified and click its corresponding

Modify option in the Configure field.
Step 2: In the Modify Policy window, fill in new settings.

Step 3: Click OK to save modifications or click Cancel to cancel modifications.

Policy » Incoming

= Syst , ,

Modify Policy

=
¥ Policy Object uisice oy I

==

#» Qutgoing

@ PLANET

Hetworklng & Commaic tion

#» Incoming

» WAN To DMZ
% LAN To DMZ

» DMZ To WAN
» DMZ To LAN

® Mail Security

= Anti-Attack

|_ 0K ]| Cancel |

Removing an Incoming Policy

Step 1: In the Incoming window, locate the name of policy desired to be removed and click its

corresponding [Remove] in the Configure field.

Step 2. In the Remove confirmation window, click Ok to remove the policy or click Cancel to cancel

removing.
- Wetwerking & Commanication
Policy > Incoming

= Interface

“Source | Destination | Service | Action | Option | Configure | Move |
% =]

Outside_Any Inside_Any(Routing) L

. Modify J

Remove

= Policy Object

= Policy

[ New Entry ]

# Qutgoing

# Incoming

% WAN To DMZ
+ LAN To DMZ icrosoft Internet Explorer x|
» DMZ To WAN @ Are you sure you want to remove ?
% DMZ To LAN

* Mail Security
= Anti-Attack

HIiH
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4.4.3 WAN To DMZ & LAN To DMZ

This section describes steps to create policies for packets and services from the WAN networks to the DMZ

networks. Please follow the same procedures for LAN networks to DMZ networks.

Enter [WAN To DMZ] or [LAN To DMZ] window:

Click WAN To DMZ under Policy menu to enter the WAN To DMZ window. The WAN To DMZ table will show

up displaying currently defined policies.

@ PLANET
oo Policy > WAN To DMZ

F Syst i 7 5 i
= |__Source | Destination | Service | Action [ Option [ __ Configure | Move |
= Interface
Outside_A v - 1=
® Policy Object utside_Any ] | Modify | [Remove | [T~]
= Policy
# Outgoing ew Enty

# Incoming

» WAN To DMZ
% LAN To DMZ

% DMZ To WAN
#» DMZ To LAN

® Mail Security

The fields in WAN To DMZ window:

Source: Source networks, which are addresses specified in the WAN section of the Address
menu, or all the WAN network addresses.

Destination: Destination networks, which are addresses specified in DMZ section of the
Address menu and Mapped IP addresses of the Virtual Server menu.

Service: Services supported by servers in DMZ network.

Action: Control actions, to permit or deny packets from WAN networks to DMZ travelling
through the Content Security Gateway.

Option: Specify the monitoring functions of packets from WAN network to DMZ network
travelling through Content Security Gateway.

Configure: Modify settings or remove policies.

Move: This sets the priority of the policies, number 1 being the highest priority.

Adding a new WAN To DMZ Policy:

Step 1: Click the New Entry button and the Add New Policy window will appear.
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@ PLANET

Hetworklng & Commpaic tion

® Policy Object

= Policy

» Qutgoing

#» Incoming

» WAN To DMZ
#» LAN To DMZ

» DMZ To WAN
» DMZ To LAN

® Mail Security

Policy = WAN To DMZ

Add New Policy
IOuiside_Any v[

IDMZ_Any vI

j

PEEMIT ~

= 5
R
A

1/

[ ok 1 cancel ]

Step 2: Configure the parameters.

Source Address: Select names of the WAN networks from the drop down list. The drop down
list contains the names of all WAN networks defined in the WAN section of the Address menu.

To create a new source address, please go to the LAN section under the Address menu.

Destination Address: Select the name of the DMZ network from the drop down list. The drop
down list contains the names of the DMZ network created in the Address menu. It will also
contain Mapped IP addresses from the Virtual Server menu that were created for the DMZ
network. To create a new destination address, please go to the Virtual Server menu. (Please

refer to the sections entitled Address and Virtual Server for details)

Service: Select a service from drop down list. The drop down list will contain services defined in
the Custom or Group section under the Service menu. These are services/application that are
allowed to pass from the WAN network to the DMZ network. Choose ANY for all services. To
add or modify these services, please go to the Service menu. (Please refer to the section

entitled Services for details)

Action: select Permit or Deny ALL from the drop down list to allow or reject the packets

travelling from the specified WAN network to the DMZ network.
Logging: Select Enable to enable flow monitoring.
Statistics: Select Enable to enable flow statistics.

Schedule: Select the item listed in the schedule to enable the policy to automatically execute

the function in a certain time and range.

Alarm Threshold: Set a maximum flow rate (in Kbytes/Sec). An alarm will be send if a flow rate

exceeds the specified value.
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Max. Concurrent Sessions: The maximum concurrent sessions that allows to pass through
CS-500. 0 means it is unlimited.

Step 3: Click OK.

Modifying an WAN To DMZ policy:

Step 1. In the WAN To DMZ window, locate the name of policy desired to be modified and click its

corresponding Modify option in the Configure field.

Step 2:  In the Modify Policy window, fill in new settings.

Step 3: Click OK to do save modifications.

& PLANE

Matwsriing & Commaaication

Policy = WAN To DMZ

¥ Interface -
¥ Policy Object [Ouside_&uy =]
= Palicy [DMZ_&ny ~|
#» Qutgoing IANY—LI
#» Incoming
» WAN To DMZ PERMIT  ~
» LAN To DMZ =
# DMZ To WAN
 DMZ To LAN r
)
=
e

[ ok 1 cancel ]

Removing a WAN To DMZ Policy:

Step 1: In the WAN To DMZ window, locate the name of policy desired to be removed and click its

corresponding Remove option in the Configure field.

Step 2: In the Remove confirmation pop-up box, click OK to remove the policy.
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3
" Source | Destination | Service | Action | Option | Configure | Move |
3 1 e ———— -
" ——— el
® Policy Object = "

# Qutgoing New Entry

# Incoming ) =

= WAN To DMZ

+ LAN To DMZ Microsoft Intermet Explorer x|

#: DM oA @ Axe o sure wow want to remove 7

% DMZ To LAN

HiH

| ®
==
b
2| &
ol 2
o |,
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This section describes steps to create policies for packets and services from DMZ networks to WAN networks.

Please follow the same procedures for DMZ networks to LAN networks.

Entering the DMZ To WAN window:

Click DMZ To WAN under Policy menu and the DMZ To WAN table appears displaying currently defined
DMZ To WAN policies.

Policy > DMZ To WAN

| Source | Destination | Service | Action | Option [  Configure | Move |
Outside_Any Q | Modify | IRemoual IE

| New Entry ]

@ PLANET

Networting & Commenication

® Policy Object

# Qutgoing
# Incoming
» WAN To DMZ
# LAN To DMZ
» DMZ To WAN
# DMZ To LAN
® Mail Security
= Anti-Attack

The fields in the DMZ To WAN window are:

Source: Source network addresses which are specified in the DMZ section of the Address
window.

Destination: Destination networks, which is the WAN network address

Service: Services supported by Servers of WAN networks.

Action: Control actions, to permit or deny packets from the DMZ network to WAN networks

travelling through the Content Security Gateway.
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Option: Specify the monitoring functions on packets from the DMZ network to WAN networks
travelling through the Content Security Gateway.
Configure: Modify settings or remove policies

Move: This sets the sequence of the policies, number 1 being the first policy to proceed.

Adding a DMZ To WAN Policy:

Step 1: Click the New Entry button and the Add New Policy window will appear.

@ PLANE]
B - Policy > DMZ To WAN

F Syst "
Add New Policy
e
DMZ_Any -
¥ Policy Object A
[Ovese o ]
= Qutgoing IANY—L,
= Incoming
» WAN To DMZ FERMIT =
= LAN To DMZ ~
= DMZ To WAN
= DMZ To LAN I
* Mail Security -
sl —
|0

[ ok 1 cancel ]
Step 2: Configure the parameters.

Source Address: Select the name of the DMZ network from the drop down list. The drop down
list will contain names of DMZ networks defined in DMZ section of the Address menu. To add a
new source address, please go to the DMZ section under the Address menu.

Destination Address: Select the name of the WAN network from the drop down list. The drop
down list lists names of addresses defined in WAN section of the Address menu. To add a new
destination address, please go to WAN section of the Address menu.

Service: Select a service from drop down list. The drop down list will contain services defined in
the Custom or Group section under the Service menu. These are services/application that are
allowed to pass from the DMZ network to the WAN network. Choose ANY for all services. To
add or modify these services, please go to the Service menu.

Action: Select Permit or Deny ALL from the drop down list to allow or reject the packets
travelling from the specified DMZ network to the WAN network.

Logging: Select Enable to enable flow monitoring.

Statistics: Select Enable to enable flow statistics.
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Content Filtering: Select Enable to enable Content Filtering.
Schedule: Select the item listed in the schedule to enable the policy to automatically execute

the function in a certain time and range.

Alarm Threshold: set a maximum flow rate (in Kbytes/Sec). An alarm will be sent if flow rates

are higher than the specified value.

Max. Concurrent Sessions: The maximum concurrent sessions that allows to pass through
CS-500. 0 means it is unlimited.

Step 3: Click OK to add new policy or click Cancel to cancel adding.

Modifying a DMZ To WAN policy:

Step 1: In the DMZ To WAN window, locate the name of policy desired to be modified and click its
corresponding Modify option in the Configure field.

Step 2: In the Modify Policy window, fill in new settings.

NOTE: To change or add selections in the drop-down list, go to the section where the selections are setup.
(Source Address — DMZ of Address; Destination Address —-WAN, Service —Pre-defined Service, Custom or

Group under Service.)

Step 3: Click OK to save modifications or click Cancel to cancel modifications.

Policy = DMZ To WAN

Modify Policy

@ PLANET

Hatwerklng & Commatt stion

* Interface
DMZ_Any -
® Policy Object |DMZ_tay =]
= i IOutSide_Any vl
= Qutgoing IANY—;,
# Incoming
» WAN To DMZ FERMIT  ~
=» LAN To DMZ r
» DMZ To WAN
% DMZ To LAN I
® Mail Security -
= Monitor _______| e =]
|0.0
IO

[ ok 1fcancel ]
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Removing a DMZ To WAN Policy:

Step 1. In the DMZ To WAN window, locate the name of policy desired to be removed and click its

corresponding Remove option in the Configure field.

Step 2.  Inthe Remove confirmation dialogue box, click OK.

come
Policy » DMZ To WAN

= Syst: g : .
ST “Source | Destination | Service | Action | Option | Configure | _hiove |
= Interf: :
nterface Oeiie B Y 19 = m
= Policy Object = ;
= Policy
z New Entry
# Qutgoing i, e
# [ncoming
# WAN To DMZ
= LAN To DMZ Micromft Internet Explorer x|
R T @ A ve wom sure yow want to remave 7
= DMZ To LAN
= Mail Security o

4.5 Mail Security

This section provides the Administrator to configure Mail Security rule for protecting client PC from virus and
spam mail attacking. Meanwhile, CS-500 provides the ability to update virus pattern by schedule or manually,
and it also provides auto-learning system to raise the rate of spam mail judging. For more detail information

please check the related chapter.

4.5.1 Configure

About the Mail Security Configure function, it means the dealing standard towards mail of CS-500. In this

chapter, it is defined as Setting and Mail Relay.

Setting:
Define the required fields of setting:

Scanned Mail Setting: It can setup to deal with the mail size in order to judge the mail should be scanned or
not.

Unscanned Mail Setting: If the mail does not be scanned via CS-500, it can be marked an unscanned
message in the mail subject. For example, if the mail size is less than the Scanned Mail Setting, when you

receive mail you will find out the subject with the mark “Unscanned”.
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Mail Security = Configure > Setting

Scanned Mail Setting

@ PLANET

Metworting & Commeniation

The scanned mail size is less than [I2f | KBytes (10 - 512 KBytes)

Unscanned Mail Setting

Add the message to the subject line |-Unscamnzd--

|:l) Setting
= Mail Relay

3
ad

When receive unscanned mail, it will add the tag in front of the e-mail subject.

ST
| Fle Edit Vew Tools Message Help ‘m
. 8 @ g @ X . &,
e Mall Reply Replyal  Forvard PRI [islete SendfRecy | Addresses Find

Folders x| [ T8 % [Fon [ Recetved |
<5 Outlaok Express @IM eckathorne. . Ko Sf1ej2004 7:29 pin
E--@ Local Folders
i {Ea Inbox,
| ..@.Outbux

4F Serit Ttems
(@ Deleted Items (75)

L Sf Drafts

Contacts * 3¢

Thite are no contacks ko display, Click
on Contacts to create & new contact,

|t messagafs), 0 urread [ Working Online
Mail Relay: After scanning the mails that sent to Internal Mail Server by Anti-Spam and Anti-Virus function

of CS-500, then to setup the relevant setting in Mail Relay function. For the examples below you can
understand more about how to configure your setting.

Example 1: To setup CS-500 as Gateway (Mail Server in DMZ, Transparent Mode)

Preparation:
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WAN Port IP: 61.11.11.11
Mail Server IP: 61.11.11.12
Map the DNS Domain Name that apply from ISP (planet.com.tw) to DNS Server IP (setup MX record is Mail

Server IP)

When external sender sends mail to the recipient account of the planet.com.tw domain, add the following Mail

Relay setting:

STEP 1. Add the following setting in Mail Relay function of Configure:
n  Select Domain Name of Internal Mail Server
n  Domain Name of Mail Server: Enter the Domain Name
IP Address of Mail Server: Enter the IP address that Mail Server’s domain name mapped
to
Mail Relay setting is complete. The external mails send to planet.com.tw that will be received by
CS-500 and redirect to the mail server after filtering.

@ PLANET
) - o Mail Security > Configure > Mail Relay

F System ) )
= isrf & Domain Mame of Internal Mail Server

[rorface  Allowed External IP of Mail Relay
¥ Policy Object
= Mail Security Modify Domain Name

[plenztoom.tw { ex: mail.my_domain.com )
|:» Setting fer11.11.12) {ex: 61.217.22.30)
#* Mail Relay
a | 0K ]| Cancel |
24

Example 2: To setup CS-500 between the original Gateway and Mail Server (Mail Server in DMZ,

Transparent Mode)

Preparation:

The Original Gateway’s LAN Subnet: 172.16.1.0/16
WAN Port IP: 61.11.11.11

CS-500's WAN Port IP: 172.16.1.12

Mail Server IP: 172.16.1.13
Map the DNS Domain Name (planet.com.tw) to DNS Server IP (setup MX record is Mail Server IP)

When LAN (172.16.1.0/16) users send mail from the sender account of planet.com.tw mail server to the

recipient account in external mail server, the configuration should need to add the following mail relay setting:
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STEP 1. Add the first setting in Mail Relay function of Configure:
n  Select Domain Name of Internal Mail Server
Domain Name of Mail Server: Enter the Domain Name
IP Address of Mail Server: Enter the IP address that Mail Server’s domain name mapped
t

°

.fﬂ LnNE _
- Watworking § Commeaiistion
Mail Security > Configure = Mail Relay

F System

& Domain Mame of Internal Mail Server

o Allowed External IP of Mail Relay
® Policy Object

F Policy n f
= Mail Security Modify Domain Mame
fplanet.com.tw { ex: mail.my_domain.com )
|:» Setting 7218113 {ex:61.217.22.30)
# Mail Relay
0K [ Cancel ]

F Anti-Attack

ﬁlhh

STEP 2 . Add the second setting in Mail Relay function of Configure:

n  Select Allowed External IP of Mail Relay
n IP Address: Enter the IP Address of external sender
n

Enter the Netmask
n  Complete Mail Relay setting

@ PLANET

- Hatwsrting & Commanic flion

Mail Security > Configure > Mail Relay

F System

© Domain Mame of Internal Mail Server

& Allowed External IP of Mail Relay
* Policy Object

e Modify IP Add
o Mail Socuriy

61111111 { ex: 202.24.193.138)
|:» Setting [255.255.255.255 { ex: 245.255.255.248 )
#* Mail Relay
[ ok 1 cancel |

WAN Port IP of the Branch office’s Firewall: 211.22.22.22
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Map the DNS Domain Name (planet.com.tw) to DNS Server IP (setup MX record is Mail Server IP)

When the branch office’s users send mail to the external mail server’s recipient account from mail server’s

sender account of planet.com.tw, add the following Mail Relay setting:

STEP 1. Add the first setting in Mail Relay function of Configure:
n  Select Domain Name of Internal Mail Server
Domain Name of Mail Server: Enter the Domain Name
IP Address of Mail Server: Enter the IP address that Mail Server’s domain name mapped
t

- Networting & Commeaiiation
Mail Security > Configure > Mail Relay

= System

°

& Domain Mame of Internal Mail Server
0 Allowed External IP of Mail Relay

® Policy Object

= Poli
= Mailc;ecurity Modify Domain Name
I1’13""5“":’Om't""r | ex: mail.my_domain.com )
|:» Setting fpL11.11.12 {ex:61.217.22.30)
» Mail Relay
= ok [ Cancel |
+

STEP 2 . Add the second setting in Mail Relay function of Configure:

n  Select Allowed External IP of Mail Relay
n IP Address: Enter the IP Address of external sender
n Enter the Netmask
n  Complete Mail Relay setting
@& PLANET

- Hetwsrilng & Commenication

Mail Security = Configure = Mail Relay

¥ System . .
i  Domain Mame of Internal Mail Server

& Allowed External IP of Mail Relay

= Policy Object

T
[211222222 { ex: 202.24.193.138 )
|:» Setting [255.255.255.255 { ex: 295.255.255.248 )
= Mail Relay
5 oK [ Cancel |
|
= Monitor |
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4.5.2 Anti-Spam

CS-500 can filter the e-mails that are going to send to the mail server of enterprise, in order to make sure the
e-mail account that communicates with outside won’t receive a mass advertisement or Spam mail. Meanwhile,
it can reduce the burden of mail server. Also can prevent the users to pick up the message he/she needs from
a mass of useless mails; or delete the needed mail mistakenly while deleting mails. It will raise the work

efficiency of the employees and will not lose the important information of enterprise.

In this chapter, we will have the detailed illustration about Anti-Spam:

4.5.2.1 Setting

The Administrator can choose the inspection way of the mails, where the mail server is placed in Internal
(LAN or DMZ) or External (WAN). CS-500 also can inspect all of the mails that are sent to the enterprise, and
add a score tag or message to the subject line of Spam mail while it exceeds the standard. Meanwhile, it

supports to check sender address in blacklist of anti-spam website to determine if it is spam mail or not.

< Hatwsrting § Commenication
Mail Security > Anti-Spam > Setting

Spam Setting

Enable Anti-Spam

The Mail Serveris placed

* Policy Object

® Policy

ail Security External (WAN)

Internal (LAN or DMZ)

in

= The threshold score of spammailis |5 ¥|
» Setting Add the message to the subject line | —spam— (Max. 256 characters)
*huls [0 Check spam fingerprint (Use TCP port : 2703 and UDP port: 53) Test
= Whitelist . ; v
. Enable Bayesian filtering
# Training [0 Check sender IP address in RBL (Use UDP port: 53) Test
% Spam Mail [0 Add score tag to the subject line

i Action of Spam Mail

Internal Mail Server:

m [ Delete the spam mail

Deliver to the recipient

[ Forward to :

External Mail Server:

Deliver to the recipient (Always enable)

|_ oK || Cancel |

Definition:
Enable Anti-Spam: Select to enable Anti-Spam function.
The Mail Server is placed in Internal (LAN or DMZ) or External (WAN): Select to choose the location of the

mail server.
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The threshold score of spam mail is: CS-500 allows the Administrator to decide the threshold to be the
standard of judging the spam mail.
Add the message to the subject line: If the mail has been judged to the spam mail, CS-500 will add a
message in the mail's subject. You can configure the message you want, by default, it will be add “SPAM” in
the subject.
Check spam fingerprint: Select to allow CS-500 checking spam mail with Fingerprint system.
Enable Bayesian filtering: Except to select fingerprinter system to distinguish spam mail, you also can select
Bayesian filtering system to scan spam mail.
Add score tag to the subject line: If select this function, all received mail will be added a score tag in the
mail subject.
Check sender IP address in RBL (Realtime Blackhole List): Select this function to allow CS-500 checking
mail with RBL list.
Action of Spam Mail: When CS-500 filters the spam mail, there are three kinds of actions for Internal Mail
Server and one action for External Mail server to arrange the spam mail:

Delete the spam mail: If select this option, the spam mail will be deleted without any notification.

Deliver to the recipient: Pass the mail to the recipient, and add a “SPAM” in the mail subject. This
function is available for Internal and External Mail Server.

Forward to: You can configure CS-500 to forward spam mail to a specific mail account; it will be easily to

manage the spam mail.

Configure an Anti- Spam setting

After setup the relevant settings in Mail Relay function of Configure, add the following settings in this
function:

The Mail Server is placed in Internal (LAN or DMZ)

The threshold score: Enter 5

Add the message to the subject line: Enter ---spam---

Select Add score tag to the subject line

Select Deliver to the recipient

Click OK.

o o M w DN PRE

4.5.2.2 Rule

The Content Security Gateway’s Administrator may use the rule setting to classify the spam mail based on a
certain condition. The rule also can allow CS-500 to record the mail type by auto-learning system to judge the

spam mail.

Click on Mail Security in the menu bar, then click on Rule below the Anti-Spam menu. The Rule window will

appear.
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@ PLANE
Watworking b Commenication
Mail Security > Anti-Spam > Rule

= Interface

m_ | Rule Name _|Classification] _ Acton |  Comments | Configure | Move

¥ Policy Object

=

o | L

|

=» Setting

= Rule

=» Whitelist
= Blacklist

= Training

= Spam Mail

Below is the information needed for setting up the Rule:

Rule Name: The name of the custom spam mail determination rule.
Comments: To explain the meaning of the custom rule.
Combination:
And: It must be fit in with all of the custom mail rules that would be considered as spam mail or
ham mail.
Or: Only be fit in with one of the custom mail rule that would be considered as spam mail or ham
mail.
Classification:
Spam: It will classify the mails that correspond to the rule as spam mail.
Ham (Non-Spam): It will classify the mails that correspond to the rule as ham mail.
Action: This function will be available only when Classification is set as Spam. You can choose the
action to Delete spam mail, Deliver to the recipient, or Forward to another mail account.
Auto-Training: If Classification is set as Spam and enable this function, the mails that correspond
to this rule will be trained to identify as spam mail; or if Classification is set as Ham (Non-Spam) and
enable this function, the mails correspond to this rule will be trained to identify as ham (hon-spam)
mail according to the setting in Training function
Item: The items use to judge the spam mail according to Header, Body and Size of the mail. The
packet Header includes: Received, Envelope-To, Form, To, Cc, Bcc, Subject, Sender, Reply-To,
Errors-To, Message-ID, and Date.
Condition:
Item set to Header or Body: The available conditions are: Contains, Does Not Contain, Is
Equal To, Is Not Equal To, Starts With, Ends With, Exist and Does Not Exist.
Item set to Size: The available conditions are: More Than, Is Equal To, Is Not Equal To and
Less Than.
Pattern: Enter the relevant value in Item and Condition field. For example: From Item and use
Contains Condition, and enter “josh” as a characteristics. When the sender and receiver’s mail

account has “josh” inside and then it will be considered as spam mail or ham mail
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Adding a new Rule
Step 1: Click on the New Entry button and the Rule window will appear.
Step 2:  Fill in the appropriate settings for the related information..

Step 3: Click OK to save the policy or Cancel to cancel.

- Hatworking & Communication
Mail Security > Anti-Spam > Rule

Comments : |

Classification :

= Policy Object

Action : | Delete spam mail

| Auto-Training : |Ensble |

" tem | Condfion | Paten |  Configue |
4 Recsived v [ Conta [ [ |svppor@planetoomty | (Remove)
=) | Con test@testcom [ NextRow | |Remove |
= Setting
* Rule oK1 [cancel |
= Whitelist
= Blacklist
= Training

= Spam Mail

Modifying a Rule
Step 1: In the Rule window, find the policy to be modified and click the corresponding Modify option in the
Configure field.

Step 2:  Make the necessary changes needed.

Step 3:  Click OK to save changes or click on Cancel to cancel modifications.

Removing a Rule
Step 1: In the Rule window, find the policy to be removed and click the corresponding Remove option in
the Configure field.

Step 2: A confirmation pop-up box will appear, click OK to remove the Host Table or click Cancel.

@ PLANET

af Wetworking § Communication

Mail Security = Anti-Spam > Rule

|_Rule Name _[Classification] ___Action ___| _ Comments __| Configure | Move |

| Modify | [Remove| = 1 v

= Policy Object
F|

Microsoft Internet Explorer

=]
=» Setting \:.:/ Are you sure you wank to remove ¥
# Rule
» Whitelist [ ok ][ cancel
# Blacklist
= Training

= Spam Mail
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4.5.2.3 Whitelist

To determine the mail comes from specific mail address that can send to the recipient without being restricted.

Below is the information needed for setting up the Whitelist

Whitelist: Specify the key word or with wildcard for the Whitelist field..
Direction:
From: To judge the sending address of the mail.

To: To judge the receiving address of the mail.

Auto-Training: Select enable to allow Auto-Training system updating the CS-500’s database.

Adding a new Whitelist
Step 1:  Click on the New Entry button and the Whitelist window will appear.
Step 2:  Fill in the appropriate settings for the related information..

Step 3: Click OK to save the policy or Cancel to cancel.

Mail Security > Anti-Spam > Whitelist

lng & Commaaication
" Direction | Whitlist Auto-Training

¥ Policy Object [—]
ey | e
B Mail Security

i+

» Setting

= Rule

= Whitelist
= Blacklist

= Training
=» Spam Mail

Modifying a Whitelist
Step 1: In the Whitelist window, find the policy to be modified and click the corresponding Modify option in
the Configure field.

Step 2: Make the necessary changes needed.

Step 3: Click OK to save changes or click on Cancel to cancel modifications.
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- Hatworting & Comammaication
Mail Security > Anti-Spam > Whitelist

Modify Whitelist

¥ Interface p—

¥ Policy Object

;Enable v
= Mail Security

|_ 0K ]| Cancel |

=» Setting

= Rule

= Whitelist
= Blacklist

= Training
=% Spam Mail

Removing a Whitelist
Step 1: In the Rule window, find the policy to be removed and click the corresponding Remove option in
the Configure field.

Step 2: A confirmation pop-up box will appear, click OK to remove the Host Table or click Cancel.

Mail Security > Anti-Spam > Whitelist

af - Witwirklng § Communication
" Direction | Whitelst Auto-Training
% | Modify | |Remove |

¥ Interface

¥ Policy Object

| New Entry ]

= Mail Security

mn Iillﬁ

Microsoft Internet Explorer E|
i ? Al b 7
» Setting ‘__.\/ re you sure you want o remove ?
#» Rule
» Whitelist [ o ][ concel
= Blacklist
= Training

» Spam Mail

4.5.2.4 Blacklist

To determine the mail comes from specific mail address that will be filtered or restricted.

Below is the information needed for setting up the Blacklist

Blacklist: Specify the key word or with wildcard for the Blacklist field.
Direction:
From: To judge the sending address of the mail.

To: To judge the receiving address of the mail.

Auto-Training: Select enable to allow Auto-Training system updating the CS-500’s database.
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Adding a new Blacklist
Step 1: Click on the New Entry button and the Blacklist window will appear.
Step 2:  Fill in the appropriate settings for the related information..

Step 3: Click OK to save the policy or Cancel to cancel.

@ PLANET
Mail Security > Anti-Spam > Blacklist

af  Matwirklng b Communication
" Direction | _Blackist Auto Training
L Pﬂlll:y ﬂhje:t [m]

= Mail Security

]
P H %
&
[z}
(1]

» Setting

% Rule

=% Whitelist
= Blacklist

= Training

® Spam Mail

Modifying a Blacklist
Step 1: In the Blacklist window, find the policy to be modified and click the corresponding Modify option in
the Configure field.

Step 2:  Make the necessary changes needed.

Step 3:  Click OK to save changes or click on Cancel to cancel modifications.

@ PLANET
Mail Security > Anti-Spam > Blacklist

Watworking & Commenistion
Modify Blacklist

hacker

F - a
Policy Object =—

Enable +

= Mail Security

|_ oK ]| Cancel |

=» Setting

= Rule

= Whitelist
= Blacklist

= Training
® Spam Mail

Removing a Blacklist
Step 1: In the Blacklist window, find the policy to be removed and click the corresponding Remove option
in the Configure field.
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Step 2: A confirmation pop-up box will appear, click OK to remove the Host Table or click Cancel.

Mail Security > Anti-Spam > Blacklist

| Direction | Blacklst T
| r_f!IIRemn\rel

@ PLANET

Hatworking & Commupnication

® Policy Object

Froiy | —
|

5|
# Setting . ?/ Are you sUre you wank ko remove 7

Microsoft Internet Explorer E|

#* Rule

* Whitelist [ o ][ caneel
# Blacklist
# Training
% Spam Mail

4.5.2.5 Training

CS-500 provides a training system to improve the identify rate of spam, the database can be updated by
manually or from the rule setting. Below is the information needed for setting up the Training.
Training Database: The System Manager can Import or Export Training Database here.
Spam Mail for Training: The System Manager can import the file which is not determined as spam
mail here. To raise the judgment rate of spam mail after the CS-500 learning the file.
Ham Mail for Training: The System Manager can import the file which is determined as spam mail
here. To raise the judgment rate of ham mail after the CS-500 learning the file
Spam Account for Training: You can specify a mail account in your mail server, and redirect all the
Spam mail to this account. When the related configuration is set, such as POP3 server, User name
and Password, CS-500 will search the Spam mail in this account and update the Spam type to the
database in a regular time.
Ham Account for Training: You can specify a mail account in your mail server, and redirect all the
Ham mail to this account. When the related configuration is set, such as POP3 server, User name
and Password, CS-500 will search the Ham mail in this account and update the Ham type to the
database in a regular time.
Training Time: The System Manager can set the training time for CS-500 to learn the import file each

day here.
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@ PLANET

Hetworting § Commenication

= Mail Security

» Setting

% Rule

= Whitelist
# Blacklist
#* Training

= Spam Mail

® Anti-Attack

ilh

4.5.2.6 Spam Mail

Mail Security > Anti-Spam > Training

raining Database

Export Training Database [ Download |

Import Training Database Browse...

Spam Mail for Training (Free space for training:
Import Spam Mail from Client

|| Browse...

Ham Mail for Training (Free space for training: 876 KBytes)
Import Ham Mail from Client - |[(Browse. )

Spam Account for Training (Free space for training: 876 KBytes)

POP3 Server ; | ( ex: my_domain.com )

User name (ex: spam)
Password | (ex: 5d2#k...)
Account test [ Account Test |

Ham Account for Training (Free space for training: 876 KBytes)

POP3 Server _____ (ex: my_domain.com )

User name {ex: ham)
Password | {ex: bd2#k... )
Account test [Account Test |

raining time

System training starts at [00:00 ¥/ day
Training immediately : [ Training NOW |

[ ok 1 [Cancel |

This item will show the top chart that represents the received and sent spam mail from recipient. In Top Total

Spam report, you can choose to display the scanned mails that sent to Internal Mail Server or received from

External Mail Server. It also can sort the mail according to Recipient, Total Spam and Total Mail.

@ PLANET

Metworting & Communicstion

= Policy Object

= Mail Security

A
0 e Y
m
Fy
o
-]

#» Setting

= Rule

= Whitelist
= Blacklist

# Training

= Spam Mail

Mail Security > Anti-Spam > Spam Mail
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4.5.3 Anti-Virus

CS-500 built-in Clam virus scanning engine can protect your LAN network from being infected virus.

4.5.3.1 Setting

.ﬁ\ LRNE _
« Metworking & Communication
Mail Security > AntiVirus > Setting

Anti-Virus Setting

Virus Scan Engine am

¥ Interface

* Policy Object

The Mail Server is placed in Internal (LAN or DMZ) (Please set Mail Relay first)
= Mail Security External (WAN)

{Max. 256 characters)

The latest update time : 2003/01/01 00:23:19 (Update virus definitions every ten minutes)
|:. Setting The newest version : 0.0

= Virus Mail Update virus definitions immediately [ Update NOW
= Anti-Attack

Action of Infected Mail

Internal Mail Server:

Delete the virus mail

Deliver to the recipient
Deliver a notification mail instead of the original virus mail
Deliver the original virus mail

Forward to : |

External Mail Server:
Deliver to the recipient
® Deliver a notification mail instead of the original virus mail
O Deliver the original virus mail

oK1 [ Cancel

Definition:
Virus Scan Engine: Select Clam to enable Anti-virus function or Select Disable to disable it..
The Mail Server is placed in Internal (LAN or DMZ) or External (WAN): Select to choose the location of the
mail server.
Add the message to the subject line: If the mail has been filtered to the virus mail, CS-500 will add a
message in the mail's subject. You can configure the message you want, by default, it will be add “VIRUS” in
the subject.
Update virus definitions immediately: Press Update Now to update CS-500 virus database.
Action of Infected Mail: When CS-500 filters the infected mail, there are three kinds of actions for Internal
Mail Server and one action for External Mail server to arrange the infected mail:

Delete the virus mail: If select this option, the virus mail will be deleted without any notification.

Deliver to the recipient: This action is available for Internal Mail Server and External Mail Server setting.

Deliver a notification mail instead of the original virus mail: Recipient will only receive a
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notification, and virus mail will be deleted.
Deliver the original virus mail: Recipient will receive the original virus mail, the virus will not be
arranged, but CS-500 will add a “VIRUS” message at the subject.

Forward to: You can configure CS-500 to forward virus mail to a specific mail account; it will be easily to

manage the infected mail.

4.5.3.2 Virus Mail

This item will show the top chart that represents the received and sent virus mail from recipient. In Top Total
Virus report, you can choose to display the scanned mails that sent to Internal Mail Server or received from

External Mail Server. It also can sort the mail according to Recipient, Total Virus and Total Mail.

@ PLANE

Matwerking & Commuaication

Mail Security > Anti-Virus > Virus Mail

- Policy Object [No. [ Recipient- |
froiy |

ad

|

=

|:» Setting
= Virus Mail

4.6 Anti-Attack

CS-500 not only can filter virus from mail, it also can provide Anti-Attack function to prevent hacker intruding

to your system. This chapter will introduce you how to configure the setting and check the alarm.

4.6.1 Alert Setting

The Administrator can configure the alert setting in here, it divides into Internal Alert and External Alert.

4.6.1.1 Internal Alert

The Administrator can enable the device’s auto detect functions for blaster worm attacking the local network.
When abnormal conditions occur, the Content Security Gateway will send an e-mail alert and/or SNMP trap
and/or NetBIOS message to notify the Administrator, and also display warning messages in the Internal

Alarm window.
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@ PLANET

af  Natworklog b Commuaication

¥ Interface

¥ Policy Object

® Mail Security

=

|:»Imernn| Alert
= External Alert

ih

Anti-Attack > Alert Setting > Internal Alert

Blaster Alert Setting

The threshold sessions of infected Blaster {per Source IP} is a0 Sessions / Sec

Enable Blaster Blocking Blocking Time |B0 seconds

Enable E-Mail Alert Notification

1 Enable NetBIOS Alert Notification IP Address of Administrator

Internal Alerts Settings

n The threshold sessions of infected Blaster (per Source IP) is O Sessions /Sec: You

can set the threshold sessions for the IP who had infected Blaster worm. When the sessions

exceed the threshold, CS-500 will block the connection.

n Enable Blaster Blocking: Select this option to enable the blaster blocking function. Once

the blaster worm is detected, it will block the TCP port 135 for user-drefined blocking time.

n Enable E-mail Alert Notification: When Blaster worm is detected, send alert e-mail to

administrator by using e-mail address defined on System -> Configure -> Setting.

n Enalbe SNMP Trap Alert Notification: When Blaster worm is detected, send SNMP trap to

user-defined SNMP trap receiver IP address defined on System -> SNMP.

n Enable NetBIOS Alert Notification: When Blaster worm is detected, send alart message

to administrator by using “Net send” command.

After enabling the needed options, click OK to activate the changes.

4.6.1.2 External Alert

The Administrator can enable the device’s auto detect functions for hacker attacking this section. When

abnormal conditions occur, the Content Security Gateway will send an e-mail alert to notify the Administrator,

and also display warning messages in the External Alarm window.
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@, PLANET

af - Witworklng b Commmaliation

Foen |
=1

= Internal Alert

DoS ISPl Setting
[ sasser Block

[ Code Red Block
] Detect SYN Attack

Anti-Attack > Alert Setting > External Alert

[0 msBlaster Block
[ Nimda Block

=» External Alert

SYN Flood Threshold (Total} Pkts/Sec

SYN Flood Threshold (Per Source IP} Pkts/Sec

SYN Flood Threshold Blocking Time (Per Source IP) Seconds
[ Detect ICMP Flood ICMP Flood Threshold {Total) Pkts/Sec

ICMP Flood Threshold (Per Source IP) PktsiSec

ICMP Flood Threshold Blocking Time (Per Source IP) Seconds
O Detect UDP Flood UDP Flood Threshold {Total) Pkts/Sec

UDP Flood Threshold {Per Source IP) Pkis/Sec

UDP Flood Threshold Blocking Time {Per Source IP} Seconds

[ Detect Ping of Death Attack [ Detect Tear Drop Attack
O Filter IP Route Option

[ Detect Land Attack

[ Detect IP Spoofing Attack
[ Detect Port Scan Attack

[0k 1 [ Cancel |

n Some worms will attack your MS system in accordance with their weakness, such as

Sasser, Blaster, Code Red and Nimda. Select the blocking function of CS-500 will prevent

you to be attacking by these worms.

Detect SYN Attack: Select this option to detect TCP SYN attacks that hackers send to
server computers continuously to block or cut down all the connections of the servers.
These attacks will prevent valid users from connecting to the servers. After enabling this
function, the System Administrator can enter the number of SYN packets per second that is
allowed to enter the network/Content Security Gateway. Once the SYN packets exceed this
limit, the activity will be logged in Alarm and an email alert is sent to the Administrator. The
default SYN flood threshold is set to 200 Pkts/Sec

Detect ICMP Flood: Select this option to detect ICMP flood attacks. When hackers
continuously send PING packets to all the machines of the LAN networks or to the Content
Security Gateway, your network is experiencing an ICMP flood attack. This can cause traffic
congestion on the network and slows the network down. After enabling this function, the
System Administrator can enter the number of ICMP packets per second that is allowed to
enter the network/Content Security Gateway. Once the ICMP packets exceed this limit, the
activity will be logged in Alarm and an email alert is sent to the Administrator. The default
ICMP flood threshold is set to 1000 Pkts/Sec.

Detect UDP Flood: Select this option to detect UDP flood attacks. A UDP flood attack is
similar to an ICMP flood attack. After enabling this function, the System Administrator can

enter the number of UDP packets per second that is allow to enter the network/Content
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Security Gateway. Once the UDP packets exceed this limit, the activity will be logged in
Alarm and an email alert is sent to the Administrator. The default UDP flood threshold is set
to 1000 Pkts/Sec .

n Detect Ping of Death Attack: Select this option to detect the attacks of tremendous trash
data in PING packets that hackers send to cause System malfunction This attack can cause
network speed to slow down, or even make it necessary to restart the computer to get a

normal operation.

n Detect Tear Drop Attack: Select this option to detect tear drop attacks. These are packets
that are segmented to small packets with negative length. Some Systems treat the negative
value as a very large number, and copy enormous data into the System to cause System

damage, such as a shut down or a restart.

n Detect IP Spoofing Attack: Select this option to detect spoof attacks. Hackers disguise
themselves as trusted users of the network in Spoof attacks. They use a fake identity to try

to pass through the Content Security Gateway System and invade the network.

n Filter IP Route Option: Each IP packet can carry an optional field that specifies the replying
address that can be different from the source address specified in packet’'s header. Hackers
can use this address field on disguised packets to invade LAN networks and send LAN

networks’ data back to them.

n Detect Port Scan Attack: Select this option to detect the port scans hackers use to
continuously scan networks on the Internet to detect computers and vulnerable ports that

are opened by those computers.

n Detect Land Attack: Some Systems may shut down when receiving packets with the same
source and destination addresses, the same source port and destination port, and when
SYN on the TCP header is marked.

Enable this function to detect such abnormal packets.

After enabling the needed detect functions, click OK to activate the changes.

4.6.2 Attack Alarm

4.6.2.1 Internal Alarm

Step 1. When the CS-500 had detected the internal PC sending large DDos attacks and then the
Internal Alarm will start on blocking these packets to maintain the whole network.
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ol #twcriing ommpaililion
Anti-Attack > Attack Alarm > Internal Alarm

" interace | Sowcer | AamTme |

¥ Interface

® Policy Object

* Mail Security
= Anti-Attack

|:l> Internal Alarm
#» External Alarm

Entering the Internal Alarm window
Step 1. Click the Internal Alarm option below the Attack Alarm of the Anti-Attack menu to enter the

Internal Alarm window.

ninterface: Specify which interface received the attack packets.
nSource IP: Specify the IP address who is infected the virus and spreads the attack packets out.

nAlarm Time: Log time.

Downloading the Internal Alarm Logs
The Administrator can back up Internal alarm logs regularly by downloading it to a file on the computer.

Step 1. Inthe Internal Alarm window, click the Download Logs button at the bottom of the screen.

Step 2. Follow the File Download pop-up box to save the Internal alarm logs into specific directory on
the hard drive.

Clearing Internal Alarm Logs
The Administrator may clear on-line logs to keep the most updated logs on the screen.

Step 1. Inthe Internal Alarm window, click the Clear Logs button at the bottom of the screen.

Step 2. Inthe Clear Logs pop-up box, click OK.

4.6.2.2 External Alarm

Step 2. When Content Security Gateway detects attacks from hackers, it writes attacking data in the
external alarm file and sends an e-mail alert to the Administrator to take emergency steps.
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ol #twcriing ommpaililion
Anti-Attack > Attack Alarm > External Alarm

__________Tme [ _________Event |

¥ Interface

® Policy Object

* Mail Security
= Anti-Attack

|:l> Internal Alarm
#» External Alarm

Entering the External Alarm window
Step 1. Click the External Alarm option below the Attack Alarm of the Anti-Attack menu to enter the

External Alarm window.

nTime: log time.

nEvent: event descriptions.

Downloading the External Alarm Logs
The Administrator can back up External alarm logs regularly by downloading it to a file on the computer.

Step 3. Inthe External Alarm window, click the Download Logs button at the bottom of the screen.

Step 4. Follow the File Download pop-up box to save the External alarm logs into specific directory on
the hard drive.

Clearing External Alarm Logs
The Administrator may clear on-line logs to keep the most updated logs on the screen.

Step 3. Inthe External Alarm window, click the Clear Logs button at the bottom of the screen.

Step 4. Inthe Clear Logs pop-up box, click OK.

4.7 Monitor

CS-500 provides varied of information that can be used to check the status.

4.7.1 Log

The Content Security Gateway supports traffic logging and event logging to monitor and record services,
connection times, and the source and destination network address. The Administrator may also download the
log files for backup purposes. The Administrator mainly uses the Log menu to monitor the traffic passing

through the Content Security Gateway.
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What is Log?
Log records all connections that pass through the Content Security Gateway’s control policies. Traffic log’s

parameters are setup when setting up control policies. Traffic logs record the details of packets such as the
start and stop time of connection, the duration of connection, the source address, the destination address and
services requested, for each control policy. Event logs record the contents of System Configuration changes
made by the Administrator such as the time of change, settings that change, the IP address used to log on,

tc.

[}

How to use the Log
The Administrator can use the log data to monitor and manage the device and the networks. The

Administrator can view the logged data to evaluate and troubleshoot the network, such as pinpointing the

source of traffic congestions.

4.7.1.1 Traffic

The Administrator queries the Content Security Gateway for information, such as source address, destination

address, start time, and Protocol port of all connections.

Entering the Traffic Log window
Step 3. Click the Traffic Log option under Log menu to enter the Traffic Log window.

@ PLANET
T T Rm———— Monitor > Log > Traffic

[ S [T 1030146 7]
= Interface Mexd
e =" Sores ™| Destination | Protocol |~ Port | Dispostion"|

sition
TGP l"‘
G

® Policy Object

® Mail Security
= Anti-Attack

= Monitor

» Traffic CC

= Event
= Connection
#» Log Backup

1+
QIR

Iﬁﬁl
e

|E
CSESISIS IS IS SIS IS SIS

T
[
-

Traffic Log Table
The table in the Traffic Log window displays current System statuses:
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Definition:

Time: The start time of the connection.

Source: IP address of the source network of the specific connection.
Destination: IP address of the destination network of the specific connection.
Protocol: Protocol type of the specific connection.

Port: Port number of the specific connection.

3 3 3 353 35 S

Disposition: Accept or Deny.

Downloading the Traffic Logs
The Administrator can backup the traffic logs regularly by downloading it to the computer.

Step 1. Inthe Traffic Log window, click the Download Logs button at the bottom of the screen.
Step 2. Follow the File Download pop-up window to save the traffic logs into a specified directory on the

hard drive.

Clearing the Traffic Logs
The Administrator may clear on-line logs to keep just the most updated logs on the screen.

Step 1. Inthe Traffic Log window, click the Clear Logs button at the bottom of the screen.

Step 2. Inthe Clear Logs pop-up box, click Ok to clear the logs or click Cancel to cancel it.

- Hatwerhing & Commeniiition
Maonitor = Log > Traffic

" Time | Source | Destination | Protocol | Port | Disposition _
' %

Ter

¥ System

= Interface

= Policy Object

= Mail Security
= Anti-Attack

# Traffic
= Event
=% Connection

= Loy Backup

[

2la[afalalafafalalafalalalafalele
===l ===

3
LSCSESISES ISR IS PRI ISR AN

[Clear Logs | _Download Logs |

4.7.1.2 Event

When the Content Security Gateway WAN detects events, the Administrator can get the details, such as time

and description of the events from the Event Logs.
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Entering the Event Log window
Step 1. Click the Event Log option under the Log menu and the Event Log window will appear.

g . ﬂEﬁﬂ!e'ﬂinﬂ
' - . Monitor » Log > Event

IJa.nlOl:ld:BO vl
T Tme | e

= Interface

® Policy Object

¥ Policy

* Mail Security
= Anti-Attack

= Monitor

= Traffic

= Event (; (;

=» Connection
=» Log Backup

| H

| Clear Logs ]

Step 2. The table in the Event Log window displays the time and description of the events.

n Time: time when the event occurred.

n Event: description of the event.
Downloading the Event Logs
Step 1. Inthe Event Log window, click the Download Logs button at the bottom of the screen.

Step 2. Follow the File Download pop-up window to save the event logs into a specific directory on the

hard drive.

Clearing the Event Logs
The Administrator may clear on-line event logs to keep just the most updated logs on the screen.

Step 1. Inthe Event Log window, click the Clear Logs button at the bottom of the screen.

Step 2. Inthe Clear Logs pop-up box, click OK to clear the logs or click Cancel to cancel it.
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Matworting & Commuaiation
Monitor > Log > Event

T Tme | et

1a-30 |2dmin Delete [Policy](DMZ to External, DMZ_Any=>Outside_Any,ANY,permit)
Jan101:14:30 1o i 192.168.1.11

face

Policy Object

* Policy

Jan101

% Connection _
% Log Backup T T e g, Dutside_Any=>Inside_Any
{Routing),ANY,permit) from 192.168.1.11

admin Add [Policy]{Incoming,Qutside_Any==>Inside_Any
{Routing), ANY ,permit} from 192.168.1.11

Jan 100:07:18 |user admin [Login success] from 192.168.1.11

# Traffic _
# Event _ DMZ Outside_Any=>DMZ_Any ANY permit)

istics

‘Download Logs

4.7.1.3 Connection

Click Log in the menu bar on the left hand side, and then select the sub-selection Connection Log.

! Matwirtlng & Commenication
Monitor > Log = Connection

IJa.nl 0.02:46 vl
Mext

¢ Traflc
S G

» Log Backup Jan 100:03:17 :;L:.lr:':.:;ed message from whack: got 0 bytes; expected 2532. Message
larm :

* Interface

® Policy Object

F Policy

® Mail Security
¥ Anti-Attack

- Log

rr rr

Jan 100:03:31
Jan 100:03:31 onnect 61.20.30.40 now...

+| Statistics

S
415

tatus

[%]

onnect timeout.. Exit()

onnect 61.20.30.40 now...
onnect timeout..Exit()
onnect 61.20.30.40 nov...
onnect timeout..Exit{)

0“

“

[x]

Definition:
Time: The start and end time of connection.

Connection Log: Event description during connection.

-178 -



Content Security Gateway User’s Manual

Download Logs

Step 1. Click Log in the menu bar on the left hand side and then select the sub-selection Connection

Log.

Step 2. In Connection Log window, click the Download Logs button.

Step 3. Inthe Download Logs window, save the logs to the specified location.

Clear Logs

Step 1. Click Log in the menu bar on the left hand side, and then select the sub-selection Connection

Logs.

Step 2. In Connection Log window, click the Clear Logs button.

Step 3. In Clear Logs window, click OK to clear the logs or click Cancel to discard changes.

Monitor > Log > Connection

Connection Log

@ PLANET

i Metwarking & Communication

® System
¥ Interface

® Policy Object

® Mail Security
¥ Anti-Attack

= Monitor

1

—

=
o

= Traffic
= Event
= Connection
= Log Backup
+ Alarm

rr rr

“+ Statistics
+ Status

including NAT-Traversal patch (Version 0.6)

adding interface ipsecOfbr0:wan1 192.168.99.95
adding interface ipsecOibr0:wan1 192.168.99.95:4500
"VPN A'": deleting connection

| Jan 100:03:16 [ad} et Exgloes T PN_A"

o | O
Jan 100:03:31 ﬂl

Connect timeout..Exit{)

| Jan100:03:63 |socket 000000 |

| Jan100:04:28 |socket 00000000 |

| _Jan100:05:04 Jsocket |

Download Logs

4.7.1.4 Log Backup

Click Log &lLog Backup.
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@, PLANET

< Hetwsrting & Commsaic stica

Monitor > Log > Log Backup

Log Mail Configuration

[ Enable Log Mail Support
YWhen Log Full (300Kbytes), Mail Security Gateway Appliance sends Log
You must enable the E-mail Alarm

F System

¥ Interface
® Policy Object

® Mail Security
® Anti-Attack

Syslog Setting
[T Enable Syslog Messages

+ Traffic Syslog Host IP Address | { ex: 192.168.1.61)

# Event Syslog Host Port | {ex:914)

=# Connection

# Log Backup CcC [ 0K ] [ Cancel 1
+
+
+

Log Mail Configuration: When the Log Mail files accumulated up to 300Kbytes, router will notify
administrator by email with the traffic log and event log.

NOTE: Before enabling this function, you have to configure E-mail Settings in System -> Settings.
Syslog Settings: If you enable this function, system will transmit the Traffic Log and the Event Log
simultaneously to the server which supports Syslog function.

NOTE: To restart Connection Log, click the Refresh button on the right hand side in Log window.

Enable Log Mail Support & Syslog Message
Log Mail Configuration /Enable Log Mail Support

Step 1. Firstly, goto Admin —Select Enable E-mail Alert Notification under E-Mail Settings. Enter the

e-mail address to receive the alarm notification. Click OK.
Step 2. Goto LOG alLog Backup. Check to enable Log Mail Support. Click OK.

System Settings/Enable Syslog Message

Step 1. Check to enable Syslog Message. Enter the Host IP Address and Host Port number to receive

the Syslog message.

Step 2. Click OK.

- 180 -



Content Security Gateway User’s Manual

.ﬁ\ LRNE _
4 Watworting & Communication
Monitor > Log > Log Backup

¥ System Log Mail Configuration

(LT I Enable Log Mail Support
When Log Full (300Kbytes), Mail Security Gateway Appliance sends Log
You must enable the E-mail Alarm

® Policy Object

® Mail Security
¥ Anti-Attack

Syslog Setting
¥ Enable Syslog Messages

* Traffic Syslog Host IP Address |19@.168.99.53 { ex: 192.168.1.61)

» Event Syslog Host Port |514— {ex:514)

# Connection

# Log Backup ok 1 [ Cancel
T [ A I
T
a

Disable Log Mail Support & Syslog Message
Step 1. Goto LOG alog Backup. Uncheck to disable Log Mail Support. Click OK.

Step 2. Goto LOG alLog Backup. Uncheck to disable Settings Message. Click OK.

4.7.2 Alarm

In this chapter, the Administrator can view traffic alarms that occur and the Content Security Gateway has

logged.
Traffic alarm:

In control policies, the Administrator set the threshold value for traffic alarm. The System regularly checks

whether the traffic for a policy exceeds its threshold value and adds a record to the traffic alarm file if it does.

How to apply Traffic Alarm

The administrator can use Traffic Alarm to track the Source Address, Destination Address, network service
and the status of network. The administrator can save Traffic Logs and Event Logs for a pre-determined time
and then delete them to keep the newest log.

In control policies, the Administrator set the threshold value for traffic alarm. The System regularly checks

whether the traffic for a policy exceeds its threshold value and adds a record to the traffic alarm file if it does.

Entering the Traffic Alarm window
Step 1. Click the Traffic Alarm option below Alarm menu to enter the Traffic Alarm window.
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@ PLANE

Matwsrking & Commuaicition

Monitor > Alarm > Traffic

“Time | Sowce | Destinaton | Service | Traic

¥ Interface

# Policy Object

* Mail Security
® Anti-Attack

B Monitor

L»Tl'afﬁc
+|
=
Step 2. The table in the Traffic Alarm window displays the current traffic alarm logs for connections.
n  Time: The start and stop time of the specific connection.
n  Source: Name of the source network of the specific connection.
n  Destination: Name of the destination network of the specific connection.

n  Service: Service of the specific connection.

n Traffic: Traffic (in Kbytes/Sec) of the specific connection.

Downloading the Traffic Alarm Logs

The Administrator can back up traffic alarm logs regularly and download it to a file on the computer.

Step 1. Inthe Traffic Alarm window, click the Download Logs button on the bottom of the screen.

Step 2. Follow the File Download pop-up box to save the traffic alarm logs into specific directory on the

hard drive.

Clearing the Traffic Alarm Logs

Step 1. Inthe Traffic Alarm window, click the Clear Logs button at the bottom of the screen.

Step 2. Inthe Clear Logs pop-up box, click Ok to clear the logs or click Cancel to cancel.

4.7 .3 Statistic

In this chapter, the Administrator queries the Content Security Gateway for statistics of packets and data
which passes across the Content Security Gateway. The statistics provides the Administrator with information

about network traffics and network loads.
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What is Statistics
Statistics are the statistics of packets that pass through the Content Security Gateway by control policies

setup by the Administrator.

How to use Statistics
The Administrator can get the current network status from statistics, and use the information provided by

statistics as a basis to mange networks.

How to apply WAN Statistics

The Administrator needs to go to Policy to set the network IP addresses that you want to gather statistics. In
this way, the administrator can handle the whole network condition and takes it as a basis of managing the
network.

The administrator needs to go to the Policy to set the network IP of the statistics. By the WAN statistics you

can obtain the status of the network.

4.7.3.1 WAN Statistics

Step 1. Click Statistics in the menu bar on the left hand side, and then select WAN Statistics.

Step 2. The WAN Statistics will be displayed. It displays statistics of WAN network connections
(downstream and upstream as well) in a total amount by minute (60 minutes), hour (24 hours),

day (30 days), Month and Year. Select the time units (minute, hour, day, month or year) of the

graph.
T Weiwerking § Commonichilon
Monitor > Statistics > WAN
Bits/sec Bytes'sec Total Minute Hour Day Week Month Year
¥ Interface E —
eal-time:
¥ Policy Object
Downstream
¥ Mail Security
. 1.3 1
® Anti-Attack
3 Max :1.1M
= Monitor
1.0M T
=
o
3
&
g w7n
o
|:»WAN 3
= Policy 2 o n e
|
a0 == = - = - S bt ——) (/5 10020
0026 00356 00 1di 0056 o108 ol:la ol:z6
CMinutel
M WAN stream M Maxinum stream M Average stream
Upstream
HAKY———— T 7 7 7T T T T T T T T T T T T T T T T ]

- 183 -



Content Security Gateway User’s Manual

Y-Coordinate: Four options are available: Total, Bits/sec, Bytes/sec and Utilization.

X-Coordinate: Time (Hour/Minute/Day) .

4.7.3.2 Policy Statistics

Entering the Statistics window

The Statistics window displays the statistics of current network connections.

n Source: the name of source address.
n Destination: the name of destination address.
n Service: the service requested.
n Action: permit or deny
n Time: viewable by minutes, hours, or days
@, PLANE

Metwsrking & Commuaication

Monitor > Statistics > Policy

“Source | Destination [Service | Acton | Tme |

¥ Interface

¥ Policy Object

* Mail Security

¥ Anti-Attack

= Monitor

I:»WAN

#* Policy (; (;

|
NOTE: To use Statistics, the administrator needs to go to Policy to enable Statistics function.
Entering the Policy Statistics
Step 1. Click Statistics in the menu bar on the left hand side, and then select Policy Statistics.
Step 2. In Statistics window, find the policy you want to view

Step 3. Inthe Statistics window, click Minute on the right hand side, and then you will be able to view the
Statistics figure every minute; click Hour to view the Statistics figure every hour; click Day to

view the Statistics figure every day.

Y-Coordinate: There are three options: Total, Kbit/sec, Kbytes/sec.

X-Coordinate: Time (Hour/Minute/Day).
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‘ﬁ\ LnNe _
«f  Natworklng § Communic slion
Monitor > Statistics > Policy

Bits'sec Bytes/'sec Total Service : ANY

¥ Interface Inside_Any to Outside_Any Action : PERMIT
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4.7.4 Status

In this section, the device displays the status information about the Content Security Gateway. Status will
display the network information from the Configuration menu. The Administrator may also use Status to check

the DHCP lease time and MAC addresses for computers connected to the Content Security Gateway.

4.7.4.1 Interface Status

Entering the Interface Status window
Click on Status in the menu bar, then click Interface Status below it. A window will appear providing

information from the Configuration menu. Interface Status will list the settings for LAN Interface, WAN
Interface, and the DMZ Interface.
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@ PLANE

Matwsrking & Communication

Monitor > Status > Interface

Active Sessions Number: 9 System Uptime
* Interface 0 Day 1 Hour 26 Min 30 Sec

| _ia ] _wan____| _ pbmz |

= System

= Interface
#» ARP Table

=% DHCP Clients

(SEN
(SEN
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Click on Status in the menu bar, then click ARP Table below it. A window will appear displaying a table with

IP addresses and their corresponding MAC addresses. For each computer on the LAN, WAN, and DMZ

network that replies to an ARP packet, the device will list them in this ARP table.

o Weberking B Commeaication
Monitor > Status > ARP Table

F Systemn

¥ Interface

IP Address MAC Address

» Interface
=» ARP Table
=% DHCP Clients
IP Address: The IP address of the host computer

MAC Address: The MAC address of that host computer

Interface: The port that the host computer is connected to (LAN, WAN, DMZ)
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4.7.4.3 DHCP Clients

Entering the DHCP Clients window
Click on Status in the menu bar, then click on DHCP Clients below it. A window will appear displaying the
table of DHCP clients that are connected to the device. The table will list host computers on the LAN network

that obtain its IP address from the Content Security Gateway's DHCP server function.

=’  Matwerking B Commenic i
Monitor > Status > DHCP Clients

¥ Interface IP Address MAC Address EASECNIITE

¥ Policy Object

¥ Mail Security
® Anti-Attack

= Monitor

= Interface
» ARP Table

=% DHCP Clients

IP Address: the IP address of the LAN host computer
MAC Address: MAC address of the LAN host computer
Leased Time: The Start and End time of the DHCP lease for the LAN host computer.
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