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Chapter 1. Introduction to SMB

The SMB protocol, or Windows File Sharing as it is more commonly known, is the de facto standard for
file and printer sharing in use today. An SMB server makes file and printer resources available over a
computer network. Once set up, SMB client software can access these resources and use them according to
their purpose. The most recent version has been abuilt-in component to al versions of Microsoft Windows
since the release of Windows 95. There have also been many software suites written, the most popular
being Samba [http://www.samba.org], to expand the compatibility to any UNIX-like operating system
(including Linux and Mac OS X). As aresult, SMB is ubiquitous-- operating throughout corporate and
home networks.

ThinShareisan SMB client implementation. ThinShare supports communications with Windows 9x/NT4
and later, either in workgroup or domain configurations. Likewise, it is compatible with all versions of
Samba. It must be compiled with Rabbit Semiconductor's Dynamic C version 7.05 or later development
system to any TCP/IP enabled Rabbit 2000/3000 system. Note that Dynamic C version 8.30 or later is
required for using DHCP to acquire a WINS server |P address. If thisis not needed, standard DHCP is
still supported with the previous Dynamic C versions.

ThinShare offers the following services to embedded applications:

» Standard File Operations. create, open, close, read, write, seek, get/set attributes, rename

» Standard Directory Operations: create, delete, wildcard search with attribute filter

» Standard Print Services: open/write/close print spool files

» User Authentication: plain-text, encrypted LM session key, encrypted NT session key

» Server Operations. get browse server, list serversin workgroup/domain, list shares on server

ThinShare also offers SMB Browse service functionality that enables machine icons to appear in Network
Neighborhood/My Network Places of Windows Explorer.

Embeo's ThinShare SMB Client Suite uses the NetBI1OS transport to communi cate with other machineson
the network. The NetBIOSlayer offers1PC services and host name resol ution to applications such as SMB.
The included NetBIOS layer includes support for all features required for proper SMB functionality. It is
an RFC1001/1002 compliant client implementation of the NetBIOS standard. It offers many configuration
options which are documented in Section 11.1, “NetBIOS Options’.
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Chapter 2. Installing ThinShare

1. Insert the installation mediaand run the install fileer snbi nst . exe.
2. Select componentsto install. Options are:

» Documentation and Samples

 Start Menu Shortcuts

* Addentriesin LIB.DIR

* Integrate Install with Dynamic C

3. Select destination directory.

4. (If 'Addentriesin LIB.DIR"isselected in Step 2. If not, LIB.DIR must be manually edited) Theinstaller
is capable of detecting installed versions of Dynamic C, and it can update your LIB.DIR for you. Just
select the"Add entry in LIB.DIR" option, and click Y ES when prompted to use the version of Dynamic
C listed. If you have more than one version of Dynamic C installed and do not see the version listed,
click NO and theinstaller will ask if you would like to use the next version detected. When theinstaller
runs out of options, clicking NO resultsin being prompted for aLIB.DIR to use.

5. Done! Open up a sample program and try connecting to a machine!

Sample programs are located in the \Samples\ThinShare folder relative to the Dynamic C installation
(or ThinShare\Samplesiif integrate with Dynamic C is not selected).

Adding Entriesto LIB.DIR

The ThinShare SMB Client will not work unless the .lib files are added to your LIB.DIR file
used by Dynamic C. Refer to the Dynamic C user manua and LIB.DIR (in your Dynamic C
installation directory) for more details.

If youwould like to manually modify your LIB.DIR(s), smply deselect the option during instal-
lation and remember where you installed the library and add the following lines to the end of
your LIB.DIR (fill in with the correct path):

Integrate install with Dynamic C selected:

C:\Program FilesDCRABBIT_10.21\Rabbit4000\Lib\ThinShare\des.lib
C:\Program Files\DCRABBIT_10.21\Rabbit4000\Lib\ThinShare\md4.lib
C:\Program FilesDCRABBIT_10.21\Rabbit4000\Lib\ThinShare\netbios.lib
C:\Program Files\DCRABBIT_10.21\Rabbit4000\Lib\ThinShare\smb_config.lib
C:\Program FilesDCRABBIT_10.21\Rabbit4000\Lib\ThinShare\smb.lib

Integrate install with Dynamic C not sel ected:

C:\Program Files\Embeo\ThinShare\des.lib
C:\Program Files\Embeo\ThinShare\md4.lib
C:\Program Files\Embeo\ThinShare\netbios.lib
C:\Program Files\Embeo\ThinShare\smb_config.lib
C:\Program Files\Embeo\ThinShare\smb.lib




Chapter 3. Sample Programs

This section describes the configurations for both Windows and Linux that are needed to run the sample
programs. The sample programs are described next.

3.1. Introduction

The samples all require the use of an SMB share with read-write access. ThinShare uses encrypted pass-
words (LM or NTLM) to connect to the remote machine.

Note: Some servers (Windows 2003 Server and above) may be set by default to reject thisform of encrypted
passwords and use high encryption only. (See Section 3.2.2, “Windows 2003 Server Settings’ [7])

3.2. Windows/Linux PC Server Configuration

In order to use the samples you must have a server on the same network as the rabbit. The server must
have a shared folder with an associated username and password that has access.

3.2.1. Windows Server Setup

First the server's name must be determined. The name can be acquired from System Properties (right click
My Computer -> Properties -> Network Identification) or by typing ipconfig /all in a command window.
The name of the server in this caseis'alum'.

System Properties e |
Advanced | Automatic Updates I Femate I
General Computer Mame | Hardware

. “Windows uzes the following information to identify your computer
i on the nebwork.

Computer description: |

For example: "'Kitchen Computer' or 'k am's

Computer'',
Full computer name: alum.
Yorkgroup: WORKGROUP
To uge the Network [dentification Wizard to join a Metwork D |
domain and create a local uzer account, click Metwark =

0.

Tao rename thiz computer or jain a domain, click Chanage.

,@, Changes will take effect after you restart this computer.

0k Cancel Apply




Sample Programs

C:“~Documents and SettingsssyplexXipconfig

Windows IP Configuration

Hozt WHame . . . . . alum
Primary Dns Suffix
Mode Type . . . . .
IF Routing Enabled.
WINS Proxy Enabled.

Broadcast
Mo
HNo

Note: The Full computer name may not be the same as the NetBIOS name. To get the NetBIOS name
click the Change or Properties button in the Network Identification tab, and then click the More button.
The name islisted under NetBIOS computer name.

Computer Name Changes ed |

Y'ou can change the name and the memberzhip of this
computer. Changes may affect access to network, rezources.

LComputer name:

alum

Full computer name:

alurn,
More. .. |
~ Member of
" Domain;
& Workgroup:
IWDHKGHDUF‘

Ok, I Cancel |
DNS Suffix and NetBIDS Computer Na 2l

Primary DMS suffis of this computer:
[

[ Change primary DNS suffis when domain membership changes

MNetBIOS computer name:

IﬁxLUM

Thiz name iz uzed for interoperability with older computers and services.

)4 I Cancel

In explorer, navigate to the folder you wish to share out, right click and select Sharing.
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Open

Explore

Command Prompt Here
Search. ..

Make anote of the Share name; thisname along with the server'snameis used to make an SMB connection.
The share name in this case is 'Shared'.

“¥'ou can share thiz folder among other wsers on pour
network. To enable sharing for this folder, click Share this
folder.

" Do not share this folder

—{* Share this foldsr

Share name: IShalEd

LComment; I

User lirnit: &+ Maximum allowed

" Allow I _l? Users
To get permizzions for how users access this e |
folder over the netwark, click Permizsions. =

Make sure that the the username used to access the shared folder has read/write access to the share. It is
a good idea to create a new user account on the server or domain controller in order to limit access to
certain shares or files.

Share Permissions

Name: | Add..

VETHONE
Remove |

PFermizsions: Allos Deny
Full Contral O
Change O
Read O

3.2.2. Windows 2003 Server Settings

Default security settings in Windows 2003 require high encryption for SMB authentication. So by default,
ThinShare clients will not be able to connect to shares on a Windows 2003 domain. In order to enable
ThinShare clients to connect the following settings must be made:

Domain Controller Security Settings -> Local Policies -> Security Options

Digitally Sign communications (always) DISABLED
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3.2.3.

Digitally Sign communications (if client agrees) = ENABLED

Network Security

LAN Manager authentication level MUST NOT be set to thefollowing (i.e.,, LM or NTLM must
be allowed):

[X] Send NTLMv2 resonse only\refuse LM
[X] Send NTLMv2 resonse only\refuse LM & NTLM

These settings may take some time to take effect; run the command gpupdate to apply the settings im-
mediately.

Note: If you disable NTLM make sure you disable it in ThinShare by defining the proper macro:

/1 To disable NTLM keys

#define _SMB _AUTH USE_NT 0

/1 To disable LM keys

#define _SMB AUTH USE LM 0

/1 To use both NTLM and LM keys (not necessary, defaults to 1)
#define _SMB_AUTH USE_NT 1

#define _SMB_AUTH USE LM 1

Linux Samba Setup

Under Samba, the shared folders are managed via the sib. conf file. The snb. conf file is usualy
located in one of the following locations:

/usr/1local /sanba/lib/snb. conf
/usr/sanba/li b/ snb. conf

/ et ¢/ sanba/ snb. conf

/ et ¢/ snb. conf

The following is a simple portion of an srb. conf file that can be used to create a share for the Rabbit
to be used in the samples. This portion assumes that a user named rabbit exists on the Linux machine.

[ rabtest]
conment = Rabbit Shared Fol der
path = /home/ r abbit
read only = no
witable = yes
public = no
#force create node = 0770
#force directory node = 0770
valid users = rabbit, @sers

All files and directories created by the rabbit will have permissions set only for the rabbit. Other users
only have read permissions. The two commented out lines (force create mode/force directory mode) cause
files created on the share to have read/write permissions set for the rabbit user and members of the same
group. If you cannot delete files created by the rabbit you most likely have a permission problem and these
two lines can help alleviate this.

Refer to your Linux documentation for further help locating, configuring, starting and stopping Samba.
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3.2.4.

Troubleshooting

If Thinshare cannot connect to a share on the server, try the following steps.

Create a new user account on the server that is sharing out the files. This should remove potential issues
with user password authentication against a Domain Controller and the local server will perform the pass-
word authentication.

Ensure the LAN Manager authentication level is compatible with Thinshare.

Ensure SMB Signing is disabled.

In certain configurations, a Windows computer may be set by the domain controller or group policy to
only use high encryption. Check the LAN Manager authentication level in group policy editor (Control
Panel->Administrative Tools->Loca Security Policy. Or, Start->Run 'gpedit.msc'):

Security Settings->Local Policies->Security Options->Network Security: LAN Manager authentication
Level

Ensure that NT or NTLM keys are accepted and not set to 'Refuse'.

Make sure either LM or NTLM responses are being sent. The default setting in 2000 and XPis"Send LM
& NTLM responses’ or "Send NTLM response only" depending on the service pack.

Another setting that can impact connectivity is the following:

Security Settings->Local Policies->Security Options->Microsoft network server: Digitally sign commu-
nications (always)

This should be set to disabled.

Note: Make sure to run the "gpupdate” command after changing these settings to immediately apply the
security policy.

3.3. Samples Synopsis

3.3.1.

3.3.2.

3.3.3.

Severad sample programs are included with ThinShare. The samples are located in the
\ Sanpl es\ Thi nShar e folder relative to the Dynamic C installation (or in Thi nShar e\ Sanpl es
if the integrate with Dynamic C option was not selected during installation).

hell o_world txt.c-"Hello World.txt"

"Hello World.txt" is the closest to a hello world program for SMB you can probably get. This sample
creates anew file on the server's SMB share and writes "Hello World!" into it.

Requirements: The user has create and write-access to the share.

snbshel | . ¢ -"ThinShell"

ThinShell provides an interactive command-line shell with alarge number of available commands. Many
common commands are available and virtually every aspect of the ThinShare SMB Library is utilized.

Requirements: Varies per command.
cat.c -"View File"

cat isnamed after the UNIX program of the same name. Itislikethe UNIX cat, or the DOS program type.
It smply prints out the contents of atext file to the screen, in this case the Dynamic C stdio window.
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3.3.4.

3.3.5.

3.3.6.

Requirements. Theinput file exists on the server and the user account has read-access to thefile.

cp. c - "Copy File"

cp is named after the UNIX program of the same name. It is like the UNIX cp or the DOS program
copy. Two files are specified, the source and destination. The source file is copied into a new file named
destination.

Requirements: The sourcefile exists on the server and the user account has read-write access to the share.
conpr ehensi ve. ¢ - "Comprehensive File 1/0"
Comprehensive is a fairly comprehensive sample covering almost all of the filesystem based functions.

This sample generates its own files and is thus self-sufficient. It starts by creating adirectory and afilein
that directory. Thefileisthen the subject of therest of the sample: it iswritten to, read from, renamed, etc.

Requirements. The user account must have create and write-access to the share.

net wor k_snb_dunp. c - "Server/Share Information

Dump and Printout"

The Network SMB Dump sample generates a list of machines in the device's current workgroup. It then
getsthelist of shareson the server specified. Thislist can be written to the server aseither atext fileor asa
fileto be printed (a printer spool file). If the print option is attempted, the printer must support line-printer
style print access (non-postscript printers such as many inkjet or dot-matrix printers work well).

Requirements: The workgroup must have amaster browser that is accessible, the user account must have
access to list shares on the server, and the user account must have access to create a print spool file on
the printer (if printing mode is enabled).

10



Chapter 4. Getting Support

Standard technical support is over email. Other levels of support may be negotiated, to increase a support
package contact <i nf o@nbeo. conp.

4.1. What to Provide When Contacting Support

Dynamic C Version

Processor / Development board (i.e., Rabbit 3000, RCM 3200)

Version of ThinShare

ThinShare Configuration (What type of Node?)

Possibly send a copy of your smb_confi g. li b file

Server Configuration Windows/Linux (include OS version, Samba version, etc)
Network Configuration (WINS servers?)

Provide a clear and detailed explanation of the problem experienced including what operations were ex-
ecuted.

4.2. Email Support

Send the information listed above to: <support @nbeo. conr [mailto:support@embeo.com]. We try
to respond within 24-48 hours during regular business hours, Monday thru Friday.

11
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Chapter 5. License Agreement

By downloading, installing, copying, extracting, or otherwise accessing or using the EMBEO THIN-
SHARE LIBRARY (the "SOFTWARE") you agree to al termsin this license agreement. If you do not
agree to any or every part of this license agreement ("LICENSE") DO NOT INSTALL, USE, COPY,
EXTRACT, OR ACCESS the SOFTWARE.

Embeo, Inc. grants the licensee a nonexclusive, nontransferable license to use and copy the SOFTWARE
for usage by thelicensee and those licensed within the licensee's representative business. The SOFTWARE
may not be redistributed, sold, loaned, rented, leased, or re-sold except as a compiled binary inclusion
in another piece of hardware by way of compilation and linking. The licensee may not create derivative
works based on the SOFTWARE.

Embeo, Inc. disclaims all warranties, express or implied, that the software is fit for a particular purpose,
accurate, or error-free. Embeo, Inc. does not guarantee any frequency of fixes, updates, or modifications
to the SOFTWARE.

Embeo, Inc. will provide THE SOFTWARE in abinary and/or encrypted format to the licensee. All copies
of the software are to remain within the licensed company.

The licensee may not directly or indirectly via a third party, decompile, reverse engineer, disassemble,
or otherwise attempt to access the source code of the SOFTWARE. Nor may the licensee alter, modify,
extract, derive, or reference, the source code in any way.

The licensee agrees not to hold Embeo, Inc. liable for any problems, monetary losses, or damages encoun-
tered through use, misuse, non-use, or inability to use the SOFTWARE.

Embeo, Inc. shall provide software updates to fix known bugs ("bugfixes"). These updates will occur on
Embeo's schedule. Thislicense does not guarantee any specific frequency of releases nor doesit guarantee
any discrete period between notification of a bug and the fix.

Embeo, Inc. shall provide technical support to the licensee, and only the licensee, viaemail and not to the
licensee's customers or clients.

12
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Chapter 6. Basic Configuration and
Startup

ThinShare has both compile-time and run-time configuration options. This section covers both of these
and SMB system initialization.

6.1. SMB Options

The following describes the basic compile time configuration options for the SMB system.

6.1.1. Host/Group Name

The Rabbit's host name and workgroup/domain name can be set at compile time using the following op-

tional macros:

/*

* User macro to enable auto registration of SMB node nane (Conputer nane)

* #defi ne SMB_NODE_NAME " nane"

*

* User macro to enable auto registration of SMB group nane (Wbrkgroup/ Donai n)
* #def i ne SMB_WORKGROUP_NAME " gr oup"

*

*

These names can be a maximum of 15 characters and must not begin with a ™. If the strings are longer,
they will be truncated. These names can be set or changed at runtime by usingthesnb_set _nodenane
andsnb_set w kgr pnane functions.

6.1.2. Enabling the Browse Service

The Browse Service causes computer icons to appear in Network Neighborhood or My Network Places
in Windows. It also alows searching for other machines and available shares. Sinceiit is not required for
proper SMB functionality, it is disabled by default. It can be enabled at compilation with the following
macro:

/*

* User macro to enable SMB Browse service (makes icon appear in network

* nei ghbor hood) .

* #defi ne SVB_BROWSE_ENABLE<i ndext er me<pri mar y>SMB_BROANSE_ENABLE</ pri mary></in
*/

Note: In order to see anicon for the device in Network Neighborhood/My Network Places, there must be
amaster or backup browser for the workgroup (see Chapter 10, Browse Service). Also, it may take up to
12 minutes for the list to be refreshed.
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Basic Configuration and Startup

6.2. System Startup

A cdl tosmb_i nit will start the NetBIOS subsystem and then initialize the SMB layer. Below is a
sample skeleton program:

/* Sinple SMB Program */
#memmp xmem

#defi ne SVMB_NODE_NAME " RCM2200"

#def i ne SMB_WORKGROUP_NAME "wor kgr oup™
#define TCPCONFIG 3 /* ethernet with dhcp */
#use "dcrtcp.lib"

#use "snb.lib"

mai n()

{

ifconfig( ... ); [// Initialize the network interfaces
sock_init(); [/ Startup the TCP/IP system

if (snb_init() == _SMB NOERRORS) //Start Netbios & SMB
printf("SMB systemlnit Success!\n");
el se printf("SMB systemlInit Failed.\n");

/1 User SMB work here...
snb_tick(); //Maintain health of the SMB system

// Addi tional User SMB work here. ..

Itisimportant to notethecall tosnb_ti ck. If the Browse Serviceisenabled, snb_t i ck must becalled
periodicaly to keep it running well. All SMB functions, however, automatically maintain the NetBIOS
subsystem and containacall tot cp_t i ck. Thismeansthat if the SMB subsystem is under frequent use,
the software developer should not have to make explicit callstot cp_t i ck. If there are times, however,
when SMB functionality isnot used for sometime, thenitisadvisableto makecallstosnb_t i ck, which
also maintains the Netbios and TCP/IP systems. This insures that the ThinShare system runs smoothly.
Once the SMB system is started, any callstot cp_ti ck can be replaced by callsto snmb_ti ck since
it containsacal totcp_ti ck.
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Chapter 7. SMB Sessions

Before an SMB client can open any files on agiven server, the client must open a session with the server.
Thesnmb_connect andsnb_di sconnect functions handle the work of opening and closing sessions
with the desired SMB server. When a session is created, the user must supply the server name and the
share name to access as well as a username and password if needed. An SMB Session ID (SID) is then
returned and is used to identify the session in future SMB function calls. For example, when file operations
such as read and write are performed.

/* Opening an SMB Session */
int sid;

/] Create session on \\server\share
sid = snb_connect ("server", "share", "usernane", "password");
if (sid<0) {

printf("Session Setup Failed.\n");

return -1;

}

el se printf("Session Setup Success!\n");
/1 Do sonme file operations...

/1A'l done, close session
snb_di sconnect (sid);

Once a session is opened by connecting to a share, any files or directories within that share may be
accessed provided the user has appropriate access permissions. It is important to remember that the
concept of current path or present working directory goes no further than the root of the share itself.
This means that files must be opened using paths relative to the share. For example, to open the file:
\\server\share\directory\subdirectory\file.ext, asession must first be opened to
\\ server\ shar e followed by an open call onthefiledi r ect or y\ subdi rectory\fil e. ext.
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Chapter 8. File Operations

Once a session is opened on a server, any number of file system operations can be performed. The AP
for file operations roughly mirrors the standard UNIX file [/O system call interface. The major difference
being that a SID must be supplied asthefirst parameter to distinguish between open onswhen opening,
renaming, or deleting files. Refer to Part 111, “Function Reference” for more details about this.

ThinShare includes versions of the standard functions: cr eat , open, cl ose,read,writ e, | seek,
stat,fstat,rename,unlink,chnmod, andut i me. Thesefunctionsareintuitive to use, having been
designed to operate like their UNIX counterparts.

8.1. Opening and Closing Files

Opening filesis done with snb_creat or snb_open. The standard snb_open can be used to open
filesfor reading or writing, whereassnb_cr eat ismainly used to create files and therefore opens them
for writing. If sb_cr eat is applied to an existing file, the file contents are truncated to zero bytes.
These two functionsreturn file descriptors used in future operations on the opened file. When accessto the
fileis no longer needed, snb_cl ose should be called to close the file on the server and de-allocate the
file descriptor. There are alimited number ( SMB_FTAB_SIZE) of file descriptors within the ThinShare
SMB file API and therefore, a maximum number of simultaneously opened files.

8.2. Reading And Writing to Files

Files can be read from or written to using the functions snb_r ead and snb_wr i t e. These functions
require file descriptors (as returned by snb_creat or snb_open) to identify the file. The user must
also supply abuffer for data transfer as well as the number of bytesto transfer.

Aswiththe UNIX filel/O system call interface, file accessis sequential. This meansthat successive reads
or writes continue from the ending position in the file of the previous call. For example, suppose anew a
fileiscreated and two 100 bytesnmb_wr i t e'sareappliedtoit. At the end of thefirst writethe file has 100
bytes of data. The second write will start at byte 101 and continue to write 100 more bytes resulting in a
200 bytefilesize. Internally, the file position is maintained as a pointer into the file data. Reads and writes
to files always start at the current position and move the file pointer to reflect the operation performed.
The smb_| seek function modifies the file pointer manually to enable jumps to any place in the file at
any time. This can be useful to read the tail end of afile or return to the beginning of the file. Also if
contiguous reads or writes are unneeded, snb_| seek can significantly reduce the overhead of unneeded
network traffic and processor time.

8.3. Miscellaneous File Operations

Files can be renamed or moved with the snb_r enane function. Because of the session boundaries,
however, they cannot be moved from share to share with this function. Files can also be deleted by calling
snb_unl i nk.

Two stat functions are available to get file status information such as size, attributes, and timestamps. 1f
the fileis currently opened, smb_f st at can be called with the file descriptor to get information about
thefile. If thefileisnot open, smb_st at will return the status information by supplying the file name.

Below is asimple example of file access:
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#def i ne DATABUFSI Z 256
#define FILENAME "textfile.txt"

//Sinmple file access

char buffer[ DATABUFSI Z+1]; //buffer to contain file data
int fd; //file descriptor

// Created server session

/I now open file with read perm ssions
fd = snb_open(sid, FILENAME, SMB_O RDONLY);
printf("Target file opened...\n");

//read first DATABUFSI Z bytes of file

buf f er[ DATABUFSI Z] = 0; //NULL term nate

snb_read(fd, buffer, DATABUFSI Z);

printf("First % characters of %:\n%\n", DATABUFSIZ, FILENANMVE, buffer);

//close file
snb_cl ose(fd);

To change and save file attributes and timestamps back to the server, the functions snb_chnod and
snb_ut i me should be used, respectively. These functionstake aregular filename versusafile descriptor.
Refer to Part |11, “Function Reference” for more information regarding the use of these functions.

19



Chapter 9. Filesystem Directory
Operations

Connecting to an SMB shareissimilar to opening an ftp connection or ashell to aserver. Y ou can perform
operations on files and they are organized into a directory tree, etc. However, there is no concept of a
‘current working directory' (DOS cd command, UNIX pwd command) as far as this API is concerned.
Therefore, there are no change directory operations (such as cd/chdir). Filesarereferenced with their entire
path relative to the share connected viathe snb_connect function call.

Example, with the following path:
\\ Server\Share\Di rectory\Fil e. ext

The connected share on 'Server' is named 'Share’. The file File.ext must always be referred to by the
pathnameDi rect ory\ Fi | e. ext versusjustFi | e. ext.

9.1. Creating and Deleting Directories

Even without the ability to change directories from within an SMB share, they can still be created and
deleted with thedirectory functionssb_nkdi r andsnb_r ndi r . The paths specified to these functions
must also be relative to the root of the share they arein, aswith file names.

9.2. Searching Directories

Directory searches can be performed in any path in a share using the search functions snb_sopen and
snb_sr ead. Thesearchisfirst opened withsmb_sopen, then thereturned names are retrieved with one
or more callsto sb_sr ead. Directory searches support standard wildcards in the path string specified
in smb_sopen. The files in the share root, for example, can be listed by specifying *' as the search
string, while "\ pat h\ *" will list files in the 'path’ subdirectory. Search results can also be filtered by file
attributes such as listing directories only.

To keep overhead low for this functionality, the user must supply the needed data structure to keep the
search information as well as a character buffer to use as a temporary cache for returned filenames. The
size of the buffer should be larger than the number of characters of the longest expected filename. A buffer
size of 50 bytes or greater should suffice for standard filenames.

When search results are no longer needed, a cal to snb_scl ose should be made to reset the search
data structure and release the user's buffer space. Please refer to Part 11, “Function Reference” for more
information about the directory functions.
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Chapter 10. Browse Service

10.1

10.2

The SMB Browse Service is an advertising mechanism that allows SMB clients and servers to make their
presence known on the local network. It iswhat makes the Windows Network Neighborhood/My Network
Places possible. Using the Browse Service, SMB clients and servers announce themselves to adjacent
machines on the network, as well as provide information to the user about themselves such as available
resources.

To enable Browse Service functionality, the SMB_BROWSE_ENABLE macro must be defined, either
in the SMB configuration file or in the user's source file. When the Browse Service is enabled, the SMB
subsystem will automatically announceitself to othersonthe network viacallstosnb_t i ck. Itisbecause
of these periodic announcements that the icons appear within the Network Neighborhood.

Network and Server Operations

An SMB client must know the name of an SMB server before it can open a session with the server. The
snb_Iist_servers functionreturnsalist of serversinthe client'sworkgroup or domain. Within every
workgroup/domain there is a'Master Browser' that maintains alist of servers available within the group,
and snb_1i st _servers getsthe list from this server. If the browser machines are secure, meaning
that they do not accept anonymous connections, the functionsnb_I i st _server s_ex can beused to
get the list. It is possible that there is no Master Browser, which is the case if the Rabbit device is the
only member of the group. Since this SMB suite does not support running as a browser, the Rabbit device
would not be seen from adjacent machines from other workgroups or domains if it is the only member of
itsworkgroup. The functionsnb_1i st _servers_manual can be used in which the user specifies a
server from another workgroup to query for alist of available servers. To search for al available serverson
every workgroups/domain thecommandsnb_I i st _al | _ser ver s can be used. Thisfunction queries
all of the Master Browsers on the network for their list of available servers and concatenates the responses
into asinglelist.

Note: snb_I| i st _ser ver s and related functions always return alist of servers on the queried server's
workgroup/domain.

Once you have a server to connect to, you need to know what shares are available. The function
snb_|ist_shares hasasimilarinterfacetosnb_| i st _server s, but instead of returning alist of
servers, it returns alist of shares on the specified server. Both of these functions require a user-supplied
buffer for storing the returned data. It is important to note, again, that these functions are only available
when the Browse Service is enabled. Refer to Part 111, “Function Reference” for further information re-
gardingtheuseof snb_|ist_serversandsnb _|ist_shares.

Printer Support

The SMB subsystem can create network printer spool files, providing basic line printer support. No specific
printer drivers are included and all print data is assumed to be in raw format, so preformatted data must
be supplied to take advantage of specific printer features beyond basic plain text.

To print adocument, open an SMB session to ashared network printer usingthesmnb_connect function.
Thencall snb_| pt _open to create a printer spool file. The open function will return afile descriptor to
be used with subsequent callsto smb_wr i t e accompanied by the print data. Once the data is written to
thefile, acall tothesnb_I pt _cl ose functionwill closethefile and send the datato the printer. Finally,
snb_di sconnect can be called if there are no more documents to be printed.

For basic plain text documents, the printer may not automatically wrap lines of text, so newline CRLF
control sequences (\ r \ n) should beincluded in the print datain the appropriate |ocations. Further, the last
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Browse Service

three data characters should be\ r \ n\ f , to signal the end of the print document. If these three characters
do not conclude the print data, the printer may indicate an error status or it may wait for further print data.
For an example using the printer, refer to the sample program net wor k_snb_dunp. c.
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Chapter 11. Advanced System

Configuration

ThinShare provides many macrosfor customizing NetBIOS and SMB. They are discussed in thefollowing

subsections.

11.1. NetBIOS Options

The following describes the various compile time configuration options for the underlying NetBIOS sub-

system.

11.1.1. Node Type

The NetBIOS system can operate in one of three node types: B, P, or M. B-nodes operate in the absence
of aWINS (NBNS) server, whereas P-node or M-nodes use WINS for name registration and resolution.
The operational differences between these node typesis beyond the scope of this document, however, they
can be found in RFC1001. The node type may be configured statically at compile-time or dynamically at
run-time. For static node type configuration, one of the following macros may be defined:

* User configurable

/

*

* NETBI O5_B_NODE -
*  NETBI OS_P_NODE -
*  NETBI O5_M NODE -
*  NETBI OS_ALL_NODE -
*
*
*

Using B or P may
/

node-type nacros (define one only)

B- node support only: broadcast node (smallest code)

P- node support only: point-to-point node

M node support only: mi xed-npde node; mixed B and P
Dynami ¢ Support of all Nodes (runtime configuration)

significantly reduce object code size.

If the node type is not defined at compile-time, B-node configuration will be used. If dynamic mode is
selected, the node typeisconfigured automatically depending on thelocal | P addressand WINS | P address,

if used.

11.1.2. WINS Server

The default WINS server is specified by the following macro:

/* User macro to setup the default NBNS (M P nodes only):
* #define SMB_ WNS _SERVER "[dotted IP string]"”

*/

It can be set or changed at runtime using the snb_set _ W NS function.

11.1.3. DHCP Support (Dynamic C 8.30 and Later)

The NetBIOS system's WINS server can also be configured over DHCP (i.e. the DHCP Server fillsin
DHCP Option 44). The following example illustrates the setup of DHCP WINS Support.
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DHCP Cal | back for WNS/ NBNS server: SMB DHCP_CALLBACK
Exampl e:
char dhcp_opts[];
dhcp_opts[] = {DHCP_VN _NBNS}; //DHCP option for WNS/ NBNS server
i pconfig(lF_ETHO,
| FS_DHCP, 1,

| FS_DHCP_OPTI ONS, 1, &dhcp_opts, SMB_DHCP_CALLBACK,
| FS_END); //sets dhcp systemto call SMB DHCP_CALLBACK for WNS

¥ 0%k ok Sk X 3k X kX X X Xk

~

If WINS server information is acquired by the use of DHCP, Dynamic C 8.30 or later must be used.
However, if WINS is not used, the Dynamic C version 7.05 and later DHCP system is supported.

11.2. SMB Configuration File and Macros

There are many configuration tuning parameters that can be utilized to tailor the performance of
ThinShare as desired for any application. They will not be discussed here, but the configuration file
snb_config. | i b contains the complete collection as well as the basic options discussed in this doc-
ument.

All configuration options are listed in the standard snb_conf i g. | i b. Each option in the file is docu-
mented as to its purpose. Tousesnb_confi g. | i b, simply #use' it beforesnb. | i b. Any option in
snb_config.|ib that is commented out will be set to its default value (defaults are specified in the
file). To use an option, simply uncomment the line and change the value to the desired setting. It isimpor-
tant to note that any options defined within smb_confi g. | i b must not also be specified in the main
program's .c file or compilation errors will result due to duplicate macro definitions. It is easiest just to
define all the optionsin one place.

Usingsnb_config. li b, itispossible to create multiple custom configuration files and use different
configurations per project. They must also be listed in the LI B. DI R file as the Dynamic C compiler
requires. Below isalisting of afew of the many ThinShare configuration options available:

Node Name Security Key Types
Workgroup/Domain Name Max Number of Open Files

WINS IP Address Max Number of Concurrent Sessions
Node Type Various Internal Buffer Sizes
Browse Service Enable/Disable Host Resolution Name Cache Size

Refertosnb_confi g. | i b for afull description of the available configuration options.
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Part Ill. Function Reference




Name

smb_chmod
Synopsis

int snb_chnod(int sid, char *nane, uintl1l6 st_attributes);

Description

chnod sets the file's attributes to 'st_attributes'.

NOTE: Not all attributes are supported on all SMB servers.

The archive and readonly attributes are the nost wi dely
supported. In sonme cases the attributes can be read but not
set. (SAMBA under Linux and nmany NAS drives do not fully support
attributes).

Parameters
PARAMETERL: SMB session id
PARAMETER2: filenane to set the attributes on
PARAMETER3: new attri butes

st _attributes can be any nunber of the following bit flags OR d

t oget her:

#define _SMB FSI O READONLY 0x0001
#define _SMB FSI O H DDEN 0x0002
#define _SMB FSI O SYSTEM 0x0004
#define _SMB FSI O ARCH VE 0x0020

Return Value

0 on success.
on error (<0):

_SMB_ERR | NVAL_PARAMETERS - filenanme null or too |ong

_SMB_ERR | NVAL_PATH - invalid filenanme path

_SMB ERR FILE NOT_FOUND - file doesn't exist

_SMB_ERR _ACCESS_DEN ED - bad file access perm ssions
_SMB_ERR | NVAL_SHARE - bad sharing node on file/server err
_SMB ERR INVAL_TID - internal data error

_SMB ERR I NVAL_UI D - internal data error

_SMB_ERR _MALFORMED - server success but mal formed snb
_SMB_ERR TI MEQUT - fatal timeout waiting for response
_SMB_ERR_TRANSPORT - fatal NetBIOS error in send/recv
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See Also

snmb_utime,snb_fstat,snb_stat
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Name

smb_close
Synopsis

int snb_close(int fd);

Description

Cl oses open file descriptor 'fd" and returns the resources used
to the open file table.

Parameters

PARAMETERL: file descriptor

Return Value

0 on success

on error (<0):

_SMB_ERR | NVAL_FD - invalid file descriptor

_SMB_ERR TI MEQUT - fatal tineout waiting for response

_SMB_ERR_TRANSPORT - fatal NetBIOS error in send/recv
See Also

snmb_wite,snb_read,snb_open
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Name

smb_connect
Synopsis

int snb_connect(char *server, char *share,
char *user, char *passwd);

Description

Opens an SMB session to a server on a given path. Usernane is
aut henticated with NT and/or NTLM session keys generated

from password dependi ng on _SMB AUTH USE_NT / _SMB AUTH USE LM
Return val ue on success is a session id used in other snb
conmands. All fields (except passwd) are case insensitive.

To di sabl e NT/NTLM or LM keys define the respective macro to
0, likewise to use it define it to 1 (default).

NT/ NTLM - _SMB_AUTH_USE_NT

LM - _SMB_AUTH USE LM

EXAMPLE: To connect to \\SERVER SHARE:

sid = snmb_connect ("server", "share", "user", "password");
Parameters

PARAMETERL: server's NetBI OGS nane (no backsl ashes) (nmax |ength 15,
truncated if |onger)

PARAMETER2: share on server (\SHARE or SHARE) (nax |ength
_SMB_MAXSHARE, default: 80)

PARAMETER3: usernane (max |ength _SMB MAXUN, default: 20)

PARAMETER4: password (max |ength _SMB MAXPW default: 128)

Return Value
on success (>=0): snb session id (sid)
on error (<0):

_SMB_ERR | NVAL_PARAMETERS - Share/server/user/passwd too | ong

or server/share null
_SMB ERR QUT_OF_SID - CQut of SMB sessions/too nany connections
_SMB_ERR HOST_NOT_FOUND - Server not found/did not respond
_SMB_ERR ACCESS DEN ED - Bad user/password or access perim ssions
_SMB ERR I NVAL_PATH - Invalid share formt
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smb_connect

_SMB_ERR | NVAL_SHARE - Share nane is invalid/mssing
_SMB ERR CALL - Could not establish connection with Server
_SVMB_ERR UNSUPPORTED DI ALECT - Inconpatable wi th Server
_SMB_ERR UNSUPPORTED_FLAG - Incompatable with Server

_SMB_ERR TRANSPORT - Fatal error in NetBlOS | ayer send/recv
_SMB_ ERR TIMEQUT - Tinmed out waiting for response. Fatal error.

See Also

snb_di sconnect,snb_open, snb_sopen
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Name
smb_convutime
Synopsis

void snb_convutine(snb_utine_t utine, snb_datetine *dt);

Description

Cal cul ates current date/tinme info froma given unix tinme 'uting'
UNI X tinme is based on the nunber of seconds since
Jan 1, 1970 00:00: 00.0 UTC

snb_convutine takes into account |eap year (every four years
starting 2/29/1972). Assunmes no dates before 1972 to sinplify
cal cul ati ons.

typedef struct {
uint 16 sec;
uint16 mn;

uint 16 hour; /1 24 hour format

ui nt 16 day; /1 day of month

ui nt 16 nont h; /1 1=Jan, 2=Feb, etc

uint16 year; /1 four digit digit format, ie 2003

} snb_datetine;

Time format: hour:nn:sec
Date format: nonth/day/year

Parameters

PARAVETERL: input tine in UNIX time fornat
PARAMETER2: pointer to snb _datetinme struct to save date/tinme info into

Return Value

none.

See Also

snmb_nkuti me,snmb_fstat,snb_stat
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Name
smb_creat

Synopsis

int snb_creat(int sid, char *nane);

Description
creat creates a new file named 'nane' on the SMB session 'sid'.
If the file exists, creat will truncate the file to zero bytes.

Returns a file descriptor to be used with other SMB file I/0
functions such as snb_ wite, snb read, and snb_cl ose.

Parameters

PARAVETERL: SMB session descri ptor
PARAVETER2: filenanme of file to create

Return Value

on success (>=0):

file descriptor to be used in calls to snb_read, snb_wite, and
snb_cl ose.

on error (<0):

_SMB_ERR | NVAL_PARAMETERS - bad fil enane

_SMB_ERR_NO_RESOURCES - out of file descriptors

_SMB_ERR | NVAL_PATH - invalid fil ename path

_SMB_ERR FILE_ NOT_FOUND - file doesn't exist

_SMB_ERR _ACCESS_DENI ED - bad file access perm ssions

_SMB_ERR | NVAL_SHARE - bad sharing node on file/server err

_SVMB_ERR I NVAL_TI D - internal data error

_SMB_ERR | NVAL_UI D - internal data error

_SMB_ERR_MALFORMED - server success but mal forned snb

_SMB_ERR TI MEQUT - fatal tineout waiting for response

_SMB_ERR_TRANSPORT - fatal NetBIOS error in send/recv
See Also

snmb_wite,smb_read,snb_cl ose
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Name

smb_datetime
Synopsis

typedef struct _snmb_datetinme {
uint 16 sec; /1 seconds
uint16 mn; /1 mnutes
uint 16 hour; /1 24 hour format
ui nt 16 day; /1 day of the month (starting with 1)
ui nt 16 nont h; /1 1=Jan, 2=Feb, etc
uintl16 year; /1 four digit year, ie 2004

} snb_datetine;

Description

Data structure for use with snb_nkutime and snb_convuti ne
functions.

See Also

snb_nkuti nme,snb_convuti me
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Name

smb_dir_info
Synopsis

typedef struct _smb dir_info {

char count; /I number of valid filenane pointers

char *filenane[ _SMB DIR SRCH SI ZE]; //array of fil enanes
} snb_dir_info;

Description

Data structure for use with the snmb _sread() directory searching
function. It is returned via a user supplied address to a
"snb_dir_info' pointer {& snb dir_info *)}.

"count' is the nunber of valid filenanmes in the 'fil enange’
array.

A fixed nmaxi mum nunber of filenames will be returned, set by the
_SMB DI R SRCH SI ZE configuration paranmeter. Fewer may be

returned if the nanes are lengthy or if they are the |last of the
search results.

See Also

snb_sread,snb_sopen,snb_scl ose




Name

smb_disconnect
Synopsis

i nt snb_di sconnect (int sid);

Description

cl oses an open SMB session

Parameters

PARAMETERL: session id of open session to close

Return Value
on success: _SMB_NOERRORS
on error (<0):

_SMB_NOERRORS
“SMB_ERR INVAL_SID - SIDis invalid

In the foll owing cases the session is |locally disconnected
and all resources are deallocated, despite errors:

_SMB_ERR TRANSPORT - Error in NetBlIOS | ayer send/recv
_SMB_ERR TIMEQUT - Tined out waiting for response.

See Also

snb_connect
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Name

smb_fchmod
Synopsis

int snb_fchnod(int fid, uintl6 st_attributes);

Description

fchnod sets the file's attributes to 'st_attributes'.

Parameters

PARAMETERL: file descriptor
PARAMETER2: new attri butes

st _attributes can be any nunber of the following bit flags OR d

t oget her:

#define _SMB_FSI O READONLY 0x0001
#define _SMB_FSI O_H DDEN 0x0002
#define _SMB_FSI O SYSTEM 0x0004
#define _SMB_FSI O VOLUVE 0x0008
#define _SMB FSI O DI RECTORY  0x0010
#define _SMB_FSI O ARCH VE 0x0020

Return Value

0 on success, < 0 on error.

See Also

snmb_utime,snb_fstat,snb_stat,snb_chnod
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Name
smb_fstat

Synopsis

int snb_fstat(int fd, struct snb_stat t *stat);

Description

fstat gets information about an open file on file descriptor
'fd" and saves it in the user-supplied snb_stat t structure.

The snmb_stat t structure contains the file's size, attributes,
and nodification tine.

struct smb_stat t {

ui nt 32 st _si ze; /1 total size in bytes
uint 16 st _attributes; // DOS attributes
snb_utinme t st _tine; /1l time of last data nodification

b

The nodification time, st _tinme, can be converted to useful
terns via the snmb_convutine function.

NOTE: The time returned by snb_fstat has a 2 second resol ution
and thus may be off conpared to the time returned to snb_stat.

Parameters

PARAMETERL: file descriptor
PARAMETER2: pointer to snmb_stat t structure

st _attributes can be any nunber of the following bit flags OR d

t oget her:

#defi ne _SMB _FSI O READONLY 0x0001
#defi ne _SMB _FSI O H DDEN 0x0002
#defi ne _SMB FSI O SYSTEM 0x0004
#defi ne _SMB_FSI O VOLUME 0x0008
#define _SMB FSI O DI RECTORY  0x0010
#defi ne _SMB _FSI O ARCHI VE 0x0020

Return Value
_SMB_NCERRORS (0) on success.
on error (<0):

_SMB_ERR | NVAL_FD - invalid file descriptor
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_SMB_ERR_ACCESS_DENI ED
_SMB_ERR_| NVAL_SHARE
_SMB_ERR | NVAL_FI D
_SMB_ERR | NVAL_TI D
_SMB_ERR | NVAL_UI D
_SMB_ERR_MALFORVED
_SMB_ERR_TI MEQUT
_SMB_ERR_TRANSPORT

See Also

snb_stat,snb_convuti ne

bad file access perm ssions

bad sharing node on file/server err
internal data error

internal data error

internal data error

server success but mal fornmed snmb
fatal timeout waiting for response
fatal NetBIOS error in send/recv
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Name

smb_get comment
Synopsis

char *snb_get _coment ();

Description

Cets the browse coment.

SVMB_BROWBE ENABLE nust be defined to use this function.

Return Value

Br owse comment

See Also

snb_set _conment
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Name

smb_get nodename
Synopsis

char *snb_get nodenane(void);

Description

Ret urns the node nane.

Return Value

Pointer to string contai ning node nane.

See Also

snb_set nodenane
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Name
smb_get _nodetype

Synopsis

uint 8 snb_get nodet ype();

Description

Gets the Net Bl OS node type.

Return Value

Node type which is one of the follow ng:

SMB_BNODE = Broadcast node

SMB_MNODE = M xed- node node

SMB_PNODE = Poi nt-to-poi nt node
See Also

snb_set _nodet ype

41



Name
smb_get WINS

Synopsis

uint16 snmb_get WNS(uint32 *wi ns, uintl6 count);

Description

Returns '"count' itens fromthe NBNS name table.

Parameters
PARAVETERL: An array | arge enough to hold 'count’ NBNS server |P addresses

PARAMETER2: Max nunber |IPs to return.

Return Value

Nunber of NBNS servers returned.

See Also

snmb_set WNS
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Name

smb_get wrkgrpname
Synopsis

char *snb_get _w kgrpnane(voi d);

Description

Returns the workgroup nane.

Return Value

Pointer to string containing workgroup nane.

See Also

snb_set _w kgr pnane
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Name

smb _init
Synopsis

int snb_init(void);

Description

Starts the snb/cifs client system (and nethios). |If nane nacros
SVB_NODE_NAME or SMB_WORKGROUP_NAME are defined, the nanes will
be regi stered autonatically.

snb_init nust be called before other SMB functi ons.

Return Value

_ SMB_NCERRORS - Systemstarted nornally.

_SMB_ERR NAME_ASSI GNMVENT - A defined nane SVMB_NODE NAME or
SVMB_WORKGROUP_NAME coul d not be
regi stered.




Name

smb _list_al servers

Synopsis

int smb_list_all_servers(snb_server_info *srvinf, void *buffer

Description

i nt bufsize, char *user, char *pass);

Gets a list of all the machines on the network. Servers |ist
is generated fromall responding |ocal naster browsers. Only
machi ne nanes of those nachines in workgroups that have master
browsers will be returned.

This function will block for _SVMB MASTER BROASE WAI T
mlliseconds (default 50ns) waiting for nmaster browse servers

to respond.

If there is no response or mninmal responses,

i ncrease the value of _SMB MASTER BRONMSE WAIT via a define or
call this function nmultiple tines.

SVMB_BROWBE ENABLE nust be defined to use this function

In sonme network configurations it is necessary to supply a
val i d user nane/ password conbi nation

O herwi se to specify an anonynous connection, call as foll ows:

snb_list _all_servers(&srvinf, & ecvbuf, RECVBUFSIZ, "\0", "\0");

Al ternatively the usernane "guest" nmmy be attenpted.

Parameters

PARAMETERL:

PARAMETERZ:

PARAMETERS:
PARAVETER4:
PARAMETERS:

Pointer to valid snb_server_info structure to contain returned
server count and list.

t ypedef struct {
int count; //nunmber of server strings in name array
int total; //total nunber of servers available
char **nane; //char *nanme[count] - list of server names
} snb_server_info;

User-all ocated nenory that will contain list of returned server
nanes.

Size of buffer in bytes.

Usernanme for server connection (for anonynmous use NULL)
Password for server connection (for anonynmous use NULL)
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Return Value
on success: _SMB NOERRCRS
on error (<0):

_SMB_ERR | NVAL_PARAMETERS - null srvinf or buffer param
_SMB_ERR NO MSBROWSE - no | ocal naster browser servers found

See Also

snb_|ist_servers,snb _|ist _servers_ex,snb_server_info
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Name
smb _list_servers
Synopsis

int snb_list _servers(snb_server_info *srvinf, void *buffer
i nt bufsize);

Description

Gets a list of nachines on the network in the current workgroup
Queries the workgroup/ domain's master browser for the Iist of
servers in the workgroup.

This function can block for a maxi mumof _SMB BU LI ST_MAX WAIT
mlliseconds (default 5000ns).

SVMB_BROWSE ENABLE nust be defined to use this function
Sone servers will not allow anonynbus connections, and the
snb_list_servers function uses an anonynous connection. To

connect to these servers use the snb_list_servers_ex() function

int snb_Iist_servers_ex(snb_server_info *srvinf, void *buffer
i nt bufsize, char *user, char *password);

Parameters

PARAMETERL: Pointer to valid smb_server _info structure to contain returned
server count and list.

typedef struct {
int count; //number of server strings in nane array
int total; //total nunber of servers available
char **nane; //char *name[count] - list of server names
} snb_server _info;

PARAMETER2: User-all ocated nenory that will contain list of returned server

nanes.
PARAMETER3: Size of buffer in bytes.

Return Value

on success:

_SMB_NCERRORS
_SMB_MOREDATA - nore servers available than can fit in SMB

on error (<0):
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_SMB_ERR | NVAL_PARAMETERS - null srvinf or buffer param
_SMB_ERR BU TI MEQUT - backup server didn't respond in time
_SMB ERR SERVI CE_NOT_RUNNI NG - server not a naster browser
_SMB_ERR NO RESQURCES - server out of connections/not master
_SMB_ERR UNKNOWN - server nost |ikely not a naster browser
_SMB_ERR PARAMCOUNT - I nconpatable with server

_SVMB_ERR WORDCOUNT - I nconpatable w th server

_SMB_ERR | NVAL_PARAMETERS - User/passwd too | ong

_SMB ERR QUT_OF_SID - CQut of SMB sessions/too nmany connections
_SMB_ERR HOST_NOT_FOUND - Server not found/did not respond
_SMB_ERR ACCESS DENI ED - Bad user/password or access perim Sssions
_SMB ERR I NVAL_PATH - Invalid share formt

_SMB_ERR | NVAL_SHARE - Share nane is invalid/mssing
_SMB ERR CALL - Could not establish Connection with server
_SVMB_ERR UNSUPPORTED DI ALECT - Inconpatable with server
_SMB_ERR UNSUPPORTED_FLAG - Incompatable with server

_SMB_ERR TRANSPORT - Fatal error in NetBlOS | ayer send/recv
_SMB_ ERR TI MEQUT - Tinmed out waiting for response. Fatal error.

See Also

snb_|ist_servers_nanual ,snb_server _info,snb _|ist_servers_ex
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Name

smb _list_servers ex
Synopsis

int snb_|ist _servers_ex(snb_server_info *srvinf, void *buffer
i nt bufsize, char *user, char *pass);

Description

Gets a list of nachines on the network in the current workgroup
Queries the workgroup/ domain's master browser for the Iist of
servers in the workgroup.

This function can block for a maxi mumof _SMB BU LI ST_MAX WAIT
mlliseconds (default 5000ns).

SVMB_BROWSE ENABLE nust be defined to use this function

Parameters

PARAMETERL: Pointer to valid snmb _server _info structure to contain returned
server count and list.

typedef struct {
int count; //number of server strings in nane array
int total; //total nunber of servers available
char **nane; //char *name[count] - list of server names
} snb_server _info;

PARAMETER2: User-all ocated nenory that will contain list of returned server
nanes.

PARAMETER3: Size of buffer in bytes.

PARAMETER4: Usernanme for server connection

PARAMETERS: Password for server connection

Return Value

on success:

_SMB_NCERRORS
_SMB_MOREDATA - nore servers available than can fit in SMB

on error (<0):

_SMB_ERR | NVAL_PARAMETERS - null srvinf or buffer param
_SMB_ERR BU TI MEQUT - backup server didn't respond in time
_SMB_ERR SERVI CE_NOT_RUNNI NG - server not a naster browser
_SMB_ERR NO RESQURCES - server out of connections/not master

49



smb_list_servers ex

_SMB_ERR UNKNOWN - server nost |ikely not a naster browser
_SMB_ERR PARAMCOUNT - I nconpatable with server

_SVMB_ERR WORDCOUNT - | nconpatable wi th server

_SMB_ERR | NVAL_PARAMETERS - User/passwd too | ong

_SMB ERR QUT_OF_SID - CQut of SMB sessions/too nmany connections
_SMB_ERR HOST_NOT_FOUND - Server not found/did not respond
_SMB_ERR ACCESS DEN ED - Bad user/password or access perim Sssions
_SMB ERR I NVAL_PATH - Invalid share formt

_SMB_ERR | NVAL_SHARE - Share nane is invalid/mssing
_SMB ERR CALL - Could not establish Connection with server
_SVMB_ERR UNSUPPORTED DI ALECT - Inconpatable with server
_SMB_ERR UNSUPPORTED_FLAG - Incompatable with server

_SMB_ERR TRANSPORT - Fatal error in NetBlOS | ayer send/recv
_SMB_ ERR TIMEQUT - Tinmed out waiting for response. Fatal error.

See Also

snb_|ist_servers_manual ,snb_server _info,snb _|ist_servers
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Name

smb _list_servers manual

Synopsis

int smb_Iist_servers_manual (char *server,

Description

snb_server _info *srvinf,
void *buffer, int bufsize,
char *user, char *pass);

Gets a list of machines on the network in the workgroup of the
naned server. Queries 'server' for the list of servers inits

wor kgr oup.

This is a manual version of snb |ist _servers which all ows
qguerying any server for its server list. Not all servers keep

this |ist,

and they will respond with no list or an error

Most servers use anonynous connections, call as follows:

snb_|ist _servers_manual (server, &srvinf, & ecvbuf, RECVBUFSI Z,

"\0", "\0");

Sone servers will not allow anonynbus connections. To connect
to these servers specify a valid usernane/ password.

SVMB_BROWBE ENABLE nust be defined to use this function

Parameters

PARAMETERL:
PARAMETERZ:

PARAMETERS:

PARAVETER4:
PARAMETERS:
PARAMETERG:

Net Bl OS nanme of server to query for server list (max |length 15)
Pointer to valid snb_server_info structure to contain returned
server count and list.

t ypedef struct {
int count; //nunmber of server strings in name array
int total; //total nunber of servers available
char **nane; //char *nanme[count] - list of server names
} snb_server_info;

User-all ocated nenory that will contain list of returned server
nanes.

Size of buffer in bytes.

Usernanme for server connection (for anonynmous use NULL)
Password for server connection (for anonynmous use NULL)
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Return Value

on success:

_SMB_NCERRORS
_SMB_MOREDATA - nore servers available than can fit in SMB

on error (<0):

_SMB_ERR SERVI CE_NOT_RUNNI NG - server not a naster browser

_SMB_ERR NO RESQURCES - server out of connections/not master

_SMB_ERR UNKNOWN - server nost |ikely not a naster browser

_SMB_ERR PARAMCOUNT - I nconpatable with server

_SMB_ERR WORDCCOUNT - | nconpatable with server

_SMB_ERR | NVAL_PARAMETERS - Server/user/passwd too |long or null
srvi nf/buffer paramns

_SMB ERR QUT_OF_SID - CQut of SMB sessions/too nany connections

_SMB_ERR HOST_NOT_FOUND - Server not found/did not respond

_SMB_ERR ACCESS DEN ED - Bad user/password or access perim ssions

_SMB ERR I NVAL_PATH - Invalid share formt

_SMB_ERR | NVAL_SHARE - Share nane is invalid/mssing

_SMB ERR CALL - Could not establish Connection with server

_SMB_ERR UNSUPPORTED DI ALECT - Inconpatable with server

_SMB_ERR UNSUPPORTED_FLAG - Incompatable with server

_SMB_ERR TRANSPORT - Fatal error in NetBlOS | ayer send/recv

_SMB_ ERR TIMEQUT - Tined out waiting for response. Fatal error.

See Also

snb_|ist_servers,snb _|ist _servers_ex,snb_server_info
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Name

smb _list_shares
Synopsis

int snb_list_shares(char *server, snb_share_info *shrinf,
void *buffer, int bufsize);

Description
Cets a list of available shares on the naned server.

Sone servers will not allow anonynbus connections, and the
snb_list_shares function uses an anonynous connection. To
connect to these servers use the snb_list_shares_ex() function

int snb_Iist_shares_ex(char *server, snb_share_info *shrinf,
void *buffer, int bufsize, char *user, char *pass);

SVMB_BROWSE ENABLE nust be defined to use this function

Parameters

PARAMETERL: Net Bl OS name of server to query for share |ist.
PARAMETER2: Pointer to valid snmb_share info structure to contain returned
share count and |ist.

typedef struct {

int count; //number of shares returned

int total; [//total nunber of shares avail able

char **nane; //char *name[count] - list of server names
} snb_server _info;

PARAMETER3: User-all ocated nenory that will contain |ist of returned shares
PARAMETER4: Size of buffer in bytes

Return Value
on success: _SMB NOERRCRS
on error (<0):

_SMB_ERR SERVI CE_NOT_RUNNI NG - Server not running
_SMB_ERR ACCESS DEN ED - Bad user/password or access perim ssions
_SMB_ERR NO RESOQURCES - Server out of connections/not master
_SMB_ERR | NVAL_PARAMETERS - Server name too |ong or nul

shrinf or buffer parans
_SMB ERR QUT_OF_SID - CQut of SMB sessions/too nmany connections
_SMB_ERR HOST_NOT_FOUND - Server not found/did not respond
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_SMB_ERR | NVAL_PATH - Bad server name format/not a server
_SMB_ERR | NVAL_SHARE - Server not running as a server
_SMB ERR CALL - Could not establish connection with server
_SVMB_ERR UNSUPPORTED DI ALECT - Inconpatable with server
_SMB_ERR UNSUPPORTED_FLAG - Incompatable with server

_SMB_ERR UNKNOWN - | nconpatible with server or server error
_SMB_ERR PARAMCOUNT - I nconpatable with server

_SVMB_ERR WORDCOUNT - I nconpatable w th server

_SMB_ERR TRANSPORT - Fatal error in NetBlOS | ayer send/recv
_SMB_ ERR TIMEQUT - Tinmed out waiting for response. Fatal error.

See Also

snb_|ist _shares_ex,snb_share_info




Name

smb _list_shares ex
Synopsis

int snb_list _shares_ex(char *server, snb_share_info *shrinf,
void *buffer, int bufsize, char *user, char *pass);

Description

Cets a list of avail able shares on the naned server.

Parameters

PARAMETERL: Net Bl OS name of server to query for share |ist.
PARAMETER2: Pointer to valid snmb_share info structure to contain returned
share count and |ist.

t ypedef struct {

int count; //number of shares returned

int total; [//total nunber of shares avail able

char **nane; //char *name[count] - list of server names
} snb_server _info;

SVMB_BROWBE ENABLE nust be defined to use this function.

PARAMETER3: User-all ocated nenory that will contain |ist of returned shares
PARAMETER4: Size of buffer in bytes

PARAMETERS5: Usernanme for server connection

PARAMETERG: Password for server connection

Return Value
on success: _SMB NOERRCRS
on error (<0):

_SMB_ERR SERVI CE_NOT_RUNNI NG - Server not running
_SMB_ERR ACCESS DENI ED - Bad user/password or access perim ssions
_SMB_ERR NO RESOQURCES - Server out of connections/not master
_SMB_ERR | NVAL_PARAMETERS - Server/user/passwd too |long or null
shrinf or buffer parans
_SMB ERR QUT_OF_SID - CQut of SMB sessions/too nany connections
_SMB_ERR HOST_NOT_FOUND - Server not found/did not respond
_SMB_ERR | NVAL_PATH - Bad server name format/not a server
_SMB_ERR | NVAL_SHARE - Server not running as a server
_SMB ERR CALL - Could not establish connection with server
_SMB_ERR UNSUPPORTED DI ALECT - Inconpatable with server
_SMB_ERR UNSUPPORTED_FLAG - Incompatable with server
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_SMB_ERR UNKNOWN - | nconpatible with server or server error
_SMB_ERR PARAMCOUNT - I nconpatable with server

_SVMB_ERR WORDCOUNT - | nconpatable wi th server

_SMB_ERR TRANSPORT - Fatal error in NetBlOS | ayer send/recv
_SMB_ ERR TIMEQUT - Tinmed out waiting for response. Fatal error.

See Also

snb_|ist _shares,snb_share_info
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Name

smb_Ipt_close
Synopsis

int snb_Ipt_close(int fd);

Description

Cl oses open printer spool file descriptor 'fd" and returns the
resources to the open file table.

Parameters

PARAMETERL: file descriptor

Return Value

0 on success

on error (<0):

_SMB_ERR | NVAL_FD - invalid file descriptor

_SMB_ERR TI MEQUT - fatal tineout waiting for response

_SMB_ERR_TRANSPORT - fatal NetBIOS error in send/recv
See Also

snmb_wite,smb_| pt_open
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Name

smb_Ipt_open
Synopsis

int snb_| pt_open(int sid, char *nane, int node);

Description

Open a print spool file named 'nane' over SMB session 'sid'.

Actual spool filenane is generated by server by addi ng random

characters to end of 'nanme'.

NOTES about printing:

1. Printer may not auto wap text, user mnust keep track of
width and insert newine control sequences ("\r\n") nmanually.

2. Conplete printout with "\r\n\f" (at the end of last wite)

to cause printer to finish with current page.

These two strings have the foll ow ng defined names:

#defi ne SMB_LPT_NEWLI NE "\r\n"
#def i ne SMB_LPT_END "\r\in\f"
Parameters

PARAVETERL: snb session id
PARAMETER2: printer spool file to create

PARAMETER3: printing node, text or graphics dependi ng on:

SMB_LPT_TEXT_MODE 0
SMB_LPT_GRFX_MODE 1

Return Value

on success (>=0):

i ne

file descriptor to be used in calls to snb_wite, snb_|pt_cl ose

on error (<0):

_SMB_ERR | NVAL_PARAMETERS - spool filenanme null or too |ong,

i nval i d node
_SMB_ERR _NO_RESQURCES - out of file descriptors
_SMB_ERR | NVAL_PATH - invalid filenanme path
_SMB_ERR FI LE_NOT_FQUND file doesn't exist
_SMB_ERR _ACCESS_DEN ED bad file access perm ssions

or
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_SMB_ERR_| NVAL_SHARE
_SMB_ERR | NVAL_TI D
_SMB_ERR | NVAL_UI D
_SMB_ERR_MALFORVED
_SMB_ERR_TI MEQUT
_SMB_ERR_TRANSPORT

See Also

snb_wite,snb | pt_close

bad sharing node on file/server err
internal data error

internal data error

server success but mal fornmed snmb
fatal timeout waiting for response
fatal NetBIOS error in send/recv
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Name
smb_Iseek

Synopsis

uint32 snb_I seek(int fd, int32 offset, int origin);

Description

| seek changes the position of the file read/wite pointer for
the file descriptor 'fd" by 'offset' bytes. The offset is
calcul ated fromthe value of "origin' as foll ows:

SMB_SEEK SET: seek fromthe beginning of file

SMB_SEEK CUR: seek fromcurrent file position
SMB_SEEK END: seek fromend of file

Parameters
PARAMETERL: file descriptor

PARAMETERZ2: nunber of bytes to seek
PARAMETER3: node of of fset

Return Value

new file offset (from beginning of file) (>=0).
on error (<0):

_SMB_ERR | NVAL_FD - invalid file descriptor
_SMB_ERR | NVAL_PARAMETERS - bad origin
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Name

smb_mkdir
Synopsis

int snb_nkdir(int sid, char *path);

Description

Creates directory 'path' on the connection identified by sid.

Parameters
PARAVETERL: SMB Sessi on descri ptor

PARAMETER2: Full path of directory to create (./.. usage is not
al | oned) .

Return Value

One of the follow ng status codes (<0 on error):

_SMB_NCERRORS - Search successfully closed

_SMB_ERR I NVAL_SI D - Invalid SID

_SMB_ERR | NVAL_PATH - Invalid path

_SMB_ERR ACCESS_DENI ED - Access permissions do not allow this

operation

_SVMB_ERR I NVAL_TI D - internal data error

_SMB_ERR_TRANSPORT - Fatal NetBIOS error in send/recv

_SMB_ERR TI MEQUT - Fatal tineout waiting for response
See Also

snb_rndir
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Name

smb_mkutime
Synopsis

snb_utime_t smb_nkutinme(snb_datetine *dt);

Description
Calculates UNIX tinme fromdate/time info fields in "dt'.

UNI X tine is based on the nunber of seconds since
Jan 1, 1970 00: 00: 00.0 UTC

snb_nkutine takes into account |eap year (every four years
starting 2/29/1972).

typedef struct {
uint 16 sec;
uint16 mn;

uint 16 hour; /1 24 hour format

ui nt 16 day; /1 day of month

ui nt 16 nont h; /1 1=Jan, 2=Feb, etc

uint16 year; /1 four digit digit format, ie 2003

} snb_datetine;

Parameters

PARAVETERL: pointer to snb_datetime struct to save date/time info into

Return Value

time in UNI X tine fornat

See Also

snb_convuti me,snmb_fstat,snb_stat
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Name

smb_open
Synopsis

int snb_open(int sid, char *nane, int flags);

Description

Open a filel/named resource 'nane' over the SMB session on 'sid'.
Interface is simlar to the C systemcall 'open'. Returns a
file descriptor (integer) to be used in other SMB file 1/0O
comands such as snb_ wite, snb read, and snb_cl ose.

Parameters

PARAVETERL: snb session id

PARAMETERZ2: filenane to open

PARAMETER3: flags for opening file. flags are nade up of a prinmary file
node which can be bitwise OR d with a nunber of options.

Possi bl e file nodes:

SMB_O RDONLY - opened with read only privl edges
SMB_O VWRONLY - opened with wite only privledges
SMB_O RDVWR - opened with read/wite privledges

which can be BITWSE OR d with any nunber of the foll ow ng:

SMB_O CREAT - if file doesn't exist, create new file

SMB_O EXCL - when used with SMB O CREAT, open fails if file
exi sts

SMB_O TRUNC - if file exists, truncate filesize to zero

(used with SMB_ O WVRONLY or SMB_O RDWR)
append from EOF (used with SMB_O WRONLY or
SMB_O_RDVR)

SVB_O_APPEND

Return Value
on success (>=0):

file descriptor to be used in calls to snb_read, snb_ wite, and
snmb_cl ose.

on error (<0):
_SMB_ERR | NVAL_PARAMETERS - filenanme null or too |ong

_SMB_ERR NO_RESQURCES - out of file descriptors
_SMB_ERR | NVAL_PATH - invalid filenanme path
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_SMB_ERR_FI LE_NOT_FOUND
_SMB_ERR_ACCESS_DENI ED
_SMB_ERR_| NVAL_SHARE
_SMB_ERR | NVAL_TI D
_SMB_ERR | NVAL_UI D
_SMB_ERR_MALFORVED
_SMB_ERR_TI MEQUT
_SMB_ERR_TRANSPORT

See Also

snb_wite,snb _read,snb_cl ose

file doesn't exist

bad file access perm ssions

bad sharing node on file/server err
internal data error

internal data error

server success but mal fornmed snmb
fatal timeout waiting for response
fatal NetBIOS error in send/recv




Name

smb_perror
Synopsis

void snb_perror(int errcode);

Description

Prints out a diagnostic string that corresponds to the SMB
error code.

SMB error codes are enunerated in the file "smb. h"

SMB error codes are as foll ows:

#define _SMB_NOERRORS 0

#define _SMB_ERR NEGREQ -1

#define _SMB_ERR NEGRSVP -2

#define _SMB_ERR_UNSUPPORTED CMD -3

#define _SMB_ERR UNSUPPORTED FLAG -4

#define _SMB_ERR UNSUPPORTED DI ALECT -5

#define _SMB_ERR _NO_NODE_NAME -6

#define _SMB_ERR NO WRKGRP_NAME -7

#define _SMB_ERR TRANSPORT -8

#define _SMB_ERR DEST_UNREACHABLE -9

#define _SMB_ERR REMOTE -10
#define _SMB_ERR CALL - 11
#define _SMB_ERR | NVAL_SI D -12
#define _SMB_ERR | NVAL_PARAMVETERS -13
#define _SMB_ERR | NVAL_TI D - 14
#define _SMB_ERR | NVAL_U D -15
#define _SMB_ERR | NVAL_FI D - 16
#define _SMB_ERR | NVAL_FD -17
#define _SMB_ERR | NVAL_SD -18
#define _SMB_ERR | NVAL_PATH - 19
#define _SMB_ERR | NVAL_SHARE -20
#define _SMB_ERR NAME_ASS| GNVENT .21
#define _SMB_ERR ACCESS DENI ED .22
#define _SMB_ERR NO RESOURCES -23
#define _SMB_ERR LOCAL_BUF - 24
#define _SMB_ERR WORDCOUNT - 25
#define _SMB_ERR MALFORVED - 26
#define _SMB_ERR FI LE_EXI STS .27
#define _SMB_ERR FI LE_NOT_FOUND - 28
#define _SMB_ERR SOCKREAD - 29
#define _SMB_ERR SOCKWRI TE -30
#define _SMB_ERR OUT_OF_SID -31
#define _SMB_ERR _PARAMCOUNT -32
#define _SMB_ERR BU_TI MEOUT -33
#define _SMB_ERR TI MEOUT -34
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#define _SMB_ERR NO NMSBROWSE -35

#define _SMB_ERR HOST_NOT_FOUND - 36

#define _SMB_ERR SERVI CE_NOT_RUNNI NG - 37

#define _SMB_ERR_UNKNOWN -38
Parameters

PARAMETERL: SMB error code (nust be <= 0)

Return Value

none.

See Also

snb_strerr
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Name

smb_ptime
Synopsis

void snb_ptinme(snb_datetinme *dt);

Description

Prints date/tinme info froma given snb _datetinme structure.
Time will be displayed as foll ows:

Time format: hour:nn:sec
Date format: nonth/day/year

ie: 02:34:17 06/21/2000
typedef struct {

ui nt 16 sec;
uint16 mn;

uint 16 hour; /1 24 hour format

ui nt 16 day; /1 day of month

ui nt 16 nont h; /1 1=Jan, 2=Feb, etc

uint16 year; /1 four digit digit format, ie 2003

} snb_datetine;

Parameters

PARAVETERL: pointer to snb_datetime struct

Return Value

none.

See Also

snmb_nkuti me,snmb_fstat,snb_stat
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Name
smb_read

Synopsis

int snb_read(int fd, char

Description

Read 'l en’
"buf' over

Parameters

PARAMETERL:
PARAMVETERZ2:
PARAMETERS:

buf f er

Return Value

*puf, int

bytes fromfile on file descriptor 'fd
acti ve SMB connection associated with 'fd'

file descriptor
to wite file data
nunber of bytes to to read

l en);

into buffer

Nurmber of bytes read on success (>=0).

on error (<0):
_SMB_ERR | NVAL_PARAMETERS
_SMB_ERR | NVAL_FD
_SMB_ERR _ACCESS_DENI ED
_SMB_ERR | NVAL_FI D
_SMB_ERR I NVAL_TI D
_SMB_ERR | NVAL_UI D
_SMB_ERR_MALFORMED
_SMB_ERR TI MEQUT
_SMB_ERR_TRANSPORT

See Also

snmb_wite,smb_open,snb_cl ose

nul | buffer paraneter
invalid file descriptor
bad file access permni ssions

internal data error

internal data error

internal data error

server success but mal formed snb
fatal timeout waiting for response
fatal NetBICS error in send/recv
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Name

smb_rename

Synopsis

int snb_renane(int sid, char

Description

*ol dnane, char *newnane);

Renanes a file over an SMB session on 'sid'. Renanmes file from

"ol dname' to ' newnane'.

Parameters

PARAMETERL: SMB session id
PARAMETER2: file to renane

PARAMETER3: new fil enanme

Return Value

0 on success.
on error (<0):

_SVB_ERR | NVAL_PARAVETERS
_SMB_ERR | NVAL_PATH
_SMB_ERR_FI LE_NOT_FOUND
_SMB_ERR_ACCESS DENI ED
_SMB_ERR | NVAL_SHARE
_SMB_ERR | NVAL_TI D
_SMB_ERR | NVAL_UI D
_SMB_ERR_MALFORMED
_SMB_ERR_TI MEQUT
_SMB_ERR_TRANSPORT

filenanme(s) null or too |ong
invalid filenanme path

file doesn't exist

bad file access permni ssions

bad sharing node on file/server err
internal data error

i nternal data error

server success but mal formed snb
fatal timeout waiting for response
fatal NetBICS error in send/recv
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Name

smb_resolve
Synopsis

ui nt 32 snb_resol ve(char *nane);

Description

Looks up the IP for the given NetBIOS nane. Uses cached val ue,
if available.

Parameters

PARAMETERL: NetBI OS nanme to |ookup IP for. (max length 15, truncated if
| onger)

Return Value

| P address of resolved name, or zero if resolve was
unsuccessf ul

See Also

snb_resol ve_force
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Name

smb_resolve force
Synopsis

ui nt 32 snb_resol ve_force(char *nane);

Description
Looks up the IP for the given NetBlI OS nanme. Forces network
| ookup (will not use cached val ue).

Parameters

PARAMETERL: NetBI OS nane to |lookup IP for. (max length 15, truncated if
| onger)

Return Value

| P address of resolved name, or zero if resolve was
unsuccessful .

See Also

snb_resol ve
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Name

smb_resolve ip
Synopsis

int snb_resolve_ip(uint32 ip, char *nane);

Description

Looks up the primary NetBI GS nane for the nmachine at a given IP.

Parameters
PARAMETERL: | P to | ookup NetBI OS nane for.
PARAVETER2: Return value. The primary NetBlI OGS machine name is witten

to 'nane' on success. Make sure 'name' is |large enough to
contain up to 16 (_NB NAMELEN+1) characters.

Return Value

Return Codes (<O on error):

_SMB_NCERRORS - Nane successfully resolved fromlIP
_SMB_ERR TRANSPORT - No response/no names returned
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Name

smb_rmdir
Synopsis

int snb_rndir(int sid, char *path);

Description

Del etes directory 'path' on the connection identified by sid.
Target directory nust be enpty of files before deleting.

Parameters
PARAVETERL: SMB Sessi on descri ptor

PARAMETER2: Full path of directory to create ('.' or '..' usage is not
al | oned) .

Return Value

One of the follow ng status codes (<0 on error):

_SMB_NCERRORS - Search successfully cl osed
_SMB_ERR I NVAL_SI D - Invalid SID
_SMB_ERR | NVAL_PATH - Invalid path

_SMB_ERR ACCESS_DENI ED - Access permissions do not allow this
operation, or directory is not enpty

_SMB_ERR REMOTE - Possibly tried to renove an illega
directory
_SVMB_ERR I NVAL_TI D - internal data error
_SMB_ERR_TRANSPORT - Fatal NetBIOS error in send/recv
_SMB_ERR TI MEQUT - Fatal tineout waiting for response
See Also
smb_nkdir
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Name

smb_sclose
Synopsis

int snb_scl ose(snb_search *search);

Description

Closes a directory search started by snb_sopen. The buffer
supplied to snmb_sopen is rel eased back to the user

Parameters

PARAMETERL: Pointer to | ocal search data structure

Return Value

One of the follow ng status codes (<0 on error):

_SMB_NCERRORS - Search successfully closed
_SMB_ ERR INVAL_SD - Invalid search structure

See Also

snb_sopen,snb_sread,snb_dir_info
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Name

smb_server_info
Synopsis

typedef struct {
int count; //nunmber of server strings in name array
int total; //total nunber of servers available (will be
/1 nore than count if there are nore servers
/1 than will fit in user buffer ORif nore
/1 than will fit in a single snb (due to SMB
/1 buf si ze)
char **nane; //list of server names (char *name[count])
} snb_server_info;

Description

Data structure for use with snb_|ist _servers functions. Pass
the address of a snb_server _info structure to one of these
functions, and all fields will be filled with proper val ues.
Count is the nunber of nanmes contained in the 'nanme' field.
Total is the total nunber of names available. Usually count
and total will be the same, however, it can be larger for any
of the foll ow ng reasons:

1. there are nore conputers in the workgroup than will fit in
a single snmb (try increasing _SMB BUFSI Z).

2. there are nore conputers returned fromthe server than wll
fit in the available buffer passed in (try increasing the
buf fer size).

See Also

snb_list _servers,snb list _servers_ex,snb _|ist_servers_manual
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Name

smb_set_comment
Synopsis

void snb_set comment (char *conmment);

Description
Sets the browse comment. The browse comment can be vi ewed by
other SMB clients from Network Nei ghborhood or simlar. It can
be a naxi mum of SMB BROASE COMMENT SIZE and if it is longer it
wi Il be truncated.

The browse comment can either be set at conpile tine by defining
SVMB_BROWBE COMMENT to the conment, ie:

#def i ne SMB_BROANSE_COMMVENT "Enbeo SMB Client"”

or it can be set via the function snb_set _comrent at runtinme by
defi ni ng SMB_DYNAM C_BROASE_COMMENT_ENABLE, i e:

#def i ne SMB_DYNAM C_BROWSE_COMVENT _ENABLE

SMB_DYNAM C_BROWSE_COWMENT_ENABLE and
SVMB_BROWBE ENABLE nust be defined to use this function.

Parameters

PARAMETERL: Browse conmment.

See Also

snb_get _coment
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Name

smb_set_nodename
Synopsis

int snb_set _nodenane(char *nane);

Description
Sets the SMB client's node nane to 'nane'. If name is |onger
than 15 characters, it is truncated. If registration is

successful, the registered name can be retrieved by calling
snb_get nodenane().

Return Value

_ SVMB_NCERRORS - Node nane changed successfully.
_SMB_ERR NAME_ASSI GNMVENT - Nanme coul d not be registered.
_SMB_ERR | NVAL_PARAMETERS - Invalid/ null nane

See Also

snb_get _nodenane
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Name
smb_set nodetype

Synopsis

int16 snb_set nodet ype(ui nt 8 nodetype);

Description

Sets the Net Bl OS node type.
the NetBIGS |ibrary mnust

In order to use this function,

be configured for all node types by

defi ni ng NETBI OS_ALL_NODE:

#defi ne NETBI OS_ALL_NODE

Al so,

in order to operate in M or

P nodes a WNS | P nust be set

with the function snb_set WNS.

Parameters

PARAMETERL: Node type is one of the foll ow ng:

SVB_BNODE =
SMB_MNCDE =
SMB_PNODE =
Return Value
_SMB_NOERRORS

_SMB_ERR | NVAL_PARAVETERS

_SMB_ERR_ACCESS DENI ED
_SMB_ERR_UNKNOWN

See Also

Br oadcast node
M xed- nbde node

Poi nt -t 0- poi nt node

- node type changed successfully

bad nodet ype

bad config (define NETBI OS_ALL_NODE)
- unknown Net BI CS error

snb_get _nodet ype,snb_set WNS
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Name
smb_set waitcallback

Synopsis

void snb_set waitcal | back(cal | backfuncptr, void *userdata);

Description
Sets a wait callback function to be called when the SMB library
is waiting for a response fromthe server. This function can
be useful to do work and mai ntain systemresponsiveness while
a function is bl ocking.
The format of the callback function is as foll ows:
i nt call backfunction(int sid, uint32 starttine, void *userdata);
Call this function as foll ows:
snb_set waitcal | back(&cal | backfunction, NULL);
The cal |l back is passed the sid associated with the connection
the start time of M5 _TIMER, and a user-supplied data pointer
If the callback returns a negative val ue, the SMB connection
will timeout, otherwi se the systemw ||l continue waiting unti

_SMB_XFER TI MEQUT tine (ns) has passed.

To handl e tinmeouts entirely via this callback function, define
_SMB_TI MEQUT_DI SABLE

#define _SVB_TI MEOUT DI SABLE

Return Value

None.

See Also
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Name
smb_set WINS

Synopsis

void snb_set WNS(uint32 *wins, uintl6 count);

Description

Initializes the WNS server table. If "wins' is NULL and ' count
is zero, internal server table is reset.

Parameters
PARAVETERL: An array of NBNS server |P addresses

PARAMETER2: Nunber of IP's in the array

Return Value

None.

See Also

snmb_get W NS
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Name

smb_set wrkgrpname
Synopsis

int snb_set_w kgrpnane(char *nane);

Description
Sets the SMB client's workgroup nane. If the nane is |onger than
15 characters, it is truncated. If registration is successful,

the regi stered name can be retrieved by calling
snb_get _w kgr pnane() .

Return Value

_ SVMB_NCERRORS - Workgroup nanme changed successfully.
_SMB_ERR NAME_ASSI GNMVENT - Nanme coul d not be registered.
_SMB_ERR | NVAL_PARAMETERS - Invalid/null nane

See Also

snb_get _w kgr pnane
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Name

smb_share info
Synopsis

typedef struct {
int count; //number of share strings in nane array
int total; //total nunber of shares available (will be nore
/1 than count if there are nore shares than
/1 will fit in user buffer ORif nore than
/1 will fit in a single snmb due to SMB
/1 buf si ze)
char **nane; //list of shares on server (char *name[count])
} snb_share_info;

Description

Data structure for use with snb_|ist_shares functions. Pass

the address of a snb_share info structure to one of these
functions, and all fields will be filled with proper val ues.
Count is the nunber of nanmes contained in the 'nanme' field.

Total is the total nunber of names available. Usually count

and total will be the same, however, total can be larger for any
of the foll ow ng reasons:

1. there are nore shares on the server than will fit in a single
snb (try increasing _SVB BUFSI Z).

2. there are nobre shares returned fromthe server than wll

fit in the available buffer passed in (try increasing the
buf fer size).

See Also

snb_Iist _shares,snb_|ist_shares_ex
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Name

smb_sopen
Synopsis

int snb_sopen(int sid, snb_search *search, char *srchpattern
uint1l6 flags, void *buffer, uintl6 bufsize);

Description

Opens a search session on renpote server identified by sid. User
nmust supply a tenmporary buffer to cache returned fil enames.

Parameters
PARAMETERL: SMB Session |Id (returned by snb_connect)

PARAMETER2: Pointer to |ocal search data structure. If the structure is
currently in use, its current search will be closed and the new
search opened

PARAMETER3: Search pattern string (may contain w | dcards)
PARAMETER4: Fl ags specifying type of search. The search options are:

SMB DI R SRCH DIR - search only for directories

SMB_ DI R_SRCH _FI LES search only for nornmal files
(no hi dden/ syten)

SMB DI R_ SRCH ALL - search for all files and diectories
(i ncl udi ng hi dden/ syst enl readonl y)

The above are provided as shortcuts. The flags is a val ue
created by bitwise ORing any nunber of the follow ng:

_SMB_FSI O_READONLY
_SMB_FSI O_HI DDEN
_SMB_FSI O_SYSTEM
_SMB_FSI O_DI RECTORY
_SMB_FSI O_ARCHI VE
PARAMETERS: Pointer to user supplied buffer used to cache fil enanes

PARAMETERG: Size of user supplied buffer in bytes

Return Value

One of the follow ng status codes (<0 on error):

_SMVB_NCERRORS - Search successfully opened
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_SMB_ERR_FI LE_NOT_FOUND
_SMB_ERR_NO_RESOURCES

_SMB_ERR | NVAL_SI D
_SMB_ERR_| NVAL_PATH
_SMB_ERR_| NVAL_SHARE
_SMB_ERR | NVAL_TI D
_SMB_ERR_ACCESS_DENI ED
_SMB_ERR_TRANSPORT
_SMB_ERR_TI MEQUT

See Also

No matching files found

I nsufficient resources to conplete
conmand

SIDis invalid

Invalid search path

Share is a printer device

I nternal session data error
Invalid access perm ssions

Fatal NetBIOS error in send/recv
Fatal timeout waiting for response

snb_connect,snmb_sread,snb_scl ose,snb_dir_info




Name
smb_sread

Synopsis

int snb_sread(snb_search *search, snb_dir_info **files);

Description

Returns results gathered by opening a search with snb_sopen
Repeated calls may be required to get all of the fil enames
mat chi ng the search. On subsequent calls, the pointers to
previously returned filenanes are to be considered invalid.
A fixed maxi mum nunber of filenanes are returned with each

cal | .

Parameters

PARAMETERL: Pointer to | ocal search data structure

PARAVETER2: Address of a snb_dir_info pointer (actual structure need not

Return Value

be declared, it is maintained internally). Follow ng a
call to this function, the pointer will point to the actua
data filled structure. The structure is as foll ows:

t ypedef struct {
char count; /I nunber of valid filenane pointers
char *filenane[]; //array of pointers to filenanes

} smb_dir_info

Nunber of filenames returned or one of the follow ng error
codes (<0 on error):

_SMB_NCERRCRS - Read search results successfully
_SMB_ERR FI LE_NOT_FQUND - Reached end of search
_SMB_ERR | NVAL_SD - Invalid search handl e (possibly
cl osed)
_SMB_ERR NO RESOURCES - Insufficient resources to conplete
conmand
_SMB ERR I NVAL_SI D - Indicates search structure data
corruption
_SMB ERR INVAL_TID - Internal session data error
_SMB_ERR_TRANSPORT - Fatal NetBIOS error in send/recv
_SMB_ERR TI MEQUT - Fatal timeout waiting for response

_SMB_ERR | NVAL_PARAMETERS - Nul | input paraneter(s)
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See Also

snb_sopen,snb_scl ose,snb_dir_info
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Name
smb_stat

Synopsis

int snb_stat(int sid, char *nane, struct snb_stat t *stat);

Description

Cets information about the file naned *nane and saves it in the
user-supplied snb_stat _t structure

The snmb_stat t structure contains the file's size, attributes,
and nodification tine.

struct smb_stat t {

ui nt 32 st _si ze; /1 total size in bytes
uint 16 st _attributes; // DOS attributes
snb_utinme t st _tine; /1l time of last data nodification

b

The nodification time, st _tinme, can be converted to usefu
ternms via the smb_convutine function

Parameters
PARAMETERL: SMB session id
PARAMETER2: filenanme to retrieve status on
PARAMETER3: pointer to snmb_stat t structure

st _attributes fields:

#defi ne _SMB _FSI O READONLY 0x0001

#defi ne _SMB _FSI O H DDEN 0x0002
#defi ne _SMB FSI O SYSTEM 0x0004
#defi ne _SMB_FSI O VOLUME 0x0008
#define _SMB FSI O DI RECTORY  0x0010
#defi ne _SMB FSI O ARCHI VE 0x0020

Return Value
0 on success.
on error (<0):
_SMB_ERR | NVAL_PARAMETERS - filenanme null or too |ong
_SMB_ERR | NVAL_PATH invalid filenanme path

_SMB ERR FILE NOT_FOUND - file doesn't exist
_SMB_ERR _ACCESS_DEN ED - bad file access perm ssions
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_SMB_ERR_| NVAL_SHARE
_SMB_ERR | NVAL_TI D
_SMB_ERR | NVAL_UI D
_SMB_ERR_MALFORVED
_SMB_ERR_TI MEQUT
_SMB_ERR_TRANSPORT

See Also

snb_fstat,snb_convutine

bad sharing node on file/server err
internal data error

internal data error

server success but mal fornmed snmb
fatal timeout waiting for response
fatal NetBIOS error in send/recv
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Name

smb_stat t

Synopsis

struct smb_stat t {

b

Description

ui nt 32 st _si ze; /1 total size in bytes
uint 16 st _attributes; // dos attributes
snb_utime_t st_tinme; /1l time of last data

/1 nodi fication (ntinme)

Data structure for use with snb_stat and snb_fstat functions.

st _attributes can be any nunber of the following bit flags OR d
t oget her:

#def i
#def i
#def i
#def i
#def i
#def i

st _ti

ne
ne
ne
ne
ne
ne

nme

_SMB_FSI O_READONLY 0x0001
_SMB_FSI O_HI DDEN 0x0002
_SMB_FSI O_SYSTEM 0x0004
_SMB_FSI O VOLUME 0x0008
_SMB_FSI O DI RECTORY  0x0010
_SMB_FSI O_ARCHI VE 0x0020
can be parsed into fields by using the snmb_convutine

functi on.

See Also

snb_stat,snb_fstat
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Name

smb_strerr
Synopsis

char *snb_strerr(int errcode);

Description

Returns a string that corresponds to the SMB error code.

The string returned is only valid until the next smb_strerr or
snb_perror call.

SMB error codes are enunerated in the file "smb. h"

SMB error codes are as foll ows:

#define _SMB_NOERRORS 0
#define _SMB_ERR NEGREQ -1
#define _SMB_ERR NEGRSVP -2
#define _SMB_ERR_UNSUPPORTED CMD -3
#define _SMB_ERR UNSUPPORTED FLAG -4
#define _SMB_ERR UNSUPPORTED DI ALECT -5
#define _SMB_ERR _NO_NODE_NAME -6
#define _SMB_ERR NO WRKGRP_NAME -7
#define _SMB_ERR TRANSPORT -8
#define _SMB_ERR DEST_UNREACHABLE -9
#define _SMB_ERR REMOTE -10
#define _SMB_ERR CALL - 11
#define _SMB_ERR | NVAL_SI D -12
#define _SMB_ERR | NVAL_PARAMVETERS -13
#define _SMB_ERR | NVAL_TI D - 14
#define _SMB_ERR | NVAL_U D -15
#define _SMB_ERR | NVAL_FI D - 16
#define _SMB_ERR | NVAL_FD -17
#define _SMB_ERR | NVAL_SD -18
#define _SMB_ERR | NVAL_PATH - 19
#define _SMB_ERR | NVAL_SHARE -20
#define _SMB_ERR NAME_ASS| GNVENT .21
#define _SMB_ERR ACCESS DENI ED .22
#define _SMB_ERR NO RESOURCES -23
#define _SMB_ERR LOCAL_BUF - 24
#define _SMB_ERR WORDCOUNT - 25
#define _SMB_ERR MALFORVED - 26
#define _SMB_ERR FI LE_EXI STS .27
#define _SMB_ERR FI LE_NOT_FOUND - 28
#define _SMB_ERR SOCKREAD - 29
#define _SMB_ERR SOCKWRI TE -30
#define _SMB_ERR OUT_OF_SID -31
#define _SMB_ERR _PARAMCOUNT -32
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#def i
#def i
#def i
#def i
#def i
#def i

Parameters

ne
ne
ne
ne
ne
ne

_SMB_ERR_BU_TI MEQUT -33
_SMB_ERR_TI MEQUT -34
_SMB_ERR_NO_MSBROWSE -35
_SMB_ERR_HOST_NOT_FOUND -36
_SMB_ERR_SERVI CE_NOT_RUNNI NG - 37
_SMB_ERR_UNKNOWN -38

PARAMETERL: SMB error code (nust be <= 0)

Return Value

Error description string.

See Also

snb_perror
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Name

smb_tick

Synopsis

int snb_tick(void);

Description

Mai ntai ns the overall health of the SMB subsystem

Return Value

_SVB_NCERRORS - System operating nornally
_SMB_ERR NAME_ASSI GNMENT - Node/ Group nane invalid
_SMB_ERR_TRANSPORT - NetBI OGS Error

See Also
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Name

smb_unlink
Synopsis

int snb_unlink(int sid,

Description

char *name);

unlinks a file (deletes it) fromthe SMB server on SMB session

id'sid'.

Parameters

PARAMETERL: SMB session id

PARAMETER2: Fil enane to renove

Return Value

0 on success

on error (<0):
_SMB_ERR | NVAL_PARAMETERS
_SMB_ERR | NVAL_PATH
_SMB_ERR _FI LE_NOT_FOUND
_SMB_ERR _ACCESS_DENI ED
_SMB_ERR | NVAL_SHARE
_SMB_ERR_MALFORMED
_SMB_ERR I NVAL_TI D
_SMB_ERR | NVAL_UI D
_SMB_ERR_MALFORMED
_SMB_ERR TI MEQUT
_SMB_ERR_TRANSPORT

filenane null or too |ong
invalid filenanme path

file doesn't exist

bad file access permni ssions

file in use/server sharing error
success but nmal forned snb
internal data error

i nternal data error

server success but mal formed snb
fatal timeout waiting for response
fatal NetBICS error in send/recv
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Name

smb_utime

Synopsis

int snb_utime(int sid, char

Description

*nane, snb_utine_t newtine);

Sets the file's last nodification time to 'newime',

The nmodification time, newinme, can be converted to usefu
terns via the snb_convutinme function or created with the

snb_nkutine function.

Parameters

PARAMETERL: SMB session id

PARAMVETER2: filenane to set tine on

PARAMVETER3: new ti ne

Return Value

0 on success.
on error (<0):

_SMB_ERR | NVAL_PARAVETERS
_SMB_ERR | NVAL_PATH
_SMB_ERR_FI LE_NOT_FOUND
_SMB_ERR_ACCESS DENI ED
_SMB_ERR | NVAL_SHARE
_SMB_ERR | NVAL_TI D
_SMB_ERR | NVAL_UI D
_SMB_ERR_MALFORMED
_SMB_ERR_TI MEQUT
_SMB_ERR_TRANSPORT

See Also

filenane null or too |ong

invalid filenanme path

file doesn't exist

bad file access permni ssions

bad sharing node on file/server err
internal data error

internal data error

server success but mal formed snb
fatal timeout waiting for response
fatal NetBICS error in send/recv

snb_chnod, snb_fstat,snb_convuti me,snmb_nkuti nme
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Name

smb_write
Synopsis
int snb_wite(int fd, char *buf, int len);
Description
Wite "len' bytes frombuffer '"buf' into open file on file

descriptor 'fd' over

Parameters
PARAMETERL: file descriptor
PARAMETER2: data to wite
PARAVETERS:

Return Value

acti ve SMB connection associated with 'fd

nunber of bytes to wite

Nurmber of bytes written on success (>=0).

on error (<0):
_SMB_ERR | NVAL_PARAMETERS
_SMB_ERR | NVAL_FD
_SMB_ERR | NVAL_FI D
_SMB_ERR _ACCESS_DENI ED
_SMB_ERR | NVAL_FI D
_SMB_ERR I NVAL_TI D
_SMB_ERR | NVAL_UI D
_SMB_ERR_MALFORMED
_SMB_ERR TI MEQUT
_SMB_ERR_TRANSPORT

nul | buffer paraneter

invalid file descriptor

server bad file id

bad file access permni ssions
internal data error

internal data error

i nternal data error

server success but mal formed snb
fatal timeout waiting for response
fatal NetBICS error in send/recv
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