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Summary

The aim of the project was to devel op a knowledge space system that could be used by members of a
research group to share their comments on papers and documents that they had read. The current
method that the problem owner Dr Ruddle used to store his comments was a text file but this had

grown in size and become unmanageabl e.

An initial attempt to do produce a knowledge space system was made by a previous student. The
system devel oped was not being used and the reasons for this had to be identified and a solution to the
problem found. After initial investigationsinto extending this system it was found that there were a
lot more changes needed and it was not just a case of smply extending it. Certain aspects of the
system had to be redesigned which meant that much of the version 1 implementation had to be
changed.

A version 2 system was devel oped that fulfils all the requirements that were laid out in the

requirements analysis section.

Thefinal part of the report looked into how the version 2 system could be enhanced. The feasibility
of producing a semantic system and the benefits it could bring were investigated and conclusions were

drawn.
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Chapter 1 - Introduction

1.1. Problem definition

Dr Roy Ruddle has compiled alist of many research articles and documents that he has read over
numerous years. Thelist compiled by Dr Ruddl€ sisareview of al of these articles. The purpose of
thisreview isto help him and others find papers within a certain field and hel p decide whether these
papers are worth reading. The current system he uses stores thisinformation as one large text file.
There are well over 1000 entries within the text file which mean’s gaining information from it istime
consuming. All of the entriesin the file have a structured format. Some of the fields included in this
format are thetitle of the article, the authors name, keywords associated with the article and the

clients comments about them.

This common format of the entries allows the client to manually search the text file for entries but due
to the increased size of thefilethisisnow avery inefficient way of operating. If the client wanted to
find details about Human-Computer Interaction they would have to look through thefile at every
entry where it was mentioned. It could appear in the title, keywords or even in the comments that the
clientshas made. This demonstrates how inefficient the processisand it does not even take into
account other subjects being part of Human-Computer Interaction like heuristics that you may want to
find aswell. The current format of thefile also limit’ s the accessibility of otherstoit. Dr Ruddle
would like to share the content with others within a research group but the only way to do this at
present would be to send out copies of histext file. This solution would not really befeasible as it
would inherit the earlier issues discussed about viewing information. It would be avery messy
solution to allow others to update this file as they would then have to re-send it to everyone elsein the
research group, which islikely to lead to confusion over other users having the latest copy.

An attempt was made by Zhidan Cai, an undergraduate student to solve the problem by creating a
‘knowledge space’. The purpose of aknowledge space isto make data more easily accessible; in this
case turning the relatively unprocessed data into more viewable information.  The system would do
this by allowing usersto search for scientific papers by anumber of criteria. It isalso envisaged that
once a knowledge space isimplemented it will allow othersto have access to the data and permit

trusted usersto contribute to the catal ogue of information.

The system developed by Cai, was not adopted by the end users and the reasons for this are to be

explored and a solution to the problem reached.
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1.2. Project Aim

The aim of the project is to research current attempts at trying to implement a knowledge space and
evaluate these so that afully functioning system can be produced that can be used by the problem

owner.

1.3. Project Objectives

e Evaluation of Cai’s system

e Design and Implementation of Version 2 of the system
e Evaluation of version 2

e Production of a semantic version of the system

e Evaluation of this semantic version

1.4. Minimum Requirements and Possible Extensions

» Evauation of previous system (2003-4 UG project) using various methodologies.
e Perform requirements analysis to produce the requirements of my system.

e Design of the system.

e Implementation and production of the system.

e Evauation of my system.

The mgor extension to the project after the minimum regquirements are fulfilled would be to build the

system using semantic technologies. The requirements would be:

e Implementing a semantic version of the system.

e Evauation of this system.

1.5. Deliverables

e Theproject report.
e A fully functioning system.
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1.6. Project schedule
Stage Date Objective Milestone
1 30/09/2004 Submit Project Preference form
2 14/10/2004 Discussthe project ideawith supervisor
3 22/10/2004 Complete Aim and Minimum
Requirements form
4 23/10/2004 — | Research into the context of the problem
30/10/2004
5 30/10/2004 — | Evaduation of Ca’ssystem Evaluation section
10/11/2004
6 11/11/2004 — | Requirements Capture
26/11/2004
7 26/11/2004 — | Write up of Mid-Project Report Mid-project Report
09/12/2004
8 10/12/2004 Submit Mid-Project Report
9 13/12/2004 — | Design of version 2 Design section
15/12/2004
10 15/12/2004 — | Implementation of version 2 System built
10/12/2004
11 22/01/2005— | Evduation of version 2 Evaluation section
29/01/2005 version 2
12 01/02/2005— | Background reading on Semantic
09/02/2005 technologies
13 10/02/2005— | Re-assess Requirementsfor the system
14/02/2005
14 15/02/2005— | Implementation of version 3 of the System built
13/03/2005 system
15 11/03/2005 Submit table of Contents and Draft Evaluation section
Chapter version 3
16 18/03/2005 Progress meeting with supervisor and
aSSessor.
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Stage Date Objective Milestone
17 13/04/2005— | Evauation if the system
19/04/2005
18 20/04/2005 Completion of final Report. Proof Final Report
Reading.
19 27/04/2005 Submit Report to CSO
20 29/04/2005 Submit Report in PDF format

Table 1.1 Project Schedule

1.7. Relevance of chosen Project

The project was chosen as the writer felt that it was awell rounded project that would cover aspects of
nearly al the subjects he had studied. The information systems modul es have prepared the writer for
gathering requirements so it isa good chance to test the skillslearnt. These modules had aso
highlighted many examples of why projects are not taken up after they are developed and this project
provided a good opportunity to examine this. Designing and devel oping the system will also draw on

knowledge gained from Database modules, HCI modules and Software devel opment modules.
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Chapter 2 - Planning and Evaluation of Cai’s System

2.1. Design Methodology

To increase the chances of implementing a successful solution to the problem an appropriate design
methodology must be chosen from the numerous choices available. These methodologies arelikely to
entail “A collection of procedures, techniques, tools and documentation aids’ (Avison, D &
Fitzgerald, G, 2003). Most methodol ogies organi se these procedures into phases to aid the devel oper.
The way of implementing these procedures can vary greatly depending on which methodology is

followed due to the various objectives they have.
2.1.1. Description of Methodologies
One of the most popular approaches to devel oping systems is the Systems Development Life Cycle

(SLDC) more commonly known as the Waterfall model. There are various descriptions of the life

cycle but (Avison, D and Shah, H, 1997) identify the main components.

. Feasibility study - Problems of current system, report on viability of solving problem.

. Systemsinvestigation - Highlighting the user’ s requirements for the system and planning
how to implement the necessary resources to implement these requirements.

. Sysemsanalysis- Detalled analysis of the current system to determine requirements for the
new system.

. Systems design - Design of the system to highlight the specification’ s that will fulfil the
user’s requirements.

. Implementation - Production of the system to include testing and training of staff.

. Review and maintenance - Evaluation of the system

The system is called the life cycle model as at some stage the review and maintenance section will
start to highlight problems that will mean anew system will need to be developed and then the
process starts again. (Laudon, K & Laudon, J, 2002) tell usthat each stage has * specific milestones”
which should be completed before moving onto the next section. Thisis one of the main strengths of
the SDLC approach when implementing alarge system; its structured approach provides arigid
formula and documented goals to follow. However this has atrade off in that it is*“ costly, time
consuming and inflexible” (Laudon, K & Laudon, J, 2002). Thisrigid structure also meansthat large
amounts of work are done before the system is presented to the user, which means the user

requirements must be spot on from the beginning. However even if these are done correctly, what
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many users say they want and actually need can differ greatly and it’sonly after they see a solution
that they redlisethis.

Prototyping was devel oped as a more flexible methodology to counter some of the weaknesses of the
SDLC model. It aimsto produce tangible products that can be demonstrated to the user so they can
obtain feedback on what they are producing “ building iterative working methods of a system”
(Avison, D and Shah, H, 1997). Theintention isthat the iterative steps can be performed quickly and
cheaply until aprototype is devel oped that is acceptable to the user and can be used to help build a
final system. The extra user involvement is designed to help refine the requirements for the system
and lower the chances of project failure, “with prototyping, user acceptance of asystem isregarded as
far morelikely” (Avison, D & Fitzgerald, G, 2003). However caution needs to be exercised to make

sure the prototypes are not implemented to soon without thorough analysis and design.

Rapid action development (RAD) is another example of methodol ogy designed to counter the
problem of the traditiona approaches. It isdesigned to find solutions in a much shorter time than the
traditional approaches by using structured techniques at the expense of other aspects of a project,
“Technical excellence is secondary to the speed of delivery” (Maciaszek, L, 2001). RAD islike
prototyping in that the requirements are refined over time but the methodol ogies differ as RAD alows
“key parts of development can occur simultaneously” (Laudon, K & Laudon, J, 2002). We aretold by
(Avison, D & Fitzgerald, G, 2003) that Joint Application Development (JAD) isoften used in
conjunction with RAD to try and overcome many of the issues usually associated with requirements
gathering through a series of structured meetings. JAD is used to try and make decisions quickly with
all stakeholdersinvolved rather than conducting interviews separately. Problems with RAD arise
when people try to take too many shortcuts at the expense of “ systems quality and documentation”
(Avison, D & Fitzgerald, G, 2003).

2.1.2. Conclusion

The methodology chosen should reflect the context of the problem. As a previous attempt has been
made at solving the problem with a user knowledge space system being developed it may not be
appropriate to use the SDL C as there may only be small changes that need to be implemented. Using
the SDLC may be a cumbersome approach dueto itsrigid nature. Prototyping seems like the best
methodology to use asit would alow lots of user involvement. The prototyping will be given
structure by defining iterative steps that need to be taken which should safeguard against rushing into
the development. Asthere has already been one system devel oped that has not been implemented it
highlights that there may be difficultiesin finding the requirements for the system. To acertain extent

some techniques could be used from RAD so the requirements can be obtained quickly. However
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these must be picked carefully as the project isnot that large and there are alimited number of
stakehol ders so using some techniques like JAD could extend the devel opment rather than shortening
it asintended.

Cai developed her system in a systematic way that went through a modified version of the SLDC and
did some evaluation for the system. However the current context means version 2 is an extension of
thisso it is appropriate to carry on at areview level and then devel op the system.

Version 2 of the systems will contain the following sections.

Version 2

e Evauation of Cai’s System and Requirements Capture
» Design of new System.

» Implementation and Testing of changes

System Evaluation.

If the semantic Version 3 of the system isimplemented it islikely to follow a more conventional
approach asit will be its own system rather than being an extension of a pervious system.

Asthe project does not follow a completely standard approach the sections produced were cross
referenced againgt the marking scheme to indicate what each section was tackling. This can be found

in appendix C.

2.2. Problem with the Requirements.

The current system has some good features, but it isnot being used by the end users. Thiscould be
because the system devel oped does not match the requirements set out by the user, or the system
fulfilled theinitial requirements that the user wanted but these requirements were simply insufficient
or ingppropriate. The distinction between these isimportant; if the system just needs the
implementation of some more requirements originally set out then there are a clear set of goals, but if
the system did what the user asked it will be amore difficult task. This situation will be explored by

examining the system using various techniques to discover the extent of the problem.

2.3. Techniquesfor Capturing the Requirements

To find the requirements of the system a technique called SQIRO was used. SQIRO isactualy a
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mixture of five requirements capturing techniques; Sample documents, Questionnaires, Interviews,
Research, Observations. Thiswas seen as an appropriate method as the context of the problem lends
itself well to being explored in thisway. Thereisaso the advantage that the devel oper of the system
has experience using this technique. SQIRO is capable of highlighting both functional and non-
functional requirements however it would be beneficial to perform heuristic evaluation to compensate

SQIRO as an extra precaution.

The current system and any future system created will have various usability issues that need to be
considered. Many of these usability issues are related to the heuristics of the system, for example, if
an interface is poorly designed many users are likely to reject the system no matter how good its
functionality. When a system is poorly designed it can leave users “frustrated and even angry”
(Shneiderman, B &2 Plaisant, C, 2005). A common way to test the usability of asystem isto perform
heuristic evaluation “reviewers critique an interface to determine conformance with a short list of
design heuristics” (Shneiderman, B & Plaisant, C, 2005). There are various lists of design heuristics
that you may follow ranging from the ‘ Eight Golden Rules’ devel oped by Shneiderman to Neilsons
set of ‘ten heurigtics'. It isonly necessary to perform the evaluation against one list as many of the
pointsare very similar. The heuristic design lists are not exhaustive but give agenera specification

that systems should comply to.

2.4. Methods Used

The mgor sample document studied was the text file where all the data was stored especialy in
regard to how each entry was structured. It highlighted that each entry had a common structure to it
and also that there were certain criteriawithin these entries that users were likely to want to search by.
Questionnaires were deemed unnecessary as interviews with the problem owner and research into the
reguirements was of more benefit than questioning potentia users who were unfamiliar with the

system.

An interview with the problem owner (Dr Ruddle) was conducted to highlight the requirements of the
system. During the interview with the problem owner it was noted that the requirements were well
documented by previous attempts at the system, the problem owner confirmed that he was happy with
these requirements. This meant that many requirements could be taken directly from Cai’ s report.
Cai’ s system was then examined against these stated requirements to see which requirementsif any

were missing.
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The following requirements were missing from the system but noted in Cai’ sinitial requirements.

1. The searcheswithin the system for ‘ keywords and authors' should be able to perform an *and’
operation.

Spelling errors within the system should be recognized.

Users can print output to atext file.

System administrators can create accounts for the users.

System administrators can update/del ete papers online.

© o & w D

The system should have security controls to protect the data.

In a second follow up interview this set of six requirements were presented to the problem owner.
The purpose of thiswasto confirm their earlier judgement that they were happy with the documented
requirements and they were not using the system as one or more of these were not implemented.
After speaking to the client it was clear that the main issue with the current system was that it was not
secure. Thiswas one of the requirements noted by Cai but it had not been implemented. The system
had alack of security controls and the client could not risk the data being atered or deleted by
someone using the system or someone deliberately trying to cause damage. The other main issue with
the system was that the search function should be able to include the *and’ operator. Thiswould
allow the client to search for records using multiple entries, e.g. Research papers written by two
authors. These requirements must be implemented before the user would use the system. The client
would like accounts to be set up on the system so there should be appropriate functionality to alow
for this. The system should also alow administrators to update and delete records online. The client
said they would like the last two requirements to be implemented but they are not essential. These
requirements would allow the user to be able to output data from the system to atext file and for the
system to recognize spelling errors but these requirements were not essential .

The research section of SQIRO consisted of Cai’ s report and system being examined thoroughly with
extra emphasis being put on noticing any issues found with the system and possible improvementsto
it. After Cal developed her system she produced an evaluation of it. These evaluations were
conducted with potential usersfor the system and asit is designed for multiple usersit isimportant to
consider their feedback. Due to time constraintsit was decided that rather than conducting more

eval uations into the system with potential users who were not familiar with the system it would be
more beneficia to examine Cai’ s findings and cross reference them against the interviews conducted
with the problem owner. Cai evaluated her system by observing people using the system and
obtaining comments from them; the issues found are summarised in the table below.
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I ssueswith the System

1 | After anentry ismadeinto asearch field the majority of users press enter expecting a search

to occur but they a brought to a menu page instead.

2 | Thesystem can't handle spelling errors.

3 | Some usersfound the search titles ambiguous.

4 | Keywords are too specific e.g. Entering Virtual reality instead of VR will get completely
different results.

5 | Thesystem should alow for an *and’ operator in the search function.

6 | Thesimple search isquite complex and the advanced option is not that much more detailed.

7 | Not necessary to have viewing order or results on search page.

8 | Themenu options should alow users to select more than one option at atime.

Table 2.1 Issues Cai found with her System

2.5. Generic Knowledge Space

The requirements capture detailed what was needed for a solution to the problem but the feasibility of
implementing these changes within the current system needed to be explored. There are many
different waysto store the information about the research documents, with the text file being an
example but some are more appropriate than others. A knowledge management based solution was
sought to find the most effective way of storing the data so it can be accessed more efficiently.

The system devel oped will disseminate information to users from various members of the research
group alowing them to share their collective knowledge. It will be more than just a bibliography
database that provides just the bibliographical references, the system devel oped will alow the usersto
share their thoughts and comments on each particular entry. The intended use of the system isnot just
too smply present alist of referencesfor usersto read, but for usersto use the comments about the
records to help pick relevant documents. It isabout the users passing on their knowledge when they
critique the papersto be of useto others. Coakes, Willisand Clarke (2002) state that knowledge
management is about “the extraction and conversion of tacit knowledge on an individual and
organisationd leve into explicit knowledge’. The proposed system will extract tacit knowledge from
the experienced users when they critique papers so that it is accessible to others who may not know
which papers are relevant to certain subjects. The various comments and ratings will form the basis

of the explicit knowledge.

Knowledge management incorporate “the use of technology to make information relevant and

10
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accessible wherever it may reside” (Brown, JS and Duguid, P, 2000). Appropriate technologies
should be used to reflect the context of the problem. These technologies must help with the
“systematic processes of finding, selecting, organizing and presenting information” (Brown, JS and
Duguid, P, 2000). Thetwo main issuesthat arise when choosing an appropriate technology will be
how to the store the data and how to view it? In the current situation atext file deals with both of

these but more appropriate technologies could be employed.

Cai decided to implement the Knowledge space by storing the datain MySQL and viewing it using
the scripting language PHP. When the problem owner was observed in the context of the current
problem to see how he operated and the processes he had it was noted that he used the Linux
operating system. A mgjor issue for the problem owner was that the system should be able to operate
across different platforms while being maintained on a Linux machine and thisis possible with these
technologies. Research into these technol ogies also confirmed that it is possible to implement the

extra requirements that were needed using these technol ogies.

2.6. Systems Usability

Although Cai’ s evaluation highlighted many of the non-functional requirementsit wasfelt that
heuristic evaluation should also be performed as it would compliment the research aready done and
give extra credibility to the results and not just rely on one source of data. To help explore these non-
functional requirements a heuristic checklist (see Appendix D) was compiled based on Neilsons set of
ten heurigtics. This checklist was then used by the writer and afina year computing studentsto
separately evaluate the site. After both evaluators used the heuristic checklist the data and comments
were analysed. It confirmed many of theissues found by Cai but & so highlighted some new
problems. These results are summed up in the tables bel ow; the first shows the positive aspects of the
system in regard to heuristics that should be maintained and the second table highlights potential

heuristic issues that need to be considered.

Positive Heuristic Aspectswith the System

Consistent use of menu styles.

System displays amessage to user’ s to keep them updated with actions.

Error messages are consi stent and constructive rather than critical.

Menu organized appropriately.

Visual feedback of selecting a menu option provided.

System allows users to change an earlier menu choice.

~N| Of o A W] N] P

Familiar icons used for the search function.

11
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Positive Heuristic Aspects with the System

Lowercase | ettering has been used where possible.

When a search produces zero results a message is presented.

10

Demonstration of how to use the system given.

11

This'help’ is clear and easy to find.

Table 2.2 Positive Heuristic Aspectswith the System

Negative Heuristic | ssueswith the System

The start-up page for the system requires the user to scroll down.

No warning prompts for the user if they try and alter data

System does not have functionality to undo actions, |.e. updates

The user can't edit existing data to save time on data processing

The user can’t set session defaults

The format of the page does not lead users to important information, too clustered.

~N| O o A W] N

Too much information and features provided on simple search.

Table 2.3 Negative Heuristic Issueswith the System

2.7. Evaluation

After examining the results the following set of requirements were set out for implementation in the

version 2 system.

2.7.1. Functional Requirements

The table below shows the functional requirements for version 2 of the system. The requirements are
prioritised using the MuSCoW rules, what Must be implemented, what Should be implemented, what

Could be implemented and what Won't be implemented. 1t aso highlights the requirements that are

already present in the system, and these are shown as *dready implemented’ in the table. Version 2

would have to provide al the requirementsimplemented in Cai’ s system and at |east the requirements

that the system Must have.
Requirement MuSCoW
1 The searches within the system for * keywords and Must

authors' should be able to perform an *and’ operation.
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Requirement MuSCoW

2 System administrators can create accounts for the Should
Users.

3 Users can update/del ete papers online. Should

4 Users can print output to atext file. Should

5 Offer address of online copy of an articleif available. Could

6 Have a database holding the fields as required and in Already Implemented
the same format of the text file.

7 A simple search engine where users can search on the Already Implemented
fields source name, title, author, keywords and year
published.

8 The combination of the fields performs an “and” Already Implemented
operation.

9 An advanced search engine where users can search on Already Implemented
the additional field's source detail, summary and
comments.

10 Case does not matter in input fields. Already Implemented

11 Users do not necessarily input the whole namein the Already Implemented
source or title fields.

12 Users can input more than one author in the author Already Implemented
name field, and more than one keyword in the
keyword field.

13 An*“or” operation is available for the author name Already Implemented
field and keyword field.

14 Output all source names, author names and keywords Already Implemented
existed in the database.

15 Enable usersto get a source name, author name and Already Implemented
keyword by clicking on abutton.

16 Users are ableto find a source name, author name and Already Implemented
keyword easily.

17 Users can search for arange of year with abeginning Already Implemented
and ending, or ayear before an ending or after a
beginning.

18 Usersinputs are visible together with the papers Already Implemented

returned.
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Requirement MuSCoW
19 Users can choose the detail of papersto view. Already Implemented
20 Users can view the full details of papers. Already Implemented
21 Users can order the papers returned by a variety of Already Implemented

ways.

Table 2.4 Functional Requirementsfor Version 2

2.7.2. Non-Functional Requirements

Theresults from the heuristic evaluation and the evaluation by Cai on her own system have been

considered and resulted in the following non-requirements for improvements on version 2 of the

system. The requirements aready implemented in the system are again noted and will have to be

included in version 2.

Requirement MuSCoW
1 The system should have security controls to protect Must
the data.
2 Users should be prompted when removing/updating Must
data.
3 Implement changes in appearance of Sitein Should
accordance with heuristic guidelines.
4 Simplify the simple search feature. Should
The system should remember users so they don't Could
havetologin every time.
6 Spelling errors within the system should be Could
recognized.
7 Allow user’sto set session defaults. Won't
8 Fit web site standards and the system can at |east be Already Implemented
browsed in Internet Explore and Netscape.
9 Multi input optionsto improve the system’'s Already Implemented
efficiency and effectiveness.
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Requirement MuSCoW
10 Desired response time from input. Already Implemented
11 A clear output with viewabl e preceding user input. Already Implemented

Table 2.5 Non-Functional Requirementsfor Version 2
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3. Design

The mgor design aspects for this project are the design for the database and the design of the user
interface. Asthereisdready asystem in place this chapter will have to explore whether the present
design of these aspectsis appropriate or if they inhibit users from using the system. The major
decision that will have to made will be whether the extensions that will be added will require a
complete redesign of these different aspects or if they can be made in conjunction with the design that
has already been laid out for the system.

3.1. Databaseintroduction

To produce a system that provides the desired requirements the database will have to be redesigned
fromversion 1. Version 1 does not have provisions for storing details about users and thiswill be a
pivotal part of the security for setting up sessions with security levels. The way that the authors and
keywords are stored in the database inhibits the alterations that need to be implemented on the search

function so thiswill also have to be changed.

3.2 Database Design

3.2.1. Initial ER Diagram

To obtain a good solution for the design of the database ER (Entity relationship) modeling was used
asit allows you to produce a conceptual datamodel at ahigh level of abstraction. Elmasri & Navathe
(2000) state that an entity isa “thing in the real world” but this encompasses physical entities
like authors and al so conceptual entities like papers so they can exist in the same model.
These entitieswill all have “attributes’ (Elmasri & Navathe, 2000) that have specific values and
these can also be represented within the model. The ER model for the system is produced by

collating the information gained in the requirements capture (figure 3.1)
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Uszet

Amends

Author Faper Keywords

Figure3.1- Initial ER Diagram

The ER diagram depicts the scope of the system. It can be seen that there are 4 main entities within
the system. These entities have different rel ationships with each other depending on the cardindlity of
their relationship which is determined by the “the numeric relationships between occurrences of

the entities” (www.DataModel.org, 2005)

Users are able to amend records but papers cannot amend the users so this relationship is one way.
It ispossible for more than one user to amend records and they are able to amend more than one

record so it is many to many relationship.
The paper entity can be viewed as the main entity in the system as the author, source and keyword

entitiesall link toit. One paper can only have one set of authors or one set of keywords so the

relationship is aone to one relationship.
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3.2.2. Initial Schemefor the database

An initial schemawas created for the database by using the ER diagram to create the tables. The

attributes for these tables were formed by examining the requirements for the system.

User (User_id, First Name, Last Name, email, Username, Password, User_Level, Activated)
Paper (Paper_ld, Source Name, Title, Issue, Year_published, Summary, Comment, RF, DateRead,
Location, Quality)

Author(s) (Author_Id, Author_Name)

Keyword(s) (Keyword_|Id, Keyword)

3.2.3. Nor malization

Once an initial schemaiscreated it should go through the process of normalization to improve the
quality of thedesign. Elmasri & Navathe (2000) state there are 2 desirable consequences that can
occur due to the normalization. The process will help minimize redundancy which means that
you will store less datain the database so there will be less of a chance of inconsistency
between the tables and should aso help the speed when searching the records. The source
attribute demonstrates how redundancy could enter the database. As noted earlier papers can
come the same source therefore one option would be to store all the source records within the
paperstable. However this means that you will be storing the same data multiple times and
as the database grows this could have a significant effect on size of the database and due to
thisincreased size the time it takes to search it. This simple solution to this is to decompose
the paper table so that source details are now contained in a separate table and the paper table

just contains a source id.

The author and keyword tables do have an element of redundancy in that there is a chance
that the system could store a keyword or authors name more than once. The database will store every
unique collection of keywords or authors e.g. Smith and Jones will be stored as a unique author’s
collection, so the author Smith could a so appear in the unique collection of Smith and Bailey.
However the database will only store Smith and Jones once even if they write more than one paper.
The database is designed in this way to improve the search on the system

“Controlled redundancy may be useful for improving the performance of queries’ (Elmasri &
Navathe, 2000). If each author was only stored once temporary tablesjoining the collections of
authors that worked on particular papers would have to be created. Thiswould mean searching
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multiple tables that would dow down queries especially when searching for a collection of authors.

Normalization will aso minimize anomalies that occur because of insertion, deletion, and
update statements. This new source table demonstrates this; if the name of a source changed
this would mean changing all the occurrences of thisin the paper table which could easily
lead to inconsistencies. Even if every detail was changed to make sure there were no
inconsistencies it would be a very laborious task that can be avoided due to a better database

design.

3.2.4. Schemefor the database

After the process of normalization was applied a new schema was designed to accommodate the

changes.

User (User_id, First Name, Last_Name, email, Username, Password, User_Level, Activated)
Paper (Paper_ld, Source id, Title, Issue, Year_published, Summary, Comment, RF, DateRead,
Location, Quality, Author_id, Keyword_id, Source _id)

Author (s) (Author_Id, Author_Name)

Keyword(s) (Keyword_Id, Keyword)
Sour ce (Source_Id, Source_Name)

3.2.5. Integrity constraints

Once the schema has been designed Integrity constraints have to be implemented to control the datain
adatabase and make sureit is consistent. They work by placing “ restrictions on data that can be
specified on arelational database schema’ (Elmasri & Navathe 2000). One form of integrity
constraint is explicitly defining the data type of the valuesin the system. In version 2 users have a
user level which controls their access rights within the system, for thisto work it hasto be a specific
integer so the user table will only accept integersfor this attribute. Another control will be to make
sure primary keys do not accept null vales, which is known as Entity integrity. If thissituation did
occur the joins between the tables would not function properly that would have a knock on effect on
the system and would disable much of the functionality. Referential integrity concernsthe
relationships between the different tables; it is designed to preserve rel ationships between tables when
new records are added, updated or deleted. An example of how referentia integrity constraints are
enforced on the system isthat it would not et you change the paper_id of apaper as other tables

would then be referencing values that are non existent.
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3.3. Interface Design

The design of the user interface is an important aspect of any system but in many systemsit is not
given much thought until after the system isbuilt. Theinterface needsto be carefully designed so that
users are able to use the features that the system hasto offer. Itis*“the point of contact that enables an
interaction between a human being and a system” (Cadle, J & Yeates, D, 2004). The user interfaceis
amajor factor in determining the usability of asystem. Ravden and Johnson (1989) describe usability
as“ The extent to which an end-user is able to carry out required tasks successfully”. The version 2
system could meet al the requirements stated in section 2, but if the usability of the system is poor it
may still be rejected by the problem owner. According to Shneiderman (1998) there are five
measurable human factors that need to be considered when designing systems to increase their
usability.

Thetimetaken for usersto learn how to use the system.

The efficiency of the system in regards to how long it takes to complete various tasks.
Therate of errorsthat occur.

Retention of knowledge on how to use the system.

User satisfaction.

A tutoria isprovided on the system to try and decrease the time taken for usersto learn how to use
the various functions however even thiswill take time to time to read so will keep learning time high.
Version 2 will try to decrease these times by making the features the system offers more consistent
with the standard features associated with popular search engines. Developing the system with thisin
mind should also alow user to retain much of the knowledge that they devel oped when using the
system.

The most frequently performed task on the system will be searching the various records. The new
requirements that have to be implemented on version 2 in regards to the search function will make this
task more efficient.

The most likely error that will occur on the system will be users inputting incorrect information into
the search fields. The system will try to deal with thisby providing users with messages when
searches result in no papersreturned e.g. If auser entered the paper title into the authorsfield it would
return no results, instead a message informing the user that they had searched the authors field and the
string that they inputted would be presented.

If users are not happy with a system they will think up all sorts of excusesfor not usingit soitis
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important to conform to their needs. Although user satisfaction will not be completely measured
until after the system is developed the 4 factors listed above should increase the usability of the
system which isa*key component of overall systems acceptability” (Le Peuple, J & Scane, R, 2003)

3.4. Design of Version 2 System

3.4.1. The Design Process

Asversion 1 of the system was aready implemented this meant that there was a previous design
structure for the system. The decision that had to be made was whether the problem owner was happy
with this design, happy with aspects of it but wanted some bits changed or whether he wanted this
design scrapped and anew design presented.  After conducting an interview with the problem owner
it was clear that he was happy with the general style of the design and wanted the new features added

to the system to be consistent with the previous version.

The problem owner did however raise some genera issues concerning certain aspects of the design.
The problem owner wanted the interface on the home page to be altered so that al the information
fitted on one page rather than having to scroll down to complete his search. He also asked that the
system keystroke pattern be changed so that when a user pressed return while on the home page it
commenced asearch. Inits present state pressing return brought up further options that could be put
into the search and this didn’t conform to the standards associated with most search engines. Aswell
as implementing these changes the results from the heuristic evaluation carried out in section 2.6 had
to be examined. Thismagjor issue it raised wasin regards to consistency between the various pages on
the version 1 system so the new system had to address this as well as considering the other potential

heuristic improvements.

Due to the version 1 system missing certain requirements version 2 will had to have more web pages
on it to accommodate these requirements. These pages that have been added to the system were
designed to be consistent with the genera design of the rest of the system by using the same style and
layout that had been set by the previous system. The changes were developed in a prototype fashion
by showing the problem owner some of the new design for aspects like the registration. Asit was not
acomplete redesign of the system and it was just a case of making sure the new implementation
changes were consistent with the previous design the writer decided to implement the changes on the
systemitself. The magjor advantage of developing it on the system isthat changes can be “ examined
and reviewed by the users and modifications and refinements can be made quickly and easily” (Cadle,
J& Yeates, D, 2004). The problem owner confirmed that he was happy with the initia design for the
new aspects of the system although he did comment that he thought the home page now |ooked
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clustered. Thiswas due to the writer restructuring the borders and some font sizes for text to make

sure the page fitted into one.

The second prototype devel oped only needed a small amount of adjustments. Some of the text was
taken out of the home page that was deemed unnecessary to try and alleviate the problem of users

getting confused due to information overload on the page when they use the system.

3.4.2. Design for Navigation within the System

When designing the extensions to the system the flow that users would take had to be considered.

A good system will guide the user through the processes they need to perform and thisis especialy
important for new users who are unaccustomed to the system. Cadle & Y eates (2004) state that
navigationd flow within a system can be improved by making sure that the featuresit offers are
“logically structured and labeled”. Obviously one of first tasks a new user will have to perform will
be to register for the system so they can gain accessto it therefore the flow of control for this aspect of

the system needsto be simple and not confuse the user at an early stage.

22



Multi-user Knowledge Space

Sam Carney

Use
system

Yes

New user
form

<J§Reoister?

es
Registration
form

No
uccess?

Yes
Confirmation
page

ogin now?

No

No

Exit

Figure 3.2 - UML activity diagram demonstrating user navigation through theregistration

process

The activity diagram shows the flow that a new user would have to negotiate through the system.

Once auser decides to enter the system there next action will be dependant on whether they are

already registered. If they are anew user they will have to register for the system if they want to
accessit. They will be presented with aregistration form and if thefill in @l the fields correctly their
part of the registration will be complete. The user will then have to get the account activated by the
system administrator. Once this has been done they can then login to the system.
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4. Implementation

This section details the implementation of Version 2 of the system. It isnot an exhaustive list of
every modification to the previous system but it highlights the major changes that have been made.
Theinitia creation of database is discussed, and then the security features added to protect the system
before finally going on to discuss the magjor functional requirementsthat have been added. To
conclude the implementation the system had to be tested. To accomplish thistask atest plan was
created and the results from these tests were examined to see if they had any major implications for
the system.

4.1. Database creation

4.1.1. Perpetration of the Database

Thefirst stage of the implementation was to create anew database on the test server so that that when
aterations were made it did not affect version 1 of the system. The database originally had the same
set up as the database accessed by version 1 of the system but this had to be changed to accommodate
changesin the functiondity. Also anew version of thetext file containing the papersread by Dr
Ruddle had to beinserted into the database.

4.1.2. Converting text fileinto the database

Thetext file could not be entered into the database in its present form directly so a parser was created

in Javathat took certain elements from the text file and outputted them to files. Theinput file hasa
structured format and an exampleinput isseen in figure 4.1.

JH: Proe. ACK I3D

I3

TI: Bemantics of interactive rotations

AT Pigque

F¥: 1926

E¥: Ohject Manipulation, The oty

3U: Kinesthetic cotrespondance between device and manipulation
CO: Einesthetic cortespondence is akin to psychologists' stitnualus-response compatibility
EF:

DT: Sep 1992

FH: ¥E3

Figure 4.1- An example entry in original sourcefile
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The parser worked by pointing it at the origina source file and getting it to process this document and
output the selected fields e.g. To output all the authors the parser is atered to look for each
occurrences of the authors in the text document. The parser reads the document and then an IF

statement is used to outputs all occurrences of linesthat begin with ‘AU’ to aseparatefile.

Thelogic in the parser required that there be no errorsin the origina source but when it was run it
was clear this was not the case so the original source file had to be ‘ cleaned up’ to remove any
anomalies e.g. missing fields or incorrectly spelt fields. Rather than reading every entry another
parser was created to look for occurrencesin the documents that did not match the standard fields.
The occurrences that were outputted could then just be searched for in the document and corrected.
The parser was then used to output selected fields but there could still be errors from afield being
entered twice for the same document. To test for this the output was examined in a sort of binary
search manor by examining arecord in the middle of the output and seeing whether this was correct
by comparing it to the original source document. The process was continued until the original source

document was free from errors.

4.1.3. Inserting into the Database

Thisalowed for the easy creation of tables like Authors as the parser could just print out every
instance of where this occursin the text file to another file that just contained the authors of the
papers. Data can than be entered into MySQL from atext file by either using ‘LOAD DATA
INFILE’ viathe command line prompt or by using ainsert feature in pnpMyAdmin. An attempt was
made to do it viathe command line prompt but errors occurred which the writer believes were either
dueto the text files not being in the correct directory or not having the necessary permissions within
MySQL to perform the operation. Consequently due to time limitationsit was decided to leave this
method and use phpMyAdmin feature which performs the same operation. When creating the
database tables, i.e. Author table, an auto_increment function was included within the table so that for
every author entry entered into the table it set an Author_id primary key so the table could be joined
to the other tables.

The database was accessed viathe PHP codes. All of the existing files for version 1 of the system had
to be updated so that they accessed the new database rather than the previous version. Thisis now
controlled from one PHP file that isincluded in the rest of the PHP files so any future amendments

would mean altering only onefile.
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4.2. Security

4.2.1. Security Issues

One of the main problemswith the Version 1 system was that it was not secure as there were no
featuresin place to control who had access to the system or what they could do on the system which
meant it was extremely vulnerable to malicious attack. The problem owner could not use a system
where his source data was so easily compromised therefore security features had to be implemented.
However before implementing these it wasimportant to understand the nature of security. Good
security will come from understanding that it is atop down process that involves many different
people, it isnot just about implementing the best current technology, (“to ensure that your security
features deliver what they promise, they must be driven from a sensible security policy”, W.S. Whyte,
2001). Good security measures are of extraimportance to institutions like universities asthey are a
likely target of attack from recreationa hackers who see universities and especially computing
departments as a good challenge. One suggestion to make the system more secure that was
considered was to only alow access to the system from IP addresses that came from Leeds
University. However this had to be dismissed as the problem owner wanted to be able access the
system out of university. This highlighted the need to find a balance for the system between allowing
access and implementing the security “ estimate the actual amount of material 10ss versus cost of
protection” (W.S. Whyte, 2001).

4.2.2. Register Globals Off

When PHP readsin variables asinputsi.e. apassword; it can do this globally by having the
register_globals() function turned on which allows the input to take in amost any variable. However
thisleavesit vulnerable to malicious input as the variables can come from anywhere, which means a
user could overwrite the intended variables on the system to send the system variables of their
choosing e.g. If auser level of 1 was needed to gain access to a system a user could insert code to say
that their user level equals 1 and overwrite their actual user level. They would then be granted access
to the system. Theregister_globals() function was turned off and certain aterationsin the PHP code
were made to accommodate these changesin relation to how inputs wereread. In this example the

location of theinput for the username is specified, as the POST method called ‘ username_input’.

$username2 = $ POST['username_input7];

Attemptsto circumnavigate this by inputting variables directly into the URL will fail.
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4.2.3. Create Sessions

Sessions were created on the system to enable user authentication so that accessto the system could
be controlled. The benefits of these sessions are that they are temporary so users who do not enable
cookies can still log into the system. Potentia users can register to use the system and set up their
own detailsincluding passwords which are encrypted as a 32 bit hash beforeit is stored in the
database. The hash is created by using the md5() hash function which is part of PHP base set of
functions. Storing the passwords using the md5() hash function took longer to implement than
expected. The system was able to store the passwords as a hash but it would then not recognize the
password when it was entered. There were two reasonsfor this; originaly the users table had been
designed only allocating 25 charactersfor the password so when the passwords were stored they
would missthelast 7 characters of the hash. The md5() hash function is an example of one way
encryption; it checks the passwords in the database by encrypting the inputted password and then
compares the 2 hashes. When the system compared the hashes the one stored in the database was
missing 7 characters so they did not match. When this was corrected the passwordswould still not
validate and it was discovered by the writer that this was due to the register_globals() function being
turned off. Theinputted password was processed using post methods and this fixed the problem. The

example line of PHP code demonstrates how to encrypt a password using the md5() hash function.

Ppassword =md5($password);

The hashing of passwords on its own does not guarantee that the passwords are reasonably secure as a
user may pick avery poor password in thefirst place that could be guessed. To stop this the
pc_password check() function in PHP wasincluded in the script when users register so they pick
passwords that are not easy to guess. The password checker stipulates that passwords must be at least

6 characterslong, they cannot be adictionary word or the username of the subject.

The Session_Check() function isincluded in al the scriptsto stop anyone bypassing the
authentication on the system. If auser tries to navigate manually to a page by typing in the address
and they have not logged in they will be redirected to thelogin page. Thison itsown isnot enough to
stop people entering the system as they could set up accounts and then use the system, therefore an
activation level for userswas created. Once the users have registered with the system they can only
gain access to it once the system administrator changes their activation level is changed from O to 1.
This can easily be done by the database administrator by editing the users table in phpMyAdmin.
Thisextraleve of control is designed to restrict who can join the system. If aninvalid attempt is
made to login they will presented with the following page.
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You could not be logged in! Either the username and password do not match or you have not validated your membership!
Please try again!

Knowledge Space

Please log into the system.

Note: Entries are Case Sensitive!

Username I

Password |

Subrnit |

Mew user?

Figure 4.2 - Demonstratesan invalid login attempt

4.2.4 Storing Database Connections

Another issue for the system was that the connectionsto the database were originally stored in each of
the PHP files. Storing the passwordsin each of these PHP filesis very insecure therefore these were
removed and access to the database was achieved by calling the config.php file indirectly which
stored the connections.

4.3. Backup

Although security measures have been put on the system measures to backup the system have aso
been explored. The problem owner a so stated that they would like to be able to output the system to
atext file as an extra precaution. It was decided the best way to do this was to use the phpMyAdmin
backup utility as this would be available online. It allows the administrator to store the contents of the
database but it aso has the added benefit of storing the commands to restore the tablesif they do

become corrupted.
4.4 System functionality
4.4.1. Search Engine

One of the main implementation issues with the system was to make the Author and Keywords
searches do aBoolean ‘and’ search when more one value was entered. After initia attemptsto
implement the required changes using the existing structure of the database and search function failed
it became clear that the requirements that needed to be added could not be implemented without
making magjor aterations to the version 1 system. The design of the database had to be changed and
this had a knock on effect meaning that all code accessing these databases aso had to be altered
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which resulted in asignificant amount of work. This situation highlighted the benefit of prototyping
as the problems with the design of the version 1 system were found at an early stage which then
allowed sufficient time to find a solution.

The design of the database for version 1 was inhibitive to producing thisBoolean ‘and’ search asal
the authors and keywords were stored independently of each other and they then referenced the paper
table indirectly. Implementing this Boolean searching on this would have involved creating large
temporary tables that would have been very complex procedure. These temporary tables would have
had to join al the authors who participated in writing a paper together so that it could then be
searched by the system.

The writer was apprehensive about going down a similar path that lead to this Boolean searching not
being implemented on Version 1 of the system and decided it would be prudent to attempt to
implement it in adifferent way. To achieve the changes the database was redesigned in chapter 3.
The author’ s table was atered so that the table now stores al instances of collections of particular
authors. Thismeansthat an instance of author Card in the Authors table will be stored independently
from an instance of say authors Card & Burr. The disadvantage of redesigning the database like this
isthat it had approximately 100 more records than the version 1 aternative. However this controlled
redundancy should provide a more efficient search than if it had been implemented on temporary
tables.

MySQL has afeature which alows for FULLTEXT indexing which aters database tables to facilitate
Boolean searches on them. The important distinction between how the instances were stored meant
that this feature could now be used on the table which was not possible under the previous design. The
tables were dtered using:

ALTER TABLE Table Name ADD FULLTEXT(Column_1, Column_2);

After the tables are indexed you can run matches against every record in the table or just for certain
collections of columns. The Match() function performs anatura language search on the collection.
The Match() function was implemented within a“where” clause in the PHP search code so that when
the results were returned they were sorted by relevance with the most relevant appearing first. This
relevance is determined by factors including how closely it matches the input, the amount of
documents in the collection and the amount of times the specified input appearsin the document. If a
user entered the authors Card, English & Burr into the authors field search the scoring system would

result in the following outcome.
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SCORE
{16.64331145387}
10. 2402789993311
4.328569114979}
4.32886591 14979}
4. 2807471828264

4.2807 4718282684
4.2807 471826264
4 2807471525254

Knowledge Space

Demonstration of scoring for Boolean search

AUTHOR
Card, English + Burr}
Card, English}
Firalli + Card}
Mackinlay, Rao + Card}
Card, Mackinlay + Robertson}

Mackinlay, Card, Robertsaon}
Mackinlay, Card + Robertson}
Card, Macinlay + Robertson}

{
{
!
|
{ Piralli, Card + van der Wege}
|
|
4.0985035546191 {

{
{
|
{4.280747 1828284
{
{
{
{

et et et et et et

Card, Firolli, van Der Wege, Morrison, reeder, Schraedley + Boshart}

Figure 4.3 - Demonstrates scoring mechanism for Boolean sear ch.

This example demonstrates how the match returns the most relevant document first asit containsall 3
authors. The system does not take into account the order in which keywords are entered, e.g. If the
user entered the authors as English, Burr & Card into the search it would till return thisrecord first.
The second record returned has alower score asit contained just 2 of the authors but still has amuch
higher score than the rest of the records that just contain the author Card. If auser had entered just the
authors English & Card the paper that was authored by just them would be returned first, then the
paper written in conjunction with Burr and then finally the papers written by Card.

Implementing a new method for searching the author and keyword fields meant that the code for all
the remaining search functions had to be re-written. The source name, paper title and year published
fieldswould not work in conjunction with the new author and keyword fields, which meant that more

work had to be done just to make sure no requirements were missing in the version 2 system.

4.4.2. Add/Update/Remove Papers

The ability for systems administrators to add/del ete papers was not fully implemented in the version 1
system. There wereissuesin making surethat all records were removed from the system when a
record was deleted. There was also a problem regarding who was able to alter therecords asit
required auser to log in every time an alteration was going to be made to the papersrecords. Version
1 had alogin but the passwords were not encrypted within the database and the accounts had to be
created within MySQL itself.

Deleting records from the database was complicated by the need to make sure that when arecord from
onetable isdeleted al associate records were a so deleted so that the database does not violate
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referential integrity constraints. When a paper is deleted from the system arecord in the paper table
will be removed but it also hasto remove al the associated records that are joined to it, in the Author
and Keyword tables. They are removed by joining the papers record to the other records in the
database that share the same primary key and then they are all deleted. However to make sure
referential integrity constraints are not violated the keywords and authors will only be deleted if they
are not being referenced by another paper. Thisisachieved by placing the delete function within an
IF statement that checks that paper tableto see if any other records are referencing the same author id
or keyword id. If another paper was referencing the author and keywords only the original paper
record would be del eted.

The problem owner also specified that not all users should have the same rights within the system and
that he would like to be able to specify which users had the ability to alter the collection of papers
within the database. To achieve thisrole based access control levels within the system were created
to stop unauthorized users from performing certain actions and viewing certain pages. Thereare 3
access levelson the system. The default level 0 will have the most basic access and will only have
permission to view records on the system. Level 1 access allows usersto add and update papers as
well asviewing them. Finally the highest accesslevel 2 allows al the previous privileges and also

alows users to delete records from the database.

A smpleif statement was created that checked the user’s permissions.

if (3 SESSION['user_levell ==0) {
print 'Y ou Do Not have permission to view this page’;

}

Changing the user level is similar to changing the activation level; it can only be done by the system
administrator by using phpMyAdmin.

4.4.3. Add and Delete Users

A further requirement that version 2 of the system had to include was the ability to add and remove
users. The system alowsfor usersto register their details themselves and the only task the system
administrator needs to perform isto activate the accounts as discussed in the security measures. It
was decided in conjunction with the problem owner that using phpMyAdmin was the best way to
remove users as this task will be done rarely and can be completed with relative ease within the

program.
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4.5, System Testing

Thetest plan for the system was dlit up into two main areas, unit testing and integration testing. The
unit testing process tested new features added to seeif the specific units worked as intended. Cadle
and Y eates (2004) state that unit testing is worthwhile where developers are “ unfamiliar with the
techniques or standards’ and as many of the features implemented went beyond the writers prior

knowledge of the technologiesit was decided unit testing would be beneficial.

In the integration testing units were indexed into groups and tested to check whether the units worked
in conjunction with the related aspects of the system before finally testing whether al the aspects of
the system worked in conjunction with each other. A sample test plan is presented in Appendix E For
the adding, updating and deleting of papers.

The testing highlighted a number of bugsin the system. The largest problem was that when papers
were updated the system would confirm these changes were made but in reality they would not have
changed in the database. The SQL commands to update the database were missing afield in atable
so the update command was not being inserted; the SQL command was changed to fix the error. The
testing also found that some of the PHP pages added to the system at an early date were missing the
session checker which meant users could navigate to them without having to login. Thiswas a

relatively easy fix and the pages were dtered to call the session checker.

4.6. Delivery of System

The system itself is self contained on the test server so there was no actual file transfer to the problem
owner asthey had full accessto this server. However the passwords used to access the database were
given to the problem owner and they were then shown how to change the password in MySQL. For
the PHP files to work the config.php file also needed to be changed to accommodate this change in
password and the problem owner was shown how to make this simple change.

After the difficulties that the writer encountered trying to get ownership of the system, it was decided
to produce a user manua (Appendix 1). Although thiswasn’t in the original plan it was decided it
would be beneficia in case there were any future devel opments or aterations that had to be made.
The manual listsal thefiles that are needed to produce the system and gives an overview of how the
different file work in relation to each other. The other advantage of producing the user manual isthat
it will help to allow the system to be portable so that it could be used in other research departments.

They may want to make minor alterations to suit their needs so an explanation was given in the
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manua by the writer for this eventuality.

4.7. Conclusion

The implementation of version 2 of the system was intended to provide extra functiondlity that the
problem owner believed was missing from the previous system. All of the functional requirements
that were agreed with the problem owner (Section 2.7) have been implemented on the system except
for requirement 5 (table 2.4) to offer website address to the documents which was not implemented
due to time constraints. However thiswas not a priority requirement, as shown by its“could” be
implemented status within the original requirements. The main non-functional requirement that has

been implemented is the security features.

A completelist of the functions available on the system is compiled in table 4.1.

Requirement Status

1 The searches within the system for ‘keywords and Implemented
authors' should be able to perform an ‘and’ operation.

2 System administrators can create accounts for the Implemented
users.

System administrators can update/del ete papers online. Implemented

4 Users can print output to atext file. Implemented

5 Have a database holding the fields as required and in Implemented

the same format of the text file.

6 A simple search engine where users can search on the Implemented

fields source name, title, author, keywords and year

published.

7 The combination of the fields performs an “and” Implemented
operation.

8 An advanced search engine where users can search on Implemented

the additional fields source detail, summary and

comments.
9 Case does not matter in input fields. Implemented
10 Users do not necessarily input the whole namein the Implemented

source or title fields.
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Requirement Status

11 Users can input more than one author in the author Implemented
name field, and more than one keyword in the
keyword field.

12 An “or” operation is available for the author name Implemented
field and keyword field.

13 Output all source names, author names and keywords Implemented
existing in the database.

14 Enable usersto get a source name, author name and Implemented
keyword by clicking on a button.

15 Users are able to find a source name, author name and Implemented
keyword easily.

16 Users can search for arange of year with abeginning Implemented
and ending, or ayear before an ending or after a
beginning.

19 Usersinputs are visible together with the papers Implemented
returned.

18 Users can choose the detail of papersto view. Implemented

19 Users can view the full details of papers. Implemented

20 Users can order the papers returned by avariety of Implemented
ways.

Table 4.1 Functional Requirementsimplemented on Version 2
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5. Evaluation

5.1. Introduction

The main alterations to the system have been in regards to what the system can actualy do and
security for the system. Dueto the different nature of these implementation changesit isbeneficial to
test them in different ways. First the security of the system is evaluated and then the systems
functionality and usability is evauated. The system isthen examined against other knowledge space
systemsto highlight the various comparisons and differences between them.

An overall conclusion isthen made from the evidence of the evaluations. Finally some further

enhancements are examined to highlight some potentia extensionsto the project.

5.2. Evaluation of Security

5.2.1. The Nature of Security

Testing the security of the system needed careful consideration as the nature of security means that
it'snot just eval uating one piece of technology that may have been implemented. The different
methods and security features implemented had to be examined to see how they work to protect the
system. The security of the systems then has to be examined as awhole asit isonly as good asits

most vulnerable aspect.

5.2.2. Method for Evaluating Security

The system was shown to a PhD student who had expertise and experience in areas of security to gain
asecond opinion on it. He was asked to examine the system itself and was a so shown the database
and the code used to develop the system to seeif he could spot any flawsin it. Hiscomments were
recorded in an interview and his views were considered to seeif any changes needed to be made to the
system.

The security was also evaluated in relation to reference material ranging from genera security issues
on password protection to issues specific to the technologies used. The advice given from these
resources was collated to give general guidelinesfor security, (see Appendix F). The writer then
checked these guidelines against the system in a step by step approach. A judgment then had to be
made as to whether the security implementations were sufficient for each point on the guidelines.
Ultimately evaluating the security measures of the system was ajudgement of whether the security

was sufficient rather than being able to say at the end of the evaluations that it was 100 percent secure
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“A fundamental principle of software security isthat no system is perfectly secure” (B. McCarty,
2001).

5.2.3. Resultsand Conclusions from Security Evaluations

Once the system had been shown to the PhD student it became clear that he had two main concerns
about the security of the system. The first concern that he raised was in relation to the error reporting
that had been implemented on the system. If an error occurred on the system it would indicate to the
user what the nature of the problem was, however some of the error reports were leaking information
about the directory structure of the system. If the MySQL server went down the following

information could be seen by users.

Warning: MySQL Connection Failed: Accessdenied for user: ‘carney @l oca host'
(Using password: YES) in /home/linux_b/carney/public_html/login.php on line 77

Error reports like this could provide information about your directory structure that malicious users
may use for their advantage to compromise the system. His advice wasto remove as much of the
error reporting as possible. The system was updated so that error reports were only displayed in
certain circumstances e.g. missing afield on aform at registration. The error messages |eft on the

system are now specific and do not leak unnecessary information.

The other issue that he had with the system was how it processed inputs from the user specificaly in
regards to how datawas inputted into MySQL He noticed in one of the login formsthat datawas
inserted directly into MySQL. It ispossiblefor auser to ater inputsin the HTML which can
manipulate SQL queries; thisisknown as an SQL injection attack. The PHP codes were atered to
include the addslahses() function. Thisdisturbs user inputs and stops them being able to initiate

unauthorized processes.

After the system was shown to the PhD student the security checklist (see Appendix F) was used to
double check the security of the system by compiling all the major security issues into one document.
The writer then considered each point to decide whether it was relevant and if there were enough
security measuresin place to tackle the problem. It was concluded that al the points in the checklist
were relevant to the security of this system and also that sufficient measures had been put in place to
protect against them. This meant that for every vulnerability raised on the checklist there had been a
counter measure implemented on the system to deal with it. The conclusion of the writer is that
adequate security measures have now beinstalled on the system to protect against most common

levels of attack. Aswith all systemsthereis still achance of the system being compromised but the
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chances of this have been significantly reduced due to the measures put in place.

5.3. Systems Functions Evaluation

5.3.1. Introduction to Functions Evaluation

Testing the system in relation to how it performed involved getting arange of people to accomplish a
set of tasks using the system. The tasks were specifically picked to test some of the requirements that
had been implemented on the system.

5.3.2. Method for Evaluating the Systems Functions

The system was tested in asimilar way to previous observational tests carried out on it to seeif the
problems encountered in earlier implementations were still evident in the new system. The

eval uations were intended to complement the eval uations aready done so the main considerations
were to test the main implementation changes to the system. Six fina year undergraduate students

and one postgraduate within the School of Computing were asked to accomplish the following tasks.

1. Attempt to register and then log onto system.
2. Find the paper written by “Card, English, and Burr”
3. Usethe system to recommend the 5 best papers reviewed on the topic “ Workbench” using the

range of comments and scores compiled for each entry to help evaluate your choice.

The userswere given abrief overview of what the system entails, but they were not shown how to use
the system. They were directed to it and asked to accomplish the tasks. The results of these tasks
were recorded by observations made by the writer, notes from the users and by implementing tracking
on the site that kept arecord of the user’ s actions. The writer observed haf the test subjects using the
system and made notes using a simple pen and paper method. The writer recorded what tasks they
were undertaking, whether they were able to accomplish the task, how long it took and general notes

on any difficulties or unexpected behaviour that was observed.

The writer is aware that some users might have felt nervous being observed in this way which may
prompt them to make errorsresulting in data that may reflect more on the eva uation technique than
the system. To guard against this some test subjects were asked to accomplish the tasks on their own.
These tests were recorded using the diary method, where users are asked to record their activitieson a
log form (see Appendix G) asthey used the system. They were asked to record the nature of the
activities, how long each activity took and whether their goa was accomplished. After they
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completed the log forms a short interview was conducted so that the writer could get them to elaborate
on descriptions and to guard against data on the log forms being misinterpreted. When these tasks
were completed the users will be encouraged to ‘explore’ the system. The intention behind thiswas

that it may highlight issues that the writer had not considered in regardsto earlier tasks set.

The tracking highlighted the path the users had taken through the site. The tracking wasimportant as
the writer would struggle to note all actions taken by the users and it acted as a useful backup. The
tracking gave an accurate record of user’s actionsi.e. what pages they have visited and what actions
they have performed on these pages. Thisinformation could then be collated with the other datafor

analysisthat gave an impression of the usability of the site.

The interviews were intended to draw attention to any general issues they may have had regarding the
systems functionality and usability. Asthe user’sonly had alimited opportunity to use to the system
the interviews were conducted while the users still had access to the system so they could refer back
to it before formulating an answer. The writer noted down the main points of the users answers but
the interview was a so recorded so that no points highlighted by the userswerelost. Userswere asked

the following questions:-

With regards to the usability of the system were there any features implemented/missing that
would discourage you from using the system?

Do you feel the system design is appropriate? Should some design features be altered?

Did you find any areas of the system that inhibited your ability to find the documents in the tasks?
Arethere any improvements you feel should be made to the system?

Do you feel the system would be beneficia to useif you were researching documents?

Once these tests were completed the data gathered demonstrated how successful the systemisin
completing the tasks set out. They resulted in Y es/No answers to whether the tasks had been
accomplished successfully. If al users were able to complete the testsit would show that the systems
functionality works as these tasks are general spread of the changes to the system. However a note of
caution isthat these tasks obviously needed to be completed in areasonable time for the systems
functionality to be useful.

The data gathered from each user shows how long each activity took. The data was compiled to see if
any activities held the users up to seeif there was a generic problem with the system that needed be
fixed, i.e. learning to use the system could have held users up and may indicate that a better help
tutorial isneeded. As an extratest these times were gauged against a base set of times; these base sets

were how long it took the writer to perform the tasks. The users did not have previous experience of

38



Multi-user Knowledge Space Sam Carney

the system and it was interesting to consider the difference in times with the writer who obviously

knew the system well.

The differences in the time taken for certain usersto accomplish atask and the way in which they
have performed the tasks had to be explored. The tracking was used to show how many users
accomplished the task in the same way. The main aspect in analysing datawasto consider why these
processes may have differed and did it result due to ambiguity in the system. If al the test subjects
had completed tasks in a different way then although it would demonstrate flexibility for the system it
may highlight potentia problemsin that users are confused by it.

General issues observed by the writer or noted by the users were considered on an individual basis
using the methods above to analyse why they occurred. The writer found that the interview resulted
in more general data but it was useful for gathering user’ s perceptions of the system. The questions
chosen were open questions to increase the chances of generating ideas or issues that the writer may
not have considered. The answers highlighted the reasons for earlier problemsin accomplishing the
tasks. The answerswere aso compiled and considered as awhole; to seeif most users commented on

problemsin relation to the same aspect of the system.

5.3.3. Resultsand Conclusions from Systems Functions Evaluation

Once the evaluations were complete it was clear that the system offered the necessary functionality to
complete the tasks as all users managed to do this. However some noticeable disparitiesin times
taken to accomplish the tasks highlighted some minor issues within the system. The complete list of
evaluation results can be found in Appendix H. The average time to complete task 1 was 82 seconds
and all users completed this task with relative ease

Implementing a search with a Boolean and’ function was one of the main requirementsfor version 2
of the system and the fact that al users managed to complete task 2 using it shows that this
requirement was fulfilled. Task 2 had adlightly longer average time of 96 seconds compared to task 1
which does not seem that large but when you compare thisto the base time set by the writer of 20
seconds there is quite alarge difference. This gap in timeswas caused by users having to study which
fieldsto enter the author’s names into. Once users gain experience of the system they will understand

which fields to use and the time taken to perform these sorts of operationislikely to fal sharply.
Task 3 took by far the longest with an average time of 281 seconds which was unsurprising
considering the more complex nature of the task although this should not be used to mask some

problemsin the system that were found at this stage. All usersincluding the writer had difficulties
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navigating to the previous page and on many occasions users were presented with a no page display.
The postgraduate student tried clicking other available links and got stuck in aloop where he was
unsure where to navigate too which had alarge impact on thetime it took him to compl ete the task.
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Figureb5.1 - Graph showing thetimetaken to completethetasks.

The nature of task 3 meant that there was no definitive answer and it was more of judgement of what
5 paperswould be best, but as there were only certain criteriathat they could be judged on you would
expect to see some similar results. There were 8 available papersto find for the topic “workbench”
and dl usersfound them athough most picked different combinationsfor their 5 papers best. 4 of the
papers had the best quality rating of 3 and 7 of the users choose to use these for their
recommendations and then the last choice was usually ajudgment of whether the user felt amore
relevant comment on a paper might be more important than the year published or vice-versa. Only
the second undergraduate student to be eval uated got very contrasting results but it islikely that these
were due to the fact they were the quickest to complete the task by some margin which indicates they
may have rushed thetask. Figure 5.2 highlights the consistency of results showing that 5 papers were
clearly recommended more. This demonstrates that the extrainformation that the system provides for

distinguishing between recordsislogical and understood by most users.
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Figure 5.2 Graph showing the papers chosen from task 3.

5.4. Issues Raised from Interviews

The results of the interviews highlighted problems with the usability of the system and most users
went on to describe some potentia improvements that they felt may cureissues that they had. Every
user commented on the problems that they had in returning to the previous page when the page
display was lost and most said they would have liked to have had a page back button displayed on the
system.

Some of the users were confused by the home page of the system and commented that there were too
many options available and the extrainformation confused them. Various opinions were given by the
users on how the home page should be improved ranging from removing some text information into
thetutorial to just having one search field on the main pagei.e. Google. The general consensus was
that it should be simplified in someway. One user commented that the option of controlling the order
of resultswas a big distraction on the home page. They thought this option should be removed and
that allowing usersto alter the results after they had seen them was sufficient and kept in conventions

set by most search engine.
A couple of the users commented that they expected to be able to gain full details of the papers by
clicking the paper title and thought this would be a better option than having to click a separate fulll

detailslink that they felt was not immediately obvious.

The PhD student thought the advanced search was very similar to the normal search. He commented
that he thought the normal search was more like an advanced search and maybe an interesting feature
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to add would be a smplified search which allowed you to search all tablesfrom just onefield.

5.5. Comparisonsto other Knowledge Space Systems

Citeseer isawell known knowledge based system that contains scientific literature. The systemis
quite similar to the system devel oped by thewriter. Probably the biggest difference with the Citeseer
system isthat thisis designed to be used by thousands of people whereas the writers system is more
focused on atight knit research group of trusted users. Intermsof how Citeseer worksit offersa
single search box which will alow you to search thought al the documentsthat they have. Thisishig
difference between their system and the writersin that they provide one generic search box whereas
the writers system refines the search alot more so that it is possible to search on just one field. When
Citeseer finds documents it display the most relevant documents first, although how thisrelevanceis
calculated isnot entirety clear. The writers system will return the most relevant documentsin relation
to the users keyword input and then they have the option of altering the returned documents by which
ever field they consider most relevant to them. The writers system has a potential advantage here as
documents that are relevant to one person may not be relevant to another. Allowing them to choose
which field is most important allows them alot more freedom. One potential advantage Citeseer hasis
that it shows related documents to the ones that users search for.  On the writers system it highlights
related keywords and then the users would have to manually search these themselves.

Xerox have developed a system called the knowledge pump that “ provides users with personalised
recommendations for thingsto read” (www.Xerox.com, 2005). This system works by users setting
preferences on which subjects and documents are relevant to them but these preferences are updated
asthey use the system “Profiler agents track and map each user'sinterests’ (www.Xerox.com, 2005).
If the research knowledge space was extended to incorporate a number of research groups

implementing technology that helped recommend documents could be a valuable asset to the system.

A Bibliographic database could be considered similar to the system that has been developed as they
are used to provide references to documents. However when you compare the knowledge space
system to bibliography databases you can see that the knowledge space system developed isalot
more interactive and isnot just a case of displaying bibliographic references. An exampleisthe
ICAME Bibliography system that just lists al their references to papers and does not offer any
comments about these. The writers system offers the chance to search and then order documents by
different keywords but in the ICAME system thereis no option to do this, it simply lists the references
alphabetically on one web page. Trying to pick out relevant data from the system could be compared
to retrieving information from Dr. Ruddle original text file. It isavery time consuming process that

almost makes it unusable to first time users.
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5.6. Overall Conclusion

Thefinal test was conducted using the data gained from the earlier teststo seeif they for filled the
requirements stated in the requirements analysis. The data gained from the eval uations was cross
referenced againgt the requirementsto gain simple yes or no answers to whether these requirements
had been implemented. All of the requirements specified under MuSCoW rules as‘must’ be
implemented and ‘should’ be implemented are in place on version 2 of the system. Some of the
‘could’ beimplemented requirements have also been implemented on version 2 of the system. This

means that the system is capable of performing al the requirementsthat it was expected to.

One of the most common reasons for project failure is due to the requirements changing so it was
important to demonstrate the system to the problem owner. After this demonstration the problem
owner confirmed that the system fulfilled the requirements that he wanted and that his requirements
had not changed. A full list of the implemented requirements can be found in table 4.1.

5.7. Possible Further Enhancementsto current system

The eva uations have highlighted a number of extensions that could be made to version 2 of the
system and also mgjor extensions that would require a new system to be developed. The evaluations
highlighted that the main problems with the version 2 system were in regards to its usability rather
than the functionality that it offered. The writer felt that many of the suggestions made in the
interviews for improvements were valid so some of these improvements were implemented. The

summary of potential improvementsislisted in table5.1.

No. Potential improvement Potential Improvement

Implemented?

1 Redesign home page so that the ordering or resultsis Yes
removed.

2 Prompt user to type in password twice. Yes

3 Add page return button so that page display is not lost Yes
when going back to previous page.

4 Provide asingle search option that searches all tables. No

5 Present paper titles as hyperlinks to bring up full No
details.

6 Provide links to the papers. No
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No. Potential improvement Potential Improvement
Implemented?
7 Implement recommendations for users so when new No
papers are reviewed a user is notified if they meet there
personal criteria.
8 Implement Symantec layer No

Table5.1 Potentail Further Enhancements
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6. Further Enhancements - Semantic Version

The mgor extension to the project to improve the knowledge space would be to add a semantic layer
to the system and the feasibility of doing thiswas explored. This chapter will give an introduction to
semantic technologies and the benefits they can bring, specifically in regards to how these
technologies could be used to implement an improvement on the current system. The possible
technologies that could be used to implement a semantic system will be examined and the architecture
for the semantic system will be presented. Finally a conclusion will be given to whether a semantic
system would be feasible and whether it would be beneficial to produce such a system.

6. 1. Introduction

The knowledge space system that has been developed reliesin part on Web technol ogies to help share
the information that is contained within the original sourcefile. The ability to distribute information
in various situations, i.e. within aresearch group has played alarge part in the World Wide Web’s
success. “Information retrieval technology has been central to the success of the Web” (Finn et all,
2005).

Inits present state most of thisinformation can only be processed by humans but the Semantic web is
trying to change this and by better incorporating computers they hope to improve information
retrieval and processing “information is given well-defined meaning, better enabling computers and
people to work in cooperation” (Berners-Lee, Hendler and Lassila, 2001). The Semantic web will
automate tasks by processing information from various sources “ software agents roaming from page
to page can readily carry out sophisticated tasks for users’ (Berners-Lee, Hendler and Lassila,
2001).

6.2. Advantages of a Semantic System

Semantic technologies are an exciting new area of interest but it would be foolish to implement them
if they did not offer improvements over the version 2 system, so these potential benefits had to be
considered. In the present situation these semantic technol ogies could be used to improve the
information retrieval of the search engine by exploiting the relationshi ps between source information
and the keywords. The objective would be to have the keywords linked in such away that when a
user searched a keyword or a combination of keywords the system would recognise and process these
keywords. The semantic system could then return related keywords that share relationships. A big

advantage that a semantic version of the system would have isthat it would help to bridge the
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knowledge gap between experienced users and novice users. Less experienced users are unlikely to
understand the rel ationships between certain keywords. When the users search the systems records it
islikely that they may miss large chunks of records as they don’t realize the relationship between
certain keywords. As new relationships are formed in the semantic enabled system it would be able to
adapt and process these new rel ationships between keywords to present results that might have been

deemed irrelevant in non semantic versions.

One of the major intended uses of the system isto assist usersin picking whether to read certain
papers. On Version 2 of the system users judge which paper to read by processing the various
comments and ratings entered for each record. A magor benefit that a semantic system could haveis
that it could do this processing for the user when a search isdone. The system envisaged would then
present the recordsin order of importance. A semantic system could dramatically lower the time
taken to achieve tasks like task 3 in the evaluations. Users had to recommend 5 papers for agiven
topic and the average time was 281 seconds for thistask. Most of the users time was spent processing
how good a paper was so a system that did this automatically would have obvious benefits. A
semantic system could aso alow for the expansion of the system over various research groups and

take advantage of their combined knowledge.

6.3. Technologiesfor implementing semantic system

Two of the main technol ogies used to develop the semantic web are Extensible Markup Language
(XML) and the Resource Description Framework (RDF). RDF s were developed for the semantic
web to counter the problems that would be presented by just using XML but it should not be viewed
asan aternativeto XML. Itisdesigned to build on XML and Universal Resource Identifier's (URI)
technologies. RDF swere designed to be more constraining than XML. The goal isto set standards
for defining data so you can’t have the same data defined in different ways, which is possiblein
XML.

XML can be used to structure documents but it does not goes as far as defining what this structure
means, thisis donein the RDF “Meaning is expressed by RDF, which encodesit in sets of triples’
(Berners-Lee, Hendler and Lassila, 2001). The reason datais encoded as a set of triplesis that
these represent a set of URI’ sthat store the object, attribute and value names

(www.HP.com, 2005) which gives away of defining elements on the semantic web, these triples can
bewritten in XML. Defining them astriples gives elements a standard “ URI's ensure that concepts
are not just words in adocument but are tied to a unique definition that everyone can find on

the Web” (Berners-Lee, Hendler and Lassila, 2001). The origina source file compiled by Dr
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Ruddle would obviously have to be altered so that it represented entries like keywords in this RDF
format. The most efficient way to do thiswould be to use software to parse the document into RDF
format. Most development languages have tools built to do this but it would be advisable to use a
language like PHP as it would also alow you to insert the RDF' s straight into the database.

RDF s provide a standard way for defining elements but this does not stop people from defining the
same elements with different URI’s. For the semantic web to build rel ationships between concepts it
needs to be able to recognize that the same concept may be defined in different ways and thisis
achieved by building ontologies. These ontologies that are built are rules that define the relationship
between different concepts. The ontologies could be devel oped specificaly for the closed research
group system but it may be advisable to develop them in the Web Ontology language (OWL) in case
the system was expanded in the future. OWL allows data to be distributed across many applications
and is being devel oped as the standard for web ontology languages. The semantic system developed
would process the ontol ogies written in the OWL, it is* designed for use by applications who need

to process the content of information” Cardoso and Sheth (2004).

The ontologies written in OWL would still have to be processed to create a set of rulesfor the
keywords that demonstrated how they were linked and the relationships between them. There are
various technologies that can be used to help index the entriesinto ontologies. The two main
technologies are Jena that was developed in conjunction with HP which is an open source solution
that allows you to export the RDF documents into database via an Application programming interface
(API). An dternative to thisis Sesame, which is more concerned with the storage of the ontologies
but has dlightly less support on the API side. Either of these technol ogies could be used to produce
the indexes for the semantic system as they both allow the stored ontologies to be queried.

Developing the ontol ogies by using RDF s alows them to be read by the semantic web but on its own
it would not be classed as the semantic web. These technologies are used to present the datainto a
machine readable form so that that can then be accessed by semantic web agents. These web agents
could be used to alow datato be shared between different research groups which could help produce

more advanced ontol ogies that could in turn help produce better searches within the system.
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6.4. High level Systems Ar chitecture

A High leve architecture for the envisaged system is presented in figure 6.1.

Usger Interface
merrantic Data
F 3
_________ EDF indesed into
otitologies
RLDF
_________ . Corrrerted into triples
to be trachine readable
Source Data

Figure6.1 - High level for Semantic System

The source datain the text document would have to be altered so it iswritten in the basic semantic
web language. Oncethe dataisin RFD form it has to be processed into ontologies so that the

relati onshi ps between the various entries can be understood by the application. Theseindexed entries
are then stored in adatabase and it is this database that will be searched by the application which the

user will access viathe user interface.

6.5. Conclusion

Developing a semantic version of the system would be a complex task and due to time congtraints it
was not possible for the writer to develop it. It isthe writer’s conclusion that a semantic system
would offer potential improvements that would not be possible by extending the functionality of the
current system using the implemented technologies. The major area of improvement that the semantic
system could offer isto process search results. This semantic system islikely to be quicker to use but
should also give a better scope of results asit will process the rel ationships between certain keywords.
One note of caution isthat any system devel oped should adhere to the standards laid out at these early
stages of the semantic webs devel opment otherwise the system devel oped may not be compatible with

future advances.



Multi-user Knowledge Space Sam Carney

References

Avison, D & Fitzgerad, G, (2003), Information system development: Methodologies, techniques and

tools, Higher Education.

Avison, D and Shah, H, (1997), The Information Systems Development Life Cycle: A First Coursein
Information Systems, McGraw-Hill.

Berners-Lee, Tim, Hendler, James and Lassila, Ora (May 2001), The Semantic Web [Onling]
URL < http://www.scientificamerican.com/article.cfm?articlel D=00048144-10D2-1C70-
84A9809EC588EF21> [Accessed 01-04-2005].

Brown, JS and Duguid, P, (2000), The Social Life of Information, Harvard Business School.

Cadle, J & Yeates, D, (2004), Project Management for Information Systems, pp 88, Pearson.

Cardoso, Jorge & Sheth, Amit, (2004), Introduction to Semantic Web Services and Web Process
Composition in Semantic Web Services and Web Process Composition (2005), pp 1-13, Springer.

Citeseer, [Online] URL < http://citeseer.ist.psu.edu/cs > [Accessed 21-04-2005].

Coakes, E, Willis, D & Clarke, S, (2002) Knowledge management in the Socio Technical World: The
Graffiti Continues, ppl-3, Springer.

DataModel.org, (2005), Data Model Cardinality, [Online]
URL < http://www.datamodel .org/DataM odel Cardinaity.html > [ Accessed 06-01-2005].

Elmasri & Navathe, (2000), Fundamentals of Database Systems, pp 15, 45-80, 202, Addison Wedl ey.

Finn, Tim, Mayfeild, James, Fink Clay, Anupam, Joshi, and Cost, Scott, (2005), Information Retrieva

and the Semantic Web [Onling]
URL <http://ebiquity.umbc.edu/v2.1/paper/html/id/185/> [ Accessed 02-04-2005].

HP (2005), Introduction to Semantic Web Technologies [Onlin€]
URL < http://www.hpl .hp.com/semweb/sw-technol ogy.htm > [ Accessed 01-04-2005].

ICAME [Onling] URL < http://helmer.aksis.uib.no/icame/icame-bib3.htm > [ A ccessed 21-04-2005].

49



Multi-user Knowledge Space Sam Carney

Laudon, K & Laudon, J, (2002), Management information systems: Managing the Digital Firm,
Prentice Hall.

Le Peuple, J& Scane, R, (2003), User Interface Design, pp 15, Crucidl.

McCarty, B, (2001), PHP 4. A Beginner's Guide, pp 506, Osborne/McGraw-Hill.

Maciaszek, L, (2001), Requirements Analysis and System Design: Developing Information Systems
with UML, Addison-Wesley.

Ravden, S. & Johnson, G. (1989) Evaluating Usability of Human-Computer Interfaces. a practical
method. Ellis Horwood Limited.

Shneiderman, B & Plaisant, C, (2005), Designing the user interface, pp 15, 60, 142, Addison Wesley.

W3 (2004), Web Ontology Language [Online]
URL < http://www.w3.0rg/2004/OWL/ > [ Accessed 01-04-2005].

White, W, (2001), Enabling eBusiness: Integrating Technologies, Architectures and Applications,
pp222-225, John Wiley & Sons, Ltd.

Xerox, (2005), Knowledge Pump [Onlin€]
URL < http://www.xrce.xerox.com/programs/kc/knowl edgepump.html > [Accessed 13-04-2005].




Multi-user Knowledge Space Sam Carney

Appendix A - Personal reflection on Project

In many situations when you are presented with new challenges you will almost certainly fed a
degree of apprehension at some point and this was no different for mein regardsto the project. |1 am
studying Information Systems at University and | was asked why | chose to do a project that involved
coding as many studentsin my course avoid this style of project. At thetime of choosing the project |
felt that it would be a challenge worth undertaking where at the end | would have afinished product
that | could say | wasinvolved in developing. The coding was the most difficult aspect of the project
and at times | had doubts to whether | would get al the functions for the system completed. However
| do fedl therest of the sections within the methodology went quite well and producing a product does
give you well defined goals and stagesto aim for.

Looking back on the project, the most difficult task | have had to dea with wastrying to get
ownership of the scope of the project. By this| mean the inherent difficultiesin trying to re-engineer
aprevious project that | had no involvement in. Some of the PHP files within the project had nearly
5000 lines of code in them and athough there were some comments in the files it was sparse and |
found it quite vague at best. | will be the first to admit | under-estimated the difficultiesin
implementing simple changes within the system. Changes to one file would result in changes to other
filesthat were completely unexpected. With hindsight | would never have tried to fix certain
fragments of code that were not fully functioning. | think the implementation stage of the project
could have been finished much quicker if | had decided at an early stage to scrap certain bits of code
and just to start from scratch for some aspects. A lot of time was wasted trying to understand what
certain variables did but as | had no experience of this sort of project | knew no better at the time.

Thetrue test of whether you have learnt any lessons from projectslike thisisif you would tackleit in
the same way again if you were faced with the similar problem and | would definitely say no to this.
My advice would be that unless you can completely understand what certain aspects of code are; do
not use them as they have a habit of effecting other sectionswithin the system at alater stage.

Holding on to sections may seem like the easier option as you don’t want to redo sections but as |
found trying to tweak aspects of something you didn’t create can prove very difficult. It would have
been hypocritical of me to complain about these problems and then not try to do develop a solution

for future system administrators who may need to alter the system. To rectify this problem a user
manual for the system was created (see Appendix H) which listed al of thefilesand their uses. | have
also tried to improve the comments within the files and have strived to make the filesthat | have

created a simple as possible to understand.

| have tried to be as professional and polite as possible when dealing with others who have hel ped
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with my project. | took the view early on that | did not want to be in the position where people
helping me with my project were put out or delayed because | had missed deadlines due to a poor
work ethic and just thinking | could go through the motions. When undertaking the evaluations |
knew lots of the people hel ping me would be busy with their own deadlines and so | wanted to
streamline the eval uations as much as possible. One example of where | tried to achieve thiswas by

using a Dictaphonein interviews so the users did not have to wait for me to write down their answers.

Time management is obvioudly an important factor of any project and it was no different for me. At
times| did not stick to deadlines that | set myself but as | set these quite early on it alowed for a
certain 'dippage’. Leaving too much to the last minute alows no margin for error and resultsin more
problemsin the long term i.e. if you only finish implementation during Easter you will struggle to get
peopleto test it as most students will have gone home. Telling people to start early if they want to do
well isobviousbut it really istrue. Help from tutors and assessorsis available to students at an early
stage but if they do very little for the mid project report or draft chapter there isonly so much advice
that they can give. These deadlines should be approached like final deadlines and that way you will

receive much more valuable comments back which should help guide the rest of the project.

This project islikely to be developed further next year and | would advise the student who undertakes
the project to thoroughly research the previous systems to get a context for the problem. If they are
new to semantic technol ogies their approach to tacking the problem should be carefully considered.
Developing the system with a prototyping approach would alow them to get some experiencein the
technol ogies before completing alarge body of design that may end up not being appropriate to the
problem. They should also be aware that the implementation of the system will be a sizeable task that
will probably take longer than they might imagine which was something | definitely learnt during this
project.
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Appendix B
Discussion of Project Plan and Project Methodology
Project Schedule

Theoriginal project schedule (Table 1.1) had to be revised after it became clear that the
implementation of version 2 was going to take alot longer than originally envisaged (the reasons for
this are documented in the implementation section). After this assessment was made a new plan was
created so that the project did not just float along and lose productivity. The new plan allocated more
time to the design and development of the system to reflect the changing nature of the project
compared to the original plan. In the plan some tasks were carried out a the same time as other tasks
asit was not be possible to complete certain tasks like systems eval uation over the Easter break.

53

Stage Date Objective Milestone

1 30/09/2004 Submit Project Preference form

2 14/10/2004 Discuss the project ideawith

supervisor
3 22/10/2004 Complete Aim and Minimum
Requirements form

4 23/10/2004 — Research into the context of the
30/10/2004 problem

5 30/10/2004 — Evduation of Cai’s system Evaluation section
10/11/2004

6 11/11/2004 — Requirements Capture Finalized
26/11/2004 requirements for

version 2 system

7 26/11/2004 — Write up of Mid-Project Report Mid-project Report
09/12/2004

8 10/12/2004 Submit Mid-Project Report

9 13/12/2004 — Research into how to implement the
22/12/2004 system

10 03/01/2005 - Design of version 2 system Design section for
10/01/2005 the project.

11 22/01/2005 — Implementation of version 2 System built.
25/02/2005

12 25/02/2005 — Write up Implementation section of Implementation
01/03/2005 report section for project.
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Stage Date Objective Milestone
13 01/03/2005 — Propose eval uation measures to test Plan for evaluations.
09/03/2005 implementation of system.
14 09/03/2005 — Carry out evaluation tests on system
17/03/2005
15 11/03/2005 Submit table of Contents and Draft Implementation
Chapter (Implementation Section) section and table of
contents.
16 12/03/2005 — Background reading on Semantic
28/03/2005 technologies
17 18/03/2005 Progress meeting with supervisor and
assessor.
18 22/03/2005 - Write up of Evaluation section. Evaluation section
01/04/2005 for the project.
19 02/04/2005 - Implement further enhancements Completed version 2
07/04/2005 suggested in evaluations. system.
20 08/04/2005 — Further Enhancements Section - Further
16/04/2005 Background reading on Semantic Enhancements
technologies. Conclusionson the section for project.
potential advantages and the viability
of semantic version 3 system
21 17/04/2005 - Completion of final Report. Project Final Report.
26/04/2005 reflection & Proof Reading
22 27/04/2005 Submit Report to CSO
23 29/04/2005 Submit Report in PDF format

Project Methodology

Theoriginal plan for devel oping the version 2 system is presented below.

Evaluation of Cai’s System and Requirements Capture.

Design of new System.

Implementation and Testing of changes.
System Evaluation.
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The project progressed in the same way asthe original plan; however the design and implementation
sections were extended significantly. This meant that the major extension to the project, the Version
3 system could not be implemented due to time constraints. The project was devel oped by
prototyping that was |oosely based on the SDLC to give it amore rigid structure. This prototyping
worked well because it found out at arelatively early stage that extratime was going to have to be
spent on the design and implementation sections. This allowed the project plan to be revised and

resulted in the completion of this more accurate plan.

Thefinal processesinvolved in the completion of the project were:

Evaluation of Cai’s System and Requirements Capture.
Design of new System.

Implementation and Testing of changes.

System Evaluation.

Implementation of some Further Enhancements

Background Reading - Devel opment of Further Enhancements section
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Cross Referencing sectionsto project deliverables

Asthe project does not follow acompletely standard approach the sections produced were cross

referenced against the marking scheme to indicate what each section was tackling.

Section 1 -

Section 2 -

Section 3 -
Section 4 -
Section 5 -

Section 6 -

Appendix A -
Appendix B -
Appendix C -

Appendix D -

Appendix E -
Appendix F -
Appendix G -
Appendix H -

Appendix | -

Project Management
Understanding the problem

Project Management
Understanding the problem

Delivery of solution
Delivery of solution
Evaluation of solution

Understanding the problem
Further Enhancements

Reflect upon the project experience
Project management.

Understanding the problem
Design

Delivery of solution

Evaluation of solution
Evaluation of solution
Evaluation of solution

Further Enhancements
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Appendix D
Heuristic Evaluation Checklist

From the list of Neilsen’sten heuristics a checklist was compiled, which will be analysed and the data
interpreted so aview on the usability of the site can be given.

1. Visbility of system status

1.1 Does the system display messages telling the user what has happened after an action has been
performed?

1.2 Isit clear when certain datais selected? |.e. highlighted icon.

1.3 Isthere system feedback when an operation is performed?

1.4 1If multiple menu options can be selected is there visual feedback of this?

2. Match between system and thereal world

2.1 Areicons familiar

2.2 Are menu’s used, organized appropriately
2.3 Are menu options organized appropriately
2.4 Arethetasks described to user’s familiar

3. User control and freedom

3.1 Areusers prompted to confirm actions that have severe consequences. |.e. delete record
3.2 Doesthe system alow the user to undo there actions?

3.3 Can users reduce data entry time by editing existing data?

3.4 Can users change an earlier menu choice?

3.5 Can the user set the own session defaults?

4. Consistency and standards

4.1 |sthe system consistent, |.e. menus

4.2 Do the searches follow the normal conventions?, |.e. pressing return starts search
4.3 Isthe font between 9-12 point font for the main bodies of text?

4.4 Isreverse block avoided for main bodies of text?

4.5 Do keyswith similar actionslook similar?

4.6 Are error messages consistent?

5. Error prevention

5.1 Doesthe system warn peopleif they are about to remove/update data?

5.2 Are these prompts unambiguous ?

5.3 Arethe prompts brief?

5.4 Isthereasound to signa an error?

5.5 Arethe error prompts constructive rather than imply criticism of user

5.6 Do the error messages inform the user of the severity of the problem, 1.e. Minor/Mgjor

6. Recognition rather than recall
6.1 Have prompts been formatted to allow for easy scanning of the page |.e white space around them.
6.2 Istheformat of the page designed to lead users to important information

6.3 Have items been organized into appropriate areas and headings used to distinguish between these
areas?
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7. Flexibility and efficiency of use

7.1 Has lowercase | ettering been used where possible?

7.2 Will the system support different levels of users? |.e. Novice to expert.

7.3 Arethere shortcuts provided to select menu options?

7.4 Does the system allow usersto find next/find previous options when an entry is being viewed?
7.5 Does the system remember users so they don’t have log on every time?

8. Aesthetic and minimalist design

8.1 Isthere agood brightness and colour contrast between background colours and the features on the
site

8.2 Isonly information that is needed displayed on the screen?

8.3 Arethe different features avail able easily distinguished?

8.4 Aremenutitlesbrief?

8.5 Iseach low level menu choice assigned to only one higher level menu?

9. Error recovery

9.1 Areerror messages presented to the user?
9.2 If they do not have sufficient accessrightsto alter datais this stated?
9.3 If searches produce zero results is any message presented to help user?

10. Help and documentation

10.1 Isinformation provided to give a demonstration on how to use the system?

10.2 Isthishelp clear and easy to find?

10.3 In advanced features of the system is there sufficient information to explain them?
10.4 Isthereto an option to see what variables exists within a specific search field?
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Appendix E
Test Plan
Sample test plan for the adding, updating and deleting of papers.
Function Test Performed Expected Outcome Success
Tested
Add Paper Add paper to system fillingin | The paper and all relevant fields Yes
all fields should be added to the database.
Add paper fillingin just the The paper and all relevant fields Yes
title and author name should be added to the database.
Add paper when user level is | Refuse user asthere user level is not Yes
setto0 high enough.
Add paper when user level is | Add paper Yes
setto 1l
Add paper when user level is | Add paper Yes
setto 2
Delete Paper | Delete paper when user level Refuse user as there user level is not Yes
issetto0 high enough.
Delete paper when user level Refuse user as there user level is not Yes
issettol high enough.
Delete paper when user level Allow paper to be deleted Yes
issetto2
Update Update a paper on the system | The paper and all relevant fields No
Paper should be updated to the database.
Update a paper on the system | Refuse user asthere user level is not Yes
when user level is set to 0 high enough.
Update a paper on the system | The paper and al relevant fields No
when user level issetto 1 should be updated to the database.
Update a paper on the system | The paper and all relevant fields No
when user level isset to 2 should be updated to the database.
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Appendix F
Security Checklist

This checklist was compiled from the writers own knowledge on security, various advice from websites and
from various security and PHP related literature. It was used to see

No Security Issue Features Implemented?
1 Authenticate users who use the system by implementing Yes
password protection.
2 Encryption of passwordsin the database. Yes
3 Remove database connections and passwords from files Yes
4 Authorizing users to have specific privileges Yes
5 Register Globals() Switched off Yes
6 Check Password Strength Yes
7 Error handling Yes
8 Avoid False Uploads Yes
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Appendix G
Log Form
Name of participant:

Date of test:
Level of study:

Please attempt the following tasks and then answer the questions:

Access the system at http://www

Task: 1. Attempt toregister and then log onto system.
Were you able to complete the task? YES/NO

Time taken to complete the task?

Describe the main steps taken to complete the task?

Did you encounter any difficultiesin completing the task?

Any further comments ?

Task: 2. Find the paper written by “Card, English, and Burr”
Were you able to complete the task? YES/NO

Time taken to complete the task?

Describe the main steps taken to complete the task?

Did you encounter any difficulties in completing the task?

Any further comments ?

Task: 3. Find paperson thetopic“WWW" and view theresultsin descending or der.

Were you able to complete the task? YES/NO

Time taken to complete the task?

Describe the main steps taken to complete the task?

Did you encounter any difficultiesin completing the task?

Any further comments ?
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Appendix H

Results from Evaluations

User Writer (for base set of results)

Task 1
Completed Time Route Taken Issues
Yes 50 sec Clicked link to register None
new user
Task 2
Completed Time Route Taken Issues
Yes 20 sec Searched author field None
list
Task 3
Completed Time Route Taken Issues
Yes - Chose papers 1, 3, 4min 10 sec Searched keyword Problem in returning to
45, 8. field, examined full previous page
details. Used the
quality rating to judge
paper and then used the
summary to seeif
workbench was paper
mentioned and took the
most recent paper as
there was a choice of
two.
User PG Student 1
Task 1
Completed Time Route Taken Issues
Yes 1min 11sec Clicked link to register None
new user
Task 2
Completed Time Route Taken Issues
Yes 38 sec Searched Author field None
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Task 3
Completed Time Route Taken Issues
Yes - Chose papers 1, 5, 5 min 10 sec Searched keyword Unsure how to return
6,7.8. field, examined full to previous page.
details. Used the Clicked on the
comments quality advanced search and
rating and personal he got stuck in aloop
knowledge to judge trying to find original
papers. results page.
User UG Student 1
Task 1
Completed Time Route Taken Issues
Yes 1min 26 sec Clicked link to register None
new user
Task 2
Completed Time Route Taken Issues
Yes 59 sec Originally searched Confused by different
wrong field so clicked options available to him.
back when given C||cked_ back and he lost
page display
wrong results.
Task 3
Completed Time Route Taken Issues
Yes - Chose papers 1, 3, 4min 22 sec Searched keyword Kept trying to click the
5, 6,8. field, examined full paper title as he
details. Used the thought thiswould
quality rating to judge display details on
papers. paper.
Again unsure on how
to return to previous
page.
User UG Student 2
Task 1
Completed Time Route Taken Issues
Yes 1min 37sec Clicked link to register Took a little bit of time to

new user

recognize the new user
link.
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Task 2
Completed Time Route Taken Issues
Yes 2min 12 sec Used Author field Was unsure of which field
to search, so took time to
make decision
Task 3
Completed Time Route Taken Issues
Yes - Chose papers 1, 2, 2min 30 sec Searched keyword Kept trying to click the
3,4, 5. field, and took the first paper title as he
5 papers returned. thought thiswould
display detailson
paper. Again unsure
on how to return to
previous page.
User UG Student 3
Task 1
Completed Time Route Taken Issues
Yes 2 min Clicked link to register Took a little bit of time to
new user recognize the new user
link.
Task 2
Completed Time Route Taken Issues
Yes 2min 20 sec Used Author field Read details on page then
chose correct field
Task 3
Completed Time Route Taken Issues
Yes - Chose papers 2, 3, 5 min 30 sec Searched keyword Return page displayed
4,58 field, and took the lost.
most recently

published papers and
then used quality
ratings to judge
remaining.
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User UG Student 4

Task 1
Completed Time Route Taken Issues
Yes 1min 0 sec Clicked link to register None
new user
Task 2
Completed Time Route Taken Issues
Yes 1min 30 sec Searched author field Slightly confused which
list slowed decision down.
Task 3
Completed Time Route Taken Issues
Yes - Chose papers 1, 3, 6min 0 sec Searched keyword Problem in returning to
4 5, 8. field, examined full previous page
details. Used the
quality rating to judge
paper and then used the
summary to seeif
workbench was paper
mentioned and took the
most recent paper.
User UG Student 5
Task 1
Completed Time Route Taken Issues
Yes 1min 03 sec Clicked link to register None
new user
Task 2
Completed Time Route Taken Issues
Yes 40 sec Searched author field None

list
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Task 3
Completed Time Route Taken Issues
Yes - Chose papers 1, 2, 3min 30 sec Searched keyword Problem in returning to
3,58 field, examined full previous page
details. Used the
quality rating and then
picked extra one.
User UG Student 6
Task 1
Completed Time Route Taken Issues
Yes 1min 14 sec Clicked link to register None
new user
Task 2
Completed Time Route Taken Issues
Yes imin 5 sec Searched author field None
list
Task 3
Completed Time Route Taken Issues
Yes - Chose papers 1, 3, 4min 45 sec Searched keyword Problem in returning to
45, 8. field, examined full previous page
details. Used the
quality rating and then
picked a paper that
mentioned workbench
in the comments.
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Appendix |
User Manual for Version 2 Multi User Knowledge Space

Table of Contents

1 Introduction

2 System Functions Overview

3 Controlling Users Access

3.1 Authorizing User/Controlling user accesslevels.
3.2 Removing Users

4 Managing the Database

4.1 Creating Back-up’sfor Database Tables

4.2 Restoring Database Tables

5 File Description

5.1 Filelist —Including descriptions

5.2 Parser Description
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1. Introduction
The manual isdesigned to help future system administrators run the system. It demonstrates the steps
involved in controlling user access on the system. It aso shows how to backup and then restore

database tables. Thefina section of the manual is designed as documentation for the version 2
system. It liststhefiles used to devel op the system and a description of what these files do.

2. System Functions Overview
Tutoria for the functions that that are provided on the system isfound at : -

http://test.iri.|eeds.ac.uk/internal/carney/example.html
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3 - Controlling Users Access

Userswill register their details using the system, however some of the security controls implemented
mean that certain details can only be changed by editing their details from within the database.
Access to the database is controlled by phpMyAdmin via

http://test.iri.leeds.ac.uk/mysgl/iri02/

The phpMyAdmin system will prompt the administrator to enter their username and password to enter
the system (these will be provided to system administrator at hand-over)

3.1- Authorizing User/Controlling user accesslevels.

For security reasons new users can only gain access to the system once their authorization level has
been changed from 0 to 1. This can be atered in easy steps.

Step 1 — Select the user table from the database.
D% - - 18] (3] G e itk @ L e (=B D

I;im IE], htl‘:p:p’,itest.m.lceds.ac.l.lhhy’sd{nﬂﬂ

L. LS 1L I - | il bl D . Tl o8 | DO it b BB e i o
Field Type Amributes Null Default Exwa Action
™ usend inti26) No auto_increment #* X [ m =
& 7 [
phpLi- i cimin I first_name varchar(25) No V. il
—eeeeee— | [T lat_name varchar(25) Mo Va0 | o7
20
aE B e ™ email_address varchar{100) No S X [ m®
ha N £ 5]
u kY ™ usemame varchar(25) o 2 X mE
B au [ PASSWORD wvarcharsD) Mo X EIEDODRE
AUTHOR
B AUTHORI ™ user_level enum(D, 1,2, ) Mo O 2x @ i
: f;é:?:n I activated enum{l’, 1) Mo O b | 57 s
:ﬁ:: 1T Check All / Uncheck Al With selected  _#* X mE
B raperl
::s:g:::m‘;n , Print wiew ﬁF‘ropose table structure @
B sour Feadd |1 field{s) @ At End of Table © Al Beginning of Table ("Aﬂe(lusznd 'I E]
B souRCE
=]
=l :,s::‘d Indexes: @ Space usage: Row Statistic:
B users Keyname Type Candinality Action Field Type Usage Statements Value
PRIMARY PRIMARY 4 2 X useid Data 376 Bytes  Format dynamic
Create an index on 1 columng E} Index 2048 Bytes  Rows 4
Total 2424 Bytes  Row length & 94
Row size @ 606 Bytes
Mext Autoindex 24
Creation Mar 01, 2005 at 01:16 PM
Last update Apr 24, 2005 at 11:43 AM
Run SOL query/queries on database camey® Fields:
SELECT * FROM “users’ WHERE 1 userid -
first_name
last_name
=<| lemail_address
usemame
PASSWORD
user_level _'J
¥ Show this query here again E]
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Step 2 - Select a User to Edit

Click thistab to edit details
about a particular user

Show : ||3El row(s) starting from recaord # )0

in {hatizontal j mode and repeat headers aﬁerW cells
Sort By key: INone j EI
+— | — userid first_ name last_name email_address username PASSWORD user_level activated
& X 23 test subject testi@test.co.uk test 098fEbcd4621d37 IcadedeB32627hafe 0 0
N #X 17 sam sam sam sam 332532dcfasl cbib1 e2a266bd7 23612 1 1
&2 X 22 Royce Meagle royce@comp. leeds.ac.uk rolls cB245d318b32b78171997681b3adeBs O 1
N #X 21 sammy sammy sammy sammy 43856595633f8c6c8abs2892052cecfld O 1

1 Check All / Uncheck Al With selected: & X B

Show : ||3E| rowe(s) starting from recaord # )0

in |h0nzunta| j mode and repeat headers aﬂer|1DD cells

Step 3 - Edit their details

Field Type Function Null Value
userid int(25) | 23

first_name  wvarchar(25) |test

last_name  warchar(25) Isubject

|test@test.ca.uk

ftest

Lef Lol Lo L] e L

|

|

email_address wvarchar{100) |
username  warchar(25) |
) |

PASSWORD warcharb0 IDBBTEhI:I:MEm d373caded eB32627 hafh Change level

user_level enurm - ID 'I > of access
activated enum = &0 >
Change from
Otolto
authorize user

There are 3 user levels on the system. The default level O will have the most basic access and will
only have permission to view records on the system. Level 1 access alows usersto add and update
papers aswell asviewing them. Finaly the highest accesslevel 2 allows all the previous privileges
and aso allows usersto delete records from the database.

[—

— userid first_name last_name email_address username PASSWORD user_level activated

P 23 test subject testi@test. co.uk test 025Bbed4621d37 IcadedeB32627 b4 2 1
a8 17 sam sam sam sam 332532defaal chifle2a266bd723612c 1 1
P 22 Royce Meagle royce@comp.leeds.ac.uk ralls c8245d318b3f2b78171997681b3a4e85 O 1
P 21 sammy sarmmmy sarmmmy samrmy 43356556338 c6c8ab52552092cecl4 O 1

Check &1l / Uncheck Al With selected: & ¥

Thisillustrates how the test subjects detail s have now been altered to allow them to use the system
with full access (level 2)
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3.2-Ddeting Users

Click thistab to delete a user

from the system.

Showy ||30 rowe(s) starting from recaord #ID

in | horigantal

x| mode and repeat headers aﬂer|1DD cells

X
|l 4§
|l
n#x

Sort by key: |N0ne

— T — userid first_ name last_name

23 test
17 sam
22 Royee

21 sammy

5 &

email_address username PASSWORD user_level activated
subject testi@test. co.uk test 093f6bcd4621d37 Icaded 832627 bdfa O 0
sam sam sam 332632dcfaal chible2a266bd7 23612 1 1
Meagle royce@comp. leeds. ac.uk rolls c8245d318b3f2b7817 1997681 bdadeds O 1
sammy sammy sammy 43356956335 chcabs2852092cectDd 0 1

Check All / Uncheck Al With selected: & X

Showy ||30 rowe(s) starting from recaord #ID

in |h0rizonta|

x| mode and repeat headers aﬂer|1DD cells
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4 - Managing the Database

The system administrator should take backups of the system after major new additions have been
made. This section describes the process involved in backing up and then restoring records.

4.1 - Creating Back-up’sfor Database Tables

phpMyAdmin can create a back up for the whole database in one go however for databases with a large amount
of recordsit is safer to back-up tables separately.

1- Select atable to back up and export it.

Click tab to
export table

Server: Zdlocalhost » Database: Eicarney b Table: E PAPER1

| Structure” Browse” < SQL|| }:3'Search|| il-EInsertH Export|| %OperationsH MEmptyH @Drop|

Field Type

™ Paperd int(s)

[~ Title text

[T lssue warchar(100)
[T YearPublished varchar(20)
[T Summary text

[ Comment text

[T RF text

[ DateRead warchar(10)
[T Location warchar(50)
[T Quality char(2)

Check All / Uncheck All

Attributes Null Default

Yes MULL
Yes MULL
Yes MULL
Yes MULL
Yes MULL
Yes MULL
Yes MULL
Yes MULL
Yes MULL

Extra

auto_increment g X

With selected: X

72

o
o
gl
o
o
o
o
o
o

Action

B

HEEEEEEE

g

6%

SR SR SR SR U 2 S

ke
&l & E

&l

cl el ©

Bl B0 B OBl OEDOEDOEDOED G

5



Multi-user Knowledge Space Sam Carney

Step 2 — Save back up. Enter alocation to save the file and choose a file name to save it under. If nofile
compression is selected it will output the commands to the screen. Choose the “ gzipped” compression and click
save.

Structure| Browse| ;@SDL| }-3'Search| i-EInsert| Export| %Gperationﬂ [ Em

View dump (schema) of table

Export » SOL options@
* S0l Add custom comment into header (i splits lines):
" LaTex I

[ Enclose export in a transaction
" Disable foreign key checks

C sy [ Structure:
XML [ Add DROP TABLE
[ Add IF MOT EXISTS
¥ Add AUTO_INCREMERT value
¥ Enclose table and field names with backquotes

Add into comments
[” Creation/Update/Check dates

[+ Data:
[ Complete inserts
[T Extended inserts
[T Use delayed inserts
" Use ighore inserts
¥ Use hexadecimal for binary fields

Export type: IINSERT vl
Dump I 1003  row(s) starting at record # I a L

[~ Save as file

& CSY for MS Excel

File name termplate: |_TAEILE_ { M remember template J*

Compression
& MNone (" "zipped"  "gzipped” ¢ "bzipped"

Select this option
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4.2 Restoring Database Tables

Step 1 — Make sure not database tables are selected and click the SQL tab to insert tables.

Click thistab to get
the insert page

Server: tlocalhost § Database: Bcamey

| Structure | | JES0OL | | & Export | | J-'Search | | Query | | %2 Operations

Run SQL query/queries on database carney:

¥ Show this query here again El

Or
Location of the textfile:

Browse... | (Max: 2 048KB)
Compression:

 Autodetect ¢ Mone € "gzipped” ¢ "bzipped”

Gl

Once you have located the backup and selected the
compression selected ‘ Go’ to insert it into the database.
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5.1 Filelist —Including descriptions

Thetablelists al the PHP files on the system and where they are located. A description of what each
filesdoes on the systemis given. Finaly details are given on how thesefileslink to the other filesin
the system so that administrators will know that changing thisfile will affect these related files.

File Name L ocation Description of file Related files
config.php Home directory | Holds the database connections All files.
(carney) out of PHP filesthat are stored in
the directory viewable from the
web. All files call the config file.
Also controls the detailsfor
sessions to redirect usersto login
if sessions are not created.
homel.php ./public_html The home page for the system. 1 result.php
Users can search the documents 1 addPaper.php
from this page. It aso provides 1 advanced.php
links for adding papers, an example.html
advanced search and the tutorial
for the system.
1 result.php ./public_html Displaysthe results of the search. | 1 fullDetails.php
Also holdsthe SQL commandsto | homel.php
get the details of authors, 1 advanced.php
keywords, or source details from
the lists provided.
3 _test.php ./public_html Contains the html code for the 1 delete.php
forms for adding/updating papers. | 1_addPaper.php
Also provides confirmation of homel.php
paper details before details can be | 1 _advanced.php
deleted from the database.
1 fullDetails.php ./public_html Displaysthe all of the detailsof a | 3_test.php
chosen record. homel.php
1 advanced.php
1 delete.php .Ipublic_html Contains the SQI commands to homel.php
delete a paper from the database. | 1_advanced.php
1 addPaper.php ./public_html Contains the SQI commands to homel.php
insert a new paper into the 1 advanced.php
database.
1 update.php ./public_html Contains the SQI commands to homel.php
update a paper in the database 1 advanced.php
example.html ./public_html Contains tutorialsfor using the author.php
system keyword.php
source.php
author.php ./public_html Lists the authors available on the
system
keyword.php ./public_html Lists the keywords available on
the system
source.php ./public_html Lists the source details for papers
on the system
1 advanced.php ./public_html Provides the html for the 1 result.php
advanced search options. 1 addPaper.php
homel.php
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File Name L ocation Description of file Related files
example.html
1 login_form.php ./public_html Allows user to login or be 1 checkuser.php
redirected to registration form 1 join_form.php
1 checkuser.php ./public_html SQI statements to validate a 1 result.php
user’s information. 1 addPaper.php
1 advanced.php
example.html
1 join_form.php ./public_html Registration form for new users. 1 register.php
1 register.php ./public_html Inserts registration details into 1 login_form.php
MySQL.

5.2 Parser Description
The parser is contained within the home directory of the writer. The parser was written in Java, it

works by pointing it at the original source file and getting it to process this document and output the
selected fields. Further descriptions of each parser can be found in the documentation of the code.
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