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Summary

This application note describes how to debug a Linux Kernel using the BDI-2000 JTAG Debug
Interface for GNU Debugger. An example uses a reference system for the On-Chip Peripheral
Bus Inter IC (OPB IIC) core using the IBM PowerPC™ 405 Processor (PPC405) based
embedded system in the ML403 Embedded Development Platform. The configuration and
building of the Linux kernel for BDI-2000 use is discussed. Software and hardware setup
procedures are given. A step by step flow for debugging the Linux kernel is provided.

Included
Systems

Required
Hardware/Tools

Introduction

This application note includes one reference system:

www.xilinx.com/bvdocs/appnotes/xapp981.zip

The project name used in xapp981.zip is ml403_ppc_bdi.

Users must have the following tools, cables, peripherals, and licenses available and installed:
e Xilinx EDK 8.2.02i

e ISE 8.2.03i

e Xilinx Download Cable (Platform Cable USB or Parallel Cable 1V)

e Monta Vista Linux v2.4 Development Kit

e BDI-2000 Software

e BDI-2000 Hardware

This application note uses a system built on the ML403 development board. Figure 1 is a block
diagram of the system used in this flow.
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Figure 1: OPB IIC Reference System Block Diagram

The system uses the embedded PowerPC (PPC) as the microprocessor and the OPB IIC core.

© 2007 Xilinx, Inc. All rights reserved. All Xilinx trademarks, registered trademarks, patents, and further disclaimers are as listed at http://www.xilinx.com/legal.htm. PowerPC is
a trademark of IBM Inc. All other trademarks and registered trademarks are the property of their respective owners. All specifications are subject to change without notice.

NOTICE OF DISCLAIMER: Xilinx is providing this design, code, or information "as is." By providing the design, code, or information as one possible implementation of this feature,
application, or standard, Xilinx makes no representation that this implementation is free from any claims of infringement. You are responsible for obtaining any rights you may
require for your implementation. Xilinx expressly disclaims any warranty whatsoever with respect to the adequacy of the implementation, including but not limited to any warranties
or representations that this implementation is free from claims of infringement and any implied warranties of merchantability or fitness for a particular purpose.
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Configuring and Building the Kernel

Configuring and
Building the
Kernel

This section provides the steps to configure and build the Linux kernel which are specific to
using the BDI-2000.

Figure 2 shows the menu which is provided after running the make xconfig command on a
Linux machine. After configuring the kernel for the BSP general functions, select Kernel
Hacking.

o EinxiPowerPC Kermel Configuration 7777 %
Code maturity level options | Network device support | Huxz CPMZ Options I
Loadable module support | Amateur Radio support | MPCoxzx I/O Options I
HFlatform support | IrD4 (infrared) support | IBM 4= options I
General setup | ISDHN subsystem | USB support I
Memory Technology Devices (MTD) | Old CD-ROM drivers (not SCSI, not IDE) | USE support I
Plug and Play configuration | Console drivers | Bluetooth support I
Block devices | Input core support | Kemel tracing I
Multi-device support (RAID and LYM) | Macintosh device drivers | Library routines
Cryptography support {CryptoAPI) | Character devices | [ Kemel hacking
Hetworking options | VME hus support |
ATA/IDE/MFMIRLL support | Multimedia devices |
SCSI1 support | File systems | Save and Exit I
Fusion MPT device support | Sound | Quit Without Saving I
1EEE 1394 (FreWire) support {(EXPERIMENTAL) | MPC3xx CPM Options | Load Configuration from F||
120 device support | MPCHZE0 Communication Oplions | Store Configuration to F|Ie|

X981_02_013007

Figure 2: make xconfig Menu
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Select Kernel hacking — Include BDI-2000 user context switcher as shown in Figure 3.
This sets up pointers to allow BDI to locate the page tables. The head4xx .S and pgtable.c
files contain the page table information needed to use software breakpoints.

The Include BDI-2000 user context switcher option prevents the kernel from modifying the
debug registers in ppcdxx_setup.c.

L

b Kemel hacking x
Kermel hacking |

|“‘ y||v ||v n|| Kemel debugging | Help |I
|v y||v - ||0 n|| Magic SysRq key | Help |
| &y || T || N || Debug high memory support | Help |
|v b || T || # n || Debug memory allocations | Help |
| + y || N || e N || Memory mapped 11O debugging | Help |
|v ¥ || W - || % n || Spinlock debugging | Help |
v ¥l nr - || # N Wait queue debugging Help |
v ¥~ - || ¥ n Include kgdb kemel debugger Help "
ity 51 Serial Port Help |
|v ¥ || Pl || o || Allow SysHg "G" to enter KGDB? | Help |
| v ¥ || T || o N || Enable serial console thru Kb port | Help |
b y| LV | * n| Include Zmon kemel debugger | Help |
¥ ¥||sr-||ne Include BDI-Z2000 user context switcher Help "
~ ¥| ~ - || ® n| Addany additional compile options Help |
I-L} -ggdb | Additional compile arguments | Help |
|v ¥l ar - || e N || Support for early boot text console {Bootx or OpenFinmyrare only) | Help |

| & y || - || N || Support for eaHy boot texts over seral port | Help | T,r

Main Menu | Hext | Prev |

J

Figure 3: Kernel Hacking
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Software Setup 2:X||_|NX®

Edit to the Makefile to use the -g option on CFLAGs as shown in Figure 4.
Note: The makefile depends on tab characters. Do not replace them with spaces.
Run make clean dep zImage.initrd.

The location of system.map and vml inux is in the 1inux kernel root directory. The
compressed kernel, zImage.initrd.elf, is 2 MB to 3 MB and the uncompressed kernel
vmlinux is 25 MB.

* Shell - Konsole <4 - 0 X

Session Edit Wiew Bookmarks Settings Help

# IMSTALL_WOD_FATH specifies a prefix to MIOLIE for module directory
# relocations reguired by build roots.
#

B

|NSTALL_WOD_FPATH (= $(zhell 4
it [ -n ""which bhl-whereami 2 fdewfrull™" ] ; then 4
if [ -f .hhl_target_installdir 1; then %
echo -n ""hhl-whereami™f. .7, . fdevkits cat .hhl_target_installdir’ ftarget™;
i
i)

MOOLIE  := ${ IMSTALL_MOD PATH} | ik/modu |es /% KEFNEL RELE&SE )
export WOOLIB

#
# standard OFLAGS
#

CFFFLAGS := -D__KERMEL__ - |$(HPATH)

CFLAGS = $¢CPPFLAGS) -g -Mall -Wirict-prototypes -Vho-trigraphs -02 4
-fno-strict-aliasing - fho-cormon

i Thde T CONFTG_FRESVE_POTMTER

CFLAGS += -fomit-frame-pointer

endif

AFLAGS = -0 ASSEWBLY  $(CPPFLAGS)

#

# FOOT_DEY specifies the default root-device when making the image.
# This can be either FLOPPY, CURREMT, fdew/i=xz= or empty, in which case el
# the default of FLOPPY is used by “huild’.

i @ Shell

=== —
X981_04_013007

Figure 4. Makefile Edits

Software Setu P Software is available for the BDI-2000 from Abatron. The installation of this software is
documented in the JTAG debug interface for GNU Debugger User Manual (see the References
section).

Them1403_bdi.cfg file (included in design files) is used in the software setup.The
ml403_bdi.cfg has the following settings.

IP 149.199.109.4
FILE H:\designs\ml403_ppc_bdi\bdi\zimage.initrd.elf
FORMAT ELF
STARTUP RESET
WM32 0x000000f0 0x00000000
MMU XLAT
The IP 149.199.109.4 is the IP address of the TFTP server. The MMU XLAT is needed to debug

Linux after virtual addressing is enabled. Because the Linux bootloader registers initialization,
the INIT statements inm1403_bdi.cfg must be commented to avoid a possible conflict.
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Figure 5 shows the BDI setup GUI invoked by running b20pp4gd.exe at the command prompt.
When in configuration mode, a red LED on the BDI-2000 flashes. Click on both Connect and
Transmit. The LED stops flashing after setup. Another BDI setup method is to run the

command:

bdisetup -c -il149.199.109.220 -h149.199.109.4 -fml403_bdi.cfg

After BDI setup, disconnect the serial cable from the BDI and connect it to the ML403 for

Teraterm.

BDI12000 Update/Setup

i Connect BOI2000 Loader

i~ Channel . Baudrate
" COM1 {+ 9E00
" COMz " 159200
" COM3 38400
7 COM4 " 57600

-BD12000 Firmware /- Logic

Current
Loader 1.05
Firrmisare 1.14
Logiz 1.03
i~ Configuration
BDI 1P &ddress
Subnet Mask

[refault Gateway

Canfig - Host IP Address

Configuration file

SM:  967B0645-C
MaC: 000COT9E7306

Current
urknow
urknowh Update

|

MHeweszt:

[14315a.109.220 | Newwork
Specific

| 255,255, 255, 255

| 255,255, 255, 255

| 255.255.255.255

ml403_bdi.cfg

Cancel Ok

Whiting setup data passed

I ‘ Transrmit | ’

X981_05_022107

Figure 5: BDI Setup
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Invoke a terminal emulation window as TeraTerm or HyperTerminal as shown in Figure 6. Set
Baud rate to 9600.

Tera Temm: Senal port zetup E]

ot [y [ [ o
Baud rate: Q500 -

Daka; & kit - Cancel

Partity: none b
Stop: 1 kit - Help
Flows control; none -

Transmit delay:

1] risecchar 1 ] msectline

X981_06_013007

Figure 6: TeraTerm Settings

Hardware Setu P The hardware setup involves connecting the BDI-2000 and ML403 to the Ethernet and PC.
Depending on the flow, at various phases of the process, hardware connections may require
changes.

Figure 7 shows a hardware initial setup for configuring the BDI firmware and downloading the
bitstream into the FPGA.

Cross-over Ethernet

PC BDI ML403

Serial com

JTAG

X981_07_013007

Figure 7: Initial Setup
After these two functions have been completed, connect the ML403 JTAG port to the Target B
port on the BDI using16-pin ribbon connector.

Figure 8 shows the connections of the BDI - ML403 after the initial setup. The JTAG connection
between the BDI-2000 and the ML403 consists of two ribbon cables.

Serial com
¥ ¥
PC BD12000 |, JTAG | ML403
A A
¥ Y
Ethernet | _ | Ethernet
Jack Hub
X981_08_013007

Figure 8: BDI - 403 Connections
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Using the BDI-
2000

To use the BDI-2000:

1. Using XPS, download the bitstream in the ml403_ppc_bdi project into the FPGA on the
ML403 board.

From the command prompt, run tftpsrv dH:\designs\m1403_ppc_bdi\bdi\.

2. From the command prompt, run b20pp4gd to invoke the BDI-2000 setup software. Enter
the BDI IP Address and m1403_bdi . cfg as the Configuration file, click Connect, then
click Transmit.

3. Atthe command prompt, telnet to the BDI using the command
telnet 149.199.109.220

Figure 9 shows the Telnet window with the BDI> prompt displayed along with Help information
on BDI commands.

set data breakpoint {16bit accessz)
[RiW] <adder> set data breakpoint ¢ Bhit access)
[£id>] clear data breakpointiz)

k display information about the current state
[{offtxet>] [<file [<format>]] load program file to target memory
[{offset>] [<file> [<format>]1] verify a program file to target memory
[{offset>] [<file} [<format>]1] program flash memory

<format> : BREC or B]N or AOUT or ELF
[{address?> [{mode>]1] erase a flash memory sector. chip or hlock
<{mode> = GHIP. BLOCK or SECTOR <default is sectord

{addr?> <step? <count? erase multiple flash sectors
[{addr> [<{delay>11 unlock a flash sector
{addr?> <step? <count? unlock multiple flash sectors
<type> <size> <hus> change flash configuration
<ms > delay for a number of milliseconds
{core> change the current core
<ip>» change IP address of progean File host
{string> defines a new prompt string

dizplay or update BDI configuration
<file> [<{hostIPF> [{bdilP> [{gateway’ [<{mazk>1111

display command list

gwitch to JIAG command mode

terminate the Telnet session

X981_09_013007

Figure 9: Telnet BDI Help Window

Using the BDI instructions, set a breakpoint at the start_kernel routine using the bi instruction,
which is located just after the MMU is turned on. Address translation errors will occur if gdb is
enabled before the MMU is enabled. The System.map provides the location of start_kernel.

To get the address of start_kernel, run
grep start_kernel System.map.
The first part of the kernel code cannot be debugged.

If the target responds with Target must be in debug mode for this action, type
halt and re-issue the bi command

bi 0xC0l5a46c <start_kernel>
At the BDI telnet session, enter load zImage.initrd.elf ELF.

Note: Do not use an absolute path to zImage.init.elf.
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Figure 10 shows the BDI telnet session.

{addr? <{step? <count? unlock multiple flash sectors
<type> <zize’> <busl change flash configuration
<msg ¥

[ {corel’
{ip>

[ {string>

<file> [{hostIP> [<{hdilP» [{gateway? [{mask>1111]

processing user reset request
resetting target passed
processing target startup ....
corve HA PUR is
processing target startup passed

di>load zlmage.initrd.elf ELF

Loading zImage.initrd.elf . please wait ....

File offzet BxBUB10800 to address BxUB400000 size 2314240
Loading program file passed

di*hi BxCBHES46C

Breakpoint identification is @

hdiXgo

k change IP address of program file host

delay for a number of milliseconds
change the current core

defines a new prompt string
display or update BDI configuration

display command list

switch to JTAG command mode
terminate the Telnet sessdion

Bx206011470

Run the instructions below:

go

ci

X981_10_013007

Figure 10: BDI Telnet Session

The ci instruction clears breakpoints.

Figure 11 shows the Teraterm output in which the Linux boot process stops at

Now booting the kernel.

I Tera Term Web 3.1 - COM1 VT 25

File Edit Setup ‘web Control ‘wWindow Help

loaded at:
board data at;
relocated to:
zimage at
initrd at:
avalil ram:

Linu=<FPPC load:
Thcompressing L
How booting the

oo4o00o0
0063513C
0040662C
00406EF7
00476000
006329000

console=s
inux, done,

kernel

006381E4
00635154
00406644
0047528E
00634334
04000000

ttysS0, 9600 root=s- dewsram rw ip=off

bl

X981_11_013007

Figure 11: TeraTerm Output

4. From a computer with the Monta Vista Linux software, enter:

ppc_405-gdb vmlinux
target remote 149.199.109.220:2001

XAPP981(v1.0) February 23, 2007
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Conclusion SIX"JNX®

The 149.199.109.220:2001 is the BDI IP address connected to port 2001.

Figure 12 shows the Telnet window for the gdb session.

start_kernel <) at init/main.c:354
4 printk{linux_banner;

printk{linux_banner>;

setup_arch{&command_line?;

printk("Kernel command line: xs“n", saved_command_line?;

parse_options{command_linel;
disc
Ending remote debugging.

Inc.

Free antuare, cuuered by the GHU General Public License, and you are
Jelcume to change it and or distribute copies of it wundey certain conditions.
ype "show copying" to see the conditions.

There is ahﬁulutely no uarranty for GDE. Type "show warranty' for details.
"—host=i686-pc—linux—gnu —target=powerpc—hardhat—1i

.10 .228: 2881

X981_12_013007

Figure 12;: Starting gdb Session

Figure 13 shows the Telnet window with a debug session with gdb.

elnet 149,199 109 41
annot insert bhreakpoint 2.

um Type Disp Enb Address Hhat
hu breakpoint keep Bxcide5478 start_kernel at init/main.c:354
bhreakpoint keepn Bxchde®Bad in MMU_init at init.c:366
hreakpoint keep BxcBBeBedc in sched_init at sched.c:1897
bhreakpoint keep BxcBief@ald in MMU_init at init.c:386
hreakpoint keep BxcBBefedc in sched_init at sched.c:1897
Cgdh) del 1

Cgdh? n
start_kernel (> at inits/main.c:354
4 printk{linux_hanner?;

printk{linux_hanner?;

setup_arch(hkcommand_line?;

printk{"Hernel command line: xs“n', saved_command_line?l;

parse_options (command_linel;

X981_13_013007
Figure 13: Debugging with gdb
Some example GDB instructions are given below. These remove a breakpoint and then create
two new breakpoints.
del 1
break MMU_init

break sched_init

n

Conclusion This application note describes how to use the BDI--2000 to debug Linux kernel problems. This
is done for a Monta Vista Linux kernel running on the Xilinx ML403 Evaluation Platform.
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