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1 Profile

1.1 Basic function parameters

Features

Easy installation, high reiability

Simple and clear operation flow, voice promptsin the operations.
Support the ID / MF card, awider use range.

Support the backup authentication, stronger function (also with the
extension function).

Basic function par ameter s are shown as follows:

Power DC12v

Function Access control device, has the
detection functions such as door
sensor, device dismantled etc.
One Wiegand output (only SF101)

User number 200 (fingerprint, ID card and MF
card)

Record memory 30000 records

communication uUsB
RS232/485 (device monitors the
running)

Fingerprint head Optical fingerprint head

Door bell Support the wired doorbell

Speaker The voice prompts

Buzzer Alarm when the deviceis dismantled

LED Three-color indicate (Red, green,
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blue)
Language Support multi-national voices
Sleep Support the sleep function

Explanation:

1. Access control function: support the access control output, door
sensor alarm, exit button, but not support time segment, duress alarm etc.
It is a comparatively simple access contral.

2. Sleep function: during sleeping, the backlight of fingerprint head is
turned off and Led displays, if any key is pressed (except the Bell key),
it will be waked up automatically to work normally.

1.2 Pandl introduction

Front panel
LED:
the indicator light with three colors of red,
Envoll key: it is 1 |
dso used as [ —
exit key during i i
the enrolIment. \
Delete key: itis > Fingerprint
reader
Ao used as ) =
exit key during | - i
the defetion. T &3 bufkle
|| EET | >
‘/_-. '-_- :.._"':,'_ cover
doorbell key NI Py
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Back panel:
Anti-dismantle button: Send
out the alarm signal through
the terminal when the device
— 7
o - 3EH 1 12
u'::n -!Ij':l‘. (D
P, T W RXI
o] Wil (A
Ok RLED 155+
N | GLED AR5
NOZ BEET BELL+
\ LN BELL-
"doe
hf@ @;{.
v
Speaker (mainly used in voice prompt)
Bottom Panel
A—Hh
E‘o & 9|
O / )
USB interface
Resat key

Press this key to restart device if
device can not run normally due to
the error operations or other
accidents.
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2. System Installation

2.1 Installation Notices

Our products are mass-produced and in accordance with the strict
production and testing standards in China, the United States and the
European Union, but we hope you read the installation notices carefully
before the installation. The company to remind you the proper use, will
greatly improve your use effect and speed. If you don’t read the notes
carefully before the installation, probably because of improper
installation will cause a very serious accident damage, even though
we make every effort to provide you with good service, and you will
have to pay an unnecessary price.

1. Please connect the power supply later after all other wires are
connected well. If the machine cannot run normally, please cut off the
power and then start examination. Please remember: All connection
wires with power will damage the machine accidentally. We won’t
provide maintenance for such damage.

2. Recommend the use of 3A/12V DC power supply to the equipment.
For details, consult the relevant technical staff.

3. Please firstly read explanations of connection terminals carefully
and then connect the wires in strict accordance with the rules, due
to abnormal operations may result in equipment damages, do not
belong to the scope of warranty

4. All external connection wires are forbidden to be bared, both
connections and useless ends of wires must be bandaged with insulating
tape to prevent the accident contact of bared wires, which cause the
machine damage.
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5. To prevent excessive instantaneous dectrostatic damage to the
machine in winter or the place with a comparatively serious static,
please connect the ground wir e fir stly, then connect the other wires.

6. If the distance between power supply and machine is long, please
don't use the net cable or other types of lines to take place of power cord.
While selecting power cord, voltage attenuation caused by overlong
transmission distance should be taken into account.

7. When use 485 to organize a network, please use the professional
485 bus and RS232/485 transformer with power, and adopt the bus-type
wiring. If RS485 communication distance is over 300 meters, add a
terminal matched resistor about 120Q2 to the R$485 bus.

8. Please use the access control software to connect the machine and
enroll users.

2.2 Device Installation

e
e

S ————

1) Post the moulding board on the
wall. Drill holes according to marks
on the moulding. (There should be
screw holes and lead wire hole)

2) Take the waterproof glue
away from the rear cover
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3) Take the finger buckle 4) Use screwsto fix the device and
cover away from the device waterproof glue on the wall.

5) Atlast, install the finger buckle
cover well to complete the device
installation.

All copyrights are reserved -6-
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2.3 Sketch Map of System Installation

£
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s & o ¥
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1 | &
.~ L — L4 Bell
B
L] &® "
1] @

|PL

1. When a person has passed the status authentication on the access
control device, the device will output the lock control signal to unlock.

2. Door sensor will automatically detect the switch state, when the door
is accidentally opened or the door is not closed well, it will trigger the
alarmsignal (switch volume signal)

3. If the access control device isin unusual circumstances such asillegal
demolition etc., it will output the alarm signal (switch volume signal).

4. External wired doorbell can be connected.

5. External exit button can be connected, so it is convenient to open the
door from the indoors.

6. Through R$485/RS232/USB to connect with PC and transfer data to
PC, you can easily manage multiple terminal devices through access
control management software.

Note: The alarm and the wired doorbell are required to connect an
external power supply

All copyrights are reserved -7-
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3. Connection with the peripheral devices

3.1 Connection with access controller  (only SF101)

SF100 as a fingerprint reader, can support various Wiegand format outputs,
and can connect with access controllers of majority manufacturers on the
market. Wiegand output has two modes as follows:
The mode to output user number: Wiegand outputs the fingerprint or
the user number after a successful card authentication, or the instruction
code after a failed authentication.
The mode to output card: Wiegand outputs the got card data, that is,
to output the card data as the original.

[
GND G

WD 0 DATAD ;
D | LATA)

' |- .-I.f.IJ- 1‘,\! _
GLED pra! >

BEEP [

000 o .'I'

Note: 1) The recommended distance between device and access controller
should not be more than 90 meters (If a longer distance or an environment
with interference, please use the Wiegand signal extender).

2) Regardless of whether the device shares power supply with the access
controller, the device must share the ground with the access controller to
guarantee the stability of Wiegand signal.

3) Since SF100 and SF101 can not be used as readers, RLED, GLED, BEEP
are the idle terminals. In addition, SF100 has no Wiegand output, so 12V,
GND, WDO0 and WD1 arealso theidleterminals.

All copyrights are reserved -8-
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3.2 Connection with door lock

The device is able to support NO (normally open) and NC (normally
closed) locks, only if connected with different terminals. NO terminal
should be used for NO lock, which is open during power on and closed
during power off. And NC terminal should be used for NC lock, which
is closed during power on and opened during power off.

1. Device and lock share power supply

X Note: In case that device and lock share the power supply:

When Utock=12V, I-lock>1A ((thereinto, Uiock is the operate
voltage of lock, | is the output current of device’s power supply, lLock is
the operate current of lock.) And the distance between lock and device is
closer.

(1) NC lock

SF series

sEM
(M0
BUT _
WO | )

COM | DC12Vv

Normally ¢losed [— NC |
’ - NO 2

_!_='7' ‘5:) XrR 107

4 % COM 2
e

[2V [r——
— GAD — -
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(2) NO lock
SF series
SEN izv_ %
GND r_GND =
BUT
NO 1 DC12v
: 0N
MNormally open COM |
e - NC 1
Voneve A BB T LIETE
YR 9 T+ | Lcom2

2. Device and lock do not share power supply

) Note: In case that device and lock don’t share power supply:
D)ULock=12V and |-lLock <1A;

2)ULock #12V;

3) A long distance between device and lock.

(thereinto, ULock is the operate voltage of lock, | isthe output current of
device’s power supply, ILock isthe operate current of lock.)

(1) NClock
SF series
SEN 12V p—
+ GND OND e =
i BUT
NO | DC12V
DC Power + COM |
e : FFR107 NC 1
o 1 ey
. COM 2
Normally closed
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(2) NOlock
SF series
- SEM
T GND
AFR 10T BUIT
- NG
CoM1
o+ NC
A NO 2
f.-:_? PO | COM 2
L
DC Power

3.3 Connections with exit button, alarm, doorbell, and door

Sensor
SF series
Door $ﬁ[]ﬂ SEN 12v
Rl e GND GND
. | BUT
Exit . RXD
button I_l —I_ MW | TXD
0 :
- {i: El“ 4354
_l_ HET 485
' + NO 2 BELL+
COM 2

All copyrights are reserved
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Doorbell
power

Doorbell
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3.3.1 Door sensor

Door sensor is used to detect the door’s on/off status. The fingerprint
access control device can use it to detect the door is opened illegaly,
and at thistime it will output the alarm. In addition, if the opened door is
not closed well in the regulated time, it also will output the alarm

3.3.2 Exit button

Exit button is a door-open switch installed inside the room and it is
closed to open the door. Please fix it at a place which is about 1.4 meter
high from the ground. Please ensure its location is positive and not
askew, while its connection is accurate and firmly. (Cut off the bared
side of unused cable and wrap it with the insulating tape.) Please pay
attention to prevent the eectromagnetic interference. (For example:
lighting switch, computer, etc)

3.3.3Alarm

The alarm output of this fingerprint access control device is an on-off
signal. It can be put in series to the power circuit of a simple alarm. Of
course, it can also be used as a trigger signal of the advanced alarm or
the monitoring system. (The alarm output of the device only supports
the 12VDC alarm.)

3.3.4 Doorbell
The device can only use the doorbell with control pin. The doorbell
connected with power supply directly is not recommended.

All copyrights are reserved -12-
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3.4 Power supply

The device’s working power is DC12V. The working current is less than
300mA and the standby current is less than 200mA. Connect the
positive and negative poles of power supply between +12V and AGND
directly to work normally. (Don’t connect the positive and negative
polesin reverse)

=" 12V

|-|— AGND p—— -

fe s
&
|wm,

XD

485A
==H7 | 485B

DC12V

ogoo
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4. Basic operations

When power on, the device is in authenticating state. At this time the
user can enter into the states of user enrollment, administrator
enrollment, delete a user, and empty users. Each process is prompted by
the voice and the indicator light.

The operation processes are described as follows:

1. In authenticating state, if no enrolled fingerprint and card, the voice
‘Please press the Enroll key long to enroll a administrator’ prompts the
user to enroll a administrator as soon as possible.

2. User must enrall at least one administrator firstly before the normal
users can be enrolled.

3. During the enrollment, if no operation consecutively for n seconds
(set by the user), duplicate the corresponding voice prompt. After two
times consecutively voice prompts, system will return to the
authenticating status automatically. In the del etion state, system will exit
as soon as the first overtime

4. MF card can only support the same and simple functions of 1D card
such as the enrollment and the del etion.

5. During the enrollment or the deletion, if consecutively three times
failed confirmations by the user, system will return to the authenticating
state with the prompt voice ‘A failed administrator confirmation, system
will return to the authenticating state’

6. During the enrollment or the deletion, if press the Enrall key or the
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Delete key by the user, system will exit from the enrollment or the
del etion state automatically, and there are voice prompts.

7. During deleting a user, the last administrator can not be del eted.

8. During deleting a user, the administrator confirmation is not required,
but it is a must when delete all users.

9. When the enrolled fingerprints or cards are full, system will return to
the authenticating state with the prompt voice ‘Users are already full,
system exits!’.

10. There is a voice prompt when the records are full, and then the later
record can not be saved. At this time, users can mange the records by
connecting to the access control software.

11. Other Tips
a In authenticating (verification)state, blue LED will flash once per
1/2 second. During enrollment and deletion, no flashed LED
displays.
b. If a successful authentication or enrollment or deletion, green led
will be constant on for a second; If a failed authentication or
enrollment or deletion, red LED will be constant on for a second.

¢. When users open the door normally, 3 seconds after the lock is
locked up, if the device detects the door sensor has not been closed
well, the buzzer will work long to prompt; 1 minute later, if the
door sensor is still not closed well, the alarm will work.

All copyrights are reserved -15-
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4.1 Enroll a administrator

The steps to enroll a administrator are shown in the following flow

chart:
aulbenticating snle ad
l e | MRS pEamp
!1.,_-,.h_:|...7‘ Errall ey | o prace the Fingerprint again .
kg for 3 accomig b punch the card agrin Yes
Ve promgl l I-'
wniler imlo The !
administrator '\\ o Moles pramp
riral lment AT whether I|' & Tl el ad il slenion
——. there is an enrolled ! confirenation, ams sysem
Aol pe: promip “Qb adminisrator / il pptrcrin i s
filease comflnm by Wa "‘"x., f suthemicating sinle.
the admanisisaier, and - i § |'|II | |
press the ' Enrcll” key T — __.“‘ Ku [
o re b ] | ,'
= L [
II |
comifinm wbeethey whather ||I
T — o suceesshil mdminsimior — ihwee times failed L
I.“_.M_LE?_EII'“I"“' enmmbngn authaniications
punch & cand, and pres —— P
the “Erroll” bey #o exit. = ——— S
L - I MNix
. }
punch w card by e er e e fingrmra e
r ' My s by the nser
:J‘;;;\:nimn ¥ L Ve proynpt:
JUpETLE usars are filresdy full.
sl flow vt whithra and sysiem willl retum to
o scressdl cand = aesfl frgopris s
g M o 3 1k aulbsepticaling stale
el = ~garcdinay | e
e Fl - ]
e I 1 |
L e 7 |
- / | ‘Whether
| Woice prospt ) { e ¥ the users st already
IR Il A a fall
| 2 deplicmed cand e | vy ppe r—
- elipdicaia igerpin, TG LT A5,

b s e fhingerprng agaon

a sunccemsfinl eallment

Note: The overtime judgement sub-flow and the fingerprint enrollment
sub-flow, please refer to the section 4.6.
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4.2 Enroll auser

Each user can only enroll a fingerprint or a card, the range of user ID is
1~999.

The operation steps are shown as the following flow chat.

AUCHENTICRTIBE slate

L
click and press the
“Enroll'key g
r :'v':slcc prompi: |
Yalee prommp |pleass press the “Enrall’ key long|
emler inla 1B usir v "o enroll o admanisteatar,
emrllment slate !
. whither , | -
-, i
""'-u..-\_':‘:-h.h_h there is an enrolled v ..-"J -
|'voice P[\(.|5-|P| | -\--\-.::'\-\. ndministroter )
plenss confirm by L =i Wi primpl:
the adeinssteatar, L M\l i __—— a: please press the Ferprind agmin;
and prees the “Eneall” ™ —— s Mo e bt plose unchy the cord again
huttuc:il | __——_2-_.{
Ves
cunfim whether whether
asooessfitl adminismtor —#= three tines Exiled
Voice prampa: enrollment auzhgmications E
press a fimgerprint or H
pumch i cord, o presa————__ Vles nradnit
‘B Yoy — W e | P
the: “Enrall ke woexity——— ___-;___F___‘_,._Ef- a Tt led wdimisiaraon
' L confrmation, and
a systems will retern te
the nuthenticating siate,
i card by the er ot it i M
L e %y tEmes by the user .
the evertine: L l‘ Wiice proympr:
judgement e ane filresdy fisll,
sub-Mow i Iﬁil_l: e whithar i anid eyaiefn will nepurn
4 tcotishel e, - faprm the autbeiicating stale
-.mll-mn?-_::-/f-,- l.-'i H"‘»H:':“"' it
’F.#:,.f | |
e Iy = ' I'/
P eS| Whether

W [ ‘_:"l e = the users are already
wiluplicared cand number e ke oo full

a: i dplicatiad Saperpan 1 ke Any,
o s the Sngerpring agmin | | successful ennillment

Note: The overtime judgement sub-flow and the fingerprint enrollment
sub-fow, please refer to the section 4.6.
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4.3 User authentication

The steps to authenti cate users are shown as the following flow chart:

[

¥ authenticating state -

=

whither
= then: i an ahnormaliny Ves
Voice prompt: with doorsensorand ~ ——————= alarm
| 1o authenticate the user, dismentlmg saich
||'.I|.§.'Z‘I:i|: press a fingerprint

!ol'punchucani F%N
Mo
l l Mo

punch a card to press a fingerpent
authenticate by the user oy anuthenticate by the user
) | |
whether ahether s
a successtill cand supcessiul Anzerprint - -
j authentication [

athuentication ! ||
‘ Voice prompt:
Please press the

y- : L— fingerprint again
user number xxx, Thanks |

Voice prompt:
please punch
the card again

unlock and delay

l

unfock and return to
the authenticating state
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4.4 Delete a user

The operation steps are shown as the following flow chart:

BUERERIRCAIE Sl
L My Yes
press e "Delete’ key
Voice prompt: no enralled
user, amd system will remirm
L o thie authenticating stale.
—
T
e .“ higther ihed il Wnioe pramptr:
1"‘"‘"_"'.”"" wl arplesse press the
'G.Nﬁ.! [r— 1 e Fingerprind agarn:
srnter i ‘Dl awser’ e o P‘l'-'“". punch thy
stafus, phease confinm S Yy card again
I the admizestrnior. and e e o
press ‘Delete’ by x| ¥
it o whether o whether
Dhchote o user, plisea Asresdd adrmmisEske e three fmes Failed —
press o fgopet or wnfinreien authennicatiogs [eEm—_—
pimtua cank, gl pross T TP
) o T = ey a T dnoinisiraior
the “Dhelohs” key by ek, ——.—,.1 Yas
T
¥ L
el a cand ro press a Tgeapmat to No
muthenticale by e user authenticate by e user whether
. 1118 tkmed out fior 54
o I
Pz punglliu T
[cardmgan | whether
....v s ol sl Yes
antrwsticatan
I Yor Wolce prompt:
deletion is timed
b oul, and system will
return to the
. :hl'::ehli;o.l authenticating siate.
; Y EORH I ]
L

returm o the
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4.5 Delete all users
The operate steps are shown as the following flow chart.

authenticaiing siale ¥

¥

press the “Delete” key

|I:!I'I|,'. for 3 seconds

¥
Wolce prompt: whether
enter inta clear all there 15 an enrolled
uagrs’ alate user
=
e S
Yen
L

YWoace prosmpd::
plense confinm by
a ndministrator,

uhwther
and press the Delete| | o ool sdminisiraive
| key to return cafirTsion
s
Wik cg promypt:
clear users whether o

successiully delete all users
¥ H'“::::;-_.__h_ succeasfully?
T,
the pvertime ' " g
judgement | = Yes
sub-Tlaw i
o
o whiether to
- delete all
Yoice prompit:
please press the Delete
key long Lo consecutively Ver
clear the administrator, ancd ¥
press the Delete key 1o exit
whether
Vaice prompr: { nsuccessful all
clear administrators deletion
successiully, and system
will refurn 1o the T
aulhenticating stale. H-I

E Yex
Viice prompt: no enrolled
user, system will return 1o
Lhe authenbicaling state.
& Mo -

Wakce promps

n:please press the fingerpring spain;

b please punch the card again
=

b

whether
- three Limes Faibod -
nutheniseations

N

| Wirkee: proopr:
2 failed ndmanisiraior
confirmation, and system will

Hp._ . oereer—
1 T

Volcs prompt
fail toclear users, and system
will return 1o the suthenticating siate.

i
[
§

Voice prompi
sysiem refurns 10 the authenticating state

T
Virice prompt:

Fail to ¢lear users, and system

will retwrn to the authenticating siate,

Note: The overtime judgement sub-flow, please refer to the section 4.6
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4.6 Fingerprint enrollment sub-flow and overtime
judgement sub-flow

4.6.1 Finger print enrollment sub-flow

The operation steps are as the following flow chart.

Enroll fingerprints
and card status

Mo
e :
¥ = J'v'nll.;c o pl
Please press the
4 ecentl "“f'mg_m print again .
fingerprint press
2y t the first time?
Voice prompt L at the first time
please press the =
fingerprint again = ——————==—_ Yes
¥ Mo

.-I Voice prompt:

asucoslud "] Please press the
firgerprint pross ] fingerprint again
al the sacond time? e =
Wiioe prompi:
please press the 1'||15|:-r|u'mll__|_ :
for the last time I—-—_}_‘_“ o3 _
¥ No
i suoosful —Voice prompi:
fingeerpint press Please press the
at the thiml Gme? fingerprint agam
Yes
¥

Successful fingerprint enrollment

All copyrights are reserved -21-



SF series user manua V1.0

4.6.2 Overtime judgement flow when enrolling or deleting a user

The operation steps are shown as the following flow chart.

Fingerprint

enrollment state ™
Yes
¥
whether Mo
it is timed out e
for 45
Yes
T
whether Mo

it is already twice
duplications

The enrollment (deletion)
operation is timed out,

Yes _— and system will retum
—= — |0 the authenticating state.
L

Retum to the authenticating state
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5. Communications

The background PC software can communicate with the device through
three methods (RS232, R$485, USB), and then exchange the data. RS485
can also be used for the remote management.

1. RS232 communication

12V

GND S

RXD |

TXD —I——Q‘“@

485+ e
Ce

485-
5
BELL+ -
BELL-
PC seria port

i
o
-
1
-

¥ r
M, dHSA dESE .

L.
% 455 bus et M

:':-.""..I (LA 18540 V1485

I =

R5 485 converer

I RS 332 bus

Ty

]
Tl
I

If D0 e
[E—— |
1 i

SEN— | |

ey

oo
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3. USB communication

- —H

L
'@g BC_DI
J
USB Cable
STTILL
" PC

After deviceis connected with PC well, do the operations asfollows:
Upload the user’s open door records

Upload and download the user information

Parameter setting, function configuration

Device monitors the running (only RS232/485)

The detail operation about data by the access control software, please refer
to <<access control software manual>>.
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Statement on Human Rights and Privacy

Dear Customer:

First of all, Thank you for using the identification product designed and
produced by us. Asthe world famous provider of leading identification
technology, we attach great importance to the law involved in human
rights and privacy in every county.

Therefore, we have the following statements:

1. Our civilian identification equipments only capture character points
rather than images, not concerning in retaining privacy.

2. The captured character points cannot recover the original image, not
involved in privacy.

3. We (as provider of equipments) have no direct or indirect legal
liabilities for any negative consequences arising from using the

equi pment.

4. If you have dispute about human rights or privacy, please contact
your employer.

Our other police equipment or devel opment tools will provide function
to capture citizens’ original image. As for right infringement, please
contact government or the equipment’s ultimate provider. We have no
any legal liabilitiesfor it.

Notice: Chinese law provides citizen personal freedom rights, including
the following:

1. The personis free from unlawful arrest, detention, search and
infringement.

2. Personal dignity related with personal freedom is out of infringement.
3. Citizen’sresidence isinviolable.

4. Citizen’s communication freedom and privacy are protected by law.
For password insecurity, people all over the world are suffering great
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damages. The advanced identification technology will enter e-commerce,
bank, insurance, law affair and other industries in the near future.
Identification in high-security environment ensures you real protection.

Environmental protection

7 ~% Theenvironmenta protection use period marked on our products is
/ the safety period of our products used under the conditions
specified by this manual without toxic and harmful substances
leaking happened
The environmental protection use period marked on our products
does not indude the easy wear and tear components required to be
replaced regularly such as the battery etc. The battery’s
environmental protection use period is5 years.

. Ty

Thetoxic and har mful substances or element names
and the content table

The toxic and harmful substances or el ements

Part name Lead | Merc | Cadmiu | Hexavalent Polybrominat | Polybrominated

(Pb) ury m (Cd) Chromium ed biphenyls | diphenyl ethers

(Ho) (Cr6 +) (PBB) (PBDE)

SMD X | O O O O O
resistor
SMD X | O O O O O
capacitor
SMD X | O O O O O
inductance
SMDdiode | X | O O O O O
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ESD X | O O O O O
components

Buzzer X | O O O O O
Adapter X | O O O O O
Screw O | O O X O O

O Indicate that the content of the toxic and harmful substance contained in
all homogeneous materials of this part is in the limitation requirement
stipulated in SJ/ T 11363-2006.

X: Indicate the content of the toxic and harmful substance contained in at
least one homogeneous material of this part is beyond the limitation
requirement stipulated in SJ/ T 11363-2006.

Note: The 80% product has adopted the manufacture with non-toxic and
harmless environmental protection materials, the non-toxic and harmless
substances or elements instead of the toxic and harmful substances or
elements contained can not be achieved because of the current technology
and economic constraints.
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