Setup guide for

eduroam Windows Vista

eduroam (education roaming) is a secure, world-wide roaming access service that allows
university staff and students wireless internet access at participating national and interna-
tional eduroam campuses. For more information on the eduroam service visit www.it.unsw.
edu.au/students/eduroam. Use these instructions for setting up and testing your connection
to eduroam on campus or connecting to eduroam at a remote campus location.

System requirements & prerequisites

To access eduroam, you will need a properly configured 802.11a/b/g/n (WiFi) compatible notebook
computer or mobile device that supports WPA2 Enterprise wireless security. Most new notebooks and
many new mobile devices meet these requirements.
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eduroam setup instructions

[ Step 1 - Activate your laptop’s wireless connectivity j

Methods of turning wireless networking on and off differ from computer to computer.

‘)
(( T )) Some laptops have a key displaying the wireless symbol (left), while others require a
manual connection method. If in doubt, consult your laptop’s user manual.

[ Step 2 - Configure your wireless connection for eduroam j

You need to be on campus near a UniWide %
wireless hotspot such as a library, computer lab )
or common area to configure your computer eduroam
for eduroam. To access eduroam on another
campus, look for the eduroam logo or the local university’s wireless
S service symbol as eduroam uses local wireless infrastructure. )
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Click Start > Control Panel

2. Click on Classic View

3. Click on the Network and
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4. Under Tasks, click Set up a connection

or network

@ @ Set up a connection or netwol

Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet,

Set up a wireless router or access point

Set up a new wireless network for your home or small business,
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5. Click Manually connect to a

wireless network

en network or create a new wirel

Se=-g3l Choose this to connect to a hi

O R N N N RSN SN RSN SN R RN S R M S e e e
& Setup awireless ad hoc (computer-te-computer) network
&Ny Set up a temporary network for sharing files or an Internet connection.

Set up a dial-up connection
Connect through a dial-up connection to the Internet.
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@ @ Manually connect to a wireless netwaork 6. Type eduroam (|n Iowercase)

in the Network name field

Enter information for the wireless network you want to

“I'\Teha\r-o:( e [miide B R + Select WPA2-Enterprise from the
I I Security Type drop-down menu.
] Security type: [?WPAZ-Enterprise vl

| | + Select AES from the Encryption
St s N type drop down menu
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Security Key/Passphrase: Display characts

Start this connection automatically

[7] Connect even if the network is not broadcasting
Warning: If you select this eption, your computer's privacy might be at risk.

( 7. Click Next
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&) @ Manually connect to a wireless network

Successfully added uniwide

+ Connect to..
Open the "Connect to a network” dialog so I can connect.
- —y
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| Change connection setings Click Change connection settings

Open the connection properties so that I can change the settings.
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uniwide Wireless Network properties
Connection | Security

Mame: uniwide

SSID: uniwide
Network Type: Access point 9. Ensure the following are checked:

Metwork Availability: Al users
« Connect automatically when this

=
‘ qnannev:t automatically when this network is in range network is in range
‘ ’onnev:t to a more preferred network if available

mConnect even if the network is not broadcasting

» Connect to a more preferred

network if available
[ "] Enable Intel connection settings

uniwide Wireless Network properties h

Connectiorf] Security |) 10. Click on the Security tab

-t « Check the Cache user information...
seartytipe:  |WPAZEnterprise S (below Protected EAP drop-down menu)

Encryption type: [AES ']

[Protected 247 (PEAP) ) [setengs... ]) 11. Click on the Settings

‘ Eiche user information for subsequent comalﬁns- -

h, this network
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Protected EAP Properties
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Trusted Root Certification Authorities:
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12. Ensure the following are checked:

———— « Validate server certificate
« UTN-USERFirst-Hardware (scroll down

to locate)

« Enable Fast Reconnect

13. Click the Configure button

14. Ensure this is NOT checked

15. Click OK to close this window

16. Click OK to close the previous two
windows

When you see the Manually Connect to a wireless network window below - go to the

Connect to eduroam steps oveleaf

() ®  Manually connect to a wireless network

Successfully added uniwide

% Connect to...

Open the "Connect to a network” dialeg so I can connect,

=+ Change connection settings

Open the connection properties so that I can change the settings.

( You have configured your laptop to connect to eduroam )
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L Step 3 - Connect to eduroam

@ @ Manually connect to a wireless network -
——

Successfully added uniwide
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# Connect to... .

Open the "Connect to a netwerk” dialeg so I can connect.
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# Change connection settings
Open the connection properties so that I can change the settings.

1. Click Connect to...

Q @ Connect to a network

Select a network to connect to

Show [Al ~

.'_"@ Benny Unsecured network

&’ uniwide_webauth Security-enabled network
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] &' uniwide Security-enabled network
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Set up a connection or network
Open Network and Sharing Center
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@ @ Manually connect to a wireless network -

Additional log on information is required to connect to this network.

You may need to select a certificate or enter a user name and password to connect to this
network
O S S

% Enter/select additional log on information
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Enter Credentials u
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‘ User name: 21234567 \
|

‘ Password: LLLLLLLL ,

-
Logon domain:

Save this user name and password for future use
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2. Select eduroam then click Connect

3. Click on Enter/Select additional log on
information

« Enter your z number followed by
@unsw.edu.au in the Username
field (as in: z1234567@unsw.edu.au)

+ Enter your zPass password in the

Password field
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Windows Security Alert ﬂ

G The connection attempt could not be completed

The Credentials provided by the server could not be validated. We
recommend that you terminate the connection and contact your administrator
with the information provided in the details. You may still connect but doing
you to security risk by a possible rogue server.

Details
Radius Server: infplrad002.ad.unsw.edu.au -
Root CA: AddTrust External CA Root

The server "infplrad002.ad.unsw.edu.au" presented a valid certificate
issued by "AddTrust External CA Root", but "AddTrust External CA Root"
is not configured as a valid trust anchor for this profile.

Details ( Connect } . C||Ck OK

=T g
& & Connect to a network
Connecting to uniwide . . .
A Connecting to eduroam window will appear
: &:‘ W
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A Successfully connected to
& ¢ Cometioa networg eduroam message will appear
Successfully connected to uniwide
o
| ce= & 4. Click Connect
-
( Y

You are now connected to the eduroam wireless network

While you are on the UNSW campus, please use the UniWide
service as eduroam has limited capacity

Once you have completed the above instructions your laptop should automatically connect to
eduroam whenever your are within range of a eduroam access point at a participating eduroam
location anywhere in the world.

e(iu roam

Note: ensure your laptop has wireless connectivity turned on before attempting to access eduroam.

If you change your zPass in the future - you will be prompted to re-enter it the
next time you attempt to connect to eduroam

If you have any issues or questions, please contact the IT Service Centre at itservicecentre@unsw.edu.au
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