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Preface

This document

This manual is intended for administrators and operators of a WebCCTV Video Recorder and
is applicable for WebCCTYV software version 5.4 and higher.

Safety Notices

Please observe all safety notes and instructions carefully when using this product.
Liability

The information in this publication is believed to be accurate in all respects. Quadrox assumes
no responsibility for incidental or consequential damages incurred directly or indirectly from
errors, omissions or discrepancies in connection with the furnishing, performance or use of
this manual. The information contained herein is subject to change without notice. Revisions
or new editions to this publication may be issued to incorporate such changes. All rights
reserved. Under the copyright laws, no part of this manual can be reproduced in any form
without written permission of Quadrox.

Legal considerations
Please check your local regional laws and regulations before using WebCCTV for

surveillance purposes. Camera surveillance maybe prohibited by laws, which may vary from
country to country.

Trademark Acknowledgments

Quadrox, WebCCTYV, Internet Explorer, Windows are registered trademarks of the respective
holders.

Support Services

Should you require any technical assistance, please contact your installer. If your questions
cannot be answered immediately, your installer will forward your queries through the
appropriate channels to ensure a fast response.
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1 Introduction

WebCCTYV is a unique digital video surveillance solution, which combines three major
functions in one Network Video Recorder (NVR) or Digital Video Recorder (DVR): local
digital recording, multiplexing and simultaneous transmission of the video via existing
networks (TCP/IP). To a standard WebCCTYV, up to 16 cameras can be permanently recorded
while multiple operators at different locations on the network are accessing the WebCCTV
device.

Being a networked device, WebCCTV utilizes two basic principles of the

Internet/Intranet technology:

m WebCCTV works over the TCP/IP network protocol, which provides maximum
connectivity. This means that the existing computer network infrastructure can be
used eliminating extra installation expenses.

m WebCCTV uses a web-based user interface to view live images, recordings, etc.
More specific it uses Microsoft Internet Explorer.

wiv

Remote and Local Monitoring .

To remotely monitor the connected cameras, the
WebCCTYV uses Web Browser technology. To
locally monitor video, the WebCCTYV also
provides a local interface via a PC monitor
directly connected to the WebCCTYV. This local
interface allows an operator to see live video
from the connected cameras without the need
for additional client computers on a network.

Continuous Activity-Based Recording

By default, a WebCCTV continuously records all images from all the connected cameras
based on activity detection. In this case, only movement is recorded. If there is no movement,
no recording takes place. If necessary, the WebCCTV can be set to record continuously.

Intelligent Storage Option

WebCCTYV uses a first-in/first-out (FIFO) overwrite principle. Once the disk is full, the oldest
images are overwritten.

Semi-Continuous recording (recording based on activity detection) allows a WebCCTV to
store pre- and post-alarm video. Pre- and Post-alarm images are often more important than the
images at the time of the alarm event itself. Up to 5 minutes of pre- and post-alarm video can
be stored.
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WebCCTV makes a distinction between common activity recordings and pre/post alarm
recordings. In the way that, alarm recordings have a higher storage priority and will not be
overwritten by non-alarm recordings.

The WebCCTV is operational even when no live monitoring occurs. While the
WebCCTV continuously records images from all the cameras, video is

@ transmitted from the server to the client only when an Internet browser is
connected to WebCCTV and someone is live-viewing images from one or more
cameras.
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2 Getting Started

This chapter provides information to get you started using your WebCCTV. It covers the
following topics:

Accessing WebCCTV via Internet Explorer.

Accessing WebCCTV locally.

Setting up WebCCTYV application as default homepage.
Add WebCCTYV as a trusted site.

2.1 WebCCTV IS Split

As stated before, the WebCCTYV application is a real web application which increases the
flexibility and connectivity considerably. This web application is managed by IIS (Internet
Information Services) which is installed on a computer of choice which can run IIS.

2 Versions prior to version 4.0.8.0 only have the ability to install I1S on the Video
\’!1’ Server itself.

By having the option to install the web application (by using 11S) onto a computer of choice, it
is possible to simplify the connection and scalability of the global security installation as the
server itself and the web application don’t have to be installed on the same unit.

In the beginning of the installation, you will be able to choose whether to use the split
functionality or not. You must choose one of the options: typical or custom. The Typical
(single server) option will install the web application and the video server on the same
machine.

WebCCTY 4.5.0.0 Setup
Setup Type
Choose the setup type that best suits your needs.

Click the type of S etup you prefer

vert

€ Custom [mulliple servers]

& Topical fsing

Setup Type Selection Screen
If Custom (multiple servers) is selected, there will be three possible options:

= Video Server with User Interface Server (default) — Both the video server and the
web application will be installed on the unit. Option Typical (single server) or first
option in the Custom menu.

O This is default installation and recommended if you have only one WebCCTV
a—!-r system.
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= Video Server without User Interface Server — Only the Video Server is installed.
This means you have installed the Web Application (User Interface) on another
system. Option Custom (multiple severs).

= User Interface Server without Video Server — Only the Web Application is
installed. Ideally this web application will be used as the central web application for
all the WebCCTYV systems in your network. Option Custom (multiple severs).

selecting Custom. Ask your installer for more information if you didn’t install the

@ You can choose one of the three options during the installation of your system by
system yourself.

WebCCTY 4.5.0.0 Setup

Setup Type /
Chonse the setup type that best suits your needs I ‘

Click the type of Setup you prefer

1. Video Server with User Interface S erver [defaull] Decarfion

2. Wideo Server without User Interface Server Bath the Yideo Server and the

3. User Interface Server without Yideo Server ‘wieb Server [User Interface] will
be installed on the unit. This is the
default installation and
recommended if you have only
e system.

IstallShield

<Back Nest> | Concel |

Setup Type Selection Screen

The following pictures give you an idea how it works:

streams + Login

Video Server

Client

Browser - R i Browser

o | ActhiveX b= pciive) s———

15 Web Sarver

Video Semver
Client

Web|Pages Web|Pages
o g€ < o Browser

Browser

— 4 | ActiveX e L —

[
-
L

Client

Browser . . Browser

= activex b= sctivexs———

Legend, —— Web Pages
— Slreams + Login

Centralized 1S Server on separate unit
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Streams + Login

Video Server

Client

Browser Browser

————— B ActiveX [l |Activexe=——1

Video Server +

[IS Web Server
Client
Browser M Web Fages > || Browser
L T8l ActiveX [les|Activex e ——
Video Server
Client
Browser > > Browser
_Q:-_;Acﬁvex \EIActiveX-ii
Legend: Web Pages

—— Streams + Login

Centralized 1S Server on a Video Server
Let us explain how this works in reality!

If you have multiple Video Servers installed and have installed a centralized I1S server (On
one of the Video Server or even on a separate PC), then you can connect to each Video Server
by connecting first to the centralized Web Application by typing the IP of that unit. At that
time you can choose which server you want to connect to in the network from the extended
logon screen. In this case you only need to remember one IP address to connect to all your
WebCCTYV servers.

This means that when you connect to a Video Server that also has the Web Application
installed you will need the basic logon screen shown below:

Security check E

Administrator

default NVR {localhost)

Basic Logon Screen
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If you want to connect through the centralized Web Server, you have to use the extend logon
screen by clicking Options. There you select or type the video server IP or DNS name:

For more information about the configuration of this setup, see chapter 3.3.7.

‘on
‘l‘. Network Video Recorders where you can define all servers which are reachable
= through a centralized Web Server.

‘-’i You can choose which server you want to use as the default server to connect to. For
l more information, see chapter 3.3.7. Network Video Recorders.

Security check E

default NYE (localhost)

Extended Logon Screen

2.2 Access WebCCTV via Internet Explorer

WebCCTYV automatically starts recording the moment it is turned on and booted. The
booting process takes about two minutes.

The WebCCTV can be accessed via Internet Explorer. This Internet Explorer
browser can reside on three places:
1. Acapable client LAN PC: This is a PC in the same network as the WebCCTV

on 2. A capable client WAN PC: This is a PC on the wide area network. Your
‘l‘. router/firewall has to be configured properly in order to connect to
= WebCCTV.

3. The WebCCTV: On the desktop of the WebCCTYV, you can click the video
browser icon which will open the Internet Explorer browser on the WebCCTV
itself automatically redirecting you to the WebCCTV server.

on Only *ActiveX’ supporting Internet Browsers are designed to be used with the
‘l‘. WebCCTV. Internet browsers like Netscape, Opera and other browsers that do not
= support ‘ActiveX’, are not suitable for use with WebCCTV.

Version 5.4 Series



To access the WebCCTV server via Internet Explorer, follow the steps below:

1.

A
A

Obtain the exact IP address for the WebCCTV from your System Administrator and
make note of it for future reference.

‘http://192.168.100.1/" is the factory default IP-address for a WebCCTYV. Please note
that your installer could have changed it to fit the specifications of your own network.

Open Internet Explorer.

Click the Start button on your PC or WebCCTYV and find Internet Explorer in the
All Programs tab. An Internet Explorer link can often be found on the desktop.

Once Internet Explorer is opened, click on the address field and enter the IP-address as
shown in the example below (without the quotes):

‘http://192.168.100.1/"

Make sure to include the http prefix into the IP-address. This is a protocol used for
communication with a World Wide Web server. Since WebCCTV uses the same
technology, the http prefix should be included.

t\_',,:‘:WEhEET"' ¥ideo Manager - Windows Internet Explorer
@ N rf http: /192,168,100,

File Edit ‘iew Fawaorites Tools  Help

.7 Favorites | 55, E_m Suggested Sites = &€ | Get More Add-ons -

5 webCCTY Video Manager | |

WebCCTV IP-address

When you changed the TCP/IP communication port, you need to add the port in the
IP-address. For example, is you changed the TCP/IP port to 81 (80 is default port),
the IP-address becomes ‘http://192.168.100.1:81/".

If you want to connect to a WebCCTV or GuardDVR, your IP-address becomes
‘http://192.168.100.1/WebCCTV’ or *http://192.168.100.1/guarddvr’

If the WebCCTV is accessed for the first time with a client PC, you will need to install the
ActiveX component. Follow the instructions on your screen.

wi-r

Installation of the component is done (semi) automatically on the first connection to a
WebCCTYV. The installation only has to be done once.
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2.3 Access WebCCTYV locally

The WebCCTV Local User Interface allows you to view video footage in real time by
connecting a monitor directly to WebCCTYV while recording at the same time.

Compared to Internet Explorer access, accessing WebCCTV via the Local Interface
£ has limited user functionality. The Local Interface access does not consume much
'l' CPU and memory. Accessing WebCCTYV via Local Interface slightly increases image

quality.

To access WebCCTV locally, please follow the steps below:

1. Connect a monitor, a keyboard and a mouse directly to the WebCCTV.
2. By default, a standard Windows Login window will appear on the screen. Login with
administrative credentials.

4O
'l' Please contact your installer for the correct details.

3. Depending on how you accessed the WebCCTV last time, you will see either a
WebCCTYV Local Interface directly on the screen or a WebCCTV Local Interface icon
on the system tray in the right bottom corner.

4. Double click the Local Interface icon to restore the Local Interface.

PO It’s possible to configure the WebCCTV not to show the Windows logon screen after
'l' a restart and go directly to the Local Interface. To achieve this double-click the icon
= “Operator Mode” on the WebCCTV desktop.

LR B

WebCCTV Local Interface Single View Screen
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WebCCTV Local Interface Mosaic View Screen
¥ 8 & X

WebCCTV Local Interface Control Panel

PO WebCCTV Local Interface provides basic Live view functionality (in Single or
'l' Mosaic View). For complete WebCCTYV functionality including settings, recordings,
= exporting, and accessing the WebCCTYV server via Internet Explorer.

WebCCTYV Local Interface Buttons

Single View
Click on this button to access live view from a single camera.

Mosaic View

Click on this button to live view multiple cameras.

Full Screen Button

4 e e

Click on this button to extend the application window to full screen view.

Close Child Windows Button

[

Click on this button to close all the windows on the screen
_% Change Mosaic View Button

This button is applicable only if more than 4 cameras are connected; it allows you
to jJump from one mosaic view to another.
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2.4 Add WebCCTYV as trusted site

The trusted sites zone contains sites you trust; sites that you believe you can download or run
files from without worrying about damage to your computer or data. The default security
level for the trusted sites zone is Low, therefore, Internet Explorer will allow all cookies and
ActiveX controls from Web sites in this zone to be saved on your computer and read by the
Web site that created them. We recommend adding WebCCTYV to the trusted sites zone.

To add the WebCCTYV application as a trusted site, follow the steps below:

1. Select Tools on the Internet Explorer menu bar.
2. Select Internet Options.
3. Go to the Security tab. Select Trusted Sites there.

General Securty IF'rivacyI I:Dntentl I:l:unne-:ticnnsl F'r-:ugramsl .-’-'-.l:lvan-:edl

Select aweb content zone o specify its security zettings.

[nternet Local intranet  WE{FEG=s R0=53 Festricted
sites

Trusted sites
Thiz zone containg Web sites that pou Cites.. |
brugt miok bo damage pour computer or

data. Mo zitez are in this zone.

— Security level for thiz 2one

Custom

Cuztom zettings.
- To change the settings, chck Custom Lewvel,
- To uze the recommended settings, click Default Lewvel.

Cuztom Lewvel... | Default Lewvel |

K I Cancel I Aol |

Internet Options Screen
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4. Click the Sites button. In the window that appears deselect Require server
verification (https:) for all sites in this zone check box.

You can add and remove Web sites from this zone, all Web sites
in this zone will use the zone's security settings.

Add this Web site to the zone;
| http:ff192. 168.100.1

Web sites;

[ Require server verification (htkps:) for all sites in this zone

I Cancel

Trusted Sites Screen
5. Specify correct WebCCTV server address in the corresponding field and click Add
button.

Address you specified appears in the Web sites filed.
Click OK.

2.5 Add WebCCTYV as default homepage

To make WebCCTYV a default start page on a client PC, follow the steps below:

~No

Select Tools on the Internet Explorer menu bar.

Select Internet Options.

Select General.

Click Use Current button or enter http://192.168.100.1 IP-address (or the correct
WebCCTYV IP-address) as your new default homepage.

rownpE
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3 Video Manager

()
'l' To log on to the Video Manager application, you need administrative rights.

This chapter provides an overview of the WebCCTV Video Manager Control Panel and the
following WebCCTYV functions:

m Users
Server Settings
m  General Server Information

3.1 Video Manager Control Panel

Users
Click this button to access the Users screens where you can add or delete users,
give different user rights, check Connected Users and User Actions logs.

Settings
Click this button to change the WebCCTYV settings to your requirements.

Info
Click this button to see general server information. This section also provides
access to Network Diagnostics, System Downloads and the Server logs.

Hide Control Panel
Click this button to hide or retrieve the control panel.

Restart
Click this button to restart the video server. Usually there’s no need to restart the
server unless the Restart button becomes red.

Video
Click this button to open the Video Browser application.

Help
Click this button to access WebCCTV Online help.

Log Off

Click this button to change user.

Exit

Click this button to exit the WebCCTV application.
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3.2 Users

This chapter provides an overview of the Users section of WebCCTV.

3.2.1 General Information

WebCCTV is a multi user system capable of supporting an unlimited number of users. Every
registered user can have the following properties and user rights:

Property  Description Limitation

Name Is used for the identification of the user  Must be unique

Password  Password related to the user for login No limitation
English, Dutch, French, Italian,

Language  Preferable language for the user German, Spanish, Russian,
Ukrainian

User Rights Description

Live Access to live view

PTZ* Access to PTZ controls

Recordings Access to view the recorded video footage

Export Access to the export menu

Alarms Access to view alarms and related video footage

POS Access to view POS transactions and related video footage

User management**

System configuration**

Access to change user privileges, view user actions log, view
connected users
Access to modify system options

* setting presets are only available to users with administrator rights
** only available to users with administrator rights

A Users with administrator rights can allow or block the viewing of certain cameras for
\-!-r non-administrative users.

By default WebCCTYV has two user accounts:

®  Operator Account

= Administrator Account

()
‘_lv The default operator and administrator account can’t be deleted.

2 WebCCTV Users management is fully integrated into the Windows Operating
\-!-r System users system, which results in very strong and safe access procedures.
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3.2.1.1 The Operator/User Account

A non-administrative user can have different privileges and rights. He doesn’t have access to
the video manager application.

()
.*1' The default operator account can’t be deleted.

3.2.1.2 The Administrator Account

A user with Administrator Rights can:

Add new users

Change passwords
Delete users

Set user privileges

View User Actions Logs
View Connected Users

" The default administrator account can’t be deleted.
) |

® A User name cannot be changed once it has been added. It can only be deleted. The
.*l' only parameters that can be changed are User Type, User Password, User Language
= and User privileges.

<y Only an Administrator can grant, limit and edit user rights.
The screen shown below is displayed when you click on the Users button (TESTO9 here is the
name of the PC; in new system it will be WEBCCTYV):

Users Change Your Password User Actions Log Connected Users

Users

WebCCTV Users

TEST0Y' Administrator Admn.lstrator
TEST09Operator User M

Users Screen
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The screen shown below is displayed with available Windows Users:

Users Change Your Password User Actions Log Connected Users

Users

WebCCTV Users Other users available in Windows OS

Action Name

][]

[ Add New User H Delete User ‘ | Hide Windows Users I

Users Screen with Windows Users

The subsections of the users menu are:
= Users
= Change Your Password
m  User Actions Log
= Connected Users

3.2.2 Users - Add New User

By clicking the Users button, you are automatically taken to the Users menu. Adding a user
can be done in two ways:

= Add an existing Windows user or domain user:
1. Click the Show Windows Users button

2. Select the existing Windows or domain user in the right panel and click the
left arrow. Your user is added as an Operator/User account. Click Edit. Go
now to Step 3.

= Add a totally new user:
1. Click the Add New User button
2. Enter a Name. Go now to step 3.
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3. Enter a Password.

2 If you added an existing user, the assigned default password is videouser. We
'?11‘ strongly advise you to change the password.

4. Confirm the Password.

5. Select the interface language for the new user.

6. Define the ability for a user to change his password by (de)selecting the
User cannot change password check box.

7. Select the Password never expires check box if you don’t want the
password to expire. Otherwise a user will be forced to change the password
every 6 weeks.

Users Change Your Password User Actions Log  Connected Users

General . Functionalicy Acces

WebCCTV Users Configuration Wizard - TEST09'\New_user

Please configure the general user settings

WebCCTV Users management is fully integrated into the Windows OS Users system. By changing the password below you
change it for the Windows Account TEST09\New_user.

Please draw attention to the password policy. A good password should be at least 8 characters long. Use both CAPITAL and
small letters, both letters and figures or other characters (at least one of each).

Name: TEST09 New user
Password. sesssnens

Password Co

Language: English |+
User Type: User v

User cannot change the password: [

Password never expires.

] | Next »> | Finish | | Cancel

General Screen

8. Select the privileges for the new user.

Users Change Your Password User Actions Log  Connected Users

Sessions

General Functionality Access

WebCCTV Users Configuration Wizard - TEST09'\New_user

Please select the functionality the user will have access to.._

Live:
PTZ
Recordings:
Export:
Alarms:
POS

Functionality Access Screen
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9. Define which cameras the user should be able to view on the Camera
Access tab.

Users Change Your Password  User Actions Log  Connected Users

General Functionality Access Camera Access
‘WebCCTV Users Configuration Wizard - TEST09'\New_user

Please select cameras the user will have access to...

Camera 1
Camera 2

Camera 3

EERER

Camera 4:

Cameras Access Screen

2 By default, a newly-added user has access to all the cameras. You cannot limit access
'wlv‘ to any functionalities and cameras for the user with Administrator rights.

10. Define the session parameters in the Sessions tab:

= Session expires — Time after which the user will be disconnected from the
application. The user can login again afterwards. Time is measured in minutes.

= Limit concurrent number of sessions — Number of sessions the user can open
simultaneously.

Users Change Your Password User Actions Log Connected Users
Sessions

WebCCTV Users Configuration Wizard - TEST09\New_user

Please configure the user session seftings.._

A minutes
Session expires in 30 % minutes.

Amount of concurrent sessions is fimited to 2

Sessions Screen

11. Click Finish to apply the changes.

3.2.3 Change Your Password

2 Changing your password from time to time helps to protect your system from
*1"‘ unauthorized access.

To change the password, follow the steps below:

1. Enter the old password.

2. Enter the new password.

3. Enter the password confirmation.

4. Click Apply. The new password should be set now.

@ WebCCTV has no specific minimum password length limitation. When choosing a

password, try to take a password of at least 8 characters and use both capital and
small letters, both letters and figures or other characters (at least one of each).
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Users Change Your Password User Actions Log Connected Users

Change your password

WebCCTV Users management is fully integrated mto the Windows OS Users system. By changing the
password below you change it for the Windows Account TEST09\Administrator.

Please draw attention to the password policy. A good password should be at least 8 characters long.
Use both CAPITAL and small letters, both letters and figures or other characters (at least one of each).

Change password for TEST09\Administrator
0ld password:
LRy
Verify password:
‘ Apply ‘ | Cancel |

Change Your Password Screen

Click on Cancel if you want to reset your form.

3.2.4 User Actions Log

WebCCTYV stores all user actions in its User Actions Log. Example of user actions are live
views, recording views, user management changes, etc. This log is kept inside the Windows
operating system itself. Technically, it is kept inside a specific WebCCTV event log container
in the Windows event logging subsystem.

the defined size of the event viewer. In normal circumstances, the log is large enough

@ The amount of logged user actions (number of days contained in the log) depends on
to keep WebCCTYV user logs for approximately 60 days.

3.2.4.1 Log Search

The search option allows you to retrieve all or specific actions that a certain user has
performed.

Users Change Your Password User Actions Log Connected Users

User Actions Log

Please specify the following:

User name: All users v
Time:
From (Date/Time). 1Jume 2001 G| 175 sfs olf
Time period: 1 hour v ‘VW|

) Alarm Deactivation

5 IS ety | Select Al
"~ [JPlayback ‘ Deselect All
[ Export '

! Search ! ‘ Reset filter

Event Logper Configuration

Log Search Screen
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All possible actions are described in the following table and can be found in the picture
above.

Category Description

Security Activity of the user’s actions related to users management.
Streaming Activity of the cameras that have been watched in live view.
Recording View Activity of viewing video footage.

Export Activity of video footage files that were made for exporting.

To do a search, follow the steps below:

1. Specify the user for which you want to search (Optional).
2. Define the time frame in which you want to search.

3. Check the required categories checkboxes.

4. Click the Search button.

The figure below provides a sample overview of a User Actions Log (Security, Streaming,
Playback, Export):

Users Change Your Password User Actions Log  Connec ted Users

User Actions Log

[Type |  Time | Category | User [  Descripon |
___
&/ 0LO06201116:43:11 | Security | Administrator  Successfal logon from 127.0.0.1:3841. User used TEST09\Administrator name fologin.
[ & 0L06201116:30:54 | Security | SYSTEM  Unsuccessful logon attempt made from 100.1022:3070.
&/ 0LO06201115:56:49  Streaming | Administrator  Created live stream from sowrce Cameral.
&/ 0L06201115:56:38 | Sireaming Administrator  Created live stream from source {AB4ATCT0-SBFF49GE 8073 SFASGI9F4847).
&/ 0L06201115:5638 | Security | Administrator Successfal logon from 10.0.10.22:2843. User used TESTO9\ Administrator name fo login.
&/ 01.06201115:56:38 | Security | Administrator  Successfal logon from 10.0.10.22:2847. User used TEST09'Administrator name to login.

E

alafa

SERREERARARAR

User Actions Logbook Screen

()
‘li User Actions Log allows you to check all user actions at all times.

"i In order to conduct a new log search, click on the New search button. The reset filter
l button will clear all the checked boxes so that you can make a new selection.
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3.2.4.2 Event Logger Configuration

The Event Logger Configuration defines the priority levels for the recorded events.
Depending on the selected option, WebCCTV will or will not store certain events.

Users Change Your Password User Actions Log Connected Users
Event Logger Configuration

Event Logger Configuration

Recorded Events Level | Important Events b

| Return || Apply | | Cancel |

Event Logger Configuration Screen
There are three Recorded Events levels:

= Only Critical Events — WebCCTYV stores the most important system events that occur
when proper WebCCTV performance is impossible, e.g. recording break, failure to
detect a system component, etc.

= Important Events — WebCCTV stores system events labelled as “Only Critical
Events” and system events that play a significant role in the WebCCTYV operating, e.g.
playback stream creating, system logging on, etc.

= All Events — WebCCTYV stores all system events.

To apply new settings, click Apply.
To cancel your changes, click Cancel.
To go back to the Users Actions Log screen, click Return.

2 Event Logger Settings functionality is unique for both User Actions Log and
'Y!"‘ Server Actions Log.

3.2.5 Connected Users

This screen enables you to observe specific information about connected users such as:

= User Name — Name of the connected user.

= Client IP Address — In the Client IP address column you can observe two parameters,
which are separated by a colon. 1P address is the IP address of the client computer
from which a user is connected to the WebCCTV server. Port number is the TCP port
of the client computer through which a user is connected to the WebCCTYV server.

= Action - Click the Disconnect button to disconnect a user.

( )
[ You can’t disconnect your own administrator session.
Y!V y
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Users Change Your Password User Actions Log Connected Users
Connected Users

TEST09\Administrator 10.0.10.22 - 2847
TEST09\Administrator 127.0.0.1 : 3897 J Disconnect ‘
TEST09\Administrator '10.0.10.22 - 3816 \ Disconnect |

| Refresh ‘

Connected Users Screen

In the Client IP address column you can observe two parameters, which are separated by a
colon:

IP address is the IP address of the client computer from which a user is connected to the
WebCCTV server.

Port number is the TCP port of the client computer from which a user is connected to the
WebCCTV server.

Click the Refresh button to update the Connected Users list.
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3.3 Settings

Cameras Alarms POS Storage Manager Single View Mosaics Web Publishing  Network Settings  Network Video Recorders  Certificate Management Time Synchronization

Settings Control Panel

The System Settings enable the user to change the WebCCTV behavior and adapt it to the
specific requirements. This chapter covers the following sections:

) |

Cameras

Alarms

POS

Storage Manager
Single View

Mosaics

Network Settings
Certificate Management
Time Synchronization

Use System Settings with extreme caution, some of them can seriously affect the
WebCCTYV performance and even stop proper functioning of the system.

Some of the System Settings require the WebCCTYV to be rebooted for the settings to
take effect. You will be informed to reboot the WebCCTYV server by a red message on
the screen. To restart the WebCCTYV, click the Restart button which will turn red or
click the Restart now link that appears at the end of the message. While restarting the
server, you will get a message that the server is restarting. Once restarted, a successful
reboot message will be displayed.
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3.3.1 Cameras

The Cameras overview screen is automatically displayed, when entering Settings menu.

The WebCCTV supports both Analogue and Network cameras.
()
'l - Analogue cameras can also be added and edited through a Network Video Server.

To add a Network camera click the Add IP Camera and follow the on-screen instructions
in the Camera Wizard (See 3.3.1.1 Camera Wizard).

To add a Network Video Server click the Add Network Video Server and follow the on-
screen instructions in the NVS Wizard (See 3.3.1.2 Network Video Server Wizard).

To change Camera or Network Video Server settings, click the Edit button to enter the
Camera or Network Video Server Wizard which will guide you through the setting process
for that camera or network video server.

To directly access a Network camera or a Network Video Server, click the Go to button.
This function is available for IP-cameras only.

To delete a Network camera, click the Delete button.
To delete a Network Video Server, click the Delete button.

To delete all IP devices, click the Delete All IP Devices button.

Cameras Alarms POS  Storage Manager Single View Mosaics Web Publishing Network Settings  Network Video Recorders  Certificate Management  Time Synchronization

Cameras
1] ] Network Camera Edit Goto Delete
[ 2] Camera 2 Network Camera Edit  Goto Delete
B Camera3 Network Camera Edit Goto Delete
[ 4] (G Network Camera Edit Goto Delete

1 Add IP Camera Manually H Add IP Camera Automatically H Add Metwork Video Server ! Delete All IP Devices

Cameras Screen

S. To disable or enable a camera click its number. The button will become red when the
"‘flv camera is disabled in the system.
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3.3.1.1 Camera Search Wizard

To enter the Auto-configuration wizard, click the Add IP Camera Automatically button.
The Camera Search screen will be opened and will start searching automatically for cameras
in the Local Area Network (LAN).

Following vendors are supported by Camera Search:
= Approtech:

(0]

®  Arecont:
(0]

m AXiS:
(0]

O O

= |QEye:

O O0O0Oo

(0]

All models supported. (See supported camera list for all models)
All models supported. (See supported camera list for all models)

AXIS 2XX video products with firmware versions 4.03/4.10 or higher
Exceptions: AXIS 205/ 230/ 250S / 262 / 292.
AXIS IXXX, 3XXX, PXXXX and QXXXX series

IQEye Sentinel Series
IQEye Alliance Series
IQEye 700/750 Series
IQEye 500 Series
IQEye HD1080p Series

= Panasonic:

BL-C1/10/20/30/101/111/121/131/140/160/210/ 230

BB-HCM311 /331 /371 /381 /403 /511 /515 /527 /531 /547 /580 /581 /701/
705/ 715/ 735

BB-HCE481

All models supported. (See supported camera list for all models)

Cameras Alarms POS Storage Manager Single View Mosaics Web Publishing Network Settings Network Video Recorders  Certificate Management

Time Synchronization

Camera Search

Camera search complete

I TS T TS N
[l Arecont 5 Arecont 00:1a:07:00:50:19 10.0.10.127
[ | Axis M1011-W 6 Axis M1011-W 00:40:8c:94:50:40 10.0.10.229
[ F Axis M1031-W 7 Axis M1031-W 00:40:8¢:94:¢5:c1 10.0.10.37
[ ] | Axis M1011-W 8 Axis M1011-W 00:40:8¢:94:50:46 10.0.10.48
[ ] | Axis M1031-W 9 Axis M1031-W 00:40:8c:94:95:10 10.0.10.50
11 Axis 210 10 Axis 210 00:40:8c:6:d7:c2 10.0.10.232
[ || Panasonic BB-HCM515A 11 Panasonic BB-HCM315A 00:80:£0:84:39:5e 10.0.10.157
[ J1/{Oem N5010 12 Qem N5010 00:1b:fe:00:67:8¢c 10.0.10.225

1 Refiesh I[ 1 Cancel

Cameras Search Screen

To add a camera, specify the name you want to give to the camera (Optional), select the
check box next to the camera and click the Add selected cameras button.

()
*rlv’ You don’t have to wait till the search has stopped to start adding cameras.

The Camera Auto Configuration Wizard will open and has the following tabs:

IP Address
Authentication
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3.3.1.1.1 IP Address
In this screen you configure the Starting IP Address for the cameras you are adding.

O Depending on the network settings of your computer (Subnet Mask), fields will be
\-!-v’ disabled in order to enforce that the camera is added in the correct network.

® Each selected camera will be assigned a consecutive IP address, starting with the
l - address which will be prompted. Only free addresses will be used. If the camera
= already has an IP address in the correct subnet, it will not be changed.

IP Adiess

WebCCTV Camera Autoconfiguration Wizard
Every camera will be assigned a consecutive IP-address, starting with the address below:

Starting IP-address: I i W 118

IP Address Screen

Click Next to enter the next Camera Search screen.

3.3.1.1.2 Authentication

This screen allows you to enter the login credentials for your cameras. Select the radio button
which is applicable for your cameras. There are two possibilities:

= Cameras with factory default settings — The cameras have factory default settings.
Enter a password and confirm it. This password will be assigned to the Administrator
account of the cameras.

= Cameras are pre-configured — The cameras have been configured in the past and are
located in the correct network. Enter the user name and password that were used at
that time. If preferred, you can assign a new password in the new password field,
otherwise leave this field empty.

Quadrox recommends using one password for all the cameras for your convenience.

2 This might however affect security. If the password leaks, all cameras are

\-!-v’ compromised. If you want a fully secured video network, manually assign different
passwords to every camera after completing this configuration.
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Storage Manager Single View Mosaics Web Publishing  Network Settings  Network Video Recorders  Certificate Management Time Synchronization

Cameras Alarms POS

IP Address Authentication |

‘WebCCTV Camera Autoconfiguration Wizard

‘Quadrox recommends using one password for all the cameras for your convenience. This might however affect security: If the password leaks.
all cameras are compromised. If you want a fully secured video network, manually assign different passwords fo every camera after completing
this configuration.

The system will try fo assign the password below to the default administrative account of the camera, and add the camera to WebCCTYV using
these credentials. If your cameras are pre-configured already, either select the corresponding option below and specify valid credentials for the
camera connection or factory reset your cameras

O The camera is new and has factory default seftings
(® The camera is not new and has been pre-configured before

User Name: | Administrator User name, which is used for camera connection during the configuration pracess

Password: ‘ ....... Password, which is used for camera connection during the configuration process.

New Password: | New password, which will be assigned to the camera. Please leave this field empty if
vou don't want to changs the camera password.

Confirm New | Confirm new camera password. Please leave this field empty if vou don't want to
uuuuu change the camera password.

<< Pravious | | X || Finish | Cancel

Authentication Screen

Click Finish to add the cameras. A Camera Adding Result screen will open with the results
and the server will restart automatically if necessary. To start a new search, click the New

Camera Search button.

Cameras adding result

WebCCTV Server was successfully restarted.

I New Camera Search H Edit Camera Settings ‘

Camera Adding Result Screen

Click Cancel to go back to the Camera Search screen.

You can always add cameras manually by clicking the Add IP Camera button in the
Cameras Screen.
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3.3.1.2 Camera Wizard

To enter the Camera Wizard click the Edit or the Add IP Camera button in the Cameras
Screen. The Camera Wizard can consist of eight tabs with easy to follow instructions. Read
this chapter to learn all about camera settings.

The following Camera Wizard tabs are described in this chapter:

= Name & Type ®  Activity

= Connection m PTZ

= Live view = Virtual Patrol
®  Recordings m Users

By default, some of the settings are already selected. It is advisable to keep these
settings to assure the best performance.

A Depending on the camera type (network or analogue) and camera model, some tabs
"‘flv may not be present or may be disabled.

first before finishing the configuration to assure the proper working of the WebCCTV

@ During the configuration, you may be asked to restart the server. This must be done
server.

3.3.1.2.1 Name & Type

In this screen, you define the camera name, type and model of the camera.

()
'1 - Once the camera is added, you cannot change its type.

as Alarms POS  Storage Manager Single View Mosaics Web Publishing Network Seftings  Network Video Recorders  Certificate Management Time Synchronization

Name & Type

WebCCTV Camera Configuration Wizard
Please enter the camera name and type ...

Camera 1 Please enter a descriptive name for the camera.

Type Axis - Select the IP-camera brand

Modek: M1011 = Select the IP-camera model

Name & Type (Network camera) Screen

Click Next to enter each camera and go to the next Camera Wizard screen.
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3.3.1.2.2 Connection

a

This tab is only available for network cameras. If you are adding an analogue camera,
this screen will not appear.

This screen allows you to define the parameters needed for a network camera connection:

Camera IP address or DNS name
Port

User name

Password

Delivery mode

Multicast IP-Address Port

To obtain these parameters, contact your system administrator or read the user manual
of the camera itself.

Use camera Administrator credentials in order to get all WebCCTYV functionality.

A DNS name is a meaningful and easy-to-remember "handle” for an Internet address
or IP address.

Connection Virma Parrol | Users ] dudio

WebCCTV Camera Configuration Wizard - Camera 1

You have selected the option IP-camera. Please enter the IP-address of the camera vou wish to add.

IP-address: @ | 192/ 168 1 9 The IP-address of the camera is usually located on the IP-camera

- =k HE— side. Each number should be between ( and 255
OR

DNS name: O Web Address (URL) of your camera if it uses Domain Name
) ' Service.

Port: a0 The default port sefting suitable in most cases.

User name: Administrator The user name can be found in the camera's documentation.

Password: ceeeeeE The password used during a new camera configuration.

Delivery mode: (® Unicast C Multicast

Multicast IP-Address/Port:

<< Previous | | MNext == | | Finish | | Cancel

Connection (Network camera) Screen

The delivery mode parameter is only available when the network camera supports MPEG
streaming:

Unicast — normal connection type of a camera. It is simple in organization and
efficient when one connected client uses the camera. So if WebCCTYV is the only user
of the camera, please use this type.
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= Multicast — this connection type is efficient when multiple applications use the
cameras. This approach decreases the bandwidth usage. MPEG cameras allow sending
the images to multicast IP addresses. These addresses are reserved in the IP protocol
for multicast information distribution. To program a camera to send the images to a
multicast address, you have to configure it in the camera’s native software software.
Specify the IP address on the Connection Screen of the camera wizard.

()
"‘fl" Multicast IP addresses are in the range 224.0.0.0 through 239.255.255.255.

Click Next to enter the next Camera Wizard screen.

3.3.1.2.3Live View

The Live View tab will appear differently depending on whether you are viewing Analogue or
IP cameras.

The following parameters can be set for an analogue camera:

= Image resolution — as a rule of thumb, the higher the quality of the image (higher
image resolution), the lower the frame rate you will have.

= Differential transmission — when differential transmission is enabled, only the
differences between subsequent images are sent over the network. This feature
drastically decreases the amount of transmitted video-data and is especially designed
to be used when viewing camera images over the Internet.

Live View Virtual Patral

WebCCTV Camera Configuration Wizard - Camera 1
Please choose live view resolution. ..
Remember that there is always a trade-off between image quality and frame rate - the bigger and better image vou choose, the
less frame rate the WebCCTV can achieve

Image resolution: O 3200240

) 480360

() 640x480

<< Previous | | Next == | | Finish | | Cancel

Live View (Analogue camera) Screen
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The following parameters can be set for a network camera:

= Format — gives an opportunity to choose between commonly used Compression
technologies or indicates the compression technology that is used for a specific camera

type.

= Image resolution — a higher resolution gives a better quality image. A higher image
resolution will lead to a lower frame rate.

Name & Trpe Live View Virta Parrol | Osers ] dudio

WebCCTV Camera Configuration Wizard - Camera 1

Please choose live view resolution...

Remember that there is always a trade-off between image qualitv and frame rate - the bigger and better image vou choose, the
less frame rate the WebCCTV can achieve

Format: ®JPEG  Simple, but efficient compression method. Low in CPU consumption.
OMPEG
OH.264
Image resolution: 3 320x240
O 4802360
© 640x480
<< Previous | | Mext == | | Finish | | Cancel

Live View (Network camera) Screen

Click Next to enter the next Camera Wizard screen.

3.3.1.2.4 Recordings
The available parameters for recordings are the same for analogue and network cameras:
= Record this camera — the camera will be recorded if the box is checked.

= Format - gives the option to choose between commonly used compressions
technologies or indicates the compression technology that is used for a specific camera

type.

= Image resolution — a higher resolution gives a better quality image. A higher image
resolution will lead to a lower frame rate.

= Frame rate — possible frame rates depend on the chosen image resolution.

» Volume - the storage volume on which the camera is recorded. You can change the
volume for each camera (see 3.3.4 Storage Manager)
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Name & Trpe Recording: | (RN TN

WebCCTV Camera Configuration Wizard - Camera 1
Please choose the recording parameters. ..
Record this camera:

Format: ) JPEG Simple. but efficient compression method. Low in CPU consumption.
O MPEG
O H264

Image resolution: 0 320x240
O 480x360
& 640x480

Frame rate: 4 w| Most surveillance applications record 3-5 frames per second.
Volume: D Mowvies! Volume the camera records to.
<< Previous | | Mext == | | Finish | | Cancel

Recordings (Analogue and Network camera) Screen

Click Next to enter the next Camera Wizard screen.
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3.3.1.2.5 Activity

By enabling activity detection, only images where movement is above a certain threshold will
be recorded. This significantly increases the ability to store more video footage. If you want
to record at all time, uncheck the Record only activity checkbox.

If you use activity detection, you can always calculate activity on the server, but if the camera
allows, you can configure the server to calculate activity on the camera instead of on the
server:

= Server — When activity is calculated on the server, this will result in excellent
recordings but introduces a higher load on the server. Furthermore you’re able to use
the masking feature. By using the Masking feature, only activity in a specified
area(s) will be recorded. This significantly increases the ability to store video footage.

When adding a network camera, the Masking and Activity functionality is only
'?l'l“ available after a server restart. This will be requested automatically by a notification.

The current activity level is represented by the green line on the control panel below
the video. To adjust the activity detection threshold, move the slider on the right side

'?l'l“ of the control panel up and down to shift the red line. All the video activity that stays
above the red line will be recorded.

Name & Tpe Activey

WebCCTV Camera Configuration Wizard - Axis M1011-W 7

Please select the desired activity detection level...

Record only activity:
© Mask
® Unmask Calculate activity on:

@ Server (Higher load and excellent recordings)
O Camera (Lower load and acceptable recordings)

Recording onlv meaningful activity allows vou to record for a longer period and
makes searching in the video more efficient.

Activity detection can be visually adjusted to the desired level, provided a camera
is connected Current video activity level is represented by the green line on the
control panel below the video.

To adjust the video activity, move the slider at the right side of the control panel
up and down to shift the red line. All the video activity that stays above the red
line will be recorded.

| << Previous ‘ | Next == | ‘ Finish | 1 Cancel ‘

Activity on Server (Analogue and Network camera) Screen

® Masking makes it possible to disable the recording of activity in so called ‘curtain
.'l - areas’. ‘Curtain areas’ contain constant movement classified as not important for
= surveillance (e.g. moving trees in the wind, ceiling fan etc.).

The green grid, shown on the masking screen, divides the image into masking cells.

2 Click on a cell and the activity detection in this cell will be disabled. Once disabled, a

"1"‘ masking cell turns green. This means that activity occurring in this cell will not
trigger recording.
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When you access the Activity screen for the first time on a client PC, it may be that
the green masking grid doesn’t appear. In order to be able to draw the grid, the video
card of the client PC has to have at least 16 MB of internal video memory and
DirectX accelerations fully enabled. This can be done as follows:

1. Exit the camera wizard by clicking Finish or Cancel.

2. Go to Start/Settings/Control Panel.

3. Click on Display/ Settings/Advanced/Troubleshoot.

4. Set Hardware acceleration on full.

2l

General | Adapter | Monitor  Troubleshoot | Color Management |

[ Leyouhaving pcblems vihoun raphics herduere? Thess
[ setiings can help you troubleshaot display related prablems

Troubleshoot Screen

Click OK and return to the Activity Screen in the Camera Wizard. The masking grid
should be visible on your screen now.

The masking functionality does not depend on whether you can visualize it on a
particular client PC or not. It is possible to set up masking on one client PC and use
another client PC which is not able to show masking. The masking will stay applied.

To (un)mask the desired area, follow the steps below:

1.
2.

3.

@
@

Click on the cell you wish to (un)mask.

Check the Mask or Unmask button depending on whether you want to mask or
unmask.

Click the Apply mask button to activate the selection.

To mask multiple cells, left-click one cell and drag the cursor over the cells you
would like to mask and release your mouse.

Click on the question mark icon 1 in the right hand corner of the masking screen
to access on-screen masking instructions.

Click Next to enter the next Camera Wizard screen.

Camera — When activity is calculated on the camera, this will result in acceptable
recordings and a lower load on the server. The masking feature is disabled and has to
be done on the camera. By default nothing has to be configured on the camera,
nevertheless some models require configuration on the camera itself. See Appendix C
for more information.
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2 Activity calculated on camera is supported for most models of the following brands:
"!1'!’ ACTI, Axis, Ernitec, IQEye.

you notice problems with recordings, please contact the camera manufacturer for

@ If activity is recorded or not depends on the camera activity detection algorithm. If
support.

Name & Lvge m Haseawsllingy Activity Virtual Patrol

WebCCTV Camera Configuration Wizard - Axis M1011-W 7

Please select the desired activity detection level ..

S ) e Record only activity:
Task
@ Unmask | Apply Mask __ Calculate activity on:
‘. ¥ . O Server (Higher load and excellent recordings)
! @ Camera (Lower load and acceptable recordings)

'l . 7 Recording only meaningful activity allows vou to record for a longer period and

makes searching in the video more efficient.

Activity detection can be visually adjusted to the desired level, provided a camera
is connected. Current video activity level is represented by the green line on the
control panel below the video.

To adjust the video activity. move the slider at the right side of the control panel
up and down to shift the red line. All the video activity that stavs above the red
line will be recorded.

Activity on Camera (Network camera) Screen
Click Next to enter the next Camera Wizard screen.

3.3.1.2.6 PTZ

This tab is present for both analogue and network PTZ cameras, however only analogue PTZ
cameras can be configured

9 PTZ stands for Pan Tilt Zoom, or a "movable" camera. To enable the PTZ camera
"!1'!‘ settings, select the PTZ camera checkbox.

= PTZ camera - check this if your camera is a PTZ camera
= PTZ control protocol — select the brand of the PTZ camera

= Extended PTZ - Some protocols have extended PTZ features; e.g. Pelco. By
checking this, these extended features will be made available.

= Communication port — serial communication port used for PTZ communication.

= Camera unique number — most PTZ cameras require a unique serial number to be
referred by.

Click Next to enter the next Camera Wizard screen.

Version 5.4 Series



3.3.1.2.7 Virtual Patrol

The Virtual Patrol screen allows you to configure a PTZ camera in several ways:

A

Use Home preset — this functionality prevents the misplacement of the camera and
ensures proper recordings after monitoring. If the Home Preset is enabled, the first

preset position becomes automatically the Home status and looks like m in the Live
view. When a user moves the PTZ camera, by manual manipulation or using preset
positions, the camera will return to its Home Preset after the assigned Recovery Time
has elapsed. By default this time is 300 seconds.

Use Virtual Patrol — select one of the Virtual Patrols you previously created.

Manual PTZ Control — check this radio button if you don’t use either the Home
Preset or the Virtual Patrol functionality.

Virtal Patol uiio

WebCCTV Camera Configuration Wizard - Camera 1

Please check the camera mamifacturer's documentation as contimuons movement of PTZ cameras might violate the camera's warranty. We strongly advise

you to set the virtual patrol sequence time to a mnimum of 120 seconds for cameras that move mechanically.

O Use Home Preset
® Use Virtual Patrol: | Patrolt e

9] Mamal PTZ Control (not recommended)

Defined Virtual Patrols

Patroll Edit/Delete
Patrol2 Edit/Delete
Patrol3 Edit/Delete

| Add Vitual Patrol |

Home Preset Settings

Recovery time (seconds): 300

Finish

Cancel |

<< Previous | | Mext == |
|

Virtual Patrol (Analogue and network camera) Screen

Only specially designed cameras designated by the manufacturer as "Continuous
movement use"”, "Continuous duty cycle” or "24h duty cycle" can effectively utilize
the Virtual Patrol feature. Using consumer-grade cameras with Virtual Patrol may
cause premature failure and may invalidate the cameras warranty. We strongly advise
customers to check the camera specifications before using the Virtual Patrol feature
and strongly advise setting the virtual patrol sequence time to a minimum of 120
seconds for those cameras.

You can create multiple Virtual Patrols with different settings. Click the Add Virtual Patrol
button to add a new Virtual Patrol.

To change or create the Virtual Patrol settings, click the Edit link.

Version 5.4 Series



=

4.

5.

WebCCTV Camera Configuration Wizard - Camera 1

‘Name Patrol1

e s e [ 8 [
Preset 1 120 V || Delete
Preset 2 0 ol A v|iDER
Preseta [0 S| A v | Deicie
Preset 4 120 & A Delete
| Preset 1 v | Add Preset

T

Virtual Patrol Configuring Screen

Specify a Name for the Virtual Patrol

Choose one of the available Presets from the drop-down list and click Add Preset
button.

Specify the Sequence time for every Preset. This is the time after which the camera is
switched to the next defined preset in the queue.

If necessary, use the Sort buttons to change the position of a Preset in the Virtual
Patrol sequence.
Click Apply button.

You may delete any Preset from the Virtual Patrol sequence by clicking the Delete link.

A

Due to some technology designs of Panasonic cameras, it is recommended to use no
more than 2-3 Panasonic cameras with virtual patrol configured at the same time,
since this can cause server overloading.

Each time a user takes control over the PTZ camera manually (via the PTZ Camera
Control Panel), the automatic Virtual Patrol is interrupted. Once the user stops his
manual control, the WebCCTV resumes the Virtual Patrol after 30 seconds.

Click Next to enter the next Camera Wizard screen.
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3.3.1.2.8 Users
Select which users have access to the selected camera.

2 The Users functionality is only available after you have added the camera, and
'wlv‘ restarted the server. Follow the notification that will automatically be shown.

O Users with Administrator rights have access to all cameras. Users with restricted
't!v‘ rights can be denied access to certain cameras.

vircust Parol SRR

WebCCTV Camera Configuration Wizard - Camera 1

Please select the users that have access to this camera ...

TEST09 Administrator: Users with administrative privileges have access to all cameras.
TEST(09"Operator:

Users (Analogue and network camera) Screen

3.3.1.2.9Audio

O The audio tab is only available for network cameras that support audio. For more
'wlv‘ information about audio support, go to 4.2.1.10 Audio.

This screen allows you to define the audio parameters for a network camera:
= Live audio — This enables live listen-in audio.

= External IP-address — Configure this if you want to enable remote live listen-in
audio.

Virtual Paral Audi

WebCCTV Camera Configuration Wizard - Camera 2

Enable Live Audio If you want to listen-in the live audio of this camera, check the box.

External IP-address: [ 811/ 168/ 222|] 15l 2229 If you want to use listen-in audio over the Internet, fill in the external IP-
5 : Jrrm— 3 : address and port for the camera.

Audio (Network camera) Screen
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3.3.1.3 Network Video Server Wizard

In this manual, we will refer to a Network Video Server as NVS.

To enter the Network Video Server Wizard, click the Edit device or Add Network Video
Server link/button in the Cameras screen. The Network Video Server Wizard consists of
three tabs with easy to follow instructions.

The following Network Video Server Wizard tabs are described in this chapter:

= Name & Type
= Connection
= Video Settings

If you need to change camera settings from cameras that are connected to the NVS, click the
Edit link of the camera in the cameras screen which will display the Network Video Server
Cameras Wizard. The Network Video Server Camera Wizard consists of six tabs with easy
to follow instructions.

The following Network Video Server Camera Wizard tabs are described in this chapter:

= Name = PTZ
®=  Recordings = Virtual Patrol
®m Activity m Users

@ You need to install the Quadrox Codecs Pack for proper NVS usage.

PO The NVS Wizard displays settings which are common for all cameras connected to
‘l‘ the NVS. In the NVS Camera Wizard you are able to adjust the specific settings for
= an individual camera connected to the NVS.

By default, some of the settings are already selected. It is recommended that you keep
these settings to ensure the best performance.

Cameras

Enable/Disable

I Add IP Camera Manually H Add IP Camera Automatically “ Add Metwork Video Server H Delete All IP Devices

Cameras Screen
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3.3.1.3.1 Name & Type

In this tab, you can adjust the NVS name, type and model. It’s a part of the Network Video
Server Wizard.

()
.'l - Choose a descriptive name for each NVS for easy future reference.

Name & Type

WebCCTV Network Video Server Configuration Wizard

Please enter a network video server name and type ...

Name: |Network Video Server Please enter a descriptive name for the network video server.
Tvpe: | WebCCTV Metwork Video Server “ Select the network video server brand.
Model: | pyvs400 v Select the network video server model.

Name & Type (Network Video Server) Screen

Click Next to enter the next NVS Wizard screen.

3.3.1.3.2 Connection

This tab allows you to define the parameters needed for the NVS connection. It’s a part of the
Network Video Server Wizard:

= NVS IP address
= User name

= Password
® The Default Admin ID for the NVS400 series is ‘admin’ and the default Admin
. l - password is ‘pass’. For the NVS1000/2000/4000 series the Admin ID becomes ‘root’
= and the default Admin password is ‘pass’.

Connection

WebCCTV Network Video Server Configuration Wizard - Network Video Server
You have selected the option Network video server. Please enter the IP-address of the server you wish to add.

IP-address: 192!| 168 9 9 The IP-address of the server is usually located on the network video server
’ i H : side. Each number should be between 0 and 255.

Command port: 2000/ The default port setfing suitable in most cases.
User name: _Administrator | The user name can be found in the camera's documentation.
Password: — The password used during the new server configuration.

Connection (Network Video Server) Screen

Click Next to enter the next NVS Wizard screen.
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3.3.1.3.3 Video Settings

This tab is a part of the Network Video Server Wizard and allows configuring following
settings:

= Video format — selection of the video standards format in which images are
transmitted from the cameras. PAL video standard is used in Europe, NTSC video
standard is used in the USA.

= Image resolution — a higher resolution gives a better quality image. A higher image
resolution will lead to a lower frame rate.

= Frame rate — possible frame rates depend on the chosen image resolution.

* Volume - storage volume on which the camera is recorded. You can change the
volume for each camera (see 3.3.4 Storage Manager)

2 Settings you are adjusting in this screen are applied to all NVS cameras for live view
"?!V and recordings.

Video Settngs
WebCCTV Network Video Server Configuration Wizard - Network Video Server
Please choose the video settings...

Video format: ®PAL (ONTSC PAL colour video format is mostly used
in Europe. NTSC wvideo format is used in USA.

Image resolution: O T04%576

® 352x288
Frame rate: 125 v Most surveillance applications record 3-5 frames per second.
Volume: D:Movies Volume the cameras connected to NVS record fo.

Video Settings (Network Video Server) Screen

Complete the procedure by clicking Finish button and Restart the WebCCTV server.

3.3.1.3.4 Name

This tab is a part of the Network Video Server Camera Wizard. You can assign a name to
the camera in this screen.

Name rz Virtual Pairl

WebCCTV Camera Configuration Wizard - Network Video Server 1

Please enter a camera name. ..

Name: NVS 1 [ Please enter a descriptive name for this camera.

Name (Network Video Server) Screen

Click Next to enter the next NVS Camera Wizard screen.
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3.3.1.3.5 Recordings

This tab is a part of the Network Video Server Camera Wizard. The following parameters
can be configured:

= Record this camera — the camera will be recorded if the box is checked.

= Volume - storage volume on which the camera is recorded. You can change the
volume for each camera (see 3.3.4 Storage Manager)

Recordings P1z

WebCCTV Camera Configuration Wizard - NVS 1

Please choose the recording parameters. ..

Record this camera:

Volume: D:Movies Volume the camera records to.

Recordings (Network Video Server) Screen

Click Next to enter the next NVS Camera Wizard screen.

3.3.1.3.6 Activity

This tab is a part of the Network Video Server Camera Wizard. The following parameters
can be configured:

2 When adding a NVS, the Masking and Activity functionality is only available after
"!1'!‘ server restart. This will be automatically requested by a notification.

= Activity Detection — by enabling Activity Detection, only images where movement is
above a certain threshold will be recorded. This increases the ability to store more
video footage significantly. If you want to record all the time, uncheck the Record

only activity checkbox.

‘WebCCTV Camera Configuration Wizard - NVS 1

Please select the desired activity detection level ..

Record only activity:
Apply Mask Calculate activity on-
Fom @ Server (Higher load and excellent recordings)
ONVS  (Lower load and acceptable recordings)

I Recording only meaningful activity allows you to record for a longer period and
makes searching in the video more efficient.

Activity detection can be visually adjusted to the desired level. provided a camera
is connected. Cusrent video activity level is represented by the green line on the
control panel below the video.

To adjust the video activity, move the slider at the right side of the control panel
up and down to shift the red line. All the video activity that stays above the red
fine will be recorded.

| << Previous ‘ | Next 7> ‘ | Finish | | Cancel |

Activity (Network Video Server) Screen

Version 5.4 Series



The current activity level is represented by the green line on the control panel below

2 the video. To adjust the activity detection threshold, move the slider on the right side

"—11 of the control panel up and down to shift the red line. All the video activity that stays
above the red line will be recorded.

= Masking — by using the masking feature, only activity in a specified area(s) will be
recorded. This increases the ability to store more video footage significantly.

= Calculate activity on — Each method of activity detection processing has advantages
and disadvantages. Activity detection processing on the WebCCTV server allows
detecting the activity using the best accuracy, but consumes more CPU resources.
Activity detection processing on WebCCTV NVS consumes fewer CPU resources, but
operates inaccurately in low light conditions.

° Masking makes it possible to disable the recording of activity in so called “curtain
, l areas’. ‘Curtain areas’ contain constant movement classified as not important for
=y surveillance (e.g. moving trees in the wind, busy parts of the road etc.).

The green grid, shown on the masking screen, divides the image into masking cells.

2 Click on a cell and the activity detection in this cell will be disabled. Once disabled, a

"—11 masking cell turns green. This means that activity occurring in this cell will not
trigger recording.

When you access the Activity screen for the first time on a client PC, it may be that
the green masking grid doesn’t appear. In order to be able to draw the grid, the video
card of the client PC has to have at least 16 MB of internal video memory and
DirectX accelerations fully enabled. This can be done as follows:

Exit the camera wizard by clicking Finish or Cancel.
Go to Start/Settings/Control Panel.
Click on Display/ Settings/Advanced/T roubleshoot.
Set Hardware acceleration on full.

Hown e

Default Monitor and NYIDIA GeForce FX 5200 (F 2|
Genslal] Adaplsri Moribor  Troubleshoot ]Eulur Managemenli

' Are you having problems with pour graphics hardware? These
M| cettings can help you troubleshoot display-related problems.

[~ Hardware acceleration 1
Manually contral the level of acceleration and performance supplied by
your graphics hardware. Use the Display Troubleshooter to assist you in
making the change.

Hardware acceleration: Moane

All accelerations are enabled. Use this setting if your computer has no
problems. [Recommended)

[v Enable wiite combining

0K | Cencel | i |

Troubleshoot Screen

Click OK and return to the Activity Screen in the Camera Wizard. The masking grid
should be visible on your screen now.
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The masking functionality does not depend on whether you can visualize it on a
particular client PC or not. It is possible to set up masking on one client PC and use
another client PC which is not able to show masking. The masking will stay applied.

To (un)mask the desired area, follow the steps below:

1.
2.

3.

'viv

'viv

Click on the cell you wish to (un)mask.

Check the Mask or Unmask button depending on whether you want to mask or
unmask.

Click the Apply mask button to activate the selection.

To mask multiple cells, left-click one cell and drag the cursor over the cells you
would like to mask and release your mouse.

7 :
Click on the question mark icon L— in the right hand corner of the masking screen

to access on-screen masking instructions.

Click Next to enter the next NVS Camera Wizard screen.

3.3.1.3.7 PTZ

This tab is a part of the Network Video Server Camera Wizard.

'viv

PTZ stands for Pan Tilt Zoom or movable camera. To enable PTZ camera settings,
select the PTZ camera check box first.

PTZ camera — select this if your camera is a PTZ camera.
PTZ control protocol — select the brand of the PTZ camera.

Extended PTZ - Some protocols have extended PTZ features, e.g. Pelco. By
checking this, the features will be made available.

Camera unique number — most PTZ cameras require a unique serial number to be
referred by.

Name Pz Virtal Paral

WebCCTV Camera Configuration Wizard - NVS 1
Please select the used PTZ protocol. com-port. serial number and other parameters...
PTZ camera: Please check if the camera you selected is PTZ (Pan-Tilt-Zoom).
PTZ control protocol: | \WebCCTV + | Communication control protocol.
Extended PTZ: Enable the extended features of the selected PTZ control protocol.

Camera unique number: Most PTZ cameras require a unique serial number to be referred to.
2 02350232 q q

PTZ (Network Video Server) Screen

Click Next to enter the next NVS Camera Wizard screen.
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3.3.1.3.8 Virtual Patrol

This tab is a part of the Network Video Server Camera Wizard. The Virtual Patrol screen
allows you to configure a PTZ camera in several ways:

= Use Home preset — this functionality prevents the misplacement of the camera and
ensures proper recordings after monitoring. If the Home Preset is enabled, the first

preset position becomes automatically the Home status and looks like m in the Live
view. When a user moves the PTZ camera, by manual manipulation or using preset
positions, the camera will return to its Home Preset after the assigned Recovery Time
has elapsed. By default this time is 300 seconds.

= Use Virtual Patrol — select one of the Virtual Patrol you previously created.

= Manual PTZ Control — check this radio button if you don’t use either the Home
Preset or the Virtual Patrol functionality.

Virtul Paral

WebCCTV Camera Configuration Wizard - Network Video Server 1

Please check the camera mamifacturer's documentation as contimious movement of PTZ cameras might violate the camera's warranty. We strongly advise
you to set the virtual patrol sequence time to a minimum of 120 seconds for cameras that move mechanically.

® Use Home Preset
O Use Virtual Patrol: | Patrol1 v

O Manual PTZ Control (not recommended)

Defined Virtual Patrols

Patroll Edit/Delete
Patrol2 Edit/Delete
Patrol3 Edit/Delete

]' Add Vitual Patrol |

Home Preset Settings

Recovery time (seconds): 300

|7 << Previous ‘ | Next == ‘ ‘ Finish | | Cancel ‘

Virtual Patrol (Network Video Server) Screen

Only specially designed cameras designated by the manufacturer as "Continuous
movement use"”, "Continuous duty cycle” or "24h duty cycle” can effectively utilize
the Virtual Patrol feature. Using consumer-grade cameras with Virtual Patrol may

@ cause premature failure and may invalidate the cameras warranty. We strongly advise
customers to check the camera specifications before using the Virtual Patrol feature
and strongly advise to set the virtual patrol sequence time to a minimum of 120
seconds for those cameras.

You can create multiple Virtual Patrols with different settings. Click the Add Virtual Patrol
button to add a new Virtual Patrol.

To change or create the Virtual Patrol settings, click the Edit link.
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=

4.

5.

VirualPatal

WebCCTV Camera Configuration Wizard - Network Video Server 1

Name Patrol1

(Bt i s s 51 [
v
n

Preset1 120 Delete

Preset 2 120 s. A V|| Delete
Preset3 120 s A V|| Delete
Preset4 120 s. A Delete

Preset 1 v | Add Preset

[ Apply I Return

Virtual Patrol Configuring Screen

Specify a Name for the Virtual Patrol

Choose one of the available Presets from the drop-down list and click Add Preset
button.

Specify the Sequence time for each Preset. This is the time after which the camera
switches to the next defined preset in the queue.

If necessary, use the Sort buttons to change the position of a Preset in the Virtual
Patrol sequence.

Click Apply button.

You may delete any Preset from the Virtual Patrol sequence by clicking the Delete link.

A

a

Due to some technology designs of Panasonic cameras it is recommended you use no
more than 2-3 Panasonic cameras with virtual patrol configured at the same time,
since this can cause server overloading.

Each time a user takes control over the PTZ camera manually (via the PTZ Camera
Control Panel), the automatic Virtual Patrol is interrupted. Once the user stops his
manual control, the WebCCTV resumes the Virtual Patrol after 30 seconds.

Click Next to enter the next NVS Camera Wizard screen.

3.3.1.3.9 Users

Select which users have access to the selected camera.

a

a

The Users functionality is only available after server restart when adding a new NVS.
Follow the notification that automatically will be shown.

Users with Administrator rights have access to all the cameras. Users with restricted
rights can be denied access to certain cameras.

Users
WebCCTV Camera Configuration Wizard - Network Video Server 1

Please select the users that have access to this camera ...

TESTO0® Administrator. Users with admimstrative privileges have access fo all cameras.
TEST09\Operator:

Users (Network Video Server) Screen
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3.3.2 Alarms

The Alarms chapter covers the handling and configuration of incoming alarms, alarm
reactions and how to configure the actions linked to these incoming alarm events.

Input alarms can be generated through a physical alarm-input concentrator (screw-block to
attach physical wires) attached on the back of the WebCCTV machine (together with a Picolo
card), or through a Quadrox USB 1/0 Device (screw-block to attach physical wires) attached
to the WebCCTV NVR via a USB cable.

The WebCCTV Alarm Component supports the OPC protocol; hence you are able to connect
any OPC A&E compliant alarm server and OPC A&E compliant client as well to the
WebCCTV Alarm Component. The origin of an alarm input can be an external infrared
sensor, a reed contact, etc.

By default you get the alarms menu when clicking Alarms in the Settings menu. This menu
allows you to Add Quadrox USB 1/O Device, Add Alarm Device and access the Alarms
Configuration Wizard by clicking Edit or Edit Device.

This chapter covers the following topics:

= Quadrox 10 device (Adding and Configuring)

= Quadrox USB I/0 Device (Adding and Configuring)
= Generic Alarm Driver

= RedLight Driver

= Alarms Configuration Wizard

Cameras Alarms POS5 Storage Manager Single View Mosaics Web Publishing MNetwork Settings Network Video

Recorders Certificate Management Time Synchronization

Alarms

Enable] Name ——[Pin| Devks | Typo | Actin

| Add PMD /O Device || Add Alarm Device |

Alarms Screen
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3.3.2.1 Quadrox 1O device

Quadrox 10 is an universal hardware device specially designed for organizing Input\Output
interaction with Quadrox WebCCTYV and QGuard systems.

Quadrox 10 is equipped with 8 hardware inputs and 8 hardware outputs, which can be defined
directly from the server’s web-interface.

Our device uses an open hardware platform, containing RJ45 socket on board, which allows unit
allocation on long distances.

the server!

: Quadrox 10 is supported from server ver.5.0.0.0. The Alarm component must be installed on
Ask for updates here: support@gquadrox.be

3.3.2.1.1 Configuration

Open WebCCTYV (QGuard) Video Manager page, log in and go to the “Alarms” tab.
Press “Add Quadrox 10 button. You will see the configuration Wizard:

Name |

WebCCTV Alarm Configuration Wizard
Please enter a name for the Quadrox /O device...
Device Name:

IP-address or DNS name:

Port:

Login:

Password:

Device name: give a friendly name to your alarm device.

IP-address or DNS name: provide here the IP address that you previously set up using the
Quadrox 10 configuration tool (see Quadrox 10 manual for details).

Port: the default value is 5000.

Login: device login.

Password: device password.

After entering all data, press “Finish” button.
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You will see that your Quadrox 10 appeared in the Alarms tab now:

Alarms

Pl Devee | Twe | Aces |

Now you have all 8 inputs (alarms) available to configure. They will all have standard names like:
“Alarm [your_device_name] 1-1”. Click on the corresponding “Edit” button to configure the input.

Here you can set inputs as well as any other regular alarms on server.

If you need to configure a Quadrox 1O output, you have to edit any present alarm device and
move to the “Outputs” tab.

Here you should choose a particular Quadrox 10 output from the drop-down list, configure the
rest of options and press the buttons “Add Output” and “Finish”.

P17 Recordings Fr? Outputs Notifcarion

WebCCTV Alarm Configuration Wizard - Alarm Quadrox IO 1-1

Please, choose the parameters for the outputs...

— — S—

Output Omvif PROFILES (WV-5P306) 9 3-1
Output Onvif PROFILES (WV-SP306) 9 3-1
Output Panasonic BB-HCM515A 7 4-1
Output Panasonic BB-HCE481A 4 51
Output Quadrox 10 1-1

Output Quadrox 10 1-2

Output Quadrox 10 1-3
Output Quadrox [0 14
Qutput Quadrox [0 1-5
Output Quadrox 10 1-6
Qutput Quadrox 10 1-7

Output Quadrox 10 1-8
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You can change the names of the outputs using the “Edit Device” option from the “Alarms” tab.

Video Manager -> Settings -> Alarms Quadrox 10 Edit device dialog -> Outputs tab

WebCCTV Alarm Configuration Wizard

Please, choose the parameters for the cutputs...

e —
| rrrr—
[ orerroa—
| rerror—
| e a—
[ orerr—
| oo a—

Quadrox 10 can be deleted from the server pressing the “Delete Device” link.

3.3.2.1.2 Alarms

Once your inputs and\or outputs were configured, you are able to receive signals from external
devices and send physical reactions as well.

Let’s see how alarms received from Quadrox 10 work at server side.

When some of Quadrox 10’s inputs were closed, you will see an Event on “Alarms” page of
Web Browser. “Alarms” button will blink with red until the alarm will be de-activated.

Live

Recordings

1x 2% 4% Bx

| Show most recent | ‘ Mew Search ‘ I De-activate all |

Event Date/Time jEm— f— '-r o Action

Switch User

Manager

My Account

Help
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3.3.2.2 Quadrox USB 1/0 Device

The Quadrox USB 1/0 device has to be added manually. To do so, follow the steps below:

1. Attach the Quadrox USB 1/O Device to one of the USB ports of your WebCCTV.
()
.,'lv Quadrox USB 1/0 Device supports USB 2.0.

2. Click Add PMD 1/0O Device button.

Alarms
[Eaabe] Nawe [Pa| Devies | Tope | Acton |
|I 1 | Alarm Camera 7 2-1 1 Camera7 IP Camera Edit Edit Device

| 2| AlamCamera371INTL 1  Camera3 IP Camera Edit Edit Deviee
| 3| Alarm Camerad 1 1 Camera4 IPCamera Edit EditDevice
(4| Alarm Camera 982 2 | Camera® IP Camera Edit Edit Device
5| AlarmCameral51INTL 1  Cameral IP Camera Ldit Edit Device

6| Alarm Camera 981 1  Camera® IPCamera Edit EditDevice

|7 AlarmCamera2 61INTL 1 Camera? IP Camera Edit Edit Device

|i Add PMD 1/0 Device \l\ Add Alarm Device |

Alarms (Quadrox USB 1/0 Device) Screen

The Quadrox USB 1/O Device Configuration Wizard will be opened for configuration.

3.3.2.2.1 Name

This screen shows basic information about the 1/0 Device. It contains two fields:
= Device type — general information about the type of 1/0 Device connected.
= Serial Number — enter the serial number of your I/O Device in this field.

° To obtain the serial number of your Quadrox USB /O Device, refer to USB 1/O
" l - Device documentation or use the special tool that is located in the Support folder to
= set a new serial number. (see 3.3.2.2.5 Quadrox USB 1/O Serial Number)

Name Contiguration | oo}
WebCCTV 10 Device Configuration Wizard
Please enter a Serial Number for the IO device. ..

Device Type: PMD IO Device

Serial Number: 1

Name (Quadrox USB 1/0 Device) Screen

Click Next to enter the next I/O Device Configuration Wizard Screen.
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3.3.2.2.2 Configuration

This screen allows you to configure your I/O Device lines as inputs or outputs for the alarm
signals.

conigurarion | [T

WebCCTV I0 Device Configuration Wizard

Please choose the IO configuration of the device...

~in 20 Pin 1 Pins 1-4 Pins 3-8 Pins 32-39 Pins 21-28

| l {1111 «l[1111 v||00000000 ¥| 00000000 v
290NN OGRDBTARDNTD

COMPUTING

P-IEAEUIEIE_._I'IU!_EI_\!T

33828039000800800893

Fin 42 Pin 21

Configuration (Quadrox USB 1/0 Device) Screen

PO When the Quadrox USB 1/O device is disconnected from the USB port and the server
'l' is restarting, the Quadrox USB device disappears from 1/O Devices list. After being
= reconnected and subsequently restarting the server, it appears again.

The Quadrox USB 1/0 device has 3 ports and each port has 8 lines, however one port is
divided in two parts, where every subpart has 4 lines. This makes 24 lines in total. Compared
to the Picolo 1/0 card, where every line can be configured separately, you need to configure a
whole port as an input or output for the Quadrox USB 1/O device. There are 4 drop-down lists
and each of them corresponds to a certain port.

Value Description
I Configure line as input. This line receives an alarm signal from an
external device.
o Configure line as output. This line sends a control signal to the
external device.

Click Finish button.

If you entered a correct Quadrox USB 1/0O Device serial number you should see the following
screen:
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Alarms

The I/O device was successfully added

m

—

ol
ol

BeEdeaEagaEaEaa:

)
th

—
(=]

ol
(]

.

| Add PMD 1O Device | | Add Alarm Device

Alarms (Quadrox USB 1/0O Device Added) Screen

Click Edit Device link. Go to the Outputs tab.

3.3.2.2.3 Outputs

This screen allows you to assign names to the lines you have configured as outputs.

a

The Outputs tab is not available in the WebCCTV Quadrox USB 1/0O Device
Configuration Wizard when you are adding the Quadrox USB 1/0 Device. It becomes
available after you add the device and click Edit Device link in the Alarms menu.

Outputs
WebCCTV IO Device Configuration Wizard

Please, choose the parameters for the outputs. .-

I —
| |
Qutput PMD 1-2 I-
Output PMD 1-3 1=
Output PMD 14 I

Outputs (Quadrox USB 1/0 Device) Screen

Click the Finish button to apply the configuration.
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3.3.2.2.4 Delete Quadrox USB 1/0 Device
If you want to delete your Quadrox USB 1/0O Device, execute the following steps:

1. While being in Alarms Menu, click the Delete Device link.

'8 Alarm PMD 11 1 Edit Edit Device
9 ||| Alarm PMD 12 2 Edit
10| Alarm PMD 13 3 Edit
11 Alarm PMD 14 4 Edit
Al ; PMD vith Serial Nr 1 PMD USB Device -~
13 Alarm PMD 1.6 6 Edit
14 Alarm PMD 1.7 7 Edit
15| |Alarm PMD 1.8 8 Edit

Alarms (Deleting Quadrox USB 1/0 Device) Screen

2. Click OK in the pop-up window.

Windows Internet Explorer

D ] This operation will cause your alarm configuration to be reset,
-

Are you sure that vou wank to delete this device?

[ ok H Cancel ]

Confirmation (Deleting Quadrox USB 1/0O Device) Screen
3.3.2.2.5 Quadrox USB 1/0 serial number

To assign the serial number to a Quadrox USB 1/O Device, follow the steps below:
1. Connect your Quadrox USB I/O Device to the computer.

2. Go to C:\Program Files\Quadrox\, find pmdserialnumber.exe and click on it.
3. A command prompt will appear.

¢ |PMDSerialNumber.exe
PHD Serial Number utility. Copyright <C> 1997-2805, Quadrox NU.

PMD Device was detected.
PMD Device Serial Number is 2

WYould you like to change PMD Device Serial Humber? (¥-/N>? _

Assigning Quadrox USB 1/0 Serial Number Screen 1
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4. Specify Y and click Enter button.
5. Please enter the new serial number message will appear on the screen, specify new
serial number. Click Enter.

¢\ |PMDSerialNumber.ene
PMD Serial NHumber utility. Copyright (C> 1997-2805, Quadrox NU.

PMD Device was detected.
PMD Device Serial Number is 3

lould you like to change PMD Device Serial NHumber? (¥-NJ? y

Pleaze enter the new Serial Number:z 2_

Assigning Quadrox USB 1/0 Serial Number Screen 2

6. As prompted, press any key to finish assigning the Quadrox USB 1/0 Device serial
number.

3.3.2.3 Generic Alarm Driver

The Generic Alarm Driver makes it possible to generate alarms without needing a hardware
device. Generating alarms is done by using the SDK (Software Development Kit). For more
information about how to utilize the SDK Kit, contact SDK@quadrox.be.

To add the Generic Alarm Driver, click Add Alarm Device button.

| 12 ||| Alarm PMD 15 5 Edit

| 13| AlarmPMD 1.6 % Edit

|14 Alarm PMD 1.7 % Edit

/15| Alarm PMD 1.8 s Edit
Add PMD I/0 Device || Add Alarm Device

Alarms Screen
The Alarm Configuration Wizard will be opened for configuration.
3.3.2.3.1 Name

This tab allows you to specify the Device Name.

Name

WebCCTV Alarm Configuration Wizard

Device Name: Generic Alarm Driver

Name (Generic Alarm Driver) Screen

Click Next to enter the next Alarm Configuration Wizard Screen.
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3.3.2.3.2 Protocol
In this tab, the protocol has to be selected
Select Generic Alarm Driver in the drop-down list.

Nume Pratocol

WebCCTV Alarm Configuration Wizard
Please. specify the alarm device protocol.

Pratacol RedLight Driver "

RedLight Driver

Protocol (Generic Alarm Driver) Screen

Click Finish button.

i Depending on the drivers you installed together with the Alarm Component, it’s
e 4 possible some values are not present in the drop-down list.

° If you entered the Alarm Configuration Wizard by clicking the Edit Device link in
‘_lv the Alarms Screen, you can’t change the protocol anymore, but can only see which
= protocol has been selected.

3.3.2.3.3 Connection

This tab is not available for the Generic Alarm Driver Device. You don’t have to configure it.

3.3.2.4 RedLight Alarm Driver

The RedLight Alarm Driver makes it possible to receive alarms for Red Light infractions.

This driver may and can only be used in cooperation with Quadrox N.V. For more
information, contact sales@quadrox.be.

®
w‘.1,,, You need extra add-on software to be able to receive alarms.

To add the RedLight Alarm Driver, click Add Alarm Device button.

|12 [ (Al PMD IS 5 Edit
13 AlamPMD 16 6 Edit
[14 | AlamPMD 17 7 Edit
15 AlarmPMD 18 3 Edit

| Add PMD 1O Device ||| Add Alarm Device |

Alarms Screen

The Alarm Configuration Wizard will be opened for configuration.

Version 5.4 Series



3.3.2.4.1 Name
This tab allows you to specify the Device Name.

Name

WebCCTV Alarm Configuration Wizard

Device Name: RedLight Alarm Driver

Name (RedLight Alarm Driver) Screen
Click Next to enter the next Alarm Configuration Wizard Screen.
3.3.2.4.2 Protocol
In this tab, the protocol has to be selected

Select RedLight Driver in the drop-down list.

‘WebCCTV Alarm Configuration Wizard

Please, specify the alarm device protocel.

Protocol (RedLight Alarm Driver) Screen
Click Next to enter the next Alarm Configuration Wizard Screen.

i Depending on the drivers you installed together with the Alarm Component, it’s
Yy possible some values are not present in the drop-down list.

° If you entered the Alarm Configuration Wizard by clicking the Edit Device link in
‘-l y the Alarms Screen, you can’t change the protocol anymore, but can only see which
= protocol has been selected.

3.3.2.4.3 Connection
This tab allows for the configuration of the following settings:
= Dispatcher IP — IP address of the sender of the alarm events.
= Dispatcher Port — port used by dispatcher to send alarm events.

= Client IP — IP address of the client which accepts the alarm events. Basically this
should be the WebCCTYV server IP Address.

= Client Port — port used by client to receive alarm events.

= Client Name — unique name which identifies the client machine.
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Name Connection

WebCCTV Alarm Configuration Wizard
Please, specify the alarm device connection parameters.
Dispatcher IP | 1o7/| || ol 1 IP-address of the sender of the alarm events.

Dispatcher Port | 49152

Client IP 10 oll 10 5| IP-address of the client. accepting the alarm events. Basically this should be a
: i ’ WebCCTV server IP-address.
Client Port 49155

Client Name A vnique name, which should identify the current client machine. For example,
WEBCCTV q y p
" this could be 2 WebCCTV server name.

Connection (RedLight Alarm Driver) Screen

3.3.2.5 Alarm Configuration Wizard

To enter the Alarm Configuration Wizard in order to configure the alarms itself, click one of
the Edit links in the Alarms Menu. The Alarm Configuration Wizard consists of eight tabs
with easy to follow instructions. Read this chapter to learn all about the alarms configuration.

The following Alarm Configuration Wizard tabs are described in this chapter:

= Name = Qutputs

= PTZ = Notification
®  Recordings = Mail

= FTP " SMS

By default, some of the settings are already selected. It is recommended you keep
these settings to ensure the best performance.

When configuring a hybrid WebCCTYV, you are able to use 13 Input/Output lines (for

® Q16 model — 26 1/O lines if 2 Picolo Tetra cards are used) by means of Picolo 1/O

*rlv’ Proxy. A Quadrox USB 1/0 Device gives you the ability to use 24 Input/Output lines.

= WebCCTV’s manufactured after 2007 may be a different type of capture card on
which 1/0 is not supported. Use a Quadrox USB 1/0 Device in this case.

° A Quadrox USB 1/0 Device or Quadrox 10 has a fixed amount of alarms available.
l For the RedLight and Generic Device, you can add as many alarms as you wish by
=y clicking the Add Alarm link in the Alarms Screen.
3.3.2.5.1 Name

In this tab, you can define the alarm name; can see the device and pin to which the alarm is
associated.

()
*rlv’ Choose a descriptive name for each alarm for future reference.
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Name

WebCCTV Alarm Configuration Wizard - Alarm PMD 1-1
Please enter an alarm name...
et Alarm PMD 11
Device: PMD with Serial Nr 1

Pin: 1

Name (Alarm — Quadrox USB 1/0 Device) Screen
SR iz | Reconing: | e Ougue | Noccasion i L sus
WebCCTV Alarm Configuration Wizard - Alarm Generie 1
Please enter an alarm name...
Name

|Alarm Generic 1

Device: Generic Alarm Driver

Name (Alarm — Generic / RedLight Alarm Driver) Screen

Click Next to enter the next Alarm Configuration Wizard Screen.
3.3.25.2 PTZ

You can choose the PTZ reaction for the incoming alarm, meaning if an alarm is triggered the
specified camera will turn to the selected camera preset position. To configure this feature,
follow the steps below:

1. Select the camera from the drop-down list.
2. Select the preferred preset position.
3. Click the Add camera button.

O You are able to change the preset position for the camera only after it has been added.
"f!v Settings presets is explained in the Video Browser manual.

2 If there are no PTZ camera configured in the system, the message “No PTZ cameras
"f!v are available in the system” will be shown.

1z | T N ST TN ST TR

WebCCTV Alarm Configuration Wizard - Alarm Axis M1031-W 7 4-1 INTL

Please choose the PTZ parameters...

| camen [ Preset [ Adin |
Panasonic BB-HCE4814A 5 15 Delete
[PanasonicBL-C1046 = P | Add Camsa \

PTZ (Alarm) Screen
To delete the camera, click Delete.

Click Next to enter the next Alarm Configuration Wizard Screen.
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3.3.2.5.3 Recordings
In this tab you are able to do the following:
= Add or delete cameras to record when an alarm occurs.

A Multiple recordings can be assigned to one alarm. This way, an incident can be
"*flv monitored from different cameras and angles.

= Set the recording time before and after an alarm has occurred. This is also called the
pre and post alarm recording interval.

An alarm movie is labelled recorded footage from a camera you attached to the alarm,
i.e. when an alarm comes in, the specific period of time recorded from a specified
A camera is labelled and saved. Once the recording is complete, it appears as an alarm
"*flv movie. If there aren’t any recordings (i.e. when there is no activity) for the period
when the alarm occurs, you won’t have an alarm movie. You can set a camera to

record all the time via the Camera Configuration Wizard.

To add the camera to be recorded when an alarm is triggered, follow the steps below:

1. Select the camera from the drop-down list.

2. Select the pre and post alarm label interval for each camera.
3. Click the Add camera button.

S
WebCCTV Alarm Configuration Wizard - Alarm PMD 1-1
Please choose the recording parameters. ..

C Pre-alarm Post-alarm
Amera Iabel interval | Iabel interval

Action
Camera 1 30 see. 30| sec. Delete

Camera 2 v 30 'sec. 30 sec. ‘ Add Camera |

Recordings (Alarm) Screen

To delete a camera, click Delete.

Click Next to enter the next Alarm Configuration Wizard Screen.
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3.3.254 FTP

The FTP upload function enables automatic uploading of the movies and images, which were
created based on an incoming alarm, onto a remote FTP server or to a local folder for further
revision and storing. To configure FTP uploading, see 3.3.7.2 FTP Parameters.

()
._'l - An alarm image is a snapshot captured at the moment the alarm is triggered.

To use this feature, select the corresponding checkbox.

rre O T TR T

WebCCTV Alarm Configuration Wizard - Alarm PMD 1-1
Please choose FTP parameters...

Upload alarm movies automatically to the FTP server

[] Upload alarm images automatically to the FTP server

Save alarm movies locally: D-\Alarms\Movies | Browse |

Save alarm images locally: D \Alarms\images | Browse |

Only movies or images from cameras that are selected on the Recordings tab will be uploaded or saved.
You can configure the FTP server on the Network Seftings page

FTP (Alarm) Screen

Click Next to enter the next Alarm Configuration Wizard Screen.

3.3.2.5.5 Outputs

This tab allows you to configure which outputs will send the signals to the external devices
when an alarm is triggered.

()
.,'l - The output tab is only available if some lines of the 1/O device are set as output.

To configure outputs follow the steps below:

1. Select the output from the corresponding drop — down list.
2. Select the state to which the output will switch when an alarm is triggered.

® By default the output is in Low State. This means that the voltage on the
" lv corresponding pin is 0 V. When an alarm is triggered, the output switches to the High
= State which corresponds to the voltage of 5 V.

3. Choose when the output will return to its previous state. There are two variants:

= Qutput returns to its previous state in a time span you indicate.
= Qutput returns to its previous state on the deactivation of the triggered alarm.

4. Click Add Output button.
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Output

WebCCTV Alarm Configuration Wizard - Alarm PMD 1-1
Please, choose the parameters for the outputs...

Retar to dfaatsate

. After 30
Output PMD 15 | High State : SEE
' [] On deactivation

Delete

= EE |

Output Camera 7 2-1 % | || High State |+ - — -
"' [ ] On deactivation

Add Output

Outputs (Alarm) Screen

Click Next to enter the next Alarm Configuration Wizard Screen.
3.3.2.5.6 Notification

This tab allows you to configure the sound notification for an incoming alarm. At the same
time, it’s possible to automatically switch to live view for an assigned camera.

()
.*l' To use the sound notification, speakers should be connected to WebCCTYV server.

To get the sound notification signal when an alarm is triggered, select the Play sound
checkbox.

To configure switching to Live View on a specific camera, follow the steps below:

1. Select Switch to Live view from camera checkbox.
2. Choose the desired camera from the drop-down list.

Notifiction

WebCCTV Alarm Cenfiguration Wizard - Alarm PMD 1-1

Please choose the notification parameters...

Plav sound: |

Switch to Live view from camera: Camera 1 ¥

Notification (Alarm) Screen

Click Next to enter the next Alarm Configuration Wizard Screen.

Version 5.4 Series



3.3.25.7 Mall

This tab allows you to configure an email notification when an alarm is triggered. It means
that you will be sent an e-mail giving you the basic information about the triggered alarm (by
default). In order to activate the email notification feature, follow the steps below:

a

1. Select the Send E-Mail Message checkbox.
2. Select a mail profile from the drop-down list.

To create a mail profile, see 3.3.7.4 E-Mail Profile.

3. Specify the Message Subject and Message Body in the corresponding fields. The

message body can include macros that will be substituted based on the specific alarm
properties. Following macros are supported:

* 9%ALARM_ID% - unique ID of the alarm.
» %TIME% - date and time on which the alarm was generated.

Mail

WebCCTV Alarm Configuration Wizard - Alarm PMD 1-1

Send E-mail message
Mail profile: Office Alarm b
Message Subject: AIérm was t(iggered-

}‘[cssage BOd}’I The 2larm 3ALARM IDY was triggered on your video surveillance
system at FITIMES.

The message body can include macros that will be substituted based on the specific alarm properties.
Currently the following macros are supported:

%ALARM ID% - unique ID of alarm
29TIME%0 - the date and time on which the alarm was generated

You can configure the email profiles on the Network Settings page

Mail (Alarm) Screen

Click Next to enter the next Alarm Configuration Wizard Screen.

3.3.2.5.8 SMS

This tab allows you to configure an SMS notification when an alarm is triggered. It means
that you will be sent a SMS message giving you the basic information about the triggered
alarm (by default).

A

a

You need a Clickatell account to use the SMS notification feature. Use the direct link
http://www.clickatell.com/developers/api_http.php or use the link on the SMS page in
order to create an account.

To configure your SMS account, see 3.3.7.3 SMS Account Parameters.
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suis

WebCCTV Alarm Configuration Wizard - Alarm PMD 1-1

In order to use the SMS feature, you need a Clickatell account of the HTTP tvpe. Click here to create an account and
follow the instructions. The NWVE must be connected to the Internet. You also have to configure your SMS account on
the Network Settings page.

Send SMS Message

Country Code
Network Prefix
Number

Phone number: 380 |44 2201162

}Tessage bod}-‘: The zlarm 3ARLARM ID% was triggered on your video surveillance
system at FTIMER.

Please specify the Country Code, Network Prefix and Number without leading 0 or +.
For example, the UK number [#]~ (+44) 0848 91234563 becomes [~ 4484891234560 .

The message body can include macros that will be substituted based on the specific alarm properties.
Currently the following macros are supported:

%ALARM ID% - unique ID of alarm

%5 TIME%s - the date and time on which the alarm was generated

<= Previous | | | | Finish | | Cancel

SMS (Alarm) Screen

In order to use SMS Notification feature, execute the following steps:

=

Check Send SMS Message checkbox.

2. Enter the phone number you would like the SMS message to be sent to. Don’t put the
leading + or 0 when specifying the Country Code.

3. Edit the default or create a new message body text in a Message Body textbox. The

message body can include macros that will be substituted based on the specific alarm

properties. Following macros are supported:

* 9%ALARM_ID% - unique ID of the alarm
* %TIME% - date and time on which the alarm was generated

Click Finish to apply the settings.
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3.3.3POS

This chapter explains how to configure the WebCCTV POS (Point of Sale) functionality. The
POS functionality is a part of the WebCCTV Alarm Component. It transforms POS printer
transactions into WebCCTV alarms. In other words, when a ticket is generated by the POS
terminal, an alarm is triggered within WebCCTV. This makes it possible to observe all
transactions and recordings which are recorded based on the incoming transaction data into
the WebCCTYV system.

Following POS types (devices) are supported in WebCCTV:

= Serial Port POS

= Generic POS

=  TP.Net

= NAMOS

The POS device and its sources have to be added in WebCCTYV in order to let WebCCTV
process the incoming POS ticket information.

POS

| AddPOSDevice || Add POS Printer Automatically || Saved Ssarches

POS Screen

To enter the POS Device Configuration Wizard, click the Edit device or Add POS Device
link/button in the POS screen. The POS Device Configuration Wizard consists of four tabs
with easy to follow instructions.

The following POS Device Configuration Wizard tabs are described in the corresponding
subchapters of Serial Port POS, TP.Net and NAMOS:

Name
Protocol
Connection
Storage

After you added a Serial Port POS Device, you have to add a POS printer by adding it as a
source.

Version 5.4 Series



To configure or add POS sources, click the Edit or Add POS link in the POS screen which
will lead you to the POS configuration Wizard. The POS Configuration Wizard consists of
two tabs with easy to follow instructions.

@ When a POS device is added, the first POS source is added by default.

()
‘.l.,; You can add several POS Sources (POS Printers) to a single POS Device.

The following POS Configuration Wizard tabs are described in the corresponding
subchapters of Serial Port POS, TP.Net and NAMOS:

= Name
®=  Recordings

The POS functionality is a part of the WebCCTV Alarm Component. You need the
Alarm Component installed before you can use the POS functionality.

® When installing the Alarm Component, the Serial Port POS and Generic POS driver
lv is installed by default. If you need the TP.Net or NAMOS driver, you need to select
= them in the custom menu which is available when installing the Alarm Component.

To delete a POS Device or source, click the Delete link.

3.3.3.1 Serial Port POS

Before you can add and configure a Serial Port POS Device and sources in WebCCTV, you
need to:

1. Connect the POS printer you want to control by means of WebCCTYV to the serial port
(COM port) of any computer in your network.

2. Install the QPOS Link application and configure it. (See QPOS Link Installation
Manual for version 4.5)

When all steps are completed, Remote POS Monitor will capture the transactions which come
from the POS printer connected to the COM port and will send them to the WebCCTYV server.

In order to add and configure your POS device, click the Edit device or Add POS Device
link/button in the POS screen. The POS Device Configuration Wizard consists of four tabs
with easy to follow instructions.

In order to configure the sources, click the Edit link of the source in the POS screen which
will lead you to the POS configuration Wizard. The POS Configuration Wizard consists of
two tabs with easy to follow instructions

The POS functionality is a part of the WebCCTV Alarm Component. You need the
Alarm Component installed before you can use the POS functionality.
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3.3.3.1.1 Device Name

In this tab, you can adjust the POS Device name. It’s a part of the POS Device
Configuration Wizard.

vame | R TR

WebCCTV POS Device Configuration Wizard
Please enter a POS device name. ..

Device name: ;F'OS Terminal 1

Name (Serial Port POS) Screen

Click Next to enter the next POS Device Configuration Wizard Screen.

3.3.3.1.2 Device Protocol

In this tab, the protocol has to be selected. It’s a part of the POS Device Configuration
Wizard.

Select Serial Port POS in the drop-down list.

Name rovcot | [

WebCCTV POS Device Configuration Wizard
Please specify the POS protocol..

Protocol: Generic POS b
Generic POS
NAMOS
Quadrox POS printer

L_Senal Port POS |
TP MNET

Protocol (Serial Port POS) Screen
Click Finish button.

i Depending on the drivers you installed together with the Alarm Component, it’s
Yy possible some values are not present in the drop-down list.

If you entered the POS Device Configuration Wizard by clicking the Edit Device link

()
"‘TlV in the POS Screen, you can’t change the protocol anymore, but can only see which
= protocol has been selected.

3.3.3.1.3 Device Connection

This tab is not available for Serial Port POS Devices. You don’t have to configure it.

Version 5.4 Series



3.3.3.1.4 POS Name

This tab is a part of the POS Configuration Wizard. The following parameters have to be
configured:

= Name - specify the name of the POS source.
= Port - select the COM port to which the POS source is connected.

= |P address - specify the IP address of the computer on which the POS source is
connected.

® If the WebCCTV server is installed on the same machine the POS printer is
" lv connected to, do not use the 127.0.0.1 IP address, but fill in the real IP-address. You
= can check the real IP address in the TCP/IP properties of your machine.

Cameras Alarms POS Storage Manager Single View Mosaics Web Publishing MNetwork Seftings Network Video Recorders Certificate Management Time Synchronization

WebCCTV POS Configuration Wizard - Serial Port Source 1
Please enter a POS name...

If 2 POS printer is connected to the same machine where WebCCTV is installed. do not use 127.0.0.1, specify the real TP~
addrass.

Name: |Serial Port Source 1

Type: OPOS =
IP-address: [192[188] 1] 1

Name (Serial Port POS) Screen

Click Next to enter the next POS Configuration Wizard Screen.

3.3.3.1.5 POS Recordings

This tab is a part of the POS Configuration Wizard. In this tab you are able to do the
following:

= Add or delete cameras to record when a ticket is generated.

A Multiple recordings can be assigned to one source. This way, a ticket can be
"v!v monitored from different cameras and angles.

= Set the recording time before and after a ticket is generated. This is also called the pre
and post ticket recording interval.

A ticket movie is labelled recorded footage from a camera you attached to the ticket,
i.e. when a ticket comes in, the specific period of time recorded from a specified
2 camera is labelled and saved. Once the recording is complete, it appears as a ticket
"v!v movie. If there aren’t recordings (i.e. when there is no activity) for the period when
the ticket is generated, you won’t have a ticket movie. You can set a camera to record

all the time via the Camera Configuration Wizard.

To add the camera to be recorded when a ticket is generated, follow the steps below:
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1. Select the camera from the drop-down list.
2. Select the pre and post ticket label interval for each camera.
3. Click the Add camera button.

Name Recordings

WebCCTV POS Configuration Wizard - Serial POS Monitor 1

Please choose the recording parameters. ..

Camera Pre-event Post-event Action
label interval I:lbel interval

Cmeral | 30 SeC. | 30/ sec.

' Camera 2 M 30| see. | 30fsec. I Add Camera

Recordings (Serial Port POS) Screen
To delete a camera, click Delete.

Click Finish button.

3.3.3.2 Generic POS

The Generic POS Device makes it possible to generate transaction tickets without needing a
POS Device. Generating tickets is done by using the SDK (Software Development Kit). For
more information about how to use the SDK Kit, contact SDK@quadrox.be.

In order to add and configure your Generic POS device, click the Edit device or Add POS
Device link/button in the POS screen. The POS Device Configuration Wizard consists of
four tabs with easy to follow instructions.

In order to configure the sources, click the Edit link of the source in the POS screen which
will lead you to the POS configuration Wizard. The POS Configuration Wizard consists of
two tabs with easy to follow instructions.

The POS functionality is a part of the WebCCTV Alarm Component. You need the
Alarm Component installed before you can use the POS functionality.
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3.3.3.2.1 Device Name

In this tab, you can adjust the Generic POS device name. It’s a part of the POS Device
Configuration Wizard.

Cameras Alarms POS Storage Manager Single View Mosaics Web Publishing Nefwork Settings Network Video Recorders ~ Certificate Management Time Synchronization

o I I S W =

WebCCTV POS Device Configuration Wizard
Please enter a POS device name. ..

Device name: |POS Terminal1

Name (Generic POS) Screen

Click Next to enter the next POS Device Configuration Wizard Screen.

3.3.3.2.2 Device Protocol

In this tab, the protocol has to be selected. It’s a part of the POS Device Configuration
Wizard.

Select Generic POS in the drop-down list.

Cameras Alarms POS Storage Manager Single View Mosaics Web Publishing Network Settings  Network Video Recorders  Certificate Management Time Synchronization

Brotocol |

WebCCTYV POS Device Configuration Wizard

Please specify the POS protocol...

Protocol: [Generic POS =

Quadrox POS printer
Serial Port POS

Protocol (Generic POS) Screen

Click Finish button.

{ i Depending on the drivers you installed together with the Alarm Component, it’s
oy possible some options are not present in the drop-down list.

{ i If you entered the POS Device Configuration Wizard by clicking the Edit Device link
oy in the POS Screen, you can no longer change the protocol.

3.3.3.2.3 Device Connection

This tab is not available for Generic POS Devices. You don’t have to configure it.
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3.3.3.2.4 POS Name

In this tab, you can adjust the Generic POS source name. It’s a part of the POS
Configuration Wizard.

Name
WebCCTYV POS Configuration Wizard - Generic POS Source 1
Please enter a POS name. .

Name: Generic POS Saource 1

Name (Generic POS) Screen

Click Next to enter the next POS Configuration Wizard Screen.
3.3.3.2.5 POS Recordings

This tab is a part of the POS Configuration Wizard. In this tab you are able to do the
following:

= Add or delete cameras to record when a ticket is generated.

2 Multiple recordings can be assigned to one source. This way, a ticket can be
\-!-v’ monitored from different cameras and angles.

= Set the recording time before and after a ticket is generated. This is also called the pre
and post ticket recording interval.

A ticket movie is labelled recorded footage from a camera you attached to the ticket,
i.e. when a ticket comes in, the specific period of time recorded from a specified
A camera is labelled and saved. Once the recording is complete, it appears as a ticket
\-!-v‘ movie. If there aren’t recordings (i.e. when there is no activity) for the period when
the ticket is generated, you won’t have a ticket movie. You can set a camera to record

all the time via the Camera Configuration Wizard.

To add the camera to be recorded when a ticket is generated, follow the steps below:

1. Select the camera from the drop-down list.
2. Select the pre and post ticket label interval for each camera.
3. Click the Add camera button.
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Recordings

WebCCTV POS Configuration Wizard - Generic POS Source 1

Please choose the recording parameters.

Camera Pre-event Post-event Action
label interval | label interval

30/ seec. 30| sec. Delete

Camera 2 v 30/Sec. 3[]_ sec. | Add Camera |

Recordings (Generic POS) Screen
To delete a camera, click Delete.

Click Finish button.

3.3.3.3 TP.Net

The TP.Net device has to be configured at both sides. This means at the TP.Net software side
and at the WebCCTYV side. We only discuss the WebCCTV side. For the TP.Net software
side, consult the TP.Net documentation.

In order to add and configure your POS device, click the Edit device or Add POS Device
link/button in the POS screen. The POS Device Configuration Wizard consists of four tabs
with easy to follow instructions.

In order to configure the sources, click the Edit link of the source in the POS screen which
will lead you to the POS configuration Wizard. The POS Configuration Wizard consists of
two tabs with easy to follow instructions.

The POS functionality is a part of the WebCCTV Alarm Component. You need the
Alarm Component installed before you can use the POS functionality.

® You need to select the TP.Net driver in the custom menu when installing the Alarm
.*l' Component. By default only the Serial Port POS and Generic POS driver is installed
= when installing the Alarm Component.
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3.3.3.3.1 Device Name

In this tab, you can adjust the POS Device name. It’s a part of the POS Device
Configuration Wizard.

Name TR T
WebCCTV POS Device Configuration Wizard

Please enter a POS device name.__

Device name: TP MET

Name (TP.Net) Screen

Click Next to enter the next POS Device Configuration Wizard Screen.

3.3.3.3.2 Device Protocol

In this tab, the protocol has to be selected. It’s a part of the POS Device Configuration
Wizard.

Select TP.NET in the drop-down list.

Name rovcot | [

WebCCTV POS Device Configuration Wizard
Please specify the POS protocol..

Protocol: Generic POS “

Generic POS

NAMOS
Quadrox POS printer
Serial Port POS
| [T NET |

Protocol (TP.Net) Screen

Click Finish button. You will end up in the Connection tab of the POS Device Configuration
Wizard.

i Depending on the drivers you installed together with the Alarm Component, it’s
xy possible some options are not present in the drop-down list.

i If you entered the POS Device Configuration Wizard by clicking the Edit Device link
xy in the POS Screen, you can no longer change the protocol.
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3.3.3.3.3 Device Connection

In this tab, the connection has to be established. It’s a part of the POS Device Configuration

Wizard.

Select the directory where the PosLog compliant .xml files are saved by clicking the Browse

button and the Select button.

WebCCTV POS Device Configuration Wizard
Please enter the POS device connection parameters...

Dizectory location:  |¢\program Files\Quadrox\WebCCTV

C:\Program Files\Quadrox/WebCCTV\ [ selea |2

o]
-
= Bin

™ RecoveryPoints

webVideo

| DatabaseBeforeUpdate-4.3.0.0.b.mdb

| DatabaseBeforeUpdate-4.4.9.10.b.mdb

| DatabaseBeforeUpdate-4.4.9.12.b.mdh

| DatabaseBeforeUpdate-4.4.9.8.mdb

.| License.txt @
<

| << Pravious i | [ Finish ‘ | Cancel

Connection (TP.Net) Screen
Click Finish button.

3.3.3.3.4 POS Name

This tab is a part of the POS Configuration Wizard. The following parameters have to be

configured:

= Name - specify the name of the POS source.
=  Workstation ID - specify the workstation ID.
= Store ID - specify the store ID.

Name
WebCCTV POS Configuration Wizard - POS 1

Please enter a POS name...

e POS 1

Workstation ID:

Store ID:

Name (TP.Net) Screen

Click Next to enter the next POS Configuration Wizard Screen.
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3.3.3.3.5 POS Recordings

This tab is a part of the POS Configuration Wizard. In this tab you are able to do the
following:

= Add or delete cameras to record when a ticket is generated.

2 Multiple recordings can be assigned to one source. This way, a ticket can be
"‘flv monitored from different cameras and angles.

= Set the recording time before and after a ticket is generated. This is also called the pre
and post ticket recording interval.

A ticket movie is labelled recorded footage from a camera you attached to the ticket,
i.e. when a ticket comes in, the specific period of time recorded from a specified
2 camera is labelled and saved. Once the recording is complete, it appears as a ticket
"*flv movie. If there aren’t recordings (i.e. when there is no activity) for the period when
the ticket is generated, you won’t have a ticket movie. You can set a camera to record

all the time via the Camera Configuration Wizard.

To add the camera to be recorded when a ticket is generated, follow the steps below:

1. Select the camera from the drop-down list.
2. Select the pre and post ticket label interval for each camera.
3. Click the Add camera button.

Name Recordings

WebCCTV POS Configuration Wizard - POS 1

Please choose the recording parameters. .

Camera Pre-event Post-event Action
label interval | label mten 1

' Camera 1 b 30.5@;_ - 30: sec. Add Camera

Recordings (TP.Net) Screen
To delete a camera, click Delete.

Click Finish button.
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3.3.3.4 NAMOS

The NAMOS device has to be configured at both sides. This means on the NAMOS software
side and at the WebCCTV side. We only discuss the WebCCTV side. For the NAMOS
software side, consult the NAMOS documentation.

In order to add and configure your POS device, click the Edit device or Add POS Device
link/button in the POS screen. The POS Device Configuration Wizard consists of four tabs
with easy to follow instructions.

In order to configure the sources, click the Edit link of the source in the POS screen which
will lead you to the POS configuration Wizard. The POS Configuration Wizard consists of
two tabs with easy to follow instructions.

The POS functionality is a part of the WebCCTV Alarm Component. You need the
Alarm Component installed before you can use the POS functionality.

® You need to select the NAMOS driver in the custom menu when installing the Alarm
. lv Component. By default only the Serial Port POS and Generic POS driver is installed
= when installing the Alarm Component.

3.3.3.4.1 Device Name

In this tab, you can adjust the POS Device name. It’s a part of the POS Device
Configuration Wizard.

Name

WebCCTV POS Device Configuration Wizard

Please enter a POS device name.__.

Device name: [NAMOS POS 1

Name (NAMOQOS) Screen

Click Next to enter the next POS Device Configuration Wizard Screen.

3.3.3.4.2 Device Protocol

In this tab, the protocol has to be selected. It’s a part of the POS Device Configuration
Wizard.

Select NAMOS in the drop-down list.
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Name rovcot | [

WebCCTV POS Device Configuration Wizard
Please specify the POS protocol..

Protocol: Generic POS b

Quadrox PUS printer
Serial Port POS
TP .NET

Protocol (NAMOS) Screen

Click Finish button.

' i Depending on the drivers you installed together with the Alarm Component, it’s
Yy possible some options are not present in the drop-down list.

' i If you entered the POS Device Configuration Wizard by clicking the Edit Device link
Yy in the POS Screen, you can no longer change the protocol.

3.3.3.4.3 Device Connection

This tab is not available for NAMOS Devices. You don’t have to configure it.

3.3.3.4.4 POS Name

This tab is a part of the POS Configuration Wizard. The following parameters have to be
configured:

= Name - specify the name of the POS source.

= Number - specify the number.

Name

WebCCTV POS Configuration Wizard - Fuel Point 0

Please enter a POS name._ ..
Name: Fuel Point 1

Number: 6

Name (NAMOQOS) Screen

Click Next to enter the next POS Configuration Wizard Screen.
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3.3.3.4.5 POS Recordings

This tab is a part of the POS Configuration Wizard. In this tab you are able to do the
following:

= Add or delete cameras to record when a ticket is generated.

2 Multiple recordings can be assigned to one source. This way, a ticket can be
"‘flv monitored from different cameras and angles.

= Set the recording time before and after a ticket is generated. This is also called the pre
and post ticket recording interval.

A ticket movie is labelled recorded footage from a camera you attached to the ticket,
i.e. when a ticket comes in, the specific period of time recorded from a specified
2 camera is labelled and saved. Once the recording is complete, it appears as a ticket
"*flv movie. If there aren’t recordings (i.e. when there is no activity) for the period when
the ticket is generated, you won’t have a ticket movie. You can set a camera to record

all the time via the Camera Configuration Wizard.

To add the camera to be recorded when a ticket is generated, follow the steps below:

1. Select the camera from the drop-down list.
2. Select the pre and post ticket label interval for each camera.
3. Click the Add camera button.

Name Recordings

WebCCTV POS Configuration Wizard - TP.NET POS 1

Please choose the recording parameters. .

Camera Pre-event Post-event Action
label interval | label interval

Camera 4 30 sec. 30 sec.

Camera 1 v 30 sec. 30 sec. | Add Camera |

Recordings (NAMOQOS) Screen
To delete a camera, click Delete.

Click Finish button.
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3.3.3.5 Quadrox POS Printer

The Quadrox POS Printer device allows receiving tickets from a software POS. There is no
need anymore for physical cabling towards the Video Server as all data will be sent over the
network. In order to make the Quadrox POS Printer work, the following actions have to be
performed:

= The Quadrox POS Printer tool (driver) has to be installed on the WebCCTYV or on the
POS unit

= The POS software prints a ticket to the network printer that is installed automatically
by the Quadrox POS Printer tool. By default it’s called Quadrox POS Printer

= The automatically network Quadrox POS Printer has to be added and configured in
the Video Manager. This will be explained below

In order to add and configure your Quadrox POS Printer device, click the Add POS Printer,
Add POS Printer Automatically or Edit device link/button in the POS screen. If you choose
the automatic option, it will find the installed network printers (Quadrox POS Printers). Give
them an appropriate name; check the checkbox and click Add selected POS printers.

POS printer search

POS printers search complete

New POS printers
T Fos 3D

Quadrox POS printer 1 00:0c:29:ce:d1:27

! Add selected POS printers H Refresh H Cancel |

Automatically add POS Printer

The POS Device Configuration Wizard consists of three tabs with easy to follow
instructions.

In order to configure the sources, click the Edit link of the source in the POS screen which
will lead you to the POS configuration Wizard. The POS Configuration Wizard consists of
two tabs with easy to follow instructions.

2 The POS functionality is a part of the WebCCTV Alarm Component. You need the
"1"‘ Alarm Component installed before you can use the POS functionality.
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3.3.3.5.1 Device Name

In this tab you can adjust the POS Device name. It’s a part of the POS Device Configuration
Wizard.

Time Synchronization

POS Storage Manager Single View Mosaics Web Publishing MNetwork Settings MNetwork Video Recorders  Certificate Management

Cameras Alarms

e T

WebCCTV POS Device Configuration Wizard
Flease enter a POS device name..

Device name: Ruadrox POS printer device

Name (Quadrox POS Printer) Screen

Click Next to enter the next POS Device Configuration Wizard Screen.

3.3.3.5.2 Device Protocol

In this tab the protocol has to be selected. It’s a part of the POS Device Configuration
Wizard.

Select Quadrox POS printer in the drop-down list.

Name rovcot | [

WebCCTV POS Device Configuration Wizard
Please specify the POS protocol..

Protocol: Generic POS b

Generic POS

MAMOS

[Quadrox PO printer 1
Serial Port POS
TP MNET

Protocol (Quadrox POS Printer) Screen

Click Finish button.

2 If you entered the POS Device Configuration Wizard by clicking the Edit Device link
"T!'l’ in POS Screen, you can no longer change the protocol.

3.3.3.5.3 Device Connection

This tab is not available for NAMOS Devices. You don’t have to configure it.
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3.3.3.5.4 POS Name

This tab is a part of the POS Configuration Wizard. The following parameters have to be
configured:

= Name - specify the name of the POS source

= POS Mac ID - specify the max address of the Quadrox POS Printer

Name
WebCCTV POS Configuration Wizard - POS Printer Source 1
Please enter a POS name. .

Name: POS Printer Source 1

POS MAC IDx 00:0c:29-ce:d1:27

Name (Quadrox POS Printer) Screen

A If you added the Quadrox POS Printer automatically, the POS Mac ID will be filled
\-!v’ in already.

Click Next to enter the next POS Configuration Wizard Screen.

3.3.3.5.5 POS Recordings

This tab is a part of the POS Configuration Wizard. In this tab you are able to do the
following:

= Add or delete cameras to record when a ticket is generated.

A Multiple recordings can be assigned to one source. This way, a ticket can be
\-!-r monitored from different cameras and angles.

= Set the recording time before and after a ticket is generated. This is also called the pre
and post ticket recording interval.

A ticket movie is labeled recorded footage from a camera you attached to the ticket,
i.e. when a ticket comes in, the specific period of time recorded from a specified
A camera is labeled and saved. Once the recording is complete, it appears as an alarm
\-!-w movie. If there aren’t any recordings (i.e. when there is no activity) for the period
when the alarm occurs, recordings still will be present as the recordings will be forced

because an alarm was triggered and considered being high priority.

To add the camera to be recorded when a ticket is generated, follow the steps below:
1. Select the camera from the drop-down list.

2. Select the pre and post ticket label interval for each camera.
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3. Click Add camera button.

4. Decide which camera will be the primary camera which will be shown when
selecting a ticket.

Recordings |

WebCCTV POS Configuration Wizard - POS Printer Source 1

Please choose the recording parameters. .

Primary Camera S avent Fast et Action
label interval | label interval
__—

Recordings (Quadrox POS Printer) Screen
To delete a camera, click Delete.

Click Finish button.

Version 5.4 Series



3.3.4 Storage Manager

This chapter describes the Storage Manager menu. This menu gives you the ability to
manage the volumes the movies are recorded to. It provides detailed information about every
volume and the recordings stored on it. It allows adding or deleting cameras from a certain
volume, disabling volumes etc.

The following topics are discussed:

= Adding, configuring & deleting a volume
= Advanced Storage Settings
= Detailed Storage Information

You must be very careful while performing any manipulations of volumes as this may
erase all the footage from the cameras assigned to the volumes being manipulated.

Cameras Alarms POS Storage Manager Single View Mosaics Web Publishing MNetwork Settings Network Video Recorders Certificate Management Time Synchronization

Storage Manager

Axis M7001 4
Panasonic BB-HCE4814 5
Panasonic BL-C10A 6
Axis M1031-W 7
Axis M1011-W 9 e 26% e s o o
Panasonic BB-HCMS15A 10 30.7GB (10.3 GB) 2 day(s) Edit | Delete

1 5 :
112
113
14

3 D:\Moviest

Add Volume i| Advanced Storage Settings || Detailed Storage Information

Storage Manager Screen

3.3.4.1 Adding, configuring & deleting a Volume

Since WebCCTV supports multivolume recording, several volumes can be added to one
server. To enter the Volume Configuration Wizard, click the Edit or Add Volume link/button
in the Storage Manager screen. The Volume Configuration Wizard consists of three tabs
with easy to follow instructions.

The following Volume Configuration Wizards tabs are described:

m | ocation
Cameras
m  Storage Parameters

® You cannot delete all volumes added to your system. In case only one volume is left,
l' the Delete link will be disabled. Furthermore you can’t delete a volume if there are
= cameras assigned. First reassign all cameras to another volume.

To delete a volume, click the Delete link. Click OK on the screen that pops up.
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3.3.4.1.1 Location

This tab allows you to select the location of the folder wherein you want to store your
recordings.

being recorded to D:\Movies folder, you cannot specify D:\New_Movies as a new

@ Only one volume per partition can be created. For example, if you have your footage
volume. The partition letter has to be unique for each volume.

Location e —

WebCCTV Volume Configuration Wizard

Please enter the location of the folder where you would like to keep the recorded movwie files. You may tvpe in a new folder or
click Browse to find an existing location.

Location: Bivincn |

Location Screen

Enter the path and the name of the folder in the Location field that will be used to store
recordings.

be able to change the location. You can choose the location only when adding a new

@ If you entered VVolume Configuration Wizard by clicking the Edit link, you will not
volume.

Click Browse button to open a table. The following screen will appear:
Lisbien
WebCCTV Volume Configuration Wizard

Please enter the location of the folder where you would like to keep the recorded movie files. You may type in a new folder or
click Browse to find an existing location.

Localion: | pypaviest | Browse
D:\Movies\ | Selet | ©
-
™ Activity
T Export

Location (Browse) Screen

Browse the table and choose the folder you would like to use for storing recordings. Click the
Select button to confirm your selection.

A In case you enter the path and name of a folder which doesn’t exist, it will be created
'?1'7 automatically.

Click Next to enter the next Volume Configuration Wizard Screen.
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3.3.4.1.2 Cameras

This tab allows you to assign cameras to a volume.

Cameras e ——

WebCCTV Volume Configuration Wizard - C:\

Please select the cameras you would like to record on this volume:

No cameras are defined
Camera 1 | Add Camera

Cameras Screen

By default only one volume is created during installation and thus all the cameras
added will be automatically assigned to this volume. If you add a volume after you

@ added all the cameras to your system, you will have to reassign those cameras from
the “old” volume to a newly created one which will erase all the recordings from
these cameras on your previous volume. Therefore it is recommended to manage your
volumes before you add cameras to your system.

To add a camera to a volume, follow the steps below:

1. Select a camera from the drop-down list.
2. Click Add Camera button.

When finished adding cameras to the volume, click Next to enter the next Volume
Configuration Wizard Screen.

3.3.4.1.3 Storage Parameters

This tab gives you the ability to manage the disk space used by the recordings stored on the
volume. Depending on whether you are adding or editing the volume, this tab will differ
slightly.

When adding a volume, following parameters are present:

= Use full disk space — this option allows the recordings to use all free space available
on the volume.

= Allocate disk space for the recordings — this option allows limiting the space used
by recordings. In order to limit the space, select the corresponding radio button and
enter an integer number (in gigabytes) that will be allocated for recordings.

Storage Parameters
WebCCTV Volume Configuration Wizard - C:\

Use full disk space: O]

Aflocate disk space for the recordings O GB

Storage Parameters (Add) Screen
Click Finish button.
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When editing a volume, the following parameters are present:

= Available disk space for recordings — shows the amount of disk space on the volume
that is assigned for recordings.

= Space used by recordings — shows the amount of space on the volume that is
currently used by recordings.

= Free space left — shows the amount of space on the volume that is left for recordings.

= Estimated disk space usage — shows the estimated amount of space that will be used
for recordings for one day.

= Estimated time of recording — shows the estimated amount of days that can be
recorded.

= QOldest movie — shows how old the oldest movie on the volume is.

= Clean up - shows when the backup functionality cleaned up the volume for the last
time in order to make space for recordings. The oldest movies are deleted first when
the backup functionality starts.

= Use full disk space — this option allows the recordings to use all free space available
on the volume.

= Allocate disk space for the recordings — this option allows limiting the space used
by recordings. In order to limit the space, select the corresponding radio button and
enter an integer number (in gigabytes) that will be allocated for recordings.

Storage Parameters
WebCCTV Volume Configuration Wizard - D:\Movies\

Available disk space for recordings: 100 GB

Space used by recordings: 96.8 GB

Free space left: 3.2 GB (3%)

With your current recordings configuration, you will use an estimated 47.9 GB per day on this volume.
With the current limitations that you have set, vou can record for an estimated 0 day(s).

The oldest movie on this volume is 2 day(s) old.
The last recordings cleanup was at: 6/14/2011 8:22:17 AM.

Use full disk space: O
Allocate disk space for the recordings: ) (100 e

Storage Parameters (Edit) Screen

Click Finish button.
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3.3.4.2 Advanced Storage Settings

Click the Advanced Storage Settings button in the Storage Manager screen to open the
Advanced Storage Settings Wizard. This menu allows for the configuration of the movie
lifetime parameters for all types of movies.

The following Advanced Storage Settings Wizards tabs are described:
= Movie Lifetime

= Alarms
= POS

3.3.4.2.1 Movie Lifetime

This tab allows you to configure the Maximum lifetime of a movie. It is a value set in hours,
days or months which determines the amount of time the recorded movies will be kept on the
hard disk.

Movie Lifetime

Advanced Storage Settings Wizard

[0 Limit the maximum lifetime of a movie:

Movie Lifetime Screen
In order to set a movies lifetime limitation, follow the steps below:
1. Check Limit the maximum lifetime of a movie checkbox.
2. Select the unit of time from the drop-down list (default unit is day(s)).
3. Enter an integer number indicating the period of time the movies will be kept
(minimal value is 1).

Click Next to enter the next Advanced Storage Settings Wizard Screen.

3.3.4.2.2 Alarms

This tab allows you to configure two parameters:
. - - - - -
._'lv This tab will not be available unless the Alarm Component is installed.

=  Minimum lifetime of alarm recordings — integer value set in hours and determines
the amount of time the alarm movies will be kept on the hard disk. Check the
checkbox if you want to activate this parameter.

=  Minimum number of alarms to keep - integer value indicating the minimum
number of alarms to keep. Check the checkbox if you want to activate this parameter.
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Maovie Lifetime Alarms POS

Advanced Storage Settings Wizard

il Minimum lifetime of alarm recordings: hour(s)

O Minimum number of alarms to keep:

‘When there is not enough disk space to comply with these requirements, alarms with higher severity will be deleted last and at
least 12 hours of non-alarm recordings will be maintained.

Alarms Screen

® When there is not enough disk space to comply with the requirements, alarms with
" lv higher priority will be deleted last and at least 12 hours of non-alarm recordings will
= be maintained.

Click Next to enter next Advanced Storage Settings Screen.

3.3.4.2.3 POS

This tab allows you to configure two parameters:

2 This tab will not be available unless you have POS installed together with the Alarm
"v!v Component.

=  Minimum lifetime of POS transaction recordings — integer value set in hours and
determines the amount of time the POS transaction movies will be kept on the hard
disk. Check the checkbox if you want to activate this parameter.

=  Minimum number of POS transaction to keep — integer value indicating the
minimum number of POS transactions to keep. Check the checkbox if you want to
activate this parameter.

Alzems poS
Advanced Storage Settings Wizard

[0 Minimum lifstime of POS transaction recordings: hour(s)
[0 Minimum number of POS transaction to keep:

When there is not enough disk space to comply with these requirements. POS transactions with higher severity will be deleted
last and at least 12 hours of non-POS recordings will be maintained.

POS Screen

® When there is not enough disk space to comply with the requirements, POS
" l - transactions with higher severity will be deleted last and at least 12 hours of non-POS
= recordings will be maintained.

Click Finish button.
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3.3.4.3 Detailed Storage Information

This menu gives you the detailed information about the space used by recordings from each
camera on each volume.

@ The parameters shown here are measured in Megabytes.

The following info is available on a per camera basis in the Detailed Used Storage
Information table:

= Used space and % of total — amount of disk space currently used by the recorded
video footage from the particular camera in MB as well as the percentage used of the
total available space.

= Oldest movie (hours) — age of oldest recorded video footage that belongs to this
particular camera.

= Days columns — total size of recorded video footage from the particular camera for a
particular day.

= Total per volume — storage space consumed by all cameras assigned to a particular
volume for a particular day.

= Total — storage space consumed by all cameras for a particular day.

Detailed Used Storage Information

Detailed Used Storage Information (MB)

[ Return ‘

Detailed Used Storage Information Screen

12.5% of the total space amount is reserved by the Operating System for the Master

"‘ File Table (MFT). If free space becomes less then 12.5%, MFT begins to fragment.

l This process makes the Operating System slow. Therefore the maximum disk space
that might be occupied by recordings is 87.5% of total disk space.

Version 5.4 Series



To return to the Storage Manager Screen, click Return.

The headers of each column in the table represent a day and are clickable. When clicking on
the link, the Detailed Used Storage Information per Day table is shown.

<o) There are 10 days for which more precise hour-by-hour information is available by
‘li clicking on the applicable days link. All the rest of the days are shown as a combined

value in the “Older” column. The present’s day data is displayed in the left column.
"i You can request the playback of a certain hour from a certain camera by clicking in
l the corresponding cell.

Detailed Used Storage Information

Detailed Used Storage Information per hour per camera for 6/14/2011 (MB)

[ Return |

Detailed Used Storage Information (per Day) Screen

Requesting the Detailed Used Storage Information may take a few minutes. The
WebCCTYV server examines the disk on the first Detailed Information request only.

@ Since it is cached internally, all requests within the next 10 minutes will produce the
same result. A request made after 10 minutes, will restart the information collection
process and delivers updated information.

To go back to the Detailed Used Storage Information Screen, click Return.
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3.3.5Single View

This menu allows you to configure the settings for the single camera live viewing mode. The
Single View menu contains the following parameters:

= Frame rate
= Sequence

Cameras Storage Manager Single View Mosaics Web Publishing Network Settings MNetwork Video Recorders

Certificate Management Time Synchronization

Single View Settings

General Settings

Frame rate: :.12 v | fps

I Apply |

Defined Sequences

Sequence 1 Edit / Delete
i Add Sequence |

Single View Settings Screen

3.3.5.1 Frame rate

The frame rate set by this parameter is the frame rate for the live view visualisation. The
possible Frame Rate ranges from 0.5 to 30 fps (frames per second). The real frame rate
depends on the available network bandwidth and the camera model. In order to set a desired
frame rate follow the steps below:

1. Select the frame rate value from the drop-down list.
2. Click Apply button.

2 It is recommended to test the various settings in order to choose the optimal Frame
'*1"‘ Rate and the desired quality of the image.

()
. *1 - By default the live view frame rate is 12 fps.

3.3.5.2 Sequence

The Camera Switching Sequence allows you to create a sequence of cameras in which
cameras will switch in a defined order after a certain time interval set for every camera

independently.

You are able to create different sequences with different settings. To add a sequence, click
Add Sequence button. The following screen will be opened:
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Single View Sequence Settings

General Settings

Name:
Frame rate: (15 prg
[Comera sviching | _Sequence ime | Sort | |

No cameras defined

Camera 1 ¥ | Add Camera |

| Apply || Cancel |

Single View Sequence Settings Screen

O Camera Switching Sequence setting allows the adding or removing of cameras at any
"f!v time. This allows you to dynamically monitor the most significant areas.

2 The sequence time option defines the duration of the interval between each camera
""f!" view.
To edit or configure a sequence, click the Edit link and follow the steps below:

Single View Sequence Settings

General Settings
Name: .Sequence 2 |
Frame rate: | KB prs
Camersswting | Semuencefme| St | |
Camera 4 +| 110 5. V| Delete
Camera 5 v | 5 5. AY Delete
Camera 6 + :15 5. A Delete
:Camera 7% ] Add Camera |
| Apply || Cancel |

Single View Sequence Settings Screen

1. Specify a Name for the sequence.
2. Select Frame rate.
3. Add cameras to the sequence:
a. Select camera from the drop-down list.
b. Click Add Camera button.
c. Specify Sequence time for every camera.

2 Sequence time for a camera is the time span during which WebCCTV shows this
"f!v camera.

d. Use Sort buttons to change the position of a camera in the sequence.

( )
.*1' To delete a camera, click the Delete link.

e. Click Apply button. You will return to the Single View Settings Screen.
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3.3.6 Mosaics

This menu allows you to configure the settings for the mosaics viewing mode which provides
enhanced surveillance capabilities as you can monitor video from several cameras on one
screen simultaneously. This chapter explains how to add and configure the mosaic views in
WebCCTV.

Cameras Alarms POS Storage Manager Single View Mosaics Web Publishing Network Settings Network Video Recorders  Certificate Management  Time Synchronization

Mosaics

Click on an icon to add a mosaic.

| =1 - T I T 1
OO AEREEE B B EES
2x1 2x2  Zoom+3 Zoom+5 Zoom+7  3x2 3x3 5x3 2 Zoom+8V 2 Zoom+8H 4x4 Sxd
Defined Mosaics
= l2x2 Edit / Delete
- Zoom+5 Edit / Delete

Mosaic Menu Screen

To add a mosaic, choose one of the 9 available mosaic views by clicking on the icon of the
desired mosaic view. The mosaics view will be added to the list of Defined Mosaics.

There are 9 available mosaic views:

e

—' -| 2x2 A square with two images on top and two below.
Zoom+3 One of the images appears large, and three others are small.
Zoom+5 One of the images appears large, and five others are small.
| Zoom+7 One of the images appears large, and seven others are small.
® —
" 11 3x3 A square with three times three images.
.,1., ] g g
3x2 A square with two times three images.
771 2Zoom + 8V Two of the images appear large, and 8 others are small at the
[ left.
T ] 2Zoom + 8H Two of the image appears large, and 8 others are small at the
CC bottom.
F ax4 A square with four times four images.

To Edit or configure a mosaic view, click the Edit link and follow the steps below:
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Mosaic View Settings

Camera 2 b

Camera 1 b

Camera6 v
Add Sequence Step I

Camera 3 b

| Apply | | Cancel |

Mosaic View Settings Screen

Specify a Name for the mosaic.

Select Frame rate.

3. Configure Sequence:

a. Select cameras from the drop-down lists.
b. Specify a Name for the sequence (step).
c. Specify Sequence time.

N =

"i Sequence time is the time (in seconds) that is used to switch between all sequences
l (steps). This is only relevant when two or more sequences (steps) are configured.

4. Add additional Sequences (optional).

"i Frame rate is the number of frames shown per second. This setting only applies to the
l focus view, the small views by default have 1 fps as frame rate.

5. Click Apply button.

"i By default each mosaic view is created with the number of steps needed to involve all
l available cameras.

"i You can delete a Step any time by clicking the Close button in upper right corner of
l the Sequence (step) section.

To go back to the Mosaics Screen, click Cancel button.
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3.3.7 Web Publishing

Nowadays customers more and more want to see online real time images from their video
surveillance systems. Web Publishing is one kind of communication that makes this possible
by uploading images to an ftp server. These images can be used for multiple purposes such as
visualizing the images on a website at regular intervals.

Cameras Storage Manager Single View Mosaics Web Publishing Network Settings MNetwork Video Recorders

Certificate Management Time Synchronization

Web Publishing

Enable Web Publishing
Resolution: 320 x 240 | pixels
Interval (sec): 30 '
FI'P Server: .ﬂp:.f'.f'ﬂp.webcctv. com/Support
User ID:. | gsupport
Password: oy
Initial folder: |WebPub

: |Image_$Y-8n-5d_$hhEmmSss jpg
Camera? [ m
Camera 3 | | Edit
Camera 5 \Image_$Y-5n-5d_ShhEmmsss jpg | Edit
Camera6 =[] Edit
Camera 7 | | Edit
Camera § ] j Edit
Camera 9 Image_5Y-5n-5d_ShhSmm$ss.jpg Edit
I »’-\pplyr || Clear |

Web Publishing Screen

Following options are available:
e Enable Web Publishing: If not selected, Web Publishing is not active and will not
upload images for any camera.
e Resolution: Resolution of the images that will be uploaded.
e Interval (sec): An image will be uploaded every X seconds where X is the Interval
(sec) value.
e FTP server: Enter the address of the FTP server. Examples: localhost,
ftp.webcctv.com...
e User ID: Enter the login name for the FTP server.
e Password: Enter the password for the FTP server.
Initial folder: This is the directory where the images will be stored on your FTP
server.
Camera: Name of the camera which images you want to publish.
Publish: When selected, this camera will upload images, otherwise nothing happens.
Image file name: Each image will be build up based on the format you enter here.
Schedule: Link which will open the Schedule screen where you can make a schedule
for this particular camera.
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Web Publishing Schedule - Camera 1
- saewe

© Monday @ Tuoesday @ Wednesday @ Thursday @ Friday @ Saturday @ Sunday

ol x L2 3]s [e]7 [s [ [o[u]]sa]us s6]vr s [1s]z0]aa 2]
R0 e o

Apply the current settings to: @ Selected Day O Workdays © Weekend © Whole Week

| Apply H Cancel ‘
Web Publishing Camera Schedule Screen

When you have configured the schedule, click Apply.

Click Apply in the Web Publishing screen to save your settings. Web Publishing is
configured now.

3.3.8 Network Settings

This chapter explains how to change the WebCCTYV server’s network settings. The following
parameters can be configured:

= TCP Server Port — port which is used to allow external users to receive alarms,
control PTZ cameras, send commands, etc. This is called the WebCCTYV control
signal.

= UDP Streaming Ports — ports used to transmit video streams. WebCCTV chooses the
necessary amount of ports from the range 4096 - 4224 to transmit video streams.

Cameras Storage Manager Single View Mosaics Web Publishing Network Settings MNetwork Video Recorders

Certificate Management Time Synchronization

Network Settings
 NeworkSems |
TCP Server Port: =

| 00 4223
| Apply | | Cancel |

Network Settings Screen

The FTP Parameters, SMS account Parameters and Defined E-Mail Profiles sections

@ Don’t change any parameter if unless you are absolutely sure.
@ are only visible when the WebCCTV Alarm Component is installed.

Click Apply button to save the settings.
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3.3.9 Network Video Recorders

This menu allows you to define multiple WebCCTV units to enable simplified switching
between units by using one centralized installed 11S server (Web Application User Interface).

See chapter 2.1 WebCCTV IIS Split for more information about this option.

In order to add and configure your network video recorders, click the Edit or Add NVR
link/button in the Network Video Recorders screen. The Network Video Record Wizard
consists of one tab with easy to follow instructions.

Cameras Storage Manager Single View Mosaics Web Publishing Network Settings Network Video Recorders

Certificate Management Time Synchronization

Network Video Recorders

[0 Ihave more than one Network Video Recorder
Network Video Recorders Screen

3.3.9.1 Network Video Recorder Wizard

The Network Video Recorder Wizard only has the Name tab on which you can configure the
following parameters:

= Name - Friendly name for the unit.
= LAN IP Address or DNS Name — IP address or DNS name of the unit.
= LAN TCP Port — Control port of the unit.

"‘f!" By default the control port is 1518.

=  WAN IP Address or DNS Name — If you want to access your unit over the Internet,
you need to specify the external/public IP address or DNS name of the unit.

=  WAN TCP Port — Control port of the unit on the WAN side of the network.
" By default the control port is 1518.
ay & P

= Make default NVR — This unit will be the default unit which is connected to when
accessing the centralized Web Application User Interface.

O Recommended for installations where only one network video recorder and 1IS are
"*flv installed.
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Name

Network Video Recorder Configuration Wizard
Please specifyy the NVR server seftings...

In case vou will access the system from the internet, both the LAN and WAN addresses need to be filled in, even when the
NVR and the user interface server (IIS) are in the same network.

Name:

LAN TP-address or DINS Name:
LAN TCP Port: 1518

WAN IP-address or DNS Name:
WAN TCP Port: 1518

[] Make this server default for all users, connected through this ITS server_ It is
recommended for the installation with one Network Video Recorder and one IIS
SErver.

[ Finish || Cancel ]
Network Video Recorder Wizard Screen
Click Finish to save the settings and exit the wizard.
Click Cancel to go back to the Network Video Recorders Screen.

In order to delete a unit from the list, click Delete.

Version 5.4 Series



3.3.10 Certificate Management

The Certificate Management section allows you to handle your certificates for exported
movie signing.

Cameras Storage Manager Single View Mosaics Web Publishing Network Settings Network Video Recorders  Certificate Management Time Synchronization

Certificate Management

Current Certificate Information

Certificate Management

i webcctv@quadrox.com

Browse

Certificate Management Screen

The Current Certificate Information section consists of general information about the
certificate which is currently used by WebCCTYV for export movie signing, such as:

= Name of your certificate

= Certificate name of an issuer which signed your certificate

= Email you specified for certificates generating

= Complete information that identifies your certificate (including name, email and
location)

= Complete information that identifies certificate of an issuer which signed your
certificate (including name, email and location)

= Days left to your certificate expiration

= Date of your certificate generation

"“ Subject/Issuer and Issued to/lIssued by fields are the same if using a self-signed
1. certificate.

3.3.10.1 Self-signed certificates

During the WebCCTV installation a self-signed certificate is created which has non-
personalized information. It is recommended that you create a new certificate which will
include your information as a signer. To do that, follow the steps below:

1. Specify your e-mail in the E-mail field.
2. Specify your location in the Location screen.
3. Click Generate button.
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Your new self-signed certificate has been generated. From now on it is used for signing the
export movie files.

To export this certificate for transmitting it to a remote location or other purposes, click the
Export button and define the location to store.

Self-signed certificate have the following advantages and disadvantages:

Advantages:
= Certificate can be renewed at one's choosing
= Custom information (i.e. location of the recorder and contact email,
9 etc.) can be added which is useful in court
‘-l-p* = Certificate doesn’t expire
o = Certificate is free of charge
Disadvantages:
= Certificate is not verified by 3" party, so it has limited trust.
= Certificate should be explicitly added to the trusted certificates list
on each machine for the verification.

3.3.10.2 CA signed certificates

In spite of the self-signed certificates advantages, this approach is not the most secure. To
improve your security, Quadrox recommends getting a certificate from a trusted certification
authority (CA). There are Certification Authorities (CA) which are explicitly trusted
worldwide so Microsoft pre-installed theirs certificates in the Windows Operating System.
Hence those certificate authorities are trusted by all 3 parties which use a Windows
Operating System. If you get a certificate signed by the CA, you automatically become a
trusted signer in the Windows environment.

To import the CA certificate in the WebCCTYV system, follow the steps below:

1. Save the certificate on your WebCCTYV server.
2. Specify the exact path to the certificate in the File on server field.
3. Click Import button.

Exported movie files will now be signed by the imported CA certificate. The main advantage
is that you don’t need to install it on each machine since this certificate is pre-installed there.

A certificate loses its “trust value” over time, because the longer it is in place, the higher
chance it has of being compromised. It is recommended that certificates are renewed regularly
and that the old certificate is allowed to expire.

CA certificates have the following advantages and disadvantages:

Advantages:
° = Certificate is checked by trusted 3" party for maximal security
l = Certificate doesn’t need to be explicitly added to trusted certificates
=y list

= Certificate expires
Disadvantages:
= Certificate must be purchased
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3.4 Info

The Info section gives you detailed information about WebCCTV Server. The following
topics are described in this chapter:

= System info

= Network Diagnostics
= Load information

= Server Messages Log
= System Downloads

3.4.1 System Info

The System Info screen consists of two sections:

= System Configuration
= System Information

System Info MNetwork Diagnostics Load Server Messages Log  System Downloads

System Info

System Configuration

System Information

Alowed Camerss ] e
Alloved VA Camerss | Nese [ Ueemse [

System Info Screen
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3.4.1.1 System Configuration

All system configurations can be backed up to an external xml file for backup purposes.

You need Microsoft .NET Framework 2.0 installed in order to Save/Restore your
configuration. If the Microsoft .NET Framework 2.0 is not installed on your

@ computer, the Save/Restore feature will be unavailable. You can install the standalone
Save/Restore functionality from a stand-alone installation setup (refer to 3.4.5 System
Downloads).

You can save and restore a configuration only if your old software version is 4.0.0.0
or higher. Previous versions can’t be restored.

3.4.1.1.1 Saving Configuration
To save the configuration, follow the steps below:

1. Click the Export button. The Save/Restore functionality will collect all configuration
information.

Exporting the settings

Please wait...

Saving Settings Screen

2. You will be asked to save an .xml configuration file. Select a directory of your choice
and click Save button.

You need Microsoft .NET Framework 2.0 to be installed in order to Save your
configuration.
3.4.1.1.2 Restoring Configuration
To restore a configuration, follow the steps below:

You need Microsoft .NET Framework 2.0 to be installed in order to Restore your
configuration.

1. Click Import button.
2. Choose a saved .xml file with configurations.
3. Click Open.

A While restoring a configuration the WebCCTV Server may restart several times. This
\-!-r is a normal behavior. Please be patient until the restoring process is finished.
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Importing settings

Please wait...

Importing Settings Screen

When the restore process is finished, an overview will be given outlining the results of your
restore action. In case a particular section was not (or partially) restored, it will be marked in
yellow or red. Move the mouse cursor over the results in order to see the detailed information
of that section.

System Info

The import procedure has completed. Please position the mouse pointer over the results to see a detailed description:

Cameras -success
Mosaic -success
Network Settings -success
Single View -sSuCCess
Storage settings -success
Time svnchronization

seftings -success
Users -success

Restore Results Screen

3.4.1.2 System Information

The System Information section describes the following parameters:

= Logged User — user that is logged in.

= Activation Code - activation code based on the machine and number of allowed
cameras.

® When reinstalling or upgrading the WebCCTV software on the same machine, you
l can reuse the Activation Code as long as crucial components as CPU, Motherboard or
A Network Interface Card aren’t replaced. The Hard disk is not a crucial component.

Interface Cards installed on your machine. The Activation Code is based on one NIC

@ It’s possible that the Activation Code is invalid if you have two different Network
(Network Interface Card).

You can Upgrade your license in order to be able to monitor more cameras. Click the

2 Upgrade button in the Activation code row. You will be redirected to the Activation

\-!-r page where you should specify the new key. To obtain this key, contact Quadrox or
your installer.
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= Allowed Cameras — specifies the number of cameras that may be connected to the
system.

You can connect as many cameras as you like to the system, but only the number of

Con allowed cameras will be active. The system automatically selects which cameras are

‘l' active. At first, analogue slots will be replaced by network cameras if analogue

= cameras are present. If all cameras are network cameras, there will be a selection
based on an internal mechanism.

= OS Version — version of operating system installed.

= XPe Build Version — build version of XPe operating system.

= Setup Version — WebCCTYV software version installed.

= Setup Path — directory where the WebCCTYV software is installed.

= Setup Date — date of installation.

3.4.2 Network Diagnostics

This section allows you to check the state of the ports (opened/closed) necessary for proper
operation of the software. It consists of two diagnostic functionalities:

= Port Scanning
= Camera Scanning

System Info  Network Diagnostics Load Server Messages Log  System Downloads|

Network Diagnostics

Results

Port Scanning

Ports

Refresh

Camera Scanning

Cameras Results

Refresh

Network Diagnostics Screen
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3.4.2.1 Port Scanning

The Port Scanning feature allows you to check the state of the TCP and UDP ports needed
for a normal server operation. When entering the Network Diagnostics page, all ports are
checked automatically.

Port Scanning

Poris Results

= |

Refresh | [ Stop |

Port Scanning Screen

"‘ These ports also have to be configured in your firewall(s) and router port forwarding
l if you want to connect to your server over the Internet.

Click Refresh button if you want to refresh the status of the ports.

3.4.2.2 Camera Scanning

The Camera Scanning feature allows you to check the connection status of the cameras
connected to the system. When entering the Network Diagnostics page, all cameras are
checked automatically.

Camera Scanning

=
m
A
=
-
i

Cameras

Refresh

Camera Scanning Screen
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The camera can have two states:

=  Online
= Offline

.'\
‘l‘ Only network cameras will be shown in the Camera Scanning list.

Click Refresh button if you want to refresh the status of the cameras.

3.4.3 Load

This section allows you to check the load on the WebCCTV. When entering this section, a
table will be automatically generated that consists of parameters which may overload or
influence the stability of your WebCCTYV at that moment. If some parameter is overloaded or
critical, an appropriate message will be shown with suggested corrective actions.

System Info  Network Diagnostics Load Server Messages Log  System Downloads

System Load

Svstem load indicators updated.

System Load Indicators

Load Screen

The following parameters are shown:

= CPU - This parameter shows how much the CPU is loaded.

= Memory - This parameter checks:
o0 Physical memory usage (RAM) relative to the available memory
o Server process load relative to the 2GB limit

= Network — This parameter checks the network load

= Disk — This parameter checks:
0 The queue length for each logical disk
o Amount of transfers per second to each logical disk
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3.4.4 Server Messages Log

WebCCTYV stores all server actions in its Server Messages Log. Examples of server messages
are capturing, recording, backup, etc. This log is kept inside the Windows operating system
itself. Technically, it is kept inside a specific WebCCTV event log container in the Windows
event logging subsystem.

@ The amount of logged server actions (number of days contained in the log) depends

on the defined size of the event viewer. In normal circumstances, the log is large
enough to keep WebCCTYV server logs for approximately 60 days.

3.4.4.1 Log Search

The search option allows you to retrieve all or specific actions that have been performed on
the server.

System Info  Network Diagnostics Load Server Messages Log System Downloads

Server Messages Log

Please specify the following:

Time:

; A | n |
(From Gt [ ane 200 T ol T

Category:

Select All
Deselect All

Search | l Reset filter

Event Logeer Confiouration

Server Messages Log Screen
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All possible actions are described in the following table and can be found in the picture
above.

Category Description

Unknown Actions and errors from an unknown source.
Server Starting and stopping of the server.
Networking Actions concerning the network connections.
Capturing Actions concerning image acquisition.
Recording Actions and errors concerning recordings.
Backup Cleaning up of old video footage files.
Scripting Script messages.

PTZ Movements and settings from PTZ.
Input/Output Changes in the in- and outputs settings.

To do a search, follow the steps below:

1. Specify the user for which you want to search (Optional).
2. Define the time frame in which you want to search.

3. Check the required categories checkboxes.

4. Click the Search button.

The figure below provides a sample overview of a Server Messages Log.

Server Messages Log

Y B S K e S T S

Server Messages Log Result Screen

‘i) The Server Messages Log allows you to check all server related actions by users at all
times.

"‘ In order to conduct a new log search, click on the New search button. The reset filter
l button will clear all the checked boxes so that you can make a new selection.
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3.4.4.2 Event Logger Configuration

The Event Logger Configuration defines the priority levels for the recorded events.
Depending on the selected option, WebCCTV will or will not store certain events.

Event Logger Configuration

Event Logger Configuration

Recorded Events Level Important Events v

| Return || Apply | | Cancel |

Event Logger Configuration Screen

There are three Recorded Events levels:

=  Only Critical Events — WebCCTYV stores the most important system events that occur
when proper WebCCTV performance is impossible, e.g. recording break, failure to
detect a system component, etc.

= Important Events — WebCCTV stores system events labelled as “Only Critical
Events” and system events that play a significant role in the WebCCTYV operating, e.g.
playback stream creating, system logging on, etc.

= All Events — WebCCTYV stores all system events.

To apply new settings, click Apply.
To cancel your changes, click Cancel.
To go back to the Server Messages Log screen, click Return.

O Event Logger Settings functionality is unique for both User Actions Log and Server
'wlv‘ Actions Log.
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3.4.5 System Downloads

The System Downloads section allows you to download software or installation files that
may be needed on your system depending on the functionalities you are using or want to use.

System Info  Network Diagnostics Load Server Messages Log  System Downloads

System Downloads

Local Downloads

Quatiox Codecs Pack.  Downlo
wmummxrmm Download
ﬁmmmmsm ~ Download
Microsoft NET 4.0 Setup Download
Quadrox Support LogMeIn Tool  Download

System Downloads Screen
The following items are downloaded from the WebCCTYV Server (Local Downloads):
= System Events — all event logs. This can be requested for support purposes.

The following items are downloaded from the Internet:
@ You must be connected to the Internet.

= Video Client Component Setup — installation setup which deletes “old” ActiveX’s
and installs the one for your current WebCCTYV installation.

= Quadrox Codecs Pack — enables you to view Live Streams and playback Recordings
in MPEG 4 format created by the WebCCTV software.

=  WMP 9 for Windows 2000 — standard Windows 2000 player which may be needed in
order to play exported movies.

= WMP 11 for Windows XP and VISTA - latest version of Windows Media Player
which is XP and Vista compatible. May be needed in order to play exported movies.

= WebCCTV Save/Restore Setup — standalone installation setup for the WebCCTV
Save/Restore functionality.

= Microsoft .NET 2.0 Framework — pack of libraries needed for some WebCCTV
components (Alarms, Save/Restore etc.)
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4 Video Browser

This chapter provides an overview of the WebCCTV Video Browser Control Panel and the
following WebCCTYV functions:

Live
Recordings
Alarms
POS

4 1 Video Browser Control Panel

Network status indicator

The green dot, in the top left corner, indicates a good network status. When the
indicator is red, the WebCCTV is experiencing network problems which can
result in slow response from the Web Application or no response at all.

Live
Click this button to access the Live View menu where you can see streaming
from all your cameras and control PTZ cameras.

Recordings
Click this button to access the Recordings menu where you can export recorded
movies or search recordings including alarm and POS transactions.

Alarms
Click this button to access the Alarms menu where all alarms are centralised
together with their associated recordings including an export feature.

Hide Control Panel
Click this button to hide or retrieve the control panel

POS

Click this button to access the POS menu where all POS transactions are
centralised together with their associated recordings including an export
feature.

My Account
Click this button to change your password.

Manager
Click this button to open the Video Manager application.

Help
Click this button to access WebCCTV Online help.

Log Off
Click this button to change user.

Exit
Click this button to exit the WebCCTV application.
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4.2 Live

The WebCCTV Video Browser application allows you to monitor cameras through a
comprehensive and user-friendly interface.

Mosaic View Enlarge Video High Bandwidth

Window Mode

\\

Create Snapshot Low Bandwidth
Singlé View Mode

The following features are present in the Live menu:

Single View

Mosaic View

Reduce/Enlarge Video Window
Low/High Bandwidth Mode
Create Snapshot

PTZ (optional)

Digital Zoom

Audio

Recordings

Alarms

POS

Live (Single View) Screen
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Camera 3 Camera 4

Live (Mosaic View) Screen

4.2.1 Single View

When entering the Live menu, single view mode is automatically displayed. In single view
one camera is displayed at a time. You can switch between cameras by clicking the
corresponding camera buttons below the viewing window. The following features are
available in the Live View screen:

) |

) |

) |

Selecting a sequence

Selecting a mosaic

Enlarging/Reducing video window
Selecting high/low bandwidth streaming
Creating a snapshot

PTZ functions (optional)

Digital Zoom

Audio

Right-click on the video Window to get video streaming parameters such as actual
frame rate and dimensions (resolution) of the image.

Use IS and buttons to hide the corresponding Single View panels.

The camera you see when accessing Live View is the camera you selected to view the
last time you used Live View.
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Single View Screen

4.2.1.1 Sequences

To select a Single View Sequence, select the sequence from the drop-down list and click the
Single View button. If the preferred sequence is already selected in the drop-down list, you

can click on at the left of the drop-down list.

()
"l' Creating sequences can be done in the Video Manager application.

O Click on any camera button to stop automatic switching and revert to viewing
‘1’ cameras manually.

()
"l' When manual switching is completed, automatic switching retakes after 30 seconds.

4.2.1.2 Mosaics

To select a Mosaic, select the mosaic from the drop-down list and click the Mosaic View
button. If the preferred mosaic is already selected in the drop-down list, you can click on

D at the left side of the drop-down list.

()
'1' Creating mosaics can be done in the Video Manager application.

O Note that after selecting a mosaic view, the user will automatically be switched to the
'!1' Mosaic View mode. See 4.2.2 Mosaic View for more information.
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4.2.1.3 Low/High Bandwidth Mode

Low/High bandwidth mode allows you to decide if you want to have streaming video that
consumes a reduced bandwidth. You can choose from:

= High Bandwidth Mode (Default) — High Bandwidth mode is used preferably on local
computers (when the WebCCTV client is located on the same machine as the
WebCCTYV server), in local area networks or with high-speed Internet connections.

Use the High (ﬂ) button to enable high bandwidth mode.

= Low Bandwidth Mode — Low bandwidth mode is mostly used in medium- or slow-
speed LAN or Internet connections. When Low Bandwidth mode is enabled, the frame
rate and the resolution of the images are reduced. It produces a reduced bandwidth

usage while streaming video. Use the Low ( ) button to enable low bandwidth
mode.

4.2.1.4 Snapshots

This WebCCTYV feature gives you the ability to make snapshots. To create a snapshot, follow
the steps below:

1. Choose the frame you want to save and click the button with the camera symbol

(E).

2. Choose the desired location for storing images and click the Save button.

()
.,'! - Snapshots are saved in .JPEG format.

4.2.15PTZ
WebCCTYV supports all standard PTZ functions. These functions are listed below:
Functions Parameters
Move left, right, up, down
Rotate constant left, constant right
Zoom in, out
Preset recall/Set select, set
PTZ speed higher, lower

= Move - Using these buttons you can move the camera in any direction you want. To
move the camera, click on the button with the arrow pointing in the direction you want
to move the camera to.

» Rotate — Using these buttons allows you to rotate a dome camera left or right without
interruption.
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The maximum rotation angle depends on the camera model. Some cameras have 360°
rotation angle, some have less. Check the camera documentation.

Zoom — Click the “+” or “~”" buttons to zoom the image in or out.

Depending on the camera model the zoom function may or may not be present. Check
the camera documentation.

Preset recall/set — Using a preset button will instruct the dome camera to jump to a
certain predefined position and zoom state. These presets are user-definable. To define
a preset setting, move the camera to the position you want, zoom in or out if needed
and click one of the buttons while holding the Ctrl button on your keyboard. The
preset details will then be stored under that number and can be recalled by clicking it
(without holding the CTRL key).

Setting presets is only possible if you have Administrator rights.

When Home Preset functionality is enabled, the first preset button is displayed as m
This means the camera will return to its Home preset after 300 seconds of inactivity.

PTZ Speed — Function to increase or decrease the camera movement speed.
PTZ Speed is not enabled for PTZ cameras that control the speed themselves.

Please note that use of PTZ functionality within both WebCCTV and the camera
software concurrently can cause conflicts with PTZ functionality.

4.2.1.6 Digital Zoom

The Digital Zoom functionality is very useful when there are small details in the scene, but
the camera doesn’t support optical zoom and there’s no way to visually enlarge those objects.

In order to use the Digital Zoom functionality, follow the steps below:

1.
2.
3.
°
J L

Click on the video window in order to set a focal point.

Use the mouse wheel to zoom the image in and out (a magnifying glass is shown).
When partially or totally zoomed in, click any point on the video screen in order to
centralize the video window on this point. This also resets the zoom's focal point.

You cannot use the Digital Zoom functionality if your mouse doesn’t have a mouse
wheel.

You can use digital and optical zoom simultaneously. You will first zoom optically
and switch to digital zoom when you can no longer zoom optically.
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4.2.1.7 Audio

WebCCTYV supports audio listening for the following brands:

= Panasonic camera models; BB-HCM311, BB-HCM311A, BB-HCM331, BB-
HCM331A, BB-HCM371, BB-HCM371A, BB-HCM381, BB-HCM381A, KX-
HCM110, BB-HCEA481.

= AXxis — Listen in and speak: M1031-W, M1054, P1311, P1343(-E), P1344(-E),
P1346(-E), P3301(-V), P3304(-V), P3343(-V/VE), P3344(-V/VE), P5534, Q1755,
Q1910(-E), Q7401.

@ WebCCTYV only supports listening audio. Recording audio is not available.

By default, audio is supported only for Axis Q7401. For the other models mentioned
above, contact support as a small extra configuration is needed.

The audio component will be installed automatically the first time the camera is accessed in
Live view.

Move To be able to listen to audio, you need to install the Audio
Listening Component from the camera itself the first time the
camera is accessed in Live view. Click the Yes button in the
dialogue window that appears.

Zoom Security Warning i x|

Do pou want to install and wn
""http:/#208.13.143.164:60001 /SysCanlnst. cab" signed
on 15/12/2005 11:28 and distributed by:

Preset recall/set Panasonic Communications Co. L td

Publisher authenticity verified by VeriSign Class 3 Cade
Signing 2004 CA

Caution: Panasonic Communications Co. Lbd. asserts that
thiz cantent iz zafe. You should only installview this
content if wou trust Panazonic Communications Co.Ltd, to
make that assertion.

FO Speake.r_s

O Micropho:;je = %\;\.ﬁi};;.trust content fiom Panasonic Communications

O D Yes | Mo I More Infa |
Audio Panel Audio Listening Component Installation Window

After installation, the Audio Controls will appear.

Figure  Description

U This slider adjusts the volume of the speaker.

¢) This slider adjusts the volume of the microphone.
) Enable and disable speakers with this button.

{_) Enable and disable the microphone with this button.
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4.2.1.8 Quick Playback

The Quick Playback function delivers easy access to recordings from the past 1, 5 and 15
minutes. Instead of going to the Recordings section and manually selecting this small time
interval, you can just click a single button.

This function can be accessed with a Right-Click operation anywhere on the streaming video.
After the mouse click, the following 3 buttons will appear in the top left corner of the video:

155
Quick Playback Buttons

Pressing a button will take you to the recordings of the currently streaming camera. The time
interval is indicated on the button.

@ Right-clicking once more will hide the quick playback buttons.

4.2.1.9 Full Screen Mode

Full screen mode allows you to visualize video by using the full screen.

@ Full Screen mode is not the same as pressing F11 in Internet Explorer.

r A
To enter the full screen mode, click the icon.

To leave the full screen mode, click the E icon at the right top corner or press any key on
the keyboard.

Full Screen Mode Screen
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4.2.2 Mosaic View

Mosaic View allows you to view up to 16 cameras simultaneously on one screen. This
provides enhanced surveillance opportunities and control of all available cameras for a user.
The following features are available in the Mosaic View screen:

= Selecting a sequence
= Selecting a mosaic
= Enlarging/Reducing video window

Camera 3 Camera 4

Mosaic View Screen

2 Double click on the video window of a particular camera to switch to the Single View
‘1" mode for this camera.

When you are using Zoom+3, Zoom+5 or Zoom+7 mosaic views, click on the small

O camera video windows to move them to the large/central video window. Double click
‘1" on the central camera video window to switch to the Single View mode for this
camera.

The Snapshots, High/Low Bandwidth, Digital Zoom and Audio functionalities are
not available in Mosaic View.

4.2.2.1 Sequences

To select a Single View Sequence, select the sequence from the drop-down list and click the
Single View button. If the preferred sequence is already selected in the drop-down list, you

can click on E at the left of the drop-down list.
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()
‘!lV Creating sequences can only be done in the Video Manager application.

2 _ Click on any camera button to stop automatic switching and revert to viewing
‘!17 cameras manually.

()
‘!lV When manual switching is completed, automatic switching resumes after 30 seconds.

O Note that after selecting a sequence, the view will be automatically switched to Single
Y!V View mode. See 4.2.1 Single View for more information.

4.2.2.2 Mosaics

To select a Mosaic, select the mosaic from the drop-down list and click the Mosaic View
button. If the preferred mosaic is already selected in the drop-down list, you can click on

at the left side of the drop-down list.

()
‘!lV Creating mosaics can only be done in the Video Manager application.

There are 9 predefined mosaic views available for configuration in the Video

O Manager application. By default, no mosaic view is available in the Video Browser

Y!V application. In case video capture cards are installed, the respective mosaics will
automatically be created and installed by WebCCTV.

Camera 3 Camera 4

Step 1 Step 2

QUADROX

2013 Quacioc W

Mosaic View Screen
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4.3 Recordings

The Recordings Menu allows you to search and view recorded footage and export clips of
this video footage.

The following sections are described:

Select Time Period
Single Playback
Synchronized Playback
Alarms

POS

Export

()
‘]) POS and Alarms are only available if the Alarm Component is installed.

Recordings Management

Please specify the following:

musss | maon ) 5] 47 07

Precise Search

Camera 1 %

[ Search ]

Recordings Screen
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4.3.1 Select Time Period

Selecting the time period is needed for all possible recording requests as you need to search
amongst all footage which has been recorded.

To select a time period, you have to specify time and date. There are two ways of specifying
a certain time period:

1. Using a From date and a Time span interval: all recorded video footage between the
From date plus the Time period, will be shown.

s m“ mu

2. Using Precise Search with From and To date: all recorded video footage between
these two points in time will be shown.

Please bpel:lf‘ the following:
- = WSS

= [0S HC WE

Click on the calendar icon to be able to choose the From or To date.

June

e 2011 L

M T WTF 5 5
gy 128 4 s

l' 6 7 8 9 10 11 12
._ 13 [ 15 18 17 18 19
20 21 22 23 24 25 26
27 28 29 30

.l' Click the Interval search button in order to return to Time span search.

Note that in the From/To and the Time span modes, time and dates in the future
@ cannot be specified. If a date in the future is selected, your time and date will be
adjusted to the current date and time.
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4.3.2 Single Playback

When using the Single Playback feature, you will search among all the recorded video
footage for one particular camera. To do this, follow the steps below:

Select the time period (see 4.3.1 Select Time Period).

Check the Single camera playback radio button.

Choose camera from the drop-down list.

Click Search button.

For new single playback recording search, click New Search button.

agbrwpNdE

6/14/2013
2:46:09 PM

from 6/14/2013 2:44:07 PM till 6/14/2013 3:14:07 PM
New Search :

Recordings Single Playback Screen
When you have the recording mode open, the following functionality is available:

Single playback controls
Switching sources

Activity level

Slider

Enlarging/Reducing video window
Low/High Bandwidth mode
Snapshots

Digital Zoom
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4.3.2.1 Single Playback Controls

You can use the Single Playback Control buttons in order to make the viewing process more
flexible and controllable. The following Single Playback Control buttons are available:

= Frame Backward — allows you to view the recording in the ‘frame-by-frame’ mode
in reverse direction.

= Play/Pause — start or pause the playback. After you press this button the slider is not
automatically returned to its initial position.

= Fast Forward - increase the playback speed in order to skip the irrelevant
information. You can choose from 2x, 4x or 8x speed by clicking on the button.

= Frame Forward — allows you to view the recording in the “frame-by-frame” mode.

4.3.2.2 Switching sources
You can switch between all cameras that are available on your system by clicking the
corresponding camera buttons. By doing this, you will get the recording from that camera for

the selected time period. Note that the slider position remains the same while switching
between cameras.

4.3.2.3 Activity Level

The Activity level for the specified time period is displayed below the video for ease of use.
When there is no green activity line drawn or if the green activity line is drawn below the red
activity threshold line, no recorded video footage exists for these periods.

4.3.2.4 Slider

Use the slider to quickly look through the recording.

4.3.2.5 Full Screen Mode

Full screen mode allows you to visualize video by using the full screen. When going to full
screen the activity line and camera buttons are hidden by default. You can unhide them by
clicking the IS icON.

()
._'l' Full Screen mode is not the same as pressing F11 in Internet Explorer.

r A
To enter the full screen mode, click the icon.

To leave the full screen mode, click the E icon at the right top corner or press any key on
the keyboard.
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Full Screen Mode

4.3.2.6 Low/High Bandwidth Mode

Low/High bandwidth mode allows you to decide if you want to have streaming video that
consumes a reduced bandwidth. You can choose between:

= High Bandwidth Mode (Default) — High Bandwidth mode is used preferably on local
computers (when the WebCCTV client is located on the same machine as the
WebCCTYV server), in local area networks or with high-speed Internet connections.

Use the High ) button to enable high bandwidth mode.

= Low Bandwidth Mode — Low bandwidth mode is mostly used in medium- or slow-
speed LAN or Internet connections. When Low Bandwidth mode is enabled, the frame
rate and the resolution of the images are reduced. This leads to a reduced bandwidth

usage for streaming. Use the Low (| ) button to enable low bandwidth mode.

4.3.2.7 Snapshots

This WebCCTYV feature gives you the opportunity to make snapshots. To create a snapshot,
follow the steps below:

1. Choose the frame you want to save and click the button with the camera symbol

(E)

2. Choose the desired location for storing images and click the Save button.

()
._'1' Snapshots are saved in .JPEG format.
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4.3.2.8 Digital Zoom

The Digital Zoom functionality is very useful when there are small details in the scene, but
the camera doesn’t support optical zoom and there’s no way to visually enlarge those objects.

In order to use the Digital Zoom functionality, follow the steps below:

1. Click on the video window in order to set a focus point.

2. Use the mouse wheel to zoom the image in and out (a magnifying glass is shown).

3. When partially or totally zoomed in, click on any point of the video screen in order to
centralize the video window on this point. This also resets the focus point for
additional zooming in and out.

2 You cannot use the Digital Zoom functionality if your mouse doesn’t have a mouse
'?!'v‘ wheel.

4.3.3 Synchronized Playback

This feature allows you to view recorded footage simultaneously from up to four cameras.
Playback from all four cameras is synchronized in time. The synchronized playback feature
allows viewing the recorded video depending exclusively on time and not on video presence,
i.e. it doesn’t jump over the time spans without recordings.

To do a synchronized playback, follow the steps below:

Select the time period (see 4.3.1 Select Time Period).

Check the Synchronized playback radio button.

Choose four cameras from the drop-down lists.

Click Search button.

For new synchronized playback recording search, click New Search button.

agrwdE
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6/16/2013
2:09:57 PM

Recordings Synchronized Playback Screen

When you have the recording mode open, the following functionality is available:

@

A

Synchronized playback controls
Switching sources

Slider

Enlarging/Reducing video window

Double click on the video window of a camera in order to switch to single playback
of this camera.

The Snapshots, High/Low Bandwidth, Digital Zoom and Activity level
functionalities are not available in synchronized playback.

4.3.3.1 Synchronized Playback Controls

You can use the Synchronize Playback Control buttons in order to make the viewing process
more flexible and controllable. The following Synchronized Playback Control buttons are
available:

Frame Backward — allows you to view the recording in the ‘frame-by-frame’ mode
in reverse direction.

Play/Pause — start or pause the playback. After you press this button the slider is not
automatically returned to its initial position.

Frame Forward — allows you to view the recording in the “frame-by-frame” mode.
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4.3.3.2 Switching sources

You can switch between all available cameras for every video window by selecting the
camera from the drop-down list. By doing this, you will get the recording from that camera
for the same time period. Note that the slider position remains the same while switching

between cameras and that the slider has the same position synchronized in time for all four
cameras.

4.3.3.3 Slider

Use the slider to quickly look through the recording.

4.3.3.4 Full Screen Mode

Full screen mode allows you to visualize video by using the full screen.

()
.'l - Full Screen mode is not the same as pressing F11 in Internet Explorer.

r A
To enter the full screen mode, click the icon. To leave the full screen mode, click the

E icon at the right top corner or press any key on the keyboard.

6/16/2013
2:16:30 PM

Synchronized Playback Full Screen Mode
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4.3.4 Smart Search

Smart Search is a solution to search for activity in a user-specified, dynamic region of
interest and time interval. This feature allows you to look for activity recordings in a specified
area. Smart Search is a dynamic solution because all the parameters can be adjusted for every
search separately (including the area). You can navigate to the Smart Search in the following
way: Video Browser - Recordings - Smart Search tab.

Live
' Recordings Management
Recordings
Please specify the following:
From OateMimey || 183wy 201 || 16t i off] |
‘Time period: 4 1 hour v _| Precise Search |
-
Switch User -
Manager
iy Aconat|
Help

Search

QUADROX
© 2012 Quadrox NV

Smart Search Page

4.3.4.1 Smart Search Interface

Below are the main control buttons and options of the Smart Search page described:

= Time period search field — general parameter for playback search page. You can
choose any time period you need. Note that the bigger the time period you choose the
more time it might take to search for the recordings.

= Camera name — the name of the camera that is currently displayed on the screen
below.

" radio button - if this button is checked, you can select the area
where you want to perform Smart Search.

" radio button — if this button is checked, you will DEselect the
previously selected area.

= Question mark button 7 - while pressing this button you will get the help window
with information on how to select the area you want to search recordings for:
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ij) rMask the areas where activity needs ko be searched,
= Press the left mouse button, move the mouse pointer and release the butkon to select an area of interest,

se the "Select search area" and "Unselect search area" radio buttons o switch bebween both modes,

Help Message for Smart Search

= Camera image — live image of the camera that is currently selected for Smart Search.
There you will see the image and green grid that will help you to select the proper area
for your search.

It may be that the green masking grid doesn’t appear. In order to be able to draw the
grid, the video card of the client PC has to have at least 16 MB of internal video
memory and DirectX accelerations fully enabled. This can be done as follows:

= Go to Start/Settings/Control Panel.

= Click on Display/ Settings/Advanced/T roubleshoot.

= Set Hardware acceleration on full.

Default Manitar and NVIDIA GeFarce FX 5200 {1 21x|
Gieneral | Adapter | Monitor  Troubleshaat | Color Management |

ii Are you having problems wilth your araphics hardware? These

ap
settings an help you traubleshoot display-elated problems

level of accelstation and patformance supplied by
re. Use the Display Troubleshacter ta assist youin

Hardware accelsration: Hane J Full
i

All accelerations are enabled. Uss this setting if your computer has no

Troubleshoot Screen
Click OK and return. The masking grid should be visible on your screen now.

® You cannot see the grid if you are connected to the machine remotely through RDC
l etc. You can only see the grid (and so perform Smart Search) if you are connected as
=y a client (through IE) or locally on the server.

" m Low Bandwidth button - Low bandwidth mode is mostly used in medium- or
slow-speed LAN or Internet connections. When Low Bandwidth mode is enabled, the
frame rate and the resolution of the images are reduced. This leads to a reduced
bandwidth usage for streaming.

. m High Bandwidth button - High Bandwidth mode is used preferably on local
computers (when the WebCCTV client is located on the same machine as the
WebCCTV server), in local area networks or with high-speed Internet connections.

To perform a search, define the area where you want to find activity for the specified period
of time and press the Search button. The area will be coloured in a semi transparent light
green colour:
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Camera 1 -

O Select search area ® Unselect s
. . S—

I Search I

Selected Area for Smart Search

The grid that you might find in Activity tab of camera Edit wizard in Video Manager
and the Smart Search grid have a different origin. They look the same but have a
different meaning.

In the masking image space in the Activity tab you choose the area where you do not

‘l’ want to record activity.
= By selecting a search area in the Smart Search window, you choose the area where
you search activity for. If you selected an area of image where the activity mask is
applied, you will get a message on the playback page saying: “No recordings were
found for the specified time period”.

If you press the Search button but did not select any area you will get the following message:

Message from webpage [E|

' ': Mo search area selected. Please seleck a search area.
.

No Search Area Selected

After you set all the configurations, Smart Search will be performed and you will be
redirected to the playback page.
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7151013 all »
12:34:44 PM

from 7/25/2013 12:34:00 PM till 7/25/2013 1:34:00 PM

[ emseasn |
Smart Search Playback Page

The Activity level for the specified time period is displayed below the video for ease of use.
When there is no yellow activity line drawn no recorded video footage exists for these periods
and the area that you have selected. Use the slider to quickly look through the recordings.

When you have the recording mode open, the following functionalities are available:

Smart Search playback controls
Enlarging/Reducing video window
Low/High Bandwidth mode
Snapshots

Digital Zoom

4.3.4.2 Smart Search Playback Controls

You can use the Smart Search Playback Control buttons in order to make the viewing process
more flexible and controllable. The following control buttons are available:

Frame Backward — allows you to view the recording in the ‘frame-by-frame’ mode
in reverse direction.

= Play/Pause — start or pause the playback. After you press this button the slider is not
automatically returned to its initial position.

= Fast Forward - increase the playback speed in order to skip the irrelevant
information. You can choose from 2x, 4x or 8x speed by clicking on the button.

= Frame Forward — allows you to view the recording in the “frame-by-frame” mode.
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4.3.4.3 Full Screen Mode

Full screen mode allows you to visualize video by using the full screen. When going to full
screen the activity line and camera buttons are hidden by default. You can unhide them by
clicking the IS icON.

()
.*l - Full Screen mode is not the same as pressing F11 in Internet Explorer.

r A
To enter the full screen mode, click the icon.

To leave the full screen mode, click the E icon at the right top corner or press any key on
the keyboard.

712512013
12:34:44 PM

Full Screen Mode

4.3.4.4 Low/High Bandwidth Mode

Low/High bandwidth mode allows you to decide if you want to have streaming video that
consumes a reduced bandwidth. You can choose between:

= High Bandwidth Mode (Default) — High Bandwidth mode is used preferably on local
computers (when the WebCCTV client is located on the same machine as the
WebCCTYV server), in local area networks or with high-speed Internet connections.

Use the High (M) button to enable high bandwidth mode.

= Low Bandwidth Mode — Low bandwidth mode is mostly used in medium- or slow-
speed LAN or Internet connections. When Low Bandwidth mode is enabled, the frame
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rate and the resolution of the images are reduced. This leads to a reduced bandwidth

usage for streaming. Use the Low (m) button to enable low bandwidth mode.

4.3.4.5 Snapshots

This WebCCTYV feature gives you the opportunity to make snapshots. To create a snapshot,
follow the steps below:

3. Choose the frame you want to save and click the button with the camera symbol

(E).

4. Choose the desired location for storing images and click the Save button.

()
.,'! - Snapshots are saved in .JPEG format.

4.3.4.6 Digital Zoom

The Digital Zoom functionality is very useful when there are small details in the scene, but
the camera doesn’t support optical zoom and there’s no way to visually enlarge those objects.

In order to use the Digital Zoom functionality, follow the steps below:

1. Click on the video window in order to set a focus point.

2. Use the mouse wheel to zoom the image in and out (a magnifying glass is shown).

3. When partially or totally zoomed in, click on any point of the video screen in order
to centralize the video window on this point. This also resets the focus point for
additional zooming in and out.

O You cannot use the Digital Zoom functionality if your mouse doesn’t have a mouse
"?!V wheel.

4.3.5 Movie Export

This chapter provides an overview of the export capabilities of WebCCTV and covers the
following topics:

Creating movie export files

Saving movie export files on your computer

Saving movie export files to a CD / DVD disk.
Checking the digital signature of movie export files.
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Current Export file(s):

—

i | s | 2o | 1 |
A R R

[ Comvert o WV, || Download I (et I T |

Basic HTTP download mode

Recordings Export Screen

4.3.5.1 Creating Export

To create a movie export file, follow the steps below:

Select the time period (see 4.3.1 Select Time Period).
Check the Movie export radio button.

Choose the camera from the drop-down list.

Click Search button.

PLOdE

@ Specified time period should be within 1 minute to 1 hour range.

4.3.5.2 Saving Export Files to Hard Disk

After you clicked the Search button, your Export files will become visible beneath the
Recordings screen.

To save an export file on your local disk, please follow the steps below:

1. Right click on the export file you want to save.
2. From the pop-up menu that appears, choose Save Target As...

Recordings Management

Standard download mode
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Recordings Export Screen

3. Define destination and click the Save button.

wizard during camera set-up in the Video Manager application.

4.3.5.3 Saving Export Files to CD

To save an exported movie file to the CD follow the steps below:

1. Right click on the export file you want to save.
2. From the pop-up menu that appears choose Save Target As...

Open Link
©pen Link in Mew Tab

Camera3 v

E-mail Picture. ..

Prink Pickure. ..
| G0 to My Pictures
| Set as Background

Copy
Cupy Shortcut

For help on exported movies, download the Export Quick Start Manual and the Export Tool Pa

S ) 5o B

‘ To delete the export files, select the export files you want to delete and click the
l' Delete button

‘l' The Compression format (JPEG, MPEG) for recordings is defined in the Camera

Current Export file(s):  AddtoFavories..

H fS -hpmpﬂames

I

Standard download mode

Recordings Export Screen

w

Choose your CD-RW drive as destination and click Save.

4. Wait until downloading is complete and click Close. At the bottom of your screen a

message in your tray appears:

i) You have files waiting to be written to the CD. IE
To see the files now, click this balloon,

5. Click on the message. In the window that appears, select the shortcut to the file you

want to save under the Files Ready to Be Written to the CD title.

‘l' This can also be done in File Explorer in the event notifications are disabled.
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o o-conms iy e
|| File Edit View Favorites Tools  Help | ;‘:'
) Back. ~ > B ? / Search Folders |E|v
Address I“) Ei ;! a Go

Files Ready to Be Written to the CD

CD Writing Tasks

(5 write these files to <D
I'ZQ Delete temparary files

File and Folder Tasks E

| Rename this file

3 Move this file @ cﬂ Cﬂ

() Copy this e QTESTZ Ca... QTESTZ Ca... QTESTZ Ca...
@ Publish this fils ko the Web 2_2005-12-... 6_2005-12-... 6_2005-12-...
=] E-mail this File

% Delste this file

»

Other Places

j‘ My Computer
1) My Documents
) Documents
tJJ My Metwork Flaces

Details ¥

CD Explorer Screen

6. Click Write this file to CD in the left pane of the screen. The CD Writing Wizard
screen appears.

& D writing Wizard |

&

Welcome to the CD Writing Wizard

This wizard helps vou write, or record, your files ko a D
recording drive.

Tvpe the name wou wank to give to this CO, or just click Mext
ko use the name below,

D nane:

I Muvies|

Mew files being writken ko the CD will replace anvy files
already on the CDif they have the same name.

[ Close the wizard after the files have been writken

= Back I Mext = I Cancel

CD Writing Wizard Screen
7. To begin the writing process, click the Next button.

8. After the writing process is complete, click the Finish button to close the CD Writing
Wizard.
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4.3.5.4 Checking Digital Signature

The latest generation of networked systems promises a much easier and faster way of moving
video around (e.g. police, court room...), by simply sending it over the Internet. A public
network like the Internet is not exactly the safest when talking about transport. However,
digital video can be digitally secured and the possibility to trace the video back to its origin is
now a reality. This technology is called digitally signing the video.

A digital signature is a cryptographically encoded text that contains information about the
exported movie file that was signed and about the entity that created the signature. Each
export file has its own signature.

A certificate is again a cryptographically protected text that contains the electronic key with
which the owner of the certificate can sign digital documents or content. This certificate is
only valuable if it is trusted by the authorities.

The following diagram shows how a digital signature is used in the video authentication
process:

ORE ice | froom |
oSV .
MNVTR

Fp— 4 [ Movie flu
r 3 \
/ ovie file “
g —
hY
Video

Camerd o~

® In s&\.J\r:—_\ In 5&\.}[:—_\
|E & In fr—mel Internet - |
T

Signature mess uge " . 2
- 4) | marmurr\ message |
— @ —

Cerlificale & - + - \l Comrcatc

o |
NOT\-’\:OTK Q/

'/J

Video Authentication Process

Step 1 - Recording
Video from the camera is recorded in a standard ASF movie file.

Step 2 - Export

When a relevant piece of video is exported, information about that video (e.g. the timestamp,
camera name, recorder information and the user who performed the export) is gathered in a
signature message. This message is encrypted by the certificate, unique to each recorder, to
form a digital signature.

WebCCTYV supports two formats of digital signature:

= .eml - S/MIME standard message like used in digitally signed emails.
= .p7m - true PKCS #7 standard signature message. It can be opened by
specialized viewers like Cryptigo’s P7MViewer (http://www.cryptigo.com).
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Quadrox has based all of these systems on the open standard technology to prevent
any possibility of security holes or “back doors”. All algorithms that are used are well
known and widely used cryptographic standards, like MD5, SHA-1 and RSA. They
cannot be broken if the key is not known, not even by the people that implemented
° them. The certificate is standard (X.509, PKSC #12), as is the digital signature format
l (PKCS #7). Apart from the true signature standard that can be viewed by publicly
=y available specialized viewers, we also provide the signature in a standard email
format (S/MIME format) so that it can be viewed by common email clients like
Outlook Express. Quadrox uses Microsoft’s implementations of these formats and
algorithms, which are validated and certified by the National Institute of Standards

and Technology (NIST).

Step 3 - Signature and movie transportation
The movie file and the signature are transported to the courtroom. They don’t necessarily
have to travel together and the channel can be unsafe (e.g. they can be sent over the Internet).

To save the signature for further transportation, follow the steps below:

1. Right click on the signature you want to save.
2. From the pop-up menu that appears choose Save Target As... and define destination.

" " p L
Smart Search Camera 3 + Open Link in New Tab
Alarm listing: [ Convert to WMV
POS:
Save Picture As...
Movie rt: E-mail Picture...
Print Pickure...
G0 ko My Pictures
Set as Background
Search
Copy
For help on exported movies, download the Export Quick Start Manual and the Export Tool Pack. Copy Shorteut
Current Export file(s): Add to Favorites.,..
I S PV ERTY R ..
[J QTEST4 Camera3 from 20110616 154156 to 20110616 155155 rad85294.asf 29 [ 2% = Properties
[0 QTEST4 Camera3 from 2011-06-16 15-41-56 to 2011-06-16 15-51-55 rad852%4.wmv 12 — -

[ BRRPRSEE. - P iacam s - .

Saving Digital Signature Screen

Step 4 + Step 5 - Certificate transportation and trust

The certificate should be trusted by the court. By trusting the validity of a certificate (by
manually checking that it is indeed what it claims to be), the court acknowledges explicitly
that the certificate belongs to the machine on which the export was created.

The court expresses this trust by explicitly adding it to the list of trusted root certificates.
When doing this, the system will ask to manually verify the certificate, e.g. by comparing the
thumbprint of the certificate to the thumbprint of the certificate that is present on the recorder.
The latter should be retrieved by physically going to the recorder, it should be done by the
authorities and a proven track record should be available. Trusting the certificate has to be
done only once per recorder (not for every movie) and doesn’t have to necessarily happen at
the moment of movie verification.

2 When using CA certificates, the trust in the certificate might come from trusting the
\-!-v’ CA that delivered the certificate. In that case, this procedure might not be necessary.
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A copy of the certificate can be extracted from the signature by using the Digital Signature
Verifier (available from the Quadrox website). The certificate can also get to the courtroom in
a different way (by exporting it from the recorder) or can already be present because it was
extracted from previous movies.

To extract and install the certificate from the signature itself using the Digital Signature
Verifier, follow the steps below:

Digital Signature Verification

Please select movie file

DHWEBCCTYTESTI_CAMERA 4_2006-11-30_11-18_2006-11-30_11-26-59_1 | | Browse...

Flease select signature file

[ DYWWEBCCTVTESTI _CAMERA 4_2006-11-30_11-18_2005-11-30_11-26-59_

Digital Signature Verifier main screen

=

Open the Digital Signature Verifier tool.
2. Enter the locations of the movie and signature files and click the Verify button. If the
certificate is not yet trusted, you will see the following screen.

Verification Results El

The cerificate is not trusted.

To express your trust in the certificate,
install it in the Trusted Root Certification Authorities
store by clicking the Certificate button.

| Certificate... ‘ [ [o]4 ] [ Ignore ]

Not trusted certificate warning screen

3. Click the Certificate button.

General IDetalIs | Certification Path I

B
Certificate Information

This certificate is intended to:

+Ensures the identity of a remote computer i’
+Proves your identity to a remate computer

*Ensures software came from software publisher

*Protects software from alteration after publication

*Protects e-mail messages

+Allows data to be signed with the current tine =l

Issued to: QTESTZ DSCB4EDE-CTACZCAL-ACETISEC-
ABISEFEY

Issued by: QTESTZ DSCB4EDE-CTACZCEL-ACETISEC-
AB13EFED

valid from 24/10j2006 to 24/10/2106

Install Cartiﬁ(ate.‘.l Issuer Statement |

Certificate Information Screen
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4. Click Install Certificate button and follow further instructions leaving all settings by
default. A Security Warning window will appear.

5. To make sure that you are installing the exact certificate you need, find the
Thumbprint line in the Security Warning window and compare it with the thumbprint
of the original certificate on the recorder. If the thumbprints match, click Yes.

Security Warning .

"j You are about boinstall a certificate from a certification authority (CA) claiming ko represent:
£ MICKZ356 SEACE4AS-3CO0E1 77 -EFDCTAIC-EDASZ15A

Windows cannok walidate that the certificate is actually From "NICK236 SEACE4AS-ICO0EL 77-EFDC7AIC-E0ASZ154A", You should confirm its origin by
contacting "NICK236 9EACE4AE-3C00B177-EFDC7ASC-EDAS2154", The Following number will assist you in this process:

Thumbprint (shal): 71285044 1083295 1BD7O0C2 7852EFDS 660E0COC

Warning:
IF wou install this rook certificate, Windows will automatically trust any certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk, If vou dlick "ves" you acknowledge this risk.

Do you wank to install this certificate?

Security Warning Screen

Certificate

| eneral | Details ECertiFication Path

Shaow: | B
Field Yalue Al
E\falid from Monday, October 30, 2006 4:...
E\falid to Saturday, October 30, 2106 4.,
ESubject herent, test@dobedo.com, ML..
[Flrublic key RSA (1024 Bits)
Subject Alternative Mame RFC822 Name=test@dobeda. ...
Thumbprint algorithm shal

g Thumbprink 712850 83 51 8 32 95 1b 47,0

Copy ta File...

Certificate Information Screen

6. Once your certificate is installed, repeat step 2 to verify the signature. See also “Step 6
— Checking the signature” below.

To install the certificate by exporting it from the recorder, follow the steps below:

1. Open WebCCTV web-client.
2. Go to System-> Certificate Management section.
3. Click Export button and define location to store the certificate.
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webcctv@quadrox.com

Begum

Certificate Management

Generate

T

Certificate Management Screen

4. Transport the exported certificate to the target machine and double click on it. The
Certificate Information screen will appear.

5. Click Install Certificate button and follow further instructions leaving all settings by
default. A Security Warning window will appear.

6. To make sure that you are installing the exact certificate you need, find the
Thumbprint line in the Security Warning window and compare it with the thumbprint
of the original certificate on the recorder. If the thumbprints match, click Yes.

A%
.l' To learn advanced ways to make the certificate explicitly trusted, see Appendix A.

Step 6 — Checking the signature

Once the certificate is trusted, the signature message can be decoded. Because the certificate
is trusted, we know that a) the information in the signature is correct (wasn’t changed) and b)
the signature was produced on the recorder from which the movie is claimed to have
originated. If the signature was forged, the certificate will not decode it.

Inside the signature, a hash value links the certificate uniquely to the movie file. By
recalculating the hash in the courtroom, we can be sure that a) this signature belongs to this
particular movie and b) the movie hasn’t changed since the signature was created. If the
movie was forged, the hash value would be different and the signature invalid.

These actions are performed automatically by the Digital Signature Verifier tool.

Quadrox Digital Signature Verification |;| ,___ [g|

P
1 .

Digital Signature Verification

Flease select maovie file
| DWWEBCCTYTESTI_CAMERA 4_2006-11-30_11-18_2006-11-30_11-26-59 1 | [ Browse, .. ]

Please select signature file
| CoVWWEBCCTYTESTI_CAMERA 4_2006-11-30_11-18_2006-11-30_11-26-59 1 i l Browse. .. ]

[About... H Help... ] | verfy H Close ]

Digital Signature Verifier main screen

1. Open the Digital Signature Verifier tool.
2. Enter the locations of the movie and signature files and click the Verify button.
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3.

4.

If the signature can be decoded and the hash information matches the movie, the
movie authenticity is proven and the following information screen will be shown. The
displayed information is part of the digital signature and is likewise proven to be
authentic.

n'&?g'd after signing.

Filanarme | WEBCCTVTESTI_NVS 207 4_2006-11-30_11-18_2006-11-30_11-26-59_rad2B263.asf |
Start time: of the mavie 5_2006-1 1-3011:18:00 ;
End time of the movie | 2006-11-30 11:26:59

Time of export 5.2006-11—30 11:35:26

Marme of the user that created the _WEBECT_\"TEST 1_".n"'"jI'HIHISt:?ItDr

Mame of the recorder %-WEBCCTVTESTI

Mame of the camera i"N\z'S 207 4

Cert|F|cate e

Trusted signature information screen

If the signature cannot be trusted because either the signature or the movie was

tampered with, the following screen will be shown.

Verification Results gl

The movie has been changed after signing

or the signature does not match the movie.

Not trusted signature information screen

The Digital Signature Verifier was created by Quadrox to make your life easier.
However, it is not crucial to verifying the digital signature. You are free to manually
check the signature, or by a tool of your own choosing.

The tool is released as an open source tool under the BSD license. To make sure that

the tool doesn’t display false information, feel free to examine the source code and
make your own compilation for maximum trust.

To learn how to manually verify the signature, see Appendix B.
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4.3.6 Alarms

WebCCTYV allows searching specifically for recordings from cameras associated with certain
alarms. In order to search for alarms recordings, follow the steps below:

Select the time period (see 4.3.1 Select Time Period).
Check the Alarm listing radio button.

Choose the alarm from the drop-down list.

Click Search button.

For new alarm recording search, click New Search button.

agrwdPRE

| i |
(o | i Low High

Show maos! recend ! Now Search j Do acess al

Cameras

Recordings Alarms Screen

Click on the camera buttons or event links to see the recordings associated with the alarm
events.

When you have the recording alarms screen open, this is identical to the one in the Alarms
menu. The only difference is that you only have the alarms for the time period you requested.

For more explanation about all the functionalities you can use in this screen, see 4.4 Alarms.
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4.3.7POS

WebCCTYV allows searching specifically for recordings from cameras associated with certain
POS transactions. In order to search for POS transaction recordings, follow the steps below:

1. Select the time period (see 4.3.1 Select Time Period).
2. Check the POS radio button.
3. Check a radio button out of three options:
a. POS - select the POS source from the drop-down list.
b. Transaction ID — fill in the ID of the transaction you wish to see.
c. Transaction data - fill in some data (e.g. cola) in order to get all transactions
where that word is included.
Click Search button.
For new POS transaction recordings search, click New Search button.

SN

= g o v

This is a sample ticket 5.

03/04/2013 TS i 2% W% BW
14:52:13

POS Recordings Screen

Click on the camera buttons or event links to see the recordings associated with the
transactions.

When you have the recording POS screen open, this is identical to the one in the POS menu.
The only difference is that you only have the alarms for the time period you requested.

For more detailed information see QPOS Link User Manual for version 4.5.
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4.4 Alarms

The Alarms Menu allows you to view and export recorded alarm events generated on
incoming alarms.

y O\
.l' The Alarm Component has to be installed to see the menu.

The following sections are described:

View alarm movie

Export alarm movie

Slider

Alarm playback controls
Enlarging/Reducing video window
Low/High Bandwidth mode
Snapshots

Digital Zoom

Show mosd recent | New Search | Do acess al

Alarms Screen
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4.4.1 View Alarm Movie

In the Alarm Screen, you get a list of all the alarms with their associated recordings.
Furthermore you also get the date and time of each alarm event.

Each new incoming active alarm is highlighted in red. To view the alarm movie, click on the
alarm event link and the movie of the first added camera will be displayed in the video
window screen. When the alarm link is clicked, the alarm is deactivated and loses its red
color. You can switch between all cameras that are associated with an alarm event, by

clicking the corresponding camera icon . If you want to see the live view of the cameras,

=

click on the following "= icons.

The list is limited to the 5 most recent deactivated alarm events if all are in deactivated state.
Activated alarms stay visible until deactivated, up to a maximum of 50.

Click the Deactivate All button if you want to deactivate all alarms.

® When clicking on the alarm name, the recording of the first camera connected to that
l - alarm is shown. If no recordings are connected to that alarm, you will see live view
= from the camera that is first in the camera list.

2 To extend the alarm pane, click on its upper board and move it to the top of the screen
\-!-v’ while holding the left mouse button.

2 A new alarm is called active and has a red colour. A previously viewed alarm is
\-!-v’ called de-activated and is shown in blue.

2 If you don’t see your alarm event in the list, you can search it by clicking the New
*r!v‘ Search button which will redirect you to the recordings menu.

4.4.2 Export Alarm Movie
You can export alarm movies as .asf files while staying on the Alarms page. In order to

export the alarm movie, click the Export button of the alarm event and wait while WebCCTV
creates an export movie for each associated active camera(s) in the Recordings Menu.

4.4.3 Slider

Use the slider to quickly look through the recording.
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4.4.4 Alarm Playback Controls

You can use the Alarm Playback Control buttons in order to make the viewing process more
flexible and controllable. The following Alarm Playback Control buttons are available:

= Stop button - stops playback and returns the slider to its initial position.

= Frame Backward — allows you to view the recording in the ‘frame-by-frame’ mode
in reverse direction.

= Play/Pause — start or pause the playback. After you press this button the slider is not
automatically returned to its initial position.

= Fast Forward - increase the playback speed in order to skip the irrelevant
information. You can choose from 2x, 4x or 8x speed by clicking on the button.

= Frame Forward — allows you to view the recording in the “frame-by-frame” mode.

4.4.5 Low/High Bandwidth Mode

Low/High bandwidth mode allows you to decide if you want to have streaming video that
consumes a reduced bandwidth. You can choose out of:

= High Bandwidth Mode (Default) — High Bandwidth mode is used preferably on local
computers (when the WebCCTV client is located on the same machine as the
WebCCTYV server), in local area networks or with high-speed Internet connections.

Use the High (ﬂ) button to enable high bandwidth mode.

= Low Bandwidth Mode — Low bandwidth mode is mostly used in medium- or slow-
speed LAN or Internet connections. When Low Bandwidth mode is enabled, the frame
rate and the resolution of the images are reduced. This produces reduced bandwidth

usage for streaming video. Use the Low (ﬂ) button to enable low bandwidth mode.

4.4.6 Snapshots

This WebCCTV feature gives you the ability to take snapshots. To create a snapshot, follow
the steps below:

1. Choose the frame you want to save and click the button with the camera symbol

(E).

2. Choose the desired location for storing images and click the Save button.

()
._'1' Snapshots are saved in .JPEG format.
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4.4.7 Digital Zoom

The Digital Zoom functionality is very useful when there are small details in the scene, but
the camera doesn’t support optical zoom and there’s no way to visually enlarge those objects.

In order to use the Digital Zoom functionality, follow the steps below:

1. Click on the video window in order to set a focus point.

2. Use the scroll wheel to zoom the image in and out (a magnifying glass is shown).

3. When partially or totally zoomed in, click on any point of the video screen in order to
centralize the video window on this point. This also resets the focus point of further
zooming in and out.

O You cannot use the Digital Zoom functionality if your mouse doesn’t have a scroll
\-!-V wheel.
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4.5 POS

The POS Menu allows you to view recorded POS transaction movies and tickets and export
the associated POS transaction movies.

()
'l' The Alarm Component has to be installed to see the menu.

| i |
L Low High

FISCAL CHECK
1he rame at The anrerprise
Installalion site KiM
an IsM of The enterprite
Dale ared Lime of sale Lickel
Number of operas. (Chock)
Nunber cashier HAr raTe
Shoot %ecicosass i
Fi1gaT MN...
The Nane of Flight
HeRTINAT AN, e e e ans
Dale ol veparture...=...
[ L]

Time:, .. The 2lacet..e.
CLRRINT

| POS Search

POS Screen

For more detailed information see QPOS Link User Manual for version 4.5.
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Appendix A

To make a certificate explicitly trusted by means of the Outlook Express email client,
follow the steps below:

1. Save .eml signature on the target machine.

2. Double-click on it to open. You will see the following screen that means your
certificate is not trusted on this machine.

& (No subject)

\i File Edit View Tools Message Help

Print Delete |
From: invalid@invalid.com

Date; 20 October 2006 22:27
To: nong

Subject: (Mo subject)
Security: Digitally signed - signing digital ID is not trusted

F e highlighted item

¥~ Message has not been tampered with

You have not yet made a decision about
7 whether to trust the digital ID used to sign this
message

¥ The digital ID has not expired

_ The sender and digital ID have the same e-mail
¥ address

The digital ID has not been revoked or
v’ revocation information for this certificate could
not be determined.

+ There are no other problems with the digital ID

MW Don'tas ut this

Open Message Yiew digital ID |

MS Outlook Express Untrusted Signature Screen

3. Click Edit Trust button.

4. In the screen that appears select Explicitly Trust this Certificate and follow further
prompts.
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Signing digital ID properties ] 21x]

Generall Delailsi Certification Path  Trust |

Truzt Status indicates whether you truzt the individual, group or corporation
to whom thiz cerificate is izsued. The certificate can then be uzed for the
zpecified purpozes such as sendingreceiving email, truzting a web zite
having the certificate, ete.

Certificate trusted for
E-tail Encroption and Authentication

— Edit Truzt
% [Hherit Trust from | st
=" Explicitly Trust this Certificate
" Explicitly Dior't Trust this Certificate

Signing Digital ID Properties Screen

To make a certificate explicitly trusted by means of the Microsoft Management Console
follow the steps below:

1.
2.

w

Go to Start->Run and specify mmc command.

In the window that appears, click File in the window menu and select Add/Remove
Snap-in.

In the window that appears, click Add button.

In the next appeared window, choose Certificates and click Add button.
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"th Consolel

File  Action Wiew Favorites  Window  Help
o ||B| 2
“Thi/Console Root M [=]

{3 Console Root | Name I
There are no items to show in this view,
Add/Remove Snap-in 2| x|

Standalone | Extensions I

Uze this page to add or remove a standalone Snap-in from the conzole.

Shap-inz added to: Ia Consale Roaot j

Add Standalone Snap-in EHE

Available Standalone Snap-ins:
| Shap-in | endar |~
gélAc:tiveX Contral Microzoft Corporation
LCertifi Microzoft Corporation
@ Component Services Microzoft Corporation
Q Computer Management Microzoft Corporation =
Device Manager Microzoft Corporation
eDisk Drefragmenter Microzoft Corp, Executi..
@ Dizk Management Microzoft and YERITAS. .
~ Descrinti Event Viewer Microzoft Corporation
escription ) i
[CIFalder Microzoft Corporation
DGroup Palicy Object Editor Microzoft Corporation j
- Description

The Certificates snap-in allows you to browse the contents of the

Femove certificate stares for pourself, a service, or a computer.

Microsoft Management Console Screen

5. Then select My User account item and click Finish.

i Consolel

File  Action VWiew Favorites  Window  Help

c-|mBe

'i'yh Console Rook o [=]
| Console Rook Name I
There are no items to show in thi

Add/Remove Snap-in
Standalone I Extensions I
Use this page to add o remove a standalone Snap-in from the congole,

Shap-ns added to: I@ Consaole Root j

This snap-in will alwaps manage cerlificates for:
% My user account
' Senvce account

" Computer account

- Description

< Back I Firish I Cancel

Microsoft Management Console Screen
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6. Close all previously opened windows by pressing Close and OK buttons.
7. Finally you will get the list of all installed certificates.

[§i Consolel - [Console Root Certifi “Intermediate Certificati iti il

“ﬁ] File  Action  Wiew Faworites  Window  Help
= BE B XEE 2

[_] Console Root
E\@ Certificates - Current User
-] Personal
(2] Trusted Rook Certification Autharities
D Enterprise Trust
=[] Intermediate Certification Authorities

Issued To 7 | Issued B | Expiration Date | Intended Purposes | Frigndly Mame | Skakus | C
Glnhalﬁign Root CA Root SGC Authority z8/01/2014 1.5.6.1.4.1.311.10....  <MNone=
Elee CyberTrust Rook Rook SGC Autharity 23f02{2006 1,3.6.1.4,1,311,10,,.,  <Mone>
EMicrosoft Windows Hardware Com... Micrasoft Ract Authority 31/12/2002 Code Signing, Windo,..  <Mone=
EdMicrosoft windows Hardware Com... Microsoft Rook Authority 31f12{z002 Code Signing, windo,..  <Monex

L[] Certificate Revacation List (Ems 56C Authority Raook SEC Authority 010142010 Server Autherticatio,.,  <Mone:
5 oy 5
23] Certificates o 24 6
Edroct agency Rook Agency 01f01/2040 =hll= =Mone >

D Active Directary User Object

(2] Trusted Publishers

-2 Untrusted Certificates

[ Third-Party Root Certification Authoriti
-] Trusted People

=[] Other People

(2 Certificates

SacureNet A SGC Rook Root SGC Authority 16/10/2002 1.3.6.1.4.1.311.10,...  <Mone=
= Thawte Premiom Server C4 Root SGC Authority 16/07}2004 1.5.6.1.4.1.311.10....  <honez
Elthawte server ca Rook SGC Autharity 1607j2004 1,3.6.1.4,1,311,10,,.,  <Mone>
Eum- CATACarp SGC Rook SGC Autharity 24/06/2019 1.3.6.1.4.1.311.10....  <Monex
Edverisign Class 1 CA Individual Sub...  Class 1 Public Primary Certification 4., 13/05/2008 =hll= =Mone >
\u'ar\Sign Class 2 CA - Individual Su...  Class 2 Public Primary Certification &,..  07/01j2004 <al= =Mone =
E v verisign, comCPS Incorp.by ... Class 3 Public Primary Certification 4., 08/01/2004 2.16.840.1.113733....  <Mone=

Microsoft Management Console Screen

8. After the certificate installation procedures, which were described above, the
certificates are installed to the Intermediate Certification Authorities list (when
certificate is extracted from the digital signature) or to the Other People list (when
certificate is installed by exporting it from the recorder). Find your certificate in the
corresponding list.

9. To make the certificate fully trusted, drag and drop your certificate to the Trusted
Root Certification Authorities list.

':m Consolel - [Console Root'\Certificates - Current User' Intermediate Certification Authorities',Certificates]

Bﬁ] File  Action VYiew Favorites Window Help

e | EEl 4R XEFE|2

D Console Root Issued To  / | Issued B | Expiration Date | Intended Purposes | Frigndly Marme

=D Certificates - Current User EGlobalsign Ract Ca Roat 5GC Autharity 28012014 1.3.6.14.1,311.10....  <None>

! -3 Personal [ElaTE CyberTrust Root Ront SGE Autharity 23022006 1.3.6.1.4.1.311.10,...  <Mone:

ElD Trusted Root Certification Authorities [Elmicrosaft Windaws Hardware Com,.. Microsoft Root Authority 31f12)2002 Code Signing, Windo..,  <MNone:=

o " - [Elmicrosaft Windaws Hardware Com,.. Microsoft Root Authority 31f12)2002 Code Signing, Windo..,  <MNone:=

Eg IT:S;ZEZ::EZVW [Elms sac Authority Server Authenticatio..,  <MNone:=

({1 Certificate Revocation List AESTEESEEL ED) - < . <Al =None>

£ Certificates Eroot Agency 01/01/2040 <all= <Mone=

[]___D Active Directary User Object SecureNet A SGC Roaok Root SGC Autharity 16/10/2009 1.3.6.1.4.1,5311.10....  <None>

-2 Trusted Publishers [E Thawte Premium Server CA Root SGC Autharity 16/07/2004 1.3.6.1.4.1,311.10.... <MNonex

-2 Untrusted Certificates E thawte Server Ca Root SGC Authority 16/07/2004 1,3.6.1.4.1,311.10,...  <MNonex

- Third-Party Root Certification Authoriki EuTn - DATACarp SGC Root SGC Autharity 24f06/2019 1.3.6.1.4.1,311.10.... <MNonex

- Trusted People VeriSign Class 1 CA Individual Sub...  Class 1 Public Primary Certification A...  13/05/2005 <all= <Mone=

[-[C] Other People VeriSign Class 2 CA - Individual Su...  Class 2 Public Primary Certification 4., 07/01/2004 <l <Mone=

[#-(Z] Certificate Enrollmert Requests [Ed vovow, verisign.com{CPS Incarp.by ... Class 3 Public Primary Certification A..,  08/01/2004 2.16.840,1.113733....  <Mone>

Microsoft Management Console Screen

10. After verifying the thumbprint, click Yes in the screen that appears.
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Security Warning 5

"j You are about ko install a certificate From a certification authority (CA) claiming to represent:
-

QTESTZ DSCE4EDA-CTACZCA]-ACATISEC-AG138FES

Windows cannat validate that the certificate is actually fram "QTESTZ DSCE4EDA-CFACZC6H1-ACEFISEC-A6138FES", You should confirm its arigin by
contacting "QTESTZ DECB4EDG-C7AC2CAL-ACETISEC-AG138FBY", The Following number will assist wou in this process:

Thumbprint (shal): B21DC763 BA4263C4 7RAT2E72 C7F4965(C FOZC7EER
\Warring:
If wou inskall this root certificate, Windows will automatically trust any certificate issued by this CA. Installing a certificate with an unconfirmed

thumbprint is & security risk, IF vou click "¥es" you acknowledge this risk,

Do you wank ko install this certificate?

Yes ] Mo I

Security Warning Screen
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Appendix B

You can manually verify the digital signature by using either the .eml or the .p7m format.

= Signatures in .eml format can be viewed by MS Outlook Express. To do that, double

click on the .eml file you just saved, Outlook Express opens the signature and you will
see the following screen.

& {No subject) =] .
_| Eile Edit Wew Tools Message Help | |?
# & w| . X | © O B
Reply Reply &l Forward Prirt Delete ‘ Ereyious MExE Addresses
From: invalid@invalid.com R
Date: Thursday, Cctober 26, 2006 1408
To: none

Subject: (Mo subject)
Security: Digitally signed and verified

FilelTame QTESTZ_Camera 1_2006-10-26_11-47-51_2006-10-26_11-52-50_radC5399 asf
HashType D5
HashValue h21fladaE797c1e873321565193e2
TimeStamp 2006-10-26 14.07:25
Server QTESTZ
Tzer QTEST2\A drrtrastrator
SystemlD CB4443FF-8CD52DEF-6A425E01-85138518
Source Camera 1
Sourcell {3C357T76T-AS8A-46T7F-92FB-5DFOSBECDOFEQ}
MowvieStart 2006-10-26 11:47:51
MowieEnd 2006-10-26 11:52:50
/|

Digital Signature Screen

= Signatures in .p7m format can be viewed by a p7mViewer or another relevant viewer
(http://www.cryptigo.com). To do that, install the viewer and double click on the .p7m

file you just saved. The p7mViewer opens the signature and you will see a screen,
which is similar to the one that is above.

Being able to open a digital signature file and see the information inside it implies that it can

be decoded (and thus was generated) by the certificate. This means that the signature file itself
cannot have been tampered with.

The digital signature generated by Quadrox software contains the following

information:
9 = The filename of the signed movie.
'?!V = Signed movie hash type and value. Together, filename and hash value

indisputably link the signature to the movie file.
= The time at which the video was recorded.
= The name of the recorder where video was recorded and exported.
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= The system user that created the movie export.

= The identifier of the recorder, which together with the certificate that
was used proves that the movie file was originally recorded on that
particular system.

= The name of the camera that recorded the exported footage.

= The identifier of the camera that recorded the exported footage.

= The start time of the exported footage

= The end time of the exported footage.

A hash value or a checksum for a file is a short value, something like a fingerprint of the file.
This feature can be useful both for comparing the files and their integrity control.

A hash is a mathematically calculated number that uniquely defines the original information.
There are always several information strings that have the same hash as a result, but it is
infeasible to find a “second original” based only on the hash. If you change a single bit in the
original information, the hash will be different. Popular hashes used by the Quadrox software
are MD5 and SHA-1.

The Hash value can be checked by using the special tools which are built upon the MD5
checksum algorithm which is used worldwide for checking the integrity of the files, for
example FastSum application (http://www.fastsum.com).

To calculate the movie’s hash value by means of the FastSum application, follow the
steps below:

1. Download and install the FastSum application by using all the default settings.
2. Right-click on the export file and make the selection as shown on the following
screen.

I nera
0_15-53-02_200...
4 play

Queue-Ik-LUp
Add to Plavlist, ..
Copy ta CD or Device

» FastSum Create checksums for zelected files
Open With... i -

Send To 3

Cuk
Copy

Create Shortout
Delete
Rename

Properties

Create Checksum Selection Screen
3. Click F9 button in the FastSum screen that appears to begin the calculation.

4. When the checksum is calculated by means of FastSum, compare it with the one from
the digital signature.

Version 5.4 Series



. > FastSum 1.5 [Unregistered] E@

File Edit Yiew Run Toolz Help

\_LI ﬂ H ¥ D 4 Jﬁ\d Reqister nowl

Choosze the filez or an entire folder you want to make checksums of

After pou save the resultz you will be able to check the integrity of your files.
d;‘_,r' Press the Save [Chi+5] button to save.

[ Display the full path i file list

Loaded | Mame Size | Checksum!Stats |
pade | &ﬂ MICK236_Camera 2_2006-10-30_15-53-02_2006-10-30_15... 4,494 KB CF7DDOEDEASOFEEFCFE3REE04CET38ENY
[ ] Changed
B ictual

New: 1 [100%]...

Calculating the checksums...

Calculation completed at 11/72/2006 10:07:29 AM

Processed 1 files in 0 folders with total size 4.39 Mb. :
Elapsed time: 00:00:00 Average speed: 166.45 Mb\Sec. b

/o

FastSum Screen

& (No subject)

: File Edit Wew Tools Message Help -'.','
g & o8 e X o o
Reply Reply Al Forward Prink Delete P Addresses
From: invalid@email.invalid R
Date: Thursday, Movember 02, 2006 10:11 AM
To: ylelylc)

Subject: (Mo subject)
Security: Digitally signed and verified

FileName NICE236 Camera 2_2006-10-30_15-52-02_2006-10-30_15-57-
58_rad61477 asf

HashType WMD5

HzshVale

Time Statmp 2006-TO3T 15358

Server MICE 256

TTzer NICE 236\A dmumstrator

SystemlD SDEDBAEYT-F5237FCO-2BE0FCEA-3DOEFC16
Source Camera 2

SourcelD {SB29277A-D66D-46F2-AE07-8EE126D A30ES)
MowvieStart 2006-10-30 15:53:.02

WowvieEnd 2006-10-30 15:57:58

Digital Signature Screen

If the checksums don’t correspond with each other, this means the movie file is not valid and

has been changed.

To check the hash value of an exported movie file by means of the FastSum application,

follow the steps below:
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1. Download and install the FastSum application (http://www.fastsum.com).
2. Create an empty text file with .md5 extension.
3. Edit the file in the following way:

fb21f1ad9a8797¢1e875321865193ee2 *QTEST2 Camera 1 2006-10-26 11-47-51 2006-
10-26 _11-52-50 radC5899.asf

()
.'1 - The string above is an example.

Assuming that

fb21f1ad9a8797¢1e875321865193ee2 — is the hash value/checksum, which is taken from the
digital signature of the exported movie file you want to validate.

QTEST2_Camera 1_2006-10-26_11-47-51_2006-10-26_11-52-50_radC5899.asf — is the
name of the exported movie file you want to validate.

4. Save the edited .md5 file.

5. Put saved .md5 file and export movie file to a one folder.

6. Launch FastSum application and go to File -> Verification Wizard.

7. Click Add File in the screen that appears and select .md5 file you created.

™ FastSum 1.5 [Unregistered]
File Edit “iew Run Tools Help

J J -‘ ‘ 2 "‘H‘ B

Choase the files or an entire folder you want ta make ¢
You can open an existing list of checksums and werify pour files integrity.
Y Press the Verification Wizard [Ctri+0) button to load the list.
™ Display the full path in file list
Harme

B Loaded
[ ] Changed
B ical

C:AExchange'Mavishcheck. md5

¥ | Look for nev files i selected folders

Include only following files [Example: a7 figure™.=) ! L‘

Erclude following files [Example: *xls:" doc): i L‘

FastSum Application Screen

8. Click Next button.

9. If the movie file wasn’t changed and the checksum corresponds to the movie file, you
will see the following screen:
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Checksum Yerification Wizard [Unregistered] ] il

Congratulations

'ou have successfully completed the verification of 1 files at the chosen locationz.
Source checkzums match actual, files not changed.

To cloge thiz wizard, click Finish.

¢ Back I Finish I Cancel

Checksum Verification Wizard Screen

10. If checksum doesn’t correspond to the movie file, this means that the movie file is not
valid and has been changed. You will see a screen denoting such an error:

Checksum ¥Yerification Wizard [Unregistered] ) x|

Oops!

Unfortunately FastSum was unable to load any of the source checksums, The files
integrity cannat be verfied. It iz required to have access to the sowrce checksums pou
zelected earlier. To see the emors list click the Details button.

_i\, Loading erors: 1

To close this wizard, click Finish.

Copy | Save Heport...l < Back | Finish I Cancel

Checksum Verification Wizard Screen
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Glossary

The terms in this glossary cover topics related to the WebCCTV User’s Manual.

A

Activation code - special collection of characters supplied with the software, used for
the software registering.

ActiveX - is a set of technologies from Microsoft providing tools for linking desktop
application to the World Wide Web. Also they are used in the interface and
creating other software components.

Activity detection — is a function that enables recording only when movement occurs.

Application — a group of programs that together are used for a specific task such as
accounting, financial planning, word processing, games etc.

Backup — a copy of a program or data from a computer onto a data-storage medium,
usually one that may be removed to safe storage at a distance from the
computer; it is used to preserve data for use in the contingency that the original
data on the computer may be lost or become unusable.

Browser — is a computer program used for accessing sites or information on a network
(as the World Wide Web).

Byte — is the representation of a single character. A sequence of eight bits treated as a
single unit, also the smallest addressable unit within the system.

Camera Wizard - is a function for facilitation of the camera setting and editing.
Capturing — this option means image recording in a computer-readable form.

Check box — is an interface element that provides parameter or other data selection.
When the user clicks a check box to select an option, a V appears in the box.

COM1, COM2 —the names assigned to the serial and communication ports.

Control panel — a collection of the functional buttons. Usually it is arranged at the
bottom of the window.

CPU - is an abbreviation for Central Processing Unit. This is the portion of the
computer that interprets and executes instructions.
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CRT - is the abbreviation for Cathode Ray Tube. This is a vacuum tube in which
beams are projected on a fluorescent screen-producing luminous spots. An
example is the television set.

Cursor — is a small blinking rectangle or line that indicates the current position on the
display screen.

Curtain areas — are areas of constant movement and are classified as not important
for surveillance.

Data compression — process of reducing the amount of data needed for storage or
transmission of a given piece of information (text, graphics, video, sound,
etc.), typically by use of encoding techniques.

Default — is the parameter value automatically selected by the system when you or the
program does not provide instructions. It is also called a preset value.

Delete — the removing of data from a disk or other data storage device.

Dialog box - an interface element that requires the user to provide further
information, such as number of copies to print.

Differential transmission — an option allowing the decrease in the amount of data
sent over the network, because only the differences between images are sent
over the network when this option is enabled.

Display — CRT, plasma screen, LCD, or other image producing device used to view
computer output.

DNS (Domain Name System) — is a database system that translates an IP address into
a domain name. For example, a numeric address like 192.168.120.54 can
become something like camerasite.com.

Driver — is a program that controls communication between a specific peripheral
device and the computer.

Drop-down button (menu) — is a menu of options that appears below the item when
the computer user clicks on it.

Fan (Cooler) — a device for hardware components cooling.
File — a collection of related information; a file can contain data, programs or both.
Folder — Windows element used to store documents or other folders.

Frame rate — an option used in the recordings setting for defining the number of
frames recorded per second per camera.
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Gigabyte (GB) — is a unit of information equal to one billion (1,073,741,824) bytes or
1024 megabytes.

Hard disk — a digital memory device consisting of a flat disk covered with a magnetic
coating on which information is stored.

Hardware — the sum of all the physical objects, such as the electrical, mechanical,
and electronic devices which comprise a computer system; as, the typical PC
hardware suite consists of a mainboard and a number of peripherals such as
hard drives and speakers, connected by adapter cards, but the input and output
from users occurs mostly through the keyboard and monitor; contrasted with
software which are the programs executed by the computer.

Icon — a small graphic image displayed on the screen or in the indicator panel. In
Windows an icon represents an object that the user can manipulate.

Internet Explorer — Microsoft’s free World Wide Web browser for Microsoft
Windows and Macintosh.

Image refresh rate — an amount of images the camera sends per one second.

Infrared sensor — is a cable-less communication tool capable of accepting and
reacting for infrared signals.

Interface — 1) Hardware and/or software components of a system used specifically to
connect one device to another. 2) Physical connection of the one system or
device to another for information exchanging. 3) The point of contact between
user, the computer and the program.

10 device — equipment used to communicate with the computer and transfer data to
and from it.

IP address — a number that uniquely identifies each computer on the Internet or local
network (see Quadrox USB 10 Device also).

IP camera — a camera that has its own IP address and captures, transmits images
electronically rather than on film.

JPEG - is a standard format of the compression technology (see data compression).
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Masking — with this feature activated, only images with relevant activity in specified
area(s) will be recorded, which increases the recording time significantly.
Megabyte (MB) — is a unit of information equal to one million (1,048,576) bytes or

1024 kilobytes.
MPEG - is a standard format of the compression technology (see data compression).

NTSC (National Television Standards Committee or National Television Systems
Committee) — the standard television video signal format used in the U.S. and
Japan. In Europe the formats most often used are PAL and SECAM.

Operating system — is a group of programs that controls the basic operation of a
computer. Operating system functions include interpreting programs, creating
data files and controlling the transmission and receipt (input/output) of data to
and from memory and peripheral devices.

PC — abbreviation for Personal Computer.

PAL (Phase Alternate Line or Phase Alternation Line) — the standard for colour
television broadcast throughout much of Europe, which has good colour
transmission and sends an analogue signal at 625 lines of resolution 25
interlaced frames a second.

Pan Tilt Zoom (PTZ) camera — camera with moveable lens.

Password — a unique string of characters used to identify a specific user. The
computer provides various levels of password protection such as user,
supervisor, and administrator.

Quadrox 10 - equipment for alarm processing.
Quadrox USB 10 Device — equipment for alarm processing.

Pop-up menu — a list displayed on the computer screen, by which a program provides
the user with different options for processing by the program. It usually
includes a mechanism, such as pointing by a mouse or selection by arrow keys,
to select the desired option from those on the list.

Port — the electrical connection through which the computer sends and receives data
to and from devices or other computers. This term means a part of IP logical
connection also. For instance: http://192.168.100.1:5000. Where 5000 is a port
number.
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Radio buttons - a group of buttons on the computer screen of which only one can be
selected at a time (by clicking on it). Radio buttons are commonly used with
interactive forms on World Wide Web pages.

Reboot - resetting a computer without turning it off. There is a special button that
allows the rebooting of a WebCCTYV server when it is required.

Resolution — the number of pixels per square inch on a computer-generated display.
The higher the resolution, the clearer the picture is.

Sequence time — an option for interval time defining. It is used in some WebCCTV
functions.

Server — a computer in a network that is used to provide services (as access to files or
shared peripherals or the routing of e-mail) to other computers in the network.

Slider — an interface element that provide the handling and changing of the certain
parameter.

Snapshot — an image of a certain video moment.

Software — the set of programs, procedures and related documentation associated with
a computer system. Specifically refers to computer programs that direct and
control the computer system’s activities.

Streaming — an option for activity detection of the cameras that have been watched in
live view.

SVHS (Super Video Home System) — a high-quality video format that has higher
resolution than normal VHS. It must be played on a videocassette recorder that
supports the SVHS format, and to see the sharper image resulting from the
higher resolution, it must be played on a high-resolution television set.

System configuration — the specific components in your system (such as the terminal,
printer and disk drives) and the settings that define how your system works.

System downloads — a function that allows downloading WebCCTV concerned
software.

TCP/IP — these two protocols were developed by the U.S. military to allow computers
to talk to each other over long distance networks. IP is responsible for moving
packets of data between nodes. TCP is responsible for verifying delivery from
client to server. Nowadays these two protocols are used in the Internet for
providing data transmitting mostly.
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TCP Server Port — is used to allow external users to receive alarms, control PTZ
cameras, send commands, etc.

UDP Streaming Ports — are used to transmit video streams. WebCCTV choose
necessary amount of ports from range 4096-4224 and transmit video streams
by means of them.

UDP Datagram - is the packet (datagram), on which video stream is divided for
proper transmission through the network.

VHS (Video Home System) — the standard home videocassette format, which has 1/2"
videotape and up to 160 minutes playing time.

Video card — a circuit board fitted to a computer, containing the necessary video
memory and other electronics to provide a bitmap display. Adaptors vary in
the resolution (number of pixels) and number of colors they can display, and in
the refresh rate they support. The monitor attached to the adaptor also limits
these parameters. A number of such display standards, e.g. SVGA, have
become common and different software requires or supports different sets.

Video memory —an amount of the video card memory.
Virtual Patrol - this function allows camera inspecting of the different sites at the

given times. It allows active 24 hour monitoring of a big area with only one
camera.

Window — a portion of the screen that can display its own application or document.
Often used to mean a Microsoft Windows window.

Windows XP — an operating system based on the windows effect. Created by
Microsoft Corporation.
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