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About This Manual

Organization

H3C SecPath Series Firewalls Configuration Examples is organized as follows:

e SecPath Series Firewalls Configuration Maintenance Example

e SecPath Series Firewalls ARP Attack Protection Configuration Example

e SecPath Series Firewalls IPsec Configuration Examples

e SecPath Series Firewalls DHCP Configuration Examples

e SecPath Series Firewalls NAT Configuration Examples

e SecPath Series Firewalls Layer 2 and Layer 3 Forwarding Configuration Examples
e SecPath Series Firewalls Attack Protection Configuration Example

e SecPath Series Firewalls Interzone Policy Configuration Example

e SecPath Series Firewalls Link Aggregation Configuration Examples

e SecPath Series Firewalls Log Management and SecCenter Configuration Example
e SecPath Series Firewalls Virtual Firewall Configuration Examples

e SecPath Series Firewalls Connection Limit Configuration Examples

e SecPath Series Firewalls Virtual Device and Security Zone Configuration Examples

Conventions

The manual uses the following conventions:

Command conventions

Convention Description
Boldface The keywords of a command line are in Boldface.
italic Command arguments are in italic.
[1 Items (keywords or arguments) in square brackets [ ] are optional.
Alternative items are grouped in braces and separated by vertical bars. One is
{xlyl..}
selected.
(XY ...] Optional alternative items are grouped in square brackets and separated by
Yl vertical bars. One or none is selected.
(XIy]..}* Alternative items are grouped in braces and separated by vertical bars. A
Yl minimum of one or a maximum of all can be selected.
[X]y]..]* Optional alternative items are grouped in square brackets and separated by
Yl vertical bars. Many or none can be selected.
&<1-n> The argument(s) before the ampersand (&) sign can be entered 1 to n times.
# A line starting with the # sign is comments.

GUI conventions

Convention

Description

Boldface

Window names, button names, field names, and menu items are in Boldface.
For example, the New User window appears; click OK.




Convention

Description

Multi-level menus are separated by angle brackets. For example, File > Create

> > Folder.
Symbols
Convention Description

. Means reader be extremely careful. Improper operation may cause bodily
(% Warning injury.

. Means reader be careful. Improper operation may cause data loss or damage to
/ A \ Caution equipment.
@ Note Means a complementary description.

Related Documentation

In addition to this manual, each SecPath series firewalls documentation set includes the following:

Manual

Description

H3C SecPath F1000-E Firewall Installation Manual

Describes the H3C SecPath firewall products
F1000-E and F1000-S-El overview, software and
hardware maintenance, troubleshooting, installation,
installation preparations, interface cards and modules.

H3C SecPath F5000-A5 Firewall Installation Manual

Describes the H3C firewall F5000-A5 overview,
software and hardware maintenance, troubleshooting,
installation, installation preparations, interface cards
and modules.

H3C SecPath Series Security Products User Manual
(R3201)

H3C SecPath Series High-End Firewalls User Manual
(F3166)

Describes features, working principles, and
configuration guides of the H3C SecPath series
security products; guides you to perform
configurations for the H3C SecPath firewalls on the
web interface; describes how to configure some
auxiliary functions of the H3C SecPath firewalls on the
command line interface.

Obtaining Documentation

You can access the most up-to-date H3C product documentation on the World Wide Web at this URL:

http://www.h3c.com.

The following are the columns from which you can obtain different categories of product documentation:

[Products & Solutions]: Provides information about products and technologies.

[Technical Support & Document > Technical Documents]: Provides several categories of product
documentation, such as installation and configuration.

[Technical Support & Document > Software Download]: Provides the documentation released with the

software version.



Documentation Feedback

You can e-mail your comments about product documentation to info@h3c.com.

We appreciate your comments.


mailto:info@h3c.com

H3C SecPath Series Firewalls Configuration Maintenance Example

SecPath Series Firewalls Configuration
Maintenance Example

Keywords: Configuration maintenance, backup

Abstract: The configuration maintenance module is used to save the configuration (with/without encryption),
back up the configuration, restore the configuration, and restore the configuration to the factory

defaults. You can easily implement configuration maintenance and management on the Web

interface.
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Feature Overview

The configuration maintenance page has four tabs: Save, Backup, Restore, and Initialize.

Saving the configuration encrypts the saved file at the same time. The saved file is displayed in cipher
text.

You can also back up and restore the configuration information on the configuration maintenance
page. Besides, you can upgrade the system software and restart the system through the web
interface.

Application Scenarios

Configuration maintenance is used for routine device maintenance. When the configuration is
changed, you can save the configuration in case of configuration loss due to power interruption. You
can also back up the configuration for future configuration restoration. To clear the configuration that
you have made, you can restore the device to the factory defaults.

Configuration Guidelines

e When upgrading the software, select a time range with small traffic to avoid affecting users.

e To save the current configuration, enter the save command on the command line interface, or log
in to the web interface, select Device Management > Maintenance from the navigation tree,
click the Save tab, and click Apply. The current configuration is saved to two configuration files:
startup.cfg and system.xml.

e When performing configuration file backup or restoration, back up and restore the two files,
startup.cfg and system.xml, together.

Configuration Maintenance Example

Network Requirements

@ Note

This configuration example is applicable to SecPath F5000-A5, SecPath F1000E, and SecPath UTM
200-A/200-M/200-S firewalls. A UTM200-S firewall is used in this configuration example for illustration.
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Figure 1 Network diagram for configuration maintenance

GEOM

. 1.1.1.1/246

PC1 Device
1.1.1.10/24

@ Note

By default, the management port of Device is GigabitEthernet 0/0 and the IP address of the port is
192.168.0.1/24. You can assign an IP address that is in the same network segment as
GigabitEthernet 0/0 to the network interface card (NIC) of your PC, connect the NIC to port
GigabitEthernet 0/0, and then enter http://192.168.0.1 in the address bar of the web browser to log in
to the web interface of Device to perform configurations.

Configuration Considerations

Interface GigabitEthernet 0/1 in the internal network is assigned with IP address 1.1.1.1/24, and
resides in the Trust zone.

Software Version Used
SecPath F1000E: V300R001B01 R3166 series and V300R001B01 F3166 series.
SecPath F5000-A5: V300R002B01 R3206 series

SecPath UTM 200-A/200-M/200-S: V500R001B01 R5116 series
Configuration Procedures
Basic Configuration

Assigning an IP address to an interface

1) Select Device Management > Interface from the navigation tree.
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= Mame V" Search ]|Aduanced Search

MHame IP Address Mask Security fone Status Cperation
GigabitEthernetil 192168103153 2552552520 -
GigabitEthernetdn =
GigahitEthernet0i2 -
GigahitEthernet0i3 =
GigahitEthernetlid -
NULLD -

Erecnrds,perpage|page1i1,recnrd1—5| |“I "GD]

Add

000000
by 0 Oy 03 0 O3
= = = = =l &

2) Click of GigabitEthernet 0/1 to enter the Edit Interface page. Configure GigabitEthernet 0/1

and click Apply, as shown in the following figure.

W

Interface Name: GigabitEtherneti
Interface Status: Connected
Interface Type: lare
VID: | |
MTU: 11500 |(46-1500, Default= 1500)
|
TCP MSS: 1460 [(128-2048, Default = 1460)
Working Mode: O Bridge Mode ) Router Mode
IP Configuration: O rMone @ Static Address QO DHCP O BOOTP FPP Megotiate
Unnutmbered
[IF’ Address: 1111 |
Mask: |24 (255.255.255.0) ¥
---zecondary IP Address List--
Secandary [P
e | | acd || Remove
Mask: |24 (255.256.265.0) v |
Lnnumbered
Interface:

| appty || Back |

Adding GigabitEthernet 0/1 to Trust zone

1) Select Device Management > Zone from the navigation tree.
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Zone D Zone Mame Freference Share Yirtual Device Dperation
0 Management 100 no - g 1
1 Local 100 no oot =N |
2 Trust 85 no oot g 1
3 DMZ i no oot =N |
4 Untrust 5 no oot g 1
Add

2) Click e of Trust to enter the Modify Zone page. Add interface GigabitEthernet 0/1 to the Trust

zone, and click Apply to return to the Zone page.

Zone ID: 2 |

RELRTE [Trust |

FReTarE G 85 1-100)

Share: No v

Vitual Device: [ |

inferface Name: [ Interface | Search || advanced Search
[] Interface ot

GigabitEthernet0/1 j
[

[] GigabitEthernets2

[] GigabitEthernets4

[] MULLD

| |
| |
[] GigabitEthermetis3 \ |
| |
| |

The YLAMS should be separated by ' ar~". For example:3, 5-10
lterns marked with an asterisk{® are required

[ Apply ” Cancel ]

Configuration Maintenance

Saving the current configuration

1) Select Device Management > Maintenance from the navigation tree, click the Save tab, and
click Apply to save the current configuration. The page displays a prompt that the system is
saving the configuration.
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m Backup Festore Initialize

This operation will save yvour configuration to device.

Arewaou sure to save the current configuration?

’ Apply [ Back ]

[D Encrypt the configuration ﬂle]

m Backup Festore Initialize

2) To encrypt the saved configuration file, select Encrypt the configuration file before clicking
Apply.

Backing up the current configuration

1) Select Device Management > Maintenance from the navigation tree, click the Backup tab, and
then click the Backup button, as shown in the following figure.

Configuration File
Backup:

Backup the configuration file with the extension ".cfg
Backup the configuration file with the extension ".}{ml"

2) Specify the path and file for storing the configuration on the popup dialog box, and click Save.
Restoring the configuration

1) Select Device Management > Maintenance from the navigation tree, click the Restore tab, and
click the Browse button to specify the configuration file.
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Save Backup ﬁ Initialize

Festore the Configuration File:

|D:1UTMRstartup.|:fg [ Browse... ](the file with the extension ".cfg™)

|D:1UTM15y5tem.xml | Browse... |ithe file with the extension "xml"

Hote; The restored configuration will take effect after rehoot.

[tems marked with an asterisk(®) are required
Apply

2) Click Apply to import the configuration file.

The page will display the following prompt after finishing the import. The restored configuration file
takes effect at next startup.

Sawe Backup m Initialize

Restare the Configuration File

startup.cfy
Restore the Configuration File

system.xmi

[Succeeded in backing up the configuration file. The restored configuration will take effect after rebl:u:ut.j

Restoring to the factory defaults

Select Device Management > Maintenance from the navigation tree, click the Initialize tab, and
then click the Restore Factory-Default Settings button to restore the factory default settings and
reboot the device.
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Save Backup Festore E

uRestnre Factone-Default Settings U

Mote: Click Restore Factory-Default Settings to restore and initialize the factory-default settings and
reboot.

Upgrading the software

Select Device Management > Software Upgrade from the navigation tree, and click the Browse
button. Specify the upgrade file, and click Open.

Fie DAUTMW200S bin |((Brovae_}
File Type Main »

If 2 file with the same name already exists, overwrite itwithout any prompt

Reboot after the upgrade is finished

Mote:
« Do not perorm any operation when upagrade is in process.
o The filename cannof exceed 54, and must end with an extension of .app or .hin.

lterms marked with an asterisk™) are required

Rebooting the device

Select Device Management > Reboot from the navigation tree, and click Apply.

Febooting Device

The unsaved configuration will ke lost after reboot.

[ Checkwhetherthe configuration is saved to the configuration file for next t:u:u:ut.j

[ Apply ][ Back ]
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Verification

Verifying configuration saving

e When the current configuration is saved, the configuration information is not lost when you reboot
the device.

e If the saved configuration file is encrypted, the configuration information in the file is displayed in
cipher text.

Verifying configuration backup
You can back up the saved configuration file to a PC or other storage media.

Verifying configuration restoration

e After the configuration file is imported, the Web page displays success of import.

e After the device is rebooted, the configuration information and the imported configuration file are
consistent.

Verifying configuration restoration to the factory defaults

The system can automatically reboot, delete the current configuration information, and restore to the
factory defaults.

Verifying software upgrade

e The system displays upgrading during the software upgrade.
e If you select Reboot after the upgrade is finished, the system will reboot after the upgrade
finishes.

e If you do not select Reboot after the upgrade is finished, you need to manually reboot the
device.

Verifying device reboot

e  After clicking Apply, the device automatically reboots.

e If you select Check whether the configuration is saved to the configuration file for next
boot, and click Apply, the system gives prompt in the case that the configuration is not saved,
and the system does not reboot automatically.

Hangzhou H3C Technologies Co., Ltd. www.h3c.com 10/11
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Rebooting Device

The device is rebooting, please login later.

Relogin

Hicrosoft Internet Explorer

! "-l,‘ Start to check configaration with next startup configaration file, please wail......... DORE!
The current configuration and the saved configuratiom are different, the system will not reboot.

Copyright © 2010 Hangzhou H3C Technologies Co., Ltd. All rights reserved.
No part of this manual may be reproduced or transmitted in any form or by any means without prior written consent of Hangzhou H3C
Technologies Co., Ltd.

The information in this document is subject to change without notice.
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SecPath Series Firewalls ARP Attack
Protection Configuration Example

Keywords: ARP

Abstract: ARP provides no security mechanism and thus is prone to network attacks. The device provides

multiple features to detect and prevent ARP attacks. This document describes a configuration

example using these features.

Acronyms:

Acronym Full spelling

ARP Address Resolution Protocol
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Feature Overview

Although ARP is easy to implement, it provides no security mechanism and thus is prone to network
attacks. Currently, ARP attacks and viruses are threatening LAN security. The device provides
multiple features to detect and prevent such attacks.

Application Scenarios

ARP attack protection is applicable to campus and enterprise networks.

Configuration Guidelines

e Sending of gratuitous ARP packets takes effect on an interface only when the link of the interface
goes up and an IP address has been assigned to the interface.

e If you change the interval for sending gratuitous ARP packets, the configuration is effective at the
next sending interval.

e Do not enable gratuitous ARP on an interface configured with a VRRP group.

e You are recommended not to perform other operations during an ARP automatic scan.

e Fixed ARP changes dynamic ARP entries into static only when these entries are learnt on a
Layer 3 Ethernet interface, Layer 3 Ethernet subinterface, or VLAN interface.

ARP Attack Protection Configuration Example

Network Requirements

@ Note

The U200-S is used in this configuration example. This example is applicable to SecPath F5000-A5,
SecPath F1000E, and SecPath UTM 200-A/200-M/200-S firewalls.

Figure 1 Network diagram for ARP attack protection configuration example

GEO0/0 GEO0/2
192.168.1.1/24 192.168.103.171/22

Device
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Configuration Considerations

e Specify interface addresses.

e Add interfaces to security zones.

e Configure gratuitous ARP.

e Configure ARP automatic scanning.
e Configure fixed ARP.

Software Version Used
SecPath F1000E: V300R001B01 R3166 series and V300R001B01 F3166 series
SecPath F5000-A5: V300R002B01 R3206 series
SecPath UTM 200-A/200-M/200-S firewalls: V500R001B01 R5116 series
Configuration Procedures
Specifying Interface Addresses

Specify the IP address of GigabitEthernet 0/0

e Select Device Management > Interface from the navigation tree.

Figure 2 Interfaces

= Mame v | Advanced Search

MHame P Address Mask Security £one Status Cperation
GigabitEtherneta/n 192.168.1.1 255.265.255.0 Trust 4 1]
GigahitEthermnetoi [+ I}
GigabitEthernetas2 192168103171  265.255.252.0 Untrust o i
GigabitEthermetais o ]
GigabitEthernetor o I
NULLD o I

e Click the icon of GigabitEthernet 0/0 to enter the Edit Interface page. Configure the interface

as shown in Figure 3, and then click Apply to return to the Interface page.

Hangzhou H3C Technologies Co., Ltd. www.h3c.com 4/13
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Figure 3 Edit interface GigabitEthernet 0/0

 —

Edit Intarface

Interface Name: GigahitEthernetio

Interface Type:
VID: | |
MTU: |1500 |(46-1500, Default= 1500
TCP MSS: 1480 |(128-2048, Default = 1460)
Working Mode: ) Bridge Mode (& Router Mode
IP Configuration: O MNone @ Static Address (O DHCP - (O BOOTP PPP Megotiate Unnurnbered
IP Address: [192.168.1.1 |
Mask |24 (255.255.255.0) v
—-Secondary |P Address List---
Secandary IP Address: | |
Mask: |24 (255.265.26500) |

Unnumbered Interface:

Specify the IP address of GigabitEthernet 0/2

1) Select Device Management > Interface from the navigation tree.

Figure 4 Interfaces

=Y Marme V” Search ]|Advanced Search
rarne IP Address hask Secutity Zone Status Operation

GinahitEthemneto/n 192.168.1.1 765.266.255.0 Trust o I
GigabitEthernetni - 4] I
GlgabitEthernetor? 192168103171 2562552620 Untrust o s
GiabitEthernetora - o &
GigahitEthernetoid - o &
MULLD - o =Rl

Click the icon of GigabitEthernet 0/2 to enter the Edit Interface page. Configure the interface as

shown in Figure 5, and then click Apply to return to the Interface page.

Hangzhou H3C Technologies Co., Ltd.
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Figure 5 Edit interface GigabitEthernet 0/2

ice Name: GigahitEtherneti2
ice Status: Cannected
ice Type:
|1 500 ||:45-1 500, Default= 1500
ss: 1450 |(128-2048, Default = 1450)
ng Mode: (O Bridge Mode ® Router Mode
figuration: O Mone @ Static Address O DHCP O BOOTP PPF Megotiate
LInnumhered
IP Address: 192.168.103.171 |
Mask: |22 (265.266.2520) v
——-mecondary IP Address List-—
Secondary IF
e | | [ Add ][ Remnve]
Mask: |24 (255.255.255.0) v
Lnnumhbered
Interface:

[ Appy “ Back ]

Adding Interfaces to Zones

Add GigabitEthernet 0/0 to the Trust zone

e Select Device Management > Zone from the navigation tree.

Figure 6 Security zones

Zone 1D Zone Marne Preference Share Virtual Device Operatinn
] Managerment 100 s il
1 Local 100 no Roat . I}
2 Trust a5 no Root i
3 DMZ 50 no Root i
4 Untrust 5 no oot e Rl |

Click the icon of the Trust zone to enter the Modify Zone page. Add GigabitEthernet 0/0 to

the Trust zone as shown in Figure 7, and then click Apply to return to the Zone page.
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Figure 7 Add GigabitEthernet 0/0 to the Trust zone

Zane |D: i |

Zone Mame: | |

Preference: |85 |.[1-1 0o

Shatre: Mo s

Yirual Device: | |

Interface Marme: iq ||nterfa|:e v|[ Search ]|Advanced Search
N Interface i

GigabitEthernet0r

[] GigabitEtherneti

[] GigabitEthernetdrd

| |
| |
[] GigahitEthernetdss | |
| |
| |

[] MULLD

The %LARMSs should be separated by ' or -'. For example:3, 5-10
ltems marked with an asterisk(®) are required

[ Apply ][ Cancel ]

Add GigabitEthernet 0/2 to the Untrust zone

1) Select Device Management > Zone from the navigation tree.

Figure 8 Security zones

Zone D Fone Mame Preference Share Yirtual Device Cperation
i Management 100 no - el
1 Local 100 no Roat eI
2 Trust g5 no Roat eI |
3 DMZ 50 no Roat eI
4 Untrust 5 no oot eI |

2) Click the e icon of the Untrust zone to enter the Modify Zone page. Add GigabitEthernet 0/2 to

the Untrust zone as shown in Figure 9, and then click Apply to return to the Zone page.
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Figure 9 Add GigabitEthernet 0/2 to the Untrust zone

Zone 1D:
Fone Mame:
Freference:
i [c1-100)
Share: Mo v
Yirtual Device:
iR S Interface v |Advanced Search
| [F] Interface WLAN

[] GigabitEthernets
GigahitEthernetlr2
[ GigabitEthernetds3

[] GigabitEthernetsd

[] MULLD

The %LAMNSs should be separated by "' ar -'. For example:3, 5-10
ltems marked with an asterisk(*) are required

[ Apply ” Cancel ]

Configuring Gratuitous ARP

Introduction to gratuitous ARP

In a gratuitous ARP packet, the sender IP address and the target IP address are both the IP address
of the device issuing the packet, the sender MAC address is the MAC address of the device, and the
target MAC address is the broadcast address ff:ff:ff:ff.ff:ff.

A device implements the following functions by sending gratuitous ARP packets:

e Determining whether its IP address is already used by another device.
e Informing other devices about the change of its MAC address so that they can update their ARP
entries.

A device receiving a gratuitous ARP packet adds the information carried in the packet to its own
dynamic ARP table if it finds no corresponding ARP entry exists in the cache.

Configuring sending of gratuitous ARP packets

e Select Firewall > ARP Anti-Attack > Send Gratuitous ARP from the navigation tree.

Select GigabitEthernet 0/0, leave the default sending interval unchanged or type a specific value, click
<<, and then click Apply. After that, all devices on the internal network will record an ARP entry for
the internal interface GigabitEthernet 0/0.

Hangzhou H3C Technologies Co., Ltd. www.h3c.com 8/13
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Figure 10 Configure sending of gratuitous ARP packets

Send Gratuitous ARP

------------ Sending Interface-—- terface---
SigabitEthernetd0

Set Sending Interyal GigahitEthernetl/
2000 |msg2o0-2000000 | GigabitEthernet0s2
GigabitEthernetds3

GigabitEthemet0/4

Mote:
Youcan setupto 1024 sending interfaces.
Dion't perfarm other operations during this configuration.

lterms marked with an asterisk(®) are required

[ Appaly ” Cancel ]

Configuring ARP Automatic Scanning

Introduction to ARP automatic scanning

With ARP automatic scanning enabled on an interface, the device scans neighbors on the interface,
requests their MAC addresses, and creates dynamic ARP entries.

Configuring ARP automatic scanning

e Select Firewall > ARP Anti-Attack > Scan from the navigation tree.

Select GigabitEthernet 0/0 and type the start IP address and the end IP address, as shown in the
figure below. If no start IP address and end IP address are specified, the system scans the network
segment according to the mask of the interface address.
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Figure 11 Configure ARP scanning

Interface _ GigabitEthemetDﬂ] bl

Start IP Address 192.168.1.2
End IP Address 192.168.1.254
Also scan [P addresses of dynamic ARF entries.

tems marked with an asterisk{™® are required

Scan

Mote: The start IP address and the end IP address must he in the same network segment with the interface IP address,
which can be a primary IP address or some secondary IP address configured manually.

Configuring Fixed ARP

Introduction to Fixed ARP

Fixed ARP allows the device to change dynamic ARP entries (including those generated automatically)
into static ARP entries, thus effectively preventing attackers from modifying ARP entries.

Configuring Fixed ARP

e Select Firewall > ARP Anti-Attack > Fix from the navigation tree. All dynamic and static ARP
entries learnt by the firewall device are displayed, including those obtained by ARP automatic
scanning.

Figure 12 ARP entries

F1 IF Address MAC Address WLAR D Interface Type YR Instance
[] 1921682512 001b-11h7-fdbc GigabitEthermetdid  Dynamic
[] 19216825110 000fe2e2-f789 GigabitEthermetd/d  Dynamic
[]192.168.251.254 000FeZch-allv GigabitEthernetd/d  Dynamic
[] 192168113 0005-5d6a-53da GigabitEthernetd  Dynamic
[] 152.168.103.181 000fe2e2-f78e GigakitEthernetdr2  Dynamic
Ficrl || DelanFied || Fix || DelFied

Mote: "Fix All" and "Del All Fixed" will take effect for all dynamic and static ARP entries in the system.

e Select one or multiple dynamic ARP entries you want to change into static, and click Fix.
e Select one or multiple static ARP entries you want to remove, and click Del Fixed.

e To change all dynamic ARP entries into static, click Fix All.

e To delete all static ARP entries, click Del All Fixed.

Hangzhou H3C Technologies Co., Ltd. www.h3c.com 10/13



H3C SecPath Series Firewalls ARP Attack Protection Configuration Example

Figure 13 Configure fixed ARP

[1 IPAddress  MACAddress  VLANID Interface Type YPN Instance
[] 1921682512 001h-11k7-Td8c GigahitEthemet/l  Dynamic
[] 192.168.25110  000f-e2e2-723 GigahitEthemet/0  Dynamic
[ 192.168.251 254 000F-e2ck-all7 GigahitEthemeti0  Dynamic
[] 192168113  0005-5d6a-53da GigahitEthemetn/1  Dynamic
192168.103.181 000fe2e2-froe GigabitEthernetlr2  Dynamic
Fixll || Detanried || Fic | DelFined

Mote: "Fix All" and "Del All Fixed” will take effect for all dynamic and static ARP entries in the systerm.
Youcan setupto 1024 sending interfaces.
Don't perform other operations during this configuration.

Verification

Verify gratuitous ARP

e Capture packets on the internal network 192.168.1.0/24. A gratuitous ARP packet sent from
GigabitEthernet 0/0 is captured every two seconds.

Figure 14 Capture gratuitous ARP packets

No. . Time Source Destination Protocol Info
uuuuuuuu Ha Zhou_s2: g iroadcast ARP H2.168.1.17Y  Gratuitous ARF
2 2.000086 Hangzhou_52:d5 :5 Broadcast ARP wWho has 192.168.1.1% Gratuitous ARP
3 4.000183 Hangzhowu_52:d5 :55 Broadcast ARP wWho has 192.168.1.1%7 Gratuitous ARP
4 6.000281 Hangzhow_52:d5 :55 Broadcast ARP who has 192.168.1.1% Gratuitous ARP

Verfiy automatic ARP scanning

e After an automatic ARP scan is complete, all ARP entries of the internal network are displayed in
the ARP table. Select Firewall > ARP Anti-Attack > Fix from the navigation tree to view all ARP
entries. For example, you can view the ARP entries for network segment 192.168.1.0/24 as
shown in the figure below:
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Figure 15 ARP entries

[F] IP Address MAC Address WLAM D Fort WM Instance Type  Operation
[J 192188.251.2 001b-11b7-fd5e GigabitEthernetdio Dynamic m
[] 192168.251.10 000f-eZe2-f789 GigabitEthernet0id Dynarnic m
[J 192168.251.254 000fFe2ctal17 GigabitEthernetdio Dynamic m
[] 192168113 0005-5dfAa-53da GigabitEthernet0H Dynarnic m|
[J 192168.103.181 000Fe2e2-f78e GigahitEthernet0i2 Cynamic m

[ Add ” Del Selected ][ Delete Static and Dynarmic ][ Delete Static ][ Delete Dynamic ]

Mote: "Fix A" and "Del All Fixed" will take effect for all dynamic and static ARP entries in the system.
You can setupto 1024 sending interfaces.
Dion't perform other operations duting this configuration.

Verify fixed ARP

e On the Firewall > ARP Anti-Attack > Fix page, select the ARP entries containing 192.168.1.2,
192.168.1.11, and 192.168.1.78, and click Fix. When a dynamic ARP entry is changed into static,
it is displayed on the beginning of the ARP table.

Figure 16 Verify fixed ARP

b Search itern:| IP Address % [keywords:
O 1P Address MAC Address YLAN ID Interface Type VPN Instance
[] 192.168.1.2 0023-89e2-7cha GigabitEthermet0n Static
O] 192.188.1.11 0023-89e2-7cha GigabitEthermet0o Static
[] 192.168.1.78 0023-89e2-7cha GigabitEthermet0n Static
Fixal || Detanried || P || DelFied

MNote: "Fix A" and "Del All Fixed" will take effect for all dynamic and static ARF entries in the system.

Verfiy deletion of fixed ARP entries

e On the Firewall > ARP Anti-Attack > Fix page, select the static ARP entries containing
192.168.1.2, 192.168.1.11, and 192.168.1.78, and click Del Fixed. A message box is displayed
as shown in the figure below. Click OK. After that, the static ARP entries are removed. The
entries are displayed when they are learnt again or an ARP scan is carried out on corresponding
interfaces.
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Figure 17 Verify deletion of fixed ARP entries

P Search Item:Keywords:| “ Search ]

IF Address MAC Address WLAN 1D Interface Type WP Instance
192.168.1.2 0023-B9e2-Tcha GigabitEthernet0/d Static
192.168.1.11 0023-89e2-Tcha GigahitEthernet0m Static
192.168.1.78 S & inahitEtharmna u Static

Mote: "Fix AN and "Del A
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SecPath Series Firewalls IPsec Configuration
Examples

Keywords: IKE, IPsec

Abstract: This document describes basic concepts of IKE and IPsec, and provides configuration examples

for SecPath series firewalls.

Acronyms:
Acronym Full spelling
IKE Internet Key Exchange
IPsec IP Security
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IPsec Configuration

IPsec Overview

IP Security (IPsec) refers to a series of protocols defined by the Internet Engineering Task Force
(IETF) to provide high quality, interoperable, and cryptology-based security for IP packets. By means
of facilities including encryption and data origin authentication, it delivers these security services at
the IP layer:

e Confidentiality: The sender encrypts packets before transmitting them over the Internet.

e Data integrity: The receiver verifies the packets received from the sender to ensure they are not
tampered during transmission.

e Data origin authentication: The receiver authenticates the legality of the sender.

e Anti-replay: The receiver examines packets and rejects outdated or repeated packets.

IPsec delivers these benefits:

e Reduced key negotiation overheads and streamlined IPsec maintenance by supporting the
Internet Key Exchange (IKE) protocol, which provides automatic key negotiation and automatic
IPsec security association (SA) setup and maintenance.

e Good compatibility. IPsec can be applied to all IP-based application systems and services
without any modification to them.

e Encryption on a per-packet rather than per-flow basis. This allows for flexibility and greatly
enhances IP security.

Implementation of IPsec

IPsec consists of a series of protocols for IP data security, including Authentication Header (AH),
Encapsulating Security Payload (ESP), IKE, and algorithms for authentication and encryption. AH and
ESP provides security services and IKE performs key exchange. For how IKE works, refer to IKE
Configuration.

IPsec provides two security mechanisms: authentication and encryption. The authentication
mechanism allows the receiver of an IP packet to authenticate the sender and check if the packet has
been tampered. The encryption mechanism ensures data confidentiality and protects data from being
eavesdropped en route.

IPsec is available with two security protocols:

e AH (protocol 51): Provides data origin authentication, data integrity, and anti-replay services. For
these purposes, an AH header is added to each IP packet. AH is suitable for transmitting non-
critical data, because it cannot prevent eavesdropping even though it works fine in preventing
data tampering. AH supports authentication algorithms such as Message Digest (MD5) and
Secure Hash Algorithm (SHA-1).

e ESP (protocol 50): Provides data encryption in addition to origin authentication, data integrity,
and anti-replay services. ESP works by inserting an ESP header and an ESP tail in IP packets.
Unlike AH, ESP encrypts data before it is encapsulated in the IP header to ensure data
confidentiality. ESP supports the encryption algorithms including Data Encryption Standard
(DES), 3DES, and Advanced Encryption Standard (AES), and authentication algorithms such as
MDS5 and SHA-1 algorithms.
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Both AH and ESP provide authentication services. However, the authentication service provided by
AH is stronger than that provided by ESP. In practice, you can choose either or both security
protocols as required. When both AH and ESP are used, an IP packet is encapsulated first by ESP
and then by AH.

Basic Concepts of IPsec

Security association

IPsec enables secure communication between two ends, which are called IPsec peers.

Security associations (SAs) are fundamental to IPsec. An SA is a set of elements including the
protocols (AH, ESP or both), encapsulation mode (transport mode or tunnel mode), encryption
algorithm (DES, 3DES, or AES), shared key used for flow protection, and key lifetime. An SA can be
created with IKE.

Encapsulation modes

IPsec can work in the following two modes:

e Tunnel mode: The whole IP packet is used to calculate the AH/ESP header, which will be
encapsulated into a new IP packet together with the ESP-encrypted data. Generally, tunnel mode
is used for communication between two security gateways.

e Transport mode: Only the transport layer data is used to calculate the AH/ESP header, which will
be put after the original IP header and before the ESP-encrypted data. Generally, transport mode
is used for communication between two hosts or a host and a security gateway.

Figure 1 illustrates how data are encapsulated by different security protocols in tunnel and transport
modes. Here, the term data refers to the transport layer data.

Figure 1 Encapsulation by security protocols in different modes

Mode
Transport Tunnel
Protocol
v | DD
ESP | P | ESP| Data | ESP-T | | P | ESP| P | Data | ESP-T |
AH-ESP | P | AH |ESP| Data | ESP-T | | P | AH |ESP| P | Data | ESP-T |

Authentication algorithms and encryption algorithms

1) Authentication algorithms

Authentication algorithms are implemented through hash functions. A hash function takes a message
of arbitrary length and generates a message digest of fixed length. IPsec peers calculate the
message digests respectively. If the resulting digests are identical, the packet is considered intact and
not tampered.
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There are two types of IPsec authentication algorithms:

e MDb5: Takes a message of arbitrary length and generates a 128-bit message digest.
e SHA-1: Takes a message less than the 64th power of 2 in bits and generates a 160-bit message
digest.

Slower than MD5, SHA-1 provides higher security.
2) Encryption algorithms

Most encryption algorithms depend on symmetric key systems, which decrypt data by using the same
keys for encryption. Currently, three encryption algorithms are available for IPsec on the device:

e DES: Data encryption standard, encrypts a 64-bit block of plain text with a 56-bit key.
e 3DES: Triple DES, encrypts a plain text with three 56-bit DES keys, which total up to 168 bits.
e AES: Advanced encryption standard, encrypts a plain text with a 128-bit, 192-bit, or 256-bit key.

AES, 3DES, and DES are in descending order in terms of security. Higher security means more
complex implementation and lower speed. DES is enough to meet general requirements.

Application Scenarios

IPsec is a VPN technology that delivers the security services of confidentiality, data integrity, and
origin authentication at the IP layer. IPsec can use IKE to update keys periodically, enhancing system
security. IPsec is widely used for transmitting sensitive data in VPN networks.

Configuring IPsec

At present, the device supports IPsec tunnel setup with IPsec polices. In this approach, ACLs are
used in IPsec policies to identify data flows to be protected. The use of ACLs adds flexibility to IPsec
policies. IPsec policies can take effect only after they are applied to physical interfaces.

The following is the generic IPsec policy configuration procedure:

1) Configure ACLs for identifying data flows to be protected.

2) Configure IPsec proposals to specify the security protocols, authentication and encryption
algorithms, and encapsulation mode.

3) Configure IPsec policies to associate data flows with IPsec proposals and specify the SA
negotiation mode, peer IP addresses (namely the start and end points of the IPsec tunnel),
required keys, and SA lifetime.

4) Apply the IPsec policies to interfaces to finish IPsec tunnel configuration.

Perform the tasks in Table 1 to configure IPsec.
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Table 1 IPsec configuration task list

Task Remarks

Required

One important function of ACLs is identifying traffic based on
matching criteria. They are widely used in scenarios where
traffic identification is desired such as QoS and IPsec.

N
@ Highlight

This document covers only referencing ACLs in IPsec. To
create ACLs, select Firewall > ACL from the navigation tree.

Configuring ACLs

Required

Configuring IKE IKE provides automatic key negotiation and SA establishment
services for IPsec, simplifying the application, management,
configuration and maintenance of IPsec dramatically.

Required

An IPsec proposal defines a set of security parameters for
IPsec SA negotiation, including the security protocol,

Configuring an IPsec Proposal encryption/authentication algorithms, and encapsulation mode.

@ Highlight

Changes to an IPsec proposal affect only SAs negotiated after
the changes.

Required when an IPsec policy needs to reference an IPsec
policy template group.

Configuring an IPsec Policy An IPsec policy template group is a collection of IPsec policy
Template templates with the same name but different sequence numbers.
In an IPsec policy template group, an IPsec policy template
with a smaller sequence number has a higher priority.

Required

Configure an IPsec policy by specifying the parameters directly
or by referencing a created IPsec policy template. The Web
interface supports only IKE-dependent IPsec policies.

An IPsec policy group is a collection of IPsec policies with the
same name but different sequence numbers. In an IPsec policy
group, an IPsec policy with a smaller sequence number has a
Configuring an IPsec Policy higher priority.

N

@ Highlight

An IKE-dependent IPsec policy created by referencing a
template cannot be used to initiate SA negotiation, but it can be
used to respond to a negotiation request. The parameters
specified in the IPsec policy template must match those of the
remote end, while the parameters not defined in the template
are determined by the initiator.

Required

Applying an IPsec Policy Group | apnly an IPsec policy group to an interface (logical or physical)

to protect certain data flows.
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Task Remarks

Optional

Viewing IPsec SAs View brief information about established IPsec SAs to verify
your configuration.

Optional
Viewing Packet Statistics

View packet statistics to verify your configuration.

Configuring ACLs

IPsec uses ACLs to identify data flows. Each ACL rule contains a deny or permit keyword and is
regarded as a deny or permit statement. A rule with the permit keyword identifies a data flow to be
protected by IPsec, while a rule with the deny keyword identifies a data flow that does not need to be
protected by IPsec.

To configure ACLs, select Firewall > ACL to enter the ACL configuration page, and perform the
following configurations:

1) Create an ACL.
2) Configure rules for the ACL.

@ Note

Ensure that all permit statements applied in the inbound direction are for IPsec protected traffic flows
only. This is to avoid normal incoming packets from being dropped because of permit statement hits.

Configuring IKE

An SA can be created with IKE. This section describes how to configure IKE.

Configuring Global IKE Parameters

Select VPN > IKE > Global from the navigation tree to enter IKE global configuration page, as shown
in Figure 2.

Figure 2 IKE global configuration

s 5

IKE Global Configuration

IKE Local Mame: (1-32 Chars.)

MNAT keepalive Interval: 20 seconds(5-200, Default= 20}

lterns marked with an asterisk{® are required

[ Apply H Cancel ]

Table 2 describes the configuration items for configuring global IKE parameters.
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Table 2 Global IKE configuration items

Iltem Description

Type a name for the local security gateway.

If the local device needs to act as the IKE negotiation initiator and use the local
gateway name for IKE negotiation, you need to configure this argument on the
local device. Then, the local device sends its gateway name as identification to
IKE Local Name | its peer and the peer uses the locally configured remote gateway name to
authenticate the local device. Therefore, make sure that the local gateway
name configured here is identical to the remote gateway name configured on
its peer.

By default, the device name is used as the local gateway name.

Set the interval at which the ISAKMP SA sends NAT keepalive packets to its
peer.

NAT Keepalive NAT mappings on a NAT gateway may get aged. If no packet traverses an
Interval IPsec tunnel in a certain period of time, the NAT mapping will be deleted,
disabling the tunnel beyond the NAT gateway from transferring data. To
prevent NAT mappings from being aged, an ISAKMP SA sends to its peer NAT
keepalive packets at a certain interval to keep the NAT session alive.

Configuring an IKE Proposal

Select VPN > IKE > Proposal from the navigation tree to display existing IKE proposals, as shown in
Figure 3. Then, click Add to enter the IKE proposal configuration page, as shown in Figure 4.

Figure 3 IKE proposal list

= IKE Proposal Mumber v | Advanced Search

SA
lKiE:ﬁESfal Authentication Method Authentication Algarithm Encryption Algorithm DH Grougpe Lifetime Operation
{seconds)
default Freshared keay SHA1 DES-CBC Group1 aE400 m

Add

@ Note

Typically, IKE proposal configuration is omitted and the default IKE proposal named default is used.
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Figure 4 Add an IKE proposal

IKE Prapasal Mumhber: |- {1-65538)
Authentication Methad: ;'Preshared Key v|

Authentication Algarithrn: | SHAT |

Encryption Algorithm: ..DES-CEHC v|
DH Graup: :Grnup1 v|
SA Lifetime: [ |geconds(G0-604800, Default= BE400)

lterns marked with an asterisk(™) are required

l Apply ][ Cancel ]

Table 3 describes the configuration items for creating an IKE proposal.

Table 3 IKE proposal configuration items

ltem Description

Type the IKE proposal number.

IKE Proposal The number also stands for the priority of the IKE proposal, with a smaller

Number value meaning a higher priority. During an IKE negotiation, the system
matches IKE proposals in order of proposal number, starting from the smallest
one.

Select the authentication method to be used by the IKE proposal.

Authentication
Method e Preshared Key: Uses the pre-shared key method.
e RSA Signature: Uses the RSA digital signature method.
Select the authentication algorithm to be used by the IKE proposal.
Authentication
Algorithm e SHAL: Uses HMAC-SHAL.
e MD5: Uses HMAC-MDS5.
Select the encryption algorithm to be used by the IKE proposal.
e DES-CBC: Uses the DES algorithm in CBC mode and 56-bit keys for
encryption.
e 3DES-CBC: Uses the 3DES algorithm in CBC mode and 168-bit keys for
. encryption.
Encryption
Algorithm e AES-128: Uses the AES algorithm in CBC mode and 128-bit keys for
encryption.
e AES-192: Uses the AES algorithm in CBC mode and 192-bit keys for
encryption.
e AES-256: Uses the AES algorithm in CBC mode and 256-bit keys for
encryption.

Select the DH group to be used in key negotiation phase 1.
e Groupl: Uses the 768-bit Diffie-Hellman group.

DH Group e Group2: Uses the 1024-bit Diffie-Hellman group.

e Group5: Uses the 1536-bit Diffie-Hellman group.

e Groupl4: Uses the 2048-bit Diffie-Hellman group.
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Item Description

Type the ISAKMP SA lifetime of the IKE proposal.

Before an SA expires, IKE negotiates a new SA. As soon as set up, the new
SA takes effect immediately and the old one is cleared automatically when it
expires.

SA Lifetime @
Y Highlight

If the SA lifetime expires, the system automatically updates the ISAKMP SA.
As DH calculation in IKE negotiation takes time, especially on low-end devices,
it is recommended to set the lifetime greater than 10 minutes to prevent the SA
update from influencing normal communication.

Configuring an IKE Peer

Select VPN > IKE > Peer from the navigation tree to display existing IKE peers, as shown in Figure 5.
Then, click Add to enter the IKE peer configuration page, as shown in Figure 6.

Figure 5 IKE peer list

= Peer Mame v | Advanced Search

IKE

. Remote Remote AT .
Feer Mame NeEﬂD;La;mn Remote I[P Address Hostname  Gateway Name Traversal Qperation
peer Main 101.1.2 ahc i [ m

Add
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Figure 6 Add an IKE peer

”

Peer Mame: F{1-15 Chars)
IKE Megotiation Mode: & main O Aggressive
Local ID Type: @ P Address  Gateway Name

Local IF Address:
Femote Gateway:

@ P Address:

) Hastname:
Remaote |D: i1-32 Chars.)
(& Pre-Shared Key: *(1-128 Chars)
O PKI Domain:
CJEnahle DPD:

Enahle the MNAT traverzal function

» [fthe local end is the initiator, anly one remote IP address can be specified.
» [fthe local endis the responser, the remote IF address range must include the local IP address ofthe initiatar,
lterns marked with an asterisk(®) are required

[ Apply H Cancel l

Table 4 describes the configuration items for creating an IKE peer.

Table 4 IKE peer configuration items

ltem Description
Peer Name Type a name for the IKE peer.
Select the IKE negotiation mode for phase 1, which can be Main or
Aggressive.
NI/
@ Highlight
o e If one end of an IPsec tunnel is configured to obtain an IP address
IKE Negotiation Mode dynamically, the IKE negotiation mode must be Aggressive. In this

case, SAs can be established as long as the username and password
are correct.

e The specified negotiated mode is used when the local peer is the
negotiation initiator. When acting as the responder, the negotiation
mode of the initiator is used.

Select the local ID type for IKE negotiation phase 1.

e |P Address: Uses an IP address as the ID in IKE negotiation.

e Gateway Name: Uses a gateway name as the ID in IKE negotiation.
Local ID Type .

@ Highlight

In main mode, only the ID type of IP address can be used in IKE
negotiation and SA establishment.
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Item Description

Type the IP address of the local security gateway.

By default, it is the primary IP address of the interface referencing the
security policy. Configure this item when you want to specify a special
address for the local security gateway.

A%

Local IP Address @ Highlight

Normally, you do not need to specify the local IP address. You only need
to do so when you want to specify a special address, such as the
loopback interface address. For the local peer to act as the initiator, you
need to configure the remote security gateway name or IP address, so
that the local peer can find the remote peer during the negotiation.

Type the IP address or host name of the remote security gateway.

IP-Address |, you can specify an IP address or a range of IP addresses for the

remote gateway. If the local end is the initiator of IKE negotiation, it
can have only one remote IP address and its remote IP address must
match the local IP address configured on its peer. If the local end is
Remote the responder of IKE negotiation, it can have more than one remote
Gateway IP address and one of its remote IP addresses must match the local
IP address configured on its peer.

Hostname

e The host name of the remote gateway is the only identifier of the
IPsec peer in the network. The host name can be resolved into an IP
address by the DNS server. If host name is used, the local end can
serve as the initiator of IKE negotiation.

Type the name of the remote security gateway.

If the local ID type configured for the IKE negotiation initiator is Gateway
Name, the initiator sends its gateway name (IKE Local Name) to the
Remote ID responder for identification. The responder then uses the locally
configured remote gateway name (Remote ID) to authenticate the
initiator. Therefore, make sure that the remote gateway name configured
here is identical to the local gateway name (IKE Local Name) configured
on its peer.

Configure one of these two items according to the authentication method:
Pre-Shared Key

e |If the authentication method is pre-shared key, select Pre-Shared
Key and then type the pre-shared key in the following text box.

e |If the authentication method is RSA signature, select PKI Domain

PKI Domain and then select the PKI domain to which the certificate belongs in the
following drop-down box.
Enable DPD Select the IKE DPD to be applied to the IKE peer.
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Item

Description

Enable the NAT
traversal function

Enable the NAT traversal function for IPsec/IKE.

The NAT traversal function must be enabled if a NAT security gateway
exists in an IPsec/IKE VPN tunnel.

In main mode, IKE does not support NAT traversal and therefore this
item is unavailable.

\Nl/
@ Highlight

To save IP addresses, ISPs often deploy NAT gateways on public
networks to allocate private IP addresses to users. In this case, one end
of an IPsec/IKE tunnel may have a public address while the other end
may have a private address, and therefore NAT traversal must be
configured at both the private network side and public network side to set
up the tunnel.

Configuring an IPsec Proposal

Select VPN > IPSec > Proposal from the navigation tree to display existing IPsec proposals.

The Web interface provides two modes for configuring an IPsec proposal, suite mode and custom

mode.

e Suite mode: This mode allows you to select a pre-defined encryption suite. Figure 7 shows the

IPsec proposal configuration in suite mode.

Figure 7 IPsec proposal configuration in suite mode

Froposal Mame:

Encryption Suite:

*{1-15 Chars.)
| TunnelESP-DESMDS v

lterns marked with an asterisk(™) are required

[ Apply H Cancel ]

Table 5 describes the configuration items in this mode.

Table 5 IPsec proposal configuration items in suite mode

Item

Description

Proposal Name

Type the name for the IPsec proposal.
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Item

Description

Encryption Suite

Select the encryption suite for the proposal. An encryption suite specifies the
IP packet encapsulation mode, security protocol, and authentication and
encryption algorithms to be used.

Following are the available encryption suites, of which Tunnel means that a
security protocol encapsulates IP packets in tunnel mode:

e Tunnel-ESP-DES-MD5: Uses the ESP security protocol, the DES
encryption algorithm, and the MD5 authentication algorithm.

e Tunnel-ESP-3DES-MD5: Uses the ESP security protocol, the 3DES
encryption algorithm, and the MD5 authentication algorithm.

e Tunnel-AH-MD5-ESP-DES: Uses the ESP and AH security protocols
successively, making ESP use the DES encryption algorithm and perform
no authentication and making AH use the MD5 authentication algorithm

e Tunnel-AH-MD5-ESP-3DES: Uses the ESP and AH security protocols

successively, making ESP use the 3DES encryption algorithm and perform
no authentication, and making AH use the MD5 authentication algorithm.

e Custom mode: This mode allows you to configure IPsec proposal parameters discretionarily.

Figure 8 shows the IPsec proposal configuration in custom mode.

Figure 8 IPsec proposal configuration in custom mode

om made)

Froposal Mame:

*{1-15 Chars.)

Encapsulation Mode: __Tunnel bl
Security Protacol: ESP “
ESP Authentication Algarithim: __MDE 4
ESP Encryption Algarithrm: DES e |

lterns marked with an asterizk(™) are required

[ Apply ” Cancel ]

Table 6 describes the configuration items in this mode.

Table 6 IPsec proposal configuration items in custom mode

Item

Description

Proposal Name

Type the name for the IPsec proposal.

Encapsulation
Mode

Select the IP packet encapsulation mode for the IPsec proposal.

e Tunnel: Uses the tunnel mode.
e Transport: Uses the transport mode.

Security Protocol

Select the security protocol for the proposal.
e AH: Uses the AH protocol.

e ESP: Uses the ESP protocol.

e AH-ESP: Uses ESP first and then AH.
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Item Description

AH Select an authentication algorithm for AH when the security protocol is AH or

Authentication AH-ESP.

Algorithm Available authentication algorithms include MD5 and SHAL.
Select an authentication algorithm for ESP when the security protocol is ESP
or AH-ESP.

ESP You can select MD5 or SHAL, or leave it null so the ESP performs no

Authentication authentication.

Algorithm P

@ Highlight

The ESP authentication algorithm and ESP encryption algorithm cannot be
both null.

ESP Encryption
Algorithm

Select an encryption algorithm for ESP when the security protocol is ESP or
AH-ESP.

e DES: Uses the DES algorithm and 56-bit keys for encryption.

e 3DES: Uses the 3DES algorithm and 168-bit keys for encryption.
e AES128: Uses the AES algorithm and 128-bit keys for encryption.
AES192: Uses the AES algorithm and 192-bit keys for encryption.
AES256: Uses the AES algorithm and 256-bit keys for encryption.
e Leave it null so the ESP performs no encryption.

L/

@ Highlight

e Higher security means more complex implementation and lower speed.
DES is enough to meet general requirements. Use 3DES when there are
very high confidentiality and security requirements.

e The ESP authentication algorithm and ESP encryption algorithm cannot be
both null.

Configuring an IPsec Policy Template

Select VPN > IPSec > Policy-Template from the navigation tree to display existing IPsec policy
templates, as shown in Figure 9. Then, click Add to enter the IPsec policy template configuration
page, as shown in Figure 10.

Figure 9 IPsec policy template list

| Ternplate Mame  » | Advanced Search

Template Mame St Uiz |KE Peer IPSec Proposal [FIFS ACL Qperation
Humber
template 3 peer proposal DH Group1 @ ﬂ
Add
Hangzhou H3C Technologies Co., Ltd. www.h3c.com 15/39



H3C SecPath Series Firewalls IPsec Configuration Examples

Figure 10 IPsec policy template configuration page

F =

Template Mame: | IB {1-14 Chars)

Sequence Mumbetr: IE {1-65535)
IE Peetr: \.f.:

IPSec Proposal;

PFS: ."'.
ACL: ' 3000-3009)
SA Lifetime
Time Based: 3EDU .:;sewnds {180-604200, Default= 3600)
Traffic Based: 1843200 [Kiytes (2660-4294357295, Default = 1843200)

termns marked with an asterisk{®) are required

[ Apply H Cancel ]

Table 7 describes the configuration items for creating an IPsec policy template.

Table 7 Configuration items for an IPsec policy template

Iltem Description

Template Name | Type the name for the IPsec policy template.

Type the sequence number for the IPsec policy template.

Sequence

Number In an IPsec policy template group, an IPsec policy template with a smaller
sequence number has a higher priority.
Select the IKE peer for the IPsec policy template to reference.

IKE Peer

Available IKE peers are those configured by selecting VPN > IKE > Peer from
the navigation tree.

Select up to six IPsec proposals for the IPsec policy template to reference.

IPSec Proposal The IKE negotiation process will search for and use the exactly matching IPsec
proposal. If no matching IPsec proposal is found, the expected SAs cannot be
established and the packets that need to be protected will be discarded.
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Item

Description

PFS

Enable and configure the Perfect Forward Secrecy (PFS) feature or disable the
feature.

e dh-groupl: Uses the 768-bit Diffie-Hellman group.

e dh-group2: Uses the 1024-bit Diffie-Hellman group.

e dh-group5: Uses the 1536-bit Diffie-Hellman group.
dh-groupl4: Uses the 2048-bit Diffie-Hellman group.

[ ]

@ Highlight

e dh-groupl4, dh-group5, dh-group2, and dh-groupl are in the descending
order of security and calculation time.

e When IPsec uses an IPsec policy configured with PFS to initiate
negotiation, an additional key exchange is performed in phase 2 for higher
security.

e Two peers must use the same Diffie-Hellman. Otherwise, negotiation will
fail.

ACL

Select the ACL for the IPsec policy template to reference.
The specified ACL must be created already and contains at least one rule.

ACL configuration supports VPN multi-instance.

Time
SA Based

Lifeti
me Traffic
Based

Type the SA lifetime, which can be time-based or traffic-based.

%
@ Highlight

When negotiating to set up IPsec SAs, IKE uses the smaller one between the
lifetime set locally and the lifetime proposed by the peer.

Configuring an IPsec Policy

Select VPN > IPSec > Policy from the navigation tree to display existing IPsec policies, as shown in
Figure 11. Then, click Add to enter the IPsec policy configuration page, as shown in Figure 12.

Figure 11 IPsec policy list

2

Fuolicy Mame ¥ | Advanced Search

Folicy Mame Eleri Uzl Template IKE Peer IFSec Proposal ACL Operation
Mumber
palicy peer proposal 3000 m
Add
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Figure 12 IPsec policy configuration page

P

Falicy Marme: *Chars. {1-18)
Sequence Mumhber: *{1-65535)
Template: v..
IKE Feer: : heer v
| | proposal
IPSec Proposal: '
L=
PFS: W
ACL: \(3000-3999) [ Aggregation
SA Lifetime
Time Based: |3500 seconds (180-604300, Default= 3600
Traffic Based: 21843200 kbytes (2560-4294967 2495, Default=1843200)
lterms marked with an asterisk{™ are required
[ Apply ” Cancel ]

Table 8 describes the configuration items for creating an IPsec policy.

Table 8 IPsec policy configuration items

Iltem Description

Policy Name Type the name for the IPsec policy.
Type the sequence number for the IPsec policy.

Sequence

Number In an IPsec policy group, an IPsec policy with a smaller sequence number has
a higher priority.
Select the IPsec policy template to be referenced.
NI

Template @ Highlight
If you select an IPsec policy template, all subsequent configuration items are
unavailable but the aggregation setting.
Select the IKE peer for the IPsec policy to reference.

IKE Peer

Available IKE peers are those configured by selecting VPN > IKE > Peer from
the navigation tree.

IPSec Proposal

Select up to six IPsec proposals for the IPsec policy to reference.

The IKE negotiation process will search for and use the exactly matched IPsec
proposal. If no IPsec proposal is found exactly matched, the expected SAs
cannot be established and the packets that need to be protected will be
discarded.
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Item Description

Enable and configure the Perfect Forward Secrecy (PFS) feature or disable the
feature.

e dh-groupl: Uses the 768-bit Diffie-Hellman group.

e dh-group2: Uses the 1024-bit Diffie-Hellman group.
e dh-group5: Uses the 1536-bit Diffie-Hellman group.
e dh-groupl4: Uses the 2048-bit Diffie-Hellman group.

PFES @ Highlight

e dh-groupl4, dh-group5, dh-group2, and dh-groupl are in the descending
order of security and calculation time.

e When IPsec uses an IPsec policy configured with PFS to initiate
negotiation, an additional key exchange is performed in phase 2 for higher
security.

e Two peers must use the same Diffie-Hellman. Otherwise, negotiation will
fail.

Select the ACL for the IPsec policy to reference.
ACL The specified ACL must be created already and contains at least one rule.

ACL configuration supports VPN multi-instance.

Select this check box to specify to protect traffic in aggregation mode. If you do
not select check box, the standard mode is used.

This setting takes effect only when you specify an ACL for the IPsec policy to

. reference.

Aggregation N
@ Highlight
When configuring devices supporting both the standard mode and aggregation
mode, be sure to configure the two ends of a tunnel to work in the same mode.

SA Time Type the SA lifetime, which can be time-based or traffic-based.

- Based P
tLi:;e @ Highlight
e Traffic When negotiating to set up IPsec SAs, IKE uses the smaller one between the
Based lifetime set locally and the lifetime proposed by the peer.

Applying an IPsec Policy Group

Select VPN > IPSec > IPSec Application from the navigation tree to display the IPsec policy
application situation, as shown in Figure 13. Find the interface to which you want to apply an IPsec

policy group and then click the corresponding “L’j icon to enter the IPsec policy application page, as
shown in Figure 14.
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Figure 13 IPsec policy application

|O\ |Interfa|:e V|I Search ]|Ad\;anced Search

Intarface Falicy Operation
GigabitEthernetoio I
GigabitEthernetii policy ﬁl
GigahitEthemetni2 I
GigahitEthernetnia I
GigahitEthernetois I

Figure 14 IPsec policy application page

£

IFSec Application Setup

Interface: | bitEtl ! |

Palicy: |palicy ¥

lterns marked with an asterisk(® are required

[ Apply ][ Cancel l

Table 9 describes the configuration items for applying an IPsec policy group.

Table 9 Configuration items for IPsec policy group application

Item Description
Interface Displays the interface to which you want to apply an IPsec policy group.
Policy Select the IPsec policy group to be applied.

@ Note

Only one IPsec policy group can be applied to an interface. To apply another IPsec policy group to
the interface, remove the original application and then apply the new one to the interface. An IPsec
policy group can be applied to more than one interface.

IPsec Configuration Example 1: Basic Application

Network Requirements
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@ Note

This configuration example is applicable to SecPath F5000-A5, SecPath F1000E, and SecPath UTM
200-A/200-M/200-S firewalls. A UTM device is used in this configuration example for illustration.

e As shown in Figure 15, an IPsec tunnel is established between Device A and Device B to protect
traffic between subnet 192.168.1.0/24 (where Host A resides) and subnet 172.16.0.0/24 (where
Host B resides).

e The security protocol to be used is ESP, encryption algorithm is DES, and authentication
algorithm is MD5.

Figure 15 Network diagram for IPsec configuration

192.168.1.2 192.168.1.1 192.168.250.12 192.168.250.230 172.16.0.1 172.16.0.2
. @ Network —@——‘
GEO0/3 GEO0/0 GEO0/0 GEO0/3
Host A Device A Device B Host B

Software Version Used
Secpath F1000E: V300R001B01 R3166 series and V300R001B01 F3166 series
Secpath F5000-A5: V300R002B01 R3206 series

SecPath UTM 200-A/200-M/200-S firewall: V500R001B01 R5116 series

Configuration Procedures
Configuring Device A

# Assign IP addresses to the interfaces and add them to their target zones. (Omitted)

# Define ACL 3101 to identify packets from subnet 192.168.1.0/24 to subnet 172.16.0.0/24.

e Select Firewall > ACL from the navigation tree, and then click Add. Configure the ACL as shown
in Figure 16.
Figure 16 Create ACL 3101

i

s - 2000-29349 for basic ACLs.
ACLMumber: {3101 {* 3000-39949 for advanced ACLS.
' 4000-4999 for Ethernet frame header ACLS.

Match Qrder: i-Conﬂg v

ltems marked with an asterisk(® are required

“ Apply ][ Cancel ]
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e Type 3101 as the ACL number.
e Select the match order of Config.

e Click Apply.

e From the ACL list, select ACL 3101 and click the corresponding ¥ icon. Then, click Add to enter
the ACL rule configuration page. Create an ACL rule as shown in Figure 17.

Figure 17 Configure a rule to permit packets from 192.168.1.0/24 to 172.16.0.0/24

P

ACL=3101 Add
O rule ID: | I(D—ESSE#. If o rule 1D is entered, the system will autormatically assion one)
Operation: | Permit Vi Time Fange: --Mone-- bt
[IMon-first Fragments Only [ Longing
IP Address Filtering
[ Source IP Address: | 182.168.1.0 | Source Wildeard: 0.0.0.255 |

Destination IP Address: |1 7216.0.0

| Destination Wildeard: |0.0.0.255 |

Protacol WP Instance |-—Nnne—— V|

Frotocol: iIF| Vi

ICMP Message:

ICMP Type: C oass (LU L oss

TCP Connection Estahlished

Source Operation: Port: | || !(0-555353
Destination Operation: Fart: | || l(D—ESSSSJ
Precedence Filtering

Tos: i--Nnne-- v| Precedence: |--Nnne-- V|

DSCP: | -None-- 2

[ Apply ” Cancel ]

e Select Permit from the Operation drop-down box.
e Select the Source IP Address check box and type 192.168.1.0 and 0.0.0.255 respectively in the

following text boxes.

e Select the Destination IP Address check box and type 172.16.0.0 and 0.0.0.255 respectively in

the following text boxes.
e Click Apply.
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@ Note

If you configure NAT for internal addresses on an outbound interface with IPsec configured
(GigabitEthernet 0/0 in this example), the target traffic is translated first and therefore cannot be IPsec
protected. To solve this problem, add an additional rule to the ACL so that the NAT module does not
translate the source addresses of the target traffic.

For example, if ACL 3901 has only rule 5, which identifies traffic sourced from 192.168.1.0/24, you
must add another rule (rule 1) to ACL 3901 as shown in Figure 18 so that traffic from 192.168.1.0/24
to 172.16.0.0/24 is not translated and can be protected by IPsec.

Figure 18 Add an ACL rule

o

Advanced ACL35901
Rule IDr ~ Qperation Diescription
1 dery insource 192.168.1.0 0.0.0.255 destination 172.16.0.0 0.0.0.255
a permmit ipsource 192.168.1.0 0.0.0.255
| add || Back |

# Configure a static route to Host B.

e Select Network > Routing Management > Static Routing from the navigation tree, and then
click Add. Create a static route as shown in Figure 19.

Figure 19 Configure a static route to Host B

i

Add a Static Route

Destination IP Address: |1?2.15.D.EI |*
Mask | 265.255.255.0 v

Next Hop: 192,168 250,230 |
Cutbound Interface: | V|
Priority: | 1-258)

lterns marked with an asterisk{®) are required

l Apply H Cancel ]

e Type 172.16.0.0 as the destination IP address.

e Type 255.255.255.0 as the mask.

e Type 192.168.250.230 as the next hop.

e Select GigabitEthernet0/1 as the outbound interface.
e Click Apply.

# Configure the IKE peer.
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e Select VPN > IKE > Peer from the navigation tree and then click Add. Perform the configurations
shown in Figure 20.

Figure 20 Configure an IKE peer

Peer Mame: peer [*{1-15 Chars.
IKE Megotiation Mode: @ Main O Aggressive
Local ID Type: @) IP Address  Gateway Mame

Local IP Address:

Remote Gateway:

@ IP Address: 192.168.250.230 |

O Hostname;

Remaote ID: 1(1-32 Chars))

(® Pre-Shared Key: 123456 f1-128 Chars)

) PRI Domain:
[JEnable DPD:

Enahle the MAT traversal function

» [fthe local end is the initiator, only one remote IP address can he specified.
» [fthe local end is the responser, the remote IP address range must include the local IP address ofthe initiatar.
lterms marked with an asterisk(™) are required

[ Apply H Cancel ]

e Type peer as the peer name.

e Select Main as the negotiation mode.

e Type 192.168.250.230 as the IP address of the remote gateway.
e Select Pre-Shared Key and type 123456 as the pre-shared key.
e Click Apply.

# The default IKE proposal is used.

# Configure an IPsec proposal named proposal as follows:

e Select VPN > IPSec > Proposal from the navigation tree and then click Add.
e Select Custom mode from the IPSec Proposal Configuration Wizard page. Make the
configuration as shown in Figure 21.

Hangzhou H3C Technologies Co., Ltd. www.h3c.com 24/39



H3C SecPath Series Firewalls IPsec Configuration Examples

Figure 21 Configure an IPsec proposal

Add IPSec ProposaliCustom mode)
Froposal Mame: proposal :*(1-1 aChars)
Encapsulation Mode: Tunnel w

Security Protocol;

ESP
ESP Authentication Algorithm: mMO5 V|

ESP Encryption Algarithrm: DES b

lterns marked with an asterisk(™ are required

[ Apply ” Cancel l

e Type proposal as the name of the IPsec proposal.
e Select Tunnel as the packet encapsulation mode.
e Select ESP as the security protocol.

e Select MD5 as the ESP authentication algorithm.

e Select DES as the ESP encryption algorithm.

e Click Apply.

# Configure an IPsec policy.

e Select VPN > IPSec > Policy from the navigation tree and then click Add. Perform the
configurations shown in Figure 22.

Figure 22 Configure an IPsec policy

Add [PSec Policy

Policy Mame: |* Chars. (1-15)

Sequence Mumber: *{1-65534)

Template:

policy

1

[
IKE Peer:

IPSec Proposal:

FFS:
ACL: |31D1 |(3DDEI-3999) [ agoregation
SA Lifetime
Time Based: |35|:|U |secunds (180-604800, Default= 3600)
Traffic Based: |18432DU IKbytes (2660-4294967 204, Default=1543200)

lterms marked with an asterisk(® are required

[ Apply H Cancel ]

e Type policy as the policy name.
e Type 1 as the sequence number.
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e Select the IKE peer of peer.

e Select the IPsec proposal of proposal and click <<.
e Type 3101 as the ACL.

e Click Apply.

# Apply the IPsec policy to interface GigabitEthernet 0/0.

e Select VPN > IPSec > IPSec Application from the navigation tree, and then click the i icon of
interface GigabitEthernet 0/0. Perform the configurations shown in Figure 23.

Figure 23 Apply the IPsec policy to interface GigabitEthernet 0/0

i

IPSec Application Setup

Interface: | E

Palicy: |p|:|li|:3,r v

[terns marked with an asterisk{* are required

[ Apply ][ Cancel ]

e Select the policy of policy.
e Click Apply.

Configure Device B

# Assign IP addresses to the interfaces and then add them to their target zones. (Omitted)

# Define an ACL to permit traffic from subnet 172.16.0.0/24 to subnet 192.168.1.0/24.

e Select Firewall > ACL from the navigation tree, and then click Add.

e Type 3101 as the ACL number.

e Select the match order of Config.

e Click Apply.

e From the ACL list, select ACL 3101 and click the corresponding 5 icon. Then, click Add to enter
the ACL rule configuration page. Configure a rule for ACL 3101 as shown in the following figure.

Figure 24 Configure a rule for ACL 3101

Advanced ACL3101
Rule Il Operation Description
n permit ipsource 172.16.0.0 0.0.0.255 destination 192.168.1.0 0.0.0.2545

# Configure a static route to Host A.

e Select Network > Routing Management > Static Routing from the navigation tree, and then
click Add. Perform the configurations shown in Figure 25.
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Figure 25 Configure a static route to Host A

Add a Static Route

Destination IP Address: |192.168.1.D |*
Mask: | 265.256.256.0 v|

Mext Hap: 1192.188.250.12 |
Outhound Interface: | v|
Priarity; | |(1.255)

lterns marked with an asterisk(®) are required

[ Apply H Cancel ]

# Configure IKE peer peer.

e Select VPN > IKE > Peer from the navigation tree and then click Add. Perform the configurations
shown in Figure 26.

Figure 26 Configure an IKE peer

Peer Mame: |peer I*(1-1 8 Chars.)
IKE Megotiation Mode: & Main O Aggressive
Lacal ID Type: &P Address  Gateway Name

Local IP Address: | |

Remote Gateway:

@ P Address:  |192.166.250.12 l- |

) Hostname: | |

Remote ID: | |(1-32 Chars.)

¥ Pre-Bhared Kev: |123456 |* i1-128 Chars.)

O PKI Domain:
[1Enable DPD:;

Enahle the MAT traversal function

» [fthe local end is the initiator, only one remote IP address can be specified.
» [fthe local end is the responser, the remote IP address range mustinclude the local IP address ofthe initiator.
terns marked with an asterisk{™) are required

[ Apply H Cancel ]

e Type peer as the peer name.

e Select Main as the negotiation mode.

e Type 192.168.250.12 as the IP address of the remote gateway.
e Select Pre-Shared Key and type 123456 as the pre-shared key.
e Click Apply.
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# The default IKE proposal is used.

# Configure an IPsec proposal.

e Select VPN > IPSec > Proposal from the navigation tree and then click Add.

e Select Custom mode from the IPSec Proposal Configuration Wizard page. Perform the

configurations shown in Figure 27.

Figure 27 Configure an IPsec proposal

Add IPSec Prap tom mode)
Proposal Mame: proposal *{1-15 Chars.)
Encapsulation Mode: L'I_'lirmgl_zf:
Security Protocol: ESP Vi
ESP Authentication Algorithm: ‘MDS v
ESP Encryption Algarithm: DES VI

lterns marked with an asterisk(® are required

[ Apply ” Cancel l

e Type proposal as the name of the IPsec proposal.
e Select Tunnel as the packet encapsulation mode.
e Select ESP as the security protocol.

e Select MD5 as the ESP authentication algorithm.

e Select DES as the ESP encryption algorithm.

e Click Apply.

# Configure IPsec policy policy.

e Select VPN > IPSec > Policy from the navigation tree and then click Add. Perform the

configurations shown in Figure 28.
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Figure 28 Configure an IPsec policy

Add IPSec Policy

Folicy Marne: policy |* Chars. (1-15
Sequence Mumber: | | * (1-65535)

Template:

1
vl
IKE Peer.

IPSec Proposal;

FPFS:
ACL: 13101 (3000-3998) [] Aggregation
SA Lifetime
Time Based: |35E|D |secc|nd5 {180-604800, Default= 3600}
Traffic Based: 1843200 Kbytes (2560-4294067205, Default= 1843200)

lterns marked with an asterisk(®) are required

[ Apply ][ Cancel ]

e Type policy as the policy name.

e Type 1 as the sequence number.

e Select the IKE peer of peer.

e Select the IPsec proposal of proposal and click <<.
e Type 3101 as the ACL.

e Click Apply.

# Apply IPsec policy policy to GigabitEthernet 0/0.

e Select VPN > IPSec > IPSec Application from the navigation tree, and then click the I icon of
interface GigabitEthernet 0/0.

e  Select the policy of policy.

e Click Apply.

Figure 29 Apply the IPsec policy to GigabitEthernet 0/0

IPSec Application Setup

Interface:

Folicy:

[terns marked with an asterisk{™ are required

0
=
o

[ Apply ][ Cancel ]
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Verification

After configuration, packets to be exchanged between subnet 192.168.1.0/24 and subnet
172.16.0.0/24 will trigger the negotiation of SAs by IKE. After IKE negotiation succeeds and the IPsec
SAs are established, traffic between subnet 192.168.1.0/24 and subnet 172.16.0.0/24 will be
protected by IPsec.

Viewing IPsec SAs

Select VPN > |IPSec > IPSec SA from the navigation tree to display brief information about
established IPsec SAs, as shown in Figure 30.

Figure 30 IPsec SAs

k. 'Local IP v search | | Advanced Search
: . Authentication Encryption
Local IP Rermaote IP SPI Security Protocol Asotin Algorithm
192.168.250.12 192.168.250.230 1105559047 ESP HMAC-MD5-96 DES
192.168.250.230 192.168.250.12 4067445650 ESP HMAC-MD5-96 DES

Viewing Packet Statistics

Select VPN > IPSec > Statistics from the navigation tree to view packet statistics, as shown in Figure
31.

Figure 31 Packet statistics

Statistic termn Statistic Value
IPSec protected packets{inhoundfouthound) 414
IPSec protected bytesiinboundfoutbaund) 336r336

IPSec protected packets discarded by device
(inhoundiouthound)

Dropped packets{lack of mermaory)
Dropped packets{no SA)

Dropped packets{full queues)

Dropped packets(failed authentication)
Dropped packetsfwrong packet length)
Replayed packets

Dropped packets{excessive packet length)
Dropped packets{improper S4)

o

o o o o o o o a

Refresh || Resstal

IPsec Configuration Example 2: Working with NAT

Network Requirements

See Figure 32. Deploy IPsec tunnels between Device A and Device B to protect traffic between the
branch and its headquarters. Use IKE to maintain the IPsec tunnels.
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Device A and Device B provides network access for the headquarters and the branch.

Device B connects to the public network through an ADSL line and acts as the PPPoE client. The
interface connecting to the public network uses a private address dynamically assigned by the ISP.

Figure 32 Network diagram for configuring IPsec to work with NAT

192.168.1.1 ADSL Line

100.1.1.1 172.16.0.1

Headquarters

Device B

PPPOE Client Device A

Configuration Considerations
The IKE negotiation mode must be aggressive, because Device B uses a dynamic IP address.

Configure NAT traversal at both ends of the IPsec tunnel, because one end of the tunnel uses a
public IP address while the other end uses a private IP address.

In addition, you must configure the local peer to use the gateway name as the ID type.
Configuration Procedures

Configuring DeviceA

# Assign IP addresses to the interfaces and add the interfaces to their target zones. (Omitted)
# Configure the IKE local name as head.

Figure 33 IKE global configuration

£

IKE Glohal Configuration

IKE Lacal Marme: |head |(1-32 Chars.)

MAT keepalive Interval: |2|3 |secunds(5-3nn, Default = 20
lterns marked with an asterisk(® are required

[ Apply H Cancel ]

# Configure the IKE peer.

e Select VPN > IKE > Peer from the navigation tree and then click Add.
e Type gate as the peer name.

e Select Aggressive as the negotiation mode.

e Type branch as the host name of the remote gateway.

e Select Pre-Shared Key and type 123456 as the pre-shared key.

e Select the Enable NAT traversal function check box.

e Click Apply.
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Figure 34 Configure an IKE peer

W

Peer Mame: |gate |*(1-1 8 Chars.)
IKE Megotiation Mode: ) main & Aggressive
Local ID Type: IP Address & Gateway Name

Local IP Address: | |

Remote Gatewary:

@ IP Address: | |- |

O Hostname: | |

Rermota 10 |hranch !(1-32 Chars)

@ Pre-Shared Key: 123456 % (1-128 Chara)

) PKI Domain:
[]Enable DPD:

Enahble the MAT traversal function

» [fthe local end is the initiatar, only one remote IP address can be specified.
» [fthe local end is the responser, the remote IP address range mustinclude the local IP address ofthe initiator.

lterns marked with an asterisk{™ are required

[ Apply ][ Cancel l

# Configure an IPsec proposal named proposal.

e Select VPN > IPSec > Proposal from the navigation tree and then click Add.

e Select Custom mode from the IPSec Proposal Configuration Wizard page.

e Type proposal as the IPsec proposal hame, and use the default settings for the proposal, as
shown in Figure 35.

Figure 35 Configure an IPsec proposal

Add IPSec Proposa storn mode)

Proposal Mame: propasal *(1-15 Chars))

Encapsulation Mode; Tunnel

:

Security Protocol: ESP hd

ESF Authentication Algarithm: MOS  w

.

ESP Encryption Algorithrm: DES hd

lterns marked with an asterizsk(™) are required

l Apply ” Cancel ]

# Configure an IPsec policy template.

e Type 1 as the sequence number.
e Select gate as the IKE peer.
e Select IPsec proposal proposal, and click <<.
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e Click Apply.
Figure 36 Add an IPsec policy template

£

Add IPSec Template

Template MName: |temp|ate |* (1-15 Chars.)

Seqguence Mumbher: |1 |*(1-55535)

IKE Peer:

==

IPSec Froposal:

ACL: | (3000-3698)
SA Lifetime
Time Based: 3600 seconds (180-604800, Default= 3600)
Traffic Based: 1843200 Kbyles (2560-4204067295, Default= 1243200)

lterms marked with an asterisk(™ are required

[ Apply ][ Cancel l

# Configure an IPsec policy named policy_nat.

e Select VPN > IPSec > Policy from the navigation tree and then click Add. Perform the
configurations shown in Figure 37.
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Figure 37 Configure an IPsec policy

Add IPSec Policy
Policy Name: [policy_nat |+ Chars. (1-15)
Sequence Mumber; 1 * (1-65535)
Template:
IKE Peer:

proposal

IFEec Proposal:

PFS:

ACL: | (a000-3939) [] Agaregation

SA Lifetime

Time Based: |seu:nnds {180-604200, Default= 36000

Trafiic Based:

|Kb'5:'tes (2560-4294967295, Default= 1843200)

ltems marked with an asteriskd(® are required

[ Apply ” Cancel l

# Apply the IPsec policy to interface GigabitEthernet 0/0.

Figure 38 Apply the IPsec policy

IFSec Application Setup

Interface: | GigahitEthernetd0 |

Policy: policy_nat »

[terms marked with an asterisk{® are required

[ Apply ” Cancel ]

Configuring Device B

# Assign IP addresses to the interfaces and add the interfaces to their target zones. (Omitted)

# Configure ACL 3101 to permit packets from subnet 192.168.1.0/24 to subnet 172.16.0.0/24.
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Figure 39 Configure a rule for ACL 3101

Advanced ACL3101

Fule ID Cperation Description
0 permit ipsource 192.168.1.0 0.0.0.255 destination 172.16.0.0 0.0.0.255

@ Note

NAT applied to physical interfaces process packets before IPsec. You must exclude the target traffic
of IPsec from NAT mappings, so NAT does not translate the source address of target traffic.

For example, NAT on port GE 0/0 uses ACL 3901 for identifying traffic. In this ACL, you must add a
rule (rule 1) to deny traffic from 192.168.1.0/24 to 172.16.0.0/24. This rule must have a higher priority
than the permit rule that identifies all traffic sourced from 192.168.1.0/24, as shown in Figure 40.

Figure 40 Add a rule in the ACL for NAT to deny IPsec protected traffic

Advanced ACL3801

Rule IDr ~ Qperation Diescription
1 dery insource 192.168.1.0 0.0.0.255 destination 172.16.0.0 0.0.0.255
a permmit ipsource 192.168.1.0 0.0.0.255

| add || Back |

# Configure the IKE local name named branch.

Figure 41 Configure the IKE local name

|IKE Glohal Configuration

IKE Local Mame: |bran|:h |(1-32 Chars)

MAT Keepalive Interval: |ED |59.;.3n.j5(5-3|ju| Dafault= 200
lterns marked with an asterisk(® are required

[ Apply ” Cancel l

# Configure an IKE peer nhamed gate.

e Select VPN > IKE > Peer from the navigation tree and then click Add.
e Type gate as the peer name.

e Select Aggressive as the negotiation mode.

e Select IP Address as the gateway name.
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e Type 100.1.1.1 as the IP address of the remote gateway. This step is to configure the IP address
of Device A on Device B.

e Type head as the remote ID.

e Select Pre-Shared Key and type 123456 as the pre-shared key.
e Select the Enable NAT traversal function check box.

e Click Apply.

Figure 42 Configure an IKE peer

Peer Mame: :gate #{1-15 Chars)
IKE Megotiation Mode: 2 Main & Aggressive

Local ID Type: O IP Address (8 Gateway Mame

Local IP Address:

Remote Gateway:

3 IP Address: [100.1.1.1 :

) Hosthame: '
Remaote 1D 'head (1-32 Chars )
() Pre-Shared Key: 123456 *(1-128 Chars)
O PKI Domain:
[CJEnahle DPL:

Enahle the MAT traversal function

s [fthe local end is the initiator, only one rermote IP address can be specified.
e [fthe local end is the responser, the remate IP address range mustinclude the local IP address ofthe initiatar.
lterms marked with an asteriski® are required

[ Apply ” Cancel ]

# Configure an IPsec proposal named proposal.

e Select VPN > IPSec > Proposal from the navigation tree and then click Add.

e Select Custom mode from the IPSec Proposal Configuration Wizard page.

e Type proposal as the proposal name, and use the default settings for the proposal, as shown in
Figure 43.
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Figure 43 Configure an IPsec proposal

P

Add IPSec Proposal{Custom mode)
Froposal Mame: :prupusal | *(1-18 Chars.)
Encapsulation Mode: @
Security Protocal: ESF i
ESP Authentication Algarithim: MDE ¥

ESP Encryption Algarithim: DES w

lterms marked with an asterisk(®) are required

l Apphy ” Cancel ]

# Configure an IPsec policy named policy_nat.

e Select VPN > IPSec > Policy from the navigation tree and then click Add. Perform the

configurations shown in Figure 44.

Figure 44 Configure an IPsec policy

P

Add IFSec Policy
Policy Mame: :pnli'cv:nat | * Chars. {1-148)
Sequence Mumbetr: I | {1-65534)
Template: A
IKE Feer: gate ¥
IPSec Proposal:
PFS: | v
ACL: |31D1 |(3IJE|D—3999}| [Jaggregation
54 Lifetime
Time Baszed: |SEDEI |sen:c|nds {180-604200, Default= 26000
Traffic Based: 1843200 |Kmrtes {2560-4204067 285, Default= 1843200)
lterms marked with an asteriski® are required
[ Apply ” Cancel ]

e Type policy_nat as the policy name.

e Type 1 as the sequence number.

e Select gate as the IKE peer.

e Select proposal for the IPsec policy, and click <<.
e Type 3101 in the ACL text box.

e Click Apply.

# Apply IPsec policy policy_nat to interface Dialer 1.
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Figure 45 Apply the IPsec policy to an interface
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o

IPSec Application Setup

Interface: | ialer |

Policy: |p|:u|i|::,f_nat N

lterms marked with an asterisk{® are required

[ Apply ” Cancel ]

Verification

After configuration, packets to be exchanged between subnet 192.168.1.2 and subnet 172.16.1.2 will
trigger the negotiation of SAs by IKE. After IKE negotiation succeeds and the IPsec SAs are
established, traffic between subnet 172.16.1.2 and subnet 172.16.1.2 will be protected by IPsec.

Viewing IPSec SAs

Select VPN > IPSec > IPSec SA from the navigation tree to display brief information about
established IPsec SAs, as shown in Figure 46.

Figure 46 IPsec SAs

|3\ \Local P ~ | Search ||Advanced Search
. Authentication Encryption
Local IP Remote IP SPI Security Protocol Algorithm Algorithm
!100.1‘1.1 140.0.0.7 2342415508 ESP HMAC-MD5-96 DES

Viewing Packet Statistics

Select VPN > IPSec > Statistics from the navigation tree to view packet statistics, as shown in Figure
47.
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Figure 47 Packet statistics

Statistic ltem Statistic Walue
IPSec protected packets(inhoundiouthound) 18109725970
IPSec protected bytes(inboundfouthound) Q174824/31471120

IPSec protected packets discarded by device
(inhoundioutbound)

Dropped packets{lack of memand
Dropped packetsino S4)

Dropped packetsfull queues)

Dropped packetsifailed authentication)
Dropped packetsiwrong packet length)
Replayed packets

Dropped packets{excessive packet lenath)
Dropped packets{improper SA)

om

o o o o o o oo O

Refiesh || Resetal

Configuration Guidelines

When configuring IPsec, follow these guidelines:

e Typically, IKE uses UDP port 500 for communication, and AH and ESP use the protocol numbers
51 and 50 respectively. Therefore, you need to make sure that flows of these protocols are not
denied on the interfaces with IKE and/or IPsec configured.

e If you enable both IPsec and QoS on an interface, traffic of an IPsec SA may be put into different
gueues by QoS, causing some packets to be sent out of order. As IPsec performs anti-replay
operation, packets outside the anti-replay window in the inbound direction may be discarded,
resulting in packet loss. Therefore, when using IPsec together with QoS, ensure that they use the
same classification rules. IPsec classification rules depend on the referenced ACL rules.

References

Protocols and Standards

e RFC 2401: Security Architecture for the Internet Protocol
e RFC 2402: IP Authentication Header
e RFC 2406: IP Encapsulating Security Payload

Related Documentation

IPsec Configuration in the web configuration manual
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SecPath Series Firewalls DHCP Configuration
Examples

Keywords: DHCP

Abstract: This document describes DHCP configuration methods and configuration examples.

Acronyms:

Acronym Full spelling

DHCP Dynamic Host Configuration Protocol
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Feature Overview

DHCP Overview

A DHCP client sends a configuration request and then a DHCP server returns a reply to send

configuration parameters such as an IP address to the client.

Address Allocation Mechanisms

DHCP supports three mechanisms for IP address allocation.

Manual allocation: The network administrator assigns an IP address to a client like a web server,
and DHCP conveys the assigned address to the client.

Automatic allocation: DHCP assigns a permanent IP address to a client.

Dynamic allocation: DHCP assigns an IP address to a client for a limited period of time, which is
called a lease. Most DHCP clients obtain their addresses in this way.

IP Address Allocation Sequence

A DHCP server assigns an IP address to a client according to the following sequence:

1
2)
3)
4)
5)

The IP address manually bound to the client’'s MAC address or ID

The IP address that was ever assigned to the client

The IP address designated by the Option 50 field in the DHCP-DISCOVER message
The first assignable IP address found in a proper common address pool

The IP address that was a conflict or passed its lease duration

If no IP address is assignable, the server does not respond.

Application Scenarios

As many people need to take their laptops across networks, the IP addresses need to be changed

accordingly. Therefore, related configurations on hosts become more complex. Built on a client-server
model, DHCP provides dynamic address allocation to simplify host configuration.

DHCP Configuration Example |

Network Requirements

@ Note

The U200-S is used in this configuration example. This configuration example is applicable to
SecPath F5000-A5, SecPath F1000E, and SecPath UTM 200-A/200-M/200-S firewalls.
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As shown in Figure 1, two DHCP clients, the client 2 and client 1, reside on the same subnet as the
DHCP server. Client 2 is connected to the DHCP server through GigabitEthernet 0/1, and client 1 is
connected to the DHCP sever through a network interface card. The IP address of the

GigabitEthernet 0/1 of the DHCP server is 10.1.1.1/24.

Configure the U200-S to allow the client 1 to obtain an IP address and other parameters dynamically
from the DHCP server, and to allow client 2 to obtain a fixed IP address and other parameters from

the DHCP server.

Figure 1 Network diagram for DHCP configuration example |

Client 1 Client 2

GEO/1
GEO/1

6 10.1.1.1/24

DHCP Server

Configuration Considerations

e Configure the DHCP server.
e Configure client 1 and client 2 as DHCP clients.

Software Version Used
SecPath F1000E: V300R001B01 R3166 series and V300R001B01 F3166 series
SecPath F5000-A5: V300R002B01 R3206 series

SecPath UTM 200-A/200-M/200-S firewalls: V500R001B01 R5116 series
Configuration Procedures
Basic Configuration

Specify the IP address of GigabitEthernet 0/1

e Select Device Management > Interface from the navigation tree.

Hangzhou H3C Technologies Co., Ltd. www.h3c.com
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FSearch Item:INEmE 'I Keywaords:

Search |

MName IP Address

Mask Security Zone Status Cperation

GigahitEthernetd/d 192.168.100.1
GigabitEthernet0/
GigabitEthernetd/4
GigabitEthernetd/a
GigabitEthernetd/2
GigabitEthernetd/s
MULLD

192.168.250.212

255 28525510 -
Untrust
Untrust

255.255.2550 -

OO0 0000

Trust
- (4]

PR2RR2BRB
s ea s

?recurds.|15 ‘lperpagelpage 11, record 1-7 | First Prev Mesd '-E‘Stl1 GO

Click the e icon of GigabitEthernet 0/1 to enter the Edit Interface page. Configure the interface

as shown in the figure below, and then click Apply to return the Interface page.

W

Interface Name; GigakitEthernetln

(46-1500, Default = 1500}

(128-2048, Default = 1460}

& Router Mode

Interface Type: |H|:|ne j
vID: |

MTU: [1500

TCP MSS: [1450

Working Mode: " Bridge Mode

£ None

I[P Configuration:
© Unnumbered

¥ Static Address

" DHCP € BOOTP € PPF Negotiate

IP Address:  [10.1.1.1]

[Mask:

|24 (255 255 255,

0 -~

—Secondary IP Address L

Secondary IP I

Add | Remnuel

Address:
Mask: |24 (255.255.255.0) ~]
onnumbered [GigabitEthemet0/0 ]

Add GigabitEthernet 0/1 to the Trust zone

Select Device Management > Zone from the navigation tree.
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Zone D Zone Mame Freference Share Virtual Device Cperation
] Management 100 no - @ m
1 Local 100 no Root =Nl |
2 Trust 85 no Root -l |
3 DMZ 50 ne Root ol
4 Untrust 5 no Root =Rl |

e Click the e icon of the Trust zone to enter the Modify Zone page. Add GigabitEthernet 0/1 to

the Trust zone as shown in the figure below, and then click Apply to return to the Zone page.

Zone 1D | |

Zane Mame: |-;;_J_¢: |
Preference: IBE |{1-1DIZI}|
Share: Mo

Wirtual Device:

|Interfa|:e Vu Search I|Advanced Search

Interface Mame:

3]

7] Interface WLARN

GigabitEthernetdi

[ GigabitEthernetds2

[ GigabitEthernetsd

| |
| |
[] GigabitEthernetn/3 | |
| |
| |

[] MULLD

The ¥LAMNs should be separated by ' or - Far example:3, 8-10
ltems marked with an asterisk{®™) are required

[ Apply ][ Cancel ]

Configuration on the DHCP Server
1) Enable DHCP.

Select Network > DHCP > DHCP Server from the navigation tree, and then click on the Enable radio
button, as shown in the figure below.
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DHCF Service {* Enahble " Disahle

Address Pool

¥ Static 7 Dynamic

Client MAC Client MetBIOS
Faool IP ) . Drs WINS .
Rl [ Mask AddressiClient Domain  Gateway e I Mode Cperation
IO Mame TYDE

2) Create a dynamic DHCP address pool

On the DHCP Server page, click on the Dynamic radio button and click Add to enter the page shown

below:
IP Pool Mame |d3,rnamic: |*(1-35 Chars.)
IP Addtess 10110 I
Mask 1255.255.2550 v
Lease Duration
O Unlimited
@'daya(ﬂ-SES}Dhnurs(ﬂ-iS)Dminutes(D-ﬁQ}
Clignt Dornain Mame | ||:1-5|Z| Chars.)
Gateway Address |1|:|.1 A |{Up to 8 addresses separated by comma.)
DNS Server Address |1D.1.1.11 |(Uptnsaddresses separated by comma.)
WIMNS Server Address |1D.1.1.1D |(Uptn$addresses separated by comma )
NetBIOS Mode Type | v|

lterns marked with an asterisk{®) are required

| apply || cancer |

3) Create a static DHCP address pool

On the DHCP Server page, click on the Static radio button and click Add to enter the page shown
below:
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IP Pool Marme static *{1-35 Chars)
IP Address 10.1.1.5 &
Mask 2852662550 #

) Client MAC Address &) Client 1D |130-3066-2 eb5-3265- 1+

Client Domain Mame (1-80 Chars.)

Gateway Address 10.1.1.1 {Up to & addresses separated by comma.)
DMS Server Address 10.1.1.1 {Up to 8 addresses separated by commal)
WINS Server Address 10.1.1.10 {Up to & addresses separated by comma.)
MetBIOS Mode Type w

lterms marked with an asterisk(™ are required

[ Ay ” Cancel ]

Configuration on DHCP Clients

1) Configure GigabitEthernet 0/1 of client 2 to obtain an IP address through DHCP.

Interface Name: GigahitEthernet0n

Interface Type:

ViD:

MTU: 1500 (46-14500, Default= 1500)

TCP MSS: 1460 (128-2048, Default = 1460)

Working Mode: O Bridge Mode @ Router Mode

IP Configuration: OrMone O Static Address @DHCP O poaTP PPP Negotiate Unnurmbered
IP Address:
Mask:

Unnumbered Interface:

2) Configure client 1 (running Window XP in the example) as a DHCP client.

Right-click Network Neighborhood on the desktop and select Properties from the shortcut menu to
enter the Network Connections window. Right-click Local Area Connection and select Properties
from the shortcut menu to enter the Local Area Connection Properties window. Select a proper
network interface card for Connect using and select Internet Protocol (TCP/IP). Click Internet
Protocol (TCP/IP) and then click Properties to enter the Internet Protocol (TCP/IP) Properties
window. Click on radio buttons next to Obtain an IP address automatically and Obtain DNS server
address automatically.
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Verification

After the preceding configurations are complete, you can see that client 2 obtains a fixed IP address
10.1.1.5, and client 1 obtains an IP address on subnet 10.1.1.0/24.

1) View the detailed information of GigabitEthernet 0/1 on client 2. You can view the IP address that
the interface has obtained.

GigabhitEthernetl/1 current state: UP

Line protocol current state: TP

Description: GigabitEthernetl/1 Interface

The Maximuum Transmwit Unit iz 1500, Hold tiwer i=s 10 (=ed)
Internet Address is 10.1.1.5/2Z4, acoguired wis DHCP

2) Run the ipconfig/all command in the Command Prompt window. You can see configuration
information including that the corresponding network interface card has obtained IP address
10.1.1.6 from the DHCP server.

Fthernet adapter 2 HI7EE 6:
Connection—specific DHE Suffix

Descyiption . . . . . . - - . - . = Realtek RILB139 Family PCI Fast Ethe
vnet HIC

Physical Address. . . . . = = » = BA-BA-EB—SB-8C-7F
Dhecp Enabled. . . . . . . « = « = Yes
Autoconf iguration Enabled - = - = Yes

IP Address. . . . . . « = = = 18.1.1.6

Subnet Mask . . . . . . = - = 255255 255.8
Default Gateway . . . . = - > 1B.1.1.1

DHC BEPUVEF . . . . . - - - = 18.1.1.1

DHE Servers . . . . . « = = = 18.1.1.11

Primary WINS Serve . . - -« - = 18.1.1.18

Lease Obtained. . ; ] . . . :20809F4HeH 14:34:57
Lease Expires . . ) ) . . . : 288904 A7H 14:34:57

Configuration Guidelines

1) When a DHCP client resides on the same subnet as the DHCP server, to ensure communication
between them after the client obtains an IP address, it is recommended that you configure the
interface through which the server is connected to the client with an IP address from the address
pool and with the same mask as the address pool.

2) To configure a valid static binding, you need to bind an IP address to a MAC address or a client
ID. In this example, you can also bind the MAC address of the PC to the IP address, so that the
PC can obtain a fixed IP address.

3) If you bind an IP address to both a client ID and a MAC address, the IP-to-client ID binding is
preferential.

4) You can use the display shcp client verbose command on a DHCP client to view the client ID.

5) Currently, a static DHCP address pool supports one static binding only. That is, each static
binding is a static address pool.
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6)

7

The DHCP server does not perform address conflict detection on the IP address in a static
binding. To ensure communication after the client obtains the IP address, it is recommended that
you specify the static binding with the IP address on the same network segment as the server's
interface.

To exclude specific IP addresses from dynamic allocation, use the dhcp server forbidden-ip
command in system view.

Troubleshooting

Symptom

The client 2 in the preceding example obtains no IP address.

Analysis

The network connection fails or the interface of the DHCP server does not reside on the network
segment of the DHCP address pool.

Solution
1) Check that the interface through which the DHCP server is connected to the client resides in the
address pool.
2) Check that the dhcp enable command is configured on the DHCP server.
3) Configure the interface of client 2 with an IP address from the address pool and ping from the IP
address to the DHCP server to ensure the network connectivity.
4) Use the debug command on the DHCP server and the client respectively to verify that the packet

exchange process is normal.

DHCP Configuration Example Il

No matter whether a relay agent exists or not, the DHCP server and client interact with each other in
a similar way.

The DHCP relay agent works as follows:

1
2)
3)

A DHCP client broadcasts a DHCP-DISCOVER message.

The DHCP relay agent forwards the message to the designated DHCP server in unicast mode.
The DHCP server returns an IP address and other configuration parameters to the relay agent,
which conveys them to the client.

Network Requirements

As shown in Figure 2, Device B is connected to the network where the DHCP client (PC) resides
through GigabitEthernet 0/1, and is connected to the DHCP server (Device A) through
GigabitEthernet 0/2. The IP address of GigabitEthernet 0/1 on Device A is 2.1.1.1/24, and that of
GigabitEthernet 0/2 on Device B is 2.1.1.2/24. Device B serves as a DHCP relay agent to forward
DHCP messages, so that the DHCP client can obtain an IP address and other parameters from the
DHCP server.
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Figure 2 Network diagram for DHCP configuration example I

DHCP server DHCP relay DHCP client
e GHEO/1 GEO/2 e GEO/1

2.1.1.1/24 2.1.1.2/24 10.1.1.1/24
Device A Device B PC

Configuration Considerations

e Configure Device A as the DHCP server.
e Configure Device B as the DHCP replay.
e Configure the PC as the DHCP client.

Software Version Used
SecPath F1000E: V300R001B01 R3166 series and V300R001B01 F3166 series
SecPath F5000-A5: V300R002B01 R3206 series

SecPath UTM 200-A/200-M/200-S firewall: V500R001B01 R5116 series
Configuration Procedure

Configuration on the DHCP Server

e Specify the IP address of GigabitEthernet 0/1 on Device A as 2.1.1.1/24 and add the interface to
the Trust zone. For more information, see Basic Configuration.

e Select Network > DHCP > DHCP Server from the navigation tree, click on the Enable radio
button, and configure a dynamic DHCP address pool, as shown in the figure below.

DHCF Service * Enahble " Disahle

Address Fool

" Static & Dynamic

Client MetBIOS
Pool IP i . DM WINS
e R Mask Lease Time Domain  Gateway T | Mode
Mame Type
1 10.1.1.0  235.255.255.0 1dayvsOhoursOminutes 10111 101112

e Add a static route to the network segment 10.1.1.0. Select Network Management > Routing
Management > Static Routing from the navigation tree, click Add, and then perform the
operations as shown in the figure below.
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Add a Static Route

Destination IP Address: |1D.1.1.D |*
Mask: | 265.256.266.0 v
Next Hap: [21.12 |
Outhound Interface: | v
Priarity: | 1-258)

Iterms marked with an asterisk(™) are required

[ Anply ]l Cancel l

Configuration on the DHCP Relay

e Specify the IP address of GigabitEthernet 0/2 on the Device B as 2.1.1.2/24 and that of
GigabitEthernet 0/1 as 10.1.1.1/24.

e Add GigabitEthernet 0/1 and GigabitEthernet 0/2 to the security zones as needed. For more
information about the configurations, see Basic Configuration.

e Select Network > DHCP > DHCP Relay from the navigation tree, click on the Enable radio
button and then click Apply. Create a server group with IP address 2.1.1.1, that is, the IP
address of GigabitEthernet on the DHCP server, as shown in the figure below.

DHCF Senvice & Enable O Disahble

| pisplay advanced Configuration |

}O\ |Ser\rerGrDup ID V" Search ]|Ad\ranced Search

Server Group D P Address Qperation
0 2111 il]

Add

Interface Config
|'O\ Interface Mame V" Search ]|Ad\ranced Search
Interface Mame DHCP Relay State Operation

GigahitEthernet0/o Dizabled @
GigahitEthernetlil Disahled @
GigahitEthernet0s2 Dizabled @
GigahitEthernetl/3 Disahled @
GigabitEthernet0rd Disabled [EE]

e On the Interface Config field, click the & icon of GigabitEthernet 0/1. Click on the Enable radio

button next to DHCP Relay, select O for Server Group ID, and click Apply.
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Interface Mame GigahitEthernet0n

DHCP Relay ® Enahle O Disable
Address Match Check {JEnable () Disable
Server Group 1D M o=

[tems marked with an asterisk{® are required

[ Appy “ Cancel ]

Configuration on DHCP Client

Configure the PC (running Window XP in the example) as a DHCP client.

Right-click Network Neighborhood on the desktop and select Properties from the shortcut menu to
enter the Network Connections window. Right-click Local Area Connection and select Properties

from the shortcut menu to enter the Local Area Connection Properties window. Select a proper
network interface card for Connect using and select Internet Protocol (TCP/IP). Click Internet
Protocol (TCP/IP) and then click Properties to enter the Internet Protocol (TCP/IP) Properties
window. Click on radio buttons next to Obtain an IP address automatically and Obtain DNS server

address automatically.

Verification

After the preceding configurations are complete, you can see that the PC obtains an IP address from
the address pool configured on the DHCP server (Device A). Run the ipconfig/all command in the
Command Prompt window and you can see detailed configuration information.

Configuration Guidelines

1

2)

3)

When the DHCP server resides on a different network from the DHCP client, the interface
through which the DHCP server is connected to the DHCP relay agent can be configured with
any IP address not belonging to the address pool, whereas the interface through which the
DHCP relay agent is connected to the DHCP client needs to be configured with an IP address
from the address pool. To ensure normal communication after the client obtains an IP address,
you need to configure the interface with the same mask as the address pool.

You can configure static bindings in a similar way as that of configuration example I. The DHCP
server does not perform conflict detection on the IP address of a static binding. Therefore, to
ensure the interconnection after the client obtains the IP address, it is recommended that you
specify the static binding with the IP address on the same network segment as the DHCP relay
agent's interface.

Configure a reachable route between the DHCP server and the DHCP client; otherwise, the client
may fail to communicate with the server after obtaining an IP address, or the client cannot obtain
an IP address because the server cannot forward the DHCP-OFFER message to the client. In
this example, static routes are configured on the server and the client. You can use other routing
protocols as well.
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4)

5)

When multiple DHCP relay agents exist, you need to configure the interface address, relay agent
mode and the corresponding next server group for each DHCP relay agent, and ensure that the
route is reachable. You can also select the DHCP server address as the server group and ensure
the route to the DHCP server is reachable.

To enhance security, you can enable the invalid IP address check feature on the interface
through which the DHCP relay agent is connected to the client. With this feature enabled, the
DHCP relay agent checks whether a requesting client’s security entry exists on the DHCP relay
agent. If not, the client cannot access outside networks via the DHCP relay agent. Note that the
security entry of a client is added in the user information.

Troubleshooting

Symptom

The DHCP client (PC) cannot obtain an IP address.

Analysis

The network connection fails, the routes are unreachable, or the interface enabled with DHCP relay
agent does not belong to the DHCP address pool configured on the DHCP server.

Solutioin

1

Check that the IP address of GigabitEthernet 0/1 of the DHCP relay agent (Device B) belongs to
the DHCP address pool.

2) Check that the DHCP service is enabled on Device B.

3) Check that routes between devices are reachable. You can manually configure an IP address for
the PC and ping the DHCP server and relay agent to check connectivity.

4) Check that the invalid IP address check feature is disabled on GigabitEthernet 0/2. If the feature
is enabled, remove the configuration or add a static security entry for the server on the DHCP
relay agent, so as to ensure the normal packet exchange between the server and the client.

5) View the server group information on the DHCP relay agent and make sure that the relay agent
interface address is not used as the IP address of the server group.

6) Run the debug command on the server and the relay agent respectively to verify that the packet
exchange process is normal.
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SecPath Series Firewalls NAT Configuration Examples

Keywords: NAT, PAT, private address, public address, address pool

Abstract: This document describes the characteristics, application scenarios, and configuration examples of

the network address translation (NAT) features of SecPath series firewalls.

Acronyms:
Acronym Full spelling
NAT Network Address Translation
ALG Application Level Gateway
ACL Access Control List
VPN Virtual Private Network
PAT Port Address Translation
No-PAT No-Port Address Translation
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Feature Overview

NAT translates an IP address in an IP packet header to another IP address.

In practice, NAT is primarily used to allow users using private IP addresses to access public networks.
With NAT, a small number of public IP addresses are used to enable large numbers of internal hosts
to access the Internet. Thus NAT effectively alleviates the depletion of IP addresses. NAT provides
privacy for the internal network and can provide specific services for users on the Internet as needed.

The SecPath series high-end firewalls use a multi-core CPU, featuring excellent service processing
capability and performance. They can be used as the security gateways of large scale enterprise
networks to provide one-to-many, one-to-one, and internal server address translation functions. In
addition, they support multiple VPNs and address translation of VLAN interfaces..

Application Scenarios

e Using a small number of public IP addresses to enable a large number of internal hosts to access
the Internet.

e Providing privacy for the internal network.

e Providing specific services for users on the Internet as needed.

Configuration Guide

NAT basic configuration can be performed through the web interface. NAT support for multi-VPN,
such as multi-VPN routing and multi-VPN access control list (ACL) can be configured only through the
command line interface (CLI).

You can configure the following NAT features through the web interface:

e FEasylIP

e PAT

e NoO-PAT

e  Static NAT

e NAT server

Devices Supporting NAT

SecPath F5000-A5, SecPath F1000E, and SecPath UTM 200-A/200-M/200-S firewalls.

Software Version Used
SecPath F1000E: V300R001B01 R3166 series and V300R001B01 F3166 series
SecPath F5000-A5: V300R002B01 R3206 series

SecPath UTM 200-A/200-M/200-S firewalls: V500R001B01 R5116 series

Hangzhou H3C Technologies Co., Ltd. www.h3c.com 3/25



H3C SecPath Seires Firewalls NAT Configuration Examples

Configuration Saving

Save your configuration in time. To do so, select Device Management > Maintenance > Save from
the navigation tree, and click Apply, as shown in the following

figure.

m Backup Restore Initialize

This operation will save your configuration to device.

Are you sure to save the current configuration?

O Encrypt the configuration file.

[ Apply ” Back ]

Configuration Examples

@ Note

The SecPath F1000E is used in the configuration examples.
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Networking Scenarios

Figure 1 Network diagram for NAT operation

PC3
1721.1.2/24

GEO/1 PC2
1721.1.1/24 2.1.1.0/24
Device

Server DMZ
GE0/O GEO/3
2.1.1.1/24

1551.1.1/24

1551.1.2/24 GEO/2

1.1.1.1/24
PC3

1.1.1.2/24

Trust ‘ PC1

Device Basic Configuration

Configuring Interfaces

Select Device Management > Interface from the navigation tree. Perform interface configuration.
GigabitEthernet 0/0, GigabitEthernet 0/1, GigabitEthernet 0/2, and GigabitEthernet 0/3 are Layer 3
interfaces, and their IP addresses are shown in Figure 2.

Adding the Interfaces to Zones

Select Device Management > Zone from the navigation tree, and add the following interfaces to the
corresponding zones.

Add GigabitEthernet 0/0 into the management zone (default).
Add GigabitEthernet 0/1 into the Untrust zone

Add GigabitEthernet 0/2 into the Trust zone.

Add GigabitEthernet 0/3 into the DMZ zone.
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Figure 2 Add interfaces to zones

Mame IP Address Mask Security Zone
iSigahitEthernet0id 155111 2552552550 -
SigabitEthernst0n 172111 255255 2550 Untrust
isigahitEthernetl/? 1111 2552552550 Trust
isigabitEthernet0/2 2111 255 255 255 0 DMz

Configuring ACL
Configure ACL 2000 to match traffic from subnet 192.168.1.0/24 to subnet 172.16.0.0/24.

Select Firewall > ACL from the navigation tree, and click Add to enter the following page:

2000-25899 for Basic ACL.

ACL Number: 2000 |+ 3000-3999 for Advanced ACL.
4000-4999 for Ethernet Frame Header ACL.

Match Order: |Cnnﬁg ¥

lterns marked with an asterisk(®) are required

I Apply ” Cancel ]

e  Type 2000 for ACL number.

e  Select the match order Config.

e Click Apply.

e Click the [ icon of ACL 2000 to enter the ACL rule page. Click Add and configure as follows:

Figure 3 Configure the

Rule ID Operation Description Time Range Operation
i permit source 2.1.1.0 0.0.0.255 —Mone-—- ]
5} permit source 1.1.1.0 0.0.0.255 --Mone-- m
A

NAT Configuration Examples
Easy IP
Requirements

Use an ACL to permit only certain internal IP addresses to be NATed and use the public IP address of
an interface as the translated source address.
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Configuration steps

1) Select Firewall > NAT > Dynamic NAT from the navigation tree, as shown in the following figure:

Address Pool

i Index Start IP Address End IP Address Priority Operation
! Interface ACL Address Pool Index Address Transfer Tracked VRRP Group Operation

2) Click Add in the Dynamic NAT field to enter the Add Dynamic NAT page.
e Select GigabitEthernet0/1 for Interface, type 2000 for ACL, select Easy IP for Address
Transfer, and then click Apply.

Add Dynamic MAT

Interaface: | SigabitEthernet0s V|

ACL: 2000 *(2000-3988)

Address Transfer; | Easy IF v|

Address Pool Index: :(D-Eﬁﬁj

[] Enable trackto YRRF WRREF Group: [{1-244)

[terms marked with an asterisk(™ are required

[ Apply ][ Cancel ]

e Access PC 3 in the Trust zone from PC 2 in the DMZ zone, and perform ping, HTTP, FTP, DNS,
and Telnet operations.
e  Check the session list to view the results.

Verification results

1) The ping, HTTP, FTP, DNS, and Telnet operations are successful.

2) Check the session list:

e Select Firewall > Session Table > Session Summary from the navigation tree to enter the
following page:
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Query tern: [ Init Src P % | P Address: | Search

Init PN Resp VPN
O nitseclp Init Dest P S Resp Src IP Resp DestIP o Protocol  Session Lif(est)im'
INLINE INLINE
[ 192.168.100.14:3303 192.168.250.230:3081 — 192.168.250.230:8081 192.168.100.14:3303 — TP SYN 12
[ 21.1.2:1395 172.1.1.2:80 — 172.1.1.2:80 1721.1.1:1102 — TCP  TCP-EST 3600
[ 172.1.1.1:21 172.1.1.2:12292 — 172.1.1.2:12292 172.1.1.1:21 — TCP  TCP-EST 3592
[ 192.168.100.14:3346 192.168.250.230:161 — 192.168.250.230:161 192.168.100.14:3345 — UDP  UDP-OPEN 24
[] 192.168.96.15:4352 192168.250.241:80 — 192.168.250.241:80  192.168.96.15:4352 — TCP  TCP-EST 3600
[] 21.1.2:1392 172.1.1.2:21 — 172.1.1.2:21 172.1.1.1:1100 — TCP  TCP-EST 3597
Grecards,| 19 % |per page | page 101, record 1-6 | 1
Delgelected || Delal |

e Type 2.1.1.2 in the IP Address text box, and click Search to display the search result, as shown
in the following figure.

Query ltermn; | Init Sre P » |pAddregg;|2.1.1.2 | Search

Init %P Resp VPR
. : WER T (ri=TH Session  Lifetime
Protacal
O itSeclp Init Dest 1P Ly | (FESDEELS fReepREslE | Pt Status =)
IMLIMNE IMLIME
[] /21121043 17211221 -—- 1721124 1721111027 - TCP TCP-EST 34538

Del Selected || Del Al

Remarks
Remove the configuration in this example before performing another configuration example.
PAT
Requirements

Translate the source address of a packet into an IP address in the NAT address pool and translate the
source port of the packet.

Configuration steps

1) Create an address pool.
e Select Firewall > NAT > Dynamic NAT from the navigation tree, to enter the following page:
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Address Pool

| Index Start IP Address End IP Address Priority Operation
| Interface ACL Address Pool Index Address Transfer Tracked VRRP Group Operation

e Click Add in the Address Pool field to enter the Add NAT Address Pool page, as shown in the
following figure.

Type the address pool index, start IP address, and end IP address, and then click Apply.

Add MAT Addr
Index 20 " (0-258)
Start IP Address: 172115 |+
End IP Address: 1172.1.1.10) |+
IF] Lowe priarity {used for Dual-Systerm Hot Backup anly

[terms marked with an asterisk(™ are required

[ Apply ][ Cancel ]

2) Configure NAT PAT
e Select Firewall > NAT > Dynamic NAT from the navigation tree, to enter the page as shown in
the following figure:

Address Pool

| Index Start IP Address End IP Address Priarity Operation
| Interface ACL Address Pool Index Address Transfer Tracked VRRP Group Operation

e Click Add in the Dynamic NAT field to enter the Add Dynamic NAT page.

Select GigabitEthernet0/1 for Interface, type 2000 for ACL, select PAT for Address Transfer, and
then click Apply.
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Add Dynamic If-]_.'h"-.T

Interaface: | GigahitEthernets Vi

ACL: 2000 *(2000-33345)

Address Transfer | PAT v|

Address Pool Index: 20 (0-255)

[] Enahle track to VRRP YREF Group: (1-25a)

terms marked with an asterisk(™) are required

[ Apply ” Cancel ]

e Access PC 3 in the Trust zone from PC 2 in the DMZ zone, and perform ping, HTTP, FTP, DNS,

and Telnet operations.

Check the session list to view the result.

Verification results

1) The ping, HTTP, FTP, DNS, and Telnet operations are successful.

2) Check the session list: The destination IP address (the translated address) of the session
response is an IP address in the address pool, and the source port is translated.

Type 2.1.1.2 in the IP Address text box and click Search to display the search result, as shown in the

following figure.

Init WPk Resp WPH
; ’ YRR WER S Session  Lifetirme
Init Sre P Init Dest IP Resp Bro IP Resp DestIP Protacol
o st WLAMN . WLAN ] Status (5
IMLIMNE IMLIME
[] 21421044 17211201 1721121 1721171025 |- TP TCP-EST 35490
Del Selected || Delal
Remarks

Remove the configuration in this example before performing another configuration example.
No-PAT

Requirements

Configuration steps

1) Create an address pool.
e Select Firewall > NAT > Dynamic NAT from the navigation tree, as shown in the following figure:
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Address Pool

| Index Start IP Address End IP Address Priority Operation
| Interface ACL Address Pool Index Address Transfer Tracked VRRP Group Operation

e Click Add in the Address Pool field, to enter the Add NAT Address Pool page, as shown in the
following figure.

Type the address pool index, start IP address, and end IP address, and then click Apply.

Index 30 *{0-265)

Start IP Address: 1172.1.1.20 E

End IF Address: 1172.1.1.30 E

IF] Low priarity (used for Dual-Systerm Hot Backup anlky)

[terms marked with an asterisk(™ are required

[ Apply ][ Cancel ]

2) Configure No-PAT
e Select Firewall > NAT > Dynamic NAT from the navigation tree, to enter the page as shown in
the following figure:

Address Pool

| Index Start IP Address End IP Address Priarity Operation
| Interface ACL Address Pool Index Address Transfer Tracked VRRP Group Operation

e Click Add in the Dynamic NAT field to enter the Add Dynamic NAT page.

Select GigabitEthernetO/1 for Interface, type 2000 for ACL, select No-PAT for Address Transfer,
and then click Apply.
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Add Dynamic MAT

Interaface: | GigabitEthernet0 s |

ACL: 2000 *(2000-3999)

Address Transfer: | Mo-PAT v|

Address Fool Index: 20 [0-25858)

[] Enable trackto YRRF WREF Group: (1-269)

[terms marked with an asterisk(™ are required

[ Apply ” Cancel ]

e Access PC 3 in the Trust zone from PC 2 in the DMZ zone, and perform ping, HTTP, FTP, DNS,

and Telnet operations.
e Check the session list to view the result.

Verification results

1) The ping, HTTP, FTP, DNS, and Telnet operations are successful.
2) Check the session list: The destination IP address (the translated address) of the session
response is an IP address in the address pool, and the source port is not changed.

Type 2.1.1.2 in the IP Address text box and click Search to display the search result, as shown in the

following figure.

Guery lterm: | Init Sro P IPAddress:|2-1-1-2 | Search

Init WP Resp VPR
) ; WER =14 Session  Lifetime
7] Init Sre 1P Init Dest P VLA | Fesp &re IP - Resp DestIP LA Protocol Status =)
IMLIME IMLIME
[] /2.1.1.2:1043 172.1.1.2:21 1721.1.2:21 1721111043 - TCP TCP-EST 3538
DelSelected || Del Al

Remarks

Remove the configuration in this example before performing another configuration example.
Static NAT

Requirements

Configure a static one-to-one NAT entry that does not translate the source or destination port.

When an ACL is specified, the static NAT entry only translates packets permitted by the ACL.

Configuration steps

1) Configure static address translation.
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e Select Firewall > NAT > Static NAT from the navigation tree, as shown in the following figure:

Static Address Mapping

I Internal IP Address Global IP Address MNetwork Mask VPN Instance ACL Operation ‘
Interface Static Translation
I Interface Name Tracked VRRP Group Operation

e Click Add in the Static Address Mapping field to enter the Add Static Address Mapping page.
Type the internal and global IP addresses and click Apply.

Add Static Address Mapping

WPM Instance:

Internal IF Address: 2.1.1.2

Global IP Address: |1T2.1.1.5EI

[ ] Metwark Mask 24 (256.255.255.0)

ACL: i (2000-3999)

Iterms marked with an asterisk®) are required

[ Apply ][ Cancel ]

2) Enable static address translation.
e Select Firewall > NAT > Static NAT from the navigation tree, as shown in the following figure:

Static Address Mapping

] Internal IP Address Global [P Address Netwark Mask VPN Instance ACL Operation ‘
Interface Static Translation
I Interface Name Tracked VRRP Group Operation

e Click Add in the Static Address Mapping field to enter the Enable Interface Static Translation
page.
Select GigatbitEthernet0/1 for Interface Name and click Apply.
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Enahle Interface Static Translation

Intarface Mame: i SigabitEthernet0s o

[ ] Enahble trackto VRRP YREP Group: | [(1-255)

[ Apply ][ Cancel ]

e Access PC 3 from PC 2 and perform ping, HTTP, FTP, DNS, and Telnet operations.
e Check the session list. Verification result (1) is expected.
3) Create an ACL to control the access from the Untrust zone to the DMZ zone.

@ Note

By default, the SecPath firewalls allow hosts in higher-priority security zones to access hosts in lower-
priority security zones, but not vice versa. To allow an external host to access an internal host, you
need to configure an interzone policy.

e Select Firewall > Security Policy > Interzone Policy from the navigation tree, as shown below:

P Search Item: Source Zone ¥ |Keywords:
Source Dest Source Destination — Time Filter o Source Destination .
O Zone Zone & Address Address i Range Action LR | G| e MAC MAC Operallnn‘

[ g0 |[ pelsetected |[ import || Export |

e Click Add to enter the Add ACL Rule page, and perform the configuration as shown in the figure
below:
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—

Source Zone
Dest Zone

Description

i_@ust b
DMZ v
1

(1-31 Chars.)

Source [P Address

) Mew IP Address I “wildcard must be reserved mask
(&) Source IP Address | any_address V| [ Multiple ]
Destination IP Address
O Mew IP Address I “wildcard must be resered mask
(%) Destination IP - :
bl
Wi | any_address | [ Multiple ]
Service
RIS |an T "l [ T— e Each senice stands for an ir
Yo P need to specify a service for
; : .. .. » Filter action can be Permit o1
FE e |M| the selected senvice.
Titme Range | vi
ClUsing MAC Address
Enable Syslog [ Status Continue to add next rule

lterms marked with an asterisk(™) are required

[ Apply ” Cancel l

In the same way, create an ACL rule to control the access from the Untrust zone to the Trust

zone. The configured ACL rules are shown as follows:

" Search ]

b Search Item:| Source Zone b |Keywords:|
Source Dest Source Destination : Time Filter . Source Destination "
@ e | e ® address address Herice o nge  acion DeScripfion Status - lLag MAC MAC Ol
[ Unirust DMZ 1] any address any address any service Fermit 1 SSOELDT Disabled B I s EC
[] Untrust  Trost 1] any address any address any service Permit 2 SSOELDT Disabled 3] ﬂ < EE
[ ot | peisetected | import |[ Export |

Access PC 2 in the DMZ zone from PC 3 in the Trust zone, and perform ping, HTTP, FTP, DNS,

[ ]

and Telnet operations.
e Check the session list. Verification (2) is expected.
4) Create ACL 2000 as follows:

Rule ID Cperation Cescription Time Range Cperation
1 permit source 172.1.1.00.0.0.255 --Mone-- i |

fatd
e Apply ACL 2000 to the static NAT entry.
www.h3c.com 15/25
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Add Static Address Mapping

YPM Instance: |_V|

Internal IF Address: 2112 i

Global IP Address: 172.1.1.50 i

[ Metwark Mask

AL 2000 {2000-39949)

lterns marked with an asterisk(®) are required

[ Apply ” Cancel ]

e Access PC 3 from PC 2 and ping IP address 172.1.1.2. Verification (3) is expected.
e Access PC 2 from PC 4 and ping IP address 172.1.1.50. Verification (4) is expected.

Verification results

1) The ping, HTTP, FTP, DNS, and Telnet operations are successful.

Check the session list:

Type 2.1.1.2 in the IP Address text box and click Search to display the search result, as shown in the
following figure.

Guery ltern: | Init Src [P |PAddressj|2.1.1.2 | Search

Init %P Resp YEH
) ) YR T WP T Session  Lifetime
F] Init Src IP Init Dest [P VLAR | Resp Src P Resp Dest [P LA Protocol Status -
IMLIME IMLIME
[] 21.1.21054 1721121 1721010220 1721.1.501054 - TCP TCP-EST 3538
Del Selected || Delal

2) The ping, HTTP, FTP, DNS, and Telnet operations are successful.

Check the session list. The destination IP address is translated to the internal address but the
destination port number keeps unchanged.

Type 172.1.1.2 in the IP Address text box, and click Search to display the search results.

3) PC 2 cannot access PC 3 because ACL 2000 only permits packets from 172.1.1.0 and thus
denies packets from subnet 2.1.1.0.
4) PC 3 can access PC 2 because ACL 2000 permits packets from subnet 172.1.1.0.
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Query ltem: | Init Src P~ P pddress: |172.1.1.2 | [ gearch |

Init WP Resp YPH
: ) YR WP S Secsion  Lifetime
Resp Src [P Resp DestIP .
i Init Sre IP Init Diest IP VLAM J R p VLAN / Protocol Slatus (=)
IMLIMNE [MLINE
[1 1721122082 172.1.1.80:21 21.1.2:41 172.1.1.2:2082 - TCR TCP-EST 3593
Del Selected ][ Del All

Remarks
Remove the configuration in this example before performing another configuration example.

Internal Server

Requirements

Configure an internal server that provides services to external hosts. Upon receiving a request from
an external host that wants to access the internal server, NAT on the firewall translates the destination
address and port of the request to the private address of the internal server and a specified
destination port. .

Configuration steps

1) Configure an internal server
e Select Firewall > NAT > Internal Server from the navigation tree to enter the page as shown
below:

‘ Interface VPN Instance Global I Range of Global Fort Range of Internal [P Internal Port Protocol Type ACL Tracked YRRP Group Operation

Add

e Click Add to enter the Add Internal Server page, and perform the configuration as shown in the
page below, and click Apply.
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Add Inpzlrn:a__.. el

Interface:
YPM Instance:

Frotacal Type:
External IP Address
() Assign IP Address:

' Use P Address of Interface:
Global Port:

Internal IF;

Internal Fort:

AL

[] Enable track to WRRP

| GigabitEthemetl) v

|8
1{ICMP) ~ |
172.1.1.60 F
(0-65534, 0 represents any.)
H (1-655345)
211.2 F
(0-65534, 0 represents any.)
[(2000-35949)
VRERP Group: (1-259)

lterms marked with an asterisk(™ are required

[ Apply ” Cancel l

2) Create an ACL that permits access from the Untrust zone to the DMZ zone.

In the same way, create an ACL to permit access from the Untrust zone to the Trust zone.

Access PC 2 from PC 3, ping public address 172.1.1.60. Verification (1) is expected.

3) Create ACL 2000 that denies all packets.

4) Apply ACL 2000 to the internal server as shown below.

Hangzhou H3C Technologies Co., Ltd.
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Add Internal Server

Interface: | GigabitEthernet0/1 v

YPM Instance: |_v|

FProtocaol Type: i'I(TM_F')_ﬂ

Edernal IP Address -

® Assign IP Address: 17211 60 "

O Use IP Address of Interface;

Global Port: (0-65535, 0 represents any.)
L 1-65535)

Internal IF: 2112 F

Internal Fort; (0-695345, 0 represents any.)

ACL: 2000 (2000-3999)

(] Enable frack to YRRP VRREF Group: (1-2549)

[tems marked with an asterisk(®) are required

I Apply ” Cancel ]

5) Access PC 2 from PC 3, ping public address 172.1.1.60. Verification (2) is expected.
Verification results

1) The ping operation is successful.

Check the session list:

Type 172.1.1.2 in the IP Address text box, and click Search to display the search results.

Query ltern: | Init Sre 1P % 1P Address: [172.1.1.2 | Lgearch

Init WP Resp VPN
_ _ YR | Resn Destlp WPN/ Session Lifetim
[0 nitSrcip InitDestiP 4y, FesRSrElP RESRLESE yyuny Protosol “giois g
IMLIME IMLIME
: : : : ICMP-
[] 1721.1.2:2048 1721160768 — 21.1.2:0 172.1.1.2.768 ICMP < oagp 20

DelSelected || Del Al

2) Because ACL 2000 denies all packets, the ping operation fails and the internal server does not
work.

Remarks

Remove the configuration in this example before performing another configuration example..
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NAT on a VLAN Interface
Requirements
Easy IP is used in this example.

Configuration steps

@ Note

Step 1 and 2 are configured at the CLI.

1) Specify interfaces GigabitEthernet 0/0, GigabitEthernet 0/2, and GigabitEthernet 0/3 as Layer 3
interfaces. Specify GigabitEthernet 0/1 as a Layer 2 access interface and add it to VLAN 3.

<Device>system-view

System View: return to User View with Ctri+Z.

[Device]lvlan 3

[Device-vlan3]quit

[Device]interface GigabitEthernet0/1

[Device-GigabitEthernet0/1]port link-mode bridge

[Device-GigabitEthernet0/1]port access vlan 3

2) Create VLAN-interface 3 and specify an IP address for VLAN-interface 3.

[Device]interface Vlan-interface3

[Device-Vlan-interface3]ip address 172.1.1.1 255.255.255.0

3) Add GigabitEthernet 0/0 to the Management zone, GigabitEthernet 0/1 and VLAN-interface 3 to
the Untrust zone of the root device, and GigabitEthernet 0/3 to the DMZ zone of the root device.

e Select Firewall > NAT > Dynamic NAT from the navigation tree, click Add in the Dynamic NAT
field to enter the Add Dynamic NAT page, as shown in the following figure.

Select GigabitEthernet0/1 for Interface, type 2000 for ACL, select Easy IP for Address Transfer,
and then click Apply.
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Add Dynarnic MAT

Interaface:
ACL:
Address Transfer:

Address Paoal ndex:

] Enable track to VRRP

|Vlan-interfa|:93

v

2000 F2000-3999)
| Easy IP VH
(0-255)
YRREP Group: (1-289)

lterms marked with an asterisk®) are required

[ Apply ” Cancel ]

e Access PC 3 from PC 2 and perform ping, HTTP, FTP, DNS, and Telnet operations.
e Check the session list to view the result.

Verification results

e The ping, HTTP, FTP, DNS, and Telnet operations are successful.
e  Check the session list:
Type 2.1.1.2 in the IP Address text box and click Search to display the search result, as shown in the

following figure.

Query ftern; | Init Src P % | P address: [2.1.1.2

| Search

Init Ve Resp VPN
: : WEM T YR Session  Lifetim
Init Dest |P Resp Src P Resp DestIP Protocol
a VLAN | WLAN | Status ()
INLINE IMLINE
- : : : ICMP-
[] 21.1.2:2048  172.1.1.2:04 1721020 172.1.1.1:1024 ICMP - eep 10
DelSelected || Delal
Remarks

Remove the configuration in this example before performing another configuration example.
NAT Support for Multi-VPN

Requirements

Easy IP is used in this example. Perform the configuration at the CLI and web interface.

Configuration steps

1) Configure VPNSs:
e Configure multi-VPN;

e Bind an interface to multi-VPN;
Hangzhou H3C Technologies Co., Ltd.
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e Configure VPN routes;
e Configure a VPN ACL.

View Command Description

[Device] ip vpn-instance vpnl

[Device-vpn-instance-vpnl] route-distinguisher 111:1 Configures a VPN

instance.

[Device-vpn-instance-vpn1i] vpn-target 111:1 export-extcommunity

[Device-vpn-instance-vpnl] vpn-target 111:1 import-extcommunity

[Device-vpn-instance-vpnl] quit

[Device] interface GigabitEthernet0/3

Binds the interface to

[Device-GigabitEthernet0/3] | ip binding vpn-instance vpnl the VPN instance.

Specifies an IP address

[Device-GigabitEthernet0/3] | ip address 2.1.1.1 24 .
for an interface.

[Device-GigabitEthernet0/3] | quit

[Device] interface GigabitEthernet0/1

Binds the interface to

[Device-GigabitEthernet0/1] | ip binding vpn-instance vpnl the VPN instance.

Specifies an IP address

[Device-GigabitEthernet0/1] | ip address 172.1.1.1 24 for the interface.

[Device-GigabitEthernet0/1] | quit

[Device] acl number 2000
[Device-acl-basic-2000] rule permit Adds an ACL rule.
[Device-acl-basic-2000] rule permit vpn-instance vpnl Adds a VPN ACL rule.

ip route-static vpn-instance vpnl 0.0.0.0 | Configures a VPN route

[Device] 0 172.1.1.2 public to the public network.

2) Select Firewall > NAT > Dynamic NAT from the navigation tree, click Add in the Dynamic NAT
field to enter the Add Dynamic NAT page, as shown in the following figure.

e Select GigabitEthernet0/1 for Interface, type 2000 for ACL, select Easy IP for Address
Transfer, and then click Apply.
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Add Dynamic MAT

Interaface: ZigahitEthernet0/1 b |

ACL 2000 F{Z2000-39949)

Address Transfer: | Easy IP v|

Address Pool Index; [(0-2553

] Enable track to YVRRF YRERP Group: | .{1-255}

[terms marked with an asterisk(™ are required

[ Apply ” Cancel ]

e Access PC 3 from PC 2 and perform ping, HTTP, FTP, DNS, and Telnet operations.
e Check the session list to view the result.

Verification results

e The ping, HTTP, FTP, DNS, and Telnet operations are successful.
e  Check the session list:

Type 2.1.1.2 in the IP Address text box and click Search to display the search result, as shown in the
following figure.

Query ltern: | Init Sre 1P % | P address: |2.1.1.2 | [ Search ]

Init Resp

[ Init Sre 1P Init Dest IP VEM FVLAN / Resp Sre 1P Resp DestIP VPN fVLAN ¢ Protocol g?:ﬁ';n
IMLIME IMLINE
[ 21121632 1721.1.2:21 vpn: 1 172.1.1.2:21 172.1.1.1:1028 wpn: 1 TCP TCP-EST
. ’ . . . . : ICMP-
[] 2.1.1.2:2048 172.1.1.2:768 vpn: 1 172.1.1.2:0 172.1.1.1:1050 wpn: 1 ICMP CLOSED

Remarks

Remove the configuration in this example before performing another configuration example. <0

e Specify a VPN instance when configuring a static NAT entry, as shown below:
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Add Static Address Mapping

YPM Instance:

Internal IF Address: 214

Global IP Address: 172.1.1.40

[ I Metwaork Mask 24 (2558,255.265.0)
AL

[(2000-3399)

lterns marked with an asterisk(®) are required

[_ Apply J[ Cancel ]

e Specify a VPN instance when configuring an internal server.

Add Internal Server

Interface:
WPM Instance:

Frotocal Type:

External IF Address

() Assign IP Address:

(O Use IP Address of Interface:
Global Fort:

| GigabitEthemetl/l v

1(ICMP) v

172.1.1.80

Crrrant latarfar
-UFFent [ATeracE

'2(0-65535, O represents any.)

_ (1-65535)
Internal IP: 2112
Internal Por: | 5(0—55535, 0 represents any.)
ACL: [(2000-39049)

[ Enahle track to VRRP VRRP Group: 1-255)
ltems marked with an asterisk(® are required

[ Apply ” Cancel l

References

Protocols and Standards

¢ RFC1631
¢ RFC1918
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SecPath Series Firewalls Layer 2 and Layer 3
Forwarding Configuration Examples

Keywords: Transparent mode, routing mode, hybrid mode, VLAN

Abstract: This document presents configuration examples for the SecPath series firewalls operating in

transparent mode, routing mode, and hybrid mode respectively.

Acronyms:
Acronym Full spelling
UTM Unified Threat Management
VLAN Virtual Local Area Network
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Feature Overview

Layer 2 and Layer 3 forwarding falls into the following types: general Layer 2, general Layer 3, inline,
and inter-VLAN Layer 2.

General Layer 2 and Layer 3 Forwarding

A SecPath series firewall operates either in route or bridge mode. When operating in route mode, the
firewall supports Layer 3 forwarding only. When operating in bridge mode, the firewall supports Layer
2, Layer 3 (by using VLAN interfaces), and Layer 2 and Layer 3 hybrid forwarding. When the
destination MAC address of an incoming packet matches the MAC address of the receiving VLAN
interface, the firewall forwards the packet through the receiving VLAN interface at Layer 3. If the
destination MAC address of the packet matches a Layer 2 MAC address table entry, the firewall
forwards the packet through a Layer 2 Ethernet interface. By default, the firewall operates in route
mode.

Inline Forwarding

The SecPath series firewalls support inline Layer 2 forwarding, where you specify interface pairs as
the ingress and egress interfaces for packets. With the inline forwarding mode, packet forwarding
does not rely on the MAC address tables. Packets coming in through one interface of an interface pair
are directly forwarded out of another interface of the interface pair. Support for inline Layer 2
forwarding depends on your firewall model.

Inter-VLAN Layer 2 Forwarding

Inter-VLAN Layer 2 forwarding enables inter-VLAN communications at the data link layer, and is
deployed typically on firewall cards and sometimes on box-type firewall devices.

To configure inter-VLAN Layer 2 forwarding on a SecPath series firewall collaborating with a switch:

e Assign the ingress and egress interfaces of traffic on the switch to different VLANS.

e Configure the Ethernet interfaces at both ends of the link that connects the switch and the firewall
as trunk ports.

e Configure multiple subinterfaces on the firewall's Ethernet interface that connects the switch, and
assign each subinterface to a different VLAN. Each VLAN on the firewall corresponds to a VLAN
on the switch.

Application Scenarios

Various Layer 2 and Layer 3 forwarding modes, including Layer 2, Layer 3, Layer 2 and Layer 3
hybrid, inline, and inter-VLAN forwarding, are commonly used in packet switching and routing
networks to forward packets while providing necessary security mechanisms.
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Configuration Examples

@ Note

The following examples use UTM firewalls (Device in the network diagrams) to show how to configure
Layer 2 and Layer 3 forwarding on the H3C SecPath series firewalls, including the SecPath F5000-A5,
SecPath F1000E, and SecPath UTM 200-A/200-M/200-S.

Network Requirements

Figure 1 Network diagram for Layer 2 and Layer 3 forwarding configuration example (1)

GEOM @ GEO0/2

PC1 Device PC2

Figure 2 Network diagram for Layer 2 and Layer 3 forwarding configuration example (II)

Device

GEO/M

GE1/0/16
GE1/0/1 GE1/0/10

PCA1 Switch PC2

Configuration Considerations

e Configure the operating mode for interfaces.
e Add interfaces to security zones.
e Configure NAT entries, ACLs, routes, and other necessary information.

Software Version Used

Model Version/Release

SecPath F1000E V300R001B01 R3166, V300R001B01 F3166
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Model

Version/Release

SecPath F5000-A5

V300R002B01 R3206

SecPath UTM 200-A/200-M/200-S

V500R001B01 R5116

Configuration Procedures

Transparent Mode

Configuring general Layer 2 forwarding

1) Configuration description

Configure hosts in the same VLAN with IP addresses on the same network segment, so that the hosts

can communicate with each other.

2) Configuration procedure (see Figure 1)

e Select Device Management > Interface from the navigation tree. Configure GigabitEthernet 0/1

and GigabitEthernet 0/2 as Layer 2 interfaces.

Figure 3 Configure GigabitEthernet 0/1 as a Layer 2 interface

Interface Name: GigabitEthernet0i
Interface Status: Connected
Interface Type:
ViD:
MTL:
TCP MSS: |
Working Made: ® Bridge Mode ) Router Mode
IP Configuration: Mone Static Address DHCP BOOTP PPP Megotiate
Lnnumbered
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Figure 4 Configure GigabitEthernet 0/2 as a Layer 2 interface

Interface Name: GigahitEthernetls2

Interface Status: Connected

Interface Type:

VID: | |

MTU: | |

TCP MSS: I I

Working Mode: (®) Bridge Mode (O Router Mode

IP Configuration: MHone Static Address DHCF BOOTR FFP Megotiate
Unnumhbered

e Select Network > VLAN > VLAN from the navigation tree, create VLAN 2, and assign
GigabitEthernet 0/1 and GigabitEthernet 0/2 to VLAN 2.

Figure 5 Add interfaces to VLAN 2

w

1D
Description ; WLAMN 0002 *(1-32 Chars)

Fuort Lntagged Member Tagoed Member Mot a Member
GigabitEtherneton ® O O
GigahitEthernetls2 ® Y i

Assign IP addresses for PCs: 192.168.2.10/24 for PC1 and 192.168.2.11/24 for PC2.

e Select Device Management > Zone from the navigation tree and edit the Trust zone of the root
virtual device. Add GigabitEthernet 0/1 to the Trust zone, and GigabitEthernet 0/2 to the Untrust
zone. Ping PC2 from PCL1. Result A is obtained.

e Edit the Trust zone and modify the VLAN for GigabitEthernet 0/1 from the default 1-4094 to 2, as
shown in the figure below. Modify the VLAN for GigabitEthernet 0/2 to 2 and add the interface to
the Untrust zone. Ping PC2 from PC1. Result B is obtained.
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Figure 6 Modify the Trust zone (1)

Zone ID: B |

Zone Name: |g:\-.;_; |
Preference: |55 (1-100)
Share: No |+

Wirtual Device: | |

L S ) [interface ¥ || search || advanced Search
] Interface WLAMN
[ NULLD | |
GigabitEthernetdi 2 |

e Edit the Trust zone again. Set the VLAN ID for GigabitEthernet 0/1 to a value different from the
PVID 2. In this example, the VLAN ID is set to 1, as shown in the figure below. Ping PC2 from
PC1. Result C is obtained.

Figure 7 Modify the Trust zone (2)

Zone ID: | |

Zone Mame: | |
Preference: |85 1-100)
Share: Mo

Wirtual Device: | |

I |O\ ||nterfa|:e V|I Search ]lAdvanced Search

1 Interface WLAN
[] NULLD | |
GigabitEthernetdi 1 |

3) Verification

Result A: The ping operation succeeds.
Result B: The ping operation succeeds.

Result C: The ping operation fails. Layer 2 packets are forwarded between security zones according
to the zones where the interfaces' VLANSs reside. In this example, GigabitEthernet 0/1 rejects VLAN 2
packets because VLAN 2 to which GigabitEthernet 0/1 belongs is not added to the Trust zone, though
GigabitEthernet 0/1 is added to the Trust zone.

4) Configuration guidelines

Hangzhou H3C Technologies Co., Ltd. www.h3c.com 7/31



H3C SecPath Series Firewalls Layer 2 and Layer 3 Forwarding Configuration Examples

When editing VLANSs for a Layer 2 interface in a security zone, pay attention to the VLANS you specify,
as the Layer 2 interface may be used by other security zones on the virtual device.

Configuring inline Layer 2 forwarding

1) Configuration description
Add interfaces to an inline forwarding group.
2) Configuration procedure (see Figure 1)

Select Network > Forwarding from the navigation tree, type 1 for Policy ID, and select
GigabitEthernet 0/1 and GigabitEthernet 0/2 as Port 1 and Port 2 respectively. Note that you need to
configure the two interfaces as Layer 2 interfaces in advance.

Figure 8 Create an inline forwarding policy

-

Add INLINE Forwarding Palicy

Policy ID- 1 (1.1 0)
Policy Type: Farward v/
Fort1: | GigabitEthemetD/T v
Port 2: GigabitEthemetD/2 v|

lterms marked with an asterisk{®) are regquired

| appty || cancel |

Assign IP addresses for PCs: 192.168.2.10/24 for PC1 and 192.168.2.11/24 for PC2.

e Add GigabitEthernet 0/1 to the Trust zone, and GigabitEthernet 0/2 to the Untrust zone. Ping
PC2 from PC1. Result A is obtained.

e Add GigabitEthernet 0/1 to VLAN 2, and GigabitEthernet 0/2 to VLAN 3. Ping PC2 from PC1.
Result B is obtained.

e Configure GigabitEthernet 0/1 as an access port, and GigabitEthernet 0/2 as a trunk port. Ping
PC2 from PC1. Result C is obtained.

3) Verification

Result A: The ping operation succeeds.
Result B: The ping operation succeeds.

Result C: The ping operation succeeds. VLAN and port type configuration on the forwarding
interfaces does not impact inline Layer 2 forwarding.

4) Configuration guidelines

e Inline Layer 2 forwarding is implemented through inline forwarding groups, and not MAC
addresses.

e Inline Layer 2 forwarding can be configured on Layer 2 physical interfaces and subinterfaces only.

e Ininline Layer 2 forwarding, the ingress interface checks the VLAN tag of a packet to see if the
packet's VLAN ID is configured in the security zone of the virtual device. If yes, it forwards the
packet. If the packet's VLAN ID matches a Layer 3 VLAN interface and the destination MAC
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address matches the MAC address of the VLAN interface, the firewall forwards the packet at
Layer 3.

e If the ingress interface is an access port, the interface does not check the VLAN ID of incoming
packets against its PVID upon receiving packets with different VLAN tags. When general Layer 2
forwarding is implemented, the interface accepts only untagged packets or packets whose VLAN
ID matches its PVID.

e Inline Layer 2 forwarding on a trunk port is irrelevant to the permitted VLANs configured on the
port. In general Layer 2 forwarding, a trunk port forwards a packet only if the packet's VLAN ID is
permitted.

e In this example, GigabitEthernet 0/2, the egress interface, transparently transmits packets
without removing their VLAN tags. That is, packets are received on one interface of the inline
forwarding group, and after being processed by the security module, are forwarded through the
other interface transparently.

Configuring inter-VLAN Layer 2 forwarding

1) Configuration description

Configure hosts in different VLANs but with IP addresses on the same network segment to
communicate with each other.

2) Configuration procedure (see Figure 2)
e Configure devices through CLI

On the switch:

#

interface GigabitEthernetl/0/1
port access vlan 102

#

interface GigabitEthernetl/0/10
port access vlan 103

#

interface GigabitEthernetl/0/16
port link-type trunk

undo port trunk permit vlan 1
port trunk permit vlan 102 to 103

#

On the Device:

#

vlan 102 to 103

#

vlan 1000

#

interface GigabitEthernet0/1

port link-mode bridge

port link-type trunk

port trunk permit vlan 1 102 to 103
#
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e Configure the Device through the web interface

Select Device Management > Interface from the navigation tree and create Layer 2 subinterfaces
GigabitEthernet 0/1.102 and GigabitEthernet 0/1.103.

Figure 9 Create GigabitEthernet 0/1.102

Interface Creation

Interface Name: |GigahitEtherneth1 V|_|1D2 |*.:1-4|:|g4;.

viD: | \(1-4094)

MTU: | |

TCP MSS: | |

IP Config: Mone Static Address DHCP BOOTP FFP Megotiate
Unnumbered

Select Network > VLAN > VLAN from the navigation tree, and add GigabitEthernet 0/1.102 and
GigabitEthernet 0/1.103 to VLAN 1000.

Figure 10 Add subinterfaces to VLAN 1000

m

1D:
Description - VLAN 1000 |*(1-32 Chars.}

Port Untagged Member Tagged Member Mot a Member
GigahitEthernetG/ (] ] ®
GigabitEthermetd/2 (3] (53] ®
GigabitEthernat0/1 102 ® o) o)
GigabitEthernetG/1.1032 & | )

Select Device Management > Zone from the navigation tree. Add GigabitEthernet 0/1 and
GigabitEthernet 0/1.102 to the Trust zone and make sure that VLAN 1000 is permitted on the
interfaces. Add GigabitEthernet 0/1.103 to the Untrust zone and make sure that VLAN 1000 is
permitted on the interface.
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Figure 11 Edit the Trust zone

M

Zone ID: | |

Zone Narne: rus |
Preference 25 -100)
Share: No ||

Yirtual Device: | i |

HiEtte B |O\ |Interfa|:e VH Search llAdvanced Search
a Interface WLAN
[ NULLD | |
GigahitEthemetd/1 1-4094 |
GigabitEthernetD/1.102 |1-4I]94 |

Assign IP addresses for PCs: 192.168.2.10/24 for PC1 and 192.168.2.11/24 for PC2.

e Ping PC2 from PC1. Result A is obtained.

e Ping PC1 from PC2. Result B is obtained.

e Add GigabitEthernet 0/1 to the Untrust zone and then ping PC2 from PCL1. Result C is obtained.

e Delete VLAN 1000 and configure VLANs 102 and 103 on the Device. Ping PC2 from PC1. Result
D is obtained.

e Delete VLANs 102 and 103 and configure VLAN 1000 on the Device. Ping PC2 from PC1. Result
E is obtained.

Configuring Inter-VLAN Layer 2 forwarding on a non-default virtual device:

e Select Device Management > Virtual Device > Configuration from the navigation tree and
click Add to create a virtual device named Device.

Figure 12 Create a virtual device

Add Winual Device
Yirtual Device IO |2 |,(2 £
Virual Device Mame: |Device |’Chars. A-20)

lterms rmarked with an asterisk{™ are required

e Select Device Management > Virtual Device > VLAN from the navigation tree, and configure
VLAN 1000 as the VLAN member of the virtual device.
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Figure 13 Configure the VLAN member for the virtual device

Yirtual Device WLAM Range Qperation
Root 1-4094 s
Device 1000 |

WLAMN range is from 1 to 4094, and anly ' and - are allowed to be used for division
and connection of multiple YLAMNS. Far example: 3,5-10

e Select Device Management > Zone from the navigation tree. Create security zones
Device_Trust and Device_Untrust for the virtual device.

Figure 14 Create security zone Device_Trust

Fone 1D

E *1-32)
ADIEHHAITE, iDevice_Trust :“(1-20)Chars
Preference: i85 !"(1-100)
Share: (Ng v

lterms marked with an asterisk{® are required

Figure 15 Create security zone Device_Untrust

m

Zone |D: = :*(1-32)

Zone Marme: !Device_Untrust *(1-20)Chars
Preference: an #(1-100)
Share: |Nn vl

lterns marked with an asterisk{®) are required

e Add GigabitEthernet 0/1.102 to Device_Trust, and GigabitEthernet 0/1.103 to Device Untrust.
Ping PC2 from PCL1. Result F is obtained.
3) Verification

Result A: The ping operation succeeds.

Result B: The ping operation fails. This is because PC2 resides in the Untrust zone, whereas PC1
resides in the Trust zone, which has a higher priority than the Untrust zone.

Result C: The ping operation succeeds. Packet forwarding is not affected after GigabitEthernet 0/1 is
added to the Untrust zone.
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Result D: The ping operation succeeds. After VLAN 1000 is deleted, traffic can still be forwarded
because the PVID of GigabitEthernet 0/1.102 and GigabitEthernet 0/1.103 is 1.

Result E: The ping operation fails. No Layer 2 forwarding entry is created because VLANs 102 and
103 do not exist.

Result F: The ping operation succeeds.

4) Configuration guidelines

e To implement inter-VLAN Layer 2 forwarding, make sure that the VLAN with the same ID as the
Layer 2 subinterface ID exists.

e On a physical port working in bridge mode, Layer 2 subinterfaces are configured to implement
inter-VLAN Layer 2 forwarding. Packets are forwarded between security zones according to the
zones permitted on the Layer 2 subinterfaces, rather than the security zone where the physical
interface resides.

e To implement inter-VLAN Layer 2 forwarding, make sure that you add the PVID of the
subinterface to the VLAN range of the security zone.

e If no VLAN is configured for a subinterface, the PVID is 1, and therefore, you need to add VLAN
1 in the VLAN range of the security zone.

e When configuring inter-VLAN Layer 2 forwarding, do not set the PVID of a subinterface to the
subinterface ID. Otherwise, the downstream switches may fail to learn the MAC address of the
subinterface properly. This problem is listed as a defect.

Routing Mode

Configuring Layer 3 interface forwarding

1) Configuration description
Configure the Device to route packets between hosts on different network segments.
2) Configuration procedure (see Figure 1)

Select Device Management > Interface from the navigation tree. Configure the route mode for
GigabitEthernet 0/1 and specify the IP address as 192.168.2.1/24. Configure the route mode for
GigabitEthernet 0/2 and specify the IP address as 192.168.3.1/24.
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Figure 16 Configure GigabitEthernet 0/1

m

Interface Name: GigahitEthernetOn
Interface Status: Connected
Interface Type:
VID: I |
MTU: | |(48-1500, Default = 1500)
TCP MSS: | |(128-2048, Default= 1460)
Working Mode: O Bridge Mode & Router Made
T CMHone @ Static Address O DHCP O BOOTP PPP Megotiate
Unnumbered
IF Address: 192.168.2.1 |
Mask: |24 (255 2552650) |
--Secondary [P Address List-—
Secondary IP Address: | | [ Add ” Remuvel
Mask: |24 [255.255.2550) v |
Unnumberad
Interface:

[ Apply ][ Back l
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Figure 17 Configure GigabitEthernet 0/2

Interface Name: GinahitEthernet0i2
Interface Status: Connected
Interface Type: Mone
VID: |2 |
MTU: | |(46-1500, Default = 1500)
TCP MSS: | |¢128-2048, Default = 1450)
Working Mode: O Bridge Mode & Router Made
I Cenea i OmMane @ Static Address O DHCP O BOOTP PPP Megotiate
Unhumbered
IP Address: 1192.168.3.1 |
Mask: |24 (285.255.256.0) v
—-Secondary |P Address List—-
Secaondary [P Address: | | l Add ][Remwe]
Mask: |24 (255.256.256.0) v
LInnumbered

Interface:

[ Apply ][ Back ]

Select Device Management > Zone from the navigation tree. Add GigabitEthernet 0/1 to the Trust
zone and GigabitEthernet 0/2 to the Untrust zone.

Figure 18 Add GigabitEthernet 0/1 to the Trust zone

Zone ID: E |
Zome MName: [Trust |
Preference: &5 1-100)
Share: No
Virtual Device: [Roct |
Interface Name: [ [Interface ¥ | search || agvanced search
] Interface YLAN

GigabitEtharn ety | |

[] MULLD | |

The WLAMS should he separated by ' or =" For example:3, 5-10
tems marked with an asterisk™) are required

[ Apply ” Cancel l
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Figure 19 Add GigabitEthernet 0/2 to the Untrust zone

Zone |0: |,«i |

Zone Mame. [Untrust |
Preference: |5 |(1-1|:|E|)
Share: No |

Virtual Device: [Foot |

(RIS e IQ |Interfa|:e V" Search ]lAdvanced Search

i Interface WLAN

GigahitEthernatir? | |

[] NULLD | |

The YLARS should be separated by ' ar -'. For example:3, 5-10
lterns marked with an asterisk(® are required

[ Apply ][ Cancel ]

Select Firewall > NAT Policy > Dynamic NAT from the navigation tree. Apply ACL 3000 to
GigabitEthernet 0/2 and enable Easy IP. ACL 3000 allows packets from 192.168.2.0/24 to pass.

Figure 20 Configure dynamic NAT

Interface ACL Address Poaol Index Address Transfer Global PR Instance Cperation
GigahitEthernetr2 3000 Easy P @ m

Figure 21 Configure ACL 3000

Advanced ACL3000

Rule D Qperation Description Tirme Range QOperation
0 perrmit ip source 192 168.2.0 0.0.0.255 -hone-- [ﬂ

3) Verification

Configure IP address 192.168.2.10/24 and gateway 192.168.2.1 for PC1, and IP address
192.168.3.11/24 and gateway 192.168.3.1 for PC2. Ping PC2 from PC1. The ping operation succeeds
and the session information displayed on the Device is as follows:
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Figure 22 Session information

@uewltem:|5r€ [P Address V| IP Address: |192.168.2.10

| Search

Init Resp
WP YR I
0 Init Sre IP InitDestlP  WPM/ RespSrclP  RespDestlP  WPM/ Protocol Ssetzf:lgn "'f‘(a;')me Operation
LA | WILAN f
IMLINE IMLINE
[] 192.168.210:2048 182168.3.11:768 —  182.168.3.11:0 192.168.3.1:1025 — ICMP ngOPS-ED 29 SN |

Configuring inter-VLAN Layer 3 forwarding

1) Configuration description
Configure the Device to forward packets through VLAN interfaces.
2) Configuration procedure (see Figure 1)

Select Device Management > Interface from the navigation tree. Configure GigabitEthernet 0/1 as a
Layer 2 access port, assign the interface to VLAN 2, create VLAN interface 2 and assign IP address
192.168.2.1/24 to the VLAN interface. Configure GigabitEthernet 0/2 as a Layer 2 access port, assign
the interface to VLAN 3, create VLAN interface 3 and assign IP address 192.168.3.1/24 to the VLAN
interface.

Figure 23 Create VLAN interface 2

Creation

Interfac

Interface Name: l‘v’lan-interface V| 52 !‘*(1-4094)
VID: | |
MTU: | |
TCP MSS: | |
P C'Mone @ Static Address O DHCP O BOOTP FPP Megotiate
Unnumbered
IP Address: 1182.168.2.1 i
Mask: |24 (255255 2650) v |

--Secondary [P Address List-—-

Secondary IP Address: | | | add || Remave

Mask |24 (255255 2650) v |
Unnumbered
Interface:
lterms marked with an asterisk(®) are reguired
_appty_|[ Back |
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Figure 24 Create VLAN interface 3
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Interface Creation

Interface Name: |Vlan—interface V| !3 |*(1.4|:|g4)
VID: | |
MTU: | |
TCP MSS: | |
IP Config: O none @ Static Address O DHCP O BOOTP FPP Megotiate
Unnumberad
IP Address: 192.168.3.1 |
Mask: |24 255265 2550) v |
—-Secondary [P Address List--
Secondary IP Address: | | | add || Remave |
Maskc |24 (255.265.2560) |
Unnumbered
Interface:

lterms marked with an asterisk({™ are required

[ Apply ” Back l

Select Device Management > Zone from the navigation tree. Add VLAN interface 2 to the Trust zone,
and VLAN interface 3 to the Untrust zone.
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Figure 25 Add interfaces to the Trust zone

Zone ID: | |

Zone Name: [Trust |

Preferance: 28 1-100)

Share: No

Virtual Device: [Rot |

interface Name: [ |Interface ¥ | Search || agvanced Search
u Interface YLAN
[] MULLD |

Vlan-interface2 |

[ GigabitEthernetos |I-dlj";Jﬂ

|
|
[ “lan-interface3 | |
|
|

[ GigabitEthermet0i2 |1-4094

The WLANS should he separated by ' or =" For example:3, 5-10
lterms marked with an asterisk(® are required

[ Apply J[ Cancel l

Figure 26 Add interface to the Untrust zone

Zone |D:

4 |
Zane Mame: |!eru~5‘r |
Preference: |5 |(1-1DD)
Sharea: Mo v
Virtual Device: |'R!:||;|T |
TR N g ||nterface V|[ Search ]lAd\fanced Search
[F] Interface WLAMN
[] MULLD

Vlan-interface3

[] GigahitEthernetdi

[ GigabitEthermetds2

The WLANSs should be separated by ' or = For example: 3, 8-10
ltems marked with an asterisk(® are required

[ Apply ][ Cancel ]
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Select Firewall > NAT Policy > Dynamic NAT from the navigation tree. Apply ACL 3000 to VLAN-
interface 3 and enable Easy IP. ACL 3000 allows packets from 192.168.2.0/24 to pass.

Figure 27 Configure dynamic NAT

Interface ACL Address Poal Index Address Transfer Glabal ¥PM Instance Operation
Vlan-interface3 3000 Easy IF ﬂ

Figure 28 Configure ACL 3000

Advanced ACL3000

Rule D Qperation Description Tirme Range QOperation
0 perrmit ip source 192 168.2.0 0.0.0.255 -hone-- ﬂ

3) Verification

Configure IP address 192.168.2.10/24 and gateway 192.168.2.1 for PC1, and IP address
192.168.3.11/24 and gateway 192.168.3.1 for PC2. Ping PC2 from PCL1. The ping operation succeeds
and the session information displayed on the Device is as follows:

Figure 29 Session information

Quer\;ltem:|5rc IP Address V| IP Address: [192.168.2.10 | Search
Init Resp
YR WP .
m Init Sre. 1P InitDestlP WPN/ RespSrclP  RespDestP WPNJ Protocol ngf'm LIfEtMe e ration
WLAR | WLAR | aws (8
INLINE IMLINE
[] 192.162.2.10.2048 182.168.2.11:768 —  192.168.2.11.0 192.168.3.1:1024 — ICMP EL"“OPS'ED 29 ol |

Configuring Layer 3 subinterface forwarding

1) Configuration description
Configure the Device to forward packets through Layer 3 subinterfaces.

2) Configuration procedure (see Figure 2)
e Configure the switch

interface GigabitEthernetl1/0/1

port access vlan 102

#

interface GigabitEthernetl/0/10

port access vlan 103

#

interface GigabitEthernetl/0/16
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port link-type trunk

undo port trunk permit vlan 1
port trunk permit vlan 102 to 103
#

e  Configure the Device

Select Device Management > Interface from the navigation tree. Configure the route mode for
GigabitEthernet 0/1. Create subinterface GigabitEthernet 0/1.1 and specify the VID as 102, and the IP
address as 192.168.2.1/24. Create subinterface GigabitEthernet 0/1.2 and specify the VID as 103,

and the IP address as 192.168.3.1/24.

Figure 30 Configure GigabitEthernet 0/1

r

Interface Name: GigahitEthernetli
Interface Status: Connected

Interface Type:

(45-1500, Default= 1500

(128-2048, Default= 1460}

& Router Mode

@ Mone (O Static Address (O DHCP

VID: _
MTLE (1800
TCP MSS: 1480
Working Mode: > Bridge Mode
IP Configuration:
Unnumbered
IP Address:
Mask:

Secondary IP Address:

Mask:

Unnumbered
Interface:

[ Apply H Back ]

FFF Megotiate
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Figure 31 Create GigabitEthernet 0/1.1
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Interface Creation

Interface Name: | GigabitEthernetDf1 ||1 |*(1.4|:|g4)
ViD: |1 nz |(1-4ngq)
MTU: | |(45-1500, Default = 1500)
TCP MSS: | {128-2048, Default = 1460}
T O Mone & Static Address O DHCP O BOOTR FFPF Negotiate
Unnumbered
IP Address: [192.188.2.1 |
Mask: |24 (256.255.2560) v
--Secondary IP Address List---
Secondary IP Address: | | [ Audd ][ Rernove ]
Mask: |24 (266.255.2560) v
Unnumbered .
Interface:

Iterns marked with an asterisk(*) are required

|_Appty ][ Back ]

Figure 32 Create GigabitEthernet 0/1.2

Interface Creation

Interface Name: | GigahitEthernet0/1 ||2 |*(1.4c|g4)
ViD: 103 |(1.4ug4)

|(4E-1 500, Default= 1500}

|
MTU: |
|

TCP MSS: |¢128-2048, Default = 1450)
IP Confia: O Mone (& Static Address (O DHCP (O BOOTP FPP Megotiate
Unnumbered
IP Address: 1192.168.3.1 |
Mask: |24 (255.255.265.0) |
-—-mecondary P Address List-—
Secondary IP Address: | | l Add H Remn\re]
Mask: |24 (255.255.2650) v
Unnumbered
Interface:

tems marked with an asterisk{™ are requirad

[, Apply ][ Back ]

Select Device Management > Zone from the navigation tree. Add GigabitEthernet 0/1 and
GigabitEthernet 0/1.1 to the Trust zone, and GigabitEthernet 0/1.2 to the Untrust zone.
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Figure 33 Add interfaces to the Trust zone

Modi
Zone 1D:
Zone Mame:
Preference: 5_8:5 |(1-100
Share: (Mo

Wirtual Device:

Interface Mame: z [ |
}J\ | Interface V | Advanced Search

-

] Interface WLAN

[ GigabitEthernet0/
GigahitEthernet0s A
[J GigabhitEthernetls2

[] MULLD

The WLANs should he separated by ' or -’ For example:3, 5-10
tems marked with an asterisk™ are required

[ Apply H Cancel ]

Configure IP address 192.168.2.10 and default gateway 192.168.2.1 for PC1, and IP address
192.168.3.11 and default gateway 192.168.3.1 for PC2.

e Ping PC2 from PCL1. Result A is obtained.

e Ping PC1 from PC2. Result B is obtained.

e Add GigabitEthernet 0/1 to the Untrust zone, and then ping PC2 from PC1. Result C is obtained.

e Remove the VID specified for the Layer 3 subinterfaces of the Device and then ping PC2 from
PC1. Result D is obtained.

Configure Layer 3 subinterface forwarding on a non-default virtual device. Create a virtual device
named Device, create Device Trust and Device_Untrust zones for the virtual device, and add
subinterfaces GigabitEthernet 0/1.1 and GigabitEthernet 0/1.2 to the virtual device as interface
members.

Select Device Management > Virtual Device > Interface from the navigation tree to display the
page as shown in the following figure:
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Figure 34 Add interfaces to the virtual device

Interface Member Virtual Device
GigabitEthernetdi Root e
GigabitEthernetrt Root hd
GigabitEthernet0lt. 1 H3C e
GigabitEthernetdl1 2 H3C v
GigahitEtherneti3 Roaot A
GigabitEthermetid Root v
NULLO Root v
Vian-interface 60 Root hd

e Add GigabitEthernet 0/1.1 to Device_Trust, and GigabitEthernet 0/1.2 to Device Untrust. Ping
PC2 from PC1. Result E is obtained.
3) Verification

Result A: The ping operation succeeds.

Result B: The ping operation fails.

Result C: The ping operation succeeds.

Result D: The ping operation fails. The VID is needed to specify the tag type and VLAN.

Result E: The ping operation succeeds.

4) Configuration guidelines

e After Layer 3 subinterfaces are configured on a physical port working in router mode, packets are
forwarded between security zones according to the security zones where Layer 3 subinterfaces
reside.

e To implement Layer 3 subinterface forwarding in a non-default virtual device, you need to
configure the subinterfaces used for forwarding packets as the interface members of the virtual
device.

Hybrid Mode

Configuring general hybrid mode

1) Configuration description
Configure VLAN virtual interfaces and Layer 3 interfaces on the Device to forward packets.
2) Configuration procedure (see Figure 1)

Select Device Management > Interface from the navigation tree. Configure GigabitEthernet 0/1 as a
Layer 2 access port, assign the interface to VLAN 2, create VLAN interface 2, and assign IP address
192.168.2.1/24 to the VLAN interface. Configure the route mode for GigabitEthernet 0/2 and assign IP
address 192.168.3.1/24 to it.
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Figure 35 Create VLAN interface 2

Interface Name: |Vlan-interface b | |2 |*(1-4Dg4)
VID: | |
MTU: | |
TCP MSS: | |
IP Confi: OMone @ Static Address (O DHCP (O BOOTR FPP Megotiate
Unnumbered
IP Address: 192.168.2.1 |
Mask: |24 285.255.256.0) ¥
--Secondary [P Address List---
Secondary IP Address: | | [ Add ][ Remuve]
Mask: |24 285.255.256.0) ¥
Unnumbered P
Interface: S

lterms marked with an asterisk(™) are reguired

|_Appty ][ Back ]

Figure 36 Configure GigabitEthernet 0/2

Interface Name: GigabitEthernet0iz
Interface Status: Connected
Interface Type: Mone
VID: | |
MTU: 11500 |(45-1500, Default = 1500)
TCP MSS: 1460 |(128-2048, Default = 1460)
Working Mode: ) Bridge Mode & Router Mode
IP Configuration: @mrone O Static Address (O DHCP (O BOCTP PPP Megatiate
Unnumbered
IP Address: | |
Mask:

Secondary IP Address: Add D aOve

Mask: 24 (265255 265.0)

Unnumbered
Interface: -

[ Apply ][ Back ]
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Select Device Management > Zone from the navigation tree. Add VLAN interface 2 to the Trust zone,
and GigabitEthernet 0/2 to the Untrust zone.

Figure 37 Add interfaces to the Trust zone

Zone |D: | |
Zone Narme: [Trust |
Preference: 85 (1-100)
Share; Mo w
Wirtual Device: |;:;m; |
[ok=tace e B, [Interface v Search || agvanced search
] Interface WLAM
O] MULLD | |

Yan-interface2 | |

[ GigabitEthemetor |1-4094 |

The YLAMs should be separated by ' or . For example 3, 8-10
lterms marked with an asterizk{™ are ragquired

[ Apply ][ Cancel ]

Figure 38 Add GigabitEthernet 0/2 to the Untrust zone

Zone ID: I |
Zone Narne: [Untrust |
Preference; 5 (-100)
Share: Mo w
virtual Device: [Rout |
Interface Name: [ Interface v | search || advanced Search
] Intetrface WLAN

GigahitEthernetd/2 | |

[] MULLD | |

[ |zigahitEthernet0/ | 1-4094 |

The WLAMS should he separated by "' or - For example:3, 5-10
lterns marked with an asterisk(®) are reguired

[ Apply ][ Cancel ]
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Select Firewall > NAT Policy > Dynamic NAT from the navigation tree. Apply ACL 3000 to
GigabitEthernet 0/2 and enable Easy IP. ACL 3000 allows packets from 192.168.2.0/24 to pass.

Figure 39 Configure dynamic NAT
Interface ACL Address Poaol Index Address Transfer Global PR Instance Cperation
GigahitEthernetr2 3000 Easy P m

Figure 40 Configure ACL 3000

Advanced ACL3000

Rule D Qperation Description Tirme Range QOperation
0 perrmit ip source 192 168.2.0 0.0.0.255 -hone-- ﬂ

3) Verification

Configure IP address 192.168.2.10/24 and gateway 192.168.2.1 for PC1, and IP address
192.168.3.11/24 and gateway 192.168.3.1 for PC2. Ping PC2 from PCL1. The ping operation succeeds
and the session information displayed on the Device is as follows:

Figure 41 Session information

Quer\;nem;|8rc IP Address V| IP Address: |[192.168.2.10 | Search
Init Resp

YPM YR .

O Init Ste 1P InitDestlP  YPM/ RespSrclP  RespDestlP  WPM/ Protacol Sgtzi';” L'f?;')me Qperation
WLAN | WILAN |
INLINE IMLINE

. . . . ICMP- .
[ 1921682102048 192168311768 - 192188.311:0 192168311024 1cup ST o9 i |

Configuring Layer 2 and Layer 3 hybrid forwarding

1) Configuration description
Configure Layer 2 and Layer 3 hybrid forwarding on the Device.

2) Configuration procedure (see Figure 2)
e Configure devices through CLI

On the switch:

#

interface GigabitEthernetl/0/1
port access vlan 102

#

interface GigabitEthernet1/0/10

Hangzhou H3C Technologies Co., Ltd. www.h3c.com 27/31



H3C SecPath Series Firewalls Layer 2 and Layer 3 Forwarding Configuration Examples

port access vlan 103

#

interface GigabitEthernetl/0/16
port link-type trunk

undo port trunk permit vlan 1
port trunk permit vlan 102 to 103
#

On the Device:

#
vlan 100 to 103
#
interface GigabitEthernet0/1
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 102 to 103
#

e Configure the Device through the web interface

Select Device Management > Interface from the navigation tree. Create Layer 2 subinterface
GigabitEthernet 0/1.102, add it to VLAN 100. Create VLAN-interface 100 and specify the IP address
as 192.168.2.1/24. Create VLAN-interface 103 and specify the IP address as 192.168.3.1/24.

Figure 42 Create GigabitEthernet 0/1.102

Interface Name: _Gigab.i.t.Et'HernetDH _VE_ :_1.02 :*(1.4094)
VID: 100 |e1-40a8
MTU: ]
TCP MSS:
IP Config: Maone Static Address DHCP BOOTP PFFP Megotiate
Unnumberad
IP Address:
Mask:

Secondary IP Address:

Mask:

Unnumbered
Interface:

tems marked with an asterisk™ are required

[ Apply ][ Back ]
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Figure 43 Create VLAN interface 100

Interface Name: |‘v‘|an—interface V| |1DEI h1-4ng4)
VID: | |
MTU: | |
TCP MSS: | |
IP Config: O Mone @) Static Address O DHCP O BOOTP PPFP Megotiate
Lnnumbered
IP Address: 1192.168.2.1 |
Mask 24 (255.265.256.0) v |
-—-mecondary IP Address List---
Secondary P Address: | | [ Add ][Remnve]
Mask |24 (256.255.255.0)  |¥|
Unnumbered
Interface:

ltermns marked with an asterisk(® are required

_Apply H Back ]

Figure 44 Create VLAN interface 103

Interface Name: |Vlan—interface A | |1I33 h1-4ng4)
VID: | |
MTU: | |
TCP MSS: | |
IP Config: CMone @ Static Address O DHCP O BOOTP PPP Megatiate
Unnumbered
IP Address: 192.168.3.1 |
Mask |24 (255.265.255.0)  v|
-—-Secondary [P Address List—
Secondary IP Address: | | [ Add ” Remnve]
Mask: |24 (255.265.255.0) |
Unnhumbered 5 yahit St armet (LT
Interface: e

[terns marked with an asterisk{*) are required

L appty || Back |

Select Device Management > Zone from the navigation tree. Add VLAN interface 100 to the Trust
zone. Add VLAN interface 103 to the Untrust zone.
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Figure 45 Add interfaces to the Trust zone

Zone 1D:

100

Zone Mame:

Preference:

Share:

Yirual Device:

|Interface "u gearch llAd\tanced Search

Interface Mame:

7] Interface WLAN

] NULLD

Ylan-interface100

[] GigahitEthernetdi

[] GigahitEthernet0r 102

The ¥LAMS should be separated by ' or ' For example:3, 5-10

lterms marked with an asterisk(™ are regquired

Figure 46 Add VLAN interface 103 to the Untrust zone

Zone |D:

& |

(1-1003

Zone Mame:

Preference:

Share:

Yirual Device:

interfase Marp: J~ [Interface v |_Search || agvanced Search
] Interface WLAR
] MULLD

Ylan-interface103

[ GigahitEthernetdn

[ GigabitEtherneti1.102

The ¥LAMS should be separated by ' or ' For example:3, 5-10

lterms marked with an asterisk{® are reguired

Configure IP address 192.168.2.10 and default gateway 192.168.2.1 for PC1, and IP address
192.168.3.11 and default gateway 192.168.3.1 for PC2.

e Ping the IP address of PC2 from PC1. Result A is obtained.
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e Select Firewall > Security Policy > Interzone Policy from the navigation tree. Define a policy to
permit all traffic from the Untrust zone to the Trust zone. Ping the gateway of PC1 from PC2.
Result B is obtained.

Figure 47 Define an inter-zone policy

Cantent

Source Dest Source Destination ) Time Filter Filtering - Source Destination .
Dl zone zone ' adoress  Address  S®Y®  Range Action  Poligy  Doscrimtion Status - Log T, o7 T 0 Operation
Template
OM @:ﬁl
[] Untrust Trust 0 any address any address any service Fermit of Disahled & 5°
Use

e Configure Layer 2 and Layer 3 hybrid forwarding on a non-default virtual device. Create a virtual
device named Device and configure VLAN 100 and VLAN 103 as the device members of the
virtual device. Type 100 in the VLAN text box next to GigabitEthernet 0/1.102 and add VLAN-
interface 100 to the Device_Trust zone. Type 103 in the VLAN text box next to GigabitEthernet
0/1 and add VLAN interface 103 to the Device_Untrust zone. Ping PC2 from PC1. Result C is
obtained.

3) Verification

Result A: The ping operation succeeds.
Result B: The ping operation succeeds.

Result C: The ping operation succeeds.
4) Configuration guidelines

The PVID of a Layer 2 subinterface cannot be the same as the subinterface ID, or the ID of the VLAN
to which a Layer 3 VLAN interface belongs. In this example, the ID of the Layer 2 subinterface is 102,
the PVID is 100, and the VLAN ID of the Layer 3 virtual interface is 103.

Copyright © 2010 Hangzhou H3C Technologies Co., Ltd. All rights reserved.
No part of this manual may be reproduced or transmitted in any form or by any means without prior written consent of Hangzhou H3C
Technologies Co., Ltd.

The information in this document is subject to change without notice.
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SecPath Series Firewalls Attack Protection
Configuration Example

Keywords: Attack protection, scanning, blacklist

Abstract: This document describes the attack protection functions of the H3C UTM firewalls, including SYN
flood attack protection, UDP flood attack protection, ICMP flood attack protection, scanning attack
protection, single-packet attack protection, static blacklist, and dynamic blacklist. This document

also presents the configuration and verification methods in detail through examples.

Acronyms:
Acronym Full spelling

DDOS Distributed Denial of Service
HTTP Hypertext Transfer Protocol
ICMP Internet Control Message Protocol
IP Internet Protocol
TCP Transfer Control Protocol
UDP User Datagram Protocol
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Feature Overview

Attack protection is an important firewall feature. It allows a firewall to detect attacks by analyzing the
contents and behavior characteristics of received packets and, based on the analysis result, takes
countermeasures such as blacklisting the source IP addresses, outputting alarm logs, and/or
discarding packets.

The attack protection feature can detect kinds of Denial of Service (DoS) attacks, scanning attacks,
and malformed packet attacks, and take actions in response. It does so by using blacklists, matching
packets against attack signatures, and detecting traffic abnormalities. The attack protection feature
also provides attack statistics.

Application Scenarios

The attack protection feature is usually deployed at the egress of a campus network or corporate
network to detect and handle with possible attack packets between the internal network and external
network, so as to protect the security of the internal network.

Configuration Guidelines

1) Packet inspection and scanning prevention apply to only the inbound direction, that is, the
internal zone. When deployed in the outbound direction, that is, the external zone, they do not
take effect.

2) The flood attack protection functions apply to only the outbound direction. When deployed in the
inbound direction, they do not take effect.

Configuration Example

Network Requirements

@ Note

This configuration example is applicable to SecPath F5000-A5, SecPath F1000E, and SecPath UTM
200-A/200-M/200-S firewalls. A UTM200-S firewall is used in this configuration example for illustration.
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Figure 1 Network diagram for attack protection configuration

Trust Untrust

GEO/2 GEO0/1 SMB
Server 2.0.0.1/24 1.0.0.1/24 1.0.0.2/24
2.0.0.2/24
PC1 PC2
2.0.0.10/24 1.0.0.10/24

Configuration Considerations

e Add the interface connecting the internal network (that is, GigabitEthernet 0/2) to zone Trust.
e Add the interface connecting the external network (that is, GigabitEthernet 0/1) to zone Untrust.

Software Version Used

SecPath F1000E: V300R001B01 R3166 series and V300R001B01 F3166 series.
SecPath F5000-A5: V300R002B01 R3206 series

SecPath UTM 200-A/200-M/200-S: V500R001B01 R5116 series
Configuration Procedures
Basic Configurations

Assigning IP addresses to interfaces

e From the navigation tree, select Device Management > Interface to enter the interface
management page.

|O\ | Marne v " Search ] | Advanced Search
Mame IF Address Mask Security Zone Status Operation
GigabitEthernetin 192168103143 2552552520 [+] m
GlgabitEthermetoi (3] I
GlgabitEthermetns? o 0
GlgabitEthermetn/s o ]
GigabitEthernetii 4] i
MULLD - (4] I
g records,perpage | pane 101, record 1-6 |

Add

e Click the icon of GigabitEthernet 0/1 to enter the interface configuration page. Then,

configure the interface as follows and click Apply to return to the interface management page.
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m

Interface Name:
Interface Status:

Interface Type:
VIO

MTL:

TCP MSS:

Working Mode:

IP Configuration:

IP Address:

Masgk:

Secondary IP
Address:

Masgk:

Unnumbered
Interface:

e Click the icon of GigabitEthernet 0/2 to enter the interface configuration page. Then,

configure the interface as follows and click Apply to return to the interface management page.

GigahitEthernet0i

Connected

| |

11500 |(46-1500, Default= 1500)

1460 \(128-2048, Default= 1460)

OEIridge Mode & Router Mode

O Mone (& Static Address O DHCP O BOOTP
Lnnumbered

[1.0.0.1 |

|24 (256.265.2550) |

| | [ Add ”Remuve]

|24 (256.265.2550) |

PPF Megotiate

—-Secondary IP Address List-—

Interface Name:
Interface Status:

Interface Type:
VID:

MTU:

TCP MSS:

Working Mode:

IP Configur ation:

IP Address:

hdask:

Secandary IP
Address:

hdask:

Unnumbered
Interface:

GigabitEthernet0i2

Connected

| |

11500 |(45-1500, Default = 1500)

1460 {128-2048, Default = 1460}

() Bridge Mode (& Router Mode

OMone @ sStatic Address O DHCP
Unnumhbered

[20.001 |

|24 (255.255.255.0) |

| | [ Add ][ Remnve]

|24 (255.285.255.0) v

O BoaTP

FFF Megaotiate

—--Secondary IP Address List--
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Configuring the ACL

e From the navigation tree, click Firewall > ACL to enter the ACL management page. Then, click
Add to create ACL 2000.

2000-29949 for Basic ACL.

ACL Number: | 2000 |+ 3000-3888 for Advanced ACL.
4000-44999 for Ethernet Frame Header ACL.

Match Ordet: | Config bt

lterms marked with an asterisk(®) are required

’ Apply ” Cancel ]

e On the ACL management page, click the icon of ACL 2000 and then click Add to create a

rule that allows all packets to pass.

[ Rule ID: |1 |(D—55534.Ifnoru|e|Dis entered, the systern will automatically assign
ane.)

Operation: | Permit V| Time Range: I——Ngne-- w

[ han-first Fragments Only CLogging

[Isource IP Address: | | Source \Wildcard: |

WEM Instance: I--Nnne-- v

e Click Apply.
Adding interfaces to zones

e From the navigation tree, select Device Management > Zone to enter the security zone
management page.

Zane ID Zone Mame Freference Share Wirtual Device Qperation
0 Management 100 no i
1 Local 100 no Raoot el
2 Trust 85 no Root =Rl
3 Dz 50 no Root el
4 Untrust 5 no Root =R
Add

e Click the icon of zone Trust to enter the security zone modification page. Then, add interface

GigabitEthernet 0/2 to the zone as follows and click Apply to return to the security zone
management page.
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Zone IO | |
Zohe Mame: | |
Preference: |35 !(1-100)
Share: Mo
wirtual Device: | ot |
Interface Name: R [Interface ¥ |[ Search || agvanced search
O Interface e

[ GigabitEthernet0

GigahitEthernet0s2

[ GigahitEthernetd/4

[] MULLD

| |
| |
[ GigabitEthemet/a | |
| |
| |

The %LAMs should he separated by ' or - For example:3, 5-10

lterms marked with an asterisk®) are required

e Add interface GigabitEthernet 0/1 to zone Untrust in the same way.
Configuring interzone policies

e From the navigation tree, select Firewall > Security Policy > Interzone Policy.

Q |Snurce fohe v" Search ]|Advanced Search
Content
Source Dest Source Destination . Time Filter Filtering - Source Destination )
& ] P |eees| comss [P0 mapn | nron|  pore | SESCAIC| SiEs Lag) T o MAC ORI
Template
[ add || Delsetected | import || Export |

e Click Add and then configure an interzone policy from Untrust to Trust as follows:
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Add ACL Rule

Source Zone |Untrust -
Dest Zone Trust
Description [(1-31 Charg)
Source |P Address
O Mew IP Address |f | *weildcard must be reserved mask
(%) Source IP | .
any address v hfutipa e
Address L8Ny | ’ E
Destination IP Address
(O hlewr IP Address [EA| *wyildcard must be reserved mask
(& Destination IP .
any address v hultiple
Address | Yo | ’ E ]
Service
: . # Each serice stands-
Mame | any_senice V| ’ Multiple ] stream.vhen creatin

specify & service for il
Filter Action Permit [+ « Filter action canbe P
|:I action that the firewal

v

Tirme Range

Content Filtering Policy
Template E| Add

[ Using MAC Address

Enable Syslog [ Status Continue to add next rule

ltems marked with an asterisk™ are required

[ Anply ][ Cancel ]

Configuring NAT for the outbound interface

e From the navigation tree, select Firewall > NAT Policy > Dynamic NAT. Then click Add.

| Interface ACL Address Pool Index Address Transfer Glokal VPN Instance Operation |

e Configure NAT for interface GigabitEthernet 0/1 as follows, and then click Apply.
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Add Dynamic MNAT

Interaface: |GigahitEtherneth1 V|

ACL: 2000 *(2000-3999)
Address Transfer: | Easy IP v

Address Pool Index: ! |(o-313

Global WPM Instance:

lterms marked with an asterizsk{™ are required

[ Apply J[ Cancel ]

Configuring Attack Protection

Configuring the Static Blacklist Function

e From the navigation tree, select Intrusion Detection > Blacklist. Then, select the Enable
Blacklist check box and click Apply to enable the blacklist function.

Global Configuration

(@ Enanle Blackiist |

e Click Add.
e Type the address to be blacklisted and specify the lifetime of the blacklist entry. Then, click
Apply.
IP Address:  1.1.1.10 E
@ HoldTime: 5 | = (1-1000) minutes

 Permanence

| apply || cancer |

Configuring the Dynamic Blacklist Function

e From the navigation tree, select Intrusion Detection > Blacklist. Then, select the Enable
Blacklist check box and click Apply to enable the blacklist function.

Global Canfiguration

(@ Enanle Blackiist |
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Configuring ICMP Flood Attack Protection

From the navigation tree, select Intrusion Detection > Traffic Abnormality > ICMP Flood.
Then, select security zone Trust and select Discard packets when the specified attack is

detected and click Apply.

Eecuritg.onne:

Attack Prewvention Paolicy

( Discard packets when the specified attack is detected:l

In the ICMP Flood Configuration area, click Add and add host address 2.0.0.2 as an object to

be protected.

ICMP Flood Canfiguratian

IP Address Caonnection Rate Threshold Dperation

2.00.2 1000 =Rl |

Add

Configuring UDP Flood Attack Protection

From the navigation tree, select Intrusion Detection > Traffic Abnormality > UDP Flood. Then,
select security zone Trust and select Discard packets when the specified attack is detected

and click Apply.

Securiwznne:

Attack Prevention Palicy

( Discard packets when the specified attack is detected:l

In the UDP Flood Configuration area, click Add and add host address 2.0.0.2 as an object to

be protected.

LIDP Flood Configuration

P Address Connection Rate Threshold Cperation

2.00.2 1000 g 1

Add

10/18
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Configuring SYN Flood Attack Protection

e From the navigation tree, select Intrusion Detection > Traffic Abnormality > SYN Flood. Then,
select security zone Trust and select Discard packets when the specified attack is detected

and click Apply.

(Securit'g.r Zone;| Trust & D

i

Attack Prevention Paolicy

Discard packets when the specified attack is detectedj Add protected IF entry to TCP Prosy

e Inthe SYN Flood Configuration area, click Add and add host address 2.0.0.2 as an object to

be protected.

S Flood Caonfiguration
IP Address Cannection Rate Threshold el ez el Lol Dperation
Threshold
2002 1000 10000 ﬂ
Add

Configuring Scanning Prevention

e From the navigation tree, select Intrusion Detection > Traffic Abnormality > Scanning
Detection. Then, select security zone Untrust and select Enable Scanning Detection and Add

a source IP to the blacklist and click Apply.

security Zane:| T

( Enahble Scanning Detection]
Scanning Threshold: 400 {1-10000) connections per second

[¥] Add a source IP to the blacklist
Lifetime: 10 {1-1000) minutes

Configuring Packet Inspection

Packet inspection is used to detect single-packet attacks, which has nothing to do with traffic and

sessions. Packet inspection is implemented by checking whether a packet has the specified

signatures.

e From the navigation tree, select Intrusion Detection > Packet Inspection. Then, select security
zone Untrust and the types of attacks to be detected, and click Apply.
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Discard Packets when the specified attack is detected
Enahle Fraggle Attack Detection

Enahle Land Attack Detection

Enahle Winkuke Aftack Detection

Enahle TCP Flag Attack Detection

Enable ICMP Unreachable Packet Attack Detection
Enahle ICMP Redirect Packet Attack Detection

Enable Tracer Packet Attack Detection

Enable Smurf Attack Detection

Enahle IF Packet Carrving Source Route Attack Detection

HEEEEEEEEEEE

Enahle Route Record Option Attack Detection

Enahle Large I[ChWP Packet .
Attack Detection Wax Packet Lenoth: | 4000 (28- 65534 ) Byles

=

Verification

On PC 2, use a packet constructing tool to simulate various attacks targeting the host or server of the
internal network.

Static Blacklist

e Before the static blacklist entry expires or is cleared, PC 2 cannot ping the IP address (1.0.0.1) of
the UTM device’s interface GigabitEthernet 0/1.

v C:A\WINDO¥S\systen32\cad. exe
C:“JDocuments and Settings>~185%@64>ping 1.A.8.1

1.8.8.1 with 32 bytes of data:

timed out.
timed out.
timed out.
timed out.

Ping statistics for 1.A_.A.1:
Packets: Bent = 4, Heceived = B, Lost = 4 {188x loss).

C:“Documents and Settings~185864>_

e When PC 2 is not in the blacklist, PC 2 can ping the IP address (1.0.0.1) of the UTM device’s
interface GigabitEthernet 0/1.
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S\systeni2\cmd. exe
C=SDocuments and Settingss1A5864>ping 1.0.8.1

Pinging 1.8.8.1 with 32 bytes of data:

hytes=32 time<imsz TTL=255
hytes=32 time{ims TTL=255%

Reply from 1
Reply from 1

.a.8.1
.a.8.1

Reply from 1.8.8.1: bytes=32 time<ims TTL=255%
.B8.8.1

Reply from 1 hytes=32 time<ims TTL=255
Ping statistics for 1.8.8.1:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss).
Approximate round trip times in milli-—seconds:

Minimum = Bmz, Haximum = Bms. Average = Bns

C:xDocuments and Settings 1850643

Dynamic Blacklist

e Use a PC (1.0.0.100, for example) in the external network to log in to the server in the internal
network, inputting the correct username but a wrong password for five times.

e Selecting Intrusion Detection > Blacklist from the navigation tree, you can see that the IP
address of the PC (1.0.0.100) has been added to the blackilist.

e Because you selected Add a source IP to the blacklist when configuring scanning prevention,
the device also automatically adds scanning sources to the blacklist. For details, refer to
Scanning Prevention.

IP Address b | Advanced Search

IF Address Add Method Start Time Hald Time {minutes) Dropped Count  Operation
|1.0.010 Manual 2000010527 18:12:20 g I ﬁﬁ m
[1.0.0.100 Auto 200001527 18:10:41 10 11 ﬁﬁ m

ICMP Flood Attack Protection

e Use SmartBits to send ICMP packets with the destination address 2.0.0.2 to zone Trust at a rate
higher than 1000 frames per second for three seconds, changing the source address frequently.
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@ Note

e SmartBits is a data protocol analyzer from Spirent Communications.

e For ICMP flood, UDP flood, and SYN flood attacks, the sampling interval of the device is one
second. If the number of half-open connections or the session establishment rate exceeds the
threshold in three consecutive sampling intervals, the device considers that an attack has
occurred. Therefore, when using SmartBits to simulate a flood attack, be sure to send attack
packets for at least four seconds.

e Select Intrusion Detection > Statistics from the navigation tree and then select zone Trust.
You can view the number of ICMP flood attacks and the number of dropped ICMP flood attack
packets.

Attack Type Attack Count Dropped Packet

Count
Fragale

ICMP Redirect
ICWP Unreachable
Land

Large ICMP

Route Record
Scan

Source Route
Smarf

TCP Flag

Tracert

Winkluke

S%M Flood

[CMP Flood

IIDP Flood

Mumber of connections per source IP exceeds the
threshald

Mumhber of connections per dest IP exceeds the
i 0
threshald

P
Lo Y | Y e O e Y e S e Y e s [ e Y e R o s Y s o |

57016

o= o o o o o o o o oo oo o0o

[}
[m]

[ Clear ” Refresh

UDP Flood Attack Protection

e Use SmartBits to send UDP packets from zone Untrust to 2.0.0.2 in zone Trust at a rate higher
than 1000 frames per second, changing the source address frequently.

e Select Intrusion Detection > Statistics from the navigation tree and then select zone Trust.
You can view the number of UDP flood attacks and the number of dropped UDP flood attack
packets.

Hangzhou H3C Technologies Co., Ltd. www.h3c.com 14/18



H3C SecPath Series Firewalls Attack Protection Configuration Example

Aftack Type Attack Count Dropped Packet

Count
Fragile

IChP Redirect
ICMP Unreachahle
Land

Large ICMP

Route Record
Scan

Source Route
Smurf

TCP Flag

Tracert

Winkuke

5™ Flood

[CMP Flood

IUDF Flood

Mumhber of connections per source IP exceeds the
threshald

Mumber of connections per dest IP exceeds the
thrashald

o o o o o o o oo oo O

=

157016
43387)

IR D O D o o o o o O o o o O

e

=
=

[ Clear ][ Refresh

SYN Flood Attack Protection

e Use SmartBits to send TCP SYN packets from zone Untrust to 2.0.0.2 in zone Trust at a rate
higher than 1000 frames per second, changing the source address frequently.

e Select Intrusion Detection > Statistics from the navigation tree and then select zone Trust.
You can view the number of SYN flood attacks and the number of dropped SYN flood attack
packets.
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Zone o4

Aftack Type

Fraggle

[ChP Redirect
ICMP Unreachable
Land

Large ICMP
Route Record
Scan

Source Route
Smmurf

TCP Flag
Tracert
Wiinkuke

5% Flood
[CMP Flood
UDP Flood

Murmber of connections per source IP exceeds the

threshold

Mumber of connections per dest IP excesds the

thrashald

Scanning Prevention

Dropped Packet

Attack Count ot
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
3 59402
2 157016
2 43397
0 0
0 0

[ Clear ][

Refresh

e Use SmartBits to send packets from zone Untrust to zone Trust at a rate higher than 500 frames

per second, keeping the source address the same and changing the destination address

frequently.

e Select Intrusion Detection > Statistics from the navigation tree and then select zone Untrust.
You can view the number of scanning attacks and the number of dropped scanning attack

packets.

e Because you selected Add a source IP to the blacklist when configuring scanning prevention,
the device automatically adds scanning sources to the blacklist. You can see the source address
used in the attack packets is on the blacklist.
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fone:

LIntrust

W

Attack Type

Dropped Packet

Attack Count court

Fragile

Land
Large ICMP

Scan

Smurf
TCP Flag
Tracert
WinMuke
S Flood
[CMP Flood
IUDP Flood

the threshold

threshold

[CMP Redirect
[CMP Unreachahle

Foute Record

Source Route

Mumber of connections per source IF exceeds

mHumber of connections per dest IP exceeds the

o o o o o o o o | =10 o o o o o
o o o o o o o o | =1 o o oo o

=
L]

=
=

[ Clear “

Packet Inspection

Refresh

e Construct test packets as described in the following table. This table lists the types of attacks that
the device can detect and protect against.

No.

Attack type

Packet characteristics

ICMP packets with an increasing TTL (starting from 1) on

1 Tracert Windows system, or UDP packets with a large destination
port number and an increasing TTL (starting from 1)

2 Large ICMP ICMP packets larger than the allowed size
ICMP packets whose destination address is a broadcast

3 Smurf
address or a subnet address

4 ICMP Redirect ICMP redirect packets (type 5)

5 ICMP Unreachable ICMP unreachable packets (type 3)

6 Fraggle UDP packets with the destination port number of 19 or 7

7 WinNuke TCP packets with the destination port number of 139, with the
URG bit set, and with a non-null urgent pointer.

8 TCP Flag TCP packets with improper flags

9 Land TCP SYN packets whose source address is on the 127.0.0.0

segment, or is the same as the destination address.

Hangzhou H3C Technologies Co., Ltd.
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No. Attack type Packet characteristics
10 Route Record IP data packets with the Route Record option (0x07) selected
IP data packets with the Source Route option select and with
11 Source Route the code field set to loose source routing (0x83) or strict

source routing (0x89).

e Select Intrusion Detection > Statistics from the navigation tree and then select zone Untrust,

you can view the counts of kinds of attacks and the counts of dropped attack packets.

Fragole
ICMP Redirect

[CMP Unreachahle

Land

Large ICMP
Route Record
Scan

Source Route
Srnurf

TCP Flag
Tracert
Winruke
S Flood
ICMP Flood
IUDF Flaod

Mumber of connections per source IP exceeds the

threshold

mHumber of connections per dest IP exceeds the

threshald

Aftack Type

Dropped Packet

Aftack Count Count
7 7
11644 11644
4 4
0 a
0 a
37530 37590
2 2
15240 15240
0 a
0 a
0 a
0 a
a a
0 a
0 a
0 a
0 a
[ Clear ][ Refresh
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SecPath Series Firewalls Interzone Policy
Configuration Example

Keyword: interzone policy

Abstract: Interzone policies, based on ACLs, are used for identification and monitoring of traffic between

Zones.

Acronyms:

Acronym Full name

ACL Access Control List
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Feature Overview

Interzone policies, based on access control lists (ACLs), are used for identification of traffic between
zones. An interzone policy references one ACL for a pair of source zone and destination zone. This
ACL contains a group of ACL rules, each of which permits or denies packets matching the match
criteria.

Interzone policies can reference address resources and service resources to define the packet match
criteria and reference time range resources to specify the effective time ranges of the rules.

Application Scenarios

The interzone policies can be used for identifying traffic, monitoring traffic, and setting a firewall
between zones.

Configuration Guidelines

The number of an ACL referenced by an interzone policy is assigned automatically by the system.
When you create the first rule for two zones, the system automatically creates an ACL, and assigns it
an ACL number that is one more than the last assigned ACL number, starting from 6000. If you
remove all rules of the interzone policy, the system automatically removes the ACL.

Rules for a pair of source zone and destination zone are listed in match order on the web page. Arule
listed earlier has a higher priority, and is matched earlier. By default, the rules are in the order they
are created, and you can manually adjust the order.

Interzone Policy Configuration Example

Network Requirements

@ Note

This configuration example is applicable to SecPath F5000-A5, SecPath F1000E, and SecPath UTM
200-A/200-M/200-S firewalls. A UTM 200-S firewall is used in this configuration example for
illustration.

e As shown in Figure 1, Device connects the corporate network to the Internet. The corporate
network belongs to zone Trust, while the external network belongs to zone Untrust.
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e Configure an interzone policy, allowing internal host Public to access the external network at any
time and denying all the other internal hosts’ access to the external network during working hours
(from 8:00 to 18:00) on working days (Monday through Friday).

Figure 1 Network diagram for configuring interzone policies

S Untrust
Trust GEO0/2 GEO0/1

20.1.1.1/24
Public I
10.1.1.12/2

Configuration Considerations

Device

e Assign IP addresses to the interfaces
e Configure zones

e Configure a time range resource

e Configure an address resource

e Configure an interzone policy

Software Version Used

SecPath F1000E: V300R001B01 R3166 series and V300R001B01 F3166 series
SecPath F5000-A5: V300R002B01 R3206 series

SecPath UTM 200-A/200-M/200-S firewalls: V500R001B01 R5116 series
Configuration Procedures
Assigning IP Addresses to Interfaces

Configuring GigabitEthernet 0/2

e From the navigation tree, select Device Management > Interface to enter the interface
management page.
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Figure 2 Interface management page

= | Mame v " Search ] | Advanced Search
Marme IF Address Mask Secutity Zone Status Qperatian

GigabitEthermet0o 192.168.251.20  255.256.254.0 4} i
GigabitEthernet0s! (4} I
GigabitEthermet0ia o I
GigabitEthermet03 o I
GigahitEthermetord o I
HULLD (4] I

3] recurds,perpage | page 171, record 1-6 |

Add

e Click the icon of interface GigabitEthernet 0/2 to enter the page for configuring the interface.

Configure the interface information as shown in the following figure, and then click Apply. The
interface management page appears, displaying the configuration result.

Figure 3 Configure interface GigabitEthernet 0/2

Interface Name:
Interface Status:

Interface Type:
VID:
MTU:

TCP MSS:

Working Mode:

IP Configuration:

IP Address:

Mask:

Secondary [P
Address:

Mask:

Unnumhbered
Interface:

GigahitEthernetls:

Connected
|
11500 |(46-1500, Default= 1500)
1460 |¢128-2048, Default = 1480}
) Bridge Mode & Router Mode
OMone @ Static Address O DHCP O BOOTP
Unnumhbered
10111 |

24 (255255.265.0) v

FFF MNegotiate

124 (255.265.255.0) v

[ Add ” Remuve]

--secondary P Address List---

Apply Back

Configuring GigabitEthernet 0/1

e From the navigation tree, select Device Management > Interface to enter the interface

management page.

Hangzhou H3C Technologies Co., Ltd.

www.h3c.com

5/13



H3C SecPath Series Firewalls Interzone Policy Configuration Example

Figure 4 Interface management page

Hamet IP Address ask Security Zone Status Cperation
GigahitEthemet0/o 192.168.261.20  266.296.256.0 o i
GigahitEthermetot 20.1.1.1 266.255.266.0 o i
GigabitEthemetns? 10.1.1.1 266.265.266.0 o i
GiabitEthernetor o i
GiabitEthernetos o I
MULLD 0 I

e Click the icon of interface GigabitEthernet 0/1 to enter the page for configuring the interface.

Configure the interface as shown in the following figure, and then click Apply. The interface
management page appears, displaying the configuration result.

Figure 5 Interface configuration

Interface Name: GigabitEtherneton
Interface Status: Connected
Interface Type: [
VID: | |
MTLU: |1SDD 5(45-1 A00, Default= 1500}
TCP MSS: 1460 |(178-2048, Default= 1460)
Working Mode: O Bridge Mode & Router Mode
IP Configuration: CwMone @ Static Address O DHCP O BOOTP PPF MNegotiate
Unnumhbered
IP Address: (20111 i
Mask: [24 (265255.255.0) ¥
|---Secondary IP Address List-—-
Secandary IP [
e ! | [ Add H Remnvel
Mask: |24 (255256 2660) v |
Unnumbered
Interface:

Adding Interfaces to Zones

Adding GigabitEthernet 0/2 to the Trust zone

e Select Device Management > Zone from the navigation tree to display the zone list.
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Figure 6 Zone list

Zone 1D Zone Marme Preference Share Wirtual Device Operation
0 Management 100 no g i
1 Local 100 no Root =T
2 Trust &5 no Root =T
3 DMZ 50 no Roat g i
4 Untrust 5 no Roat g i
e Click the e icon of zone Trust to enter the page for modifying the zone. Add interface

GigabitEthernet 0/2 to zone Trust as shown in the following figure, and then click Apply.

Figure 7 Add GigabitEthernet 0/2 to the Trust zone

Zone |D:

Zone Mame:

Freference:

Share:

Virtual Device:

Interface Name:

85 -100)

Mo |w

[Rout |

k. [ Interface "“ Search ]|Advanced Search

=] Interface YLAN

[ NULLD

|
|
[] GigabitEthernetni3 |
|
|

[ GigahitEthernetd

GigahitEthernetli2

[] GigahitEthernetdi4

The YLANSs should be separated by ''or -' For example:3, 510

lterms marked with an asterisk(®) are required

Adding GigabitEthernet 0/1 to the Untrust zone

e Select Device Management > Zone from the navigation tree to display the zone list.
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Figure 8 Zone ilst

Zone D Zone Mame Frefarence Share YWirtual Device Qperation
0 Managemert 100 no - il
1 Local 100 no Root xR
2 Trust 85 no Roat &
3 DMZ 50 no Root &
4 Untrust 5 no Foot el
Add

e Click the icon of the zone Untrust to enter the zone modification page. Add interface GE 0/1
to the zone Untrust, and click Apply.

Figure 9 Modify the zone configuration

Zohe ID: | ’ |

Zone Mame: | |

Preference: |5 |(1—1DD)

Share: o |0

Yirtual Device: | . |

Interface Narne. b Search Item:l@ll@murdsj “ Search l
il Interface WLAR

igahitEthernetOi

[ GigahitEthernetoid

|
[0 GigahitEthernets3 |
|
|

] NULLD

The WLANS should he separated by ' or = Far example:3, 6-10

Iterns marked with an asterisk(™) are required

Configuring a Time Range Resource

Configure a time range from 8:00 to 18:00 on working days (Monday through Friday).

. Select Resource > Time Range from the navigation tree, and click Add. Perform the

configurations shown in Figure 10.
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Figure 10 Configure a time range resource

Mame:

worktime

Feriodic Time Range:

StanTime::

*(1-32Chars.)

(I sun. [# mon. [#] Tues. [#lwed. ] Thurs. [#]1Fri. (] 5at.

End Time::

[labsolute Time Range:

Fram:

To:

i

terms marked with an asterizk(*) are required

Apply | Cancel

e Type worktime in the Name text box.
e Select the Periodic Time Range check box.
e  Set the start time to 8:00.

e Set the end time to 18:00.

e Select the Mon., Tues., Wed., Thurs., and Fri., check boxes.
e Click Apply.

Configuring an Address Resource

Configuring an IP address resource

e Select Resource > Address > IP Address from the navigation tree, and then click Add. Perform

the configurations shown in Figure 11.
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Figure 11 Create an IP address resource

m Fange Subnet

@ IP Address () Dornain Name
MName public *{1-31 Chars)

Diescription {1-31 Chars.)
IP List
10.1.1.12

10.1.1.12 *(IP Address)

Remaove

IP Address

lterns marked with an asterisk(® are reguired

H Apply ][ Cancel ]

e Select the IP Address option.

e Type public as the name.

e Type 10.1.1.12 as the IP address. Then click Add to add the address to the IP address list.
e Click Apply.

Configuring an Interzone Policy

Configure an access rule for host public to access the external network at any time

e Select Firewall > Security Policy > Interzone Policy from the navigation tree, and then click
Add. Perform the configurations shown in Figure 13.
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Figure 12 Allow host public to access the external network at any time

Source Zohe 'Trust e
Dest Zone Untrust |+

Description (1-31 Chars.)
Source IP Address

O Mew IP
Address

Ade;jrjssme t public v Multiple

Destination IP Address
O Mew IP

I “wildcard must be reserved mask

ol i wildzard must be reserved mask
& Destination IP any_address v Multiple
Address =
Senvice

e« Each serice stands for an industry-
Raf - standard IP stream.When creating a
any_senice il Multiple firewall policyyou need to specify a
sernice farit.

e Filter action can be Permit or Deny,
which stands far the action that the

A Permit v firewall adopts for the selected
senice,
Time Range w
ngnn;?arlgﬂltermg Policy v add
ClUsing MAC Address
Enable Syslog Status Continue to add next rule

ltems marked with an asterisk(® are required

e Select Trust as the source zone and Untrust as the destination zone.
e Select public as the source address.

e Select Permit as the filter action.

e Select the Enable Syslog check box.

e Select the Status check box.

e Select the Continue to add next rule check box.

e Click Apply.

Configuring arule to deny access of all the other hosts to the external network during
working time

e After the last configuration step, the interzone policy rule configuration page appears, with the
source and destination zones selected for the last rule. Perform the configurations shown in

Figure 13.
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Figure 13 Deny all the other hosts' access to the external network during working time

Source Zone | Trust V._
Dest Fone [Untrust v |

Cescription {1-31 Chars)
Source [P Address

O New IP
Address

any_address ¥ Multiple
Address ANy . B

Cestination IF Address
O Mew IP
Address

any_address Multinle
Address v L | P

Serice

I *“wiildcard must be reserved mask

I *wiildcard must be reserved mask

¢ Each service stands for an industry-
" T ; = standard IP strearmWhen creating a
aie ANy ESENICE M Multiple firewall policy,you need to specify a
senice for it

o Filter action can he Permit ar Deny,
wihich stands for the action that the

R (Deny %] firewiall adopts for the selected
semvice.
Time Range jwu}kti}ne V
T(;?nngnlaarigﬁltermg FPalicy | 2 Add
Clusing MAC Address
Enahle Syslog Status Continue to add next rule [

lterns marked with an asterisk(™) are required

[ppty J[ cancel |

e Select Deny as the filter action.

e Select worktime as the time range.

e Select the Enable Syslog check box.
e Select the Status check box.

e Click Apply.

Verification

Accessing the External Network from Host Public in Working Hours

You are allowed to access the external network from host Public in working hours. Select Log Report
> Report > Interzone Policy Log to enter the interzone policy log page. The log shows that access
to the external network is permitted.

Figure 14 Interzone policy log

20100128 141430 | Start Time v | Advanced Search

Start Tirne End Time SOl JeEHor ol Action EiEzal flow infornatian
Zone Zone In type
2010-01-28 2010-01-28 ; 1011121862 -+
14:14:30 14:14:58 Trust Untrust o LpermmedjTCP(E) 20.1.1.3:80
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Accessing the External Network from Other Hosts in Working Hours

In working hours, you cannot access the external network from any other hosts, for example a host at
10.1.1.13/24. Select Log Report > Report > Interzone Policy Log to enter the interzone policy log
page. The log shows that access to the external network is denied.

Figure 15 Interzone policy log

F2010-01-28 14:3217 | Start Time

"" Search I|Advanced Search

Start Time End Time Source Destination Folicy Action protocol flowe information
Zone Zone In] type
2010-01-28 2010-01-28 ) 101.1.13:2011 =
143217 143217 Trust Untrust ! L—JUE”'EU TEPE g’y 1380

Protocols and Standards

TCP/IP Routing, Volume I

Related Documentation

Interzone Policy Configuration in the web configuration manual

Address Resource Configuration in the web configuration manual
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SecPath Series Firewalls Link Aggregation
Configuration Examples

Keywords: Link aggregation

Abstract: This document presents some link aggregation configuration examples for the SecPath series

firewalls.

Acronyms:

Acronym Full spelling
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Feature Overview
Link aggregation aggregates multiple physical Ethernet ports into an aggregation group, thus

increasing the link speed beyond the limits of any one single port. To upper layer entities such as
applications running on the network, they look like a single logical link.

Link aggregation increases bandwidth by distributing traffic across the member ports in an
aggregation group. Because these member ports can dynamically back up one another, it improves
connectivity reliability in addition.

Application Scenarios

Typically, you use link aggregation to increase bandwidth or reliability of the network.

Configuration Examples

Network Requirements

@ Note

The following examples use an F5000-A5 firewall (Device in the network diagram below) to show how
to configure link aggregation on the H3C SecPath series firewalls, including the SecPath F5000-A5,
SecPath F1000E, and SecPath UTM. Support for link aggregation depends on your firewall model.

As shown in Figure 1, an S9505 switch and the Device are connected through two GE links, which
are aggregated into one logical link. The S9505 is the downstream switch. GE1/6 and GE1/7 of the
Device form aggregation group 1. Layer 2 link aggregation is configured on the S9505 switch. Source
IP-based link-aggregation load sharing is configured on the Device. OSPF is enabled between the
switch and Device. Configure the following types of link aggregation:

e Layer 3 link aggregation: dynamic and static.
e Layer 2 link aggregation: dynamic and static.
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Figure 1 Network diagram for link aggregation

SmartBits

GE4/11 GE1/6

GE4/1/2 GE1/7
S9505 Device

Configuration Considerations

Configure the Device (firewall) by following these general steps:

e Create aggregation group 1.

e Assign interfaces GE1/6 and GE1/7 to aggregation group 1.
e Add the physical and aggregate interfaces to a security zone.
e Configure OSPF.

Currently, you cannot configure link aggregation on the Web configuration interface. To configure link
aggregation, you need to use the command line interface (CLI).

Software Version Used

Model Version/Release
SecPath F1000E V300R001B01 R3166, V300R001B01 F3166
SecPath F5000-A5 V300R002B01 R3206
SecPath UTM 200-A/200-M/200-S V500R001B01 R5116

Configuring Layer 3 Link Aggregation in Static Mode

Static aggregation is stable. The aggregation state of the member ports is not affected by their peers,
which also means that the member ports cannot change their aggregation state in consistent with
their peers. The administrator must manually maintain link aggregations. Hence, static aggregation is
inflexible.

Configuration on the Device

# Create Layer 3 aggregate interface Route-Aggregationl, and assign an IP address for it.

interface Route-Aggregationl

ip address 10.1.1.1 255.255.255.0
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# Assign interfaces GE1/6 and GE1/7 to aggregation group 1, which corresponds to Route-
Aggregationl.

SecPath Series Firewalls Link Aggregation Configuration Examples

interface GigabitEthernetl/6
port link-mode route
port link-aggregation group 1
interface GigabitEthernetl/7
port link-mode route

port link-aggregation group 1
# Configure source IP-based load sharing.

link-aggregation load-sharing mode source-ip

# Log in through the Web interface, and add GE1/6, GE1/7, and the aggregate interface to the Trust
zone.

Zone IO Zone Mame Freference Share Yirtual Device Cperation

2 Trust g5 no Root gl

Interface WLAN
GigabitEthernetdi2
GigabitEthernet1/a
GigabitEthernet /7

# Configure OSPF.
This part is the same as any common OSPF configuration process.

Configuration on the S9505 switch

# Create aggregation group 1, and configure the aggregation group to operate in manual aggregation
mode.

link-aggregation group 1 mode manual

# Assign interfaces GE4/1/1 and GE4/1/2 to aggregation group 1.
interface GigabitEthernet4/1/1

port access vlan 10

port link-aggregation group 1
interface GigabitEthernet4/1/2

port access vlan 10

port link-aggregation group 1

# Create VLAN interface 10, and assign IP address 10.1.1.2 to it.
interface Vlan-interfacelO

ip address 10.1.1.2 255.255.255.0

# Configure OSPF.
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Configure OSPF as needed.

@ Note

When the firewall is connected with an S7500 or S9500 series switch of the V3 version, use the
manual keyword to configure the firewall to operate in static aggregation mode.

Configuring Layer 3 Link Aggregation in Dynamic Mode

In dynamic aggregation mode, the peer systems maintain the aggregation state of the member ports
automatically, but because the aggregation state of member ports is susceptible to network changes,
aggregation is instable.

If you configure the Device (firewall) to operate in dynamic aggregation mode, you must configure the
S9505 to operate in dynamic mode too. If the S9505 is of the V5 version, LACP is automatically
enabled when you enable dynamic aggregation. If the S9505 is of the V3 version, you need to use the
lacp enable command in interface view to enable LACP.

Configuration on the Device

# Create Layer 3 aggregate interface Route-Aggregationl, assign an IP address for it, and set the
dynamic aggregation mode.
interface Route-Aggregationl

link-aggregation mode dynamic

ip address 10.1.1.1 255.255.255.0

# Assign interfaces GE1/6 and GEL1/7 to aggregation group 1, which corresponds to Route-
Aggregationl.

interface GigabitEthernetl/6

port link-mode route

port link-aggregation group 1

interface GigabitEthernetl/7

port link-mode route

port link-aggregation group 1
# Configure source IP-based load sharing.
link-aggregation load-sharing mode source-ip

# Log in through the Web interface, and add GE1/6, GE1/7, and the aggregate interface to the Trust
zone.
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Zone IO Zone Mame Freference Share Yirtual Device Cperation
2 Trust a5 no Roat i

Interface VLAMN

GigabitEthernetdi2
GigabitEthernet1/a
GigabitEthernet /7

# Configure OSPF.

This part is the same as any common OSPF configuration process.
Configuration on the S9505 switch

# Create aggregation group 1, and configure the aggregation group to operate in static aggregation
mode.

link-aggregation group 1 mode static

# Assign interfaces GE4/1/1 and GE4/1/2 to aggregation group 1.

interface GigabitEthernet4/1/1
port access vlan 10
port link-aggregation group 1
interface GigabitEthernet4/1/2
port access vlan 10

port link-aggregation group 1
# Create VLAN interface 10, and assign IP address 10.1.1.2 to it.

interface Vlan-interfacelO
ip address 10.1.1.2 255.255.255.0

# Configure OSPF.

Configure OSPF as needed.

@ Note

When the firewall is connected with an S7500 or S9500 series switch of the V3 version, use the static
keyword to configure the firewall to operate in dynamic aggregation mode.

Configuring Layer 2 Link Aggregation in Static Mode

Static aggregation is stable. The aggregation state of the member ports is not affected by their peers,
which also means that the member ports cannot change their aggregation state in consistent with
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their peers. The administrator must manually maintain link aggregations. Hence, static aggregation is
inflexible.

SecPath Series Firewalls Link Aggregation Configuration Examples

Configuration on the Device

# Create Layer 2 aggregate interface Bridge-Aggregationl, and assign it to VLAN 10.
interface Bridge-Aggregationl

port access vlan 10

# Assign interfaces GE1/6 and GE1/7 to aggregation group 1, which corresponds to Bridge-
Aggregationl.

interface GigabitEthernetl/6

port link-mode bridge

port access vlan 10

port link-aggregation group 1

interface GigabitEthernetl/7

port link-mode bridge

port access vlan 10

port link-aggregation group 1
int vlan-interface 10

ip address 10.1.1.1 24
# Configure source IP-based load sharing.

link-aggregation load-sharing mode source-ip

# Log in through the Web interface, and add GE1/6, GE1/7, and the aggregate interface to the Trust
zone.

Zone D Zone dame Freference Share Yirtual Device Qperation

2 Trust g4 no Root eI

Interface WLAR
GigabitEthernetdi2
GigabitEthernet1/6
GigabitEthernet1/7

# Configure OSPF.
This part is the same as any common OSPF configuration process.

Configuration on the S9505 (typically V3) switch

# Create aggregation group 1, and configure the aggregation group to operate in manual aggregation
mode.

link-aggregation group 1 mode manual

# Assign interfaces GE4/1/1 and GE4/1/2 to aggregation group 1.

interface GigabitEthernet4/1/1

Hangzhou H3C Technologies Co., Ltd. www.h3c.com 8/11



H3C SecPath Series Firewalls Link Aggregation Configuration Examples

port access vlan 10

port link-aggregation group 1
interface GigabitEthernet4/1/2

port access vlan 10

port link-aggregation group 1
# Create VLAN interface 10, and assign IP address 10.1.1.2 to it.

interface Vlan-interfacelO

ip address 10.1.1.2 255.255.255.0

# Configure OSPF.

Configure OSPF as needed.
Configuring Layer 2 Link Aggregation in Dynamic Mode

Configuration on the Device

# Create Layer 2 aggregate interface Bridge-Aggregationl, and assign it to VLAN 10.

interface Bridge-Aggregationl
port access vlan 10

link-aggregation mode dynamic

# Assign interfaces GE1/6 and GE1/7 to aggregation group 1, which corresponds to Route-
Aggregationl.

interface GigabitEthernetl/6

port link-mode bridge

port access vlan 10

port link-aggregation group 1
interface GigabitEthernetl/7

port link-mode bridge

port access vlan 10

port link-aggregation group 1
int vlan-interface 10

ip address 10.1.1.1 24

# Configure source IP-based load sharing.

link-aggregation load-sharing mode source-ip

# Log in through the Web interface, and add GE1/6, GE1/7, and the aggregate interface to the Trust
zone.
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Zone IO Zone Mame Freference Share Yirtual Device Cperation
2 Trust a5 no Roat gl

Interface WLAN
GigabitEthernetdi2
GigabitEthernet1/a
GigabitEthernet /7

# Configure OSPF.

This part is the same as any common OSPF configuration process.
Configuration on the S9505 (typically V3) switch

# Create aggregation group 1, and configure the aggregation group to operate in static aggregation
mode.

link-aggregation group 1 mode static

# Assign interfaces GE4/1/1 and GE4/1/2 to aggregation group 1.

interface GigabitEthernet4/1/1

port access vlan 10

port link-aggregation group 1
interface GigabitEthernet4/1/2

port access vlan 10

port link-aggregation group 1

# Create VLAN interface 10, and assign IP address 10.1.1.2 to it.

interface Vlan-interfacelO
ip address 10.1.1.2 255.255.255.0

# Configure OSPF.

Configure OSPF as needed.

@ Note

The firewall supports two link-aggregation load sharing criteria: source and destination IP addresses,
which you can use the following command to configure:
[Device] link-aggregation load-sharing mode ?

destination-ip Destination IP address

source-ip Source IP address

Hangzhou H3C Technologies Co., Ltd. www.h3c.com 10/11



H3C SecPath Series Firewalls Link Aggregation Configuration Examples

Copyright © 2010 Hangzhou H3C Technologies Co., Ltd. All rights reserved.
No part of this manual may be reproduced or transmitted in any form or by any means without prior written consent of Hangzhou H3C
Technologies Co., Ltd.

The information in this document is subject to change without notice.

Hangzhou H3C Technologies Co., Ltd. www.h3c.com 11/11



H3C SecPath Series Firewalls Log Management and SecCenter Configuration Example

SecPath Series Firewalls Log Management
and SecCenter Configuration Example

Keywords: syslog

Abstract: This document describes the log management function of SecPath series firewalls, and presents

configuration examples for cooperation with SecCenter.

Acronyms:

Acronym Full spelling

Syslog —
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Feature Overview

The log management feature enables you to store the system messages or logs generated by actions
such as packet filtering to the log buffer or send them to the log hosts. The analysis and archiving of
the logs can enable you to check the security holes of the firewall, when and who try to disobey
security policies, and the types of the network attacks. The real-time logs can also be used to detect
the ongoing attacks.

Configuring Syslog

The syslog module allows you to set the related parameters of the information center. Acting as the
system information hub, the information center classifies and manages the system information,
offering a powerful support for network administrators and developers in monitoring the network
performance and diagnosing network problems. The information center can output the log information
to the Web interface for users to view the logs. Meanwhile, it can also output the log information to the
specified syslog log host based on your configuration.

Select Log Report > Syslog from the navigation tree to enter the page as shown in Figure 1.

Figure 1 Syslog

Lo Buffer

Log Buffer Size 5132 lterms (0-1024, Default= 512)

Clear Log

Log Host IP Address

Log Host 1 Fort (1-65535, Default=514)
Log Host2 | | Port | (1-B5535, Default = 514)
Log Host 3 Fort (1-65535, Default=514)
Log Host 4 Fort i(1-65535, Default=514)
Refresh
Refresh Period hanual v

[ Apply ][ Cancel ]

Table 1 describes the syslog configuration items.

Table 1 Syslog configuration items

Item Description

Log Buffer Size Set the number of syslogs that can be stored in the log buffer.
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Item Description
Clear Log To clear the logs in the log buffer, click this button.
Log Host 1
Log Host 2 Set the IP address and port number of the syslog log hosts.
Loa Host 3 The log information can be reported to the specified remote log hosts in
9 the format of syslog, and you can specify up to four syslog log hosts.
Log Host 4

Refresh Period

Set the refresh period on the log information displayed on the log report
web interface.

e Manual: You need to refresh the web interface when displaying log
report information.

e Automatic: You can select to refresh the Web page every 10 seconds,
30 seconds, 1 minute, 5 minutes, or 10 minutes.

Configuring User Logging

User logs can be output in the following two formats, and you can select either one:

e Output to the information center of the device in the format of system information, and the
information center then decides the output destination.
e Output to the specified userlog log host in UDP packets in binary format.

Configuring Flow Logging

@ Note

Flow logs refer to session logs only. To generate flow logs, you need to configure session logging.

Introduction

Flow logging records users’ access information to the external network. The device classifies and

calculates flows through the 5-tuple information, which includes source IP address, destination IP

address, source port, destination port, and protocol number, and generates user flow logs. Flow

logging records the 5-tuple information of the packets and number of the bytes received and sent.

With flow logging, administrators can track and record accesses to the network, facilitating the
availability and security of the network.

Two versions are available with flow logging: version 1.0 and version 3.0, which are slightly different
in packet format. For more information, see Table 2 and Table 3.

Table 2 Packet format in flow logging version 1.0

Field

Description

SourcelP

Source IP address
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Field Description
DestIP Destination IP address
SrcPort TCP/UDP source port number
DestPort TCP/UDP destination port number
StartTime Start time of a flow, in seconds, counted from 1970/1/1 0:0
EndTime End time of a flow, in seconds, counted from 1970/1/1 0:0
Prot Protocol carried over IP
Operator Indicates the reason why a flow has ended
Reserved For future applications

Table 3 Packet format in flow logging version 3.0

Field Description

Prot Protocol carried over IP

Operator Indicates the reason why a flow has ended

IpVersion IP packet version

ToslIPv4 ToS field of the IPv4 packet

SourcelP Source IP address

SrcNatIP Source IP address after Network Address Translation (NAT)

DestIP Destination IP address

DestNatIP Destination IP address after Network Address Translation (NAT)

SrcPort TCP/UDP source port number

SrcNatPort TCP/UDP source port number after NAT

DestPort TCP/UDP destination port number

DestNatPort TCP/UDP destination port number after NAT

StartTime Start time of a flow, in seconds, counted from 1970/1/1 0:0

EndTime Start time of a flow, in seconds, counted from 1970/1/1 0:0

InTotalPkg Number of packets received

InTotalByte Number of bytes received

OutTotalPkg Number of packets sent

OutTotalByte Number of the bytes sent

e Reserved in version 0x02 (FirewallV200R001);

Reservedl e In version 0x03 (FirewallV200R005), the first byte is the source VPN
ID, the second byte is the destination VPN ID, and the third and forth
bytes are reserved.

Reserved2 For future applications
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Field

Description

Reserved3

For future applications

Configuring flow logging

Select Log Report > Userlog from the navigation tree to enter the page as shown in Figure 2.

Figure 2 Flow logging

Wersion

Source IP Address of Packets
Lag Host Configuration
Log Host 1

Log Host 2

WP Instance i |

YPMInstance | ¥

@10030

IP Address Fort [(0-65535)

IP Address FPort (0-B5538)

|l Output flow logs to infarmation center (With this function enabled, the system will not output flow logs to the specified userlog host.)

Items marked with an asterisk{®) are required

+ Statistics

Table 4 describes the configuration items of flow logging.

Table 4 Flow logging configuration items

Item

Description

Version

Set the version of flow logging, including 1.0 and 3.0.

%

@ Highlight

Configure the flow logging version according to the capacity of the log
receiving device. If the log receiving device does not support flow logging
of a certain version, the device cannot resolve the logs received.

Source IP Address of
Packets

Set the source IP address of flow logging packets.

After the source IP address is specified, when Device A sends flow logs to
Device B, it uses the specified IP address instead of the actual egress
address as the source IP address of the packets. In this way, although
Device A sends out packets to Device B through different ports, Device B
can judge whether the packets are sent from Device A according to their
source IP addresses. This function also simplifies the configurations of
ACL and security policy: If you specify the same source address as the
source or destination address in the rule command in ACL, the IP address
variance and the influence of interface status can be masked, thus filtering
flow logging packets.

You are recommended to use the IP address of the loopback interface as
the source IP address of flow logging packets.
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Item Description

Set the IPv4/IPv6 addresses, and port number and the VPN instance (this
Log Host 1 option is available only when you specify a log host with an IPv4 address)
of the Userlog log host to encapsulate flow logs in UDP packets and send
them to the specified userlog log host. The log host can analyze and
display the flow logs to remotely monitor the device.

e Centralized device: Up to two different userlog log hosts can be

specified.
e Distributed device or Intelligent Resilient Framework (IRF) device: Up
Log Host 2 to two different userlog log hosts can be specified for each card.
A%
@ Highlight

To avoid collision with the common UDP port numbers, you are
recommended to use a UDP port number in the range from 1025 to 65535.

Set to output flow logs to the information center in the format of system

information.

@ Highlight
Output flows logs to |  with this function enabled, flow logs will not be output to the specified
information center userlog log host.

e Outputting flow logs to the information center occupies the storage
space of the device. Therefore, you are recommended to output flow
logs to the information center in case that there are a small amount of
flow logs.

Displaying flow logging statistics

If you set to send flow logs in UDP packets to the specified userlog log host, you can view the related
statistics, including the total number of flow logs sent to the log host, the total number of UDP packets,
and the total number of flow logs stored on the device cache.

If you click the Statistics expansion button on the Flow Log page, you can view the information as
shown in Figure 3.

e Centralized device: You can clear all the flow logging statistics of the device and the flow logs in
the cache by clicking Reset.

e Distributed or IRF device: You can clear all the flow logging statistics of a card and the flow logs
in the cache by clicking Reset.

Figure 3 View flow logging statistics

—Statistics

YEM Instance IP of Log Host Port of Log Host Logs Sent/lUDP Packets for Logs Logs in Buffer Cperation
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Session Logging

Introduction

Session logging records users’ access information, IP address translation information, and traffic
information, and can output the records in a specific format to a log host, allowing administrators to
perform security auditing.

Session logging records an entry for a session if it reaches the specified threshold. Session logging
supports two categories of thresholds:

e Time threshold: When the lifetime of a session reaches this threshold, a log entry is output for the
session.

e Traffic threshold: The traffic threshold can be in units of the number of bytes or the number of
packets. When the traffic of a session reaches the specified number of bytes or packets, a log
entry is output for the session.

@ Note

e For more information about session management, see Session Management.
e Session logs are output in the format of flow logs. To view session logs, you also need to
configure flow logging.

Perform the tasks in Table 5 to configure session logging.

Table 5 Session logging configuration task list

Task Remarks

Required

Configuring a Session Configure a session logging policy, specifying the source zone and
Logging Policy destination zone of the sessions and the ACL for filtering log entries.

By default, no session logging policy exists.

Required
Configure the time threshold or/and traffic threshold for session logging.

By default, both the time threshold and traffic threshold are 0, meaning

Setting Session that no session logging entries should be output.
Logging Thresholds N
@ Highlight

If both the time threshold and traffic threshold are configured, a log entry
is output for the session when it reaches whichever threshold and the
statistics of the session will be cleared.
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Configuring a Session Logging Policy

Select Log Report > Session Log > Log Policy from the navigation tree to display existing session
logging policies, as shown in Figure 4. Then, click Add to enter the session logging policy
configuration page, as shown in Figure 5.

Figure 4 Session logging policy list

SnurceZDne: Destination Zone:|A|| zones V| l Search ]

Source Zone Destination Zone ACL Qperation
Trust Untrust 2007 i
DMZ Trust = il

Add

Figure 5 Create a session logging policy

Add Session Lo g_.F' |:||i|:5-:].-

Source Zone: Local BB+

Destination Zone: Local -

ClacL: (2000-3998)

[ Apply " Cancel ]

Table 6 describes the configuration items for configuring a session logging policy.

Table 6 Configuration items for configuring a session logging policy

Item Description

Source Zone Specify the source zone and destination zone.

Destination Zone | You can configure an optional security zone through System > Zone.

Specify the ACL for filtering log entries, and only log entries permitted by the
ACL d
ACL will be output.

Return to Session logging configuration task list.

Setting Session Logging Thresholds

Select Log Report > Session Log > Global Setup from the navigation tree to enter the page for
setting session logging thresholds, as shown in Figure 6.
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Figure 6 Global configuration page

s b

[ Time Threshold: minutes {(10-120, it must he a multiple of 10)
(] Traffic Packet Count: rmega-packets (1-1000)
Thrashald:
Byte Count; mega-tytes (1-1000)

Table 7 describes the configuration items for setting session logging thresholds.

Table 7 Configuration items for setting session logging thresholds

Iltem Description

Set the time threshold for outputting session logging entries.

Time Threshold | \yith this argument set, log entries will be output for sessions whose lifetimes

reach the specified time threshold.

Set the traffic threshold for outputting session logging entries. It can be in
number of packets or bytes.

With the traffic threshold set, log entries will be output for sessions whose
Traffic Threshold | traffic reaches the specified threshold in number of bytes or packets.

@ Highlight
Support for this feature depends on your device model.

Return to Session logging configuration task list.

Log Report

The log report module allows you to view the log information on the device, and you can view the
following logs through the Web interface:

e System logs

e Connection limit logs
e Attack prevention logs
e Blacklist logs

e Inter-zone policy logs
e Userlogs

Displaying System Logs

Select Log Report > Report > System Log from the navigation tree to enter the page as shown in
Figure 7.
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Figure 7 System logs

b Search tem:| Time/Date % |Keywords:

: Uzer IP -
Time/Date -, dliiEes Source Level Description

Asession logging policy was

T ; . . added. Source Zone: DMZ,
Jun 817:12:07:835 2010 admin 18.1.1.2 SESSION Motificatian Destination Zane: Trust, ACL:

none.
A session logging policy was

O\ GrH] o ; N added. Source Zone: Trust,
Jun 817:12:01:088 2010 admin 18.11.2 SESSI0ON Moatification Dastination Zona: Untrust, ACL:

2007.

Table 8 describes the system log configuration items.

Table 8 System log configuration items

ltem Description
Time/Date Displays the time when the system logs are generated.
Source Displays the module that generates the system logs.

Displays the severity level of the system logs. For more information about

Level severity levels, see Table 9.

Description Displays the contents of the system logs.

Table 9 System log severity level

Severity level Description Value
Emergency The system is unavailable. 0
Alert Informatlon that demands prompt 1

reaction
Critical Critical information 2
Error Error information 3
Warning Warnings 4
e Normal information that needs to be
Notification . 5
noticed
. Informational information to be
Informational 6
recorded
: Information generated during
Debugging debugging 7

Note: A smaller value represents a higher severity level.

Displaying Connection Limit Logs

Select Log Report > Report > Connection Limit Log from the navigation tree to enter the page as
shown in Figure 8.
Hangzhou H3C Technologies Co., Ltd. www.h3c.com 11/24
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Figure 8 Connection limit log configuration page

P Search |tem:|TimefDate "lKeywc:rds:| || Search ]
- Source  Source  Destination Destination  Current Current TCP JDOF ICHP
Time/bate LR P Zone IP Rate  Conrection  Percertage  Pefcentage  Percentage

Table 10 describes the connection limit log configuration items.

Table 10 Connection limit log configuration items

ltem

Description

Time/Date

Displays the time when the connection limit logs are generated.

Type

Displays the types of the traffic alarms: The number of source IP-based
connections exceeds the upper limit or the number of destination IP-based
connections exceeds the upper limit.

Source Zone

Displays the source zone of the connection.

Source IP

Displays the source IP address of the connection.

Destination Zone

Displays the destination zone of the connection.

Destination IP

Displays the destination IP address of the connection.

Current Rate

Displays the rate of the current connection.

Current Connection

Displays total number of the current connections.

TCP Percentage

Displays the percentage of TCP packets to the total packets.

UDP Percentage

Displays the percentage of UDP packets to the total packets.

ICMP Percentage

Displays the percentage of ICMP packets to the total packets.

Displaying Attack Prevention Logs

Select Log Report > Report > Attack Prevention Log from the navigation tree to enter the page as

shown in Figure 9.

Figure 9 Attack prevention log configuration page

P Search Item:|TimB

b |Keywords:| |I Search l

| Time Type Interface

Source [P Source MAC Destination IP Destination MAC Speed

Table 11 describes the attack prevention log configuration items.

Table 11 Attack prevention log configuration items

ltem

Description

Time

Displays the time when attacks are detected.

Type

Displays the attack type.

Hangzhou H3C Technologies Co., Ltd. www.h3c.com 12/24
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Item Description
Interface Displays the interface that receives the attack packets.
Source IP Displays the source IP address of the attack packets.
Source MAC Displays the source MAC address of the attack packets.

Destination IP

Displays the destination IP address of the attack packets.

Destination MAC

Displays the destination MAC address of the attack packets.

Speed

Displays the connection speed of the attacks.

Displaying Blacklist logs

Select Log Report > Report > Blacklist Log from the navigation tree to enter the page as shown in

Figure 10.

Figure 10 Blacklist log configuration page

P Search tem:| Time/Date ¥ | Keywords:
TimelDate Mode Source IP Reasan Hold Time {minutes)
Jun 8171643994 2010 add 1111 Manual insert FPermanence

Table 12 describes the blacklist log configuration items.

Table 12 Blacklist log configuration items

Item Description
Time/Date Displays the time when the blacklist members are generated.
Mode Displays whether the blacklist members are newly added or removed.
Source IP Displays the source IP addresses of the blacklist members.
Displays the reasons why the addresses are added to the blacklist,
including manual add and automatic add:
Reason e Automatic add means that the system automatically adds the source IP
address to the blacklist.
e Manual add means that the blacklist is manually added through Web
interface.
Hold Time Displays the hold time of the blacklist members.

Displaying Inter-Zone Policy Logs

Inter-zone logs are logs of the flows matching an inter-zone policy. To record inter-zone policy logs,
you need to enable the Syslog function when configuring an inter-zone policy. For more information,
see Inter-Zone Policy Configuration.

Select Log Report > Report > InterZone Policy Log from the navigation tree to enter the page as
shown in Figure 11.
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Figure 11 Inter-zone policy log configuration page

P Search ltem:| Start Time ¥ | Keywords:
Start Time End Tirne Source Zone Destination Zone PolicylD  Action pratocol type flow infarmation

Table 13 describes the inter-zone policy log configuration items.

Table 13 Inter-zone policy log configuration items

ltem Description
Start Time Displays the time when the flows are created.
End Time Displays the time when the flows are removed.
Source Zone Displays the source zone of the flows.
Destination Zone Displays the destination zone of the flows.
Policy ID Displays the ID of the inter-zone policy that the flows match.
Action Displays the actions taken against the flows, permitted or denied.
Protocol Type Displays the protocol type of the flows.

Displays the flow information.

e |If the protocol type is TCP or UDP, the displayed flow information is
source IP address:source port-->destination IP address:destination
port, for example, 1.1.1.2:1026-->1.1.2.10:69.

Flow Information e If the protocol type is ICMP, the displayed flow information is source IP
address-->destination IP address,ICMP type (ICMP code), for example,
1.1.1.2-->1.1.2.10, echo(8).

o |If the protocol type is another type except these three, the displayed
flow information is source IP address-->destination IP address, for
example, 1.1.1.2-->1.1.2.10.

Displaying User Logs

@ Note

To display user logs through the Web interface, configure outputting user logs to the information
center.

Displaying flow logs

Select Log Report > Report > Userlog from the navigation tree to enter the page for displaying flow
logs. If you select the 1.0 radio box, the flow logging information will be displayed, as shown in Figure
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12; if you select the 3.0 radio box, the flow logging 3.0 information will be displayed, as shown in

Figure 13.

Figure 12 Flow logging 1.0 log report

Version @10 O30

b Search itemn:| Time/Date ¥ [Kevwords:

Time/Date Frotocol Type

|Jun & 17:30:51:031 2010 TCP
|Jun 8 17:30:02:283 2010 ICMP
|Jun 8 17:29:45:785 2010 TCP

|Jun 8 17:29:32:531 2010 ICMP

Figure 13 Flow logging 3.0 log report

Flowy Infarmation

18.1.1.2--=192.168.100.10

18.1.1.2--=192.168.100.10

Start Time

| 2010-08-08

18.1.1.2:4426 --= 182.168.100.10:80

18.1.1.2:4426 = 182.168.100.10:80

Wersion 10 ®30
P Search ltem:| Time/Date ¥ | Keywords:|
TimeiDate Protocol Elow [ngtematian Received Send Source
Type FPacketziBytes  PacketsiBytes WP
' cgoagy | 118.1.1.2:4839 ' ' I
égqg a2t TCP (192.168.251.21:1029) 4690 511036
| --= 192 168.100.10:80
R 181.1.2
%qua T73Z2978 owp (192168.261.21)~> 1760 160
| 19216810010
Sy 18.1.1.2:48348
égqg IE320E0SE TCP (192.168.251.21:1029) 0/0 1/48
--= 182 168.100.10:80
a9-An- 18.1.1.2
égqns e, |1ChP (192.168.251 213 --= |0/0 1060
19216810010
18.1.1.2:4828
égqns 17:31:66:807 TCF FLQQ.'] E3.2561.21:1027) 1315610 111578
| 1921681001 0:8081
18.1.1.2:4827
égqna 17.31:56:806 TCP -(:1=92.1 658.251.21:1028) 14115973 1412696
| 192.168.100.10:8081
18.1.1.2:4828
|Jun 8 17:31:585:284 TCR (192.168.251.21:1027) 00 1148
|z010 s
1921651001 0:8081
18.1.1.2:4827
|Jun 8 17:31:55:031 TCF (192168.251.21.1026) o 1748

[z010 -
192.168.100.1 0:8081

17:29:46

2010-06-08
17:29:33

2010-06-08
17:29:46

2010-06-08

72833

Destination
WP

Srecords,| 19 % |perpage | page 11, record 1-8 |

End Time

| 2010-06-08

17:30:51

2010-06-08
17:30:03

2010-06-08
17:29:48

2010-06-08

17:29:33

Start
Tirme

2010-06-02
17:32:08

2010-06-08
17:32:00

2010-06-02
17:32:08

2010-06-08
17:32:00

2010-06-02
17:31:85

2010-06-08
17:31:55

2010-06-02
17:31:55

2010-06-08
17:31:65

2010-08-08
17:32:06

2010-06-08
17:32:00

2010-06-08
17:21:587

2010-06-08
TR ey

2010-08-08
17:31:85

2010-06-08
17:31:585

Flowy Action

{hikarmal over

(23Aged for
timeout
(MData flow
created

(BiData flow
created

F
Action

End
Tirme

201 0-06-02 £
17:34:13

Mormal
awer

2

2010-06-08 Aged
17:32:30  for

timeout
(8iData
flawy

created
(8iData
flowe

created

{1
Mormal
awer

(1)
Mormal
awer

(8iData
flow
created

(BData
flow
created

T

Table 14 and Table 15 describe the flow logging 1.0 and 3.0 configuration items respectively.
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Table 14 Flow logging 1.0 configuration items

Item

Description

Time/Date

Displays the time and date when a flow log was generated.

Protocol Type

Displays the protocol type of a flow log.

Flow Information

Displays the flow information.

e If the protocol type is TCP or UDP, the displayed flow information is
source IP address:source port-->destination IP address:destination port,
for example, 1.1.1.2:1026-->1.1.2.10:69.

e If the protocol type is another type except these three, the displayed flow
information is source IP address-->destination IP address, for example,
1.1.1.2-->1.1.2.10.

Start Time

Displays the time when a flow was created.

End Time

Displays the time when a flow was removed.

Flow Action

Displays the operator field of a flow.

e (1)Normal over: The flow ended normally.
e (2)Aged for timeout: Timer timed out.

e (3)Aged for reset or config-change: Flow aging due to configuration
change.

e (4)Aged for no enough resource: Flow aging due to insufficient resource.

e (5)Aged for no-pat of NAT: One to one NAT. In this case, only the source
IP address, the source IP address after translation and the time fields are
available.

e (6)Active data flow timeout: The life time of the flow reached the limit.
e (7)Data flow deleted: Record for the flow when it was deleted.

e (8)Data flow created: Record for the flow when it was created.

e (254)Other: Other reasons

Table 15 Flow logging 3.0 configuration items

Item

Description

Time/Date

Displays the time and date when a flow log was generated.

Protocol Type

Displays the protocol type of a flow.

Flow Information

Displays the flow information.

e If the protocol type is TCP or UDP, the displayed flow information is
source IP address:source port-->destination IP address:destination port,
for example, 1.1.1.2:1026-->1.1.2.10:69.

e If the protocol type is another type except TCP or UDP, the displayed flow
information is source IP address-->destination IP address, for example,
1.1.1.2-->1.1.2.10.

Received . .

Packets/Bytes Displays the number of received packets/bytes.
send Displays the number of packets/bytes sent
Packets/Bytes '
Source VPN Displays the source VPN of the packets.

Hangzhou H3C Technologies Co., Ltd.
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Item Description
Destination VPN Displays the destination VPN of the packets.
Start Time Displays the time when a flow was created.
End Time Displays the time when a flow was removed.
Displays the operator field of a flow.
e (1)Normal over: The flow ended normally.
e (2)Aged for timeout: Timer timed out.
e (3)Aged for reset or config-change: Flow aging due to configuration
change.
Flow Action e (4)Aged for no enough resource: Flow aging due to insufficient resource.

(5)Aged for no-pat of NAT: One to one NAT. In this case, only the source
IP address, the source IP address after translation and the time fields are
available.

(6)Active data flow timeout: The life time of the flow reached the limit.
(8)Data flow created: Record for the flow when it was created.
(254)Other: Other reasons

Configuration Example

Network Requirements

@ Note

This configuration example uses an F5000-A5 firewall. This configuration example is applicable to
SecPath F5000-A5, SecPath F1000E, and SecPath UTM 200-A/200-M/200-S firewalls.

As shown in Figure 14, the internal host access the Internet through a firewall. The firewall records
the session logs for the traffic passing through, and sends the syslogs and session logs to the

SecCenter for analysis.

Figure 14 Network diagram for log management and SecCenter configuration

Trust Device Untrust
‘ GE1/4 i GE1/0
Host 192.168.1.1 192.168.250.12

192.168.1.2

SecCenter
192.168.100.14

Hangzhou H3C Technologies Co., Ltd. www.h3c.com 17/24



H3C SecPath Series Firewalls Log Management and SecCenter Configuration Example

Configuration Considerations

The major configurations comprise:

e  Setting the logging policy on the firewall.
e  Setting the SecCenter

Software Version Used

SecPath F1000E: V300R001B01 R3166 series and V300R001B01 F3166 series
Secpath F5000-A5: V300R002B01 R3206 series

SecPath UTM 200-A/200-M/200-S firewall: V500R001B01 R5116 series
Configuration Procedures

Configuring the Firewall to Send the Syslogs to the SecCenter

Configure the firewall to send the syslogs to the SecCenter. Perform the configuration as shown in
Figure 15, and set the port number to 30514.

Figure 15 Syslog

p

Log Buffer

Log Buffer Size 512 ;Items (0-1024, Default=512)

Clear Log

Log Host IP Address

Log Host1 [182.168.100.1 Port 30514 [(1-65535, Default= 514

Log Host 2 : Part [(1-65535, Default= 514)

Log Host 3 Fort [(1-65535, Default= 514)

Log Host 4 | Fort [{1-65535, Default= 514)

Refresh

Refresh Period hlanual b
[ Apply ” Cancel ]

Configuring the Firewall to Send the Session Logs to the SecCenter

Stepl Select Log Report > Userlog from the navigation tree, and input the IP address and receiving port
number of the log host on the page as shown in Figure 16. The flow log receiving port number of the
SecCenter is 30017.

Hangzhou H3C Technologies Co., Ltd. www.h3c.com 18/24



H3C

SecPath Series Firewalls Log Management and SecCenter Configuration Example
Figure 16 Flow logging

Wersion

®1.0030
Source P Address of Packets '

Log Host Configuration

Log Host 1 YPMInstance | | IF Address |192.162.100.14 _ Part |30017 Jjo-65525)
LogHaost2 YPM Instance | V| IP Address | Port |(0-65535)

i Output flow logs to information center (With this function enabled, the system will not output flow [0gs to the specified userlog host.)
ltems marked with an asterisk(®) are required

+statistics

Step2 Select Log Report > Session Log > Log Policy from the navigation tree, and configure the firewall
to log the traffic between the trust zone and untrust zone on the page as shown in Figure 17.

Figure 17 Session logging policy list

Source Zone:| All Zones ¥ | Destination Zone:| All zones % | | Search

Source Zone

Cestination Zone ACL

Operation
Trust Untrust - 1]
Untrust Trust - 1]

Add

@ Note

The log sending port numbers must be the same as the corresponding port numbers on the
SecCenter. The default port numbers on the SecCenter are as shown in Figure 18.
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Figure 18 Management ports

' Bandwidth Management | Behavior Auditing | IPS Management | Firewall Management [._ b | Ilgout [admin]

System Management -> System Config -> Management Ports

Management Ports

ACG Stream Logs Port |SUU1 0

HAT Logs Port |3EID1 7

Syslog Port |3051 4

HetStream V4 Logs Port |3C'011

|
|
|
HetStream V5 Logs Port |3EID1 4 |
|
|

Trush Mail Port |3UU3U

Apply

.j," Tip: Pleaze ensure that the ports are valid and available.

Enabling SNMP Agent on the Firewall to Connect to the SecCenter for Management

[Device] snmp-agent community read public
[Device] snmp-agent community write private

[Device] snmp-agent sys-info version all
Adding a device to the SecCenter

Input http://192.168.100.14/SecCenter/ into the address bar of your browser to log in to the
management interface of SecCenter. Select the System Management tab, and then select Device

List under Device Management to enter the device management page. Then, click Add to enter the
page for adding a device, as shown in Figure 19. On the page, add the device under test to the
device list.
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Figure 19 Add device

Bandwidth Management Behavior Auditing IPS Management Firewall Management [ Aot ngou‘t [admin]

System Management -> Device Management -> Device List -> Add Device

Add Device
Host Hame 1P |1 92.168.25012
Device Label |FSDEID-A |
Time Calibration | Greenwich Mean Time % |

() Select access template

O Specify access parameters Device Access Parameters

Verification

The PC accesses the Internet through the firewall. The firewall generates NAT session logs and inter-
zone policy logs. On the web interface of the firewall, you can display the logs stored in the log buffer.
Alternatively, you can view the corresponding logs on the SecCenter. .When the firewall uses the
UTC time, the SecCenter uses the GMT time. When the firewall uses the GMT+8 time, the SecCenter
uses the local time (GMT+8 time).

Viewing the Logs on the Firewall

e Log Report > Report > System Log

P Search Item:Kewmrds:| " Search l

Llser IP

Time/Date Mame Address Source Lewel Description

Board temperature is too high

Jun 8 20:01:04:456 2010 DEY WWarning on Chassis 0 5lot 0, type is
RPLL.

Jun 8 20:01:01:319 2010 DRVMSG Error L?;’;perat”re el Y0 T
Board temperature changes to

Jun 8 20:00:59:656 2010 DEY WWarning narmal on Chassis 0 Slot 0,
type is RPLL.

Jun 8 20:00:57:318 2010 DRYMSG Error TEPEENIE PO

Recovered from OT.

Board temperature is too high
Jun 8 20:00:45:256 2010 DEY WWarning on Chassis 0 5lot 0, type is
RPL.

Hangzhou H3C Technologies Co., Ltd. www.h3c.com 21/24



H3C

SecPath Series Firewalls Log Management and SecCenter Configuration Example

e Log Report > Report > Blacklist Log

P Search Item:|TimEfDatE V|Kemnrd5:| " Search ]
Time/Date hode Source [P Reason Hiold Time {minutes)
Jun 8 20:04:25:030 2010 add 1.1.11 Manual inzert Permanence
Jun 8 20:04:20:023 2010 delete 1111 Manual delete Fermanence
Jun 8 20:04:03:089 2010 add 18.1.1.23 Auto insert 10
Jun & 20:03:43:261 2010 add 18.1.1.22 Auto insert 10
e Log Report > Report > InterZone Policy Log
b Search Item:| Start Time A |Keywnrds:| " Search l
Start Time End Time Source Destination Policy Actian protocol flowy infomation
fone fone D e
2010-06-08 2010-06-08 . 181.1.23.785 =
20:04:02 20:04:32 Trust Untrust 0 permitted UDPATY 7 16 16,3288
2010-06-08 2010-08-08 . 1811.22.785 =
20:03:42 20:04:12 Trust Unirust 0 permitted UDPOT) 175 16163288

Viewing the Logs on the SecCenter

On the management interface of the SecCenter, select the Firewall tab, and click links in the Event

Auditing pane on the left to view various logs.

e Inter-Zone Access Logs:

P Search Item:| Start Time

V|Keywnrds:| " Search l
Start Time End Time Source Destination Policy Actian protocol flowy infomation
fone fone D e

2010-06-08 2010-06-08 . 18.1.1.23785--=
200402 200432 Trust Unirust 0 permitted UDPOT) 405 V6163 208
2010-06-02 2010-06-08 . 1811.22:795 =
200347 2004132 Trust Untrust 0 permitted UDP(TY) 475 16.16.3:288
e Blacklist Logs:

" S EETRETTRETTE

Firewall -> Event Auditing -> Blacklist Logs

soweel || opersewese
Start Time |2010-06-050000 | 75] End Time

x@ Events Monitor

= Snapshat of Events
= Recent List

Help | Akout | Logout [admin]

| Reasan |

| severty Level

2010-06-05 2359 o Al 4
[EEITNCITPEE s Rl
& Device Monitoring
Blacklist Logs List [ Export
45 Event Analysis 1tolofl Page [1] Page Size: 10 [50] 100 500
& Event Overview Time Source P Operate Mode Reazon Severity Level Hold Time: (mirtes)
=P Bvent Detals 201 0-06-05 20:00: 53 18112 add Auta insert 10
=) Evert Export Tasks
@ Event Auditing
& Inter-Zone Access Logs
= Abnormal Traffic Logs
=) Blacklist Logs
e  Operation Logs:
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H ool N

@ Events Monitor

& Snapshot of Events
= Recent List
=) Device Monitoring

@ Event Analysis

& Event Crvervigw
& Evert Details
=} Event Export Tasks

@ Event Auditing

& Inter-Zone Access Logs
= Abnormsl Traffic Logs
= Blacklist Logs

=) Cperstion Logs

e Other Logs:

H NN

45 Events Monitor

& Snapshat of Everts
= Recent List

=2 Device Monitoring

@ Event Analysis

= Event Overview
& Event Details
= Event Export Tasks

@ Event Auditing

=D Inter-Zone Access Logs
= Abnormal Traffic Logs
=P Blacklist Logs

= Operation Logs

=) Cther Logs

=0 MNAT Logs

= MPLS Logs

e NAT Logs:

H N

6 Events Monitor

= Snapshot of Everts
= Recerit List
& Device Maonitaring

6 Event Analysis

& Event Owverview
= Evert Details
& Event Export Tasks

6 Event Auditing

& Inter-Zone Access Logs
= Abnormal Traffic Logs
= Blacklist Logs

= Operation Logs

= Cther Logs

=) MAT Logs

f

EITRETTR

Firewall -> Event Auditing -> Operation Logs

Username User IP

Start Time | 2010-06-05 00:00 H End Time  |2010-08-08 23:59
Operation Logs List

ltoSofs

Tirme: Uzername Lizer IF
2010-06-08 20:03:47 * M
2010-06-08 20:03:41 [ A
2010-06-05 20:03:41 b e
2010-06-08 20:03:35 & M
2010-06-08 20:03:35 Conzole M

f

EXTRETTR

Firewall -> Event Auditing -> Other Log
Cortert
Start Tme  |[2010-06-03 00:00 |75

Other Logs List
1 to 34 of 34

Time Content
2010-06-05
20:01:11
2010-06-05
20:01:03
2010-06-08
20:00:41
2010-06-08
20:00:35
2010-06-08
20:00:35
2010-06-05
20:00:29
2010-06-05
20:00:29
2010-06-05
20000:23
2010-06-08

A A

f

S

Device Group

End Time

Firewall -> Event Auditing -> HAT Logs

src P Dest IP
Src Part Dest Port
User Mame

HAT Logs List

1to2

Sre IP:Paort Dest IP:Port
181.1.22:785 17216.16.3: 258
161.1.23: 733 17216163 268

Start Time | 2010-06-05 20:00

Sriz IP:Port (after MAT)
192.165.251.21 1 1034
192.165.251.21 : 1033

Al

201 0-

]

Operation

=z Device a1 -
Group

Page [1]
Operation
diz cur
B4
dir
dir
Conzole login from con0(SHELL)

hd Severity Level
06-08 2359 |78

Page [1]

Sro P after MAT
Src Port after NAT
Enc! Time |2010-06-03 20:559

]

Page [1]
Dest IP: Port (after NAT)
17216163 288
17216163 258

Session Start Time
2010-08-08 20:03:43
2010-06-08 20:04:03

Help | About | Logout [admin]

Severity Lewel | Al A

Expart
Page Size: 10 [50] 100 500

Sewerity Level

Help | About | Logout [admin]

All A

Exgort
Page Size: 10 [50] 100 500

Severity Level

DRYMSG3Temp2High(l):-DEY _TvPE=SECPATH-PN=210235231 44038000004, Tempersture Point 00 Too High.

DRYMSGETempOK ) -DEY _TYPE=SECPATH-Ph=210235A31 4A08B000004; Temperature Poirt 00 Recovered from OT

DEWBO0ARD TEMP TOOHIGH():-DEY_TYPE=SECPATH-PN=2102354314A08B000004, Board temperature i tao high on
Chassis 0 Slot 0, type is RPUL

DRYMSGETemp2High(l):-DEY _TYPE=SECPATH-PN=210235A314A088000004, Tempersture Point 0/0 Too High.

DEV4BOARD TEMP MORMAL(L):-DEY _TYPE=SECPATH-PN=21023543144088000004; Board temperature chanoes to
notmal on Chassis 0 Slot 0, type iz RPU.

DRVMSGETempOK[)-DEY _TYPE=SECPATH-PH=210235A31 4A08B000004, Temperature Point 0.0 Recovered from OT

DEV4B0OARD TEMP TOOHIGH() -DEY_TYPE=SECPATH-PM=2102354314A058000004; Board temperature i= too high on
Chaszsiz 0 Slot 0, type is RPU.

DRYMSGETemp2High(l):-DEY _TYPE=SECPATH-PN=210235A314A088000004, Tempersture Point 0/0 Too High.
DEVH4B0ARD TEMP NORMAL(D.-DEY _TYPE=SECPATH-PN=2102352314A058000004; Board temperature changes to

_____ Ve Plemmmin 1 Sk A b im DO L

Help | &bouwt | Logout [admin]

Dest IP after NAT
Dest Port after NAT

G
Exgort

Page Size: 10 [50] 100 500
Session End Time
2010-06-05 20:04:13
2010-06-05 20:04:33
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SecPath Series Firewalls Virtual Firewall
Configuration Examples

Keywords: VPN instance, VRF, private address, public address, address pool

Abstract: This document describes the virtual firewall implementation on a virtual device and/or multiple

VPN instances. This document also presents the configuration and verification methods in detail

through examples.

Acronyms:
Acronym Full spelling
VPN Virtual Private Network
VRF VPN routing and forwarding
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Feature Overview

Virtual firewalls are most commonly implemented by separating a single physical firewall into multiple
logical firewalls, each of which has its own routing table. VPN instances are used to separate VPN
routes from public network routes, and separate routes among different VPNs. The following
describes how to create a VPN instance, associate it with an interface, and make VPN instances to
work with routing protocols.

Creating a VPN Instance

A VPN instance is associated with a site, rather than a VPN. It is a collection of the VPN membership
and routing rules of its associated site.

A VPN instance takes effect only after you configure a routing distinguisher (RD) for it. Before
configuring an RD for a VPN instance, you can configure no parameters for the instance other than a
description.

A VPN instance description is a piece of descriptive information about the VPN instance. You can use
it to keep information such as the relationship of the VPN instance with a VPN.

Follow these steps to create and configure a VPN instance:

To do... Use the command... Remarks

Enter system view system-view —

Create a VPN instance and

enter VPN instance view ip vpn-instance vpn-instance-name Required

Configure an RD for the VPN

instance route-distinguisher route-distinguisher | Required

Configure a description for

the VPN instance description text Optional

Associating a VPN Instance with an Interface

After creating and configuring a VPN instance, you associate the VPN instance with the connected
interface.

Follow these steps to associate a VPN instance with an interface:

To do... Use the command... Remarks
Enter system view system-view —
Enter interface view interface interface-type interface-number —
Required
Associate the current _ .
interface with a VPN ip binding vpn-instance vpn-instance-name | No VPN instance is
instance associated with an

interface by default.
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@ Note

When configured on an interface, the ip binding vpn-instance command clears the IP address of the
interface. Therefore, you must re-configure the IP address of the interface after configuring the
command.

Configuring Route Exchange

You can configure route exchange among different VPN instances by using static routes, RIP, OSPF,
IS-1S, EBGP, or IBGP as needed.

Configuring Route Exchange by Using Static Routes

Follow these steps to configure route exchange by using static routes:

To do... Use the command... Remarks
Enter system .
. system-view —
view
ip route-static dest-address { mask | mask-length } Required
{ gateway-address | interface-type interface-number q
[ gateway-address ] | vpn-instance d-vpn-instance-name Configured
. _ gateway-address } [ preference preference-value ][ tag tag- on the
Configure static | value ] [ description description-text ] firewall. The
routes for a : : : : configuration
specified VPN ip route-static vpn-instance s-vpn-instance-name&<1-5> on the CE is
instance dest-address { mask | mask-length } { gateway-address the same as
[ public ] | interface-type interface-number [ gateway- ordinar
address ] | vpn-instance d-vpn-instance-name gateway- static rgute
address } [ preference preference-value ] [ tag tag-value ] ) .
oI U configuration.
[ description description-text ]

Configuring Route Exchange by Using RIP

One RIP process can belong to only one VPN instance. If you do not bind a RIP process with any
VPN instance, it belongs to the public network.

Follow these steps to configure route exchange by using RIP:

To do... Use the command... Remarks

Enter system view system-view —

Required

Create RIP instance and | rip [ process-id ] vpn-instance

i | Configured on the firewall. On the
enter RIP view vpn-instance-name

CE, configure an ordinary RIP
instance
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Configuring Route Exchange by Using OSPF

An OSPF process that is bound with a VPN instance does not use the public network router 1D
configured in system view. Therefore, you need to configure a router ID when starting the OSPF
process, or all OSPF processes to be bound must have an interface configured with IP address.

One OSPF process can belong to only one VPN instance. If you do not bind an OSPF process with a
VPN instance, the process belongs to the public network.

Follow these steps to configure route exchange by using OSPF:

To do... Use the command... Remarks
Enter system view system-view —
. _ Required
Create OSPF instance and ?osup;;r[_ip:jrclx\:/%sns _}'g slt;%%t: :,;,c:] Configured on the firewall.
enter OSPF view instance-name ] * On the CE, configure an

ordinary OSPF instance

Application Scenarios

This feature is applicable to intranets of enterprises and schools. You can divide the firewall into
multiple virtual firewalls to make a large, complex security network into multiple logical networks,
facilitating networking, management, and maintenance.

Configuration Examples

Network Requirements

@ Note

This configuration example is applicable to SecPath F5000-A5, SecPath F1000E, and SecPath UTM
series firewalls, and uses the SecPath F5000-A5 to show how to configure the virtual firewall. Support
for link aggregation depends on the firewall version.

As shown in Figure 1, PC 1 and PC 3 are in VPN 1, and PC 2 and PC 4 are in VPN 2. VPN 1
constructs virtual firewall 1, and VPN 2 constructs virtual firewall 2.
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Figure 1 Virtual firewall network diagram A

PC3 vpn1

PC1 vpn1 GE1/3

GE1/1

Device

PC2 vpn2 PC4 vpn2

Figure 2 Virtual firewall network diagram B

GE1/0 GEO0/0
100.1.1.1/24 100.1.1.2/24

Device B

Device A

Configuration Considerations

e  Configure multiple VPN instances
e Associate the VPN instances with interfaces

e Configure routing among different VPN instances

Software Version Used
SecPath F1000E V300R001B01 R3166 series and V300R001B01 F3166 series
SecPath F5000-A5 V300R002B01 R3206 series

SecPath UTM 200-A/200-M/200-S V500R001B01 R5116 series

Basic Configurations

Interface: Configure M-GEO/O as the management interface:
Physical Protocol IP Address

155.1.1.1

[ ]
Interface
M-GigabitEthernet0/0 up up

e Security zone (by selecting Device Management > Zone)

Add M-GE 0/0 to the management zone (default)

6/11
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Configuring Forwarding within the Same Virtual Firewall

Requirements

To verify the forwarding configuration within the same virtual firewall, as shown in Figure 1.

Add GE 1/1 to security zone v1_z1 and GE 1/3 to security zone v1_z2, and associate GE 1/1 and GE
1/3 with VPN 1.

Add GE 1/2 to security zone v2_z1 and GE 1/4 to security zone v2_z2, and associate GE 1/2 and GE
1/4 with VPN 2.

Basic Configurations

# Create and configure VPNs VPN 1 and VPN 2.

ip vpn-instance vpnl
route-distinguisher 100:1
vpn-target 100:1 export-extcommunity

vpn-target 100:1 import-extcommunity

ip vpn-instance vpn2
route-distinguisher 200:1
vpn-target 200:1 export-extcommunity

vpn-target 200:1 import-extcommunity

# Associate ports GE 1/1 and GE 1/3 with VPN 1.

interface GigabitEthernetl/1
port link-mode route
ip binding vpn-instance vpnl
ip address 10.1.1.1 255.255.255.0

interface GigabitEthernetl/3

port link-mode route

ip binding vpn-instance vpnl

ip address 20.1.1.1 255.255.255.0

# Associate ports GE 1/2 and GE 1/4 with VPN 2, and set their IP addresses the same as ports GE
1/1 and GE 1/3.

interface GigabitEthernetl/2

port link-mode route

ip binding vpn-instance vpn2

ip address 10.1.1.1 255.255.255.0

interface GigabitEthernetl/4

port link-mode route

ip binding vpn-instance vpn2

ip address 20.1.1.1 255.255.255.0
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# Create security zones vl1_z1, vl_z2, v2_z1, and v2_z2.Add port GE 1/1 to v1_z1, GE 1/3 to vl1_z2,

GE 1/2 to v2_z1, and GE 1/4 to v2_z2. After the security zones are created, the web interface shows
the following information.

SecPath Series Firewalls Virtual Firewall Configuration Examples

10 wl_z1 B0 no Root x|
11 wl_z2 a0 no Root x|
12 w2_z1 B0 no Root eIl |
13 w2_z2 a0 no Root I |

After the ports are added to the security zones, the web interface shows the following information:

GigahitEthernet! i 10.1.1.1 256.255.255.0 w1 _Z1 4] £
GigahitEthernet1r2 101141 255.255.255.0 W2_71 (4] £
GigahitEthernet1/ia 20111 256.265.255.0 w1_z2 4] £
GigahitEthernet1rd 201141 255.255.255.0 W2 72 o £

# Assign IP addresses to the PCs.

Assign 10.1.1.2 to PC 1 with the default gateway as 10.1.1.1, and 20.1.1.2 to PC 3 with the default
gateway as 20.1.1.1.

Assign 10.1.1.3 to PC 2 with the default gateway as 10.1.1.1, and 20.1.1.3 to PC 4 with the default
gateway as 20.1.1.1.

Verification

PC 1 can ping PC 3, and PC 2 can ping PC 4.

Configuring Routes on the Virtual Firewall
Requirements

Virtual firewalls in multiple VPNs have their own independent routing tables. Configure static route,
RIP, and OSPF in virtual firewalls.

Basic Configurations
e Configuration on Device A

# Create interface loopback 1 on Device A, and associate loopback 1, GE 1/0, and GE 1/3 with VPN 1.
interface GigabitEthernetl/0

port link-mode route

ip binding vpn-instance vpnl

ip address 100.1.1.1 255.255.255.0

arp max-learning-num 2048

interface LoopBackl

ip binding vpn-instance vpnl
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ip address 30.1.1.1 255.255.255.255

interface GigabitEthernetl/3

port link-mode route

ip binding vpn-instance vpnl

ip address 20.1.1.1 255.255.255.0

e Configuration on Device B
interface GigabitEthernet0/0
port link-mode route

ip address 100.1.1.2 255.255.255.0

interface LoopBackl

ip address 31.1.1.1 255.255.255.255

Configuring Static Routes

Requirements
Configure static routes in multiple VPNs.

Configuration procedures

Based on the basic configurations, perform the following configuration on Device A:

# Configure a static route to loopback 1 of Device B.

ip route-static vpn-instance vpnl 31.1.1.1 0 100.1.1.2

Verification

On Device A, execute the ping -vpn-instance vpnl 31.1.1.1 command. The ping succeeds.

Configuring RIP Routes
Requirements
Configure RIP routes in multiple VPNs.
Configuration procedures

After the basic configuration, perform the following configuration on Device A and Device B:

# Configuration on Device A
rip 1 vpn-instance vpnl
network 100.0.0.0
network 30.0.0.0

# Configuration on Device B:
rip
network 100.0.0.0

network 31.0.0.0
Hangzhou H3C Technologies Co., Ltd. www.h3c.com 9/11
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Verification

On Device A, execute the ping -vpn-instance vpnl 31.1.1.1 command. The ping succeeds.
On Device B, execute the ping 30.1.1.1 command. The ping succeeds.

On Device A, display the routing table of the virtual firewall after VPN instances are associated with
the interfaces.

[Device A] dis ip routing-table vpn-instance vpnl

Routing Tables: vpnl

Destinations : 10 Routes : 10

Destination/Mask Proto Pre Cost NextHop Interface
10.1.1.0/24 Direct O 0 10.1.1.1 GE1/1
10.1.1.1/32 Direct O 0 127.0.0.1 InLoopO
20.1.1.0/24 Direct 0O 0 20.1.1.1 GE1/3
20.1.1.1/32 Direct O 0 127.0.0.1 InLoopO
30.1.1.1/32 Direct O 0 127.0.0.1 InLoopO
31.0.0.0/8 RIP 100 1 100.1.1.2 GE1/0
100.1.1.0/24 Direct O 0 100.1.1.1 GE1/0
100.1.1.1/32 Direct O 0 127.0.0.1 InLoopO
127.0.0.0/8 Direct O 0 127.0.0.1 InLoopO
127.0.0.1/32 Direct O 0 127.0.0.1 InLoopO

The above route entries are not in the public routing table.

Configuring OSPF Routes

Requirements
In the firewall, configure OSPF routes in multiple VPNs.
Configuration procedures

After the basic configuration, perform the following configuration on Device A and Device B:

# Configuration on Device A

ospf 1 vpn-instance vpnl
area 0.0.0.0

network 100.1.1.0 0.0.0.255
network 30.1.1.0 0.0.0.255

# Configuration on Device B:

ospf 1

area 0.0.0.0

network 31.1.1.0 0.0.0.255
network 100.1.1.0 0.0.0.255

Verification

On Device A, execute the ping -vpn-instance vpnl 31.1.1.1 command. The ping succeeds.
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On Device A, display the routing table of the virtual firewall after VPN instances are associated with

the interfaces.

[DeviceA]ldis ip routing-table vpn-instance vpnl

Routing Tables: vpnl

Destination/Mask

10.
10.
20.
20.
30.
31.

Destinations : 10

.0/24
.1/32
.0/24
.1/32
.1/32
.1/32
100.1.1.0/24
100.1.1.1/32

127.0.0.0/8

127.0.0.1/32

Proto

Direct
Direct
Direct
Direct
Direct
OSPF

Direct
Direct
Direct

Direct

Pre

o O O o o

o O O o

Routes : 10

Cost NextHop

O O O O N O O O O o

10.1.1.1

127.0.0.1
20.1.1.1

127.0.
127.
100.
100.
127.
127.
127.

O O O B LB O
O O O B B O O
B R R RN R R

Interface

GE1/1
InLoopO
GE1/3
InLoopO
InLoopO
GE1/0
GE1/0
InLoopO
InLoopO
InLoopO

The above output information shows that multi-VPN-instance through OSPF is effective.
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SecPath Series Firewalls Connection Limit
Configuration Examples

Keywords: web, TCP, IP

Abstract: The document describes the connection limit feature, and presents some configuration examples

for the SecPath series firewalls.

Acronyms:
Acronym Full spelling
HTTP Hypertext Transfer Protocol
TCP Transfer Control Protocol
IP Internet Protocol
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Overview

An internal user that initiates a large quantity of connections through a device to external networks in
a short period of time occupies large amounts of system resources of the device, making other users
unable to access network resources normally. An internal server that receives large numbers of
connection requests within a short time cannot process those requests in time or accept other normal
connection requests. To avoid these problems, you can configure connection limit policies to limit the
number of connections.

Application Scenarios

The connection limit feature can limit the number of concurrent connections from internal users to
external networks or the number of connections from external users to an internal server.

Connection Limit Configuration Example

Network Requirements

@ Note

This configuration example is applicable to SecPath F5000-A5, SecPath F1000E, and SecPath UTM
200-A/200-M/200-S firewalls. An F5000-A5 firewall is used in this configuration example for
illustration.

As shown in Figure 1, GE 1/1 is in the Trust zone, and GE 1/4 is in the Untrust zone. It's required to
limit the number of sessions between the Untrust zone and the Trust zone.

Figure 1 Network diagram

GE1/1 60&/4

Device

SmartBits
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Configuration on the Device

CLI Configuration

Configure interfaces GE 1/1 and GE 1/4 so that:

Interface Physical Protocol IP Address
GigabitEthernetl/1 up up 192.168.0.1
GigabitEthernetl/4 up up 200.1.1.1

Web Configuration

On the device's web configuration page, select Device Management > Zone from the navigation tree,
add interface GE 1/1 to the Trust zone, and add GE 1/4 to the Untrust zone. The configuration steps

are omitted.

Configuration Procedures

@ Note

Limit on connection numbers applies to connections of TCP, UDP, DNS, HTTP, and IP. UDP
connection is described in this example.

Limiting the Number of UDP Sessions Based on a Network Segment

Requirements

Allow up to 100 sessions sourced from a specified network segment.

Configuration steps

1) Create a connection limit policy, and configure a rule for the policy.
connection-limit policy O
limit 1 source ip 192.168.0.0 16 destination ip any protocol udp max-connections 100
2) Apply the connection limit policy.
connection-limit apply policy 0O

Verification

Use the SmartBits to send 1000 UDP flows with the network segment 192.168.0.0/16 to interface GE
1/4. Up to 100 sessions can be set up. Following is the log information:
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Source IP192 168 .0.0M16 Source WPM 1D:--- Destination
Jul 29 09:18:57:404 2009 DPCOMLMT YWarning 1P:0.0.0.0/0 Destination YPMN [D:--- Current UDP amount £
already reached on upper-limitl Maximum amaount:100.

Source IP192 168 .0.0M16 Source WPM 1D:--- Destination
Jul 29 09:18:57:192 2009 DPCOMLMT YWarning 1P:0.0.0.0/0 Destination WPMN [D:--- Current UDP amount F
already reached on upper-limitl Maximum amaount:100.

Source IP192 168 .0.0M16 Source WPM 1D:--- Destination
Jul 29 09:18:57.005 2009 DPCOMLMT YWarning 1P:0.0.0.0/0 Destination YPMN [D:--- Current UDP amount £
already reached an upper-limitl Maximum amount:100.

Remarks
After finishing this example, remove the configuration made in this example.

Limiting the Number of UDP Sessions Based on a Network Segment

Requirements
Allow up to 100 sessions to be set up to a specified network segment.

Configuration steps

1) Create a connection limit policy, and configure a rule for the policy.

connection-limit policy 0O

limit O source ip any destination ip 192.168.0.0 16 protocol udp max-connections 100
2) Apply the connection limit policy.

connection-limit apply policy 0O

Verification

Use the SmartBits to send 1000 UDP flows with different source IP addresses and the destination IP
address 192.168.0.2 or 192.168.0.3 to interface GE 1/1. Up to 100 sessions with the destination IP
address of 192.168.0.2 or 192.168.0.3 can be set up.

Remarks
After finishing the example, remove the configuration made in this example.

Limiting the Number of Connections on a Per-Source Basis

Requirements

Allow up to 100 connections to be sourced from each host on a specified network segment.

Configuration steps

1) Create a connection policy and configure a rule for it.

connection-limit policy 0O

limit O source ip 192.168.0.0 16 destination any protocol udp max-connections 100 per-
source

2) Apply the connection limit policy.

connection-limit apply policy 0O
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Verification result

Use the SmartBits to send 1000 UDP flows with the source IP address 192.168.0.2 and different
destination addresses to interface GE 1/4. Use the SmartBits to send 1000 UDP flows with the source
IP address 192.168.0.3 and different destination addresses to GE 1/4. Up to 100 sessions with the
source IP address of 192.168.0.2 can be set up, and up to 100 sessions with the source IP address of
192.168.0.3 can be set up.

Remarks
After finishing the example, remove the configuration made in this example.

Limiting the Number of Connections on a Per-Destination Basis

Requirements

Allow up to 100 connections to be destined to each host address on the specified network segment.

Configuration steps

1) Create a connection limit policy, and configure a rule for it.
connection-limit policy 0O
limit O source ip any destination 192.168.0.0 16 protocol udp max-connections 100 per-
destination
2) Apply the connection limit policy.
connection-limit apply policy 0O

Verification result

Use the SmartBits to send 1000 UDP flows with the destination IP address 192.168.0.2 and different
source addresses to interface GE 1/1. Use the SmartBits to send 1000 UDP flows with the destination
IP address 192.168.0.3 and different source addresses to GE 1/1. Up to 100 sessions with the
destination IP address of 192.168.0.2 can be set up, and up to 100 sessions with the destination IP
address of 192.168.0.3 can be set up.

Remarks
After finishing the example, remove the configuration made in this example.
Removing the Connection Limits
Requirements
Remove the connection limits.

Configuration steps

1) Remove the connection limit policy.

undo connection-limit apply policy 0
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Verification result

Connections are no longer limited.

Copyright © 2010 Hangzhou H3C Technologies Co., Ltd. All rights reserved.
No part of this manual may be reproduced or transmitted in any form or by any means without prior written consent of Hangzhou H3C
Technologies Co., Ltd.

The information in this document is subject to change without notice.
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SecPath Series Firewalls Virtual Device and
Security Zone Configuration Examples

Keywords: web, TCP, IP

Abstract: This document describes the features of the SecPath firewall virtual device, security zone, session

management, ASPF, and packet filtering, and their configuration procedures in detail.

Acronyms:
Acronym Full spelling
HTTP Hypertext Transfer Protocol
TCP Transfer Control Protocol
IP Internet Protocol
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Feature Overview

e A firewall device can be divided into multiple parts logically, each of which can function as a
separate virtual device. A firewall product is required to support virtual devices in its most firewall
features. Each virtual device is separated from each other and cannot communicate with each
other generally. A virtual device is a so called virtual firewall, and also constitutes a virtual firewall
instance (VFI).

e Security zone is a logical concept. It can contain Layer 3 interfaces, Layer 2 VLAN sub-interfaces,
and Layer 2 physical trunk interfaces bound with VLANSs. Security zone helps the network
administrator categorize the interfaces with the same security requirements into a zone, so that
hierarchical policy management can be implemented.

e Session management simplifies the design of function modules such as Network Address
Translation (NAT), application specific packet filter (ASPF), Application Level Gateway (ALG),
attack defense, and connection number limit modules. It is responsible for processing kinds of
session information, and aging sessions based on session states. It can work with multiple
firewall features, such as NAT, ASPF, attack defense, and connection number limitation,
featuring united resource management, and improving the firewall performance.

e ASPF provides session status detection between zones based on the session management
feature. It checks protocol related information in packets and monitors connection-based protocol
status. ASPF is a session context based dynamic firewall because it dynamically determines
where packets are allowed to pass on all connections.

Application Scenarios

e Virtual device application is applied to divide a physical firewall into multiple logical firewalls.
Creating virtual devices allows for lease services of firewalls.

e Security zone application allows a high-end firewall that can provide multiple physical interfaces
to connect to multiple logical network segments in different modes, for example, within an internal
network, across internal networks and the public network, and within DMZ zone. In a network
configured with security zones, it is not necessary to configure a security policy for each interface,
thus reducing the workload of the network administrator for maintaining security policies, and the
risks due to frequent configurations.

e ASPF policies are configured among zones. During packet processing, the session management
module provides such information as whether a connection is in correct state, whether a packet
is the initial packet, and whether a packet is an ICMP error packet. Based on such information,
ASPF, also according to the ASPF policies, determines whether a packet is allowed to pass.

Configuration Guidelines

Configure the virtual device, security zone, session management, ASPF, and packet filtering on the
web interfaces.

The configuration contents include:

e Creating, configuring, selecting, and remove a virtual device
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e Creating, configuring, and removing a security zone

e Configuring resource-based packet filtering within the same virtual device

e Configuring object-based packet filtering among different virtual devices
e ASPF (filtering for ICMP packets and non-SYN TCP initial packets)

Configuration Examples

Network Requirements

@ Note

This configuration example is applicable to SecPath F5000-A5, SecPath F1000E, and SecPath UTM
200-A/200-M/200-S, and uses the F1000E to show how to configure the virtual device and security

zone.

As shown in Figure 1, the interfaces of the Device connect to different other devices. GE 0/1 connects
to Host A in zone Trust, GE 0/2 connects to the devices in the DMZ zone, and GE 0/3 connects to
Host C in zone Untrust. Use the following network diagram to test how to create, edit and remove

virtual devices and security zones.

Figure 1 Network diagram

Untrust Host C

3.1.1.2/24

_‘

GEO0/3

Host B 3.1.1.1/24

Device
. GEO0/0 6 GEO0/2
155.1.1.1/24 2.1.1.1/24

155.1.1.2/24 GEO/1

1.1.1.1/24

PC3
1.1.1.2/24

Trust ‘ Host A

2.1.1.0/24

DMZ

Server
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Configuration Considerations

e Create and configure a virtual device
e Remove a virtual device
e Create and configure a security zone
e Remove a security zone

Software Version Used
SecPath F1000E: V300R001B01 R3166 series and V300R001B01 F3166 series
SecPath F5000-A5 V300R002B01 R3206 series

SecPath UTM 200-A/200-M/200-S V500R001B01 R5116 series
Basic Configurations

CLI Configurations
Interface configuration

From the navigation tree, select Device Management > Interface to enter the interface management
page.

GE 0/0, GE 0/1, GE 0/2, and GE 0/3 are Layer 3 interfaces. Configure their IP addresses according to
Figure 2.

Security zone configuration

On the web interface, select Device Management > Zone from the navigation tree, and add the
interfaces to corresponding security zones, as shown in Figure 2.

e Add GE 0.0 to the management zone (default)

e Add GE 0/1 to the Trust zone of virtual device root

e Add GE 0/2 to the DMZ zone of virtual device root

e Add GE 0/3 to the Untrust zone of virtual device root

Figure 2 Interface configuration

Marne IP Address Mask Secutity Zone
Auxd
GigahitEthernetin 155111 255 2552550
GigahitEtherneti2 2111 2565 255.255.0 DMZ
GigahitEthernet0i 1.1.1.1 255.255.255.0 Trust
HULLO
GigahitEthernetisl 3114 255.355.255.0 Untrust

Username and password configuration

The device has the default username and password. Please consult the factory default configuration.
You can also use the following commands to configure a new user and its password.

local-user admin
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password simple admin
service-type telnet

level 3

Feature Configurations
Creating, Configuring, Selecting, and Remove a Virtual Device
Requirements
Create, configure, select, and remove a virtual device.

Configuration procedures

1) Enter http://155.1.1.1 in the address bar on Host B to enter the login page. Type username
admin and password admin, and click Login to log in to the web interface. The current virtual
device is root.

2) From the navigation tree, select Device Management > Virtual Device to enter the virtual
device management page. Click Add to add a device, and configure its ID as 2, and name as
VD1.

3) Enter the interface member configuration page, and configure the member interfaces for the
virtual device. By default, all interfaces belong to virtual device root. Select the dropdown list
right to GigabitEthernet 0/1, select VD1, and click Apply to add GigabitEthernet 0/1 to virtual
device VD1, as shown in the following figure:

Interface Member

Al Foot v
GigahitEthernet0/0 Eoot v
FigahitEtherneti Ky L3
GigahitEthernet0s2 Root v
GigahitEthernet0f3 Eoot v
MULLO Foot v

4) Enter the VLAN member configuration page, and configure the member interfaces for the virtual
device. Click the edit button in the Operation column corresponding to VD1, type 1, 3, and 5 in
the text box, and click Apply to configure member VLANS for the virtual device.

Wirtual Device WLAN Range Operation
Roat 1-4094 B
YD1 1,35 @

YLAN range is from 1 to 4084, and anly " and ' are allowed to be used for division and

:onnection of multiple YLANS. For example: 3,5-10
soply

5) To select the virtual device, enter the virtual device selection page, and select the option button

in the Operation column corresponding to VD1.
Hangzhou H3C Technologies Co., Ltd. www.h3c.com 6/16
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Virtual Device Mame

Operation

Root
YD1

O
®

6) To remove the virtual device, enter the virtual device configuration page, and click Remove

corresponding to VD1. It is not allowed to remove virtual device root.

Verification

The virtual device can be created, configured, selected, and removed successfully.

Remarks

After finishing this example, remove the configuration made in this example.

Creating, Configuring, and Removing a Security Zone

Requirements

Create, configure, and remove a security zone.

Configuration procedures

1) Enter http://155.1.1.1 in the address bar on Host B to enter the login page. Type username

admin and password admin, and click Login to log in to the web interface. The current virtual

device is root.

2) From the navigation tree, select Device Management > Zone to enter the security zone

configuration page. Click Add and configure the zone as follows:

e Security ID: 6

e Zone name: mytrust
e Preference: 80

e Share: Yes

s b

Add Zone
fone |D: 6 *i1-256)
Zane Name: myt rust *(1-20)Chars
Preference: &0 F(1-100)
Share: Tez w

Iterns marked with an asterisk{® are required

[ Apply ” Cancel ]

3) On the security zone configuration page, click the edit button right corresponding to mytrust, and

configure the preference, share attribute, and interfaces of the zone as follows:

e Preference: 60
e Share: No
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e Interface name: GigabitEthernet0/1

o

ot zoe |

fone 1D:

Zone Mame:
Preference: T 1100
Share: e
Wirtual Device:
Interface Mame:
P Search tern:| Interface v Kawwords)

| Interface YLAN
GigahitEthermetd/1

The WLAMS should be separated by ''or ~', For example:3, 510

Items marked with an asterisk{™ are required

After the above configuration, click Apply.

4) To remove the security zone, click Remove corresponding to mytrust on the security zone
configuration page.

Verification
The security zone can be create, configured, and removed successfully.

Remarks

e After finishing this example, remove the configuration made in this example.

e The default security zone can exist in virtual device root only, and cannot be removed.

e It is not allowed to add interfaces to the local zone. It is only allowed to configure interfaces for
the management zone, and the zone does not belong to any virtual device.

Resource-Based Packet Filtering Within the Same Virtual Device

Requirements

For resource-based packet filtering, configure address resources, address group resources, service
resources, and service group resources, and configure the default interzone policy.

Configuration procedures

1) Enable FTP server on the server, configure the route to network segment 3.1.1.0/24, and set the
gateway address to 2.1.1.1.

2) On Host C, which acts as the FTP client, configure the route to network segment 2.1.1.0/24, and
configure the gateway address to 3.1.1.1.

3) Enter http://155.1.1.1 in the address bar on Host B to enter the login page. Type username
admin and password admin, and click Login to log in to the web interface. The current virtual
device is root.
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4) For packet filtering within the same security zone, add GE 0/2 and GE 0/3 to zone Trust, and
perform the following configuration, as shown in the figure. Result 1) is expected.

Modify Zone

Fone D

Fone Mame:

Preference: 25 (1-100)
Share: o

Virtual Device:

Interface Mame:

kb Search iterm:| Interface | ewwords:

Interface WLAN

O

[0 Auxo
GigakitEtherneton

GigabitEthernetorz

GigabitEthernet0r3

] NuULLD

The WLARS should be separated by ' or - Far example:3, 5-10

Copyright @ 2004-2010 Hangzhon H3C Technologies Co., Ltd. &1 Rights Reserved

Iterms marked with an asterisk{*) are required

5) For packet filtering among different zones without interzone policies, add GE 0/2 to zone DMZ,
and add GE 0/3 to zone Untrust. The server and Host C ping each other, and result 2) is

expected.
GigabitEthe metdi2 2141 256.255.255.0 DMZ (4] I
GigabitEthe metdi3 310 256.255.255.0 Untrust 4] I

6) For packet filtering among different zones with interzone policies configured, add GE 0/2 to zone
DMZ, add GE 0/3 to zone Untrust, and configure an interzone policy with source zone as
Untrust and destination zone as DMZ, so that Host C can access the server. The following
detailed configurations cover resource configuration and policy configuration.

e Resource configuration

Configure address resources: select Resource > Address > IP Address from the navigation tree,
and then click Add. Add the two following address resource:

Resource IP address/wildcard

add_q02 2.1.1.0/0.0.0.255

add_q03 3.1.1.0/0.0.0.255
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e

Huost Range

¥ Search Item:lName ViKeywords:! |I Search ]

1 Mame Subnet Exclude IP Address Description Status Operation
[ add_g02 211.070.0.0.255 Out of se m
[] add_g03 31.1.0/0.0.0.255 Outof Use i

| adgd [ Detete || mpont || Export |

Configure an address group resource: Select Resource > Address > Address Group from the
navigation tree, and then click Add. Add an address group named addz_g, and add address
resources add_q02 and add_q03 to the group.

i 5

MAC Address Group

b Search Item:|Mame VEKeywords:i II Search ]
] Mame Members Description Status Operation
[ addz_qg add 002, add o3 Qut of Use ﬂ

| agg | Detete || import || Expont |

Configure service resources and a service group resource: Select Resource > Service > Default
Service from the navigation tree. The default services include ping and ftp, so you only need to
create a service group containing the ping and ftp services.

To create a service group, select Resource > Service > Service Group from the navigation tree, and
click Add. Add a service group named ftp_server, and add the ping and ftp services to the group.

b Search Item:|Mama V|Keyw0rds:| " Search ]
O Mame Members Description Status COperation
[ fp_server ftp, ping Qutof Use m

[ add [ petete | import | Expont |

e Policy configuration

Select Firewall > Security Policy > Interzone Policy from the navigation tree, and then click Add.
Add an interzone policy with source zone as Untrust and destination zone as DMZ, and configure the
other parameters as follows:

Item Value

Select addz_q for the source address group and destination

Address group address group

Service group ftp_server

Filter action permit

Adopt the default settings for the other items, and click Apply.
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Source Zone Untrust
DestZone DNZ v
Desctiption (1-31 Chars,)
Source IP Address
O New P i *wildeard must be resened mask
Address
addz v Multiple
Address -1 £
Destination IP Address
ONew P i *wildeard must be resened mask
Address
(&) Destination IP
addz v Multiple
Address -1 £
Senvice
» Each semice stands for anindustn-standard [P
Harme ftp_zerver v hultiple stream When creating a firewall policy you need to
specify a serice for it
« Filter action can be Permit ar Deny, which stands for
Filter Action Permit the action that the firewall adopts far the selected
senice,
Time Range v
[Jusing MAC Address
Enable Syslog [ Status Cartinue to add next rule

The server and Host C ping each other. Result 3) is expected.

Verification

1) Packet filtering results in the case that the involved interfaces are in the same zone.

e The server and Host C can ping each other.

e Host C can log into the server through FTP.

e Select Firewall > Session Table > Session Summary from the navigation tree. On the session
table list, you can see the session from 2.1.1.2 to 3.1.1.2.

Init VP %‘;if
0O  nitseclp I N NN A W= A= W U Y [P e A LG
YLAN | P Status (8)
INLINE Vbl
INLINE
[] 31121024 241221 211221 312104 - TCP TCPEST 3991 L [
[] 1661122008 165.1.1.1:80 16691480  155.19.2:2006 — TcP ToREST 3600 L [

2) Packet filtering results in the case that the involved interfaces are in different zones without
interzone policies configured

e The server can ping Host C. The security zone with a higher precedence can access the security
zone with a lower precedence.

e Host C cannot ping the server. The security zone with a lower precedence can access the
security zone with a higher precedence.

e Host C cannot log into the server through FTP.

3) Packet filtering results in the case that the involved interfaces are in different zones with
interzone policies configured
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The server can ping Host C. The security zone with a higher precedence can access the security
zone with a lower precedence.

Host C can ping the server, because an interzone policy (permit) is configured for the access
direction from zone Untrust to zone DMZ.

Host C can log into the server through FTP.

When Host C logs into the server, display the session table. There is a session from 3.1.1.2 to
2.1.1.2.

Init VPR T‘,‘;?\Jp
O  Initarc P Init Dest IP VPN peepareie TESEDESt ot protocol | SoSSiOn Lifeme o otion
WLAN { 3 B Satus (s
INLINE
INLINE
[] 1861122078 15511180  — 1564.1.1:80  155.1.1.22078 — TCP TCP-EST 800 .
[ 34421024 211227 204220 31421024 - TCP TePEST 1570 AL 1
. . . . ICHP-
[ 31122048 24420 214.20 311,20 cwp M 60 . 1
0] 21421024 34129025  — 31121025 21021024 — UDP SEEN 27 . |
: : . . ICHP-
[] 21122048 34120 314.20 21.1.20 owe S 6o |
[] 19818121024 18818111025 — 00000 0.0.0.0:0 UDP SEEN 1 .1
Remarks

After finishing this example, remove the configuration made in this example.
Use reversed mask when setting an address resource.

Resource-Based Packet Filtering Among Different Virtual Devices

Requirements

Configure packet filtering among different virtual devices, for which the destination virtual device must
contain a shared zone. By default, there is an interzone policy (permit) between a zone on the source
virtual device and the shared zone on the destination virtual device. Configure an interzone policy on
the source virtual device as needed.

Configuration procedures

1

2)

3)

4)

Enter http://155.1.1.1 in the address bar on Host B to enter the login page. Type username
admin and password admin, and click Login to log in to the web interface. The current virtual
device is root.

Enable FTP server on the server, configure the route to network segment 3.1.1.0/24, and set the
gateway address to 2.1.1.1.

On Host C, which acts as the FTP client, configure the route to network segment 2.1.1.0/24, and
configure the gateway address to 3.1.1.1.

Configure packet filtering among different virtual devices without shared zone:

Add GE 0/2 to zone mytrust in virtual device VD1, and add GE 0/3 to zone Untrust in virtual device
root. Zones mytrust and Untrust are private security zones. The server and Host C ping each other.
Result 1) is expected.
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5)

6)

Configure packet filtering among different virtual devices with a shared zone: Add GE 0/2 to zone
mytrust in virtual device VD1, and configure zone mytrust as the shared zone. Add GE 0/3 zone
Untrust in virtual device root. Zone Untrust is a private security zone. The server and Host C
ping each other. Result 2) is expected.

Configure a shared zone among different virtual devices, and configure packet filtering based on
interzone policy: Add GE 0/2 to virtual device VD1 and zone mytrust, and configure zone
mytrust as the shared zone. Add GE 0/3 zone Untrust in virtual device root. Configure an
interzone policy between zones Untrust and mytrust, to make Host C unable to access the
server. The following detailed configurations cover resource configuration and policy
configuration.

Resource configuration

To configure an address resource, select Resource > Address > IP Address from the navigation
tree, and then click Add. Add the two following address resource:

Resource IP address/wildcard

add_q02 2.1.1.0/0.0.0.255

add_q03 3.1.1.0/0.0.0.255

o "

Hast Range m

} Search iterm;| Nane V Keywords:: ..

"] Marme Subnet Exclude IP Address Ciescrintion Status Operation ‘
[ add_g02 21.1.0/0.0.0.256 ouofUse @ 0 |
[] add_g03 31100000255 CutofUse @ ﬁl

[ Add “ Delete " Impaort " Export ]

To configure an address group resource, select Resource > Address > Address Group from the
navigation tree, and then click Add. Add an address group named addz_g, and add address
resources add_q02 and add_q03 to the group.

MAC Address Group

¥ Search lterm; | Nane > ?Keywords:f\

"] Mame Members Diescription Status Ciperation
[ addz_qg add o02, add 903 Qut of Use m

| add | oetete || import || Export |

To configure a service resource and a service group resource, select Resource > Service > Default
Service from the navigation tree. The default services include ping and ftp, so you only need to
create a service group containing the ping and ftp services.

To create a service group, select Resource > Service > Service Group from the navigation tree, and
click Add. Add a service group named ftp_server, and add the ping and ftp services to the group.
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b Search ltem; | Nane ¥ |Keywords:

O Mame Members Description Status Operation
[ fn_semer fto, ping OutofUse ﬁl

| agd || Detete || mport || Expon |

e Policy configuration

Select Firewall > Security Policy > Interzone Policy from the navigation tree, and then click Add.
Add an interzone policy with source zone as Untrust and destination zone as VD1-mytrust, and
configure the other parameters as follows:

Item Value

Select addz_q for the source address group and destination

Address group address group

Service group ftp_server

Filter action deny

Adopt the default settings for the other items, and click Apply.

Source Zone Untrust w |
Dest Zone [TD1 - mytrust +|
Deseription 1 (1-31 Chars.)

Sourze I Address

O MNew IP Addrass ! * wildzard must be reserved mash

(® source IP Address : addz_q v Multiple

Destination [P Address

O New [P Address ! 7 wildzard must be resenved mask

(®) Destination IF Addrass [addz_q v Multiple

Service
+ Each senvice stands for an industry-standard IP

Mame [ ftp_szerver v Multiple stream . Wihen creating a firswall policy you need to
= = specify a service for it.

— - Fitter action can be Permit or Deny, which stands for
Fitter Action | Deny W the action that the firewall adopts for the selected
i — service,

Time Range g3

|:| Uzing MAC Address
Tiable Syslog |:| Status Continua to add next nle

:emz marked with an asterizk(™) are required
Apply Cancel

Host C tries to logs into the server, and Host C and the server ping each other. Result 3) is expected.

verification

1) The server and Host C cannot ping each other, because the zones not shared between two
virtual devices cannot access each other.
2) The verification concludes:
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The server cannot ping Host C, because a private security zone cannot be accessed by the
security zones of other virtual devices.

Host C can ping the server, because the server belongs to the shared zone, which can be
accessed by the security zones of other virtual devices.

Host C can log into the server through FTP, because the server belongs to the shared zone.

After Host C logs in successfully, display the session table. You can see an FTP session from 3.1.1.2

to 2.1.1.2 in virtual device root.

TCP-

[ 31.1.2:1028 21121 21110 31121028 TCP 3986 m

EST

3) The verification concludes:
e The server and Host C cannot ping each other, which means that the policy is effective.
e Host C cannot log into the server through FTP, which means the interzone policy (deny) is
effective.
e Display the session table. There is no session from 3.1.1.2 t0 2.1.1.2.
Remarks

After finishing this example, remove the configuration made in this example.

ASPF (Filtering for ICMP Packets and Non-SYN TCP Initial Packets)

Requirements

Configure filtering for ICMP error packets and non-SYN TCP packets with ASPF, that is, using ASPF
to allow or deny ICMP error packets and non-SYN TCP initial packets.

Configuration procedures

1

2)

3)

4)

5)

Enter http://155.1.1.1 in the address bar on Host B to enter the login page. Type username
admin and password admin, and click Login to log in to the web interface. The current virtual
device is root.

Connect GE 0/2 and GE 0/3 of the device to port A and port B of the SMB respectively. Set the
IP address of port A to 2.1.1.2/24 and that of port B to 3.1.1.2/24.

Configure packet filtering among different security zones: Add GE 0/2 to zone Untrust, and GE
0/3 to zone Trust.

Do not configure ASPF between zones Trust and Untrust: By default, the system allows ICMP
error packets and non-SYN TCP initial packets to pass. Send ICMP error packets and non-SYN
TCP initial packets with source IP address as 3.1.1.2 and destination IP address as 2.1.1.2 to
port A of the SMB through port A. Result 1) is expected.

Configure ASPF policy between zones Trust and Untrust: Select Firewall > Session Table >
Advanced from the navigation, click the ASPF tab to enter the ASPF policy list page, and then
click Add to add an ASPF policy. Select Discard ICMP error packets and Discard non-SYN
initial TCP packets, and click Apply. Send ICMP error packets and non-SYN TCP initial packets
with source IP address as 3.1.1.2 and destination IP address as 2.1.1.2 to port A of the SMB
through port A. Result 2) is expected.
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Verification

1) Port B cannot receive the packets.
2) Port B cannot receive the packets. Display the ASPF statistics from zone Trust to zone Untrust
and you can see there are no allowed packets but denied packets.

Remarks

After finishing this example, remove the configuration made in this example.

Related Documentation

Test Report for Virtual Device, Security Zone, Session Management, and Packet Filtering
Virtual Device Management in the Web configuration documentation set

Session Management in the Web configuration documentation set

Copyright © 2010 Hangzhou H3C Technologies Co., Ltd. All rights reserved.
No part of this manual may be reproduced or transmitted in any form or by any means without prior written consent of Hangzhou H3C
Technologies Co., Ltd.

The information in this document is subject to change without notice.
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