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ABOUT THIS BOOK

About this book

This document, the Eco4Cloud User Manual Addendum - Power Management, describes how to configure and
manage IPMI implementation for several server vendors in a VMware environment. These configurations are
arequirement for Eco4Cloud consolidation process, because they make it possible to automatically powering
on servers.

INTENDED AUDIENCE

The information presented in this manual is written for system administrators who are experienced Windows
or Linux system administrators and who are familiar with VMware virtual machine technology and datacenter
operations.

DOCUMENT FEEDBACK

Eco4Cloud welcomes your suggestions for improving our documentation. If you have comments, send your
feedback to info@eco4cloud.com.

BACKGROUND MATERIAL

VmWare Documentation: VMware vSphere 4 - ESX and vCenter Server - Configure IPMI or iL.O Settings for
VMware DPM.
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IPMI OR ILO SETTINGS FOR VMWARE VSPHERE

IPMI or iLO Settings for VMware vSphere

IPMI is a hardware-level specification and Hewlett-Packard iLO is an embedded server
management technology. Each of them describes and provides an interface for remotely
monitoring and controlling computers.

You must perform the following procedure on each host.

PREREQUISITES

Both IPMI and iLO require a hardware Baseboard Management Controller (BMC) to provide
a gateway for accessing hardware control functions, and allow the interface to be accessed
from a remote system using serial or LAN connections. The BMC stays powered on even
when the host itself is powered-off. If properly enabled, the BMC can respond to remote
power-on commands.

If you plan to use IPMI or iLO as a wake protocol, you must configure the BMC. BMC

configuration steps vary according to model. See your vendor’s documentation for more

information. With IPMI], you must also ensure that the BMC LAN channel is configured to be
always available and to allow operator-privileged commands. On some [PMI systems, when
you enable "IPMI over LAN" you must configure this in the BIOS and specify a particular
[PMI account.

VMware DPM using only IPMI supports MD5- and plaintext-based authentication, but
MD2-based authentication is not supported. vCenter Server uses MD5 if a host's BMC
reports that it is supported and enabled for the Operator role. Otherwise, plaintext-based
authentication is used if the BMC reports it is supported and enabled. If neither MD5 nor
plaintext authentication is enabled, IPMI cannot be used with the host and vCenter
Server attempts to use Wake-on-LAN.

PREREQUISITES FOR ECO4CLOUD: TCP AND UDP PORTS
Here follows the required TCP ports for communication with management software and
[PMI protocol, basing on a VMware Knowledge Base article:
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IPMI OR ILO SETTINGS FOR VMWARE VSPHERE

22 TCP port required for old iBM server.

80 TCP port required for iLO protocol.

443  TCP portrequired for iLO protocol.

623 UDP/TCP for DPM with IPMI (iLO/BMC) ASF Remote Management and Control

Protocol

3002 TCP port required by some iLO implementation for RAW commands

NOTE: UDP 623 is fundamental

PROCEDURE

1 Select the host in the vSphere Client inventory.

2 Click the Configuration tab.

3 Click Power Management.

150.145.63.52

150.145.63.55 | |
150.145.63.56

3 E4C-HyperV
T EcodApp

3 EcodApp201401
5 EcodAppTelecon
& EcodAppTelecon

m

Getting Started | Summary
Hardware

Virtual Machines | Performance Jeiilsleldilie. Tasks & Events
IPMI/iLO Settings for Power Management

T3 EcodappTelecon
53 EcodAppTestPor—
5 EcodappWin2k3
5 freebsd-8.3SRV
T 1BM_SD_632

3 IBM-ICCT

3 IBM-RHEEAC-IS
3 IBM-RHE7-ISTI
1 1BM-vpk

s Openstackl

54 OpenVAS

Processors
Memary

Storage
Metworking
Storage Adapters
Metwork Adapters
Advanced Settings

Power Management

vCenter,

User name:
BMC IP Address:
BMC MAC Address:

Software

Licensed Features
Time Configuration
DMS and Routing
Authentication Services

+  Power Management

Figure 1 vSphere Client Host (fbhfiéﬁfz;ltion tab

Alarms

Fermissions

Maps ' Sto

Properties..

IPMI or iLO settings permit the host to participate in a Distributed Power Management (DFM)
enabled duster. In addition, manual Standby and Power On commands may be issued through
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IPMI OR ILO SETTINGS FOR VMWARE VSPHERE

4 Click Properties.

5 Enter the following information.

e User name and password for a BMC account. (The user name must have the ability
to remotely power on the host.)

e [P address of the NIC associated with the BMC, as distinct from the IP address of
the host. The IP address should be static or a DHCP address with infinite lease.

e MAC address of the NIC associated with the BMC.

Power Management

Username: ||

Password:

|
EMC IP Address: |
BMC MAC Address: I

Figure 2 IPMI/iLO settings

6 Click OK.
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EXAMPLE: CONFIGURING ILO ON A HP PROLIANT GENS8

Example: Configuring iLO on a Hp proliant Gen8

1. Power on the system: When you first power on a ProLiant Gen8 server, the
server displays a list of booting subsystems and self tests. After the initial POST, the server
displays the HP ProLiant initialization screen.

The checked icons at the bottom right represent each option that is present or installed on

the server:

HP Proliant

4096 MB Installed

roliant System BIOS - P70 (12/15/2011)
opyright 1982, 2011 Hewlett-Packard Development Company, L.P.

detected, 8 total cores enabled, Hyperthreading is enabled
Genuine Intel(R) CPU @ 2.40GHz

HP Power Profile o: Balanced er and Performance
Power Regulator Mode: Dynamic Power Savings

Redundant ROM Detected - This system contains a valid backup System ROM.

Inlet Ambient Temperature: 2 o
Advanced Memory Protection Mode: Advanced ECC Support

Power
Regulater

SATA Option ROM ver 2.00.C02 7
pyright 1982, 2011. Hewleti-Packard Development Company, L.P.
2: (Optical) HP  DV-W285-W Advonced  SmariMemory

iLO 4 Advanced press [F8] to configure

Smart Aoy Smart Amay HP

v v ©

Intelligent Dynamic  Sea of Sensors
Provisioning  Power Capping 3D

iLO 4 IP: 16.100.65.119 7 7 7

Ch alliqe D i 00 N Lo o Agentless
Setup m Infelligent Provisioning Boot Menu Management  44one g Mu?ﬂgaman}

Engine

Figure 3 HP ProLiant initialization

NOTE: When using DHCP, the iLO 4 IP address appears at bottom left.
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EXAMPLE: CONFIGURING ILO ON A HP PROLIANT GENS8

2. Start Intelligent Provisioning (pressing F10). Wait while Intelligent Provisioning
loads. The Intelligent Provisioning preferences screen appears.

SETTING PREFERENCES

The Set Preferences screen displays automatically the first time Intelligent Provisioning
runs on aserver. You can change preferences later by clicking Perform Maintenance, and
then clicking Intelligent Provisioning Preferences.

1. Choose a language: Choose your interface language and keyboard language.

STEP 1
Set Preferences

Interface Language: [ Enatsh (s

Keyboard Language: | English (US)

EULA Acceptance: READ ] Accept End User License Agreement (EULA)

Initial Network Settings: |° eth0 - HP Ethernet 1Gb 4-port 331FLR Adapter UseProxy

| DHCP Auto-Configuration

iLO Network Settings: | DHCP Auto-Configuration

System Software Update: [ HPwebsite

Current Date-Time: [2012-04-16  [o4a8

The EULA must be accepted to continue

Figure 4 Intelligent Provisioning preferences
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EXAMPLE: CONFIGURING ILO ON A HP PROLIANT GENS

2. Accept the EULA: Click Read to open the EULA. To continue, you must accept the
EULA by clicking Accept. Click Reboot to cancel configuration using Intelligent
Provisioning and reboot the server.

Set the rest of the preferences according to network requirements:

o Initial Network Settings — Select the active NIC (marked with a green status icon)
from the list. Next, choose an IP addressing scheme:

o DHCP Auto-Configuration — HP recommends that you select DHCP to have
[P addresses assigned automatically to your server.

o IPv4 Static — Selecting IPv4 causes four new fields to be added, for static
[Pv4 address, network mask, gateway address, and DNS address.

o [IPv6 Static — Selecting IPv6 causes two fields to be added, for the static IP
address and the Gateway address. IPv6 Static must be 128-bit only.

NOTE: If your network uses proxy servers, click Use Proxy and then enter the proxy server
address and port.

e iLO Network Settings — Select an iLO network IP addressing scheme:
o DHCP Auto-Configuration — HP recommends that you select DHCP to have
iLO IP addresses assigned automatically.
o IPv4 Static — Selecting [Pv4 causes three new fields to be added, for static
[Pv4 address, network mask, and gateway address.
o Off — Selecting Off makes this server unavailable through iLO.

For more information about using iLO, see the HP iLO 4 User Guide on the HP website:
http://www.hp.com/go/ilo/docs.

ACTIVATION
After configuring all other preference (date and time, etc.), click Continue: The Intelligent
Provisioning activation page appears.

To continue select Activate (Recommended) and then click Continue.
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EXAMPLE: CONFIGURING ILO ON A HP PROLIANT GENS8

STEP2
Activation

Activate Intelligent Provisioning

£ ]

@® Activate (Recommended) QO Disable (Not Recommended)

Intelligent Provisioning is an embedded suite of This will result in the elimination of the F10

powerful tools that includes everything you key-stroke option on all future reboots.

need for painless and rapid setup, deployment

and on-going maintenance of your HP ProLiant For instructions on how to re-enable or

Gens Server. permanently remove this feature from your HP
ProLiant GenB server, please refer to the
documentation on hitp:/fwww.hp.com/ga/ilo

CONTINUE

Figure 5 Intelligent Provisioning activation

When activated, you can access Intelligent Provisioning during server POST by pressing the
F10 key. If you disable Intelligent Provisioning, pressing the F10 key during POST does not
launch Intelligent Provisioning.

To re-enable Intelligent Provisioning, from the RBSU Boot menu, select Server
Security—Intelligent Provisioning (F10 Prompt)—Enabled.

After enabled Vmware can access to IMPI and use power management.
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EXAMPLE: CONFIGURING ILO2 ON A HP SERVER

Example: Configuring iLo2 on a HP server

1. Accessing to management and configuration of iLO2 application with web browser if you know the URL,
Username and password.

#mvchaisos - vebal s03 - Remate Desktop
{£ZHP Integrated Lights-Out Z Login - Windows Internet Explorer

& v [e sz zn =] ooz eror | 49| % [

i Fauortss @ Hp Integrated Lights-Out 2Login

Integrated Lights-Out 2
HP Proliant

Lagin name: [root
Password: of

° 2013
Lp.

nsed from RS A Data Security Inc.
Portions Copyright 1020, 1001, 1002 by Camegie Mellon University
Derivative Work - 1996, 1993-2000 Copyright 1996, 1993-2000 The
Regents of the University of California

Contains security software I

[ [ [ [ [ I3 internet | Protected Mode: Off

Listare| = VCBALSDA - vsphere client || & HP Integrated Light
@

@5 BPwE s

2. This is the first page with the status summary

G0 - B

¢ Favorkes (8102 esxbatsvilg.vm talscomitsls Jocsl - ESXBAISY..

Status Summary a
Summary Server Name: esxbalsvil18.vm telecomitalia.local; ProLiant DLESO G§
System Serial Number / Product ID:  GBEO4HS2E / 487381821
Information uui: 33373834-3138-4247-3830-303448533245
ILO 2 Log System ROM: P61 05/02/2011; backup system ROM: 05/02/2011
L Systam Health: © ok
Diagriostics Internal Health LED: © ok

Tips UID Light: Turn UID On @ oFF
Insight 482Nt | | o5t Used Remote Console: Integrated Remote Console

Latest IML Entry: ML Cleared (iLO 2 useriront)
! iLO 2 Name: ESXBA1SVILE
‘ iLO 2 FQDN: ESXBALSVILLS,
1 License Type: iLO 2 Advanced
| iLO 2 Firmware Version: 2.15 01/17/2013
1P address: 10.51,125.241
‘ Active Sessions: iLO 2 user:ront
Latest iLO 2 Event Log Entry: Browser lngin: root - 10.51,127.4(DNS name nat found)
i iLO 2 Date/Time: 01/23/2014 10:42:21
|
‘ Dere. [ [T [3 [ meemet [ proected ods: oFf 0% -

(Drstart| 3. & L. f)vosalsos- vsphers Clent [[ @ito 2
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EXAMPLE: CONFIGURING ILO2 ON A HP SERVER

3. Go to System information Tab and copy Mac address of iLO2 interface. So now you have all required
information to configure Vcenter Power management:

o Username

. Password

. BMC IP address

. BMC Mac address

elaves

=]/ copeatntmer | 42| x| [STins

S N

Integrated NIC MAC addresses a
Summary | vemary R

System
Information . part 1 NIC MAC address:  18:45:05:59; 17:F8

o2 Log Part 2 NIC MAC address: 1
ML iLo 2: J16: 4:05 53 16:6¢)
Diagnastics  Port 1ISCSTMAG address: 1 9:17:F5 7]
LD 2 User Part 2 ISCSI MAC address: 18: 43:05:53: 17:FB
Tips

Insight Agent

The MAC addresses of the integrated NICs are shawn above. This page does not reflect add-in network adapters

L 100%

[
Erstart| 3, 5, (5148A1503 - sghers Chent [ 10 Z: esubal swillBov... =G FHE uam

4. Inthe settings page you can chang port for accessing to iLO or enable/disable other parameters

5XBA1SVILLE - HP Integrated Lights-Out indows Internet Explorer

O = [z rein ][0 cotiiate Eror |42 % | [F6mg

¢ Favorkes  @il0 2; esxbat syl ym.telsconitalia.local - ESKBAL Y.

Administration

Services
iLo 2 Services
Firmware
ticensing Secure shell (SSH) Access:  © Enabled @ Disabled
User . ,—
hoministration | Secure shell (SSH) Port: 22227
Settings Telnet Access: € Ensbled @ Dissbled
Access Remote Console/Telnet Port: 22

Security Web Server Non-SSL Port: [
Netwaork Web Server SSL Port: 443
Management Terminal Services Passthrough:  Enabled @ Disabled  Automatic
Terminal Services Port: 3368
virtual Media Access: © Enabled © Disabled
virtual Media Port: [fress
Shared Remote Cansole Port:  [3300
Console Replay Port: [frean
Raw Serial Data Port: [z

IPMI/DCMI over LAN: @ Enabled C Disabled
IPMI/DCMI aver LAN Port: 623 |

_|_>l_I
T [ [ [ [ @ ieemet] procected Mode: off 2 - [®iom% -

Etstart| % E¥ . (5 vcBa1sos-vsphers client [ iL0 2: eswbalswills.v.. & B E 1w

Kl
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EXAMPLE: CONFIGURING IRMC ON A FUJITSU SERVER

Example: Configuring iRMC on a Fujitsu server

1. After Accessing to management application with web browser if you know the URL, Username and
password, you have to go in Networking settings and then in Network interface for copying Mac address.

SXBA1SYIL19-IRMC - Serves emote Management IRMC 52 Web Server (Fw: 3.77A) - Windows Internet Ex... [S[=]

G(:;, = [e] 05t azs 2 i 7] & ContficateEnar | 7| X | [@aLve searcn [2]-]

Fle  Edt Wew Favorkes Tools  Help

¢ Favarites \ 9% @) Suggested Sites ~ @ | Free Hotmal g, ieb Slice Gallery

(& root@ESXBAISILIS-RMC - Serveryisw® Remote Ma., | - ) g v Page - Safety v Took - @.

FUiTSu ‘L ServerView

E=xba1vil 19.vm telecomitaliy

Network Interface

ystem Information
RMC §2
awer Management

ower Consumption —IP

nsors MAG Address;
System Event Log LAN Speed; Aute Negotiation

~Sewer Management LAH Port: Management LAN v

=) Netwodk Settings

IRMC 82 Telnet Ascess
WLAN Friority:

 ethemet 1P Address: [10.51.126 292
Fors and Senvices Subnet hask [255 255 256 224
- DHER Gatavay: 1051125225
ons
Alerting DHCP Enabled: r
iser Management
ansole Rediraction VA
Remote Storage WLAN Ensbled. r
~iRMC 52 SH Access WLAN P
o

Logout

4l (S

L]

J Local intranet a v | R0 -
VA

2. Then in Ports and Services you can change the ports and enable/disable services.

emote Management iRMC 52 Web Server (Fw: 3.77A) - Windows Internet Ex... [Hl[=] B3

ﬁ@ @ [e] Fimli st 125 292/ e ]| certficate Enar || 2| X | [@a e search o]

Fle Edt View Favortes Tools  Help

¢ Favorices ‘ 9% @] Suggested Sites = @ | Free Hotmall @ | Web Slice: Gallery ~

{8 root@ESKBALSYILLS-RMC - Serverview® Remote Ma.. | | Fi - B) - @ - Page - Safety - Tools - @~
T

Bl
FufiTsu

ServerView

Esxbatsvil 19 vmtelecomit &

Ports and Network Services

stem Information
RMC 52
auer Management

ower Consumption e
aystem EventLog Sessiontimeout 200 Seconds
Servar Management HTTF Fort &
51 Hetwork Settings WTTPS Perts s
Ethemet
Ports and Senvices Feree HTTPS: o
- DHCP Enable #uto Refresh v Refresh every; 120 Seconds
b Nicte: The refresh tim i less than the session tmeaut.
Aletting our session wil not timeout.
=) user
IRMC 52 User [ Text based
-+ LDAP Configuration
o Telnet Fort 3172 Sassion Drop Time 3 Seconds
Gansole Redirection
Remote Storage S e 2222
~IRMC 52 SSH Acass Telnet Enabled; r
IRME 52 Telnet Access

—MNC based acoess

Logout - ] Remote Storage Pors !
ogou
Standard Port (via HTTP}:  [50 Standard Port Jpsor |
Refresh ’J Secure Port [via HTTPS):  [443
»

kil |

https:f10.51,125.24! |

[ [ [ &3 Localintranet h v R -
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EXAMPLE: CONFIGURING IDRAC ON A DELL SERVER

Example: Configuring iDRAC on a Dell server

1. After Accessing to management application with web browser if you know the URL, Username and
password, you have to go in iDRAC Settings, then in Network/ Security tab and then in Network section
for copying Mac address of NIC dedicated to iDRAC control.

RACE - Network - Windows Internet Explorer

@: o [@res1051.125 204 i =] & certticate Error || 43¢ | [@aLive search L

Ele Edt Vew Favortes Took Hel

7 Favorites \ 5 @] suggestedSites = @] Free Hotmall @ | Web Slice Gallery =

(B 10.51.125.244 - IDRACS - Network | | f-8 -0

INTEGRATED DELL REMOTE
Al ONTROLLER 6 - ENTERPRISE

Prop NetworkSecurity

Update

Network  Users  Directory Sendice  SSL  Serial  Serial Over LAN  Semices  Smartc

=
Network Settings
Aftibute value
NIC Selection [Dedicates =]
MAC Address -
Enable NIC
Auto Negatiation & on o on
Network Speed @ 100Me @ 10k
Duplex Made Rl o Har
RIG WTU B

Comman Settings 4 Backto Top

Aftribute Value
Register DRAC on DNS r
DINS DRAG Narne

T T L[ [ N [~ R -

2. In Service section you can change the ports and enable/disable services for accessing iDRAC protocol

RACE - Services - Windows Internet Explorer

« [@ st 2 eaince =] 6 certficatsEner || 42| % | [Bd Live Search bl

fle Edt Yiew Favorites Took Help

¢ Favorites \ 9% @] Suggssted Sites > @] Free Hotmail & Web Slice Gallery =

[ 10.51.125.244 - DRACS - Services | | T - B) - Y = - Boge~ Safety -~ Took - @~

INTEGRATED DELL REMOTE
Al 'ONTROLLER 6 - ENTERPRISE

Propert Network/Security ment | Traubl

Network  Users  DirectoryService  SSL Serial  SerialOverLaN  Services  Smart(
Aribute Value 2
Enabled [

Max Sessions 5

Attive Sessions 1

Timeaut 1800 Eetincs)
HTTP Part Number 60

HTTR'S Port Number 143

SsH 4 Back to Top
Atribute value

Enabled -

Max Sessions 2

Active Sessions 0

Timeout [1800 seconds
Port Number 2222

https:ff10,51,125,244/treslist, html# [ [ [ [ [ S tocalintranet
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EXAMPLE: CONFIGURING IMM ON AN IBM SERVER

Example: Configuring IMM on an IBM server

1. After Accessing to management application with web browser if you know the URL, Username and
password, you have to go in IMM Control Settings, then in Network interface tab for copying Mac
address of Integrated Management Module.

#310.51.127.4 - Remote Desktop =]
ZESKBALSYIL24 - Windows Internet Explorer [ [=]
G v e st aer baca-co0sr4631 =1 certicate Eror |4 | x| [Seno 8-

< Faortes @EsiaaiovLz:

Integrated Management Module System X ///,//
227

View Configuration Summary

Advanced Ethernet Setup e

Autonegotiation [vesT=]

Data rate | |
Duplex | Eveaa |

Maximurn transrrission unit [500 bytes
Locally administersd MAC address [0000:00.0000:00

Bumed-in MAC address:

Note:  The burned-in MAC address takes precedence when the
locally administered MAC address is set to 00:00:00:00:00:00

m: Cancel | Save

Network Interfaces

ors BRI AT ey
Erstart| % & Ecoddou Ecoscioud | (29 wcBats03 - spher...| “7Junttied - otepad || @ esxpa1svILZa - . DEBRF®E sam

2. InPort Assignments section you can change the ports and enable/disable services for accessing IMM
Control protocol

#£310.51.127.4 - Remote Desktop =]
{ZESXBA1SVILZ4 - Windows Internet Explorer [_=]
G < [e st T Heca cot0sriEal & coteate eror | 49 % | [Fo0a Pl

i Favertes @ esisatsuios

Integrated Management Module SystemX 7
7

View Configuration Summary

Port Assignments

Currently, the following ports are open on this I
22,80, 161, 162, 443, 5988

You can change the part nurber for the following sewvices/protacols. You have to restart the IMM for the new settings to take effect
Note that you cannot cofigure a port to @ number that is already in use

HTTP
HTTPS 13
Telnet Legacy CLI
SSH Legacy CLI
SNMP Agent 161
SNMP Traps 162
Remote Fresence

IBM Systems Director over HTTP  [5986

T

IBM Systems Director aver HTTPS [5989

Reset to Defaults Save | _J

[bone [ [ [T [ [36 mternet | protected Mode: oFf [~ [®ww « 4
Lrstart| 2 & | Ecoteoud Ecodcloud | ) vcpntsaz - uspher...| | Lntted-Notepad ||/ EsxmatsvIL24 - . FEQD G sem
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