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1. Introduction

1.1 Welcome
PCI Adapter connects you with IEEE802.11n networks at receiving rate up to an incredible 150 Mbps! By using the reflec-

tion signal, 802.11n technology increases the range and reduces “dead spots” in the wireless coverage area. Unlike ordinary
wireless networking of 802.11b/g standards that are confused by wireless reflections, 802.11n can actually use these reflec-
tions to increase four times transmission range of 802.11g products.

Besides, when both ends of the wireless link are 802.11n products, The PCI can utilize twice radio band to increase three
times transmission speed of ordinary 802.11g standard products, and can comply with backwards 802.11b/802.11g stan-
dards. Soft AP supported by PCI Adapter can help you establish wireless LAN networking with lowest cost. Besides, WPS
(PBC and PIN) encryption method can free you from remembering the long passwords. Complete WMM function makes
your voice and video more smooth.

1.2 Product Feature
Complies with IEEE 802.11n, IEEE 802.11¢, IEEE 802.11b standards

Provides 32-bit PCI interface

Provides 150 Mbps receiving rate and 150 Mbps sending rate

Supports 20MHz/40MHz frequency width

Auto-detects and changes the network transmission rate

Provides two work modes: Infrastructure and Ad-Hoc

Supports Soft AP to establish your wireless LAN networking with lowest cost

Supports 64/128-bit WEP, WPA, WPA2 encryption methods and 802.1x security authentication standard
Supports WPS (PBC and PIN) encryption method to free you from remembering long passwords
Supports WMM to make your voice and video more smoothly

Supports Windows® 2000, XP 32/64, Vista 32/64, Win 7 32/64

1.3 Contents of Package
One PCI Adapter

One Installation CD
One dipole antenna
Contact your local authorized reseller or the store where you purchased for any items damaged and/or missing.

CNet Technology Inc.

www.CNet.com.tw




11CNet

TOTAL NETWORK SOLUTIONS

2. Designing Your PCI Adapter
PCI Adapter supports up to 150 Mbps connections. It is fully compliant with the specifications defined in 802.11n standard

SR R |

[ [=]
oo -
@ Ol
[ |0
=

The status LED indicators of PCI Card are described in the following.

®  Link/Act ON (Green): Indicates a valid connection.

®  Link/Act Flashing: Indicates the Adapter is transmitting or receiving data
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3. Installation
3.1 Install Your PCI Adapter

v" Open your PC case and locate an available PCI on the motherboard.

Slide PCI Adapter into the PCI slot. Make sure that all of its pins are touching the slot's contacts. You may have to apply a
bit of pressure to slide PCI Adapter all the way in. after it is firmly in to place, secure its fastening tab to your PC's chassis
with a mounting screw. Then close your PC.

Attach the external antennas to PCI Adapter's antenna port.\

Power On the PC.

Note: Select Cancel button, when “Found New Hardware” window appears.

Found Mew Hardware Wizard

Welcome to the Found New
Hardware Wizard
YWindows will zearch far curent and updated software by

looking on your computer, on the hardware installation CO, or an
the WWindows pdate Wieb site [with pour permizsion].

Can "Windows connect to windows Update to search for
zofbware?

) es, this ime only
o es, now and every time | connect a device
) Mo, not this time

Click Mest o continue.

< Back [ et
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3.2Install Driver and Utility

NOTE: Snap-shot screens of the following installation procedure are based on Windows XP.
installation procedures will be similar for other windows operating systems.

1. Insert Installation CD to your CD-ROM drive. And click Driver Installation. The wizard will be run and install all
necessary files to your computer automatically.
2. Click next to accept the Agreement. Or click Cancel to cancel the installation

Ralink Wireless LAN - InstallShield Wizard

Licenze Agreement

nent carefully.

RaLIME Wireless Utiliy For Windows 9878 E /2000 F Afista
Copyright [C] BALIME. TECHMOLOGY, CORP. All Rights Reserved.

Thank you for purchasing RALIME Wireless product!

SOFTwARE PRODUCT LICEMSE

The SOFTWARE PRODUCT iz protected by copyright laws and international copyright
treaties, as well as other intellectual property laws and breaties. The SOFTWARE PRODUCT
iz licensed, not sold.

1. GRAMNT OF LICEMSE. Thiz End-U=ser License Agreement grants pou the following
rightz:Inztallation and Use. You may inztall and use an unlimited number of copies of the
SOFTwWARE PRODUCT.

Reproduction and Distribution. vou may reproduce and distribute an unlimited number of
copies of the SOFTWARE PRODULCT ; provided that each copy shall be a true and complete
copy, including all copyright and trademark, notices. and zhall be accompanied by a copy of

thiz ELILA. Copies of the SOFTWARE PRODUCT may be distributed az a standalone product
or inchuded with pour own product. e

o | ac

W | do nc

InstallShield < Back H Mext > Cancel

3. Click NEXT

Ralink Wireless LAN - InstallShield Wizarnd
Setup Type

P LI kiliky

InstallShield [ <Back || Hews | Pe—
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4. Select Ralink Configuration Tool or Microsoft Zero Configuration Tool then click Next.

a. It’s recommended to select Ralink Configuration Tool, which provides fully access to all
functions of PCI Adapter.

b. If you prefer to use the wireless configuration tool provided by Windows XP or Vista, please
select Microsoft Zero Configuration Tool

Ralink Wireless LAN - InstallShield Wizard
Setup Type

Select the setup type that b

nfiguration Toal

ero Configuration Taol

Ralink Wireless LAN - InstallShield Wizard

Setup Status

Inztalling

g Pleaze \Wai...

CNet Technology Inc.
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5. Click Finish to complete the software installation.

Ralink Wireless LAN - InstallShield Wizard

InztallShield Wizard Complete

CNet Technology Inc.

www.CNet.com.tw




11CNet

TOTAL NETWORK SOLUTIONS

4. Utility Configuration

4.1.1 Ralink Wireless Utility (RaUl) or Windows Zero Configuration

(WZC)
Windows XP includes a wireless configuration utility named "Windows Zero configuration” (WZC)
which provides basic configuration functions to the Ralink. Wireless NIC. Ralink’s utility (RaUl) addi-
tionally provides WPA functionality. It’s easier for the user to select the correct utility. RaUl will let
users make a selection when it first runs after windows XP boots. Double-clicking the icon will bring
up the selection window and allow the user make a selection.

4

Ralll.exe

Figure 1-1 RaUl.exe
RaUl can co-exist with WZC. When coexisting with WZC, RaUl only provides monitoring functions, such as surveying the
link status, network status, statistic counters, advanced feature status, WMM status and WPS status. It won't interfere with
WZC's configuration or profile functions. It is shown as Figure 1-2.

Launch Config Ukilities Launch Caonfig Ukilities
Ise Zero Configuration as Configuration utilicy

Ilse RaConfig a5 Configuration wkiliky:

Figure 1-2 Select WZC or RaUl
If "Use RaConfig as Configuration utility" is selected, please jump to Section 2 on running RaUl.
If "Use Zero Configuration as Configuration utility" is selected, please continue.
We will explain the difference between RaUl and WZC. Figure 1-3 shows the RaUl status when WZC is activated as the
main control utility.
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Rall
=~ @ # @ ©© 9
Network  Advanced  Statistics YA, WPS  Radio On/Off  About
Sorted by =» @ S50 @ Channel @ Signal [ Show dBm
AP List ==
_Shiang_28604P B g 81% 4
. &> . e o
Alberty-200 e . @ x:
4P B . e 5
P ipi e g 0% — -
APPA e g %
asus & g 31% W =
Broadcom B bR ] 81%
Buffalo 54 B [°] 7%r EEET
Cobra e § ° i 2
Rezcan
.
Status == AP <--> D0-03-7F-00-D7-Ad
Extra Info == Link is Up [TxPower:100%]
Channel == & <--= 2437000 MHz
Aduthentication == Unknown
Encryption == Mone Maoise Strength == 26%
Metwark Type == Infrastructure Transmit
IP Address == 192.168.5.40 Link Speed =» 54.0 Wbps
Sub Mask == 255,255,255,0 Throughput == 0,000 Mbps
Default Gateway == 192,1568.5.254 Wops
L Receive
BW = nsa SMRO == nfa Link Speed == 54,0 Mbps
Gl »> nfa MCS == nfa SMR1 => nfa Throughput == 0,095 Mbps

Figure 1-3 RaUl status with WZC active
When activating WZC, there are several difference with the RaUl status, compared to the RaUl status without WZC run-
ning.
1. The profile button will be gray. Profile functionality is removed since the NIC is controlled by WZC.
2. The connection and add profile function will be gray. Profile functionality is removed since the NIC is controlled by
WZC.
Please read through this document for full details on the other functions provided by RaUl.
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4.1.2 Use WZC to configure wireless NIC

1. If there is no connection or it is lost, the status prompt will pop up, as shown in Figure 1-4.

711 wireless networks detected x

Cne or more wireless networks are in range of this computer.
To see the list and connect, click this message

Figure 1-4 status prompt for no connection
2. Right-click the network connection icon in taskbar

Change Windows Firewall setkings

Open Metwork Connections

Repair

¥iew Available Wireless Networks _

Figure 1-5 Select WZC main status

3. Select "View Available Wireless Networks" and the "Wireless Network Connection™ dialog box will pop up, as shown in
Figure 1-6.

155" Wireless Metwork Connection 5|
Nebwork Tast Choose a wireless network
ﬁ Refresh network list Click an item in the list below to connect to a wireless network in range or ko get more
information.
<2 Set up a wireless network (@) RalinkInitial AP &
for a home or small office ﬁ
Unsecured wireless network I“![I
Related Tasks ([ﬁ)} aed
\i) Learn about wireless Unsecured wireless network I“!!
networking ((gy) Mberty-200
?ﬂ? Change the order of ﬁ . [I
preferred networks "f Security-enabled wireless netwaork (WPA) I“!
"gﬂ Change advanced ([ )) 2K
settings
Unsecured wireless network I“!!
APPA
(CT)
Unsecured wireless network I“![I
181
(CT)
*_.l'? Security-enabled wireless network I“![I -
Connect

CNet Technology Inc.
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Figure 1-6 Wireless Network Connection
4. Select the intended access point and click "Connect". Then click "Connect Anyway" as shown as Figure 1-7.

;1 Wireless Metwork Connection

Choose a wireless network

Network Tasks

Click an item in the list belows to connect to a wireless network in range or to get more
information,

(iﬁi')

Wireless Metwork Connection

l=, Refresh network lisk

c’f, Set up a wireless network RalinkInitialAP .

far a home ar small office

Unsecured wireless networlk II.![I

Related Tasks

LA Learn about wi
netwaorking

": You are connecking to the unsecured network "AP1". Information sent

over this nebwork is not encrypted and might be visible to other people.
Eff Change the org

preferred netw|

"‘%ﬁ Change adwvand

Slliies [ Conneck Aryway ] L Zancel .|

Unsecured wireless network III!!

(iﬂ})
APFA

<@ e

andl]

*_-r‘? Security-enabled wireless network (WPA)
99

Figure 1-7 Select intended AP : AP1, then click "Connect"

i Wireless Network Connection X
Network Tail Choose a wireless network
'=i Refresh network list Click an item in the list below to connect to a wireless network in range or ko get more
infarrmakion.
A g ; AP1 Connected f_‘f =
=i Setup & wireless network (( )) =
For a home o small office ﬂ
Unsecured wireless network, III!! =
Related Tasks ((ﬂ)} iz L
N Leam albmt wielsss “_;'? Security-enabled wireless netwark (WPA) Ilul][l
nebwiorking
202
(1))
ﬁ hange the arder of !
preferred netwarks Unsecured wireless network, ll.!
"%ﬂ Change advanced (( );l L1
settings )
5 Security-enabled wireless netwark (WPA) I“![l
219
((ﬁ))
*_-l'? Security-enabled wireless nebwork (WPA) III!!
Baron_PC_AP4
((ﬂ)} -
“_;'? Security-enabled wireless netwark Ilul][l w
Connect

Figure 1-8 Connect AP: AP1 successfully

CNet Technology Inc.

www.CNet.com.tw




11CNet

TOTAL NETWORK SOLUTIONS

5. If you want to modify information about the AP, click "Change advanced settings™ as shown in Figure 1-9. Then select

the "Wireless Networks" tab shown as Figure 1-10.

151 Wireless Network Connection Ed
Network Tasks Choose a wireless networlk
'=; Refresh netwark list Click an item in the lisk below to conneck ko a wireless network in range or ko get more
infarmatian,
41 i AP1 Connected <¢i
=i Set up awireless netwark (( )) f—
for a home or small office ﬂ H
Unsecured wireless network =
Related Tasks ((ﬂ)) 242 L
& A 5 sacurity-enabled wireless nebwork [WPA) Iluuu
i) Learn about wireless 1 ¥
rnetworking 202
(<o)
"E:i' Change the order of !
preferred networks Unsecured wireless network I“!
"gli Cha!ﬂge advanced ((ﬁ)) AR
settings .
"_;‘_‘ Security-enabled wireless network (WPA) Ill!l]
219
(cﬁ»
"_-r'_! Security-enabled wireless network (WPA) Ill!!
Baron_PC_AP4
((i)) - -
"_-r'_‘ Security-enabled wireless network, I.nuu -
onneck

Figure 1-9 Click "Change advanced settings"

General | “Wirelezs Metworks | ﬁdvancedl

[#lise Windows ta configure my wireless network, settings

Aovailable nebworks:

To connect to, dizconnect from, or find out mare information
about wirelezs netwark.z in range, click the button below.

[ Wiew Wireless Mebworles ]

Ereferred network.s:
Automatically connect to available networkz in the order listed

belons:
G AP [fwutomatic) b orve up
b ove down
[ Add. ] [ Bemowe ] [ Froperties ]

Learn about zetting up wirsless nebwork,

configuration.

L Ok ] [ Cancel ]

Figure 1-10 Choose the "Wireless Networks" tab

CNet Technology Inc.
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6. Click "Properties™ as shown in Figure 1-11. Then click "OK" button.

AP1 properties

Azzociation | Authentication | Cannectian |

Metwark name (551D |ﬁP1 |

Wirelezs network key

Thiz netwark, requires a key for the fallowing:

Metwark Authentication: | v |
Lata encryption: | Dizahlad a |
Metwork ke | |

Confirm nebwaork, ke | |

F.ey index [advanced):

The kev iz provided for me autamatically

Thiz iz a computer-to-computer [ad hoo) netwark; wirgless
access pointz are not uzed

[ ] ] [ Canicel

Figure 1-11 AP's properties

7. After filling in the appropriate value, click "OK." The pop-up will indicate the status.
as shown in Figure 1-12.

711 wireless Network Connection is now connected | *

Connected bo: APL
Signal Strength: Excellent

Figure 1-12 Network connection status

CNet Technology Inc.
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8. Clicking the Ralink icon will bring up the RaUl main window. Users can find the surrounding APs in the list. The cur-
rently connected AP will be shown with a blue icon beside it, as shown in Figure 1-13. Users may use the advanced tab to
configure more advanced features provided by Ralink's wireless NIC. For details on configuring the advanced features,
please check the Advance setting section.

Rall x|
- @ & @ @ ¢
Netwark  Advanced  Statistics WA, WPS  Radio On/Off  About
Sorted by == o 55D o Channel ° Siznal [ show dBm
AP List =»
_Shiang_28604P & Bo 31% W &
ama &> B ° =z -
Alberty-200 e B ° 7
4p B B9 ° 5= -
P ipi e LR ] 0% — - |
APPA B g 7%
asus B . 21T =
Eroadeom B . 21T
Euffalo 54 B . 7%r
Cobra s B ° 3z v
Rescan
il
Status == AP1 =--> 00-03-7F-00-D7-44
Extra Info =» Link iz Up [TxPower: 100%]
Channel »= & <--» 2437000 MHz
Asuthentication => Unknown
Erncryption == Mone
Metwork Type == Infrastructure Trarsmit
IP Address = 192.165.5.40 Link Speed > 54.0 Mbps
SUb Mask => Z55,255,255,0 Throughput »» 0,000 Mops
Default Gateway == 192,168,5.254
il Receive
B = nda SMRO == nfa Link Speed == 54,0 Mbps
Gl == nfa MCS == nfa SMR1 == nfa Throughput >= 0,098 Mbps

Figure 1-13 Show connection status by using WZC to initiate the connection

CNet Technology Inc.
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B. RaUl

4.2.1 Start

4.2.1.1 Start RaUl

When starting RaUl, the system will connect to the AP with best signal strength without setting a profile or matching a pro-
file setting. When starting RaUl, it will issue a scan command to a wireless NIC. After two seconds, the AP list will be up-
dated with the results of a BSS list scan. The AP list includes most used fields, such as SSID, network type, channel used,
wireless mode, security status and the signal percentage. The arrow icon indicates the connected BSS or IBSS network. The
dialog box is shown in Figure 2-1.

~ @& # @B © g
Profile MNetwork Advanced Statistics WA WPS Radin On/Off  About
Sorted by =» @ S50 @ Channel @ Signal [ Show dBm
AP List ==
_Shiang_28604P B g 81% 4
. &> . e o
Alberty-200 e . @ x:
4P B . e 5
P ipi e g 0% — -
APPA e g %
asus & g 31% W =
Broadcom B bR ] 81%
Buffalo 54 B [°] 7%r EEET
Cobra e § ° i 2
Rescan Add ta Profile Connect
.
Status == AP <--= 00-03-7F-00-D7-44 - _
Extra Info == Link iz Up [TxPover: 1002%] = 60%
Channel => 6 <--» 2437000 MHz - _
Authentication == Unknown 1th 3 == B0%
Encryption == None - Moize Strength =»> 26%
Metwork Type == Infrastructure Transmit
IP dddress == 192,168.5.113 Link Speed »» 54,0 Mbps
Sub Mask >> 255,255,255,0 Throughput »» 0.000 Mbps -
Default Gateway == 192,168.5.254 Mbps
r Receive
B == nia SMRD == nfa Link speed »» 54.0 Mbps
Gl =» nfa WCS =5 nfa SMR == nfa Throughput =» 0,014 Mbps

Figure 2-1-1 RaUl section introduction

There are three sections to the RaUl dialog box. These sections are briefly described as follow.

CNet Technology Inc.
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1. Button Section: Include buttons for selecting the Profile page, Network page, Advanced page, Statistics page, WMM
page, WPS page, the About button, Radio On/Off button and Help.

1|

MNetwark

a E

Profi [e

Advanced

#

Statistics

WM,

Qo ¢

WPS
Figure 2-1-2 Button section

@

Figure 2-1-3 Move to the left

=

Figure 2-1-4 Move to the right

2. Function Section: Appears to present information and options related to the button.

Add Edit

Sorted by ==

@ 55D

Profile List

_Shiang_ZB8604P
EEE]
Alberty-200
&P

| L
APP&
asus
Broadcom
Buffalo 54
Cobra

Rezcan

Add to Profile

Radio On/Off

Profile Mame ==

3510 ==

Network Type ==

Authentication =

Encryption ==

Use 802, 1x =>

Channel ==

Power Save Mode =>

Tx Power =»

RTS Threshold ==

Fragment Threshold ==

[elste betivate
Figure 2-1-5 Profile page
o Channel o Signal
AP List ==

O B sx
& ' S 5y
b B 2 e mm—
1 B8 ¢ s
e bl 0% E—
Yo BOP ¢
2t bl g1%
b bl 81%
2k . 7er
s B8 ¢ s

Connect

Figure 2-1-6 Network page

About
-
[] Show dEm
-
|
™

CNet Technology Inc.
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Wireless mode == 2.4+5G j |:| Erable CCX [Cizco Compatible eXtensions)
[ Turn on CCkib

D Enable Radin Meazurements

|:| Enable TX Burst D Mon-%erving Channel Measurements [imit I ZR0 mE (O-2Z000)
[] Enable TCP Window Size
[] FastRoamingat | 70 dBm
|:| Show Authentication Status Dialog
Select Wour Country Region Code
BT »> | eH-11 -
114 == I?: cH 36,40,44,48,52,56,60,64,100j
Apply
Figure 2-1-7 Advance page
Transmit Receive
Frames Transmitted Successfully = 1432
Frames Retranzmitted Successfully = 4
Frames Fail To Receive ACK After All Retries = ]
RTS Frames Successfully Receive CTS = 1]
RTS Frames Fail To Receive CTS = ]
Reset Counter
~.a _Figure 2-1-8 Statistics page
kAt Setup Status
’V Wikhih == Enabled Power Save »» Dizabled Direct Link == Dizabled
[@] Wi Enable

[] vhhié - Powser Save Enable

[ Ac_Bx [0 ac_EE O sc_uwi O ac_vo

[] Direct Link Setup Enable

MAC dddress == I I I I I I Timeout Yalue == I 6l sec Aply,

Tiear Do

Figure 2-1-9 WMM page

CNet Technology Inc.
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WPS AP List

hzinchu 00-11-26-71-27-65 & L Rescan

Pin Code

64593945 | Renew

WPS Profile List Zonfig Mode

Enrolles -

Disconnect
[@ WPs Associate IE Progress == 0%

PBC [@ *PsProbe IE

[ #utomatically select the AP

Figure 2-1-10 WPS page

[c) Copyright 2007, Ralink Technology, Inc, Al rights reserved,

RaConfig Wersion == 2.0,0.3 Date == 04-06-2007

Driver Wersion »» 1.0.2.0 Date == 03-12-2007
EEPROM Version == 1.1
Firmware Wersion == 0.6

Phy_#ddress »» 00-0C-43-25-60-04

WP LIMETECH, COM

Figure 2-1-11 About page

3. Status Section: This section includes information about the link status, authentication status, AP's information and con-
figuration, and retrying the connection when authentication is failed.

Status =» AP1 <--» 00-03-7F-00-D7-44
Extra Info == Link iz Up [T=Power: 100%]
Channel == & <--= 2437000 MHz

Authentication == Unknown

Encryption == Mane

Moise Strength == 265

Metwork Type == Infrastructure Transmit

IP dddresz == 192,168, 5.40 Link Speed == 54.0 Mbps

SUb #ask > 255,256,255.0 Throughput == 0,000 Mbps

Default Gateway =x 192,168.5.254

H Receive
EW == nifa SHRO == nfa Link Speed == 54.0 Mbps
Gl == nfa MCS == nfa SMR1 == nfa Throughput =» 0.111 Mbps

Figure 2-1-12 Link Status

CNet Technology Inc.
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Aduthentication Status

Card Mame == Ralink 802, 11n Wireless LA Card Connected by manual. ..
16:37:26.062 Starting network connection. ..

163725171 Metwork is connecting...

16137125281 PE&F suthenticating,..

16137128.575 Wireless client is authenticated,

Cancel

Figure 2-1-13 Authentication Status

Genearal WPS CCX
3510 == AP
WAC dddress =» 00-03-7F-00-D7-id B « (I
Authentication Type == Unknown Supported Rates (Mbps)

1,2, 6.5, 11, 6, 12, 24, 36, 9, 18, 48, &4
Encryption Type => None

Channel == & <--= 2437000 KHz

Metwark Type == Infrastructure

Eeacon Interval => 100

OK

Figure 2-1-14 AP's Information

Card Mame == Ralink 802, 11n Wireless LAM Card |dentity ==

Frofile Mame == PROFA Pazsward ==

Meszage == Inwalid identity or password

QK Cancel

Figure 2-1-15 Retry the connection
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Systermn Config — Auth. Y Encry. B021X

Authentication == WP A h 4 Encryption == TEIP b

WP Preshared Key ==

Wep Key
o Nl Hexadecimal — w I
o Key#s Hexadecimal w I
@ revia Hexadecimal  w I
o ey Hexadecimal w I |:| Show Password

Figure 2-1-16 Configuration

When starting RaUl, a small Ralink icon appears in the notifications area of the taskbar, as shown in Figure 2-1-15. You
can double click it to maximize the dialog box if you selected to close it earlier. You may also use the mouse's right button

Figure 2-1-17 Ralink icon in system tray

to close RaUl utility.

Additionally, the small icon will change color to reflect current wireless network connection status. The status is shown as
follows:

m . Indicates the connected and signal strength is good.

+ . Indicates the connected and signal strength is normal.

M - Indicates that it is not yet connected.

M: Indicates that a wireless NIC can not be detected.

m: Indicates that the connection and signal strength is weak.
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4.2.2 Profile

4.2.2.1 Profile

The Profile List keeps a record of your favorite wireless settings at home, office, and other public hot-spots. You can save
multiple profiles, and activate the correct one at your preference. Figure 2-2-1 shows the basic profile section

Profile List

Profile Mame ==
551D ==

Metwork Type ==
futhentication ==
Encryption ==

Use 802, 1x ==
Channel ==

Pomer Save Mode ==
Tx Power ==

RTS Threshold ==

Fragment Threshold ==

Add Edit: [elete tetivate

. Figure 2-2-1
Profile function.

Definition of each field:

. Profile Name: Name of profile, preset to PROF* (* indicate 1, 2, 3...).

. SSID: The access point or Ad-hoc name.

. Network Type: Indicates the networks type, including infrastructure and Ad- Hoc.

. Authentication: Indicates the authentication mode used.

. Encryption: Indicates the encryption Type used.

. Use 802.1x: Shows if the 802.1x feature is used or not.

. Cannel: Channel in use for Ad-Hoc mode.

. Power Save Mode: Choose from CAM (Constantly Awake Mode) or Power Saving Mode.

© 0O N o O A W DN P

. Tx Power: Transmitting power, the amount of power used by a radio transceiver to send the signal out.
10. RTS Threshold: Users can adjust the RTS threshold number by sliding the bar or keying in the value directly.
11. Fragment Threshold: The user can adjust the Fragment threshold number by sliding the bar or key in the value directly.

CNet Technology Inc.
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Icons and buttons:

4 - |ndicates if a connection made from the currently activated profile.
- Indicates if the connection has failed on a currently activated profile.
' - Indicates the network type is infrastructure mode.

. Indicates the network type is in Ad-hoc mode.

Sorted by == )y 55D @ Channel @ Siznal

. Indicates if the network is security-enabled.

. Resean - Click to add a new profile.

. conneet - Click to edit an existing profile.

(Addto Profile . pbojetes an existing profile.

L Aetete L Activates the selected profile.

" : Shows information of the related status section.
& - Hides information of the related status section.
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4.2.2.2 Add / Edit Profile

There are three methods to open the Profile Editor dialog box.
1. You can open it by clicking the "Add to Profile” button in the Site Survey tab.
2. You can open it by clicking the "Add" button in the Profile tab.

3. You can open it by clicking the "Edit" button on the Profile tab

Systermn Config _

R PR P

Prafile Name »= |PROF1

MWetwark Type =»  Infrastructure W

SSID > |AP1

Power Save Mode = > o CAM

[] RS Threshold

[] Fragment Threshold

wztem Contli RS

@ Psm

Auta -

j T Power ==

—

_—

| [

o],8 Cancel

Authentication == Open - Encryption =» Mone - D 802,14
WP Preshared Key ==
ep Key
@ Heyw Hexadecimal — w |
@ reyuz Hexadecimal — w |
o Keny#d Hexadecimal b |
o Keyad Hexadecimal v | |:| Show Password
O Cancel

Figure 2-2-2 Configuration

1. Profile Name: The user can chose any name for this profile, or use the default name defined by system.

2. SSID: The user can key in the intended SSID name or select one of the available APs from the drop-down list.

3. Power Save Mode: Choose CAM (Constantly Awake Mode) or Power Saving Mode.

4. Network Type: There are two types, infrastructure and 802.11 Ad-hoc modes. Under Ad-hoc mode, user can also

choose the preamble type. The available preamble type includes auto and long. In addition, the channel field will be availa-

ble for setup in Ad-hoc mode.

5. RTS Threshold: User can adjust the RTS threshold number by sliding the bar, or key in the value directly. The default

value is 2347.

6. Fragment Threshold: User can adjust the Fragment threshold number by sliding the bar or key in the value directly.

The default value is 2346.

7. Channel: Only available for setting under Ad-hoc mode. Users can choose the channel frequency to start their Ad-hoc
network. Authentication Type: There are 7 type of authentication modes supported by RaUl. They are open, Shared, LEAP,
WPA and WPA-PSK, WPA2 and WPA2-PSK.
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8. Encryption Type: For open and shared authentication mode, the selection of available encryption type are None and
WEP. For WPA, WPA2, WPA-PSK and WPA2-PSK authentication mode, both TKIP and AES encryption is available.
9. 802.1x Setting: This is introduced in the topic of "Section 3-2 : 802.1x Setting".

10. WPA Pre-shared Key: This is the key shared between the AP and STA. For WPA-PSK and WPA2-PSK authentica-
tion mode, this field must be filled with a key between 8 and 32 characters in length.

11. WEP Key: Only valid when using WEP encryption algorithms. The key must be identical to the AP's key. There are
several formats to enter the keys.

1. Hexadecimal - 40bits : 10 Hex characters.
2. Hexadecimal - 128bits : 26Hex characters.
3. ASCII - 40bits : 5 ASCII characters.

4. ASCII - 128bits : 13 ASCII characters

4.2.2.3 Example on Adding Profile in Network

Click "Add" below the Profile List.

Rall
P
E= T

Prafile Metwiark Advanced

Profile List

Status == AP =--> 00-03-7F-00-D7-44
Extra Info == Link is Up [TxPower: 1002
Channel == & <--> 2437000 MHz
Authentication == Unknown
Encryption == MNone
Metwork Type == Infrastructure
IP Address == 192,168, 5.60
Sub Mask == ZEE.255,255.0
Default Gateway == 192.168.5.254
HT

BW == nfa SHMRO == nfa

Gl == nfa MCE == nfa SMRA == nfa

I
%
S
0]
§E

~

Statistics

LA WS Radia On/Off
Profile Mame ==
SSID ==
Metwork Type ==
Authentication ==
Encryption ==
Use 802, 1% ==
Channel ==
Power Sawve Mode ==
Tx Power ==
RTS Threshaold ==

Fragment Threshold ==

Link Quality => 1002

6%
Signal Strength 2 == 5%
W signal strength 3 == 292
Moise Strength =x 0%
Transmit
Link Speed »»> 54.0 Mbps
Throughput == 0.000 Mbps

Link Speed == 54.0 Mbps
Throughput == 0.0Z5 Mbps

4

About

CNet Technology Inc.
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The "Add Profile" will appear.

Ealll

a

- & & B 0 ° 2z @

Profila MNetwork Advanced StE.I-t-i.S-tiCS WA, WPS Radio On/Off  About

Profile List

Praofile Mame ==
S50 ==

Metwoark Type ==
Aduthentication ==
Encryption ==

Use 802, 1x ==
Channel ==

Power Save Mode ==
Tx Power ==

RTS Threshald ==

Fragment Threshald ==

Add Edit: Delete dotivate
Systerm Config  Auth. \ Encry. BUZ1%
Profile Mame == IPROF1 Metwork Type == |nfrastructure  w
S5ID s I j Tx Power == huto A4

Preamble == At v
Power Save Mode =» o cavi @ Psw

[] RIS Threshoid o ) &7 |234?
[ Fragment Threshold 256 J 2348 |2346

Ik Cancel
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Specify a Profile Name. Select an AP from the SSID drop-down list. The AP list is from the last Net-

work.
Rall x|
- ' # @ D
Profile Metwark Advanced Statistics WA, WiPS Radio On/Off  About
Profile List
Profile Mame ==
5510 ==
Metwork Type ==
Authentication ==
Encryption ==
Usze 802, 1x ==
Channel =»
Power Save Mode ==
Tx Pomer ==
RTS Threzhald ==
Fragment Threshold ==
Add Edit: Delete fotivate
- S VR NE— m——p—
Systemn Config  Auth. \ Encry. B 1%
Profile Mame == IPROF1 Metwork Type ==  Infrastructure W
55I0 s s | j Tx Power »» Auto -
_Shiang_2B604P OO0CA3686016 A | pronppe - Ao -
Polier Save Mode == | 4lherty-200 O0AAZESZEBIE
AP 0007 40400C7E
[ :
O R7S Threshold ARRA HO14hB49F 437 ] 2347 |234?
Belkin_M1_Wireless_251111 0o0C43251111
[ Fragment Threshold Eroadcom 001018902ED ] 2346 |2346
BroadcomPs 001015902E27
ClaudesP O00C7&EFCEYT L
Cabra 000472 RCOGED
DennishP 000C43102718
Fiona-4p 000C43256021 hd
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Now the profile which the user set appears in the profile list. Click "Activate".
- % & @B © ¢ Z

Profile Metwork Advanced Statistics WA WPS Radio On/Off  About
Profile List
} PROF1 AP v Profile Name == PROF1
51D == AP

Metwoark Type == Infrastructure
Aduthentication »» Open
Encryption == Mone
Use 802, 1 == WO
Channel == 1
Power Save Mode == Cak
Tx Power == Auta
RTS Threzhald == 2347

Fragment Threshold == 2346

Add Edit Delete hctivate

Status == AP1 «--> 00-03-7F-00-D7-4<
Extra Info == Link is Up [TxPower: 100%]
Channel == & <--= 2437000 MHz

Authentication == Open
Encryption > NOKE | noise Strength == 26%

Metwork Type == Infrastructure

Tranzmit
IP Address == 192,165, 5.40 Link Speed == 54,0 Mbps
Sub Mask == ZRE, 2B, ZRE.0 Throughput == 0,000 Mbps
Default Gateway == 192,168,5.254
HT Receive
B =+ nia SMRO == nfa Link Speed => 54.0 Mbps
Gl = nfa MCS == nfa SHR1 == nfa Throughput >> 0.033 Mbops
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4.2.3 Network

4.2.3.1 Network

The system will display the information of local APs from the last scan result as part of the Network section. The Listed
information includes the SSID, BSSID, Signal, Channel, Encryption algorithm, Authentication and Network type as shown
in Figure 2-3-1-1.

Sorted by == o S5ID o Channel ° Signal [ Show dBm
AP List ==
_Shiang_2B604P 2k . m 8% A
ana &3 g ° 5%
Blbert-200 e § ° 7x s
4P B . S 5y
P irt e g 0% E— .
4PPA e g %
asus 20 ' 212 =
Broadcam &1 g 1% W
Buffalo 54 B g 7r W
Cobra e ' S 3y v
Rescan Add to Profile Connect

Figure 2-3-1-1 Network function

SSID: Name of BSS or IBSS network.

Network Type: Network type in use, Infrastructure for BSS, Ad-Hoc for IBSS network.
Channel: Channel in use.

Wireless Mode: AP support wireless mode. It may support 802.11a, 802.11b, 802.11g or 802.11n wireless mode.
Security-Enable: Indicates if the AP provides a security-enabled wireless network.

© gk wbd P

Signal: Receive signal strength of the specified network.

Icons and buttons:

4 - |ndicates that the connection is successful.
' - Indicates the network type is in infrastructure mode.

- Indicates the network type is in Ad-hoc mode.
Sorted by == ) 55D @ Channel @ Siznal
Indicate that the wireless network is security - enabled.

4 - |ndicates 802.11a wireless mode.
. Indicates 802.11b wireless mode

' - Indicates 802.11g wireless mode.
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. Indicates 802.11n wireless mode.

Sorted by == ) 55D @ Channel @ Signal

. Indicates that the AP list is sorted by SSID, Channel or Signal.

Cennect - Button to connect to the selected network.

fsscan : Issues a rescan command to the wireless NIC to update information on the surround-

ing wireless network.
#dd to Profile | . . . . .

LT Adds the selected AP to the Profile setting. It will bring up a profile page and save

the user's setting to a new profile.

¥ : Shows the Status Section.

& - Hides the Status Section.

Connected network:

1. When RaUl first runs, it will select the best AP to connect to automatically.

2. If the user wants to use another AP, they can click "Connect" for the intended AP to make a connection.

3. If the intended network uses encryption other than "Not Use,” RaUl will bring up the security page and let the user in-
put the appropriate information to make the connection. Please refer to the example on how to fill in the security informa-
tion

CNet Technology Inc.
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When you double click an AP, you can see detailed information about that AP.
The detailed AP information is divided into three parts. They are General, WPS, CCX information and 802.11n (The
802.11n button only exists for APs supporting N mode.) The introduction is as follows:

A. General information contains the AP's SSID, MAC address, authentication type, encryption type, channel, network
type, beacon interval, signal strength and supported rates. It is shown in Figure 2-3-1-2.

Ralll X]
@ E =~ % & @ © 9
Profile MNetwork Advanced Statistics Wi, WPS Radio On/sOff  About
Sorted by == @ 550 o Channel o Signal [1 Show dBm
&P List ==

122 e bRe] 00%  — = ~
202 1 Bo 0%

213 &1 B8 ¢ »x

215 e bR ] 4% —

219 1 B9 ° s 1
243 s B9 ° ox — -
_Shiang_28604P B )] 1%

4P o1 B9 ° 5z

p 4Pt s g 0% E— -
APPA O bRe] 3% a
Rescan Add to Profile Connect
General WP CCX 802.11n
SSID = AP
MAC Address == 00-03-7F-00-D7-44 -
Authentication Type == Unknown supparted Rates iMbps)
1,2, 5.5, 11, 6, 12, 24, 36, %, 18, 48, 54
Encryption Type == None
Channel == & <--> 2437000 KHz
Metwork Type == Infrastructure
Beacon Interval == 100
oK

Figure 2-3-1-2 General information about the Access Point
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b. WPS information contains the authentication type, encryption type, config. methods, device password ID, selected regi-
strar, state, version, AP setup lock status, UUID-E and RF bands, as shown in Figure 2-3-1-3. The information is further
explained as follows :

1. Authentication Type: There are three types of authentication modes supported by RaConfig. They are open, Shared,
WPA-PSK and WPA system.

2. Encryption Type: For open and shared authentication mode, the choices of the encryption type are none and WEP. For
WPA, WPA2, WPA-PSK and WPA2-PSK authentication mode, the encryption type supports both TKIP and AES.

3. Config Methods: Correspond to the methods the AP supports as an Enrollee for adding external Registrars, (a bitwise
OR of values.)

Value Hardware Interface
0x0001 USBA (Flash Drive)
0x0002 Ethernet

0x0004 Label

0x0008 Display

0x0010 External NFC Token
0x0020 Integrated NFC Token
0x0040 NFC Interface
0x0080 Push Button

0x0100 Keypad

4. Device Password ID: Indicates the method or identifies the specific password that the selected Registrar intends to use.
The AP in PBC mode must indicate 0x0004 within the two-minute Walk Time.

Value Description
0x0000 Default (PIN)
0x0001 User-specified
0x0002 Rekey

0x0003 Display

0x0004 Push Button (PBC)
0x0005 Registrar-specified
0x0006-0x00F Reserved

5. Selected Registrar: Indicates if the user has recently activated a Registrar to add an Enrollee. The values are "TRUE"
and "FALSE".

6. State: The current configuration state of the AP. The values are "Unconfigured"” and "Configured".

7. Version: The specified WPS version.

8. AP Setup Locked: Indicates if the AP has entered a locked setup state.

9. UUID-E: The universally unique identifier (UUID) element generated by the Enrollee. The value is 16 bytes.

10. RF Bands: Indicates all of the RF bands available to the AP. A dual-band AP must provide it. The values are

CNet Technology Inc.
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"2.4GHz" and "5GHz".

Ralll X
. # @ ? .
Profile MNetwark Advanced Statistics WA, Whs Radio On/Off  About
Sorted by »> @ ssio @ Channel @ Sienal [] Show dBm
4P List »»
132 B2 )] 00% mm
202 B . 1T
213 B . e o
215 B . T
219 B B ° sz - T
243 s B ° ox  E— |
_Shiang_28604P & bRe] % |
4P B B ° sz E-——
b 4pi s g 100X |
APPA s b)) 1% | v
Rescan Add to Profile Connect
General WPS CCX 802.11n

Authentication Type == Unknown
Encryption Type =+ Mone
Config Methods == Unknown
Device Passward D =»

Selected Registrar == Unknown

State »> Unknown

Wersion = Unknown

AP Setup Locked == Unknown
LUID-E == Unknawn

RF Bands == Unknown

Figure 2-3-1-3 WPS Detailed information about the AP
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c. CCX information contains the CCKM, Cmic and Ckip information. It is shown in Figure 2-3-1-4.

@« E = & # @ ¢ <

Profile  MNetwork  Advanced  Statistics Vv WPS  Radio On/Off  Abaut
Sorted by == @ 550 @ Channel @ Siznal [ Show dBm
AP List »»
122 2 bRe] 00X mm -
202 B Bo %
13 B B8 ° » —
215 e HE¢] 4
219 B B9 ° &z T
43 s B9 ° oz — - |
_Shiang_28604P B . 1%
4P B . e o
p 41 Vs g 1008 . |
4PPA Bs bRe] 9% v
Rescan Add to Prafile Connect
General WP CCx 802.11n

CCKM == FALSE
Cmic »= FALSE

Ckip == FALSE

Ok

Figure 2-3-1-4 CCX information about AP's detail information
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d. 802.11n information contains some related 802.11n information. It is shown in Figure 2-3-1-5.

X
@« B = @ & @ 0 -
Profile Metwork Advanced Statistics WA WPS Radio On/Off  About
Sorted by == o 55D o Channel o Siznal [ show dBm
&P List ==
122 e g 00%  — mm
202 1 g 0%
213 &1 g ° »x
215 e [*] 4% EE—
219 1 g © sz m— 1
24 s g ° ox  m—— .
_Shiang_28604P B . 91y |
4P o1 § ° sx  m——
p 4Pt O g 0% E— -
APPA e g sy N ] X
Rescan Add to Profile Connect
it e i ettt St —
General WPS CCX 802.11n
Secondary Channel Offset element L
Secondary Channel Offset u]
Extended Capabilities information element E—
HT Information Exchange Support FALSE
Heighbor Report element
Mobility Domain FALSE
High Throughput FALSE
HT Capabilities element
HT Capability FALSE
LDPC Coding Capability FALSE
Supported Channel Width Set u] Z
[l

Figure 2-3-1-5 802.11n information
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4.2.3.2 Example on Adding Profile in Network

1. Select the AP from the list on the Network tab

Ralll

a E el F nY D
Profile Netwark  Advanced  Statistics WA WPS  Radio On/Off  About
Sorted by == o 55D @ Channel @ Signal [ Show dBm
AP List =»
Alberty-200 e g ° «x m— &
4p B B8 ° -
— =
Broadcom @‘. il |
EroadcomiiPs B . S x . |
Dennisdp e 7%r
Fiona-4p B 4%
I551-3F-asus11b 3 S 0y
knilar g § ° ox m——— B
NB27-FC_Network e GRS sx  m— v
Rezcan Add to Profile Connect
Status »» AP1 <--» 00-03-7F-00-D7-Ad -
Extra Infa == Link is Up [TxPower: 100%] -
Channel == & <> 2437000 MHz -
Aduthentication == Unknown -
Encryption »» None B Noise Strength »» 26%

Metwork Type == Infrastructure

IP dddress == 192,168,5.60

Transmit

Link Speed == 54,0 Mbps

Sub thask »> 255,255,255,0 Throughput =+ 0,000 Mbps
Default Gateway == 192,168,5.254
R Receive
BW => nfa SMRO == nfa Link speed == 48.0 Mbps
Gl == nfa MCS == nia SMR1 == nfa Throughput => 0.104 #bps
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2. Click "Add to Profile"

Rall (x]
@« N 4 - nY @
Profile Netwark  Advanced  Statistics YA WPS  Radio On/Off  About
Sorted by == o SsiD o Channel o Signal [ Show dBm
AP List =»
Alberty-200 @6 0% ]
4P o E
Broadcom Tk [ .
BroadcomitF5 o0 |
Dennis4P i [ .
Fiona-Ap 44% [ .
1551-3F-asus11b 0%
knilar 0% |
NB27-PC_Metwork 3% v
Rezcan Add to Profile Connect
Status => AP1 <-> 00-03-7F-00-D7-44 B
Extra Infa == Link is Up [TxPower:100%] -
Channel »= 6 <--» 2437000 MHz -
Authentication == Unknown -
Erncryption == Mone -
Metwoark Type == Infrastructure Transmit
IP dddress == 192.168.5.60 Link Speed == 54.0 #hps
Sub Mask =» 265,255,285,0 Throughput == 0,000 Mbps
Default Gateway == 192,168,5,254
T Receive
BW = nia SR == nfa Link Speed == 45.0 Mbps
Gl »> nia MCS == nia SNR1 == nfa Throughput == 0,104 Mbps
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3. The System section will appear at the bottom of the Add Profile window. You can specify your

own profile name

Ralll
B= y
Profile MNetwork Advanced Statistics WA WPS Radio On/Off  About
Sorted by == o 55D o Channel o Signal [ Show dBm
&P List ==
Alberty-200 e B8 ° sz - &
4P 1 B ° =
) 4Pt e g 100%  — -
Broadcom B B9 7% W
BroadcamlPs B B9 ° ox — - |
Dennisdp e . 7r
Fiana-bp B . M
I551-3F-2sus1h B2 2 iz
knilar s B8 ° oz B
NB27-FC_Network e GQ° six  — 3
Rezcan Add to Profile Connect
Systemn Config  Auth. \ Encry. B 1%
Profile Mame == IPROF1 Metwork Type ==  |nfrastructure w
55I0 s s I",|P1 j Tx Power == Auto A
Preambl At
Power Save Mode »= (3) CaM @ PoM e o -
[] RTs Threshald 0 J 2347 |234?
[ Fragment Threshold 256 J 2346 |2346

Ik

cancel
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4. Next, you will see the new profile in the profile list. Click "Activate"

Ralll (x]
@« B o4 & & B .
Profila MNetwork Advanced Statistics WA, WPS Fadio On/Off  About

Profile Mame == PROF1

S5I0 == AP

Metwark Type == Infrastructure
Aduthentication »= COpen
Encryption == Mone

Use 802, 1x == MO
Channel == &

Power Save Mode == Cibt
Tx Power == huto
RTS Threshald == 2347

Fragment Threshald == 2344

Add Edit. Delete Activate
s e - S SV TR —— —r—
Status == &P1 <--» 00-03-7F-00-07-44
Extra Info == Link is Up [TxPower:100%]
Channel =» & =--> 2437000 MHz
Authentication == Unknown iens
Erncryption == Mone l_- Mioize Strength =» Z6%
Metwoark Type == Infrastructure Transmit
IP Address => 192,168.5.60 Link Speed => 54,0 Mbps
Sub mask == 266,256,255.0 Throughput =» 0,000 Mbps
Default Gateway == 192,168,5,254
T Receive
BW = nia SR == nfa Link Speed == 54,0 Mbps
Gl »> nfa MCS > nfa SNR1 =5 nfa Throughput == 0,092 Mbps
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4.2.4 Advanced functions
4.2.4.1 Advanced functions
Figure 2-4 shows the Advance functions of RaUI.

Wireless mode == |2.4+5G j |:| Enable CCX (Cizco Compatible eXtensions)
[] Enable T Burst [ z0
[] Enable TCP Window Size
[] FastRoaming at ’_ dBm
|:| Shiow duthentication Status Dialog
Select Your Country Region Code
11B4G > |0: CHI-11 =~
11455 |71 CH 36,40,44,48,52,56,60,64,100 ~ |

Apply

Figure 2-4 Advance function

1. Wireless mode: Select wireless mode. 2.4G, 5G and 2.4+5G are supported.
2. Wireless Protection: Users can choose from Auto, On, and Off. (This is not supported by 802.11n adapters.)
a. Auto: STA will dynamically change as AP announcement.
b. On: The frames are always sent with protection.
c. Off: The frames are always sent without protection.
3. TX Rate: Manually select the transfer rate. The default setting is auto. (802.11n wireless cards do not allow the user to
select the TX Rate.)
4. Enable TX Burst: Ralink's proprietary frame burst mode.
5. Enable TCP Window Size: Optimise the TCP window size to allow for greater throughput.
6. Fast Roaming at-: enables fast roaming, which is set by the transmit power.
7. Select Your Country Region Code: There are eight countries to choose from in the country channel list. (11A ListBox
only shows for 5G adapter.)
8. Show Authentication Status Dialog: When you connect to an AP with
authentication, choose whether show the "Authentication Status Dialog" or not. The Authentication Status Dialog displays
the processes during 802.1x authentication.
9. Enable CCX (Cisco Compatible Extensions): Choose whether Cisco Compatible Extensions are supported or not.
a. LEAP turn on CCKM.
b Enabled Radio Measurement: can measure the channel every 0~2000
milliseconds
10. Apply the above changes

4.2.5 Statistics

4.2.5.1 Statistics

The Statistics page displays detailed counter information based on 802.11 MIB counters. This page translates that MIB
counters into a format easier for the user to understand. Figure 2-5-1 shows the detailed page layout.
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Transmit Receive

Frames Transmitted SuccessTully = 1432

Frames Retransmitted Successfully = a

Frames Fail To Receive ACK After 4ll Retries = o
RT= Frames Successfully Receive CTS = o
RT= Frames Fail To Receive CTS = o

Reset Counter

- - il
Figure 2-5-1 Statistics function
Transmit Statistics:

Transmit Receive
Frames Transmitted Successiully = 1432
Frames Retransmitted Successfully = 4
Frames Fail To Receive ACK After All Retries = a
RTS Frames Successfully Receive CTS = a
RT: Frames Fail To Receive CTS = a

Rezet Counter

Frames Transmitted Successfully: Frames successfully sent.

Frames Fail To Receive ACK After All Retries: Frames failed transmit after hitting retry limit.
RTS Frames Successfully Receive CTS: Successfully receive CTS after sending RTS frame.
RTS Frames Fail To Receive CTS: Failed to receive CTS after sending RTS.

Frames Retransmitted Successfully: Successfully retransmitted frames numbers.

© gk~ wbd e

Reset counters to zero.
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Receive Statistics:

ok~ wbd e

Transmit Raceive

Frames Received Successiully = 3183
Frames Received With CRC Errar = 201964
Frames Dropped Due To Out-of-Resource = 1]
Duplicate Frames Received = 1]

Rezet Counter

Frames Received Successfully: The number of frames successfully received.

Frames Received With CRC Error: The number of frames received with a CRC error.

Frames Dropped Due To Out-of-Resource: The number of frames dropped due to a resource issue.
Duplicate Frames Received: The number of duplicate frames received.

Reset all the counters to zero.
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426 WMM
4261 WMM

Figure 2-6-1 shows WMM function of RaUl. It involves "WMM Enable”, "WMM -Power Save Ena-
ble™ and DLS setup. The introduction indicates as follow :

’rWMM Setup Status

Wikihd => Enabled Power ave »> Disabled Direct Link == Disabled

[@] Wik Enable
[] ‘b - Power Save Enable

O sk O #cee O scw O sc_vo

[] Direct Link setup Enable

MisC dddress == I I I I I I Timeout Value == I 60 sec Aol

Tear Do

Figure 2-6-1 WMM function
1. WMM Enable: Enable Wi-Fi Multi-Media. The setting method follows Section 2-6-2.

2. WMM - Power Save Enable: Enable WMM Power Save. The setting method follows Section 2-6-3.
3. Direct Link Setup Enable: Enable DLS (Direct Link Setup). The setting method follows Section 2-6-4.
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4.2.6.2 Example to Configure to Enable DLS

(Direct Link Setup)
1. Click the "Direct Link Setup Enable" checkbox

kA Setup Status

Wittt =» Enabled Power Save »» Disabled

[@] Wit Enable

[] wMih - Power Save Enable

|Z| Direct Link Setup Enable

MAC Address == |7|7|7|7|—|—

Timeout Walue »» 60 sec

Direct Link == Enabled

Apply

Tear Down

2. Change to "Network" function. Add an AP that supports DLS features to the profile. The result will look like the Pro-

file Page in the figure below.

&

= =
Profile Metwork Advanced Statistics
Profile List
) PROF1 e [
Add Edit Delete Aotivate

Status == AP1 «--> 00-03-7F-00-D7-4<
Extra Info == Link is Up [TxPower: 100%]
Channel == & =--» 2437000 MHz
Authentication == Open
Encryption == MOME
Metwork Type == Infrastructure
IP dddress == 192.165.5.60
Sub Mask == ZRE, 2B, ZRE.0
Default Gateway == 192,168,5.254
HT

B == nfa SMRO == nfa

Gl == nfa SMR1 == nfa

MCS == nfa

WM, WP

Profile Mame == PROF1
S5ID == AP
Metwoark Type == Infrastructure
Aduthentication »» Open
Encryption == Mone
Use 802, 1 == WO

Channel == 1

Power Save Mode ==
Tx Power »»
RTS Threzhald ==

Fragment Threshold ==

Tranzmit

Link Speed == 54,0 Mbps
Throughput == 0,000 Mbps

Receive

Link Speed => 54.0 Mbps
Throughput == 0,033 Mbps

- Moise Strength == 26%

4

About

=

Radio On/Off

Chk
Auta
347

2346
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The DLS settings are explained as follows:

1. Fill in the blanks of Direct Link with MAC Address of STA. The STA must conform to these two conditions.
a. Connect with an AP that supports DLS features.
b. Ensure that DLS is enabled.

Wik Setup Status
’V Wihtd == Enabled Power Save »» Disabled Direct Link =» Enabled

[@] Wit Enable
[] vhhibé - Power Save Enable

O sc_ex O #cee O sc_w O ac_wo

E| Direct Link Setup Enable

WMAC Address == IDD IDc: |43 |28 |6D IDD Timeout Walue =» I G000 sec Apply

Tear Down

2. The Timeout Value indicates the time in seconds before it disconnects automatically.

The value is an integer. The integer must be between 0~65535. A zero value specifies that it stays connected. The default
Timeout Value is 60 seconds.

kA Setup Status
’7 Wik => Enabled Power Save »»> Disabled Direct Link => Enabled

[ i Enable
[ ksl - Power Save Enable

O scex O #cee | O sc_wo

@ Direct Link Setup Enable

MAC Address == IDD IUc |43 |28 |6EI IDU Timeout Value » I 600 sec Apply

Tear Down
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3. Click "Apply"

’rWMM Setup Status

Wittt => Enabled Power ave »» Disabled Direct Link => Enabled

[@] i Enable
[ ki - Power Save Enahble

O #c_ex O #c_ee O scw O ac_wo

|z| Direct Link Setup Enable

MG Address == IDD IUC |43 |28 IéD IUU Timeaut Walue >>| &00  sec Apply

00-0C-43-28-60-00 600 Tear Dawn

Describe "DLS Status" as follow :

a. After configuring the DLS successfully, the MAC address and Timeout Value are displayed in the "DLS Status". In
"DLS Status" on the opposite side, the user’s local MAC address and Timeout Value are displayed.

b. Display the values of "DLS Status" to "Direct Link Setup" as follow:

1. In "DLS Status" select a direct link STA what you want to show it's values in "Direct Link Setup™.

W kA Setup Status
’7 kit = > Enabled Power Save => Disabled Direct Link =» Enabled

[@] veM# Enable
[] kb - Power Save Enable

O et O scee O #cw O scwve

|E| Direct Link Setup Enable

MAC hddress ==

I I I I I Timeout Valug == I 60 szec Apply

=) Tear Down
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2. Double click. And the result will look like the below figure.

kA Setup Status
’7 Wittt => Enabled Power ave »» Disabled Direct Link => Enabled

[@] i Enable
[ ki - Power Save Enahble

O #c_ex O #c_ee O scw O ac_wo

|z| Direct Link Setup Enable

MG Address == IDD IUC |43 |28 IéD IUU Timeaut Walue >>| &00  sec Apply

Ll Tear Down

c. Disconnect Direct Link Setup as follow:
1. Select a direct link STA.
kA Setup Status
’7 Wittt =» Enabled Power Save »» Disabled Direct Link =» Enabled
[@] i Enable
[ kahh - Power Save Enable
[0 Ac_Ek [0 #c.EE O 4w O #c_vo
|z| Direct Link Setup Enable
MG Address == IDD IUC |43 |28 IéD IH Timeaut Walue >>| &00  sec Apply
00-0C- Tear Dawn
2. Click "Tear Down" button. The result will look like the below figure.
kA Setup Status
’7 idakh == Enabled Pawer Save == Dizabled Direct Link == Enablzd
[@] i Enable
[] vMbé - Power Save Enable
[ ac_sk [ Ac_eE O ac_wi O ac_wo
[@ Direct Link Setup Enable
MAC Address == IDD Itlc I43 128 IéD IE Timeout Walug »» I 400 sec Apply
Tear Down
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4.2.6.3 Example to Configure TO Enable Wi-Fi Multi-Media

If you want to use "WMM-Power Save" or "Direct Link™ you must enable WMM. The setting method
of enabling WMM indicates as follows:
1. Click "WMM Enable".

WAAM Setup Status
WM == Enabled Power Save == Dizabled Direct Link == Dizabled

[ ks Enable

[ wwaist - Power Save Enable

[] Direct Link Setup Enable

Frrrrr [

.

2. Change to "Network" function. And add an AP that supports WMM features to a Profile. The result will look like the
below figure in Profile page.

Rall X
~ % & B © 9 .
Profile Metwork Advanced Statistics WA WPS Radio On/Off  About
Profile List
} PROF1 AP v Profile Name == PROF1
51D == AP

Metwoark Type == Infrastructure
Aduthentication »» Open
Encryption == Mone
Use 802, 1x == WO
Channel == 1
Power Save Mode == Ca
Tx Power == Auta
RTS Threzhald == 2347

Fragment Threshold == 2346

Add Edit Delete hctivate

Status => AP1 <--3 00-03-7F-00-D7-Ad

Extra Info == Link is Up [TxPower: 100%]
Channel == & <--= 2437000 MHz

Authentication == Open
Encryption == MOME

- Moize Strength =» 263

Metwork Type == Infrastructure

Tranzmit
IP dddress == 192,165,560 Link Speed == 54.0 Mbps
Sub Mask =» ZRE.ZER,ZRRE.O Throughput == 0,000 Mbps
Default Gateway == 192,168.5.254
Mbps
HT Receive
B 55 nsa SMRO == nfa Link Speed => 54.0 Mbps
Gl #» nfa MCS == nfa SMR1 == nfa U@L = 005 e
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4.2.6.4 Example to Configure TO Enable WMM-Power Save

1. Click "WMM-Power Save Enable".

W kAl Setup Status
’7 Wik = > Enabled Power Sawve => Disabled Direct Link »»> Disabled

[@] vwMi Enable
[@] Wit - Power Save Enable

O 4cek O aceE O ac_w O ac_vo

[] Direct Link Setup Enable

MsC dddress == I I I I I I Timeout Yalug == I 6l sec Anply,

Tear Dot

N

2. Please select which ACs you want to enable. The setting of enabling WMM Power Save is successfully.

kAR Setup Status
’7 Wikihd => Enabled Pouwer 3ave »» Enabled Direct Link => Disabled

|Z| Wik Enable
[ ‘M - Power Save Enable

[@ Ac_BK [0 aceEe O acw O sc_vo

[] Direct Link Setup Enable

MAC pddress == I I I I I I Timeout Value == I &0 sec Aol

Tear Dawn
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4.2.7 WPS
4.2.7.1 WPS
Figure 2-7-1 illustrates the RaUl WPS functions.

R Ralll

5 = @ & B @ 2 2 @

Profile Metwork  Advanced  Statistics Wi, WPS  Radio On/Off  About
WRS AP List
1T : Unknaown 4P 1-WPS 0-18 -27 1 = Rescan
1D Unknawin Ubicom_Sample 00-0C-43-28-60-20 1 Information
ID & Urknown arvint-28604F 00-0C-43-28-60-60 3 F P €13
ID  Unknawn default 00-18-02-44-DA-6E 6 S® Rene”"
WPS Profile List - Canfig Mode

Enrollee w

Blr |E| WPS Associate |E Progress == 0% Disconnect

FEC |Z| WPS Probe IE RS status is disconnected

[] sutomatically select the AP

Status == AP1 <--> 00-03-7F-00-07-4<
Extra Info == Link is Up [TxPower:100%]
Channel =» & =--> 2437000 MHz
Authentication == WPA i
Encryption == TKIP+AES - Miis
Metwoark Type == Infrastructure

Transmit

IP Address == 192,1658.2.8 Link Speed == 54,0 Mbps
Sub Mask == 256,265,2586.0 Throughput == 0,000 Kbps
Default Gateway == 192,165.2,254
HT Receive
BV > n/a SNRO == nfa Link Speed == 45.0 Mbps
Gl »> nia MCS == nia SNR1 == nfa Thraughput == 143,052 Kbps

Figure 2-7-1 WPS function

1. WPS Configuration: The primary goal of Wi-Fi Protected Setup (Wi-Fi Simple Configuration) is to simplify the secu-
rity setup and management of Wi-Fi networks.

Ralink STA supports the configuration and setup using a PIN configuration method or a PBC configuration method
through an internal or external Registrar.

2. WPS AP List: Displays the information of the surrounding APs with WPS IE from the last scan result. The detailed
information includes the SSID, BSSID, Channel, ID (Device Password ID), Security-Enabled.

3. Rescan: Issues a rescan command to the wireless NIC to update information on the surrounding wireless network.

4. Information: Displays the information about WPS IE on the selected network. The detailed list includes the Authenti-
cation Type, Encryption Type, Config Methods, Device Password 1D, Selected Registrar, State, Version, AP Setup Locked,
UUID-E and RF Bands. Further details are available here: WPS Information on AP.

5. PIN Code: The user is required to enter an 8-digit PIN Code into Registrar. When an STA is the Enrollee, you can
click "Renew" to re-generate a new PIN Code.
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6. Config Mode: The station serving as an Enrollee or an external Registrar.

7. Table of Credentials: Displays all credentials obtained by the Registrar. The detailed list includes information about the
SSID, MAC Address, Authentication and Encryption Type. If STA is the Enrollee, the credentials are created immediately
with each WPS success. If STA is the Registrar, RaUl creates a new credential with WPA2-PSK/AES/64Hex-Key and
doesn't change this until switching to STA Registrar.

8. Control items for credentials.

a. Detail: Command to obtain Information about Security and the Key in the credential.

b. Connect: Command to connect to the selected network inside credentials. The active selected credential is as like as the
active selected Profile.

c. Rotate: Command to rotate to connect to the next network inside credentials.

d. Disconnect: Stops the WPS action and disconnects the active link. It then selects the most recent profile on the Profile
Page of RaUl. If there are no profiles, the driver will select any non-security AP.

e. Export Profile: Exports all credentials to a Profile.

f. Delete: Deletes an existing credential. And then selects the next credential. If there is not another credential, the driver
will select any non-security AP.

9. PIN: Start to add to Registrar using PIN configuration method. If STA Registrar, remember that enter PIN Code read
from your Enrollee before starting PIN.
10. PBC: Start to add to AP using PBC configuration method.

After the user clicks PIN or PBC, please do not rescan within two-minutes of the connection. If you
want to abort this setup within the interval, restart PIN/PBC or click "Disconnect” to stop WPS action.

11. WPS associate IE: Sends the association request with WPS IE during the WPS setup. It is optional for STA.
12.  WPS probe IE: Sends the probe request with WPS IE during WPS setup. It is optional for STA.

13. Progress Bar: Displays the rate of progress from Start to Connected.

14. Status Bar: Displays the current WPS Status.

15. Automatically select the AP: Starts to add to AP by using to select the AP automatically in PIN method.
**There are examples in section 2-7-3 (PIN Enrollee Setup), section 2-7-4(PBC

Enrollee Setup) and section 2-7-5 (Registrar Configures and AP) **
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4.2.7.2 WPS Information on AP

The WPS information (shown below) includes the authentication type, encryption type, config me-
thods, device password 1D, selected registrar, state, version, AP setup locked, UUID-E and RF bands.

Ralll [X]

E = @ & @ ¢ ¢
Prafile Network — Advanced  Statistics YMAM WPS  Radio On/Off  About
Sorted by =» @ S50 @ Channel @ Signal [ Show dBm
AP List #»
132 B2 g 00% I m 2
202 B . 0%
213 B . e o
215 B . M
219 B § ° sx o T
243 &5 § ° ooz —— |
_Shiang_28604P & g 9%
4P B g ° sz
b 4pi s g 100% I -
APPA s g 9% v
Rescan Add to Profile Connect
-
General WPS CCX 802.11n
Authentication Type == Unknown State >> Unknown
Encryption Type =+ Mone Wersion =» Unknown
Config Methods == Unknown AP Setup Locked == Unknown
Device Passward 1D = ULID-E => Unknown
Selected Registrar == Unknown RF Bands == Unknown
Ol

1. Authentication Type: There are three authentication modes supported by RaConfig. They are open, Shared, WPA-PSK
and WPA system.

2. Encryption Type: For open and shared authentication mode, the selection of encryption type are none and WEP. For
WPA, WPA2, WPA-PSK and WPA2-PSKauthentication mode, the encryption type supports both TKIP and AES.
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3. Config Methods: Correspond to the methods the AP supports as an Enrollee for adding external Registrars. (A bitwise
OR of values)

Value Hardware Interface
0x0001 USBA (Flash Drive)
0x0002 Ethernet

0x0004 Label

0x0008 Display

0x0010 External NFC Token
0x0020 Integrated NFC Token
0x0040 NFC Interface
0x0080 Push Button

0x0100 Keypad

4. Device Password ID: Indicates the method or identifies the specific password that the selected Registrar intends to use.
APs in PBC mode must indicate 0x0004 within two-minute Walk Time.

Value Description
0x0000 Default (PIN)
0x0001 User-specified
0x0002 Rekey

0x0003 Display

0x0004 Push-button (PBC)
0x0005 Registrar-specified
0x0006-0x000F Reserved

5. Selected Registrar: Indicates if the user has recently activated a Registrar to add an Enrollee. The values are "TRUE"
and "FALSE".

6. State: The current configuration state on AP. The values are "Unconfigured" and "Configured".

7. Version: WPS specified version. AP Setup Locked: Indicates if the AP has entered a setup locked state.

8. UUID-E: The universally unigque identifier (UUID) element generated by the Enrollee. This is a 16 byte value.

9. RF Bands: Indicates all the RF bands available on the AP. A dual-band AP must

10. Provide it. The values are "2.4GHz" and "5GHz".

CNet Technology Inc.

www.CNet.com.tw




33CNet

TOTAL NETWORK SOLUTIONS

4.2.7.3 Example to Add to Registrar Using PIN Method

The user obtains a device password (PIN Code) from the STA and enters the password into the Regi-
strar. Both the Enrollee and the Registrar use PIN Config method for the configuration setup. The fol-
lowing image outlines the process.

(1) User types STA PIN

into AP R:ﬂ-s':ﬂ-/\
I I g
-4.“Credentials exchanged using EAP ‘ e
AP Registrar -ﬁ"‘-\_ STA Enrollee

(3) User types STA PIN
into WLAN Registrar

s

Wireless (UPnP
Etheinet (UPnP) eé (UPnP)

(2) User types STA PIN
into Non-WLAN Registrar

Non-WLAN Registrar WLAN Registrar

1. Select "Enrollee" from the Config Mode drop-down list.

WPS AP List
10 ¢ Unkncwn Ubicom_Sample 00-0iC-43-28-60-20 1 &) Rescan
1D ¢ Unknown AP1-WPS 00-10-18-90-2E-27 1 e Information
1D : Unknaiwn arvint-26604P 00-0C-43-26-60-60 3 el IFn GeEs
64593945 | Re
10 ¢ Unkncwn default 00-15-02-44-04-66 & e w p—
WPS Profile List Tonmg mode
Disconnect
@ WPS dssociate |E Progress == 0%
|E| WP Probe IE WPS status is disconnected
[ Automatically select the 4P
.
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2. Click "Rescan" to update available WPS APs.

WPS AP List
10 ¢ Unknown Ubicom_Sample 00-0C-43-25-60-20 1 ) Rescan
10+ Unknown AP 1-WPS 00-10-18-90-2E-27 1 9 = Infarmation
1D 2 Unkniawn arvint-28604P 00-0C-43-28-60-60 3 Ll P CoEs
1D : Unknown default 00-18-02-44-04-65 6 P g |S535 Ry
WPS Profile List Config Mode
[refail
Connect
Rotate
Dizconnect
@ WPS hssociate |E | Progress =» 0% LE?_OEEr_c'ﬂ‘E_“
1 [elete
FEC WPS Probe IE rWPS status is disconnected [ —
[J automatically select the 4P
o —
3. Select an AP (SSID/BSSID) that STA will join to.
WPS AP List
Rescan
10 Unkrown Ubicom_Sample 00-0C-43-28-60-20 1 = Infarmation
1D Unknawn arvint-26604P 00-0C-43-26-60-60 3 LA Plin Gz
64593945 | Re
1D : Unknawn default 00-15-02-44-Dh-6B 6 *m _Affl'i
WPS Profile List Config Mode
[ietail
Connect
Fotate
Disconnect
WPS dssociate |E | Progress =» 0% L,EfE_DEE_rP.T:ﬂf._....
[elete
|E| WPS Probe IE rWPS status is disconnected ———
[] automatically select the AP
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Click "PIN" to enter the PIN
Enter the PIN Code of the STA into the Registrar when prompted by the Registrar.

WPS 4P List
D : Unknown AP1-4PS 00-10-18-90-2E-27 1 s Rescan
1D ¢ Unknown Ubicom_sample 00-0C-43-28-60-20 1 Information
ID ¢ Unknown arvint-ZE604P 00-0C-43-28-60-60 3 L4l il Gtz
64G3946
I & Unknawin defadlt 00-15-02-44-04-6B 6 bl ?‘?”_'_ET
WP Profile List Config Mode
[ tail
Connect
Rotate
Disconnect
EIN @ wesassociate | Progress >» 5% e
[elete
PEC |Z| WPS Probe [E | |Start PIM connection - AP1-WPS | e ———_—
[] Automatically select the AP

Allow of an exchange between Step 4 and Step 5.

If you use Microsoft Window Connection Now as an External Registrar, you must start PIN connec-
tion at STA first. After that, search out your WPS Device name and MAC address at Microsoft Regi-
strar. Add a new device and enter PIN Code of STA at Microsoft Registrar when prompted.

6. The result should appear as the image below.

WPS AP List
&~
1D : Unknawn AP 1-WPS 00-10-18-90-2E-27 1 A Rescan
1D ¢ Unknawn Ubicom_Sample 00-0C-43-28-60-20 1 Information
D : Unkniown arvint-28604F 00-0C-43-28-60-60 3 U1 Fin Code
D : Unknawn default 00-18-02-44-04-68 6 g | |S535 ey
WPS Profile List Config Mode
[etail
Dizconnect
RIN @ WPs bssociate IE | % i L
[elete
FEC [@ "PsProbe IE Fw - Sending i3 _

[] Automatically select the 4P
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7. Configure one or more credentials

WPS AP List
10 ¢ Unknicwn Ubicom_Sample 00-0C-43-28-60-20 1 > Rezcan
1D ¢ Unknown arvint-25604F 00-0C-43-28-60-60 3 9 Information
ID : Uinkniauwn WinceWips 00-14-55-E3-D7-66 7 LT AT ERER
64593945 | Rey
1D+ Unknawn AP 1-WPS 00-10-18-90-2E-27 1 e £ :eu_u_
WPS Profile List Config Mode
Errall w
| IR e
Detail
Connesh
Rotate
Disconnect
o B esseoor TR
Delete
PEC [@ PsProbe IE FIN - Get WPS profile suceessfuly, L -
[ éutomatically select the 4P
R —
8. Then connect successfully. The result appears as the following image.
WPS AP List
10 : Unknown Ubicom_Sample 00-0nC-43-28-60-20 1 ) Rescan
1D ¢ Unknown arwint-28604P 00-0C-43-28-60-60 3 9 Infarmation
ID : Unknown Wincewps 00-14-85-E3-D7-86 7 LAl Pin Code
D ¢ Unknawn AP-4PS 00-10-18-50-2E-27 1 © a1 Ragey
WPS Profile List Config Mode
P ap-wips e
[retail
Connest
Rotate
Dizconnect
PEC |Z| WPS Probe |E FIN - Get WPS profile successfully,

[ éAutomatically select the 4P

9. Click "Detail"
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WPS AP List
1Dt Unknowr Ubicom_Sample 00-0C-43-28-60-20 1 ) Rescan
ID ¢ Unknown arvint-J604P 00-0C-43-23-60-60 3 e Information
D : Unknown WinceWps 00-14-85-E3-D7-36 7 L4 Fin Code
1D ¢ Unknaun AP -YPS 00-10-18-90-2E-27 1 @ gy (|64573505 | Bepey
WPS Profile List Config Mode
P 4pt-wips e

Detail
Cannect
Rotate
Disconnect

Delet
PBC @ s Probe IE PIN - Get WPS prafile successtuly, s

[] Automatically select the 4P

10. You will look like the below figure.

SSID == |np1-wps

B55ID == 00-0C-43-28-60-04
Authentication Type == WPA-PSK Encryption Type == TKIP

Key Length == &4 Key Index =» Key#l

Key material ==

[ show Password

[0],4 Cancel

If Credential#1 is reliable and present, the system will connect with Credential#1.
If not, the system will automatically rotate to the next existing credential. The user can also click "Ro-
tate" to rotate to the next credential usable credential

Describe "WPS Status Bar" - "PIN - xxx" as follow:

1. Acceptable PIN Configurations:

Start PIN connection - SSID -> Begin associating to WPS AP

-> Associated to WPS AP -> Sending EAPOL-Start

-> Sending EAP-Rsp (ID) -> Receive EAP-Req (Start) -> Sending M1
-> Received M2 -> (Received M2D -> Sending EAP-Rsp (ACK))

-> Sending M3 -> Received M4 -> Sending M5 -> Received M6

-> Sending M7 -> Received M8 -> Sending EAP-Rsp(Done)

-> Configured -> WPS status is disconnected

-> WPS status is connected successfully-SSID
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2. WPS configuration doesn't complete after a two-minute connection:

WPS EAP process failed.

3. When errors occur within two minutes of connecting, the WPS status bar might
report "WPS Eap process failed".

Error messages might be:

1. Receive EAP with wrong NONCE.

2. Receive EAP without integrity.

3. Error PIN Code.

4. An inappropriate EAP-FAIL received.

4.2.7.4 Example to Add to Registrar Using PBC Method

The PBC method requires the user to press a PBC button on both the Enrollee and the Registrar within a two-minute inter-
val called the Walk Time. If there is only one Registrar in PBC mode, the PBC mode selected is obtained from ID 0x0004,
and is found after a complete scan. The Enrollee can then immediately begin running the Registration Protocol.

If the Enrollee discovers more than one Registrar in PBC mode, it MUST abort its connection attempt at this scan and con-
tinue searching until the two-minute timeout.

*Before you press PBC on STA and candidate AP. Make sure all APs aren't PBC

Mode or APs using PBC mode have left their Walk Time.

Push PBC button on both Registrar and Enrollee

Credentials exchanged using EAP

AP Registrar STA Enrollee
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1. Select "Enrollee” from the Config Mode drop-down list.

WPS AP List
10 ¢ Unkncwr Ubicom_Sample 00-0C-43-28-60-20 1 &)
1D ¢ Unknown AP1-WPS 00-10-18-90-2E-27 1 e
1D & Unknawn arvint-25604P 00-0C-43-25-60-60 3 L4
6593945 |Rey
1D ¢ Unknown default 00-15-02-44-04-68 & e L new
WPS Profile List Tonmg mode
[etail
Connest
Rotate
Disconnect
BIN WS d : Export Profile
El ] szociate |E Progress == 0% RO et By )
— - [elete
PEC [ ¥PsProbe IE rWPS status is disconnected SR —
[0 automatically select the 4P
2. Click PBC to start the PBC connection.
3. Push the PBC on AP.
WPS AP List
1D : Unknown Ubicom_Sample 00-0C-43-28-60-20 1 ) Rescan
D : 00004 AP 1-WPS 00-10-16-90-2E-27 1 L Infarmation
ID : Uniknown default 00-18-02-44-0d-68 6 g Pin Code
64393545
0t Unknown WinceWps 00-14-85-£3-07-86 7 ?m 'f'fn_'?l_"f_
WPS Profile List Config Mode
[retail
PN [@ WPs kssoviats IE . Progress »» 0% e AR

[elete

PEC [@] wPs Probe IE Ftart PEC connection S —

[ ésutomatically select the 4P

*Allow time for an exchange between Step 2 and Step 3.
4. The progress bar as shown in the figure below indicates that scanning progress
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WPS AP List

10 ¢ UImk rctar Ubicom_Sample 00-0C-43-25-60-20
10 ¢ Unknowin arvint-Z5604P 00-0C-43-25-60-60
10 ¢ Unknowin default 00-18-02-44-04-68

1D : Unkniown WinceWps 00-14-55-E3-D7-36
WP Profile List

o Pin Code

a 2 64393945 | Renew

Config Mode

Enrollee w

Detail

Disconnect

PIM @ WPS Azzociate |E - Progress =» 10%

Export Profile

PEC WPS Probe |E | FBC - Scanning 4P

| [elste

[] #utomatically select the 4P
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5. When one AP is found, join it.

WP AP List
10 ¢ Unk.nown AP 1-WPS 00-10-15-90-2E-27 1 9 Reszan
1D+ Unknowin arvint-28404P 00-0C-43-25-60-60 3 9 Infarmation
ID : Unknawn dlink 00-19-5B-05-0B-96 10 AINEEETS
64593945 |Renew
WPS Profile List Config Mode
[efail
Connect
Rotate
Dizconnect
a0 [@ "Ps Associate IE | Progress == 15% Export F.‘.r.?ﬁ_l_e .
— [elete
FEC [@ "Ps Probe IE FBC - Begin aszociating to WPS AP S
[] Automatically select the 4P
6. Check WPS Information on the available WPS APs.
General WPS CCX
Authentication Type == WPA-PSK State =» Configured
Encryption Type == TKIP Yerzion == 1.0
Config Methods == 0x0055 AP Setup Locked == Unknown
Device Password |Dv == | 0x0004 UUID-E == Unknown
Selected Registrar == TRUE FF Bands == Unknown
7. Configure and receive one or more credential(s).
WPS AP List
a A
1D ¢ 0x0004 AP 1-WPS 00-10-158-90-2E-27 1 = Rescan
1D ¢ Unkrown Ubic:om_Sample 00-0C-43-28-60-20 1 Infarmation
ID : Unknaun default 00-18-02-li-Db-6E 6 b IPlin Gz
64595945 | Rey
I & Unknaun Wincewps 0i0-14-65-E3-D7-68 7 %o - e
WPS Profile List Config Mode
v
P ap1-mips ¢
[etail
Connect
Botate:
Disconnect
L 2 - 2 e
- —— [elete
PEC [@ wrsProbe IE HﬁBC - Get WPS profile successfully, | i ————“——
[ automatically select the iP
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8. Then connect successfully. The result will be displayed as it is in the figure below.

WPS AP List
ID : 00004 AP1-WPS 00-10-18-90-3E-37 1 e a Rescan
1D Unknawn Ubricom_Sample 00-0C-43-28-40-20 1 Infarmation
ID : Unknawn default 00-18-02-4i-DA-6E 6 oo T 2
ID : Unknown Wincewps 00-14-85-E3-D7-56 7 = R’,E",",E?“
WPS Profile List . Config Mode
P api1-wies 2
Detail
__ comect
—
T
BIN @ wrs Associate IE Tl
FEC [@ "PsProbe IE ”38(3 - Get WP profile successfully, i - E)elete N—

[] Automatically select the 4P
Describe "WPS Status Bar" - "PBC - xxx" as follow:

1. A successful PBC Configuration:

Start PBC connection -> Scanning AP

-> Begin associating to WPS AP ->Associated to WPS AP

-> Sending EAPOL-Start -> Sending EAP-Rsp (ID)

->Receive EAP-Rsp (Start) -> Sending M1 -> Received M2

-> Sending M3 ->Received M4 -> Sending M5 -> Received M6
-> Sending M7 -> Received M8 ->Sending EAP-Rsp (Done)

-> Configured -> WPS status is disconnected

-> WPS status is connected successfully-SSID

2. No PBC AP available :
Scanning AP -> No PBC AP available -> Scanning AP -> No PBC AP available....

3. Too Many PBC AP available :
Scanning AP -> Too Many PBC AP available -> Scanning AP -> Too Many PBC AP available ->

4. WPS configuration doesn't complete after two-minute connection
WPS Eap process failed.
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5. When Errors occur within two-minutes of establishing a connection, the WPS status bar might report "WPS Eap
process failed".

Error messages might be:

1. Receive EAP with wrong NONCE.

2. Receive EAP without integrity.

3. An inappropriate EAP-FAIL received.

Describe "Multiple PBC session overlaps" as follow:

a. Dual bands:

AP1 is a G-Band AP using PBC mode. (ID = 0x0004)

AP2 is a A-Band AP using PBC mode. (ID = 0x0004)

They have the same UUID-E.

STA would regard these two APs as a dual-radio AP and select one band to connect.

b. Different UUID-E :

AP1 is a G-Band AP using PBC mode. (ID = 0x0004)

AP2 is a G-Band AP using PBC mode. (ID = 0x0004)

They have the different UUID-E.

STA would regard these two APs as two different APs and wait until only one PBC AP is available.

CNet Technology Inc.

www.CNet.com.tw




11CNet

TOTAL NETWORK SOLUTIONS

4.2.7.5 Example to Configure a Network/AP using PIN or PBC Method

Push PBC button on both Registrar and Enrollee

4’//\

<

Credentials exchanged using EAP

.

AP Enrollee

STA Registrar

User types AP PIN into external Registrar

/\-»

o —————

Credentials exchanged using EAP

AP Enrollee

1. Select Registrar from the Config Mode drop-down list.

WPS AP List

IC:

1D+ Unknown

w

STA Registrar

ClaudeWpsaP 00-14-35-E3-D7-86 1

AP 1-WPS 00-10-18-90-2E-27

-

WPS Profile List

ExReghliZGa004

Elr [@] ¥PS Associate IE

FEC @ WPS Probe |E

Connect

| Progress == 0%

tWPS status is disconnected

[J sutomatically select the AP

Rescan
Infarmation
~ PinCode
6593945 | Feren

Config Mode

Detail

Rotate

Dizconnect

Export Profile
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2. Enter the details of the credential and change configurations (SSID, Authentication, Encryption and Key) manually if

needed.

SSID > IExRBgNWQBﬁDM

B30 == 00-00-00-00-00-00

Authentication Type =» IWPM—PSK j Encryption Type »» I.\'-.Es j

Key Length == |5 j Key Index == |1 j

Key Material == i

[] show Password

Ok cancel

3. If the PIN configuration is setup, enter the PIN sent from the Enrollee.
Start

WPS AP List

1D ClaudeWpsapP 00-14-56-E3-D7-868 1 L Res=

1D : Unknawn AP1-WPS 00-10-18-90-2E-27 1 9 Information
~ PinCode

GAE93945 | Denen

WPS Profile List TOnmg, mode

Registrar hd
ExRegMNW/256004 -

Detail
Connect
Rotate

Disconnect

Export Profile

Flr [@] ¥Ps Associate IE | Progress == 0%

FBC |i| WRS Prabe |E rIUPS status iz disconnected

[] sutomatically select the 4P
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4. Start PIN or PBC. The following procedures are as similar as section 2-7-3 (PIN Enrollee Setup) or section 2-7-4(PBC
Enrollee Setup),

5. If your AP Enrollee has been configured before the WPS process, the credential you set in advance will be updated to
the AP itself. Otherwise, after a successful registration, the AP Enrollee will be re-configured with the new parameters, and

the STA Registrar will connect to the AP Enrollee with these new parameters.
WPS AP List

D ClaudeWpsAP 00-14-55-E3-D7-8B 1 Rescan

1D arvint-ZGa0-WPSAP 00-0C-43-25-60-60 5] Infarmation
Pin Code

64593945

WPS Profile List Config Mode

Regist v
} ExReghizas004 e

Detail
Connect
Rotate

Dizconnect

PBC [@ vPs Probe IE PIM - Get WPS profile successfully,

[ automatically select the 4P

Describe "WPS Status Bar" - "PIN - xxx" as follow:

A successful PIN Configuration:

Start PIN connection - SSID -> Begin associating to WPS AP
-> Associated to WPS AP -> Sending EAPOL-Start

-> Sending EAP-Rsp (ID) -> Receive M1 ->Sending M2

-> Receive M3 -> Sending M4 -> Receive M5 -> Sending M6
->Receive M7 -> Sending M8 -> Receive EAP Rsp (Done)
-> Sending EAP Rsp(ACK) -> Configured

-> WPS status is disconnected

-> WPS status is connected successfully-SSID

Describe "WPS Status Bar" - "PBC - xxx" as follow:
A successful PBC Configuration:
Start PBC connection -> Scanning AP ->
Begin associating to WPS AP ->Associated to WPS AP
-> Sending EAPOL-Start -> Sending EAP-Rsp (ID) ->Receive M1
-> Sending M2 -> Receive M3 -> Sending M4 -> Receive M5
->Sending M6 -> Receive M7 -> Sending M8 ->
Receive EAP Rsp (Done) ->Sending EAP Rsp (ACK) -> Configured -> WPS status is disconnected ->
WPS tatus is connected uccessfully-SSID
4.2.8 About
4.2.8.1 About
Click "About" displays the wireless card and driver version information as shown in Figure 2-8.

CNet Technology Inc.

www.CNet.com.tw




31CNet

TOTAL NETWORK SOLUTIONS

() Copyright 2007, Ralink Technology, Inc. Al rights reserved.

RaConfig Wersion == 2.0,0.3 Date == 04-0&4-2007

Driver Version == 1.0,2.0 Date == 03-12-2007
EEPROM VWersion == 1,1
Firmware Wersion == 0.6

Phy_address = 00-0C-43-23-40-04

WL RA L INKTECH, COM

Figure 2-8 about function

1. Connect to Ralink's website: Ralink Technology, Corp.
2. Display Configuration Utility, Driver, and EEPROM version information.
3. Display Wireless NIC MAC address.
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4.2.9 Link Status
4.29.1 Link Status
The link status page displays detailed information about the current connection as shown in Figure 2-9.

Statuz =» AP <--: 00-03-7F-00-D7F-44
Extra Info == Link iz Up [T=Power: 100%]

Channel => & <= 2437000 MHz _

Authentication == Unknown

Encryption == Mone Moise Strength == 268

Metwork Type == Infrastructure Transmit

IP fddress => 192,168, 5.40 Link Speed == 54.0 Mbps thax
Sub Mazk »> 266,266,266,0 Throughput == 0,000 Mbps 0,004
Default Gateway == 192.165.5.254 Mbps
HT Receive
BW = nfa SMRO == nfa Link Speed == 54.0 Mbps
Gl == nJa MCS == nfa SMR1 == nia Throughput => 0.111 #bps

Figure 2-9 Link Status function.
1. Status: Current connection status. If no connection, it will show Disconnected. Otherwise, the SSID and BSSID will
show here.
Extra Info: Display link status in use.
Channel: Display current channel in use.
Authentication: Authentication mode in use.
Encryption: Encryption type in use.
Network Type: Network type in use.
IP Address: IP address about current connection.
Sub Mask: Sub mask about current connection.

© a0 N o gk wn

Default Gateway: Default gateway about current connection.

l_\
©

Link Speed: Show current transmit rate and receive rate.

[EEN
=

Throughout: Display transmits and receive throughput in unit of Mbps.

[EEN
N

Link Quality: Display connection quality based on signal strength and TX/RX packet error rate.

[EEN
@

Signal Strength 1~3: Receive signal strength 1~3, user can choose to display as percentage or dBm format.

H
e

Noise Strength: Display noise signal strength.
HT: Display current HT status in use, containing BW, GI, MCS, SNRO, and SNR1 value. (Show the information only
for 802.11n wireless card. )

H
o
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4.3 Security
4.3.1 Auth/Encry.Setting-WEP/TKIP/AES

1.

Auth. \ Encry. B2

Authentication == WPA-PSE v Encryption =» AHES -

WPA Preshared Key ==

'ep Key
@ reyii Hexadecimal — wr I
@ ez Hexadecimal W I
@ reyis Hexadecimal W I
o Keyitd Hexadecimal b I |:| Show Passward

Ok Cancel

Figure 3-1 Auth.\Encry. Settings
Authentication Type: There are 7 authentication modes supported by RaUl. They are open, Shared, LEAP, WPA and

WPA-PSK, WPA2 and WPA2-PSK.

2.

Encryption Type: For open and shared authentication mode, the available encryption types are None and WEP. For

WPA, WPA2, WPA-PSK and WPA2-PSK authentication mode, the encryption type supports both TKIP and AES.

3.
4,

8021X: This is introduced in the topic of Section 3-2.
WPA Pre-shared Key: This is the shared key between the AP and STA. If operating in WPA-PSK and WPA2-PSK au-

thentication mode, this field must be filled with a key between 8 and 32 characters in length.

5.

WEP Key: Only valid when using WEP encryption algorithm. The key must match the AP's key. There are several

formats to enter the keys.

a.

b.
C.
d

Hexadecimal - 40bits: 10 Hex characters.
Hexadecimal - 128bits: 32Hex characters.
ASCII - 40bits: 5 ASCII characters.
ASCII - 128bits: 13 ASCII characters
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4.3.2 802.1x Setting

802.1x is used for authentication of the "WPA" and "WPAZ2" certificate by the server.

Auth. \ Encry. 021X

EAP Method =» FEAP - Tunnel Authentication == EAP-MSCHAP w2 - [] session Resumption

w Client Certification Server Certification

Authentication 1D f Password

|dentity ==
Tunnel 1D Passward

Identity == Paszword ==

—

Ok Cancel

Authentication type:
1. PEAP: Protect Extensible Authentication Protocol. PEAP transport securely authenticates data by using tunneling be-
tween PEAP clients and an authentication server. PEAP can authenticate wireless LAN clients using only server-side cer-
tificates, thus simplifying the implementation and administration of a secure wireless LAN.
2. TLS/Smart Card: Transport Layer Security. Provides for certificate-based and mutual authentication of the client and
the network. It relies on client-side and server side certificates to perform authentication and can be used to dynamically
generate user-based and session-based WEP keys to secure subsequent communications between the WLAN client and the
access point.
3. TTLS: Tunneled Transport Layer Security. This security method provides for certificate-based, mutual authentication
of the client and network through an encrypted channel. Unlike EAP-TLS, EAP-TTLS requires only server-side certifi-
cates.
4. EAP-FAST: Flexible Authentication via Secure Tunneling. It was developed by Cisco. Instead of using a certificate,
mutual authentication is achieved by means of a PAC (Protected Access Credential) which can be managed dynamically by
the authentication server. The PAC can be supplied (distributed one time) to the client either manually or automatically.
Manually, it is delivered to the client via disk or a secured network distribution method. Automatically, it is supplied as an
in-band, over the air, distribution. For tunnel authentication, only support "Generic Token Card" authentication.
5. LEAP: Light Extensible Authentication Protocol is an EAP authentication type used primarily by Cisco Aironet
WLANS. It encrypts data transmissions using dynamically generated WEP keys, and supports mutual authentication.
6. MD5-Challenge: Message Digest Challenge. Challenge is an EAP authentication type that provides base-level EAP
support. It provides for only one-way authentication - there is no mutual authentication of wireless client and the network.

Session Resumption: The user can choose "Disable™ and "Enable".

Tunnel Authentication:

a. Protocol: Tunnel protocol, List information include "EAP-MSCHAP v2", "EAPTLS/Smart card",
"Generic Token Card", "CHAP", "MS-CHAP", "MS-CHAP-V2" "PAP" and "EAP-MD5".

b. Tunnel Identity: Identity for tunnel.

c. Tunnel Password: Password for tunnel.
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ID\ PASSWORD

1. Authentication ID/Password: The identity, password and domain name for server.
Only "EAP-FAST" and "LEAP" authentication can key in domain name. Domain names can be keyed in the blank space.

2. Tunnel ID/Password: Identity and Password for the server

Client Certification

Auth. b\ Encry. 802 1
EAP Method == FE&F - Tunnel Authentication == EAP-MICHAR w2 hd |:| session Resumption
D\ PASSWORD | Client Certification | Server Certification
[] Use Client certificate pratest2 2003zery 44972005 ]

lssued To == wpatestZ
|zzued By == Z003sery

Expired On =» 492008

Friendly Mame ==

il Cancel

Use Client certificate: Client certificate for server authentication.

CNet Technology Inc.

www.CNet.com.tw




11CNet

TOTAL NETWORK SOLUTIONS

Auth. \ Encry. 021X
EAP Method =» EAP-FAST - Tunnel futhentication == Ceneric Token Card ¥ [ session Resumption

- Allow unauthenticated provision mode

|E| Uze protected authentication credential Remove Import

File Path =z

Ok Zancel

1. Allow unauthenticated provision mode: During the PAC can be provisioned (distributed one time) to the client auto-

matically.
It only supported "Allow unauthenticated provision mode" and use "EAP-MSCHAP v2" authentication to authenticate

now.
It causes to continue with the establishment of the inner tunnel even though it is made with an unknown server.
2. Use protected authentication credential: Using PAC, the certificate can be provided to the client manually via disk or a

secured network distribution method

Server Certification

Auth. % Encry. 2021%
EAP Method »= PEAP - Tunnel Authentication »» EAP-MSCHAP v2 ¥ [ Session Resumption
D\ PASSWORD Client Certification —
[] Use certificate chain I j

D Allow intermidiate certificates

SErVER MAME =5

o Seryer mame must match exactly

O Domain name must end in specified name

Ok Cancel

1. Certificate issuer: Select the server that issues the certificate.

2. Allow intermediate certificates: It must be in the server certificate chain between the server certificate and the server
specified in the "certificate issuer must be" field.

3. Server name: Enter an authentication sever root.
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4.3.3 Example to Reconnect 802.1x Authenticated Connection after 802.1x Authenticated con-
nection is failed in Profile

There are two situations where a user is able to reconnect an 802.1x authenticated connection and au-
thenticate successfully after an 802.1x authenticated connection has failed on the profile page. They
are as follows:

When keying in an identity, password or domain name error:

1. Authentication type chooses "PEAP", key identity into test. Tunnel Protocol is "EAP-MSCHAP-v2, the tunnel identity
and tunnel password are tested. Those settings are the same as our intended AP's setting.

Systern Config  Auth. % Encry. HO21X
E4P Method == PEAP - Tunnel Authentication == EAP-MICHAP w2 ¥ [] SessionResumption
_ Client Certification Server Certification
Authentication ID f Passward
Identity = ltesti ’7 ’7
Tunnel ID f Passiword
Identity =» |test Paszword =» test|

o],9 Cancel

2. Because of keying identity and password errors, the result will appear as in the image below.

Card Mame == Ralink 802,110 Wireless LAN Card Identity ==

Profile Mame »» PROF1 Pazzsword »»

Message =+ Invalid identity or password

[o],8 Cancel
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3. If you want to disconnect, click "Cancel™ on the Authentication Failure dialog box. If you want to reconnect, key the

identity into wpatest2. The tunnel identity is wpatest2 and the tunnel password is test2. Those setting are the same as our
intended AP's setting.

Card Mame == Ralink 502, 11n Wireless LAk Card Identity > |wpatestz

Profile Mame == PROF1 Pazswiord == test2|

Message = |nwalid identity or passward

Ok Cancel

4. Click "OK". If it worked perfectly and the result will appear as the image below.

Ralll 3
~ @ & B © ° Z @
Profile MNetwork Advanced Statistics WA, WPS Radio On/Off  About

Profile List

PROF 1 P Profile Mame == PROF1

S5ID =2 AP
Metwork Type == Infrastructure

Authentication == WP
Encryption == AES

Usze 802, 1x == YES

Channel == &

Power Save Mode == Ca
Tx Power => Auta
RTS Threzhald == 2347
Fragment Threshold == 2346

Add Edit Delete Activate

Status == AP <--> 00-03-7F-00-D7-A4
Extra Info == Link is Up [TxPower: 100%]
Channel == & <> 2437000 MHz
Aduthentication == WP

Encryption == AES Moize Strength == 26k
Metwork Type == Infrastructure Transmit
IP dddrezs == 192,168,591 Link Speed == 54.0 Mbps
Sub Mask == ZRE, 2B, ZRE.0 Throughput == 0,000 Kbps
Default Gateway == 192,168,5.254

HT

Receive
BW => nfa SMRO == nfa Link speed == 54.0 Mbps
Gl == nia MCS == nia SMR1 == nfa Throughput > 90.016 Kbps
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When a "Timeout" occurs;

1. Choose "PEAP" as the Authentication type and key-in "wpatest2" as the identity .Tunnel Protocol is
"EAP-MSCHAP-v2, and the tunnel identity is "wpatest2". The tunnel password is "test2". These settings are the same as
our intended AP's setting.

Systern Config  Auth. \ Encry. HB021X

EAP Method == PEAP - Tunnel Authentication == EAP-MSCHAP w2 - [] session Resumption

_ Cliant Certification Server Certification

#uthentication |0 f Passward

ldentity == pratest2 Passward == I Domain Mame == I

Tunnel 1D f Password

Identity == |wpatestz Pazsward == Itest2|

Ok Cancel

2. When a "Timeout" occurs, The following dialog box will be displayed;

Card Mame =>= Ralink 80Z.11n Wireless LAM Card
Profile Mame == PROFA1

Meszage »» Unable to PEAP authenticate the
wireless user in the specified amount of
time, Metwark infrastructure might be
down, Please press QK to reconnect,

i Cancel
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3. Ifit has connected successfully, the dialog box will appear as follows;

Ralll

- F  F

Network  Advanced  Statistics

WM,

WiPS Radio On/Off  About

Praofile List

Activate

Delete

Profile Mame == PROF1
S5ID == AP
Metwoark Type == Infrastructure
Authentication == WP
Encryption == AES

Use 802, 1x == YES

=3

Channel ==

Power Save Mode == Ca
Tx Power == Auta

RTS Threzhald == 2347

Fragment Threshold == 2346

Status == AP <--> 00-03-7F-00-D7-A4
Extra Info == Link is Up [TxPower: 100%]
Channel == & <> 2437000 MHz
Aduthentication == WP
Erncryption == AES
Metwork Type == Infrastructure
IP Address == 192.168.5.91
sub Mask == 255,256, 2R6.0
Default Gateway == 192,168,5.254
HT

B == nfa SMRO == nfa

Gl == nfa MCS == nfa SMRA == nfa

Moize Strength == 26k
Tranzmit
Link Speed == B4.0 Mbps
Throughput == 0,000 Kbps

Receive
Link Speed => 54.0 Mbps

Throughput == 90,016 Kbps
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4.3.4 Example to Configure with WEP on

1. Select an AP with WEP encryption and click "Connect".

Ralll |z|
-~ ® & @ ¢ ¢
Profile MNetwark Advanced Statistics VihAM, WS Radio On/Off  Abaut
Sorted by =» @ S50 @ Channel @ Signal [1 show dBm
AP List ==
202 o 60% =)
219 o S iy
230 Y2 2 sx
43 s 2 sx
e B N
_— |
} arscadre @1 | i
Broadcom B 0% )
BroadcomWPs s (0%
BUFFALO_A bu a »x v
Rescan Add to Profile Connect
.
itatus =» arscadre <--= 00-0C-43-28-70-11
Extra Info == Link is Up [TxPower: 100%] Signal Strength 1 == 17%
Channel == 1 «--» 2412000 #Hz; central channel : 3 al & = == 100%
Authentication == Unknown Signal Strength 3 == 0%
Erncryption == Mone Mioize Strength =» Z6%
Metwork Type == Infrastructure Transmit
IP Address »> 169,354,73,184 Link Speed =» 270.0 Mbps
Sub Mask =» 255,285,0.0 Throughput >= 0,000 Mbps
Default Gateway ==
Wl Receive
B == 40 SHRO == nfa Link Speed == 1.0 Mbps
Gl == lang MCS > 15 SMR => nfa Throughput => 0,026 Mbps
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2. The Auth.\Encry. function will appear as below

B
« i - & & M 8 2 2z g
Profile Metwark Advanced Statistics Wi YRS Radia On/Off  About

Sorted by == o 55D @ Channel @ Signal [ Show dBm
AP List =
202 B [*] 40% &
219 B g © ¢
230 2 g © sz
43 s g © =z
99 e . 21T
4P e d ° o - |
P arscadre B . 1008 D - |
Broadcom B bR 60X 1
BroadcomlPs B Bo 60X
BUFFALO_# Y4 a 9% v
Rescan Add to Profile Connect
it i b it e
Auth. \Encry. B %
duthentication == Open - Encryption == WEP - D G021
P4 Preshared Key ==
Wep Key
@ Kewil Hexadecimal — w I
@ reyrz Hexadecimal |
° Kew#3 Hexadecimal - I
o ey Hexadecimal — w I [ show Password
o4 Cancel
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3. Enter 1234567890 in the Key#1 Hexadecimal field. This value is same as our intended AP's setting.

« 5 = @ & @ 0 2 2 @
Profile  Netwark  Advanced  Statistics /MM WPS  Radio On/Off  About
Sorted by == o 55D @ Channel @ Signal [ Show dBm
4P List 5>
202 B [*] 40X W &
219 B g ° ¢
230 2 g ° oz
43 s § ° =z s
99 e . 21T
4P e d °© oz o I
P arscadre B . 1008 I

Broadcom B bR 60X )
BroadcomlPs B Bo 60X
BUFFALO_& bu a »% &

Rescan Add to Profile Connect
Auth. \Encry. HE R

duthentication == Open - Encryption == WEP - D G021
P4 Preshared Key ==

Wep Key

@ Kevl Hexadecimal  w | 1234567830

@ reyrz Hexadecimal |

° Kew#3 Hexadecimal - I

o ey Hexadecimal — w I [@ Show Password

o4 Cancel
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4. Click "OK". The dialog box will appear as below;

a el ' d nY D
Profile MNetwaork Advanced Statistics WiihihA WPS Radio On/Off  About
Sorted by == o 55D @ Channel @ Signal [ Show dBm
AP List ==
219 B 8 ¢ 7 &
23 B g ° oz
43 s § © o 1
99 B (5 EEET
_Shiang_28604P Y a0 W
P i1 e . 100% . |
arscadre B . 9% S
BroadcomlPs B bR 70% )
BUFFALO_A bu a 4%
ClaudshP B B8 ° oz - v
Rescan Add to Profile Connect
Status »» AP1 --» D0-03-7F-00-D7-Ad -] _
Extra Info == Link is Up [TxPower: 100%] ’_ 1 == BEX
Channel = 6 <> 2437000 MHz -] _
Aduthentication == Unknown ,_ Strength 3 =» 39%
Encryption == WEP -] Moize Strength =» 26%
Metwork Type == Infrastructure Transmit
IP Address =» 192,168.5,113 Link Speed =» 54.0 #bps
Sub Mask => 755,255,255,0 Throughput »» 0,000 Mbps
Default Gateway == 192,168,525
Rl Receive
B =x nfa SMRO == nfa Link Speed == 54,0 Mbps
Gl == nfa MCS == nfa SMR1 == nfa Throughput »> 0,022 Mbps
;.?:tll:r;t
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4.3.5 Example to Configure with WPA-PSK

1. Select the AP with a WPA-PSK authentication mode and click "Connect".

Ralll
i > @
Profile MNetwork Advanced Statistics Wi,

Sorted by == @ 55D @ Channel @ Signal

&P Lizt ==
0148-1 Yo a 0%
1n 1 Baps s
132 2 60%
202 g 60%
219 g 9 Ry
243 s Sy
59 e 1%
' =
_Shiang_2840AP B 65%
} arscadre

Add to Profile

Rezcan Connect
Status == arscadre <--» 00-0C-43-25-70-11
Extra Info == Link is Up [TxPower:100%]
Channel == 1 =--= 2412000 MHz; central channel @ 3
Authentication =» Open
Encryption == MOMNE
Metwark Type == Infrastructure
IP dddrezz == 0.0.0.0
Sub Mask == 0,0.0.0
Default Gateway ==
HT

B == 40 SMRO =» 32

Gl =x long MCS == 15 SMR1 == nfa

Tranzmit

Receive

WPS  Radio OnfOff  About

[ Show dBm

|2

| €

Signal Strength 1 == 18%

Signal Strength 3 == 0%
Mioize Strength =» Z6%

Link Speed == 270.0 Mbps
Throughput == 0,000 Mbps

Link Speed == 54,0 Mbps
Throughput == 0,012 Mbps
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2. Auth.\\ Encry. function appears.

Rall X
e #F @B @ ¢
Prafile  Netwark  Advanced  Statistics WM, WPS  Radio On/Off  About
Sorted by =» @ S50 @ Channel @ Signal [ Show dBm
AP List ==
01481 Yo a 0% -
11n B . NS 0
132 B2 . 0 N
202 B . 0 B
219 B B ° 7
243 s g ° ox ] =
93 e g 31% N
_Shiang_28604P B GQ° ¢x
AP s g ° o S - |
P arscadre 1 b)) 0 -
Rescan Add to Profile Connect
e M it b —
Auth. Y Encry. BUZ 1%
Authentication == WPA-PSK - Encryption == LES b 4
W4 Preshared Key ==
ep Key
@ vl Hexadezimal = I
o Keykz Hexadecimal - I
o Kew#3 Hexadecimal - I
o Key#d Hexadezimal W I [@ Show Password
o] 8 Cancel
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3. Select WPA-PSK as the Authentication Type. Select TKIP or AES encryption. Enter the WPA Pre-Shared Key as

"12345678".
Ralll
a B - £ @ =
Profile MNetwaork Advanced Statistics WiihihA WPS Radio On/Off  About
Sorted by == o 55D o Channel o Signal [ Show dBm
&P List ==
0148-1 bao a 0% A
11n &1 BAPS sox  —
132 2 HE¢] 40X W
202 B )] (0% B
219 B B9 ° 7
24 s B9 ° oz - -
% e (L)) $1X
_Shiang_28604P B . e v
AP1 s g © ox -
P arscadre 1 bRe] 9y —
Rescan 4dd to Profile Connect
Auth. \Encry. B

Authentication == WP A-PSK hd

Encryption == LES -

P4 Preshared Key == |123456?8|

Wep Key
o Feyit Hexadecimal I
o Key#2 Hexadecimal I
@ res Hexadesimal I
° Key#d Hexadecimal I @ Show Password

Ik cancel
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4. Click "OK". Be careful, if the WPA Pre-Shared Key entered is not correct, you won’t be able to exchange any data

frames, even though the AP can be connected.

Rall

a«a E = # @ >
Profile MNetwaork Advanced Statistics WA WPS Radio On/Off  About
Sorted by == o 55D o Channel o Signal [ Show dBm
AP List »»
01481 Y a 0% &)
11n &1 BENS sox  —
132 2 [*] 60%
202 B g 0%
219 B § ¢ 7
243 s . 2 9 —
99 e . 21T
_Shiang_28604P B . e v
p 41 Vs d ° o . |
arscadre B bRe] %% I
Reszcan Add to Profile Connect
Status == AP1 =--» D0-03-7F-00-D7-4d _] .
Extra Info == Link is Up [TxPower: 100%] | 2th 1 == 49%
Channel == & <-= 2437000 pHz _] -
Asuthentication == WPA-PSK ,7 Signal Strength 3 =» 0%
Encryption == THKIP+4ES _] Moise Strength == 2%
Metwork Type == Infrastructure TrerEm
IP hddress == 192.168.5.113 Lirk Speed == 54,0 Mbps
Sub Mask = ZE6,756,255.0 Thraughput »» 0,001 Mbps o
Default Gateway == 192,168.5,254 Wibps
T Receive
B == nfa SMRD == nfa Link speed »> 5.0 Mbps
Gl =» nia MCS == nfa SMR1 == nfa Throughput == 0,021 Mbps
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4.3.6 Example to Configure with WPA

1.

Select an AP with WPA authentication mode and click "Connect".

Ralll

Profile

Sorted by ==

223

240

243

99
_Shiang_28604P
Ap-03

LPAT-2
arscadre

arvint-28604P

Rescan

Status ==

Extra Info ==
Channel ==
Aduthentication ==
Erncryption ==
Metwork Type ==
IP Address ==

sub Mask =»

Default Gateway ==

B ==
Gl ==

Metwork

@ 55D

Add to Profile

Disconnected

HT

MCS ==

# @

@ 9

WP Radio On/Off

[ show dBm

33CNet

TOTAL NETWORK SOLUTIONS

3

=D

About

>

Advanced  Statistics WA,
o Channel ° Siznal
AP List =»
o2l 65% -
O 1% —
4 2% EE—
o 2% —
[N oY
O -
1 »%
1 100% -
o7 BeY  EE—
Connect
Transmit
Link Speed ==
Throughput ==
Receive
SMRD == Link Speed ==
SHR == Throughput ==

Link Quality == 0%
Signal Strength 1 == 0%
Signal Strength 2 == 0%
Signal Stremgth 3 »= 0%

Moize Strength == 0%

| €
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2. The Auth.\ Encry. Function pop up. (If AP setup security to Both (TKIP + AES), system defines is AES that security is

severely.)
RaUI 3
« E o4  # @ 0 9 .
Profile MNetwaork Advanced Statistics WiihihA WPS Radio On/Cff  About
Sorted by == o 55D @ Channel @ Signal [ Show dBm
&P List ==
240 11 [*] 9% | ~
43 B4 [°] 15
9 & g o1% N |
_Shiang_28604P B GRS o - . |
hp-i13 O g ¢ o
AP1 s g ° ox -
AP4T2 o1 g ° 2 o
arscadre B BEPS vz — ]
arvint-28604P 7 RS o — ]
Broadcom & bRe] 7% N 3
Rescan Add to Profile Connect
s it et ——
Auth. \Encry. 802 1%
duthentication == WP b Encryption == AES -
P4 Preshared Key ==

Wep Key

@ Kol Hexadecimal — w I

@ reyez Hexadesimal = I

° Kew#3 Hexadecimal - I

o Key#d Hexadecimal - I |:| Show Password

o] 8 Cancel
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3. Click "8021X" and the setting page will appear.
- ~ @ & @ ¢ ¢ Z @

Profile  Netwark  Advanced  Statistics Vv WPS  Radio On/Off  Abaut
Sorted by == o 55D @ Channel @ Signal [ Show dBm
4P List 5>
202 B [*] 51% &
213 B g ° «r
219 B g ° 7
23 1 g 4%
240 B . % B
99 e . 9T m -
_Shiang_28604P B . e i
hp-03 B § ¢ ox oo
p apit Vs d ° oz - |
arscadre B BEPS oox  m— -
Rezcan Add to Profile Connect
Auth. VW Encry. BOZ 1%
EAP Method == FE&P - Tunnel duthentication == EAP-MSCHAP w2 - D Session Resumption

— Client Certification Server Certification
Authentication 1D f Password
Dromain Mame == I

Identity == Faszword ==

Tunnel 1D f Passward

ldentity == I Password == I

o8 cancel
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4. Authentication type and setting method :

PEAP:

1. Select "PEAP" as the Authentication type from the drop-down list. Key-in "wpatest2" for the identity. "Select
"EAP-MSCHAP v2" from the drop-down list for tunnel authentication and key-in the tunnel identity as "wpatest2" and the

tunnel password as "test2". These settings are the same as our intended AP's setting.

RaUI 3
B= 4
@ B = #& @ ¢ ?
Profile MNetwaork Advanced Statistics Wi, WPS Radio On/Qff  About
Sorted by == o 55D @ Channel @ Signal [ Show dBm
AP List ==

240 B [*] 9% &
43 B4 g 15
9 & g o1% I |
_Shiang_28604P B . 2 % . |
hp-i13 O § ° mx
AP1 s g ° ox 1
AP4T2 o1 § ° 2 oo
arscadre B RS v — |
arvint-28604P o7 G ox  — |
Broadcom B bRe] 7% W 3

Rescan Add to Profile Connect
Auth. VW Encry. 802 1%

EAP Method =» PEAP - Tunnel Authentication == EAP-MSCHAP w2 - D Session Resumption
— Clignt Certification Senvar Certification
Authentication 1D f Passwaord
Identity == pratest2 Pazsword == I [ramain Mame == I
Tunnel 1D Passward
ldentity == pratest2 Paszword == Itest2|
o] 8 Cancel
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2. Click OK. The dialog box should appear as below.

Ralll X]
« i = # & @ 6 2 2 @
Profile MNetwork Advanced Statistics Wi, WPS Radio On/sOff  About

Sorted by == @ 55D @ Channel @ Signal [ Show dBm
AP List »»
223 B . 0 B A
240 B . % S
3344 1 B8 ° sox  m——
93 Ys Bo 9% |
_Shiang_28604P B GRS &xx  m——
hp-03 B B9 ° ¢z
b 41 s d °© oz -
Belkin_N1_Wfireless_GAFE15 B B9 0%
Eroadcam B . 2%
EroadecamiiPs B . 1% v
Rescan Add to Profile Connect

Authentication Status

Card Mame == Ralink 302, 11n Wireless LAN Card Connected by manual, ..
20:30:26,765 Starting network connection, .,

20030: 26,890 Metwork is connecting,. ..

20:30:37.000 PEAP suthenticating...

oS Cancel

*If you want to disconnect, please click cancel button in Authentication Status function.
*In Profile function, show "Profile Name" option only in adding AP to Profile function.
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3. If the connection is successful, the dialog will appear as below.

Extra Infao ==

Link is Up [TxPower: 100%]

Link Speed ==

5.0 Mbps

Channel == & == 2437000 ¥Hz
Authentication == W4 al St
Encryption »» TKIP+AES [ noisestrengthsszes
Metwork Type == Infrastructure Transmit
IP Address == 192,168,5.79

Sub thask »> 255,255,255,0 Throughput »» 0,000 Kbps
Default Gateway == 192,168,525
I Receive
BW => nfa SMRO => nfa Link speed == 5.0 Mbps
Gl == nfa MCS == nia SMR1 == nfa Throughput > 57,148 Kbps

1.919

Mbps

« — # @ D
Profile MNetwaork Advanced Statistics WiihihA WPS Radio On/Qff  About
Sorted by == o 55D @ Channel @ Signal [ Show dBm
4P List 5>

202 B HE¢] 51% &
213 B B9 ° oz -
219 B B9 ° 7
23 1 )] 4%
240 B % B
99 e 9T mm -
_Shiang_28604P B e i
hp-03 B B ° ¢z

p apit Vs d ° oz - - |
arscadre B BEPS oox  m— —

Rezcan Add to Profile Connect
Status == AP =--» 00-03-7F-00-D7-h
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TLS / Smart Card :
1. "Select TLS / Smart Card" from the Authentication type drop-down list. TLS only requires the identification to be set as
"wpatest2" for server uthentication.

RaUI 3
@« E =& @& & B @ ° Z @
Profile MNetwaork Advanced Statistics WA WPS Radio On/Off  About

Sorted by == o S8l @ Channel @ Signal [ Show dBm
AP List ==
e g ° o s =]
1 g 0%

122 oF g 21X —
185 e e ux mE—
202 o1 g 76X
213 o1 § ° 7 oo
240 B g %y N
Ap-03 B g ° ox
4P1 e g ° oy — =
Broadcom B bRe] 7% W 3

Rescan Add to Profile Connect

O P O S — —r
Auth. \ Encry. BO21X
E4P Method == TLSfSmartCard - Tunnel Authentication == - [] session Resumption
— Client Certification Server Certification
Authentication 1D f Passwaord
Identity == pratest2 Pazsword == I [ramain Mame == I
Tunnel 1D/ Passward
|dentity == I Password == I
o] 8 Cancel
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2. TLS must use client certification. Click "Client Certification" and select a certification for server authentication.

Rall x|
- - #F @ o9 ¢
Profile MNetwork Advanced Statistics Wi, WPS Radio On/sOff  About
Sorted by == @ 55D @ Channel @ Signal [ Show dBm
&P Lizt ==
e @ © s 2
1 g 0%
122 e g 5% N
185 e S wx
202 1 [¢] 7% N
219 1 g ¢ 7
240 1 g 86X
Ap-03 oAl § © ¢z
AP1 e g © ox s -
Eroadeom B . 7% 2
Rezcan Add to Profile Connect
TR RN A LA SRl L= S——" —
Auth. Y Encry. BO2 1%
EAP Method == TLSfSmartCard - Tunnel Authentication == - [ session Resumption
ID\PASSWORD | Client Certificatian | Server Certification
[2] Use Client certificats pratest2 F0Esery 47942008 |
Issued To =» wpatestZ
Izsued By == 2003zerw
Expired On == 4/9/2008
Friendly Mame ==
Ok Cancel
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3. Click "OK". The dialog box should appear as the image below.

B

@ E 2 @ & @B ¢ ° Z @
Profile MNetwaork Advanced Statistics WiihihA WPS Radio On/Qff  About
Sorted by == o 55D @ Channel @ Signal [ Show dBm
AP List ==
202 74 [*] 1% - ]
213 1 g ° «r
219 1 g ° 7
223 7l g My -
240 O g 56X
% e g %% - -
_Shiang_28604P B . e i
4p-03 AN § ¢ ox oo
b ar b g © oz - |
arscadre 1 BEPS oox  m— -
Rescan Add to Profile Connect
e P SO ——
Authentication Status
Card Mame »= Ralink 802, 11n Wireless LAM Card Connected by manual. ..
20051:02,234 Metwork Link is NOT connected.
20:51:02.343 Starting netwoark connection...
20:51:02,453 Metwork is connecting. ..
20051108, 4584 TLS Authenticating...
K Cancel

*If you want to disconnect, please click "Cancel” on the Authentication Status function page.
*In Profile function, show "Profile Name" option only in adding AP to Profile function.
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4. If it connected successfully, the result will appear as in the image below.

Extra Infao ==

Link is Up [TxPower: 100%]

Link Speed ==

5.0 Mbps

Channel == & == 2437000 ¥Hz
Authentication == W4 al St
Encryption »» TKIP+AES [ noisestrengthsszes
Metwork Type == Infrastructure Transmit
IP Address == 192,168,5.79

Sub thask »> 255,255,255,0 Throughput »» 0,000 Kbps
Default Gateway == 192,168,525
I Receive
BW => nfa SMRO => nfa Link speed == 5.0 Mbps
Gl == nfa MCS == nia SMR1 == nfa Throughput > 57,148 Kbps

1.919

Mbps

« — # @ D
Profile MNetwaork Advanced Statistics WiihihA WPS Radio On/Qff  About
Sorted by == o 55D @ Channel @ Signal [ Show dBm
4P List 5>

202 B HE¢] 51% &
213 B B9 ° oz -
219 B B9 ° 7
23 1 )] 4%
240 B % B
99 e 9T mm -
_Shiang_28604P B e i
hp-03 B B ° ¢z

p apit Vs d ° oz - - |
arscadre B BEPS oox  m— —

Rezcan Add to Profile Connect
Status == AP =--» 00-03-7F-00-D7-h
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TTLS:
1. Select TTLS from the Authentication type drop-down list. Key-in the identity as "wpatest2". Select CHAP for tunnel
authentication, and key-in the identity as "wpatest2" and tunnel password as "test2". These settings are the same as our in-

tended AP's setting.
RaUl X/
B= J
@ £E &4 @ & B ¢ ? Z @
Profile MNetwaork Advanced Statistics WiihihA WPS Radio On/Cff  About
Sorted by == o 55D @ Channel @ Signal [ Show dBm
&P List ==
e g ° xS &
1 [*] 0%

132 o g 2% —
185 ot S r
202 1 g 6%
219 o1 § ¢ 7
240 O g 56x
hp-03 B § ¢ ox oo
4P e § ° oy — - |
Broadcom & Bo 7% N 3

Rezcan Add to Profile Connect
Auth. \Encry. BOZ1%

EAP Method == TTLS - Tunnel Authentication == CHAP - D Session Resumption
_ Client Certification Server Certification
Authentication 1D f Passwaord
Identity == pratest2 Pazsword == I [ramain Mame == I
Tunnel D f Passward
Identity == pratest2 Paszword == Itest2
o4 Cancel
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2. Click "OK". The dialog box should appear as the image below.

Authentication Status

Card Mame »= RT73 USE Wireless LAM Card

21018:19,280
21:18:19.369
211321, 154
21018:21,265

Profile Mame => PROF1

Metwark Link is MOT connected.
Metwork iz connecting...
Metwork iz connecting...

TTLS Authenticating. ..

QK Cancel

*1f you want to disconnect, please click "Cancel™ on the Authentication Status function page.
*In Profile function, show "Profile Name" option only in adding AP to Profile function.
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3. If the connection is successful, the dialog box will appear as the image below.

@« E o @ # @ @ ¢ Z @

Profile Metwork — Advanced  Statistics Wil WPS  Radio On/Off  About
Sorted by == o 55D @ Channel @ Signal [ Show dBm
4P List »»
202 B HE¢] 81% &
213 B B9 ° ox
219 B B9 ° 7
23 1 )] 4%
240 B % S
99 e 9T m -
_Shiang_28604P B S  3r
hp-03 B B ° ¢
p apit Vs d ° o o - |
arscadre B BERS o — )
Rezcan Add to Profile Connect

status »» AP1 «--> 00-03-7F-00-07 -4
Extra Info == Link is Up [TxPower: 100%]
Channel == & == 2437000 ¥Hz
Authentication == W4

Encryption == TKIP+AES - Moize Strength =» 26%

Metwork Type == Infrastructure

Transmit
IP dddress == 192,168,579 Link Speed == 54,0 Mbps
sub dhask == 2R, 2B, ZR6.0 Throughput == 0,000 Kbps
Default Gateway == 192,168,525
il Receive
B »» nsa SMRO == nfa Link Speed == 54.0 Mbps
Gl => nfa MCS == nfa SMR1 == nfa Throughput > 57,148 Kbps

1.919

Mbps
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EAP-FAST :

1. Select EAP-FAST from the Authentication type drop-down list. Key-in the identity as "wpatest2" and a domain name

into the blank field. Tunnel Protocol only supports "Generic Token Card" now. The tunnel identity is "wpatest2" and pass-

word is "test2". These setting are the same as our intended AP's setting.

RaUl

. = .

# @ © ¢ 2Z @

Statistics WAL WES Radio On/Off  About

(x]

Pruﬁ'l.e MNetwork Advanced
Sorted by == @ 55D @ Channel @ Signal [ Show dBm
AP List »»
e . e o ~
B . WE
122 B2 g g1
125 s 2 iz
202 B g 7% N J
219 B g ¢ 7
240 B [°] %y
hp-03 B § ° ¢
4P B g ° ox  m——— |
Eroadeom B . Ty  EE v
Rezcan Add to Profile Connect
Auth. Y Encry. BO2 1K
EAP Method == EAP-FAST - Tunnel Authentication ==

EAP Fast

Generic Token Card - D Session Resumption

#uthentication 1D / Password

ldentity == pratest2

Tunnel 1D f Passward

Password ==

Domain Mame == I

Identity == pratest2

Password Mode == o Saft Token

—
e

Pazsword =» |testZ

o Static Pazsmard

QK Cancel
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2. Click "OK". The dialog box should appear as the image below
- -~ @& & @ ¢ < Z @

Netwark  Advanced  Statistics WAL YRS Radio On/Off  About

Prufﬂe
Sorted by == @ 55D @ Channel @ Signal [ Show dBm
AP List »»

hp-02 B . e o A
p 41 Vs d ° oz o . |

arvint-28604P 7 GRS sx  m—

Broadcom & Bo 3% I

BroadcomWps B bRe] iy I a

Cobra e B9 ° =

dlink B bR %y

jan ve (36 100% -

SofthP-03 B . 55 B —

SofthP-kee B . 1T v

Rescan Add to Profile Connect

Authentication Status

Card Mame == Ralink 302, 11n Wireless LAN Card Connected by manual, ..

20031139062 Starting network connection, .,
20031139906 Metwork is connecting,. ..
20031:42,954 EAP-FAST Authenticating
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3. If the connection is successful, the dialog box will appear as the image below.
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Rezcan Add to Profile Connect

status »» AP1 «--> 00-03-7F-00-07 -4
Extra Info == Link is Up [TxPower: 100%]
Channel == & == 2437000 ¥Hz
Authentication == W4
Encryption == TKIP+AES
Metwork Type == Infrastructure
IP dddress == 192,168,579
sub dhask == 2R, 2B, ZR6.0
Default Gateway == 192,168,525
HT

Receive
BW => nfa SMRO => nfa Link speed == 5.0 Mbps
Gl == nfa MCS == nia SMR1 == nfa Throughput > 57,148 Kbps

ﬁ

- Moise Strength == 26%

Transmit
Link Speed == 54,0 Mbps
Throughput == 0,000 Kbps

*If you want to disconnect, please click "Cancel" on the Authentication Status function page.
*In Profile function, show "Profile Name" option only in adding AP to Profile function.
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5. Trouble Shooting

This chapter provides solutions to problems that may occur during the installation and operation of PCI Adapter. Read the
descriptions below to solve your problems.

1. The PCI Adapter does not work properly.

Reinsert PCI Adapter into your PC’s PCI slot. Right click on My Computer and select Properties. Select the device manag-
er and click on the Network Adapter. You will find PCI Adapter if it is installed successfully. If you see the yellow excla-
mation mark, the resources are conflicting. You will see the status of PCI Adapter. If there is a yellow question mark,
please check the following: Make sure that your PC has a free IRQ (Interrupt ReQuest, a hardware interrupt on a PC.)
Make sure that you have inserted the right adapter and installed the proper driver. If PCI Adapter does not function after
attempting the above steps, remove it and do the following: Uninstall the driver software from your PC. Restart your PC
and repeat the hardware and software installation as specified in this User Guide.

2. T can’t communicate with the other computers linked via Ethernet in the Infrastructure configuration.
Make sure that the PC to which PCI Adapter is associated is powered on. Make sure that PCI Adapter is configured on the
same channel and with the same security options as with the other computers in the Infrastructure configuration.

3. What should I do when the computer with PCI Adapter installed is unable to connect to the wireless network
and/or the Internet?

Check that the LED indicators for the broadband modem are indicating normal activity. If not, there may be a problem with
the broadband connection. Check that the LED indicators on the wireless router are functioning properly. If not, check that
the AC power and Ethernet cables are firmly connected. Check that the IP address, subnet mask, gateway, and DNS set-
tings are correctly entered for the network. In Infrastructure mode, make sure the same Service Set Identifier (SSID) is spe-
cified on the settings for the wireless clients and access points. In Ad-Hoc mode, both wireless clients will need to have the
same SSID. Please note that it might be necessary to set up one client to establish a BSS (Basic Service Set) and wait
briefly before setting up other clients. This prevents several clients from trying to establish a BSS at the same time, which
can result in multiple singular BSSs being established, rather than a single BSS with multiple clients associated to it. Check
that the Network Connection for the wireless client is configured properly. If Security is enabled, make sure that the correct
encryption keys are entered on both PCI Adapter and the access point.
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