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1 INTRODUCTION

The AEmon program is used as configuring tool for AEOS AEpacks, AEmon also contains several debug
functions.

AEmon is needed to configure the AEpacks and Access points. Only after the Access points are configured and
deployed they can be detected in the AEOS user interface.

AEconf is an helpful program to make the correct (IP) settings for the AEpu (instead of using hypertermial or

putty).

2. INSTALLATION of AEMON and AECONF

For the installation see the AEOS software CD. AEmon and AEconf are part of the installation.
AEpu’s are connected using the network. This manual describes the use of AEmon. How the correct network
settings must be made is described in the AEOS installation manual and also at chapter ‘AEpu configuration’.
Remark: The software version of the AEpu must be the same as AEmon and the AEserver.

With version 2.1 this can be done with AEmon, see chapter 5.

See the AEOS installation CD how this version can be checked and evi ly updated.

For using InterAEpu communication and automatic discovery of one( re lookup services should

be present (See chapter 6.1). Q\
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3. CONFIGURING THE AEPU

The network settings for the AEpu can be done by using AEconf (Preferable) or Hyperterminal (Attention: don’t
use the backspace).

3.1 AEpu configuration with AEconf

AEconf is installed together with AEmon.
Starting up AEconf shows next screen, on which you can decide how to connect with this AEpu.

File Connection Help

MNetwork jl |_'J| ﬂlul

Make connection Get @gs from disk
Select connection type .

Store settings to AEpu  Save setti@

Select how the AEpu must be connected with AEconf %-
o Network (using cross cable on address 192.168.1.1) % AEpu host name

=l
Or on the host name of the AEpU 08t name Iaepurew ﬂ ok, I Cancel |
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Now you first have to login to this AEpu
(root — grolle)

\ ¥ Use as default
Q Cancel |

The data will be read from this AEp@aand shown. Only the data that is important is shown (e.g. if DHCP is
hese are now non important)

selected the IP-addresses are not |.b

%4 AECon - aepurew™
2] olal

File Connection Help

By INetwork - |

Hetwark I MiscellanEUQﬁlnCEd |

Host narne: Iaepurew

AEpu name, * behind the name indicates
that data is changed

AEServer host name: Invc0326

[V Dynarnic Hosk netwark Configuration (DHCP)

e On each tab specific settings can be made. Be careful with the Advanced settings. Only AEOS qualified
users are allowed to change these.
e After the changes sent the data to the AEpu by clickingon % |

3.2 Hosts file distribution using AEconf

If no DNHC and DNS is used, all AEpu names and IP-address combinations must be added to the AEpu if these
AEpu’s are using inter AEpu-functionality.
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The hosts table can manually be filled, but also by importing the hosts file from the server (also on the server the

AEpu names and IP-address must be known).

%Afcon - aepurew®

File Connection Help

=101

EINetwork L"aepurew |i|| ] | | |

Metwark I Miscellaneousl F'.dvancedl

Haost name: Iaepurew

AEServer host name: Invcl3326

[ Dynarmic Hosk netwark Configuration (DHCP)

Add...

fadify. ..

IP address: 192 168 . 1 . 1 Subnet mask:

[~ Domain Mame Server (DMS)

F.emoye

|255 L2595 .255 . 0

Clear

L

[~ Gateway
b
AEServer IP address: 192 168 . 1 . 10 \‘\
N,
BEpU hast table, , | >
PR — |

07

[, Connected

_\
O

Remark: Make also a copy of the settings to disk. For
used, only the AEpu name and IP address (depending of
Both the IP settings and the hosts file will be saved (as

£ 4

N
%t AEpu’s this AEpu configuration file can be

ork settings) have to be changed then.
parate files).

3.3. AEpu configuration using Hypertgr{im@(or putty)

Network and other settings must be initial m

e Connect Null Modem cable to AEp 1
o Start Hyperterminal, using followi tings:
0 Bits persecond: 11
o Data bits
o Parity \
o

o

Stop bits Q?

Flow Contr one
Use VT100 emulatio perterminal
Log on to the AEpu (use correct password)
After correct login the AEpu prompt appears: #.

ihg serial connection:

Hyperterminal conﬁg ow to AEpu and after ‘Enter’ it returns with login prompt <aepu_name=> login

Type config for starting the configuration program: between brackets the currents setting is given:

Remark: during configuration the AEpu processes are stopped, so no actions on AEpacks connected to

this AEpu are executed!
Config:
0 Host name of this AEpu [aepu_3]:

0 Use dynamic host network configuration (DHCP) (n/y) [no]

No:

o IP address of this AEpu [172.16.17.222]:
0 Network address and range [172.16.1.0/24]:
This is a new notation of subnet mask: 255.255.0.0. To calculate this:
E.g.: IP address: 172.16.17.128 and subnetmask was before: 255.255.0.0
Now the network address and range becomes: 172.16.0.0/16
/16 Number of ‘1’ at beginning of string (255=8 “1’, so 255.255 = 16)
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172.16  Logical AND of 255 and 172 (=172) and 255 and 16 (=16)
0 Use domain name server (DNS) (n/y) [no]:
0 Use a gateway (y/n) [no]:
Yes:
= Host name of network gateway [aeserver]:
= |P address of the gateway [172.16.17.100]:
Use virtual private network (VPN) (y/n) [no]:
Host name AEserver [aeos]:
IP address AEserver [192.168.1.10]:
Select the proper timezone [Amsterdam]:
Depending on the location where this AEpu is placed the correct timezone must chosen.
Add a new aepu (y/n):
Is needed for inter AEpu communication (behaviour components use inputs or outputs form
AEpacks located on another AEpu. For using this also the jini services must running on this
computer
= Name of the AEpu:
= |P address of the AEpu:
= Add a new aepu (y/n):

Next time config is used it is asked if the added AEpu’s Q’sﬁ%ept.

O o0OO0Oo

(@]

After the last command the AEpu is restarted.

If the correct network settings are made, then the AEpu is also reacha%‘wg ‘telnet’ or equivalent program.
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4. STARTING UP AEMON

After installation AEmon can be started using ‘Start - Programs — AEOS — AEmon’. If so configured, AEmon
will automatically connect to the AEpu’s. For starting up AEmon, no password is required. Only if interactions
with an AEpu are executed, you need to give the correct password for this AEpu. After clicking on an AEpu the
password dialog will appear.

The small lock at the AEpu icon shows that this AEpu is ‘locked’, so a password is required to access this AEpu.

% AEmon connected to 1 AEpu E o ] 4
File “iews AEQRU Swskem  Configuration Component  Group  Graphical  Help
AEpU's J Lot In | Zoarn Ouk | Lo T FHE | Zoomm Mormal " Auba Layout " Primt. .. | [ State Moritor [~ Show Groups

R —
A" aspurew (2.1-bu..., F

M

Login aepure! 1'
User: Iroot

Passward:
[l ] AccessPoint
—l Display & as defaulk
[#}__| Prokection 2 2
[l ] MessageMapper
-] Miscellaneous m Lcell

[ ] Logical
-] Service

(¥ Manitori . ,
j Dovices %’ Login screen for AEpu’s

— Select for filtering on A@we and/or tags)
P Fieer 2|
(M 1outof1dlisted) || | zoom= 100% QQ

At the login screen for the AEpu you can activate Use as@?_llt to use this login and password for each AEpu
(this will prevent you from filling in each time this pa )

N

Q
O
O

L

S
@
N
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4.1. Menu overview

Following menu’s are available, some depending if connected to an AEpu:
e File
Connections to select AEpu’s or show all selected AEpu’s (automatic AEpu discovery, Lookup service)
Can be done using the name of the AEpu (e.g. AEpu_Frontdoor) or the IP address (e.g. 192.12.12.61)
or automatically by selecting the appropriate lookup services.
A filter can be applied to select one a set of all AEpu’s in the system for the defined lookup services
More than one Lookup service can be used.
Prerefences : make your own personalised settings to work with AEmon.
AEpu Define logout time at AEpu and AEpu upload location
Behaviour  State if every time you deploy you want to see the overview what to deploy and
confirm this. Also can be stated that each time you deploy a configuration on an
AEpu the current configuration must be automatically saved.
Graphical  Settings for using the graphical configuration interface

Exit
o View
Configuration ( F1 key)
Shows the behaviour component editor used for inspecting/configuring*the behaviour components of
the selected AEpu. Depending on menu item Graphical Mode the'standard (non graphical) or
graphical editor is shown. Selecting View-Configuration enahles the following menu’s:
Configuration, Component, Groups

Log (F2 key)
Enables the different log functions in the AEpu and ggts<thg results, see chapter 7.2 for more

information. Selecting View-Log enables the Log menL:
Hardware (F3 key)
Shows the hardware configuration (AEpacks, incluging firmware version) and their settings.
Graphical Mode
If checked the graphical behaviour component'edifor is shown when selecting View-Configuration
Events
Live event data generated by the selectéd AEpPU is shown in the bottom pane of the AEmon window,
see chapter 7.3 for more information.
Program Log (F4 key)
Program Log shows the internal AEmQI*logging in a separate window, see chapter 7.1 for more
information.
e AEpu
Properties
Tags Define additiepahinfépmation to an AEpu divided over 3 different tags. These tags can e.g.
be used for filtering at location, etc
These Tagsg@re stored at the AEpu and belong to the AEpu configuration.
Lookup services
Select LGokup services for the selected AEpu
Secure shell
Login to the operating system on this AEpu (only for qualified AEmon users !).
Software update
Upload AEpu software to this AEpu (software versions of AEserver and AEpu’s must all be equal to
each other), see chapter 5
e System
Report
Generates a system wide report in a separate Report window.
Remote bindings
Reports what components use inter AEpu functionality, see chapter 10.4
Component statistics
Amount of used behaviour components (AEbc’s) , see chapter 10.2
Consistency
Checks the component configuration if any inconsistency is detected (e.g. double used inputs),
see chapter 10.5
AEpu information (CTRL+I key)
Retrieves AEpu specific information, see chapter 10.6
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Host name resolving
Checks if hostnames involved in inter-aepu communication can be resolved in the appropriate
AEpu’s,
Show
Hardware utilization
Show the system wide utilization of AEpack inputs and outputs
Tools
Port scanner
Shows if the used ports (IP / TCP) are free
Firmware control
View/change AEpack firmware, see chapter 8.3
Secure communication
View/change secure communication state, see chapter 9
Change AEpu password
Change the AEpu’s password (only for qualified AEmon users !)
Update AEu software
Upload AEpu software to all or a set of AEpu’s, see chapter 5 @
Batch processing . S‘
Perform batch actions over all or a set of AEpu’s (e.g. save or d ON figuration, see 6.4.1)
e Configuration (Only in Configuration view)

New
Loads an empty behaviour component configuration. %.
Open
from file

Opens a configuration file which was previog@d on hard disk

from AEpu
Retrieves configuration data from selected u.
Close

Closes the loaded configuration

save Q)C)

Saves the configuration to disk
Report %
Components
Lists all components in the configuration
Consistency
Checks the consistency onfiguration.

Deploy (CTRL+E key)
Deploys (makes active) de%figuration in the selected AEpu
e Component (Only in Confj i iew)

New

Adds new behaviOLKc@'oonent to the configuration

Open (from file)
Opens a compq@k} which was previously stored on hard disk
Save

Saves the component to disk
Report

Generates report of this component.
Copy (CTRL+C key)

Copies the selected component into the internal clipboard.
Paste (CTRL+V key)

Pastes the copied component into the loaded configuration
Rename

Renames the selected component
Modify

Modifies the hardware map for the selected component
Delete (DEL key)

Removes the selected component from the loaded configuration
Properties (CTRL+P key)

Show properties of a selected AEbc
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e Group (Only in Configuration view)
Create
Adds the selected components as a new component group to the group library
Organize
Organize group library including renaming, removing or changing group description.
Apply
Loads the component defined by the selected group into the loaded configuration
e Graphical (Only in Configuration view with View-Graphical mode selected)

Zoom in
Increase view scale.
Zoom out
Decrease view scale.
Zoom to fit
Fits the view scale in such a way that all nodes are shown
Zoom normal
Sets view scale to 100%.
Auto layout @
Arrange the node positions automatically. ° K

Page Setup AN
Sets page paper size, orientation and margins for printing

Print preview
Preview the configuration (or selected part) for printing %—
Print
Prints the configuration or a part of it in case of selection :
Options
View/change graphical options .5\\'
e Log (Only in Log view) &
Get (CTRL+G key) 0
Retrieves log data from selected AEpu O
Save
Saves retrieved log data to disk @
Go to most recent %
Scolls the view to the most recent lag,rec
e Help

About Q
Shows version number of AEm@
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5. LOADING AEPU

The software versions of AEpu’s, AEserver and AEmon must be identical.
For each new AEpu following actions must be done: (see also the AEOS installation manual)

5.1. Check version number of software of AEpu

Make connection to the AEpu (see AEOS installation guide), and after correct settings according the installation
guide have been made check the version number (command version). The version of the AEpu software must be
equal to the AEserver version and AEmon version.

After AEmon is started, in the left part of the screen the detected AEpu’s are shown including the status of the

software version.

5.2.

% AEmon connected to 1 AEpu
File “iew AEQU Swstern  Configuration  Componen!

AEpu's J Zoom In | Zoom Ouk | I

\

(" aepurew (2.1-buildss)

[(\
Qs

Load new software to AEpu using AEmon %

Incorrect versiok on of AEpu is shown

Using AEmon the AEpu;s can be loaded with the correct sofwe§}d erent ways:
e Select an AEpu, use right mouse button, select option Somﬂ pdate. Next screen wil appear:

Not for 486 (and 586-old-fs) AEpu

Intelligent means that first software is uploaded
(AEpu still active), after that you can decide (see
% selections below) when the AEpu reboots to
activate the new software

Update AEpu softwar

AEpu bype: 5BG-newfsiax8004

[+ inteligent lnad method

—Ackion

IFuII upload = I <
-

f\\ Full upload: all software
@ Patch upload: only a part (only for experienced
users)
* Plugin upload: loading plug-ins e.g. Edu (only
{* Upload, activate after completio \ for experienced UserS)
{~ Upload, activate at: @

When must the AEpu reboot to activate the new

 Upload, no activati \ < .
PIRac s sctivaten Q - loaded firmware

" Ackivate previous compl upload

" Cancel scheduled activation < Undo a before scheduled action

Skart | Cancel |

Remark: Activation: A reboot is only performed if AEpu system files have changed, else the application in
only stopped and started to activate the update. In the latter case the AEpu down-time is much shorter.

Go to System — Update AEpu software. Make a selection for which AEpu’s (with AEpu groups) you want to
update at once. The above screen will appear. After activation of the Start button the upload process is
activated.
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5.3. Load new software to AEpu using .bat scripts

During installation AEpu software and scripts for uploading is stored on the server. See AEOS Installation
manual for uploading new software to AEPu. (load_aepu <aepu-name> root grolle)

5.4, Check / set date and time of AEpu

As most actions on the AEpu are related to time and date be sure date and time is correct.

Date and time are normally set during the upload scripts. To set the new date and time a script is available on the
CD. Date and time can also be checked with AEmon.

5.5. Deploying AEbc’s

AEbc’s must be deployed on this AEpu and linked at the AEserver.
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6. CONFIGURATING AEMON

For making a configuration next steps must be taken:
e Determine how the AEpu’s must be chosen: using lookup server (preferred) or manually (File -
Connections )
e Select the AEpu to be configured
¢ Eventually check the connected hardware (View — Hardware)
e Configure the AEbc’s (View — Configuration)

6.1. Determine how the AEpu’s must be selected

AEpu’s which should be displayed are selected in File — Connections by:
* Lookup servers
« Filtering on AEpu name or Tags
¢ Manual added AEpu names into AEmon

File - Connections

Select AEpu’s (automatic using lookup servers, by IP address or by name (@’s file or DNS)
#, Connections P .
Autaomnatic AEpU discovery \

¥ Auvtomatic dizcovery enabled < shown

0.

Add and define the lookup server(s)

Lookup server(s) Invu:tl191 Select.. | Define... |

AFpu name fiter I*

~Always connect to:

AEpU_gro

AEpu’s can be added manually

or DNS must be used.

Ok | Cancel | |
Apply Adds Mg{s
OK Add anges and closes this window

those AEpu’s which can be discovered at the network are shown. The
Epu’s are present, the longer this can take, so be careful when choosing
\u matic discovery enabled’

6.1.1. Lookup servers

The lookup servers are use to link AEpu’s to AEOS. There can be more than one lookup server active in one
system.
e Define  Make a list of lookup servers from which later can be used to make a choice from which
lookup servers the AEpu’s must be shown
Lookup servers can be added, removed and with Find all lookup servers on the network are shown
e Select Select from which Lookup servers the AEpu’s must be shown (by moving the lookup servers
from the left to the right window)

If AEpu’s are shown in the left part, use the right mouse button to check/change the lookup server for this AEpu.

Remark: AEpu’s are only shown in AEmon if the AEpu name is known (name must be present in the hosts file
of the PC whore AEmon is running or use DNS)

More information about the lookup servers can be found in the AEOS Advanced Installation Manual.
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At the left bottom of AEmon information about the lookup server(s) can be found:

F -]
(listed)  |aepurew |

\ Selected AEpu
Nr of AEpu’s shown in AEmon

Filter to show AEpu’s in AEmon

Selected Lookup servers (use mouse-over to see the name)
Green: Lookup server(s) present, Red: no lookup server

6.1.2. AEpu lookup server check and change
By using right mouse button on an AEpu (or at AEpu — Properties — Lookup s@), the Lookup services for
L 4

this AEpu can be checked and changed Q\

__.?&AEmon connected to 1 AEpu
File Wiew AEpu System Configuration Component Group  Help

| Tnputs | outputs
T

Tags. .. B
Lookup services...

only be done by qualified personnel.

Components

AEpU's

é |
) Properties

Secure shell...

Software update. ..

Attention: Be careful with changing the lookup services, this

Q)C)

6.1.3. AEpu information
In the left all available AEpu’s (as seen by the Io@rvers and those manually added) are shown. If the AEpu
b

version is unequal to the AEmon version this will own (1)

. AEmon connected to 5 AEpu's
File Wiew &Epu  System  Configuration ~on ponent  Help
inputs | outputs | pre

AEpu's CI:IH‘]PD
& aeput 3 (2.0-builisn) | #F aepurain N < J han
A aepurew (2.1-bui I:g o tiZontrol)
1 mve0534 StancardDoor)

&

At above figure the above AEpu & =eputl3 (2.0-build50)  has a different version of the software than AEmon
(AEpu has 2.0 build50, AEmon can be checked at Help). At all locations the software version must be equal !
AEpu L™ aspurew (2.1-bui is locked, you have first log in to this AEpu to retrieve his data.

AEmon User Manual Page 15 of 46
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6.2. Check connected hardware

* View — Hardware (use F3 key)
Shows the connected hardware including addresses on this AEpu.
%, AEmon connected to 5 AEpu’s
File

Wiew  AEpu  Swstem  Help

AFBus

H apsoot oo

H aptooiciom

H apz00021)
£PS001(51)

APE00T _543 w101
AP1001_497 »1.04
AP20071_497 w112

APa00 PinMenL1 w201
AEpack firmware information

Type of connected AEpacks
Followed by AEbus address (10)
If no AEpack icon present, application
firmware is not pre for this AEpack

k their characteristics and
e settings. See figure below.

By expanding the AEpacks (click on +) more information is given. For each
corresponding settings are given. The right part of the screen is used to ch t

E.g.
e ApplicationFirmware: Firmware (name, version, state) of thi ack.
New firmware can now also be loaded.
e BootFirmware: Firmware (name, version, state) of the bootstrapper.
o All other items are for certified personal only, and are m%u ed here. (You can always open them,
but never try to change these, only if told so by Neda nlo)
T AEBus View -
= [ APROD1(00) APSOO1_S43 v1.01
- [ AP1001{11) AP1001_497 v1.07 Collapse | Refresh ‘L
[F]- & Identity
- @ Logicaladdress . N Refresh screen
[+ # ApplicationFirmware
[ ~ BootFirmware
i oo® Mame  :IMK-497
-@ Date @ 04/10{01
Lo Yersion 0,12
[i]- # Diagnosis
[5]- # BusMonitorLocal Nt
- # ThresholdGuard-1 (Yraw) S Property Value
=l # ThresholdGuard-2 {¥lock) \ .
[#]- # ThresholdGuard-3 {Ants) \ I e ¢ Property settings
[ # LockSupervisor-1
El » SecuredDigi-slRpuL- 1 (IM1) @ Firmware
§ e Nalue O \ ; ;
- Mode : 0 Firmware Load File: ]
- e Delay [ =1 -] <—Select firmware
[#1-® SecuredDigitallnput-2 (INE)
@ SecuredDigitallnput-3 {IM3) ) -
1+1//®\ Securedbigitallnput-4 {IN4) Frogress: | 0
Digitaloutput-1 (L) .
Digialutput-2 (NA) Load | <— Start downloading
.

igitalCutput-3 (RY1)
b DNgitaloutput-4 (RY2)
- # BaNge-1 (Reader)

- # Thresholdsuard-4 [§]
[l g AP1003{1%)  AP1003rs232ICode_543 v2.00

*  Green:

* Red: Active

e Orange: Sabotage
* Grey: Not used

(see also chapter 8)

Detailed information about property
Status inputs / outputs (identical as on AEpacks: (use Refresh button)

Passive / output activated
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6.3. Detailed hardware settings

Attention: Never change these settings, only if asked for by qualified personal

At Inputs (SecuredDigitallnputs) following information is given: (also represented with colours)

e Value: 0: Input is passive

1: Inputis active

¢ Mode: 0: Normally closed
1: Normally open
2: Secured Normally closed
3: Secured Normally open
e Delay Debounce value
Remark: Value 0 or 1 represents status of this input. If input is closed and the setting of this input (mode) is
Normally closed, than his status will be passive.
At above situation IN1 is at hardware level (physical input) closed, IN2 is open.

e State: 0: Output is passive ¢
255:  Output is continuous active
1-254: Output is active during this time (x 100 msec)

e Behaviour: 0: Normal
1: Blinking rate

6.4. Configure the AEpu X))

View — Configuration (use F1 key) K\

At Outputs (Digital Outputs) following information is given: (also represented { lours)

Default view is the classic view; you can change to the@ ical mode by View — Graphical mode. (see also

6.6) @

Each AEpu must know what action it must per; ormhow inputs and outputs are linked to an AEbc. This is
done in the configuration part of AEmon. Here an add and change components (AEbc’s) and deploy them.
More information about the AEbc’s can be faundin the corresponding AEbc manuals.

For generating a configuration on an A owing actions must be taken:
e Select the AEpu .
e Select at Components New, \\
e Select Catergory of AEbc bc type
e Use if necessary Presetti d select avaible AEpack

e AEbc is now added at n, settings can be changed
e Deploy AEbc to AK bc is now active on AEpu

An configuration is after been deployed saved on the AEpu, and can also been saved on disk as backup (View —
Configuration —Save)

If the configuration is saved automatically (see Prereferences), AEmon makes also a back up of the ‘old’
configuration file. At the configurations directory you can select only the AEpu configuration files (*.aepu) or
All files. The latest shows also the .bak files

@ AEpUrEW, 3EpU

aepurew, aepu.bak

@ AEpUFEW_NEW COMPONENts, 3epu

@ AEpUFEW _NEW COmponentsaspu, aepU

File name: AEpUrew_New components. aepu Open

Desktop

i

Files of type: [ all Files LI Cancel
[

AEpu configuration files(* . aepu)
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et AEmon
AEmon will for each selected component check the hardware for corresponding AEpacks
.:t[=.:AEn1un connected to AEpu “172.16.16.20" -0 x|
File ‘Wiewy Help Configuration efalygfafalyl=Ty:
[ MMSI Properties |
”m O Marme | Hostname |  address | lterm
i .:;[=.:New Behaviour Component ll
f-Select Cateno Select Type
1 New l||AccessPaint j Al
Logical
2 - Select Category -H_ Mnnitmk
Teh .::[=.: New Behaviour Component |
rSelect Category—————
EE . -
3 - Select Type —
Monitaring L
— [[ITerhniral _'I n;.jﬂr Rrarders-Manyall ark LI

4 — Enter name

[N E=Taat=] »
»

|D00r12

5 — Select AEpack ——»

After selecting Component — New a new box a
The behaviour

e Select Category

Sel mailable AEpack v

AEpack type

Freset IniQutputs v

s on which following selections can be made:
nents have been divided into different categories

e Select Type Depending o ftware version various behaviour components can be selected
e Name Give a logi e to this behaviour component (e.g. Front Door)
This nam r on presented in AEOS frontend

e Preset In/Outputs
e Select available AEpa

e Address
e AEpack type

Must i
musté’%e manually (default then all settings are ‘Not

of this behaviour component be default or not. If not all settings
Defined”)

selected the available AEpacks connected to this AEpu are shown when
Otherwise address and AEpack type must be set manually.

e Togic address as set on the AEpack
e correct type of AEpack

Use the OK button to add the new behaviour component. Now the Inputs, Outputs and Properties can be
changed. Are all settings correct, than the AEbc(s) can be deployed. During deployment AEmon checks if there
are any inconsistencies on Inputs or Outputs for this AEpu.

Attention: The OK button is only active if all needed data for this behaviour component is filled in.
If AEpu is not online the available AEpacks are not shown (Select available AEpacks is OFF).
Not all components have presets available. In this case the Preset In/Outputs is OFF.

Now the new behaviour components are added in the left screen, in front an icon is representing their status:

e

Orange:
Green:
Yellow
Red

/
b 4

Component added, but not deployed

Component deployed

Changes made on deployed component and not newly deployed
Component deleted at AEmon, but not yet deployed

© Nedap N.V.
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%, AEmon connected to 3 AEpu's

File View Afpu System Configuration Cemponent Help Ay 1ormal situation all components should be deployed.
AEpU's Components Deployed means that the information from AEmon is

iy aepu3 2 aepurew transferred to the AEpu.

5: AEFILIFEYY - Inpaut on Doar 2 (nputGusrd-1)

& rvc0BE (2 O-huilds0

@D mputs (nputGuard-11

= Door 14 (StandardDoor)
# Doorz2 [StandardDoor)

6.4.1. Deploy configuration over more than one AEpu

System — Batch processing
Select option: Deploy configuration.

With this option you can deploy an existing (or pre-defined) configuration over all (or using the filtering some)
AEpu’s. Depending on the selected option you can Add to each AEpu configuration or erase the current
configuration.

Attention: If Rename Components is used (before adding the to be added compo an be renamed), be sure
that after renaming an Enter has been given., ¢ {

the right part of the AEmon screen.
right side. The default values are shown.

6.5. Changing default values of a behaviour component

After adding a behaviour component several settings can be changed, u
Select the component on the left side and the tab with properties on

lﬁAEmun connected to 3 AEpu’s .\\ = |I:||5|
Fille Yiew AEpu  Swstem Configuration Comporment Help A(
-
AEpU's Components Ihputs  Cutputs I et 5|
_{’_v, aepul 3 3 cepurew ame | Hosthame Address ftem I
[} =epurew — 3 Input on Door 2 (nputGuard-11 |l ook e localhost 12 AP1001 R ]
L rve00es (2.0buidsa | —@D Inputs (nputGuard-1) | Uniock IHeightn localhost 12 AP1007 UL
- ..M Indicatian localhost 12 £p1001 e, €
T 0 | N%ed localhost 12 AP1001 RY2
AEpu name Lo -
ct binding Binding
Characteristics S
elect Item
Icon about status of @ (online— Component(s)
information linked to this
‘\ output
#, Change Dutput Binding aepurew.Door2.. ot x| 2ui Select Item :
Current v AEpackType: [4PT002 7|
Hostharme - I Mmame I Type Detail I Litilize! I X
— Detail: IH der-1 Vl
localhost (aepurew] \1 o AP1004 L ]| = —
Ne \“ Ok | Cancel |
Hardware | Carpamemt I
¥ Listremote  Hosthame filter pattern; I; 'I
Hostrame - Addresshlame I Type Dretail Litilized I
aepu_gh 22 AP 001 R ﬂ
aepU_gh 22 AP 001 Y2 L Free item
Eepu_gh 22 AP 001 HF Dizakle 4//
localhost (aepurew) 51 APS001 OUT Utilized:Where USEd:
localhost (aepures) 51 APS001 OUT2 — -
localhost (sepurew) 11 AP1O01 m K click on button for
localhost (aepuresa) 11 AP1001 I, Al more information
localhost (aepures) 11 AP 001 R 1]
localhost (aepuresn) 11 AP 001 Ry'2 Al J
localhost (aepurew) 12 AP 001 UL 1] j
[ Remove Lol | Cahcel |
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Remarks:
» AEpack information is only given if AEpu is online.
« For Output Bindings only hardware can be linked, for Input Bindings also Output or components can be
linked (select Hardware)
< Bindings can be made locally or remote, by activating List remote and eventually enter a Hostname filter
pattern, so that not all AEpu’s are listed in the overview for the bindings.
» If inconsistencies are programmed, the amount of Utilized components is represented in Red

6.5.1. Bindings

A Binding represents the link between the logical input/output of a behaviour component and the hardware
device (physical input/output). This physical input/putput can be on the same AEpack, but also on another
AEpack and even on an AEpack connected to another AEpu.

For more information see the AEbc_UserManual.

Bindings can only be changed as above when the nputs Outputs | properties | ‘
AEpu is online (use button at front of binding). If Name [ ame Adiress tem | |
AEpu is offline then the bindings can not be changed qllock ot 2 (o
using above screen, but must be changed using the |Notauthorized indication , * alocelgost 12 AP100T A

main screen (see aside). This is because there is no e B (2 PO 7

AEpack information available for AEmon (no AEpu’s

connected).
For each behaviour component specific characteristics can be changed. ge the AEbc manuals for detailed
information.

e Inputs and Outputs .5\\'

o Name: Description of variable x
The hardware device is addressed by using the following variables:
e Hostname: Name of the AEpu (can be | any other AEpu in the network. Name or IP

address must be given.)

e Address Logical address (set b h@ rotating switches) of the AEpack this physical
input/output is located. Can be also@ther AEpack.
If during the configuration ‘Preset’ Is aetive, all addresses will be default filled in, otherwise they
will be “‘Not Defined’.
It can occur that more output ij'wns are present than outputs available, their variables are

presented than as ‘Not Defingé,.

e ltem: The physical mor output (hardware device) of this variable of the behaviour
component . g

e Connected to comp m(\ e last column represents the number of components linked to this
output. (\

o Properties Dependi&%e behaviour specific properties can be changed.

e  Properties an@be show by using CNTR — P on the selected AEbc.
e  Only the pr%hq s for those inputs been linked are shown. Properties of unused inputs are not

shown
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Below the properties of a standard AccessPoint are given. In the column “Value’ the settings can
be changed

Inpu13| Outputs  Propeies |

Mame I Walue Lnits 27 Identifier Type E x|

Idertitier type edap-¥5 badge I m
“erifier type o “erification
Unlock time 5000 s HSBadge
dinirnurm unlock: tirme 200 ms pRLEELICSELT
Mot Autharized time 3000 s \ umrongadge
Doot open alarn titme 20000 e Blitet EERDE
Input contact debounce time S0 ligt=3 .
Direct door alarm enabled [
Direction mode ] O=Mane 1=In 2=Cut
Regiztrate pazsage only when opening door [
Fead badge while door iz open [ =
Elocking titne ] = [0-32767) : B3
Blocking time direction sensitive [ Identifier |ElarcodeEladge ‘l
Coor Cpened normally closed Iv'
Daoor Opened sabotage alarm enabled u rS ( , g IG_
Cioor Opened state when hinding fails o Change y 4 \"' Starts at position: ID_
Events enabled _| %
Test mode enabled i Countin digits [

F'.pp|';.-' o % Ok I Cancel |

Specific points

After changing one of more Properties, the chang
mouse button allows you to undo this change. It i
at once and after that perform the deploy.

At the left bottom of this screen the button A
some selected AEDbc’s over all or some AEpU’
The deployment of the changed AEDbc’s j

can be saved before the deploymen
Only the selected items will be Ap
Selecting more than one Proper

At the Details you can check w
Identifier type: Which,j
and the starting position mu
The Generic Type can be

rty is represented in bold. Using right
possible to change more than one property

can be selected to sent this changes to all or
e automatically (if desired the current configuration

the selected AEpu’s (so not the changed bold items)!
an 15 done by clicking on the items and holding Shift button.
operties are where changed.
tifier must be read, for some identifiers the number of digits
illed in. Starting position 0 means from the first character.
defined, needs qualified personal to do so.

Attention: At AEOS t for the identifier must be corresponding AEmon.

Door Opened Input%g Alarm Enable: If secured inputs are connected (using double loop
principle) the varia Sabotage Alarm Enable must be Yes

Test mode enab During test time all presented badges will be valid. Starting / ending
testmode will %parted to the AEserver. Test mode is limited to a timeout (on badge reading)

N
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AEmon

Configuring the AEpu using the graphical configuration editor

When the View-Graphical mode menu item has been selected the AEpu can be configured using the graphical
editor. The following two screen shots show the difference between the standard and graphical editor:

Standard configuration editor

ode

% aFmon connected to 1 AEpu 1O x|
File “iew AEpu System  Configuration  Component  Group  Help
AEpu's Components Inputs: I Outputsl Properties |
..9 rvc0426 Marme | Hosthame Address ttern |
- Jlhput 1 localhost 99 AP1007 M3
£ ek (THH] flnput 2 localhost 1 AP2001 M1
Graphical editor with same configuration. \
The colours of the used icons represents the same status. See ¢he .
% aFmon connected to 1 AEpu 1O x|
File  “iew | AEpu  Swstem Configuraktion Component  Group  Graphical  Help
J Zaatm In | Zoamm Out | Zoam To Fit | Zoamm Martnal Layout ” Prirt. .. | [ state Moritor ¥ Show Groups
i | 4 TNK
| o [ AF100 AP0
= (99 tnk a9
= Reader = hadge unl [ (94)
1M = dooro unli [ HuL
I = maul nioai [ HIMA
AND-2? = emul noa I>—~| HRY
— oo R [=badge?  dda [ gR\&_
I Miscellaneous [ B e P lock cotl [ HF dizs
= | Logicsl 1 b i [= ot I [
—a B - 0~ [=inh unlz [
N [ d-in unl 2i [
. —# AnD-4 \
Ovefview pane EDAOER N, | Bdout  noazi B
N = boak: L1 [
—® Courter
| @ [=unlo tilya [
M NAN\ APZ001 B a2 bacde D Device f
—® MAND 1 [=versp badyed [
—®_ NARND- 1r1 O] = znoa pinal\=
N - AE bEx ] b= vemp  bhlpin
MO e
—# MNOR-3 Tirt O}
—® NOT What O]
—® OR-2 Waeh O
—® OR-4 lach O] .
| % ora Powe Behaviour component node
—® OtfDelay Input/output names are abbreviated
—® OnDelay | J Tool tip shows full name
f —# Pulze
—# PulzeGeners
—#® Pulzehbiux
—# Toggle -
kT o
A 1 outof 1(1listed) |fI¥EREES | nweos25 zoom=100% \
Components/devices can be drag’n dropped \
Editor pane

into the editor panel
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The graphical configuration representation consists of nodes which are connected to each other by links. Links
represent the bindings as described in chapter 6.5.1 Changing a link (create, re-link or delete) will automatically
change the bindings of the underlying behaviour component(s).
When a configuration is loaded into the editor for the first time, the nodes locations in the view are unknown
and an automatic layout algorithm will be used to determine node locations.
Graphical layout preserving is done by saving node locations. Layout of links will not be saved, links are always
drawn automatically after node positioning and their layout depends on node positions and the defined layout
type (see graphical options 6.6.2).
Node location are preserved in two ways:
e When an AEpu is selected the node locations are automatically saved/restored using a file named ‘[aepu-
name].loc’
e When saving the configuration (Configuration — Save) the node locations are saved into the configuration
file. When loading from file (Configuration — Open — from File) the saved locations are applied.

Behaviour component node

The colour of each node header {Green/Yellow/Orange/Red) corresponds with the icons described in chapter
6.4 and indicates the same status. A behaviour component can be either local (pre n the selected AEpu) or
remote (maybe present on another AEpu), this is shown as follows: ° \&

e - aepu-
axi: R

rE =

e - B

Local Remote and Remote and . \%
present not present \

A link to a remote node can not be drawn directly, right cli irﬁe port allows the user to open the well known
Change binding dialog (chapter 6.5) and select a remote d€Vic€ or component.
If working offline there are two ways to create a remot :

e A remote device can be created by drag’n ice and then changing its host name by right clicking
its node %
e Switch to the standard editor, enter the host e manually and switch back to the graphical editor
A remote component is shown for clearness onlyit,can not be altered.

Device node Q
This node represents the input or output f an AEpack and can have the following states:

L
AP000 AR \\ o

(59 L) \ axir
-0 uL ! [ i i
—[ Ha | :.: | '0_':35_']:' 1
—[0 1 Oryy ! \E_@l_: —Fan -
-0 ryz Arez ! Q ------ 4 M iz --!

0 HFd = mEL:
Local Local and \ Local, not Remote and
and not present present and present
~~~~~~ . unknown type

The device type can be unknown when a live AEpu configuration is retrieved from an AEpu and the addressed
AEpack is not present in the AEpu.

Right clicking a device node allows the user to open a properties dialog where device address and host name can
be changed.
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6.6.1. State Monitor

The state monitor makes it possible to watch real-time logical state changes in a graphical way:

_&AEmnn connected to 1 AEpu i o IEllil

File Miew AEpu System Configuration Component Group  Graphical  Help

AEpU's J Zoom In | Zoam Cuk | Zoom To Fit | Zoom Marmal || Auko Layout || Prink... | [V State Monitor [ Show Groups
bW aepurew (2.1-builds E 4 ;l
- = 4
AP1007 - AP1001
11} 11
Resder [ P badoe  unl [ UL
1M1 O (= dooro unIiD*jHJ*]NA
N2 O Pmaul  noai = IR
[+ | AccessPoint I3 O =emul  noa [ ORv2
=[] Display N4 O Plock  dda
B[] Protection e ] [=rnorm  dotl [
| MessageMapper ook O B=inh I [
-] Miscellanenus Art= 0 Prsnoa  bul
-] Logical R¥15 0 B resu badge
-] Service pinal [
-] Manitaring kklpin E @
7. i wred
|| Devices i . K

PI— Q
T Fiker 22| [
ii:l |aepurew | aepurew  zoom= 100% %

A logical *1” is indicated by a red link, a logic *0” by a dark blug, Ii@w underlying mechanism makes use of

the same AEpu events as the View — Events functions described or this reason this monitor function will
take some AEpu performance!

! Only digital signals are monitored. C)Q
6.6.2. Options @

The option dialog (Graphical — Options) contain llowing options:

e Snap Grid

e Grid height and width \,

e Grid style: Invisible, Dots, Crosses or@s

e Drags real-time, if enabled (=defa ode is really moved while dragged by the user. Whenever there
is a matter of a performance p (e.g. with very large configurations) it is advisable to disable this
function. *

e Orthogonal links, if enabl ault) a link will consist of segments that are all either horizontal or
vertical. Furthermore th ithm will try to avoid crossing nodes or overlapping other links. When

disabled a link only 0& of two end-segments and straight line between them. Orthogonal links can
take a lot of process er specially in large configurations.
e Print scale t '

6.6.3. Printing

Beware that the both Graphical — Print and Graphical — Print preview functions are selection sensitive: if a part
of the view has been selected only the selection will be printed, this is not indicated in the platform dependant
Print dialog.

Please notice the Print scale option in Graphical — Options
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6.7. Groups

A group is defined as a number of behaviour components, including all their property settings and graphical
node positions.

A group is stored into library file ‘groups.dat’ and is identified by a user definable type string. An optional
description can also be stored with the group.

Creating a group (graphical editor only)
By selecting components in the graphical editor and entering the Group - Create menu option. The loaded
configuration will not be modified by creating a group.

Renaming/Deleting a group
Modify and delete options in the Group - Organize dialog

Apply a group
Using Group — Apply the user can insert a group into the configuration by selecting a group from the library and
defining a group name. @

Grouping implementation ¢
The grouping information is not explicitly stored" into the AEpu. This is redli }by using a component naming
convention, a component which is part of a group is always named as:

[group name]:[behaviour name]
In this way the AEmon is able to retrieve group information for an A figuration. If the ‘group type’ is
present in its library the corresponding graphical node positions can also be retrieved.

! Except the group type which is shown in the graphical editomgs, Il be stored in the AEpu, if an AEpu
does not contain the group type information it will not be disp%

Graphical behaviour editor view with applied group (gro Q = group-1, group type = “test-group™) and
option ‘Show Groups’ enabled and also groups disabled.tb

Groups enabled % ! Groups disabled

,
AP1001 paEiooi] | [APioni

) Eroup-1 itest-group) Q e} ! ]
Feader O buL ! Reader O
1M1 O Ora J M1 0
1Mz O R H Mz 0
M3 O DRz J N30
M4 O s OHFdisa | | IN4E
e O H Wy
M= \\ AP3004 | \iock O
arts \ G2 | | asg
RIS O HRY1 H RSO
Ser [ ORv2 H Ser [
ORv3 1
AP2001 MR v | APZOO
(a0 e ORrvs ' (80
N1 O ‘ i2 DRvE g N1
AEREx] \ OrvF : AEREx O]
e ] ORva ' e Ol
Tirt mf ' Tint O
Wiat O Orwio | vhat g
waeh Ol ' waeh O
Jaeh O ' laekh O
Powe O : Powd [
,
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7. LOGGING

The AEpu keeps a lot of debug information (logging data is stored in a buffer; first in first out).
Logdata can be very useful in case of problems or to sent to Nedap to help understanding a specific problem.
Also the AEpu logging can give some additional data about carriers detected at accesspoints.

7.1. AEmon logging

e View - Programlog (use F4 key) will give in a separate screen all logging of AEmon, with type of data,
date, time and additional information.

Explanation:
e \Warnings are represented in green
e Errorsinred
¢ Debug information in black

Clearing the Program log: use right mouse button and select Clear

Saving the Program log can only by select all (Cntr All) and than Copy this data t@ Notepad.
The logging data shown in the window is also written into file ‘aemonlog’ .\K

7.2. AEpu logging

.:mjAEmnn connected to AEpu "192.168.151.105" ) = |EI|5|
File “iew Help

rLogging settings AEpu 2

Lewel: IDebug(4j "l Category: [V Everts |7Exceptinns v es\ [T aEBusTx [ AEBus Ry Eraze |

f al\
\ ]
Get |

~Logging shapshot

5

01.07 05 16065062  AEpuLogTextFie: = DeviceCDmmaepurew.lnputs.Res:urt =13 ];l
01.07.05 16065087  StandardAccessPoint: Door2 cl ctivated (manual=falze auto=falze emergency=1alze apState=0)

010705 160650587  AEpulLogTextFile: = DevicePl@angeEvemtaepurew APTO0 0 2)0M3 =00

010705 16065057  AEpuLogTextFile: = Emer ckedEvent(1120226510873, name=Door? | host=aepurewy, state=falze)

010705 160655589  AEpuLogTextFile: = Devi olEverntzepurewy Door2 Unlock = 0

01.0705 16:06:55.89  AEpulogTextFile: = Dy rolEvent{aepureyy Door2 Unlock Indication = 01

010703 1608:5583  AEpulogTextFilgy =1 ctEvent(11 202265815890, name=Inputs, host=aepurewy, input number=1, walue=0 label=)
010705 16065583  AEpulogTextFig = rolEvent(aepurew Inputs Result = 0)

0M.0705 160635552 =1dp100.C (un}]

010705 160653582  AEpulogTextRile evicePropertyChangeBvent(aepuresy AP1001 (121 M1 = 00

010705 16065952 = 1db.1D.D.@ED(UXD1J

01.07 05 16:06:5953 AEpul e’ = DevicePropertyChangeEvent(mepuresw APT001M 2001 =12 2

\/I;ate and\q'g‘ \
b\\ message Additional information

Type of logging record about this message
Debug level

LE RPN U IV Y SV R PR PR VI VIR
[ TR TR T (e Y I =

Explanation:
o Debug level 1: Error 2: Warning 3:Info  4: Debug
e Date and time Date and time of the AEpu, time up to 1 msec.
e Type of logging record message

event

exception

Bus signal towards AEpack

Bus signal towards AEpu

¢ Additional information for each event gives more information about this event.

AV X ® 3
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The log file is depending of the settings of the AEpu. To check the logfile use the button ‘Get’ and all data of the
AEpu buffer will be shown. To get new data you always have to use the ‘Get’ button. Data is not been refreshed
lively on screen. If new logging must be started use Erase to clean up the logging buffer of the AEpu.

Logged data can be saved locally on your PC using the ‘Save’ button.

Remark: Be aware the more options are activated the more data will be collected. E.g. Rx and Tx data can
interferer with the correct timing of the AEpu (a lot of data has to be collected).

7.3. View events

View — Events

In a separate screen all events (all data over the AEbus and inside the AEpu) is real time displayed. Depending
of the selected logging level some of this data is also shown at the AEpu logfile.

Attention: Opening this screen will take some performance of the AEpu!

112022091 7756 Ihputs Result =1 ¢
1120220918386 APAO0(120IMa =10

1120220915389 EmergencyUnlockedEvent(11 2022091 33589, name=Door2, host=aepurew, e=falze)
1120220923405 Door2 Unlock = 0

£
112022091 7755 InputContactEvent(11 2022081 7755, name=Inputs, host=aepurew | infput numberwﬂ | label=)

1120220923405 Door2 Unlock Indicstion = 0
1120220023406 InputContactEvent(11 20220923408, name=Inputs, host=aepurew, inpl ber=1, value=0, lahel=) I
1120220923407 hputs Result = 0 \

Explanation: \
e Green Outputs of components 0&

e Blue: Hardware inputs
e Red Errors/ infrastructure O
o Black: Application events (are also sent to the @rver)
Clearing the Events screen: use right mouse butto elect Clear (this will not clear the AEpu log)

L

S
S

S
@
N
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8. UPLOADING FIRMWARE

Beside the software on the AEpu (uploaded using upload scripts on the AEserver), which must be equal to the
version of AEmon and the AEserver, also the AEpacks are equipped with firmware. This AEpack firmware is
responsible for al communication between AEpack and AEpu.

The AEpack firmware is depending on:

Type AEpack

Type of application on this AEpack (for AP1003 each protocol has its own firmware)

Type of uProcessor used at this AEpack (e.g. 496, 543)

Type of kernel used at this AEpack (kernel with version 1 (“small”)of with version 2 (‘large’)

The kernel is the BIOS of the AEpack.

All above information can be checked at View — Hardware (see chapter 6.2)

The firmware is included with the AEOS CD, the latest version can be found on www.nedap.net

8.1. Naming of firmware.
General the AEpack firmware is build up as follows: @
AP1003wieg32_543v202.mhx . &
AP1003 type AEpack
wieg32 application indication (this is for wieg rotocol)
543 uProcessor

v202 version of this firmware, version r%wts also the type of kernel

Other examples:
e AP1002_548v207.mhx AP1002 (Handstr&;e'a r) version 2.07 for uProcessor type 548
e AP4007s09_543v200.mhx s09 indicates th M Is customer specific firmware for AP4007
e AP2001_497v112.mhx AP2001 (Pov@g;ply, version 1.12 for uProcessor type 497
. ific firmware with wiegand37 protocol

AP4003wieg37s04_543v202.mhx Customer 56

Remark:
Use the latest version of software; in case of p check www.nedap.net for changes on the firmware.
The first part of the version number (e.g. v2.08)represents the used kernel.

® V2.XX Firmware is developed¢or ‘large’ kernel
e Vv1.XX Firmware is develo ‘small’ kernel
8.2. Restrictions at loading firmw@

Following restrictions must be tak ind (AEmon checks on these points and gives a warning if
incompatibility is detected): P\
1. Firmware must be corresp the AEpack type (firmware for the AP1002 differs from e.g. AP1003)
2. Type of uProcessor m ntical
3. Version of firmware t ded is depending of used kernel
4000 series: Application version v1.xx can be loaded into AEpack with kernel
version 2, application version v2.xx may only be loaded into kernel version 2

version 1 and ke

Application version
Kernel v1.XX V2.XX
v1.xx (‘small’) Yes No
v2.xx (‘large’) Yes Yes

e AP4x00 series: Applications with version v1.xx may only be loaded into AEpacks with kernel
version 1.xx, applications with version 2.xx can be loaded into AEpacks with kernel version 1.xx and

2.XX
Application version
Kernel v1.XX V2.XX
v1.xx (‘small’) Yes Yes
v2.xx (‘large”) No Yes
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8.3. Loading new firmware

New firmware can be loaded using menu View — Hardware (see chapter 6.2); select the AEpack and the new
application firmware (Firmware load file), use Load button to start downloading. The progress bar shows the
status of the download process.

For selecting the firmware, default only the firmware suitable for this AEpack will be shown (otherwise select
All Files).

At menu System — Firmware control all available AEpacks of one selected type (e.g. all AP1001’s) known at
AEmon are uploaded. This uploading goes simultaneously pro AEpu, thus saving a lot of time.

After selecting the AEpack and the firmware to be downloaded AEmon automatically checks if this firmware
can be downloaded on the AEpacks following the firmware restrictions (see chapter 8.2). The result is given at
column Checked. With Load Checked the firmware will be uploaded only to the Checked AEpacks.

M Firmware control x|

AEpack type: IAP1 DD'ILI AEpL: I" ﬂ Ditferences anly =

AEpu - Firtrare | Count | Checked I
FEpUrew LP1001 497104 1

L 4
AEpLIrEw APL1001 497202 1 " Q\K

File: l.TA'ONerkdir dociTemp&EOS M pplication_v2 and higher'AP1 001 _49?v204.mhxl| Erowse

Load Checked | Cancel |

<

N

A process bar will be shown; activating Details gives exact rmation which devices for which AEpu’s are
uploaded. Errors will be reported.

M. Firmware load progress @ x|
4

Completed

Device

I Details Cloze |

|
12:49:05:890  aspurewy device 12 ]

12:49:35:937  aspureww devicn(\\ e
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9. SECURE COMMUNICATION

More detailed information is described in the AEOS Advanced Installation Manual.
Communication between AEpu’s and server can be made secure, using SSL.
During installation default SSL certificates are loaded.

Attention: This function may only be used by qualified AEOS personal. Incorrect usage can result that the
devices cannot be reached any longer!

Using System — Secure communication... the communication can be toggled between Secure and None Secure.
(Setting to None Secure can only be activated if communication is already secure.)

l,}. Secure Communication ﬂ

- Statu —Change mode

None secure Al Secure |
FEpuresy [(AEpL)
w0191 (AEServer) Mane Secure |
w0191 (AEman) @
Togole selected | . &

Cloze | q
If device name is in red, this device cannot be changed.
R
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10. SYSTEM INFORMATION

Several information can be retrieved from AEmon, using reports. Reports can be saved on disk.

10.1. Configuration overview

At Configuration — Report — Components an overview of the complete configuration is reported (hardware
bindings and properties of each AEbc)

Using Component — Report gives an overview for this single AEbc.

10.2. Used components

At System — Report — Component Statistics an overview is generated of all components (AEbc’s) used on
AEpu’s connected to AEmon, as well as a totalization over all AEpu’s.

10.3. What hardware is used

At System — Show — Hardware utilization all available and used hardware inputs and outputs are shown, also the
amount of inputs that are still free.
Selections can be made pro hardware type and AEpu name (using filtering) K

10.4. Remote bindings

At System — Report — Remote bindings an overview is generated of al ote bindings (connections to and from
other AEpu’s)

10.5. Check consistency %
N
At System — Report — Consistency all AEpu’s connected to @?f are checked for inconsistent use of inputs

and outputs.
With Configuration — Report — Consistency only the selecte@figuration is checked.

%

L

S
O

S
@
N

© Nedap N.V. AEmon User Manual Page 31 of 46



—e=cde=aa®

AEmon

10.6.

AEpu information, including date and time

At System — Report — AEpu information AEpu items can be selected from which the report must be generated:

__!';\.HEpu report selection

AEpu name fiter I*

—&vailable

AEEridye kernel
AEpU production date
DatenTime

femory Lsage
Metweork ip addess
Mumber of threads

Time difference

Report I Cancel | L 4

~Selected

AEBridge applicstion
Contral board type

AEpU type

Jarva Rurtime Environmeant
“/ersion

COperation System

_w |
oo |

Dravvh

&

/N

e AEBridge kernel:

AEBridge application:
software version)

AEpu production date:

AEpu type:

Control board type:

Date/Time:

Time Difference:

Memory usage:

Network ip address:

Operating System:

Version:

SSL supported:

Number of threads:

Socket read time-outs
Socket failures

N

Jave Runtime Environment:

Socket connection time-outs

Socket max connection ti ours
Socket max connectio eek
Socket connection tir@ ters

Kernel version of the

Application version A(% AEpu firmware (not the AEQS

Production date N%Epu (Year code, month code, day)

e.g. AP8001, AP&.

e.g. 486, 586,

Date and tirr@e AEpu

Between nd PC where AEmon is running

Total m@ free memory

eg . 11

Op@ system of the AEpu including version number
OSSoftware version on this AEpu

on this AEpu

for Nedap developers

nly for Nedap developers
Only for Nedap developers
Only for Nedap developers
Only for Nedap developers
Only for Nedap developers
Only for Nedap developers
Only for Nedap developers
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11. TESTING PORT USAGE

For using this item, you need to know the aspects and differences of IP and TCP, port numbers and protocols.
AEQS uses different ports. In some situations these ports can be used by another system or blocked by e.g. a
firewall. For more information about the used ports check the AEOS Advanced Installation Manual.

For the more experience users it is also possible to perform these tests directly on the AEpu (e.g. using the
secure shell), by using the command portscan
portscan [-verbose] [-route] <hostname> [<port>][:][<port>]...

- verbose Gives additional information
- route Identical with AEmon port scanner, Basic mode = only IP connection
No — route: TCP connection is tested (Advanced mode)

There are two tests available:
¢ Basic: Test on IP level with fixed set of target ports.
If not correct you will see errors of No route to host

e Advanced: Teston IP or TCP level with user definable set of target p nect to application
If not correct you will see errors of Connection refuse \

This test can be executed locally, but also remote, so e.g. from AEmon to an“AEpu, but also from the AEpu to
AEmon (activate Execute remote from).

x|
[~ Execuke remaote Fromm: I «

~Target Q

Target information, to which device the connection

Host name: Iaepurew 0) must be checked.

Depending on the device the test will differ.

Using System — Tools — Port scanner will give next screen:
.5\\'

te test locally or remote. In this case it is
cuted locally from this PC (nvc0191)

* AEpu \
" Server [~ AESetwer [T Lookup Server [T AEmoQ
@ Basic Test fixed target ports

M \ Advanced Test on user definable ports, optional

% also on TCP level, see below
%

Start scan Cancel |

Activating Advanced will give next addition:

Basic << |

Ports:l22 123 1099 4160 3051 581581:5155 Reset |

[~ Include TCP connection kest

W

Skart scanning | Cancel |

Start test, a report will be generated with the results

Port numbers that must be tested.

« Ports are separated by spaces;

* Ranges are separated by :
In this case the tested ports are: 23, 123, 1099,
4160, 8081, 8181, 8182, 8183, 8184, 8185, 8186,
8187, 8188

Reset port numbers to default.

Check if applications at above ports can be reached
at TCP level.
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11.1. Testing ports from AEmon to AEpu

Settings as above

PC with AEmon (nvc0191) AEpu (aepurew)

1L

Result from Advanced test with TCP
connection test activated

x

Result from Basic test

x
e

Completed

1

1

1

1

|

|

|

|

1

1

1

|

' Failed

|

I Dietails Close Cancel | I Detalls @ Canice] |

| ;E
21.02.07 16:49:51 aepurew port 22 ok 1|21.02.07 16:51:43 asplre \port 2z ok
21.02.07 16:49:52 AEpUrEL part 123 ak : 21,02.07 165144 al pork 123 Connection refused: connect
21.02.07 16:43:52 aepuUrew port 1099 ok 1 [21.02.07 16:51 44 aepui port 1099 ok
21.02.07 16:49:53 SErEN port 4160 ak : 21.02.07 16:51:45 ASpUrEN port 4160 Connection refused: connect
21.02.07 16:49:53 SEpUrEW pork 3051 ak. 1| 21.02,07 16:51:45 QFE- e pork 8051 ok
21.02.07 16:49:53 aEpUFE port 5181 ak : 21.02.07 16:51:45 @ urew port 8181 ok
21,0207 16:49:53 AEPUrE pork 3152 ok 1| 21.02.07 16:51:45 SEpUre pork 8182 ok,
21.02.07 16:49:53 AEpUrEW port 3183 ok : 21,02,07 16:51:45 aspuren pork 3183 ok,
21.02.07 16:49;53 SEpUrEW pork 154 ok 1 [21.02.07 16:51; SEpUrEW pork &154 ok
21.02.07 16:49:54 aepurew port 5185 ok : 21.02.07 16:@& ASpUrEN port 51585 Connection refused: connect
21.02.07 16:49:55 SEpUrEW port 8186 ok 21,0207 16:5 \ AEpUFEW port 3156 Zonnection refused: connect
21.02.07 16:49:56 AEpUrEW port 3187 ok : Z1.02.07 1o: k aepuremn port 5157 Connection refused: connect
21.02.07 16:49:56 aepurew port 8188 ok ) 2102, 0?6 agpurew port §188 ok

1

Remark: At the right screen (tested with TCP conne actlvated) the red lines indicate that the failed

are not used by this AEpu application.
E.g. port 4160 is only used on an AEp a Iookup service is deployed.
Port 123 is used by the NTP proceswses UDP, so there is no TCP listener

Ports 8185 — 8187 are not in use (@ a range specified, but this does not mean that they are all
used.

G
P

3
A
&
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11.2.

AEpu (aepurew)

Testing ports from AEserver to AEpu

Settings:

v

[+ Execute remate fram: Iaepurew |
al

~Target

Hast name: InchlQl

i~ AEpu
% Server [ AEServer [ Lockup Server W AEmon

Basic <= |

Ports:l8181:8189 30955104

[+ Include TCP connection test

Result from Basic test

e

Completed

22,0207 03:59:44
22,02,07 0859145
22,02,07 085947
22,0207 0&:59:49
22,0207 0&:59:51
22.02.07 0&:59:53
22.02.07 08:59:54
22,02,07 08:59:56
22,0207 055958

nvc0191 pork ok
nvc0191 patl ok
mwc1191 ak

nwec0191 ] ok
nwe0191 a6 ok

nwedl otk 5187 ok
nwed191 rt 3183 ok
nve0191 otk 5189 ak

22.02.07 090000 nwcO191 pork 3095 ok
22.02.07 09:00:02 nwcd191 port 3096 ak.
22.02.07 090004 nwcO191 pork 8097 ak.
22,02.07 00005 nwcdl9l pork 3098 ok
22.02,07 on0007 nwcO191 pork 3099 ok
22.02,07 0%00:09 nwcO191 pork 3100 ok
22.02.07 09:00:10 nwcd191 port 3101 ak.
22.02,07 0:00:11 nwcd191 port 3102 ak.
22.02.07 0001z nwcO191 pork 8103 ak.
22.02.07 0013 nwcO191 pork 3104 ok

Reset |

2
o

I Details Close | L]
nwc191 port&

PC with AEmon (nvc0191)

Test is performed from aepurew

Target is nom@sserver (nvc0191) on which
only AEmon,is‘active, so only the ports for

AEmMo a?ﬁg ed.

Result from Advanced test with TCP

connection test activated

%y Scanning ports... x|

X

Failed

I Diekails Close | Canm |

£2.02.07 09:01:02
22.02.07 09:01:03
22.02.07 09:01:04
22.02.07 09:01:05
22.02.07 09:01:08
22,0207 09:01:07
22.02.07 09:01:08
22.02.07 09:01:09
22,0207 09:01:10
22.02.07 09:01:11
22.02.07 09:01:12
22,0207 09:01:13
22.02.07 09:01:14
22.02.07 09:01:15
22.02.07 09:01:16
22.02.07 09:01:17
22,0207 09:01:18
22.02.07 09:01:19
22.02.07 0%:01:21

(=]
port 151 ok

nwcO191

w1191 pork 31582 [8182: Connection refused ]
w0191 pork 3153 [8183: Connection refused ]
nvc0191 part 5154 [51584: Connection refused ]
w1191 pork 3185 [8185: Connection refused ]
mvc1191 pork 3186 [8186: Connection refused ]
nvc0191 part 51587 [81587: Connection refused ]
w0191 pork 3155 [8185: Connection refused ]
mvc1191 pork 3159 [8189: Connection refused ]
nwvc0191 part 8095 ok

0191 pork 3096 ok

nvc0191 port 097 ok

w1191 pork 3095 [8093: Connection refused ]
w0191 pork G099 [8099: Connection refused ]
nvc0191 part 100 [5100: Connection refused ]
w1191 pork 3101 [8101: Connection refused ]
mvc1191 pork 3102 [8102: Connection refused ]
nvc0191 part 103 [5103: Connection refused ]
w0191 pork G104 [8104: Connection refused ]

Remark: At the right screen (tested with TCP connection test activated) the red lines indicate that the failed

are not used by this server application.

Ports 8182 — 8189 and 8098 — 8104 are not in use (there is a range specified, but this does not mean

that they are all used.
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12. EXAMPLES
12.1. Standard Door with combined Emergency Unlock

For more information see also the AEbc_UserManual.
At the example below for Door 1 and Door 2 the Unlock Relay and Door Contact are default. The Emergency
Unlock is connected to the second AP1001 (address 12), this emergency unlocks both Door 1 and Door 2.

11 12
32
= Ko »
YRY -
Door 1 Door 2 Inputs
Unlock Emergency
button button
Unlock  Unlock Alarm output @
relay relay S K

From the default configuration the Emergency Input is deleted. It was for %oors at IN3.

Components It | Outputsl Properties'
.j' EE = Mame | Hosthame Address | tten IJ

& A0cor rStandardDoor I Badge localhost o 11 AP1001 Reader-1

@ Door2 (StandardDoory || . |Door Opened localhost 11 AP1001 Ik
_|Manual Unlock localhes . 11 AP1001 IRS2
...|Emergency Unlock -~ )
..|Lock \K
_..|Mormal \)
...\Inhibit ol

...|werification Serial Part
| Suppress WA,

y 3
...|Weritication Pin Port Q\E

To use one hardware (physical) input to two Tl!g'kc'al inputs, an InputAdapter has to be added. The Emergency
Unlock is connected to AEpack 11 IN4:

| Components It | Outputsl i SI

"j AcpLIrewy | Hostname I Address | ttern IJ
& AL (nputadapter) (RIS locathost [11 (eptomang D |

l: Door (StandardDoor
E.: Door2 (StandardDoor ®\
The Emergency Unlock fro oors is now connected to the Output of the Input Adapter (at Change input
bindings select tabblad Campenent and select the output of this InputAdapter)

. Change Input Binding aep.arew.Door1.Eme x|
ricurrent
Hosthatme - | AddreszMame | Type | Detail | Ltilized |
localhost (aspuress) Etmlnl Miscelaneous: nputd, ... Output il

ey

Hardware ’

[ List remote
Hosthatne AddreszMame © I Type Detail | Ltilized |

iacalhost (aepureyy) Ermlini Input Ackapter Output —— =]

localhost (aspures) Dioor2 StandardDoor Unlock

Inralhnat Carnrew Mnine? StandardlNnng | Inlnrk Ihrdirating
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At Doorl and Door2 now the Emergency Unlock is linked to the Output of component EmUnl

Components It | Outputsl Properties'

.j' aspLreyy Mame | Hosthame I Address | tten IJ
...|Badge Iocalhost 11 AP1001 Reader-1
...|Doar Opened localhost 11 AP1001 WA
.. |\Manual Unlock localhost 11 AP1001 IN2
...|Efnergency Unlock localhost C@nl gt >
...|Lock
... |\Mormmal

The output of the input adapter is now linked to two other components; this is represented by the 2 at the last
column. (When components it is not possible to link directly an Output to a Component. Linking to components
can only be done from the input side.)

| Companerits Ihputs  Dutputs | Propertiesl

'j' Aspurewy Matne | Hosthatne I Address | tterm
& Jernl finputadapter) [N ETTT | | | @A

Vo R
E-J Doorl (StandardDoar w
A

J Door2 (StandardDoor

Remark: In above example all AEpacks are located at the same AEpu ( host). Is Inputs or Outputs from
another AEpu (Hardware or Components) must be used, they can besselected at Change input bindings select
List Remote and select the correct AEpu and Input or Output.

12.2. Generating an Alarm at Emergency Unlock using@dard

If at above configuration an relais must be activated as so &the Emergency Unlock is activated, the Input
Adapter can be replaced by an InputGuard. For this examptle, the Output of the InputGuard is linked to AP1001
12 Relays 2 to activate an external alarm. Also the InputGuarg generated an Event.

Input for InputGuard is located at AP1001 12 IN4 @
Components Irputs I Outputsl pepties |

L Me I Hostnarms Lddress tem |J
J EmergenyCheck (Inputtuard-1) L fInput 1 localhost 11 AP1001 14
@ Doort (StandardDoor) _|Inhikit
J Door? (StandardDaot]

Output for generating alarm is l@APlOOl-RYZ, the component output is also linked to 2 other

components.
Componerts uts Ol I F‘ruperﬁesl
.? aEpLreyy Mame I Hosthame I Address I ftem
. | _|Resut Iozalhost 12 aptont Rz |z
J Door (StandardDoor) .| Sahotaged
-J Door? (StandardDaoor)

At the doors the Emergency unlock is linked to the output (Result) of the InputGuard (EmergenyCheck):

Components Itz I Outputs' Properties I |
'? aepUresy Marme I Hozthatne I Address I ftem |J
@ EmergenyCheck (nputGuard-13 | {[.. Badge localhiost 11 AP1001 Reader-1
& QDoor (StandardDoor) ..|Door Opened localhost 11 AP 001 Ik
@ Doorz (StandardDoor) .. |Manual Unlock localhost 11 AP 007 k2
...|Emergency Unlock localhost CIEm,ergen'fCheck Rezult 6
. . I
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12.3.

InputGuards can be used to generate alarmmessage and also hardware alarms. Default an InputGuard is
deployed on a AP3002, but also inputs or outputs from other AEpacks can be used.

InputGuard combinations

At the configuration below some inputs are used from the AP3002 (InputGuard-4 FirstFloorWindows), other
from the AP1001 on which also AccessPoints are deployed (InputGuard-4 FirstFloorDoors)

Inputs for InputGuard on AP3002, Inhibit input is not used.

Components Irpusts I Outputs' Pru:upertiesl |
0? FEpILFEYY Marne | Hostharme Address ttetn IJ
@ ErmergenyCheck rputGuard-1) . fInput 1 localhiost 32 AP3002 1M1
[InputGuard-4) _|hput 2 lacalbiost 32 AP3002 N2
@ secondFloorDoors (InputGuard-41 . fInput 3 localhost 32 APE002 M3
.’ Doorl (StandardDoor . |Input 4 localbiost 32 API002 1M
J Door? (StandardDoor) .| Inhibit
Outputs for InputGuard on AP3002, both Result and Sabotaged are used. . \@
Components Inputs  Cutpts | Pru:upertiesl ‘\ |
.? AEpUrEYy Matne | Hostra Address | tern IJ
@ ErmergenyCheck rputGuard-1) . |Resutt localkost 32 AP3002 Ry 1
i 4) | Sabotaged oz 32 AP3002 RY2
J SecondFloorDoars (InputGuard-4) \ 4
J Doarl (StandardDaor]
@ Door? (StandardDoor) . \'

Properties: For inputs several settings can be made: Importa ‘No check how the AEbc should act if the link to
the hardware input fails: Input status when binding fails (k&nt if other AEpu’s AEpacks are used to link the

input)
Companents Inputsl Outputs P@ies I
'.? aspurewy ‘ 'n Marne | Walue I itz |
@ EmergenyCheck (nputGuard-1] EvertMode  wef 0 O=il, 1=changs,...
tinputGuard-4 SN Camaﬁuunce Titme a0 s
@ secondFloorDoars (nputGuard-41 | |linput 1 losed I
J Doorl (StandardDoor) %ﬁge alarm enahled | |
@ Door2 (StandardDoor) Igalv
ate when hbinding fails Mo Change
L rinzllv closed [

There is no need to use an i odule (AP3002) for the InputGuard. The user is free to select any of the
unused inputs for generaw alarms with the InputGuards. Above e.g. the free inputs of the AP1001 are
used.

Componerts It I Outputsl F'ru:upertiesl
'.? AspUrewy Matne | Hostrame | Address | kern IJ
@ EmergenyCheck (InputGuard-1) . flnput 1 localhost 10 AP 009 M3
@ FirstFloorindows (hputGuard-4) _|lhput 2
ZecondFlaorDo (Inputuard-4) . |Input 3 lacalhost 10 AP1001 M4
@ Doorl (StandardDoor) L nput 4
@ Door2 (StandardDoor) .\ Inhikit
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13. HELPFUL HINTS
13.1. Right mouse button

At several positions the right mouse button can be used for some commands. Just try it. (e.g to deploy the
configuration).

13.2. Saving data (configuration) to disk

Saving data to disk (Configuration — Open from file) makes it easy to copy a certain configuration to other
AEpu’s without adding all data.

Before changing the AEbc configuration you can also automatically let’s AEmon save the configuration. (See
File — Preferences) The existing configuration in this directory will be renamed to .aepu.bak.

13.3. AEpack addresses

We strongly advise to take the following hardware addresses on the AEpacks to make your system easier to
maintain.

o Readers (AP1001, AP1005) 1x (10..19)

e Power Supply (AP2001, AP2003) 2x (20..29)

e Output/ Input modules (AP3004, AP3002) 3x (30..39)

13.4. Expanding AEpack hardware information

Use the Enter key to expand / collapse the information on the screen (View)~ Hardware)

13.5. Configurating without having a connection

It’s not needed to have a connection to the AEpu you want to cenfigure. It’s also possible to prepare all data
without an AEpu and save the configuration to disk. If the AEptNater on is present, the configuration file can be
deployed.

If the configuration is build, addresses have to add manually,jthere is no link to the hardware.

13.6. Automatic AEpu discovery

Using ‘Automatic AEpu discovery’ at the start screea”of AEmon means that anywhere an Lookup server must
be available (e.g. at the AEmon PC).
Lookup server present in network:
o Yes: Automatic AEpu discovery is=p0ssible
AEpu names and IP addresses must also be at the hosts file of the AEmon PC (and AEserver PC)
InterAEpu communication 1Sppossible
o No:  Automactic AEpu diseoveryis’' NOT possible
Use AEpu names andNP*addresses in hosts file of the AEmon PC
InterAEpu can be gregrammed, but not be tested (can only be used if the server is available)

13.7. Lookup services
Default the lookup service Will be installed when installing the complete server. If a the lookup server must be
installed, than choice ‘Custom setup’ and select AEmon and Jini and Java.

13.8. InterAEpu functionality

InterAEpu functionality is only possible if there is a Lookup server running. Also using InterAEpu can only be
used with AEpu names, so no IP addresses may be used when configurating the InterAEpu functionality. (See
also “‘Automatic AEpu discovery’ above)

AEpu’s with are communicating with any other AEpu must be known on both sides. (using ‘Config* or AEconf)

13.9. AEpu hosts file using AEconf

The AEpu hosts file is needed for InterAEpu functionality when no DHCP or DNS is available. With AEconf
the hosts file of the server easily can be imported and distributed to the AEpu’s.
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13.10.  AEpu hosts file distributing over all AEpu’s

See also chapter 13.9. At above chapter is described how to load the hosts file to one AEpu.
Below the procedure (only for AEOS certified personal) is described how to distribute the hosts file over all (or
a group selected) AEpu’s at once, using System — Update AEpu software.

Procedure:

o Make correct Hosts file: Use e.g. AEconf to get the hosts file from an AEpu. Check this hosts file to be
sure it is correct.

e Make on the server (or PC where AEmon is running) at the upload directory the folder \data\patch\etc
(complete path is NAEOS\scripts\upload\data\patch\etc)

Default directory for upload: C:\AEOS\scripts\upload, see Prereferences.

o Place the before generated hosts file in this directory

¢ Go to System — Update AEpu software. Make a selection for which AEpu’s (with AEpu groups) you want
to upload this new hosts file.

o After activation of the Start button the upload process is activated.

e To activate the new hosts file, the AEpus now must be rebooted. @

L 4

13.11. Rebooting AEpu using batch script

In some situations it can be necessary to reboot a amount of AEpu’s (e.g. to%activate the new loaded hosts file).

Below procedure is only for AEOS certified personal.
e Make a report in AEmon (System — Report — AEpu informatior%ﬁ‘ no items selected (move all items
to the left side). You will now get a list of all AEpu’s.
e Save this file

e Use e.g. notepad or another editor to add following data@)in :

e
start plink -pw grolle root@aepunaam reboot &
e Save this file as a .bat file
e Use a dos prompt to execute this file (all AEpu’s i ile will now reboot)

COQ)

S
O

L

S
@
N
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14. CONFIGURATION OF ACCESSPOINTS

To configure accesspoints in the AEserver following actions must be taken:

14.1. Actions on AEmon

Add new AccessPoints using the AEmon and make all correct settings (including the properties). Most settings
can be used as default.
After adding all Accesspoints for one AEpu, safe the file on disk.

14.2. Actions on AEserver

e Go to Config — view infrastructure
At the left bottom a line is displayed there are unconfirmed accesspoints Click on this link and all by
AEmon added Accesspoints will be shown.

e Activate (checkbox) the Accesspoints you want to add and click the Add’ button

¢ Go to Maintain Entrances to define the entrances

14.3. Deleting AccessPoints &

L 4
Deleting AccessPoints at an AEpu which are already assigned at AEOS is pot le with AEmon. This
restriction is necessary for the AEserver. If however AccessPoints must be'd¢leted at the AEpu and you’re sure
no problems can occur at the AEserver, AEmon must be started with the ‘-e” option (aemon.bat —). When an
AccessPoint is now deleted an additional message is given and if you %unt to delete this AccessPoint it now
is possible.
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15. FIRST TIME USE ON AESERVER

After installation of the software on the AEserver following steps are advised to be taken to use AEOS (see also
the AEOS software):
e Add Access points as mentioned above (actions on AEmon and AEserver)
e Maintain Day/time schedules
e Eventually maintain Templates (combination of day/time schedules and entrances)
e Announce employees
e Chose template (or schedule and entrance)
e Chose identifier type and number
e Add/ Modify employee

At chapter 15.1 you can find a very short instruction how to get AEOS operational, step by step.
This list below describes only in short how to get started with AEOS. For detailed information (and you will
need that) check always the corresponding manuals:

e AEpack Installation sheets (e.g. AP1001_InstallSheet E)

e AEOS Installation Manual_E

e AEmon AEconf User Manual_E

e AEOS Checklist (checklist for handling AEOS projects)

e Eic...

If anywhere in this process problems arise, check the documentationwif all is been correct installed and all
actions have been correctly performed. Depending of the problem, but at AEmon with the log functions you can
also get some additional information, and also the server log of AEOS"¢an give additional information.

15.1. Short procedure how to get started with AEOS
1. Use the AEOS Checklist to be prepared

SERVER PART

2. Check if the server is according the specifications, depending of AEOS and the database both running
on the same server or separate servers

3. Install SQL Database (or Oracle) (se€"AEOS _Installation Manual)
Install the latest service packs for WiRdows and the database

4. Check correct working of the database.
For SQL.: start the Query analyzergheck if you can login with sa and corresponding password. If this is
not working solve this firstl

5. Don’t install the USB (or'paratlel) hardware key (contains the unique license number) before AEQS is
complete installed!

6. Install AEOS (see AEBS Iristallation Manual) from CD (use setup.exe)
If certain settings ar¢’Met Clear, leave them as default!

7.  With AEOS 2.1 the USB drivers are automatically installed.
Version before AEOS 2.1: Install the sentinel drivers from CD

8. Place now the USB (or parallel) hardware key

9. Optional: Check at the server if the services are available and set to automatic (these services are
automatically installed)

- AEOS Application service
- AEOS Lookup service

10. Reboot the server, depending of the server AEOS will be started at 2-5 minutes (check server.log to
check if server is started)

11. User browser (http://<pc-name>:8080) to start up the AEOS user interface

12. If no login screen appears (or an error message), check the server.log for more information what could
be wrong and solve this first.

13. If login is successful you now only get one menu option, for loading the license file.
Load the correct license file (corresponding to the hardware key).
Logout and login again for activating the license file. If the license file is correct loaded all menu
options are now available.

HARDWARE PART
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14. We assume all hardware (AEpacks antenna’s, etc) are connected conform specifications (see
AEpack_Installation Sheet)
15. Check hardware using the ALT (AEpack Local Test) mode. First repair any defects.

AECONF PART (Network settings)
16. Configure the network settings of the AEpu using AEconf and RS232 or Cross cable (instead of
AEconf also Hyperterminal or putty can be used). (See AEmon AEconf User Manual)
17. Check if name of AEpu must be known at the server (hosts file if no DHCP / DNS is used)
18. Check IP connection between AEpu and server by
- Opening dos box on server and execute ping to AEpu (ping <aepuname>, not the IP address)
- Login to AEpu (use putty) and execute ping to the server (ping <servername>, not the IP address)
Use ping with AEpu-name and server-name, not on IP address (AEOS is name-based!)

AEMON PART

19. Start up AEmon

20. If ping from both sides was ok, the AEpu must appear now at AEmon

21. Upload correct software version to this AEpu (see AEmon AEconf User Manal)

22. Configure the AccessPoint AEDbc to this AEpu (see AEmon AEconf UsEr ‘™Manual), connect for starting
only the badge input and the UNLock output to the corresponding lardware

AESERVER PART, ISSUE BADGE

23. Check in AEOS if there is an unconfirmed accesspoint, withL.the.name of the AccessPoint deployed
before. Confirm this unconfirmed accesspoint.

24. Make an Entrance and link the before confirmed accesspoifit to this Entrance (see AEOS User Manual)

25. Define the Identifier type to be used. The identifier typeys depending of the cards to be read (see AEOS
User Manual)

26. Define a Day/Timezone which is always valid: 24 houss, each day (e.g. a free period of 1 day which is
valid form 00:00 to 00:00. (see AEOS User Manual)

27. Define a Template with the combination of the béfore defined Entrance and Day/Time schedule

28. Open the Event Monitor with filter all events

29. Present a badge to the antenna (and check,if thé_LD-led on the AEpack blinks)
If the ID-led of the AEpack is not blinkipd than this first must be solved. No ID-led on the AEpack
means that no data is received or understood=8y the AEpack.

30. Check at the Event Monitor if the message Not authorized badge with card type and card number is
shown
If noting appears, the Event Monitep(AEOS) has no connection with the AEpu.
If an ‘undefineable’ string appearsfthe firmware of the AEpack could be wrong, or the Identifier type is
not defined correctly.

31. Add a person (Employee —‘mgWj,and give him access to this Entrance using the before defined Template
with the correct badge numiber:

32. Present this badge to thedrtenna and check at the Event Monitor if the person name with Authorized
badge is been shown

33. Now you’re able todsstie a badge, the rest can be done also.
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16. MENU OVERVIEW

Below find a link to this manual where there items are described.

File
Connections 6
Preferences 4.1
Exit
View
Configuration (F1) 6.4
Log (F2) 7.2
Hardware (F3) 6.2
Graphical mode 6.6
Events 7.3
Program Log (F4) 7.1 @
AEpu ¢ K
Properties \
Tags 4.1
Lookup services 6.1
Secure shell 4.1 %’
Software update 5
System . \, S
Report K\
Remote bindings 10.4 0
Component statistics 10.2
Consistency 10.5 ()
AEpu information (CTRL+1) 10.1 Q)
Host name resolving 4.1
Show
Hardware utilization 10.3
Tools \'
Port scanner 11 Q
Firmware control 8 @

Batch processing

Configuration é’
New \ 6.4

Secure communication
Change AEpu password S
Update AEpu software \6

Open
from file 6.4
from AEpu 6.4
Close
Save 6.4
Report
Components 10.1
Consistency 10.5

Deploy (CTRL+E)
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Component
New 6.4
Open
Save
Report 10.1
Copy (CTRL+C)
Paste (CTRL+V)
Rename
Modify
Delete (Delete)
Properties (CTRL+P)

Group 6.7
Create

ggg?ynize &Q

Graphical 6.6 Q
Zoom in

Zoom out
Zoom to fit

Zoom normal :
Auto layout
Page setup .§'

Print preview

’ Q
>

Options

Log
Get (CTRL+G) 7.2 %
Save 7.2

Go to most recent 7.2 \,

Help
About @
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17. FILES AND DIRECTORIES

All files/directories listed created by AEmon are stored in directory [aeos install-dir]\scripts, so if the default

install directory has been chosen this will be “c:\aeos\scripts”

Overview of all AEmon files/directories:

Item Description

aemon.dat Settings/options

aemonlog/aemonlog-i | Program log (max size 1Mbyte)

locators.dat List of lookup servers

locators.dat.bup List of lookup servers backup

groups.dat Component group library

configurations Default directory where configuration (*.aepu) files are stored

components Default directory where component (*.aebc) files are stored

Firmware Directory containing all AEpack firmware load files

logs Default directory where log files are stored

[name].aepu Saved configuration with optionally all associated grapr@node locations

[name].aepu.bak Backup file for previous saved configuration w sing option 'Auto save
configuration deployment' or executing Batch pro w{gpSave configuration

[name].aebc Saved component

[aepu-name].loc Graphical node locations for a particular AEpu
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