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Introduction

Work and play - further and faster! Eliminate dead spots and enjoy faster connections
with extended range with your new AirStation High Power Wireless SmartRouter.

System Requirements

* A high-speed (Broadband) Internet connection or existing local area
connection.

* A computer with an Ethernet port and a web browser such as
Firefox, Internet Explorer, Opera, or Safari.

Package Contents
* WHR-HP-G54 AirStation
* Antenna

e Optional Base

* AC adapter and power cable
e CATS5 LAN cable

 Utility CD with Manual

* Quick Setup Guides

* Warranty Statement
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Basic Setup

Begin by finding a good place to set up your router/access point. Some things to
consider:

* You'll need to be able to plug your internet connection into it, so it should go within
reach of the LAN cable from your DSL or Cable modem. You'll also want a power outlet
nearby.

» Keep the access point as central in your work area as possible. Signal strength and
speed fall off with distance.

e Higher is often better. For instance, set it up on the top shelf of a bookcase rather than
the bottom one, if possible.

Do you need a password or other information to log in to your internet connection?
Many DSL connections require information like global IP address, subnet mask, default
gateway address, DNS server address, or PPPoE parameters in order to connect. Cable
modems usually don’t require extra information. If you have a DSL internet connection,
make sure that you have any necessary information handy before you continue. Your
Internet Service Provider can give you this information if you don’t know it.




Automatic Installation

The AirNavigator CD can install your AirStation for you automatically. To use the
automatic installation program, insert your AirNavigator CD into your computer and
follow the onscreen directions.

The wizard will guide you through installing your AirStation. You will have the
opportunity to change your admin password, personalize your SSID, and set up WEP128
encryption.




-
Power to outlet or

surge protector

—

<4 5
Cable or DSL Modem




Manual Installation

To install the AirStation manually,

1. Power down the Cable or DSL modem and the computer which will be used to
configure the AirStation router.

2. Plug the Cable or DSL modem’s Ethernet cable into the AirStation’s WAN port.
Initially, you may need to unplug this cable from your computer, hub or other router.

3. Plug the provided Ethernet cable into one of the four LAN ports on the AirStation and
plug the other end into your computer’s Ethernet adapter (NIC).

4. Important: turn everything on in the correct order!! Power on your cable or DSL modem
and wait one full minute, then power on the AirStation and wait one full minute, and
finally power on the computer which will be used to configure the AirStation.




Connecting Wireless Clients to the Access Point

To connect wireless devices to the
{91 Unable to connect to preferred wireless network Iz‘ Airstatlon, you may either enter the

Windows could not connect to any of your preferred wireless

networks. Windows will keep trying to connect. To see a list of all SSID al’ld eI'lCI'yptiOIl key manually,
netwaorks, induding others you can connect to, dick this message .

or you can use AOSS to automatically
configure your wireless settings.

If you used Automatic Installation with
default settings, then your AirStation’s
SSID is “Buffalo”, and the encryption
is 128-bit WEP with the 13 digit key
that you specified.

Warelesa R (ection £

Consult your wireless clients’ manuals
for instructions on configuring them
manually.

To use AOSS to configure your wireless
clients automatically, turn to the next

page.
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AOSS

AOSS (AirStation One-Touch Secure System) is a simple system for
configuring your wireless network securely. If your router and your client
device are installed and both support AOSS, then making a secure wireless
connection between them is very easy.

Push the AOSS button on the top of your router and hold it in for a few
seconds. The AOSS light will begin to flash. You now have two minutes to
push the AOSS button on your client device and finish the connection.

Some client devices have a red button labeled “AOSS”. If yours is one of
these, push the button! About 15 seconds later, you’ll have a secure network
connection.

For client devices without a BIUFF?
/ physical button, use the AOSS Statu Bl Profiles
A button in the Client Manager S Greatspross and dapiy sriaery ove
software. Check your client —
device’s user manual for instructions on
where to push or click the AOSS button.

After you've pressed both buttons, it will

take about 15 seconds for the connection

to complete. When it’s finished, the AOSS
light will glow a solid amber. You now have a
secure network connection!

Q@

&)

@)
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AOSS Notes

i%ngg things to keep in mind when automatically connecting with

® Only one wireless client adapter can be configured with AOSS at a time.

¢ It is not necessary to reconnect client devices that have already been configured via
AOSS unless significant changes have been made to the wireless network.

¢ Do not attempt to configure two separate AOSS networks at the same time, as it may
cause undesired configurations.

¢ If an undesired client has connected via AOSS, it can be disconnected from within the
WHR-HP-G54’s web-based admin tool.

¢ Even if your client device doesn'’t officially support AOSS, you may still be able to use
AOSS if you install Buffalo’s Client Manager software on your computer. It works with
most client devices, including many made by other manufacturers. You can download
it from www.buffalotech.com.
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Router/Access Point Mode

This AirStation supports quickly changing the product from
a wireless router to a conventional access point.

Put your Airstation into Access Point Mode by moving the
switch on the bottom of your AirStation from AUTO to BRI.
This changes the default IP address of the AirStation from
192.168.11.1 to 192.168.11.100, and DHCP, NAT, and the
WAN port are disabled.

Access Point Mode might be desirable if you're adding
wireless capability to an existing network with a router,
or configuring your AirStation as part of a repeater bridge
setup. It is not suitable for most home configurations. If you plan to use the AirStation as
an normal wireless router, make sure that this switch is in the normal (AUTO) position!

Instructions for configuring multiple AirStations in a wireless bridge can be found in the
‘WDS Bridging’ section of this guide.
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Log in to the Web Admin Tool

The Web Admin Tool allows you to easily change the settings for your AirStation. To use
it, launch a web browser on a computer connected to the AirStation.

Enter the AirStation’s LAN-side IP address into the URL
Fie Edit View Go Bookmarks Tools Help field. By default, this will be 192.168.11.1.

= I NS {l@ ; ﬁl@lgz.lss.n.l

Prompt 5‘ . . :
EnterLsemame and passnord o Aistaton'ethiej2iss. 101 [ A window will open, prompting you to enter a User

User Name:
froot ] Name and Password.

Password:

Il The User Name is root. By default, the password is
M’uSe Password Manager to remember this password.
blank.t

o] s

*In AP mode (mode switch BRI), the default IP address is 192.168.11.100.

tIf you ran the Automatic Installation program, you may have changed your password for
the Web Admin Tool. If so, use the password you set. To reset the password to a blank
field, hold down the Init button on the AirStation until the Diag LED flashes.
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AirStation Configuration Tool (Home)

BUFFALD il When you first open your AirStation

WHR-HP-GS4

Configuration Tool, it takes you to its Home
page. From Home, you can configure port
mapping for your internet games, set UPnP

gt | for Windows (MSN) Messenger, configure
your firewall, setup encryption, choose your

wireless channel, update your AirStation’s
e firmware, and reset your Internet
Encnpicn O Connection’s configuration. Clicking the
& Advanced tab gives you access to all of the

AirStation’s configuration tools.

WAN
{Ho WAHN Cable)

You can get back to Home from anywhere
in the management tool by clicking on the
Home button at the top left of the screen.

15



Internet Games (Port Mapping)

Select any ports that need to be opened
for your internet games to function
correctly. Consult your game’s

Intemet Gameplay . . .
?ﬁ'm‘mnmum Configuration documentation for more information on

what ports need to be configured.

TCe
LOP

BUFFALD

WHR HFP G54 AirStation

Group WA P Address Protecal LAN P Addess LAN Port Status
Mo sdchient ranslshen st is regritered
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Firewall/Intrusion Detector

From this page, choose the level of firewall
security you desire. You may also choose
to have alerts sent to a different PC, if you

BUFFALOD

WHR HP-G54 AirStation

like. Click Next when done to restart the
E router.
++ Choose Securty Level Forintssion Detector
Get to this page from Home by clicking on
oo Qe Lamt Firewall/ Intrusion Detector.
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BUFFALD

WHR HF G54

AirStation

UPnP

Windows (MSN) Messenger/UPnP

Windows (MSN) Messenger requires
UPnP for proper operation. You may
Enable UPnP here. UPnP may need to be
configured on your PC as well.

If you need to configure UPnP on your PC,
the links at the bottom of the page have
instructions for doing so on Windows ME
and XP computers.

Get to this page from Home by clicking on
Windows (MSN) Messenger.

18



Wireless Encryption

BUFFALD This page is available from Home by selecting

WHR-HP G54 AirStation

Wireless Encryption. Here, you can manually
select the type of wireless encryption you’d
like to use. Your AirStation supports three
different encryption schemes; choose the best
one that all your clients support.

11 - Choose an Encrption L

Virtually all wireless clients support WEP. It’s
better than nothing.

TKIP is more secure than WEP, but some
wireless clients don’t support it.

AES is even more secure. It should be your
] first choice if all of your clients support it.
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Wireless Channel

BUFFALO This page is available from Home by

WHR HF G54 AirStation

selecting Wireless channel. With Auto
Channel selected, your AirStation will
choose the best channel available.

i Gl Seian Current channel will show the channel
i e e S that your AirStation is currently using.

You may also select any channel from
1-11 manually. Channels 1, 6, and

11 are non-overlapping. If multiple
] | channels are in use in an area, select
a different channel for your AirStation,
as far away from the other channels
being used as possible.

20



Firmware Update

BurFALD el  This page is available from Home
by selecting Firmware update. Use
Browse to select your firmware
update file, and then click on Apply.
5 St AU s D Firmware update may take several
minutes to complete. Don’t power
down your AirStation until the diag
LED has gone out.

Update Firmware
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Internet Connection (Multisession Reset)

BUFFALD st R P From Home, selecting the Internet
WHR HP G254 AirStation

Connection Wizard (Multisession Reset)
tab will begin the Internet Connection
Wizard.

The Internet Connection Wizard will
only function correctly in simple
networks, where your cable or DSL
modem is plugged directly into your
AirStation’s WAN port. If you have
a complicated existing network that
you’re adding the AirStation to, see
page 55.

Detecting Internet connection (Resetting)
Chacking WAHN type

¢ 0ype Auinmancaly. Fieace wat
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Advanced Settings

BUFFALO
AirStation

(s = Advanced Settings lets you configure
every element of your AirStation. Get
to Advanced Settings from Home

by clicking the Advanced Tab. You

Medrod of Acquining 1P Address

VA Gonhg

ehek hire

= I A, may return to Home by clicking on
> | i Default Gateway —— 1 1
H e —— the yellow > Home link in the top left
[ Dowestc | N s . [E——] corner.
e @ e venem e e
e Tl Click Help in the top right corner for
Port Wumbes for WEB Corfiguraben_ |

more information about any of the
pages in Advanced Settings.

To begin, click on WAN Config. The
first page in WAN Config, WAN Port,
will open.

23



WAN Config (WAN Port)

BUFFALOD
AirStation
L3 Home |

WHR-HF -854

B wan conng
revr—

rvel

E] wncomng |
Hetwars Gong |
-] Wirsless conmg |
Admin Conta |

Bisgneans

( WAN Ethernet Seftings

Wethod of Ateuing P Aot
st AdEers
‘Subbet it
click hace
Edusnead Samtings
Defa st Gatewary

AN of FINS Name Sever

AN WA Address

WAN Gz shon st

i ] ——— |
sPEED [
O

Port Numbes for WEE G ofigration |

Here, you may choose how the AirStation
acquires an IP address. Normally, the
internet connection wizard will set this for
you if you have a cablemodem or DSL. If
you’re not sure what to choose, perform
Easy Setup.

To setup PPPoE manually, click on click
here and turn to the next page.

Also on this page, under Advanced Setup,
you may manually set the Default Gateway,
DNS server, WAN MAC address, WAN
format, and WEB port number.

Click Apply when finished.
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BUFFALD
AirStation

LAN Gonfg
Hatwers Contig
Wirsless Confyg :
Admin Config
Dingnostse

(__PPPaE settings

Disglay Preferred Connections

Mo, Name Destnation Source adoress.
Frefertess comeston semngs nal tegatend

PPPOE

Many DSL connections require a PPPoE
Connection in order to log in to an internet
connection. Normally, the Easy Detection
Wizard will help you configure that, but
you may manually configure one here.
Consult your ISP for more information

on correctly configuring your PPPoE
connection.

To add a new PPPoE connection, click Edit
Connection List. To choose your preferred
connection, click on Edit Preferred
Connection List.
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LAN Config (LAN Port)

BUFFALD ((lsnBesrises T Default for the LAN side IP address is
Air Station ——— 192.168.11.1. To add the AirStation to an
et existing LAN, specify a unique IPaddress, not

Basic DHOF Server samings

used elsewhere in the network.

DHZP Setver Funcioe B russ

Ao e | The default Subnet Mask is 255.255.255.0.

[ nceng | DeakedCHCP Sevar Sutigs > LAN Sitngs - BHSP garver To connect AirStation to an existing LAN,
el | specify the Subnet Mask that the LAN uses.

j :‘l’;l'zl;‘of;'z'- If there’s more than one DHCP server on

Bl cosnesm: ] a network, disable all but one of them.

To have DHCP assign addresses from a

specific range, enter a beginning address by
Assigned IP Address and give the number of addresses to assign in the Addresses box. To
exclude specific addresses from being assigned by DHCP, specify them in the Excluded IP
Address box. Multiple IP addresses may be specified by separating them with a comma,
e.g. 192.168.11.7,192.168.11.9. You can also specify an IP address range by start and
end address connected by a dash, e.g. 192.168.11.15-192.168.11.21. The ¢’ and -’ can be
used at the same time, e.g. 192.168.11.7,192.168.11.9,192.168.11.15-192.168.11.21, up
to a total string length of 128 characters.

Click the Help link in the top right corner for more information.
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Advanced DHCP Settings

BUFFALD
AirStation

(_oice server satiogs @ | This page offers the same DHCP settings as
RS Ban the previous one, and in addition, offers you
DR AR “ T— the chance to change the Lease Period, De-

fault Gateway, DNS servers, WINS server, and
Domain Name. Click Apply when you have
the settings the way you want them.

Advarwd Semngs

Lrwse Fere

D Gty

To manually assign an IP address, click
Manual Assignment.
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DHCP Server (Manual Assignment of IP Address)

((_wecr Srver setnge - Nl Asdgrmwi ot e Address llans To manually link a LAN address to a MAC
address, enter them under Add Client Infor-
mation and click Add.

BUFFALD
Air Station

rrpserrwm—— L
e ——— Current DHCP Client Information shows
=] all LAN addresses currently assigned by
tsteur conty | CurrantDHEP et AirStation’s DHCP. You may configure a
“ ":i”-:" (o e specific client to always receive the same

p— IP address by clicking Manual Assignment
to the right of its MAC Address. Clicking
Delete returns a manually assigned client
to normal DHCP operation. Edit allows
you to manually adjust a linked IP Address
and Mac Address in the Client Information
window above.
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Network Config (Route Info)

By default, the AirStation receives RIP

BUFFALO ueLe
AirStation (_peting ntomnaton settnge @emr (Route Information Protocol) information
e e :'::"“5’“'”‘0"= only from your local network, and doesn’t
[ Losour | t...mj::.:. il w1 broadcast RIP at all. For large, complicat-
WHR-HP G54 LA Side RIP Receplion ed network configurations, you may wish
[l wvanconng Lo | to modify this behavior. Click Apply when

WAN Port
PEPOE Routing Infarmation @ree
E LAN Config J Destination ASEiss Subnil Mask Gabiwiry Metne Status LOWer on the page, rOuting information iS

o e displayed. Click Edit Routing Information to

DHEP Serves

Bl network conng | add a new route manually.

R Ifey

you have your desired configuration.

nat
1P Filtes

Witanisbon Ehetecton
UEnP

£ wirsless tontig ]
-l Admin Config |

L Diagnostic
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Network Configuration (Edit Routing Information)

BUFFALD (_ Routing information setup - Eaitng of Routing Information e To configure a route manually, enter its
Arstation Destination Address and Gateway. Enter
Pt spas e | A :
. a maximum number of hops allowable in
Aad Hvw Route B ™027 . )
O s e Metric and click Add.

Teateg Sorfaralie & ratl gt

Bl toeinnsees |
k] ddrincoreg

Bl ovuaresn
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BUFFALD
AiljSta_tion
| & HOME |

WHR-G545

Bl wancenng
WIN Pt
preel

{a LAN Config
L Pert
DHCP Sarvel

El motwork corng |
Hoats hite
war
B
ey Dt et

Wirsless Contig |
Admin Config ]
Diagnastic J

( Hetwork Address Translation Setup (-

Aggress Traniianen B Ceatie

Advanced Semings

Log Guput Dlnstie

1P Agcress of DM ]

IPanc Pass Thiough B Eravie

HAT Tapte [l wme

Group WAN Side I Addness Prosocol LAN IR Asdneas LAN Port Numbes Status
Tres Agaress Transtaton Tatle mas nofbeen et et

NAT

You may disable Network Address
Translation and IPsec passthrough by
unchecking the appropriate Enable boxes.
If you have a DMZ, enter its IP address

in the IP Address of DMZ box. Incoming
packets containing no recognizable
destination port information will be
redirected to the DMZ’s IP address.

Click Apply when done.

To set a NAT table entry manually, click
Edit NAT Table.
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C Hetwork Address Translation Setup - Edit NAT Table

Eannar Teay @ v

Grnp

ey ] e—

s , [Frtstar v = Addr

LA aooress

LA Pt

1087 Tassa [l e

[P —
o
icur

P |

TEr Bt

100 o P St B weha € s
St o] ]

CHCOE ]

Tersoero [

Greup W B 1 Adens Proteal LAN B Adervi LAN Fen Customin

T S Trasatiean TAM NS St v 1

NAT (Manual Entry)

From this page you may manually add
entries into the Address Translation
Table. Click Add New Group when each is
complete.




IP Filter

BUFFALD
AirStation
[ 5 HomE |

( Packe! Filter Sattings

Log Outpet Dleruae

Your AirStation comes pre-configured

with basic rules. You may choose which
of these to use by clicking on Add/ Delete
Basic Rules and turning to the next page.

To make a custom rule, click on Configure
IP Filter (page 35).
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IP Filter (Add/Delete Basic Rules)

BUFFALD
AirStation

B menseny
st
v

(" Packet Filter Semings - AsaDelste Basic Rules

[Pt pvvcass pege |

R — [T
[ O
Ewrm et Tor s LAN =
o S P v LA =
s Satip s ADS =
PR HET sramrseA DE Ratrg [ B
e G R il

Bias Sy b WAk (o]

Get here by clicking on Add/Delete Basic
Rules from the previous page. You may
choose which of AirStation’s preconfigured
basic rules are enabled or disabled. Active
rules are displayed with a green background,
and disabled rules are shown in red. Choose
the rules you want to use by clicking under
Operation. When your choices are complete,
click on Initialize.
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IP Filter (Configure IP Filter)

Clicking on Configure IP Filter from the IP

filter page (page 33) will bring you to this
—._" page, where you can make your own rules.
o Click Add Rule when you have each rule
o DEROWE configured the way you want it.

T S p— T
Cu

BUFFALD

(_Packet Fiter Settings - I Address Based Fiter | CCYN0
Air Station

Gicur
Pretes Owmana ol M|
TCF Post Hemel u, -

o tharn

®rcruoe

Bl metwors coang
Fate ta e
tar
won

[E— - ® Foes infarsation [l HELE

1= [HFRCn D ratnn Sourr s IF Arcress Detnascn [P Amss Proincol M nber of Packe Custrmios
Wiratess ey | Tha  Fir bt natesn cer i vt
Aaran Centiy

_:‘ pugnosme |
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Network Configuration (Intrusion Detector)

BUFFALD (i T s - To enable intrusion detector, choose
AlcStation e Enable or Enable (Apply packet filter rules)
et . from the Intrusion Detector drop-down
0 ettt e o [ box. If packet filter rules are applied,

Ewdacaeniozecd dent [
sonver se3 sy
ST Servw Lolvens

packets will be filtered with packet filter
rules before Intrusion Detector is applied.
st
' Blocking IP spoofing blocks packets from
0 Pl Mo Wi devices using an IP address that is not

¥ e v v e st o [N .
T —— their own.
) In the Threshold Value box, enter the
e s B MO number of times an event has to occur
— before you receive notification.

To configure your email alerts, enter your email address and mail server information.
You may make up a sender email address, such as “alert@router.com”. Alert emails will
appear to come from this address.

Intrusion detector also blocks unauthorized access attempts and suspicious traffic from
WAN-side devices (the internet).
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BUFFALD (__uPnP setup

g HELP

UPnF Function M enable

é WAN config |
LAN Config J

Network Config |
Rowre Info

NAT
1P Filter
Intrusion Detector
upnp
ﬂ Wireless Config |
Admin Config |
Diagnostic ]

You may disable Universal Plug and
Play functionality by unchecking
Enable here. Note that Windows Live™
Messenger may not function correctly
with UPnP disabled.
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AOSS

Clicking Start AOSS Sequence has the same
function as pushing the AOSS button on the
E router: it initiates the AOSS process.

Sl h035 Sequerne

BUFFALD
Air Station

AOSS(AlrStation One-Teuch Secure System) Sottings [l e

If all your clients support AOSS, it’s very

# oty | B “L'.-:m“..L — simple to set them up. Press the AOSS
P — button on the router, or the one on this

mray

page, and then push the AOSS button on
the client device.

Each client device will have to be set up
separately. Wait for each AOSS process to
finish before starting the next one.

Consult your client device’s documentation
for the location of its AOSS button.
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802.11g (Basic)

BUFFALO

o

| - HOmE |

WHR -G545

WAN Centig
IL&N Config
E

| Metwork Contig

Ll Wireless Config |

{_Wireless Basic Sotup (11g) [0

‘Wirgless Radio BB Enabie

QSID 2 Usie ArE2adon's MAC addess(0000D08ST 0048}
Use

‘Wiretess Channel [ Auto Channel 88)ocumens Channel %)
[Advansed]

ADsS

EEERLTY
Baiy
mowrny

LT
MAL access limin
Admin Cantig
Diagnottic

Wireiess Mode n 161 1Mo
BSS BasicRateSet
Muiticast Rate |m i
[125= High Speed Mode 8]
BOZ2.11g Protection B Enskes
OTiM Périoa
Cutput Power | 100 & i
Loy |

If you have a mixed mode network,
with both 802.11b and 802.11g
clients, it’s recommended that you
check I1g protection to ensure that
slower 11b clients don’t hog all
available bandwidth.

Choosing Auto for Wireless mode lets
both 802.11b and 802.11g clients
connect to the network. If you would
prefer to allow only one or the other,
you have those options as well.

Two different framebursting modes
are available. These can double
throughput in your network if all

clients are configured to use them. 125%* High Speed Mode is an improved version of
Framebursting and is highly recommended if your clients support it. If a framebursting
mode is enabled and some of your clients don’t support it, it simply won’t be used.

Reducing the Output Power below 100% will reduce the range of your router. Setting it to
0% shuts down the AP part of the AirStation completely.
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802.11g (Security)

BUFFALO

Air Station

WHR =G545

] wan contig
ILAH Config
i

| Metwork Config :
Wireless Contig |
AOSS
saz11y
Baiy
e =t
e
MAL access lini
Admin Cantig
Diagnostic

( _ Wireless Security Setup {11g)

| [ |

& ho Encrygiion
Cwep
WEF Endrpbon Koy |
&
@
®
Wieless Encrpton :
Oriar
Caps
WPAPSI (Previoushy Shared Key).

Kay Renawsl Period fminutes
[Advanced]

Broadcast SSI0 B Enasse
Privacy Separator [ enatse

Buffalo recommends that you
choose the strongest form of
encryption that’s supported by
all your client devices.

e WEP is better than nothing,

and almost every wireless
device ever made supports it.

e TKIP is slower than WEP but
much more secure.

* AES is the most secure of all.
It should be your first choice if
all of your devices support it.

Setting the key renewal period too short can decrease network performance.

By default, the AirStation broadcasts its SSID. This makes it easier for clients to connect
to the AirStation. To disable broadcasting, uncheck this box.

Privacy Separator prevents wireless clients from being able to browse each other’s
computers. Check Enable to turn it on.
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BUFFALO
AirStation

WHR 8

| WAN Config
J LAN Ceontig

Bridge/Repeater (WDS Bridging)

_ Wireless Repeater (DS Setup (11g)  @wee

) [ —

“Ta use WDE, the wirgless channel and WEP sncryption key for sach wireless
device must be setidentically. and the IP addresses of each must not overlap
with these of ather wireless devices.

o Hetwark cﬂh“g )
Wireless Config ]
ADSS
802119
Expc
ety

Espesler

MAC access

F] admin contig
Diagnestic

Registered Access Paints - ELU

Status
A wrless atoess puints

{Wireless MAC address of this unit[D0:0D:08:87-00:43]}

When configuring a bridge
between two or more
wireless access points, WDS
must be enabled here.

For instructions on
configuring a WDS bridge,
see page 56, or click on
Help at the top right corner
of the screen.
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MAC Access Limit

=y = You may limit access to your wireless

BUFFALD
pltsiation network to specific computers.
o Computers not listed on your MAC
ORI Registration List will not be able to
j Conte | WACHEENES Conécon St connect to the network. If you enable
S— this, click Edit Registration List to add
MAC addresses to your registration
list.
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MAC Access Limit (Edit Registration List)

BUFFALD

Air Station

WHR -HF -G54

=] wan contig
“J LAN Config

SS
202119

AL Filter
| Admin Config
-| Diagnostic

)| Hetwork Config |
Wireless Config |

__Wireless MAC Filtering  [@nmr |

Enforce MAC Fiering [ Enable

Registration List . e

MAC Addrass Connection Status
M Regisisted MAC Addtesses

Enter a MAC address and click Apply
for each client that’s going to be
accessing the network.
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AirStation

L recour |

WHR-G548

| WAN Config
| LAN Config
| Memwark Contig |
| Wirsless Conhig |

Admin Cantig
Haumer Pas vl

Data IR
Syslon Transfen
Sawn Lol Configs
Initilize Heboot
Flmvran s Uplate
j Diagnostic

(_......&!.r_steﬂ_n_r!.ﬂ_amg and Administrator Password  [@ueee

Arstabon Name
Administrator Name

161 Tty

Administrator Passwor

[ (Confrmation)

Admin Configuration (Name/Password)

BUFFALO

Here, you can change
your AirStation’s name

on the network and

the administrator
password. The name of
the administrator account
is fixed as “root”. If you
have many AirStations

on your network, having
clear, descriptive names for
each can make them much
easier to administrate.
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Admin Config (Date/NTP)

BUFFALO

You may set the time and
AirStation date on your AirStation by
R — N entering it manually, and

P tosour | Local Time [2004 Tress [T Iwortn 3 Josy (8 Jrows [T Jaireste 2 Jsecanss then Clicking Apply
WHR-3548 _#oply | | Rstesh | | Acquire Curant Time rom yaur PC |

_ Time/NTP/Time Zone Setup B LU

You may also click Acquire

o] wancenng NTF Time Server Setup @ MELP Current Time from your
LLAN Conftig J NTP Functionaiity [ enatse :
| metwork ot | senerreame. [ PC to set time and date
 tceesscooty | EERREINE (- automatically to match the
e ; PC you’re using to set it up.
Date HTP .
P—— ol s‘“‘“%. If you have an NTP time
e server on your network,
P Updata Enable NTP functionality and

Bl piagnostic enter your NTP Server Name.

Choose how often you want
time updated and click Apply.

If you’re setting time manually, you'll need to select your Time Zone and click Apply.
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Syslog Transfer

BUFFALO _ Transfar Log (Syslog) Seftings e
AirStation
nng Log Transter 10 Enabie
L+ HOME |  spogsener
B Adciess Transiation B Packst Fitter
B Firewan B prege Client
o g B DHCP Cliant B CHCP Garver
P Ty
LL&N Config ] B nte casit Bwnd cannbhang
| Metwork contig | BB intrursion Diebector
Wireless Confi |
=as e , ey | [Satecian] [icaran]
Haine Passmd
Diste WTP
Syslog Transtes
Savn ool Configs
Inftilize Feboot
e Upilate
:i Dlagnostic

If you have a syslog server on your network, you may send logs to it. Check
Enable to have logs transferred. Enter the address of your Syslog Server, check
the logs you want transferred, and click Apply.
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Save/Load Configuration

BUFFALO Save/Restore '“.“
[ = HomE | Save cument setings -

WHR=-G545

To restors saved semings dara later, you'll nesd the AlrSeation’s current administratar paseword,

Enter :ve Agminisirstor Password which was in IHEI:
whan the Bacaup e was saved

WAN Conti J Eggmr:g""ﬂ”'a‘"?" 1 e — |
Lalgenty [ Aasiore |

4 Metwork Contfig |
Wireless Config J
Admin Sontig

Haimo Passwd
Duate HTF

Syslog Tramstes
S Lol Configs
Initilize Febaot
Fania e Upiato

J Diagnostic

4

Once your AirStation’s configured the way you want it, you can save the
configuration here. Youll need the current administrator password to restore
the configuration from the backup file later.

Click Help at the top right corner of the page for more information on backing up
and recovering system configuration files.
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Initialize /Reboot

BUFFALOD (Camanesun T I Click Restart Now to restart your
Air Station AirStation. Click Initialize Now to
B Bl restore your AirStation to factory
_rossntion | defaults and restart it.
Linanio o |

:l Dlagnestic

You may also initialize your AirStation
by holding down the Init button on the
bottom of the router for 3 seconds.
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Firmware Update

BUFFALD __ Firmwara Update | COW |
AirStation
Wrwens LAN Access F F|rml}| I'_
Flle Name
[ > HOMmE | R

WHR-G545 “Gat updated firmware files fram the following link:

2 Download Service
- WAN Contig

| LAH Cenfhig

Hetwark Contig |

| Wireless Contig |

Admin Contig

Name Paszev
Diats WTF

Sysdig Transtes
Sanvn Lo Conligs
Indtilize Reboot
Hanvsm o Ugnilal o
I Dizgnestic

Click Browse to select your firmware update file. Then, click the Firmware
Update button to update firmware.

Firmware Update may take several minutes to complete. Do not power down the
router until Firmware Update is finished and the diag light on the front of the
router has stopped blinking.

When available, updated firmware may be downloaded from
wwuw.buffalotech.com.
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System Information

BUFFALO

u HELP

( System Information

AirStation

i

W 53 LA Model

WHR-HP-G54 Yer1.20

CEITTEE
WHR-HP-G54 AN
Wired Link Discannected
WAN Confi J IP Address 192.168.11.1
VAN Config
. L Subnet Mask 255.255.295.0
LAN Confi J DHCF Server Enabled
Network Config J MAC Address 00:00:0B:AE:00:18
Wireless Confi J Wireless Status Enabled
Wireless Config
i i 351D 000DOBAEDDT 8
Admin Confi J Wirel 0911 Encryption Made Mot Configured
Diagnostic J Ireless( A1g) Wireless Channel 11Channel (Manual)
125* High Speed hode Enabled
em Info
e MAC Address 00:00:0B:AED0:1G
Log Info
Client Monitor

Ping Test

The System Information page lists all the setup information for your AirStation. It

can be very handy for setting up clients that don’t support AOSS.
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BUFFALD
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Logs

Here you can choose what information
gets logged and see recent log entries.
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Packet Traffic Information

Here, you can see the packets and

BUFFALD
AirStation errors for each of your networks.
et Ol - -
bl Hormal  Errors Nom:lm:um
s 45 i LG (8
WHR -HF =G54 Wireless LAN (802.11g) w0 (] 94 [

WAN Centig

LAN Config

| Network Contig |

Wiretass Contig |

| Admin Contig
Diagnostic

Systom info

Legnfo

Packet ko

Cliean Monkos

Ping Tast
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Client Monitor

Client Monitor shows you a list of all
clients currently connected to the
wireless network.

BUFFALD (__cilent Monitor
AirStation

Legss P Communieation  Wintless
Agaress Metnog AL
¥ OISRV Wesess oo
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BUFFALD (CringTent T To perform a Ping, enter a target
AirStation . : (such as 192.168.11.2 or wwuw.
2 estnabon Address .
- Home | e buffalotech.com) and click Execute.
[ > tocour | .
WHR-HP -G54 '*D‘:‘“ —— Successful pings return “64 bytes
[ woamconng | PSS orEcune from . . .” messages. If the ping
R returns “Connection failed” or other
J varsiess conng | errors, something is preventing you
d Admin Cantig . .
B omgnosme | from communicating successfully
Systenn it :
e with your target.
Packat ifo
Chent Monifios
Ping T#s
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Connecting to a Preexisting Network

To add an AirStation to a network without changing the existing LAN configuration,

proceed as follows:

1. Put the AirStation in AP mode by moving the switch on the bottom from AUTO to BRI

2. Connect one of the AirStation’s LAN ports to an existing router or switch on your
network.

3. Temporarily change your computer’s IP address to an unused address on the
192.168.11.x subnet, with subnet mask 255.255.255.0.

4. Type “192.168.11.100” into a browser window to open the AirStation’s Configuration
Tool.

5. In LAN Config, configure the following settings:

IP Address = [192.168.11.137] (Specify an unused network address from the existing
LAN.)

Subnet Mask=[255.255.255.0] (Use the same Subnet Mask as the existing LAN.)

6. Restore your PC’s IP address settings to their original values.
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Configuring a WDS Bridge

Your AirStation’s WDS bridging capability allows you to extend the size of your wireless network
by adding additional AirStations, all connected wirelessly.

In this simple example, we’ll connect two AirStations in a wireless bridge. You may use these
same steps to add additional bridges for greater coverage.*

For easiest configuration, we recommend configuring all components in close proximity before
deploying them to their final positions. Wired connections make initial configuration even
simpler.

The first AirStation will be the router that
receives the internet connection. On the bottom
of the AirStation, make sure that the switch

is set to “AUTO”. If desired, you may connect
the Ethernet cable from your cable or DSL
modem to its WAN port now, though this is not
necessary for configuration. Power on the first
AirStation.

The second AirStation will be configured as a
repeater/bridge. Make sure that its switch is
set to “BRI”. Use a RJ-45 cat5 Ethernet cable to
connect LAN ports of the two AirStations. Power
up the second AirStation.
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Configuring a WDS Bridge

Connect a PC’s Ethernet port to another RJ-45 port on the main router (the first
AirStation). You will use this PC to configure the settings of the AirStations.

Here’s the whole setup, ready for initial configuration.

* Note: Each AirStation may be part of 6 different bridges. Remember that each layer
of bridges takes about half your total network speed, so avoid configuring daisy-chains
more than 4 bridges long. A star-pattern is always better, with a central router serving
multiple bridges.
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Configuring a WDS Bridge

Once the AirStations are powered on, you will
want to make sure that they are in factory
default configuration. On the bottom of each,
hold down the “INIT” button for three seconds.
This will reset them to factory defaults. They
will take 30-60 seconds to reboot afterwards.

Power on your PC. Make sure that it . I
is configured to “obtain an IP address e e e e e

automatically” from DHCP. Open a web <:] 3 E:} 3 i 1072.168.11.1
browser and in the address field, enter - ﬁ |@

192.168.11.1. This is the default IP address of
your first AirStation.

prompt x|
Enter username and password for "AirStation” at http://192.168.11.1
A login window will pop up. The default @ Heehane:
username is “root”. Leave the password field
Password:

blank and click OK. | |

|r00t |

||—Use Password Manager to ber this p d.
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Configuring a WDS Bridge

The Web Admin Tool for your first AirStation will open.
Click on the Advanced tab.

On the left side menu, click on Wireless Config, and then
Basic.

Change the Wireless Channel from Auto to a channel.
Make a note of the channel that you've chosen, because all
of your wireless devices will need to be configured to use
this same channel. Change Framebursting from 125 High
Speed Mode to Framebursting or Do not use (Framebursting
is recommended if all your client devices support it). Click
Apply. Your AirStation will reboot in 30-60 seconds.
Optional: Note the SSID of this AirStation. By default,
this value will be different for each AirStation. For easy
roaming, you may want to change the SSIDs of both
AirStations to a constant value.
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Configuring a WDS Bridge

On the left-side menu, click on Wireless Config, and
then Repeater.

Repeater-Bridge (WDS) must be set to Enable. If it is
not, change it to Enable in the drop down menu and
click Apply. After the AirStation reboots, the screen
will refresh. Click Edit Registered WDS Partners.

Under Add New WDS Partner Access Point, enter the
wireless MAC address of the second AirStation, the
one that you want to form a bridge with. You can
get this from the bottom of the second AirStation (see
above). Enter it with each pair of digits separated

by a colon, e.g. 000D0OB10F778 would be entered
“00:0D:0B:10:F7:78”. Press New Partner when done.
The AirStation will reboot, and when the screen
refreshes, the second AirStation’s MAC address will
be listed under Bridgeable Access Points.
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AirStation
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e . e o prbeats Tov vy 224 e s 8 G ]

S5 L QF e e e 8 S

BUFFALD
AirStation
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Configuring a WDS Bridge

N e e A e
AirStation with the MAC address of the AiStation Sciimy=SERESIEN,
first one. In your browser’s address field, | File Edit View Go Bookmarks Tools Help

enter “192.168.11.100”. This will take i
¥+ & 192.168.11.100
you into the Web-Based Configuration “«rw @ - ﬁ & |

Utility for the second AirStation.

Once again, the username is “root” and [ XS x|

the password iS blank by default. ® Enter username and password for "AirStation" at http://192.168.11.1
User Name:

Irnnt |

Password:
| |

|rl.k-;e Password Manager to remember this passwaord.
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In the Web-Based Configuration Utility, click on the
Advanced tab, select Wireless Config, and choose
Basic. Change the wireless channel to match the one
you set for the first AirStation. Change Framebursting
from 125 High Speed Mode to Framebursting or Do not
use (whichever you chose for the first AirStation). For
easy roaming, you may change the SSID to match the
current SSID setting of the other AirStation. Click
Apply. Your AirStation will reboot in 30-60 seconds.

Now, under Wireless Config, choose Repeater.

Confirm that Repeater-Bridge (WDS) is set to Enable.
Click Edit Registered WDS Partners.

Configuring a WDS Bridge
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Configuring a WDS Bridge

Under Add New WDS Partner Access e Lol
. . i goe yewr oo peskrars Leok bep 28 meruss eaed D0 G5 [
Point, enter the wireless MAC address of #9028 4 BFT s e T

( WDS setup - Edit Bridgoable Access Points (11g] [l e

BUFFALD
Air Station
[ Home |

the first AirStation (available from the
bottom of the first AirStation), with each
pair of digits separated by a colon, e.g.
MAC:000DOB10F779 would be entered

Frnn e 1o 1o P

did How WES Parinar Access Point [l #EL2
T —

00:0D:0B:10:F7:79. Click New Partner j ::'::i:_q e ik nrbah
when done. The AirStation will reboot, ==
and when the screen refreshes, the first Lo o L T
AirStation’s MAC address will be listed
under Bridgeable Access Points.
[ -

The two AirStations are now linked by a wireless bridge. Unplug all the network cables
and test the bridge by logging into each of the access points with a wireless client. You
should be able to connect to either of the access points from Windows Wireless Network
connection, getting an IP address assigned to your client with no error messages. You
should also be able to log into both of their Web-Based Configuration Utilities by
entering their IP addresses into a web browser (192.168.11.1 for the main access point;
192.168.11.100 for the bridged access point). If the first AirStation is connected to the
Internet, you should be able to connect to the second AirStation and surf the web.
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Configuring a WDS Bridge

3 =130 =]
e GdE Mew Co postmaris Tosls Selp 2.7 mewess ere S0 L3 1

Once you can connect to each of your access

points, you should configure WEP encryption. @scsé  afeimsions s S

Without WEP, anyone within range of BUFFALD
i Station

your access points can easily connect to

your network. From within the second
AirStation’s Web-Based Configuration Utility
(192.168.11.100), click on Advanced, then
Wireless Config, then Security. Note that

you must set up WEP on the bridge (second
AirStation) first, before configuring it on the
main router (first AirStation), or you will have
to reconnect the network cables to finish
configuration.

Bl msoeta |
uNCeong |
Mstwerk Coasg |

B wereisss conng |

Arfvanees Semings.
BvnadcastSED R [natk
Prwacy Separstce [ ynass

gy |

Trarsberting clon fieem 192.168.11.1.. F -]

Change wireless encryption from “no encryption” to “WEP”. Note that TKIP and AES
encryption schemes will not work with WDS; you must use WEP for encryption. WEP
keys may be any of 4 different types; choose one of the following types from the drop-
down “WEP Encryption Key” box:

Character Input - 13 characters (ASCII WEP128 104 bit, key should contain 13
alphanumeric characters a-z, A-Z, 0-9)

Character Input - 5 characters (ASCII WEP64 40 bit, key should contain 5 alphanumeric
characters a-z, A-Z, 0-9)
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Configuring a WDS Bridge

Hexadecimal Input - 26 digits (Hex WEP128 104 bit, key should contain 26 characters
A-F, 0-9)

Hexadecimal Input - 10 digits (Hex WEP64 40 bit, key should contain 10 characters A-F,
0-9)

Enter at least one encryption key in the first encryption key space. The key should
match the format of the chosen WEP encryption type. Additional keys may be entered in
boxes 2, 3, and 4.

Click Apply when finished!

After configuring the bridge (the second AirStation) for WEP, log into the first AirStation’s
Web-Based Configuration Utility (192.168.11.1) and make exactly the same changes

to the WEP settings. All WEP configuration settings must be exactly the same, or the
AirStations will not be able to communicate.

Each wireless client that will connect to the AirStations must also be configured with the
exact same WEP encryption key type and encryption key. Consult your wireless client’s
documentation for more information on configuring its WEP settings.

Once everything is working smoothly, change the admin password of both AirStations to
something different from the default blank password. Store the new password in a safe
place! You will not be able to access your network settings without it.
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Troubleshooting WDS

* Most problems with setting up WDS are caused by incorrectly entering the MAC
addresses into each AirStation’s Web-Based Configuration Utility. If you’re having
problems, check the MAC address settings in both AirStations’s Web-Based
Configuration Utilities. Each AirStation should be configured to be in a bridge with the
other’s wireless MAC address.

e Confirm that all bridges are set to the same wireless channel.

e If you cannot access the AirStations wirelessly, reconnect the Ethernet cables as shown
on page 25 to easily access the AirStations’s Web-Based Configuration Utilities.

* All wireless access points in the wireless bridge need to support WDS.

* No single access point can communicate with more then five other access points via
wireless bridges.

e Start the wireless bridge system with only two access points and then add more, one at
a time.

* Set up all access points in the wireless bridge in close proximity before deploying them
to their final locations.

* Only one access point in the wireless bridge should be serving DHCP and routing
services. If a wireless network is added to an existing routed wired network, none of the
wireless devices should be serving DHCP.
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Antennas

The WHR-HP-G54 has two antennas, one internal and one external. The external
antenna will usually give the best performance if oriented to point straight up. If
your AirStation is resting on its side, use the antenna’s swivel and twist function

to orient it pointed upward.

In some environments it may be desirable to further increase range by installing
a higher-gain external antenna. External antennas come in all shapes and sizes.
Antennas also come with different connectors. The WHR-HP-G54 has an RP-SMA
connector on it. If an antenna has a different kind of connector, you'll need an
adaptor to use it.

To install a different antenna, unscrew the stock antenna from the RP-SMA
connector on the AirStation, and screw on the connector or adaptor from your
new antenna.
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Specifications

For more information, FAQs, and updates, consult the Buffalo Technology website at
www.buffalotech.com.

WHR-HP-G54 AirStation Specifications

Physical Specifications

Dimensions 1.1 x 5.1 x 5.7 in. (28 x 130 x 144mm)
Weight 9.8 oz. 1b. (277g)

Temperature & Humidity

Operation 0° to 40° C
Maximum humidity 80%
Transit/Storage 0° to 40° C maximum humidity 80% (no condensation)

Power Characteristics

Transmit Mode 1.1A (Nominal),
Power Supply 5 V output; 100-240V AC Universal, 50/60 Hz
Power Consumption about 6.5 Watts (Max)
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Specifications

Regulatory Information

Wireless communication is often subject to local radio regulations. Although AirStation
wireless networking products have been designed for operation in the license-free 2.4
GHz band, local radio regulations may impose limitations on the use of wireless commu-
nication equipment.

Network Compatibility
IEEE802.11g/b Standard for Wireless LANs (125* High Speed Mode also Available.)

Host Operating System

Microsoft Windows® 98SE/ME/NT4.0/2000/XP, Unix, Linux and MacOS
Media Access Protocol

Wired - CSMD/CD (Collision Detection)

Wireless - CSMD/CA (Collision Avoidance) with Acknowledgment (ACK)

Radio Characteristics

RF Frequency Band 2.4 GHz (2400-2483 MHz)
11 selectable channels (3 non-overlapping)
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Specifications

Modulation Technique Direct Sequence Spread Spectrum

e ODFM for High Transmit Rate
¢ DQPSK for Standard Transmit Rate
* DBPSK for Low Transmit Rate

Spreading 11-chip Barker Sequence
Nominal Output Power: 19dBm (802.11b), 16dBm (802.11g)
Transmit Rate:

* High Speed 54 Mbps (125 Mbps in 125* High Speed Mode)

* Medium Speed 36 Mbps (96 Mbps in 125* High Speed Mode)
* Standard Speed 2 Mbps

* Low Speed 1 Mbps

Open Office Environment
160 m (525 ft.)

270 m (885 ft.)

400 m (1300 ft.)

550 m (1750 ft.)
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Specifications

Semi-Open Office Environment
50 m (165 ft.)

70 m (230 ft.)

90 m (300 ft.)

115 m (375 ft.)

Closed Office
25 m (80 ft.)

35m (115 ft.)
40 m (130 ft.)
50 m (165 ft.)

Receiver Sensitivity -83 dBm -87 dBm -91 dBm -94 dBm (depends on data rate)
Delay Spread (at FER of <1%) 65 ns 225 ns 400 ns 500 ns (depends on data rate)

* The range of wireless devices can be affected by metal surfaces, solid high-density
materials and obstacles in the signal path.

Table “Radio Characteristics” lists the typical ranges when used indoors:

* In Open Office environments, clients can “see” each other, i.e. there are no physical
obstructions between them.

* In Semi-open Office environments, work space is separated by room dividers; client
cards are at desktop level.

* In Closed Office environments, workspace is separated by floor-to-ceiling brick walls.
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Specifications

Note: The range values listed in Table “Radio Characteristics” are typical distances as
measured at Buffalo Technology AirStation laboratories. These values are provided for
your guidance but may vary according to the actual radio conditions at the location
where the AirStation product is installed.

AirStation IEEE 802.11 Channel Sets

The range of the wireless signal is related to the Transmit Rate of the wireless
communication. Communications at a lower Transmit range may travel longer distances.

Center Channel ID FCC

12412 22417 3 2422 4 2427 52432 62437 7 2442 8 2447 9 2452 10 2457
11 2462 11 default channel
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Troubleshooting

Common Problems
* Out of range, client cannot connect to the AirStation.

* Configuration mismatch, client cannot connect to the AirStation.
» Absence or conflict with the Client Driver.

¢ Conflict of another device with the AirStation hardware.

LED Activity

Monitoring LED activity may help identify problems.
* Power LED should be Green when the AirStation is on.
* The Security LED lights when encryption or authorization is turned on.

* Wireless LED should be Green if the line is active. If it is blinking Green, wireless
communication is active.

* Router LED should be Green (100Mbps) or Amber (10Mbps) while communication is
active.

* The Red Diag LED will flash during boot and firmware updates. 3 red flashes at boot

indicates a problem with the wired LAN side. 4 red flashes at boot indicates a problem
with the wireless LAN side.

To check the Diag LED, unplug the power for three seconds. Plug the power back in and
watch the Diag LED during boot-up.
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Troubleshooting

LEDs Work But Client PC Cannot Connect to Network

If the LEDs indicate that the network is working properly (Power LED is on, Transmit/
Receive LED blinks), check the TCP/IP settings of the network.

Changing Client TCP/IP Settings in Windows

Consult the LAN Administrator for correct TCP/IP settings.

To add or change TCP/IP Settings:

1. On the Windows task bar, click Start.

2. Select Settings, then Control Panel.

3. Double-click on the Network icon to view Network Properties.

4. From the list of installed components, verify the “TCP/IP - wireless LAN adapter”
protocol is installed.

e If the wireless adapter protocol is not yet installed, click the Add button and select
the TCP/IP protocol from the list. Refer to Windows Help for more information.

» If the wireless adapter protocol is installed, select the protocol and click the
Properties button. Verify that the parameters match the settings provided by your
LAN Administrator. Make changes if necessary, and click OK.

5. If prompted, restart your computer.

Other Problems

Please refer to www.buffalotech.com for further reference materials.
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10BaseT: 802.3 based Ethernet network
that uses UTP (Unshielded twisted pair)
cable and a star topology. 10 Mbps data
transmission speed.

100BaseT: 802.3 based Ethernet network
that uses UTP (Unshielded twisted pair)
cable and a star topology. 100 Mbps data
transmission speed.

1000BaseT: 802.3 based Ethernet
network that uses UTP (Unshielded twisted
pair) cable and a star topology. 1000 Mbps
data transmission speed.

802.1x: The standard for wireless LAN
authentication used between an AP and a
client. 802.1x with EAP will initiate key
handling.

Access Point: A hardware device that acts
as a communication hub for Clients (users
of wireless devices) to connect to a wired
LAN.

Bandwidth: The transmission capacity of
a computer or a communication channel,
usually stated in Megabits per second
(Mbps).

Bridge: A device which forwards traffic
between network segments with a common
network layer address, based on data link
layer information.

Client: A PC, workstation, or other device
that connects to a network wirelessly
through an Access Point.

Cross-Over Cable: A UTP cable that has its
transmit and receive pair crossed to allow
communications between two devices.

Default Gateway: The IP Address of either
the nearest router or server for the LAN.

Destination Address: The address portion
of a packet that identifies the intended
recipient station.
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DHCP (Dynamic Host Configuration
Protocol): Based on BOOTP, it uses a pool
of IP addresses, which it assigns to each
device connected to it, and retrieves the
address when the device becomes dormant
for a period of time.

DNS (Domain Name System): System
used to map readable machine names into
IP addresses.

Driver: Software that interfaces a
computer with a specific hardware device.

Dynamic IP Address: An IP address that
is automatically assigned to a client station
in a TCP/IP network, typically by a DHCP
server.

Ethernet: The most widely used
architecture for Local Area Networks
(LANSs). It is a shared-media network
architecture. The IEEE 802.3 standard
details its functionality.

Ethernet cable: A wire similar to telephone
cable that carries signals between Ethernet
devices. It is designed to connect a single
device’s NIC to a router, switch, or hub.
See also Crossover cable.

File and Print Sharing: A Microsoft
application that allows computers on a
network to share files and printers.

Firmware: Computer programming
instructions that are stored in a read-
only memory unit rather than being
implemented through software.

Frame: A fixed block of data, transmitted
as a single entity. Also referred to as a
packet.

Full-Duplex: To transmit in both
directions simultaneously.

Half-duplex: To transmit in both
directions, one direction at a time.
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Hub: A device which allows connection
of computers and other devices to form a
LAN.

IEEE (Institute of Electrical and
Electronics Engineers): The professional
organization which promotes development
of electronics technology.

IP (Internet Protocol) Address: A unique
32-binary-digit number that identifies each
sender or receiver of information sent in
packets.

Infrastructure: A wireless network or
other small network in which the wireless
network devices are made a part of the
network through the Access Point.

ISP (Internet Service Provider): A
company that provides access to the
Internet and other related services.

IV (Initialization Vector): The header
section of an encrypted message packet.

LAN (Local Area Network): A group
of computers and peripheral devices
connected to share resources.

LED (Light Emitting Diode): The lights
on a hardware device representing the
activity through the ports.

MAC (Medium Access Control) Address:
The unique number that distinguishes
every network interface card.

Mbps (Mega Bits Per Second): A
measurement of millions of bits per
second.

MDI/X (Media Dependent Interface/
Cross-over): Port on a network hub or
switch that crosses the incoming transmit
lines with the outgoing receive lines.

MHz (MegaHertz): One million cycles per
second.
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NAT (Network Address Translation): An
internet standard that enables a LAN to
use one set of IP addresses for internal
traffic and a second set for external traffic.

NIC (Network Interface Card): An
expansion card connected to a computer
so the computer can be connected to a
network.

Packet: A block of data that is transferred
as a single unit, also called a frame or a
block.

Packet Filtering: Discarding unwanted
network traffic based on its originating
address or its type.

PCMCIA (Personal Computer Memory
Card International Association) Card:
Removable module that adds features to a
portable computer.

Ping (Packet Internet Groper): An
Internet utility used to determine whether
a particular IP address is accessible.

Plug and Play: Hardware that, once physically
installed, finishes its installation automatically
and may immediately be used, as opposed

to hardware that requires further manual
configuration.

PoE (Power over Ethernet): A mechanism to
send DC power to a device along its Ethernet
cable.

PPPoE (Point-to-Point Protocol over
Ethernet): A specification for connecting users
on an Ethernet line to the Internet through a
common broadband medium.

Protocol: A standard way of exchanging
information between computers.

RADIUS (Remote Authentication Dial
In User Service): A server that issues
authentication keys to clients.

RAM (Random Access Memory): Non-
permanent memory.
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RJ-45 connector: An 8-pin connector
used between a twisted pair cable and a
data transmission device.

ROM (Read Only Memory): Memory
hardware that allows fast access to
permanently stored data but prevents
addition to or modification of the data.

Roaming: The ability to use a wireless
device while moving from one access point
to another without losing the connection.

SMTP (Simple Mail Transfer Protocol):
The protocol used to define and deliver
electronic mail (E-mail) from one location
to another.

SNMP (Simple Network Management
Protocol: An application layer protocol
that outlines the formal structure for
communication among network devices.

Static IP Address: A permanent IP
address assigned to a node in a TCP/IP
network.

SSID: The “name” of your wireless
network. You can get it from the Setup
page of the configuration utility.

STP (Shielded Twisted Pair): Twisted Pair
cable wrapped in a metal sheath to provide
extra protection from external interfering
signals.

Subnet Mask: An eight-byte address
divided into 4 parts separated by periods.

TCP/IP (Transmission Control Protocol/
Internet Protocol: Protocol used by
computers when communicating across
the Internet or Intranet.

TKIP (Temporal Key Integrity Protocol):
An encryption method replacing WEP.
TKIP uses random IV and frequent key
exchanges.

Twisted Pair: Cable that comprises 2
or more pair of insulated wires twisted
together.




UDP (User Datagram Protocol): A
communication method (protocol)

that offers a limited amount of service
when messages are exchanged between
computers in a network. UDP is used as
an alternative to TCP/IP.

UTP (Unshielded Twisted Pair) cable:
Two or more unshielded wires twisted
together to form a cable.

WAN (Wide Area Network): A networking
system covering a wide geographical area.

WEP Encryption: A common security
protocol for wireless networks. WEP is
compatible with almost all wireless devices.

Web Browser: A software program that
allows viewing of web pages.

Wi-Fi (Wireless Fidelity): An organization
that tests and assures interoperability
among WLAN devices.

WLAN (Wireless LAN): A LAN topology

using wireless devices.

WPA Encryption: An encryption algorithm
designed to improve on the security of
WEP.

WPA2 Encryption: An advanced AES-
based encryption algorithm. This is the
latest, best security algorithm currently
available for Buffalo Wi-Fi products.

VPN (Virtual Private Network): A security
method to connect remote LAN users to a
corporate LAN system.
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FCC / CE Information

Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in a residential installation. This equipment
generates, uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications.
However, there is no guarantee that interference will not occur in a particular installation.
If this equipment does cause harmful interference to radio or television reception, which
can be determined by turning the equipment off and on, the user is encouraged to try to
correct the interference by one of the following measures:

* Reorient or relocate the receiving antenna.
* Increase the separation between the equipment and receiver.

* Connect the equipment into an outlet on a circuit different from that to which the receiver
is connected.

* Consult the dealer or an experienced radio/TV technician for help.

FCC Warning:

Any changes or modifications not expressly approved by the party responsible for compliance
could void the user’s authority to operate the equipment.
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FCC / CE Information

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) this device must accept
any interference received, including interference that may cause undesired operation.

Important Note - FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for uncontrolled
equipment. This equipment should be installed and operated with minimum distance 20cm
between the radiator and your body.

This transmitter must not be co-located or operating in conjunction with any other antenna
or transmitter.

The availability of some specific channels and/or operational frequency bands are country
dependent and are firmware programmed at the factory to match the intended destination.
The firmware setting is not accessible by the end user.

Industry Canada statement:

This device complies with RSS-210 of the Industry Canada Rules. Operation is subject to
the following two conditions:

(1) This device may not cause harmful interference, and (2) this device must accept any
interference received, including interference that may cause undesired operation.
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Important Note - Radiation Exposure Statement:

This equipment complies with IC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance 20cm
between the radiator & your body.

European Union Notice:

Radio products with the CE marking comply with the R&TTE Directive (1999/5/EC), the
EMC Directive (89/336/EEC) and the Low Voltage Directive (73/23/EEC) issued by the
Commission of the European Community.

Compliance with these directives implies conformity to the following European Norms:

* EN 60950 Product Safety

* EN 300 328 Technical requirement for radio equipment

* EN 301 489-1/-17 General EMC requirements for radio equipment

Taiwan:

SAR compliance has been established in typical laptop computer(s) with CardBus

slot, and product could be used in typical laptop computer with CardBus slot. Other
application like handheld PC or similar device has not been verified, may not comply with
related RF exposure rules, and such use shall be prohibited.

Safety

This equipment is designed with the utmost care for the safety of those who install and
use it. However, special attention must be paid to the dangers of electric shock and static
electricity when working with electrical equipment. All guidelines of this manual and of
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the computer manufacturer must therefore be allowed at all times to ensure the safe use
of the equipment.

Intended use
This device is a 2.4 GHz wireless LAN transceiver, intended for indoor home and office
use in USA, Canada, all EU and EFTA member states.

EU Countries intended for use

This device is intended for indoor home and office use in the following countries: Austria,
Belgium, Denmark, France, Finland, Germany, Greece, Italy, Ireland, Luxembourg,

The Netherlands, Portugal, Spain, Sweden, United Kingdom, Cyprus, Czech Republic,
Estonia, Hungry, Latvia, Lithuania, Malta, Poland, Slovak Republic, and Slovenia.

The device is also authorized for use in all EFTA member states Iceland, Liechtenstein,
Norway and Switzerland.

EU countries not intended for use
None
Potential restrictive use

This device is a 2.4 GHz wireless LAN transceiver, intended for indoor home and office
use in all EU and EFTA member states, except in France, Belgium and Italy where
restrictive use applies.
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In Italy the end-user should apply for a license at the national spectrum authorities in
order to obtain an authorization to use the device for setting up outdoor radio links.

In Belgium there is a restriction in outdoor use. The frequency range in which outdoor
operation in Belgium is permitted is 2460 — 2483.5 MHz.

In France only channels 10,11,12 and 13 are available.

This device may not be used for setting up outdoor radio links in France. For more
information see http://www.anfr.fr/ and/or http://www.art-telecom.fr
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Environmental Information

° The equipment that you have purchased has required the extraction and use of natural
resources for its production.

® The equipment may contain hazardous substances that could impact health and the
environment.

¢ In order to avoid the dissemination of those substances in our environment and to diminish the
pressure on the natural resources, we encourage you to use the appropriate take-back systems.

* The take-back systems will reuse or recycle most of the materials of your end life equipment in
a sound way.

® The crossed-out wheeled bin symbol invites you to use those systems.

¢ If you need more information on the collection, reuse and recycling systems, please contact
your local or regional waste administration.
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Warranty Information

Buffalo Technology (Melco Inc.) products come with a two-year limited warranty from the
date of purchase. Buffalo Technology (Melco Inc.) warrants to the original purchaser the
product; good operating condition for the warranty period. This warranty does not include
non-Buffalo Technology (Melco Inc.) installed components. If the Buffalo product malfunctions
during the warranty period, Buffalo Technology/(Melco Inc.) will replace the unit, provided
the unit has not been subjected to misuse, abuse, or non-Buffalo Technology/(Melco Inc.)
authorized alteration, modifications or repair.

All expressed and implied warranties for the Buffalo Technology (Melco Inc) product line
including, but not limited to, the warranties of merchantability and fitness of a particular
purpose are limited in duration to the above period.

Under no circumstances shall Buffalo Technology/(Melco Inc.) be liable in any way to the
user for damages, including any lost profits, lost savings or other incidental or consequential
damages arising out of the use of, or inability to use the Buffalo products.

In no event shall Buffalo Technology/(Melco Inc.) liability exceed the price paid for the product
from direct, indirect, special, incidental, or consequential damages resulting from the use of
the product, its accompanying software, or its documentation. Buffalo Technology/(Melco
Inc.) does not offer refunds for any product.

@ 2003-2009 Buffalo Technology (Melco, Inc.)
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Contact Information (North America)

Buffalo Technology USA Inc.
11100 Metric Blvd, Suite 750
Austin, TX 78758

GENERAL INQUIRIES

Monday through Friday

8:30am-5:30pm CST

Direct: 512-794-8533 | Toll-free: 800-456-9799 | Fax: 512-794-8520 | Email: sales@
buffalotech.com

TECHNICAL SUPPORT

North American Technical Support by phone is available 24 hours a day, 7 days a week. (USA
and Canada).
Toll-free: (866) 752-6210 | Email: info@buffalotech.com
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Contact Information (Europe)

Buffalo Technology UK Ltd.

2 Bracknell Beeches, Old Bracknell Lane
Bracknell, Berkshire, RG12 7BW

United Kingdom

GENERAL INQUIRIES
Email: sales@buffalo-technology.com

TECHNICAL SUPPORT

Buffalo Technology provides technical support in English, German, French, Italian, and
Spanish. For opening hours and relevant telephone numbers, please go to

www.buffalo-technology.com/ contact
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GPL Source Code

Source code for Buffalo products that use GPL code is available at http://opensource.buffalo.jp.
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125* High Speed Mode

* When operating in High-Speed Mode, this Wi-Fi device achieves an actual
throughput of up to 34.1 Mbps, which is equivalent to the throughput of

a system following 802.11g protocol and operating at a signaling rate of
125 Mbps.
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