e
Satyrn INDUSTRIAL SWITCHES

SATYRN M SERIES

COMTROL GmbH
Unit 2 | Staplehurst | Weston on the Green
Bicester | OX25 3QU | UK

T: +44 (0)1869 352740
F:+44 (0)1869 351848
E: support@comtrol.co.uk
www.comtrol.co.uk







1

Table of Contents

Getting to KNow Your SWItCh......ccviiiiiiiiii s 1
1.1 About the Satyrn M Series Industrial SWitCh.....ccceevvivivirnnnniriiccccccecieeenenens 1
1.2 SOFEWALE FRATULES. c..vvvviiriiiiriei ettt 1
1.3 HardwWare FEatures.....c.covrrieuiirinirieieccririsieicicictstneetei ettt esaesene 1

Hardware InStallation .....c.ccoeireeeiiniiicccirrecceris ettt ettt ese e 2
2.1 Installing Switch on DIN-Rail......cccccociiiiiiiiiiiiiiiiiccces 2
2.2 Mounting M Series switches on to a DIN-Rail ..o, 2

3.1 Wall Mounting Installation ... 3

2.2.1  Mount L Series switches 0n to a Wall......ccoeueueirnnneciincccrcc e 3

HArdWare OVEIVIEW ....vevvieiceiiieieitieieietetetetetetet sttt b bbbt ea et seseaens 5
3.1 FLont Panel ...ttt 5

311 Satyrft MOBO-EN ..ottt ettt sttt ssesescsenns 5

3.1.2  Satyrn MOO2-EM & MOG2-ES.....c.coooieirricirinieeienieeieneeicieeseesesesseesesessesesesenns 6

3.1.3  Satyrnt MOOZ2-EG ..ot 7

3.1.4  Satyrn MOG2-EL & MOOGZ-ET .....c.covoiiiiriiciiiniieieiiicieseeeieeieesessisenesensssesennns 8

3.1.5  Satyrft MOBZ2-EQ .ottt ettt eseaees 10

3.1.6  Satyrnn MO73 EC ...ttt 11
3.2 Bottom Panel.....ccooieueiinicciiccctc ettt 12

3.2.1  MOG2 Series and MOBO ....ccovueirireririeeeeceiticieieieieteie ettt 12

322 MOB2-EQ.ciiiiiiiiiiiiiieieieisirieieeis ittt sese sttt 12

323 MOT3-EC ..ttt sttt 13
3.3 Reat Panel ...ttt 14

CADIES .ttt 14
4.1 Ethernet Cables ...ttt 14

411 100BASE-TX/10BASE-T RJ-45 Pin ASSIZNMENLS ..vuevrevrrereerrerieneensenenneenen. 15
4.2 FIDIES ottt 15
4.3 SEP bbbttt 16
4.4 CONSOLE CaADLC.....uvviviiiiii ettt 16

Browser based Management .........ccocveuiuiiiiiiiiniciiiiieiiiescesssnesssssessssssssesnes 17

5.1 Configuring the M Series Satyrn switches using a Browser ..o 17



5.1.1  About Browser-based Management ..o 17

5.1.2  System INfOrmation ... 18
5.1.2.1  LoCAtiON ALCTu.uuiuiiiiiiiiiiiiiiiiiiciiiiictcceiceee et 18
5.1.3  BaSIC SELHNGS ..vcviiiiiiiiiiiiicccc st 18
51.3.1  Front Panel......coiiiiiiiii s 18
5.1.3.2  SWItCh SEHNE ..cuvuiuiiiiiiiiiiici s 18
5.1.3.3  Admin Password ..o 19
5.1.3.4 TP SEttiNg ...ovuiviiciiiiiiiciiiciiciiictis s 19
5.1.3.5  SNTP Configuration......cceuiueururiuiueininiiieiiiiieneisicseseisisesesssssssessssssssesenssses 21
51.3.6  LLDP s 23
5.1.3.7  AUtO PrOVISION ..ottt ettt 23
5.1.3.8° Backup & RESTOTE ...oovuiuiiiiiiiiiiiiiiiniii e 24
5.1.3.9  Upgrade FIIMWALE ....cccceuiiviiieiriiieiniiieieiieeneseeesessseesesssesesessssssesensnans 25
5.1.3.10  Factory Default......c.cccicviiiciriiiciiiiccceeceecesesseeeneessseesennna 26
5.1.3.11  System ReboOt......coviiiiiiiiiiiiiiiiiccne 26
5.1.4  DHCECP SEIVEL ittt 26
5141 SEUNZ ot 27
5142 CHENE LISt vt 27
5.1.43  Portand IP binding ... 28
5.1.5 POt SETHNZ..o.viuiiieciiieiiieici s 28
5.1.5.1  Port Control......iiiiiiiiiicii e 28
5.1.5.2  POLt StATUS .. 29
5.1.5.3  Rate LIMItu.iiciiciiciccicicct st 29
5154 Port TrunK .ot 30
51,6 RedUNdancy ...ttt senenaes 31
51.6.1  Satyrn-RING....cccceiiiiiiiiiiiiiiiiiiiiiiiiiicc s 31
5.1.0.2  SatyrN-OPeil..cccuieciiiciiciicisicicitt s 32
5.1.6.3  Satyrn LinK .o, 33
51.6.4  Satyrn-RSTP....cccoiiiiiiiiiiiiccc e, 34
5.1.0.5  RSTP i 35

5.1.6.6



5171 VLEAN SEtNZ...ccviuiiiiiiiciiiciiiiiiisiesssse s sssssssassssaens 42
5.1.7.2 VLAN Setting — Port Based .......ccccocouviiniiiiiiiiccnccccnes 43
5173 VLAN Table ..o 45
5.1.8°  SNMP CONIGUIAION...c.cuiiiiiiiiiiiiiciiiiiicietsiieiersicieies et sesesans 45
5.1.8.1  AQENt SEttNZ.....cuiviiiiiiiiciiiiinic e 45
5.1.8.2  SNMP — Trap SEttiNg .....cceueviiiiriiiiiiiiieiiciieicisiesessiesessssscsessessaens 47
5.1.8.3  SNMPV3 SEttiNg.....cucvuiviiiriiciiiiciiicinicisicicssssscssscssssss s 48
5.1.9  Traffic PrOHSAtION. ..ccucuiieieciciicicieiicceei et 50
5.1.9.1  Traffic Priofitisation POLCY....cccccoieuririieiririiciiiriicieiicceeceeeeeeeiennes 50
5.1.9.2  Port Based PrOfItY ....cciviiiiiiiiiiiiciciiccnne 51
5.1.9.3  COS Based PLOLIY ..ot 51
5.1.9.4  TOS based PriOLItY .....cccocuvuriieiriniiieiniiieieirieeieisieesessiseesessssesesessssssesensnses 53
5110 MUIHCAST ettt 54
5.1.10.1  IGMP SNOOPING ...cuviuiieiiiiiiciiiciicisieiieiiie i 54
5.1.10.2  Multicast VLAN RegiStration.......ccccvviiuiiriiiiiiiiiiiiiniiecesssennnnes 55
5.1.10.3  Multicast FIEr ....ccuvuiiiiiiiiiciiiccirceeceeee e esseseeseneae 56
5.L1T  SECULILY coueiieicici s 56
51111 TP SECULILY vt 57
5.1.11.2  POLt SECULILY ettt 57
5.1.11.3  MAC BIACKIST . ..cuiiiieiieiiicicirieeteieieiei et ses s sennaes 58
51114 802 IX it 59
5112 WAININZ oot 62
5.1.12.1  Fault Alarm ..o 62
5.1.12.2  Event SEleCtioN. ...t 63
5.1.12.3  SYSLOG SettiNg ...cvvuiiriiiiiriiiiiiiciicisiiicssissssisssisssssissssesssssssssesssssssssens 64
5.1.12.4  System Event LLog ..o 65
51125 SMTP SEUNZ ..cvuiviiiiiiiiiiiieiiicieiiceeiss s sssssaeseanans 066
5.1.13  Monitoring and DIagnoStiCS......cceuieuerreieremrinicrenriiererseeeseseeeeesensssesesessenes 66
5.1.13.1  MAC Address Table ....c.coieiiieiniiicieiceieeeieseeesesseeesensesesesensenes 66

5.1.13.2 POt SEALISTICS touviivviiieiiieteeeeteeesieeseeessteeesseesssreessesessseesssessssesssssessssesssssessseesnnns 67



6

5.1.13.3  Port MONItOTING....c.cviviiiiiiiiiiiiiiiiicicccccsesss s 68

51134 PINGuiiiiiiiiiiiiiciii 69
5.1.14 Save ConfIguration ... 70
Command Line Interface Management........cceeuvceeueiniieininiieniiniieneieeseiseeesessssenens 71

6.1 About CLI Management.......cccceuiieieininiiieiiieiessiiesessisssessssssesessssssssesessssesesenns 71
6.1.1  RS-232 Serial CONSOLE POLt.uuuiiiiiiiiiiiiiiiiiicecieieieieeiete e 71
6.1.2  CLI Management by Telnet.....cccccoviiiiiiiiiiiiiiiciccnes 73

6.2 Commands LLeVel. ..ot 74

6.3 Command Level INAICAtOrS .ottt seseaes 75

6.4 Commands Set List—System Commands Set.........ccccvviviiiiiiniiiiiiiciiiiieiiinnns 75

6.5 Commands Set List—Port Commands SEt ........cecurrrurrererenrreereririnineeeereereneneenes 77

6.6 Commands Set List—Trunk command Set ......ccccerurururrerirennireneeceeccierererenenenns 80

6.7 Commands Set List—VLAN command SCt.....c.ccevrrrrrrennenereeeeeerererererenenenns 81

6.8 Commands Set List—Spanning Tree command Set........ccoevuvviiriiiiniiiiiiniiniinnnns 82

6.9 Commands Set List—Qo0S command St .......ccccevurururirivinininiiniieccceeeeenenenenens 84

6.10  Commands Set List—IGMP command SEt......cceevurururreririririrericeeeiereiererererenenens 84

6.11  Commands Set List—MAC/Filter Table command S€t.......oeeveeveeeeeeeeeeeererennns 85

6.12 Commands Set List—SNMP command SEt ........cevurueveririrrrereerenininierereereneeeenenene 85

6.13  Commands Set List—Port Mirroring command Set ........cccovuerrvinierririniiniininnnns 86

6.14  Commands Set List—=802.1x comMmMand Set......cceeururururererireririreierceieieieiererererenenns 87

6.15 Commands Set List—TFTP command SEt ......cceerururrerrireririrericceeicieienereieneeenns 89

6.16  Commands Set List—SYSLOG, SMTP, EVENT command set .......cc..coeuveue... 89

6.17  Commands Set List—SNTP command Set.......ccceceurrrriririririririiiieecreierereierenenens 91

6.18  Commands Set List—Satyrn-Ring command Set ........oceeueuviierrirnicreninecreerienens 92

Technical SPECIHICALIONS ....vviiiiiiiiiiiccc s 93




@) Comtrol

Comtrol GmbH
Staplehurst

Weston on the Green

Bicester

OX25 3QU

UK

TELEPHONE

Switchboard +44 (0) 1869 352740
Fax +44 (0) 1869 351848
Support +44 (0) 1869 352743
E-MAILS

Sales sales@comtrol.co.uk
Support support@comtrol.co.uk
Enquities enquities@comtrol.co.uk

General info@comtrol.co.uk


mailto:sales@comtrol.co.uk
mailto:support@comtrol.co.uk
mailto:enquiries@comtrol.co.uk
mailto:info@comtrol.co.uk

®

Satyrn M Series Satyrn Switches - User Manual

1 Getting to Know Your Switch

1.1 About the Satyrn M Series Industrial Switch

The Satyrn M Series are powerful managed industrial switches with many features. These
switches can work under wide range of temperatures, in dusty environments and in humid
conditions. They can be managed by WEB, TELNET, Console or other third-party
SNMP software as well. These switches can also be managed by a useful utility included
with Comtrol’s Satyrn switches called Satyrn View, a powerful network management
software. With Satyrn View’s easy-to-use interface, you can easily configure multiple
switches at once and then monitor their status.

1.2 Software Features

o The world’s fastest Redundant Ethernet Ring (Recovery time < 10ms with up to
250 units)

o Ring Coupling, Dual Homing using Satyrn Ring and standard STP/RSTP/MSTP

o Support for SNMPv1l/v2¢c/v3 & RMON as well as Port base/802.1Q VLAN
Network Management

o Event notification by email, SNMP trap and Relay Output
o Web-based, Telnet, Console, and CLI configuration

o Enable/disable ports, MAC based portt security

o Port based network access control (802.1x)

o VLAN (802.1Q) to segregate and secure network traffic

o Radius centralized password management

o SNMPv3 encrypted authentication and access security

o Quality of Service (802.1p) for real-time traffic

o VLAN (802.1Q) with double tagging and GVRP supported
o IGMP Snooping for multicast filtering

o Port configuration, status, statistics, mirroring, security

o Remote Monitoring (RMON)

1.3 Hardware Features
o Three redundant DC power inputs ( two on terminal block & one on power jack)
o Wide operating temperature range: -40 to 70°C

o Storage temperature: -40 to 85°C
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o Operating humidity: 5% to 95%, non-condensing

o Casing: IP-30

o 10/100Base-T(X) Ethernet port (all models)

o 10/100/1000Base-T(X) Gigabit Ethernet port (M062-EG)
o 100Base-FX Fibre port (M062-EM & M062-ES)

o 10/100/1000Base-X Fibre port (M062-EL & M062-ET)

o 10/100/1000Base-X on SEP port (M062-EQ)

o 10/100/1000BaseX Combo port (M073-EC)

o Console port

2 Hardware Installation

2.1 Installing Switch on DIN-Rail

Each switch has a DIN-Rail kit on its rear panel. The DIN-Rail kit permits the switch to
be fixed on a DIN-Rail without difficulty. Note the dimensions of the switch may vary but
the principle of fixing remains the same.

2.2 Mounting M Series switches on to a DIN-Rail

Step 1: Tilt the switch upwards and mount the metal spring on to the DIN-Rail.

T

= Metal Spring

Step 2: Push the switch downwards toward the DIN-Rail until you hear an audible “click”.
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3.1 Wall Mounting Installation

Each switch has an alternative installation option. A wall mount panel is included in the
package. The following steps show how to mount the switch on the wall. Note the
dimensions of the switch may vary but the principle of fixing remains the same.

2.2.1 Mount L Series switches on to a wall

Step 1: Remove the DIN-Rail kit.

Step 2: Take the 6 screws that are included in the package and use them to attach the
included wall mount to the switch as the picture shows below:
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The screw specifications are shown below in case replacements are needed. In order to
avold damaging the switches, screws that are larger than those included with the M series
switches should not be used.

emm

T Pozidrive

Step 3: Mount the switch with the attached wall mount unit to the wall.
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3 Hardware Overview

3.1 Front Panel

3.1.1 Satyrn MO80-EN

1
2
11 3
4
l;
6
12
.
13
8
9
_ 10
14 SATYRN MOB0EN

1. Solid green LED when DC power module 1 active

2. Solid green LED when DC power module 2 active

3. Solid green LED when DC power jack active

4. Solid green LED when this switch is the Ring Master of the Satyrn-Ring.

5. Solid green LED when the Satyrn Ring is enabled
Slow blinking green LED when there is a problem with the Satyrn-Ring topology
Fast blinking green LED when the Satyrn-Ring is working propetly

6. Solid amber LED if there is a power failure or port failure.
7. Console port (RS-232, RJ45)

8. Hold down this Reset button for three seconds to reset and hold down five
seconds to return to the factory default settings.

9. 10/100Base-T(X) Ethernet ports.
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10. LED for Ethernet ports status.
11. 10/100Base-T(X) Ethernet pott.
12. LED for Ethernet port status
13. 10/100Base-T(X) Ethernet port.
14. Model name

3.1.2 Satyrn M062-EM & M0O62-ES

1
2
11 3
= 4
6
12
,
13
8
9
10
14 SATYRN M062.EM

1 Solid green LED when DC power module 1 active

Solid green LED when DC power module 2 active

Solid green LED when DC power jack active

Solid green LED when this switch is the Ring Master of the Satyrn-Ring.

Ul R LN

Solid green LED when the Satyrn Ring is enabled
Slow blinking green LED when there is a problem with the Satyrn-Ring topology
Fast blinking green LED when the Satyrn-Ring is working propetly

6 Solid amber LED if there is a power failure or port failure.
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7 Console port (RS-232, RJ45)

8 Hold down this Reset button for three seconds to reset and hold down five seconds
to return to the factory default settings.

9  10/100Base-T(X) Ethernet ports.
10 LED for Ethernet ports status.
11 100BaseFX fibre port.

12 LNK/ACT LED for fibre port.s
13 100BaseFX fibre port.

14 Model name

3.1.3 Satyrn M062-EG

1
2
11 3
— 4
6
12
7
13
8
9
10
14 SATYRN M062£G

1. Solid green LED when DC power module 1 active
2. Solid green LED when DC power module 2 active
3. Solid green LED when DC power jack active
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4. Solid green LED when this switch is the Ring Master of the Satyrn-Ring.

5. Solid green LED when the Satyrn Ring is enabled
Slow blinking green LED when there is a problem with the Satyrn-Ring topology
Fast blinking green LED when the Satyrn-Ring is working properly

6. Solid amber LED if there is a power failure or port failure. Console port (RS-232,
RJ45)

7. Console port (RS-232, RJ45)

8. Hold down this Reset button for three seconds to reset and hold down five
seconds to return to the factory default settings.

9. 10/100Base-T(X) Ethernet ports.

10. LED for Ethernet ports status.

11. 10/100/1000Base-T(X) Ethernet port.

12. LED for 10/100/1000Base-T(X) Ethernet port status
13. 10/100/1000Base-T(X) Ethernet pott.

14. Model name

3.1.4 Satyrn MO62-EL & MO62-ET

1
2
11 3 4
L;
6
12
7
13
8
9
10
14 SATYRN M062£L
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1. Solid green LED when DC power module 1 active
Solid green LED when DC power module 2 active

Solid green LED when DC power jack active

Sl

Solid green LED when this switch is the Ring Master of the Satyrn-Ring.

5. Solid green LED when the Satyrn Ring is enabled
Slow blinking green LED when there is a problem with the Satyrn-Ring topology
Fast blinking green LED when the Satyrn-Ring is working propetly

6. Solid amber LED if there is a power failure or port failure.
7. Console port (RS-232, RJ45)

8. Hold down this Reset button for three seconds to reset and hold down five
seconds to return to the factory default settings.

9. 10/100Base-T(X) Ethernet ports.
10. LED for Ethernet ports status.
11. 1000BaseL.X/SX Ethernet port.
12. LED for Fibre port status

13. 1000BaseL.X/SX Ethernet port

14. Model name
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3.1.5 Satyrn M082-EQ

9 LINK/ACT @ Coml’r_9|
e PWR 1 1
G2 ” l PWR 2 2
10 y : “ PWR3 2
" RM
1 LINK/ACT " Ring 5 4
Fault 6
12
v
8
13 SATYRN M082£Q

1. Solid green LED when DC power module 1 active

2. Solid green LED when DC power module 2 active

3. Solid green LED when DC power jack active

4. Solid green LED when this switch is the Ring Master of the Satyrn-Ring.

5. Solid green LED when the Satyrn Ring is enabled
Slow blinking green LED when there is a problem with the Satyrn-Ring topology
Fast blinking green LED when the Satyrn-Ring is working propetly

6. Solid amber LED if there is a power failure or port failure.
7. 10/100Base-T(X) Ethernet ports.
8. LED for Ethernet ports status.

9. LED for SFP Fibre port status
10. 10/100/1000BaseX SFP port.
11. LED for SFP Fibre port status
12. 10/100/1000BaseX SFP port.
13. Model name
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3.1.6 Satyrn MO73 EC

1
2
10 A
4
11 5
6
12
7
13
8
14
15 SATYRN MO73£C 9

1. Solid green LED when DC power module 1 active
Solid green LED when DC power module 2 active
Solid green LED when DC power jack active

o

Solid green LED when this switch is the Ring Master of the Satyrn-Ring.

5. Solid green LED when the Satyrn Ring is enabled
Slow blinking green LED when there is a problem with the Satyrn-Ring topology
Fast blinking green LED when the Satyrn-Ring is working propetly

6. Solid amber LED if there is a power failure or port failure.
7. Console port (RS-232, RJ45)

8. Hold down this Reset button for three seconds to reset and hold down five
seconds to return to the factory default settings.

9. Model name
10. LED for Ethernet port status
11. Gigabit combo ports with SFP and RJ-45 connectors
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12. LED for Ethernet ports status.

13. Gigabit combo ports with SFP and RJ-45 connectors
14. 10/100Base-T(X) Ethernet port.

15. LED for Ethernet status

3.2 Bottom Panel

3.2.1 MO062 Series and M080
The bottom panel components of M062 Series & MO080 are shown below:

1. The terminal block includes: PWR1, PWR2 (12-48V DC) and Relay output
(1A@24VDC).

2. Power jack for PWR3 (12-45VDC).

9}

PARA 1haevDC
-

ARREEERN
- Vise VY Resy Vas V3
T e 1\1. P2 )

3.2.2 MO082-EQ
The bottom panel components of the MO82-EQ are shown below:

1. Terminal block includes: PWR1, PWR2 (12-48V DC) and Relay output
(1A@24VDC).

2. Power jack for PWR3 (12-45VDC).
3. Console port (RS-232, RJ45)

4, Hold down this Reset button for three seconds to reset and hold down five
seconds to return to the factory default settings.
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G Vi+ Vi- Relay V2+ V2- PWR3 1245V0C
777 LPWRA L J LPR2 ] - @+

323 MO73-EC
1. Terminal block includes: PWR1, PWR2 (48V DC) and Relay output (1A@24VDC).
2. Ground
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3.3 Rear Panel

The components in the rear of Satyrn M Series are shown below:
1. Screw holes for wall mount kit.
2. Screw holes for DIN-Rail kit

Note the dimensions of the switch may vary but the principle of fixing remains the same.

4 Cables

4.1 Ethernet Cables

All of the M Series Satyrn switches have standard Ethernet ports. Depending on the link
type, the switches use CAT 3, 4, 5,5¢ UTP cables to connect to any other network device.
Please refer to the following table for cable specifications.

Cable Type Max. Length Connector
100BASE-TX | Cat. 5100-ohm UTP 100 m (328 ft) RJ-45
1000Base-TX | Cat. 5/Cat. 5e 100-ohm UTP 100 m (328ft) RJ-45
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4.1.1 100BASE-TX/10BASE-T RJ-45 Pin Assignments

With 100BASE-TX/10BASE-T cable, pins 1 and 2 are used for transmitting data, and pins
3 and 6 are used for receiving data.

Pin Number Assignment

1 TD+

2 TD-

RD+

Not used

Not used

RD-

Not used

@ N o o M~ W

Not used

M Seties Satyrn switches support auto MDI/MDI-X operation. You can use a straight-
through cable to connect the switch to a PC. The following table below shows the
10BASE-T/ 100BASE-TX MDI and MDI-X portt pin outs.

Pin Number MDI port MDI-X port
1 TD+(transmit) RD+(receive)
2 TD-(transmit) RD-(receive)
3 RD+(receive) TD+(transmit)
4 Not used Not used
5 Not used Not used
6 RD-(receive) TD-(transmit)
7 Not used Not used
8 Not used Not used

Note: “+” and “-” signs represent the polarity of the wires that make up each wire pair.

4.2 Fibres

The following models, M062-EM, M062-ES, M062-EL. and M062-ET have fibre optic
ports. The fibre optic ports ate in multi-mode (0 to 2 km, 1310 nm in 50/125 pm,
62.5/125 pm) and single-mode (9/125 pm) with an SC connector. Note that the TX port
of Switch A should be connected to the RX port of Switch B.
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IS ... .

TX RX

. Fibre cable

RX TX

- Switch B

4.3 SFP
The M073-EC model has fibre optic ports with SFP connectors.

Note that the TX port of Switch A should be connected to the RX port of Switch B.

\ .
\ -
A =

o

- e m e O
7R <

2o

Fibre cord

4.4 Console Cable

M Series switches can be managed via a console port. The DB-9 to RJ-45 cable is found in
the product box. They can be connected to a PC via a RS-232 cable with a DB-9 female
connector and the other end (RJ-45 connector) connected to the switch’s console port.
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5 Browser based Management

WARNING! — It is important that, whilst setting up or during firmware
upgrade, you do NOT power off the switch.

5.1 Configuring the M Series Satyrn switches using a Browser

This section applies to all of the M Series Satyrn switches. If there is additional information
for specific models, this will be clearly stated.

5.1.1 About Browser-based Management

An embedded HTML web site resides in flash memory on the CPU board. It contains
advanced management features and allows you to manage the switch from anywhere on the
network through a standard web browser such as Microsoft Internet Explorer. The
browser-based management function supports Internet Explorer 5.0 or higher. It is based
on Java applets with an aim to reduce network bandwidth consumption, enhance access
speed and provide an easy, useful interface.

Note: By default, version IE5.0 or later does not allow Java Applets to open sockets. You
will need to explicitly modify the browser settings in order to enable Java applets to use
network port.

Preparing for Browser Management

The default settings are as follows:

IP Address 192.168.250.250
Subnet Mask 255.255.255.0
Default Gateway 192.168.250.1

User Name comtrol
Password satyrn
System Login

Launch Internet Explorer or another Internet browser.

Type http:// followed by the IP address of the switch (the default IP address is
192.168.250.250) into the address field and then press “Enter”.

When the login screen appears, enter the User name and Password (the default User name
is comtrol and the default Password is satyrn) into the fields and then press “Enter” or
click the OK button.

The main interface of the Browser-based management will appear.
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——— f\ OMTRO O UK
e Managed Industrial 8 port switch, DIN ralliwall mounted, with 6 x 10/100 Ethernet, RJMS ports & 2 c
o> v 10/400 multimode fibre, SC connector

5.1.2 System Information

This contains the basic information about the switch, click here from any part of the
document to return here.

5.1.2.1 Location Alert

This function helps you physically locate a specific switch by flashing the PWR and Fault
lights.

Enable Location Alert switches on the flashing the PWR and Fault lights.
Disable Location Alert switches off the flashing the PWR and Fault lights

5.1.3 Basic settings

This section allows you to set the basic switch settings, IP address as well as perform
various backup, restore, factory default and reboot operations.

5.1.3.1 Front Panel
This returns the switch schematic to view.

5.1.3.2 Switch Setting

This is the standard switch setting interface.

a e
G System infoemation 2 :
s Switch Setting
& Front Panel -
5 Switch Setling [System Name SATYRN MOG2-EM
:"J mz;”wo mm Uanaged Ingusinat § poat switch, DIt railwall mounted, wimn 6 x
! 1
% SNTP(Time) [System Location | Support Rack
5 LLoP ‘ﬁﬁt"m i Tim Jones
0 Auto Provision System —
- oI 11.3.6.1.4.1.25972.108.0.0.3
- Baows‘tulo > [Firmware Version v1.02
- :vm 2 Kernel Version [v2.28
{ Fadory Detaut :
[Device MAC 00-1E-04-23-02-84
% System Rebost l -
=) DHCP Server | [ Vet
sppty || Heip |
< ) Port Seting ——JL‘—_
| Reduncanty

The following table describes the options available.
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Option

Description

System Name

Assign the switch name here. Maximum length is 64 characters.

System Description

Displays the switch description.

System Location

Assign the switch's physical location here. The maximum length is
64 characters.

System Contact

Enter the name of a contact person or organization.

System OID

Displays the switch’s OID information.

Firmware Version

Displays the switch’s firmware version.

Kernel Version

Displays the software version of the kernel.

MAC Address

Displays the default hardware address assigned by the

manufacturer.

5.1.3.3 Admin Password

You can change the Browser management login in user name and pass word here.

Open all
[Z System Information -

o Admin Password
[ Front Panel _
[ f}[‘@fﬁ@jﬁw User Name comtrol
[Z jAdmin Password

inabverd AFa ot | N wp WOr:

5 IP Setting ew Password
(2 SNTP(Time) Confirm Password
@ LLDP —
[% Auto Provision Apply Help
{z} Backup & Restore
[Z] Upgrade Firmware

The following table describes the options available.

Option

Description

User name

Enter the new username. (The default is “comtrol”)

New Password

Enter the new password. (The default is “satyrn”)

Confirm password

Re-type the new password.

Apply

Click “Apply” to save changed configuration settings

5.1.3.4 1P Setting

You can configure the IP Settings and DHCP client function here.
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Open all
4 System Information .

- 1 BasicSetting IP Settlng
{Z] FrontPanel
% Switch Setting DHCP Client : | Disable
(5 A Eassword
& 1P Sefting IP Address | 10.0.0.103
) SNTP(Time) e

55.255.0.

=) LLDP Subnet Mask]| 255.255.0.0
% Auto Provision Gateway 10.0.0.1
# Backup & Restore DNS1 0.0.0.0
# Uparade Firmware
@ Factory Default i o

iZ) System Reboot

+ __| DHCP Server

(oo

The following table describes the options available.

Option

Description

DHCP Client

Enable or disable the DHCP client function. When the DHCP
client function is enabled, the switch will be assigned the IP
address from the network DHCP server and the default IP
address will be replaced by the IP address which the DHCP
server has assigned. After clicking the “Apply” button, a pop-up
dialog will show up to inform you that the DHCP client is enabled.

The current IP will be replaced by the new IP address on the
DHCP server.

IP Address

Assign the IP address used by the network. If the DHCP client
function is enabled, you do not need to assign an IP address.
The network DHCP server will assign the switch's IP address and
it will be displayed in this column. The default IP address is:
192.168.10.1

Subnet Mask

Assign the subnet mask of the IP address. If DHCP client

function is enabled, you do not need to assign the subnet mask

Gateway Assign the switch's network gateway. The default gateway is:
192.168.250.250

DNS1 Assign the primary DNS IP address

DNS2 Assign the secondary DNS IP address

Apply Click “Apply” to activate the changed configuration.

www.comtrol.co.uk

M Series - Satyrn Switches 20




M Series Satyrn Switches - User Manual

5.1.3.5 SNTP Configuration

The SNTP (Simple Network Time Protocol) settings allow you to synchronize the switch's

clocks over the network.

Qpen a8
5 Swstem Informaten

-4 Basic Seting
3 Front Pane
(35 Switch Settng
N Admin Password
[{ ' Setting
(i BNTP(Tme)
05 LLOP
{5 Ao Prowision
[5) Backup & Rastore
{ Upgrase Firmmware
{8/ Factory Defauit
[{ System Reboot

) _J DHCP Servar

s _) Port Senng
] Radundancy

s ) Warming
+1__I Mon#ier and Diag
N Save Coofiguration

Time Setting

[System Clock 124 June 2011 14:33:35
System Date 2000w/ dun v/ N v

Systom Teme 14 20 &
{hhomm:ss)

| Agety || SetClock From FC

SNTP Client : Disstie v

VT Timezane

ISNTP Server Address
Daylight Saving Time :

B
Dayboht Saving Period { ‘
Dayhght Saving Offsst ' heuss

| Agger J| Help |

PTP Client : Disabie v

The following table describes the options available.

Option

Description

SNTP Client

specified SNTP server.

Daylight Saving Time

it applies.

UTC Time zone

section lists the different time zones for your reference.

SNTP Server IP Address | Set the SNTP server's IP address.

Daylight Saving Period

time. Note that both will be different every year.

Daylight Saving Offset Set up the offset time.

Enable or disable SNTP function to obtain the time from the
Enable or disable the daylight saving time function. When

daylight saving time is enabled you need to specify the dates

Set the switch's time zone. The table at the end of this

Set up the Daylight Saving start time and Daylight Saving end

The Precision Time Protocol (PTP) is a time-transfer protocol
that allows precise synchronization of networks. Accuracy

PTP Client within the nanosecond range can be achieved with this
protocol when using hardware-generated timestamps.
Apply Click “Apply” to save the changed configuration settings.
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Local Time Zone Conversion from UTC Time at 12:00 UTC

November Time Zone - 1 hour 11 am
Oscar Time Zone -2 hours 10 am
ADT - Atlantic Daylight -3 hours 9 am
AST - Atlantic Standard -4 hours 8 am
EDT - Eastern Daylight
EST - Eastern Standard -5 hours 7 am
CDT - Central Daylight
CST - Central Standard -6 hours 6 am
MDT - Mountain Daylight
MST - Mountain Standard -7 hours 5 am
PDT - Pacific Daylight
PST - Pacific Standard -8 hours 4 am
ADT - Alaskan Daylight
ALA - Alaskan Standard -9 hours 3 am
HAW - Hawaiian Standard -10 hours 2 am
Nome, Alaska -11 hours 1lam
CET - Central European
FWT - French Winter
MET - Middle European +1 hour 1pm
MEWT - Middle European Winter
SWT - Swedish Winter
EET - Eastern European, USSR +2 hours 2 pm
Zone 1
BT - Baghdad, USSR Zone 2 +3 hours 3 pm
ZP4 - USSR Zone 3 +4 hours 4 pm
ZP5 - USSR Zone 4 +5 hours 5pm
ZP6 - USSR Zone 5 +6 hours 6 pm
WAST - West Australian Standard +7 hours 7 pm
CCT - China Coast, USSR Zone 7 +8 hours 8 pm
JST - Japan Standard, USSR Zone 8 +9 hours 9 pm
EAST - East Australian Standard
GST +10 hours 10 pm
Guam Standard, USSR Zone 9
IDLE - |International Date Line
NZST - New Zealand Standard +12 hours Midnight
NZT - New Zealand
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5.1.3.6 LLDP

The LLDP (Link Layer Discovery Protocol) function allows the switch to advertise its
information to other nodes on the network and store the information it receives.

LLDP

LLDP Protocoli Enable ~
LLDP Interval: 30 sec
Sync Time: Disable «

Apply | [Help |
Neighbour Info Table

Port  System Name  MAC Address IP Address
Port.03 SATYRN MO62-EM 00-01-EE-07-00-58 10.0.0.201

The following table describes the options available.

Option Description

LLDP Protocol “Enable” or “Disable” LLDP function.

LLDP Interval The interval for resending LLDP frames (default is 30 seconds)
Neighbour Info Identifies the switches directly connected to the current switch
Apply Click “Apply” to save the changed configuration.

Help Show the help file.

5.1.3.7 Auto Provision

Auto Provision allows you to automatically update the switch firmware. You can put the
firmware or a configuration file on a TFTP server. When you subsequently reboot the
switch, it will upgrade automatically. Before updating, make sure you have your TFTP
server ready and that both the firmware image and configuration file is on the TFTP server.
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Open all
(%) System Information =N

=5 Baskc S Auto Provision
& FrontPanel
i, | (] auto Install Configuration file from TFTP server?
R AMINPassWOrd | 2z | Eimmmmmm e ———— A

Server IP Address
5 1P Seting : l
(i) SNTP(Time) Configuration File Name |
g ;Lnop osio ’ ﬂ-‘«u(o Install Firmware mage file from TFTP server?
Auto Provision — 2

{% Backup & Restore TFTP Server [P Address |
2] Upgrade Firmware Firmware Fie Name |
{4 Factory Default
5 System Reboot e

+ _| DHCP Server [ 2ppty || Heio

+ __| PortSetting

The following table describes the options available.

Options Description

Auto Install Configuration | Check this box to auto install configuration file on reboot

TFTP Server IP Address Enter the TFTP server IP address.

Configuration File Name Enter the switch configuration file name

Auto install Firmware Check this box to auto install Firmware Image on reboot
Firmware File Name Enter the switch file name

5.1.3.8 Backup & Restore

The switch configuration is stored on an EEPROM. This can be backed up to the TFTP

server, and then later restored.

Open all
) System Information

4 sl el Backup & Restore
(&l oonk Panet Restore Configuration
{# Switch Setting From TFTP Server
X1 Admin Password - T
[Z| IP Setting TFTP SefverlP_Aqdr'essi 192.168.10.66
(21 SNTP(Thme) estore File Name | catabin
% LLDP P——
& Auto Provision | Reslore Help

% Backup & Restore]
[E Upgrade Firmware
[} Factory Default

& e Beboot Backup Configuration

o RN To TFTP Server

+I'_| Port Selting

<1 Redundancy ITFTP Server IP Address 192168 10.66

: :Jj mP hBadwp File Name i data bin

11 _| Traffic Priontization Backup Help
+1_) Multicast
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The following table describes the options available.

Options Description

TFTP Server IP Address | Enter the TFTP server IP address.

Restore File Name Enter the switch configuration file name

Restore Click “restore” to restore the saved configuration.
Backup File Name Enter the backup file name

Backup Click “backup” to backup the current configuration.

5.1.3.9 Upgrade Firmware

Upgrade Firmware allows you to update the switch's firmware. Before updating, be sure to
have your TFTP server ready and the firmware image available on the TFTP server.

opensi L

[@ System Information U pg rade F | rmware

- _\ Basic Setfting
& FrontPanel

{= Switch Setting TFTP Server IP 192.168.10.66
8 ::)dgt;:rﬁ::ssword Firmware File Name| image bin

=) SNTP(Time

8 LLDF*m : | Upgrade || Help |

{& Auto Provision

{# Backup & Restore
& Upgrade Firmware
{# Factory Default

@ System Reboot

The following table describes the labels in this screen.

Label Description

TFTP Server IP Enter the TFTP server IP address.
Firmware File Name Enter the firmware file name

Upgrade Click “upgrade” to upgrade the firmware.
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5.1.3.10 Factory Default

Open ail
%) System Information

= _{ Basic Sefing Factory Default
% Front Panel
(N g [V] Keep current IP address setting?
L aga T essm) [i Keep current usemame & password?
5 IP Setting
& SNTP(Time)
& LLDP Reset Help |

%) Auto Provision

% Backup & Restore
Upgrade Firmware
Factory Detau

) System Reboot

=&

'

Use this function to reset the switch to default configuration. Click the Reset button to
restore all configurations to their default values. You can select “Keep current IP
address setting” and “Keep current username & password” to save the current IP and
username and password whilst resetting everything else to the factory defaults.

5.1.3.11 System Reboot

opens -

e System Reboot

i Front Panel
Switch Setting Please dick [Reboot] button to restan swilch device

Admin Password W=y
IP Setting IMI
SNTP(Time)

LLOP

i Auto Prowvision

; Backup & Restore

Upgrade Firmware

) Factory Default

AR R R

5
2
g

5.1.4 DHCP Server

The M Series switches can operate as a DHCP server. This sections allows you to select
this mode and select various parameters.
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5.1.4.1 Setting

Open all
X System Information -
S o ion DHCP Server - Setting
= _§ DHCP Setver
71 [Setting DHCP Server : |Disable v
[% ClientList :
[Z] Portand iP Binding IStaut 1P Address l
4] _J Port Setting
&) Redondsney End IP Address |
&5 VLAN Subnet Mask
o SO Gateway
[+ _) Traffic Prioritization
| Mutticast DNS |
+ ) Security Lease Time (Hour)|
+ | Warming

i 1 Monitor and Diag

5 Save Configuration Apply | | Help |

The following table describes the options available.

Option Description

DHCP Server Enable or Disable the DHCP Server function. When enabled, the
switch will act as the DHCP server on the local network

Start IP Address The lower limit of the dynamic IP address range. The lower IP
address is the beginning of the dynamic IP address range. For
example, if the dynamic IP address range is from 192.168.1.100
t0 192.168.1.200, then 192.168.1.100 will be the start IP address.

End IP Address The upper limit of the dynamic IP address range. The highest IP
address is the end of the dynamic IP address range. For
example, if the dynamic IP address range is from 192.168.1.100
t0 192.168.1.200, then 192.168.1.200 will be the End IP address

Subnet Mask The subnet mask for the dynamic IP address range.
Gateway The network gateway.
DNS The Domain Name Server.

The time at which the system will reset the assigned dynamic IP

Lease Time (Hour) to ensure the IP address is in use.

Apply Click “Apply” to save the changed configuration.

5.1.4.2 Client List

When the DHCP server function is activated, the system will collect the DHCP client
information and display it here.
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open i I —

% System Informati : .
it DHCP Server - Client List
[=i _§ DHCP Server

(%) Sefting \IP Address MAC Address (Type (Status Lease

[ Port andiP Binding
{#] _) Port Sefting
+ __J Redundancy

5.1.4.3 Port and IP binding

You can assign a specific IP address in the assigned dynamic IP range to a specific port.
When a device is connecting to the port and requests a dynamic IP assignment, the system
will assign the specific IP address allocated to that port.

Open all _

tem Information = =
S DHCP Server - Port and IP Binding
+)_| Basic Sefling
- _{ DHCP Server
W Setting |Port No. [IP Addrass
(3 CHenilist Port.01|0000
%) Port 2nd P Bindingl
e Port.02 0000
< _I Port Seting
+__| Redundancy Port.03 0000
et VLN Port.04| 0000
4| SNMP
& | Traflic Prioritization Port.05/0.0.0.0
41 Mufticast Port.06|0.00.0
=7 3,':'“";’9 Port.07| 0000
&1 _| Monsor and Diag Port.08 0000

(4 Save Configuration

(aeely ] (et ]

5.1.5 Port Setting
This section enables you to assign specific parameters to each individual port.
5.1.5.1 Port Control

The Port Control function allows you to set the state, speed/duplex, flow control, and
security of the individual ports.

Open all _

{3 System Infoymation
| Basic Sefting Port Contr0|
.1 DHCP Serves

e

N

Disabie

i
i

Enable

Disable v

: Enable

: Enable

¥ enenedse 10N B
v | Symmetne v | Disablo (v

o - =
$ Enable . || 100 Ful ¥ | Spmmatne . | Disable »

| Mapitor and Diag [2opty ][ Helo_
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The following table describes the options available.

Option Description

Port No. Port identification number.

State Enable or Disable the port.

Speed/Duplex Options: Auto-negotiation, 100 full, 100 half, 10 full, 10 half mode.

Support symmetric and asymmetric mode to avoid packet loss

Flow Control .
when congestion occurs.

Apply Click “Apply” to save the changed configuration settings.

5.1.5.2 Port Status

Once the Port Control settings have been made they can then be seen in the Port Status.

Open all
(% System Information

) e St Port Status

< _| DHCP Server

= _{ PortSetting [Port No.| Typa | Link | State [Speed/Duplex Flow Control
(% Port Control Port.01|100TX/UP  [Enable(100 Full Enable
% [Pon Status| Port.02 1007X|Down|Enable|N/A N/A
(i Rate Limit Port.03 | 100TX[Down |Enable[N/A N/A

*_1 Pont Trunk Port.04 [100TX[UP  [Enable(100 Full [Disable

= __| Redundancy POrt.05[100TX[UP  [Enable|100 Full Disable

o _I VLAN Port.06 | 100TX|Down|Enable|N/A NJA

= ) Shup Port:07 |100FX|Down|Enable|N/A _ N/A_

+__| Trafic Prioriszation Port.08 | 100FX[Down|Enable [N/A IN/A

+ | Multicast

5.1.5.3 Rate Limit

You can set a limit on the traffic of all ports, including broadcast, multicast and flooded
Unicast using this function.. You can distinguish between transmitted and received data
and permit different limits to be set on incoming and outgoing traffic.

Open 38
i3 System information R

Y R e Rate Limit

< ) BHCP Servsf X

1 Por Sefting Port No. ingress Limit Frame Type {Ingress [Egress.

1) Poa Control Port.01 | A vijo kbps| 0 kbps
[ Pont Suatus i 2 1

s hs s Port.02 & v 1D kbpsio kbos
5 Rats Limg 2 X st

| Pod Trunk Portod | 4 v {0 Kbps| 0 kbps
1+ _J Redundancy Port.0d | v i0o ¥bps| 0 kbps

) VEAN = e =] ’

.} SKUP Part.05s |~ w0 kbpso kops
{1} Tramc Priontization POO6 | v o kbps| 0 kbps
=) Mulhcast g "~ f
3 Port.O7 | w10 kbps| 0 kbps
i3 _J Securty : 3
;) Waming Port.Gd - v io kbps) 0 kbps
< ) Monltor 3nd Dk

i mcmw::m Rate range is from 100 kbps to 102400 kbps (1,e, 100Mbps) for mega-ports,
- or 256000 kbps (Le. 250Mbps) for giga-ports, 2ero means no kit

[Aepty ([ Heio |
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The following table describes the options available.

Option Description

Ingress Limit Frame Type Options:

o “all”

o “Broadcast only”

o ’Broadcast/Multicast”

o "Broadcast/Multicast/Flooded Unicast”

Ingress The limit on traffic received through the switch port.
Egress The limit on traffic transmitted through the switch port.
Apply Click “Apply” to save the configuration.

5.1.5.4 Port Trunk
Port Trunk setting

Static trunk or 802.3ad LACP can be selected to combine several physical links with a
logical link in order to increase the bandwidth.

Open all
[4] System Information i
e Port Trunk - Setting
+1_| DHCP Server
= _{ Por Sefing |Port No.| Group 1D | Type
%4 Port Control POrtOL| None v |} Static »
,.'Q Port Status Port.02| None || Static
‘1” ::;Tl;::: M(B Nong & || Static v
= Mﬁi PortO4 | None w | Static v
4 Status POR.OS None & || Static w
&1 Redundancy POrt.06 | None & || Static v
L YLAN -
& _| SNMP POrt07 | None  w | Stabc v
[+ _| Teaffic Priontization POr08 | None v ]S!ab: v
#_1 Multicast Note: the types should be the same for all member ports in 3 group
+ 1 Secunity
+_| Warning
i1 Monitor and Diag 802.3ad LACP Work Ports
B Spm Conouean [Group 10 Work Ports
Trunkl | max v

Trunk2 max v
Trunk3 | max v
Trunkd |

|
apply || Heip

max v

The following table describes the options available.

Option Description

Group ID Select the port to join a trunk group.
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Type Choose between static trunk and 802.3ad LACP.

Apply Click “Apply” to save the changed configuration.

Port Trunk — Status

You can check the configuration of port trunk here.

open .|

(< System Information Port Trunk - Status

+ __| Basic Seting
< __| DHCP Server

_{ Port Sefting Group 1D [Trunk Member| Type
%) Por Control Trunk 1 [statsc
(% PortStatus Trunk 2 |static
% Rate Limit Trunk 3 [static
C' Pon Trunk Trunk 4 |Static
Senmg
& Status)
+ _J Redundancy
<) VLAN

5.1.6 Redundancy
5.1.6.1 Satyrn-Ring

Satyrn-Ring features one of the most powerful redundant ring technologies in the world.
The recovery time of Satyrn-Ring is less than 10 mS over 250 units of connections. This
redundancy can reduce unexpected malfunctions caused by changes to the network
topology. Satyrn-Ring technology supports three ring topologies for network redundancy:
Satyrn-Ring, Coupling Ring and Dual Homing.

Satyrn-Ring

|_|Satyrn-Ring Caupling Ring Dual Homing

E
i gl

Ring Master  Disable Coupling Port Port.03 Homing Port | Port0s

1st Ring Port | Port01
2nd Ring Port  Fort02

The following table describes the options available.

Option Description

Satyrn-Ring Check box to enable Satyrn-Ring.
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There should be only one Ring Master in a ring. However if there
Ring Master are two or more switches for which Ring Master is enabled, the
9 switch with the lowest MAC address will serve as the Ring Master
and others will serve as Backup Masters.
1%' Ring Port The Ring Master's primary port.

2" Ring Port

The Ring-Master's secondary port.

Coupling Ring

Check box to enable Coupling Ring. Coupling Ring can be used
to divide a big ring into two smaller rings to prevent network
topology changes from affecting all the switches.. It is useful for
connecting two Satyrn-Rings.

Coupling Port

Link to Coupling Port of the switch in another ring. A Coupling
Ring needs four switches to build active and backup links.

Set a port as coupling port. The coupled four ports of four
switches will be run in active/backup mode.

Control Port

Link to Control Port of the switch of the same ring. Control Port
used to transmit control signals.

Dual Homing

Check box to enable Dual Homing. By selecting Dual Homing
mode, Satyrn-Ring will be connected to normal switches through
two RSTP links (ex: backbone Switch). The two links work in
active/backup mode and connect each Satyrn-Ring to the normal
switches in RSTP mode.

Apply

Click “Apply” to save the changed configuration settings.

Note: Do not set one switch as both a Ring Master and a Coupling Ring at the same time
as this will place a heavy load on the network.

5.1.6.2 Satyrn-Open

Satyrn-Open technology can be utilized with proprietary rings from other vendors. Satyrn
switches can be added to networks based on other ring technologies and will cooperate
with managed switches from other vendors.

Satyrn-Open
//Enable
Vender
1stRing Part Port01 ~
2nd Ring Port Port02 ~

| Apply |
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Further vendors are being added all the time. Contact Technical Support for an up to date
list.

The following table describes the options available.

Option Description

Enable Enable the Satyrn-Open function.

Vendor Select the appropriate vendor for the ring you want to join.
1°' Ring Port Select the port to connect to the ring

2" Ring Port Select the port to connect to the ring

An example of a Satyrn-Open connection is shown below.

Alternate Vendor's
Switch
MO82-EQ

Saty
MOB2-EQ atyrn Open

MO82-EQ MO082-EQ

Alternate Vendor’s
Server Switch

5.1.6.3 Satyrn Link

Satyrn Link allows you to add on network redundancy topology for any backbone network.
This enables multiple redundant network rings to combine together and function as a
larger more robust network.

Satyrn Link only requires the edge port of the edge switch to be identified with other
switches in the ring with Satyrn Link enabled.

ssenas |

(% System Information Satyrn-Link

[+ __| Basic Satling
[+ _| DHCP Sarver

[+ | Port Sefting |[“]gnable
S o o [Uplink Port [Edge Port/State
By Sty Ring 1st| Port01 v [l [|Forwarding
(%1 Satym-Link
f Satym-RSTP 2nd| Poto1 v | [ ] | Linkdown
) _I RSTP ‘

1 _| MSTP Apply
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The following table describes the options available.

Option Description

Enable Enable the Satyrn-Link function.

Uplink Port Select the appropriate port for 1% or 2™ uplink port
Edge Port Select the port connected to the main riing

Apply Apply the selected settings

5.1.6.4 Satyrn-RSTP

Satyrn-RSTP is Comtrol’s proprietary redundant ring technology. It is an improvement
upon standard STP/RSTP, as the recovery time of Satyrn-RSTP is less than 20ms. Satyrn-
RSTP also supports more connection nodes in a ring topology. The key feature is that the
individual switches can be set up as either master and backup devices.

The Satyrn-RSTP configuration page is shown below.

Open all
[%1 System Information 5
N P Satyrn-RSTP
#) | DHCP Server
+1 | Port Setting ROOT switch: pisabie v
= _4 Redundancy
(3} Satym-Ring | PortNo. [ Adive | State
) 59-'—’-',2:%‘3% potor | [ | macmive
& [Saty (| ¢
) _| RSTP Port.02 | ] INACTIVE
, _)' usTP portoz | [ INACTIVE
| SNMP Port.04 ] INACTIVE
+1_| Traffic Prioritization Port.0s | M INACTIVE
<1 _) Multicast i -
3L} Secuy Port.06 | ] INACTIVE
] Waming Port.07 | J INACTIVE
+1 _] Monitor and Diag |
B S Soni i Port.o8 [ INACTIVE
(L2opty J{ Help

The following table describes the options available.

Option Description

ROOT switch The switch can be assigned to be the master or backup device.
Port Active Select the port

Status

o INACTIVE - If the check box is unticked, the port is not
involved in the Satyrn-RSTP structure.
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o LINKDOWN: If the check box is ticked, and the cable is
disconnected or the connection is inactive, the state will
show as "LINKDOWN".

o BLOCKING: The port state is in this state if a switching
loop is created.

o FORWARDING: The port receives and sends data in
normal operation.

Apply Apply the selected settings

An example of Satyrn-RSTP is shown below.

—= ¥

PLC

Server

5.1.6.5 RSTP

The Rapid Spanning Tree Protocol (RSTP) is an improved variant of the Spanning Tree
Protocol. It provides faster spanning tree convergence after a change to the network
topology. The system also supports STP and will auto detect connected devices that are
running STP or RSTP protocol.

RSTP Settings

You can enable or disable the RSTP function, and set the parameters for each port.
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Open all

(i System Informaten H
N e G RSTP Setting
+_| DHCP Server i
+i_J Port Ssting RSTP Mode: [Enadie | »
_§ Redundancy
5 Sshym-Ring Bridge Setting
(& Satyn-Link : Io76s
0-61440, 2768
St priocty (0-61440) [ 12755
A RSTR i Ace Thine40).
[} RSTF Setting Hello Time (1-10)
[§i BRSTP 1
oI MSTP Forward Deiay Time (4-30) 1
o) vean
o | SHMP Port Setting
< _J Trafic Prisezation 'ath Cost{0:auko, Priofty
-] Mmeast oo enable P CCE e | fogany | P | e
] Secunty Port01 | enatie v | 0 128 v [vue w
* | Waming { { v
+ .| Monitor ana Disg
{4 Save Coofiguration B x

|

clelslelx

The following table describes the options available.

Option

Description

RSTP mode

The RSTP function must be enabled before configuring the
related parameters.

Priority (0-61440)

A value used to identify the root bridge. The bridge with the
lowest value with the highest priority and is selected as the root.
If the value is changed, you must restart the switch. The value
must be between 0 and 61440 and be a multiple of 4096.

Max Age (6-40)

The number of seconds a bridge will wait without receiving
Spanning-Tree  Protocol configuration messages before
reconfiguring. Select a value between 6 and 40.

Hello Time (1-10)

The time in which the switch sends out a BPDU (Bridge Protocol
Data Unit) packet to check current RSTP status. Enter a value
between 1 through 10.

Forwarding Delay | The number of seconds a port waits before changing from its

Time (4-30) Rapid Spanning Tree Protocol learning and listening states to the
forwarding state. Enter a value between 4 and 30.

Path Cost (1- | The cost of the path from the transmitting bridge to the receiving

200000000) bridge at the specified port. The value must be between 1 and

200000000.

Priority (0-240)

Select which port should be blocked by setting the LAN priority.
The priority must be a value between 0 and 240 and be a multiple
of 16.

Admin P2P

Some of the rapid state transactions that are possible within
RSTP are dependent upon whether the port concerned can only
be connected to exactly one other bridge (i.e., it is served by a
point-to-point LAN segment), or it can be connected to two or
more bridges (i.e., it is served by a shared medium LAN
segment). This function allows the P2P status of the link to be
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administratively controlled.

True means P2P is enabled. False means P2P is disabled.

Admin Edge The port directly connected to end stations that does not create
bridging loop in the network. To configure the port as an edge
port, set the port to “True”.

Admin Non STP The port includes the STP mathematic calculation. True does not
include the STP mathematic calculation. False includes the STP
mathematic calculation.

Apply Click “Apply” to save the changed configuration.

NOTE: Use the following formula to configure the MAX Age, Hello Time, and Forward
Delay Time:

2 x (Forward Delay Time value —1) = Max Age value = 2 x (Hello Time value +1)
RSTP Information

Once the RSTP settings have been made they can then be seen in the RSTP Information.

v e

5 System Information .
o} Bl Bl RSTP Information
& _J’:;CPs-m Root Bridge Information
9§ Redundancy [8ndge 1D B000001E942302684
%l Satn-Ring [Root Prionty 128
% Saym-Link Root Port (ROOT
5 RootpPathCost 0
3 Satym-RETP e 2
[ RSTP [Hello Time 2
) [RSTF information [Forward Delay Time 15
i) NSTP Port Information
c; 1
e Port Cost Port Priociy 0DerP29 (OperEdoe STP Neighbor State Role
= ) Tiatic Proieaton Port.03/200000 |128 [True  [True False [Forwarding Designated
1) Mmicast 212000000 |128 e [True  fFraise [Disabled  [Disablad
~1 '8¢ Port.032000000 128 fTrue {True False Disabled  Disabled
7 1w°m |200000 [128 True  fTrue  False Forwarding|Designated
B S D NE08200000_[128  [Tue fTrue  #alse  IForwardingDesignated
% Save Contguwation POIt0612000000 [128 jlue  [True  fFalse IDisabled _Disabled _
-, [Portio7[200000 |128 [Troe  [True fraice [Disabled  [Disabled
{Porto8{200000 [128 [True  [True Faise |Disabled  ‘Disabled

5.1.6.6 MSTP

Multiple Spanning Tree Protocol (MSTP) is a standard protocol base on IEEE 802.1s. The
function permits several VLANs to be mapped to a reduced number of spanning tree
instances because most networks do not require more than a few logical topologies. It
supports a load balancing scheme and puts less stress on the CPU than PVST (a
proprietary Cisco protocol).
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MSTP Settings

5 a ...

(4 System Information .
B B e MSTP Setting
| DHCP Sarver
| Port Setting MSTP Enable [Enable | v
=l _% Redundancy [m Version MSTP v

g Satym -um? Configuration Name MSTP_SWITCH

14 SamRSTP Revision Level (0-65535) 0

2 3’ i Priority (0-61440) 32788

T 9 MSTP Seting Max Age Time (6-40) 20

& MSTP Port Hello Time (1-10) 2
[uz; ﬂmmpo« Forward Delay Time (4-30) 1

1 VLN [Max Hops (1-40) 20
51| SNMP
+ ] Traffic Prioritizasion Prionity must be a multipie of 4096,
1| Mulscast 2*(Forward Delay Time-1) should be greater than or equal 1o the Max Age.
1| Security The Max Age should be greater than or equal to 2*(Hello Time + 1).
&_] Waming e
& __J Monitor and Diag @

(3 Save Configuration

The following table describes the options available.

Option

Description

MSTP Enable

The MSTP function must be enabled before configuring the
related parameters.

Force Version

The Force Version function can be used to force a VLAN bridge
utilising RSTP to operate in an MSTP-compatible manner.

Configuration Name

An MST Region must have the same MST configuration name.

Revision Level (O-

An MST Region must have the same revision level.
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65535)
Priority (0-61440) A value used to identify the root bridge. The bridge with the

lowest value has the highest priority and is selected as the root.
If the value is changed, you must restart the switch. The value
must be between 0 and 61440 and be a multiple of 4096.

Max Age(6-40) The number of seconds a bridge will wait without receiving
Spanning-Tree  Protocol configuration messages before
reconfiguring. The value must be between 6 and 40.

Hello Time (1-10) How often the switch sends out the BPDU (Bridge Protocol Data
Unit) packet in order to check RSTP current status. The value
must be between 1 and 10.

Forwarding Delay | The number of seconds a port must wait before changing from a
Time (4-30) learning/listening state to a forwarding state. The value must be
between 4 and 30.

Max Hops (1-40) This parameter is in addition to those specified for RSTP. A
single value will apply to all Spanning Trees within an MST
Region (the CIST and all MSTIs) for which the Bridge is the
Regional Root.

Apply Click “Apply” to save the changed configuration.

When the information has been entered, details are confirmed in the CIST Root Bridge
Information which appears.

MSTP Port

o = —
§ smibmsen | MSTP Port

+ 1 Basic Seaing
o1 DHCP Server
£ o Seting Admin  Admin |
ey Siimooon,  pe  pdmn  admia
Al Saten-Ring T
(4 Saten-Link
H SatmRSTP ato ¥ |tue falso w
-1 _J RaTP |
(81 RSTP Se@ing
(51 RSTP infsematon
4 MSTR prioty must be a mustiple of 16
(51 HSTP Peef L2oey
(8 MSTP Instance
5 wseemecerot - Port Information
2 VO
PathCost ~ P2P | Edoe | Admin
+ | Trafic Pnorazaten ‘ Port m
| Mutscast f [ Admin | Oper  Admin [Oper | Admin | Oper | Non Sta
= |-Secutty Port.01 | 128 Auto | 200000 Auto | True | True | True False
51 [Portoz | 128 | Auto (2000000 | Auto [Fakse [ True | True | Faise
- 0. E | , & e |
| Mongor and Disg :\'\ :i 128 i :ulo 221!,::)'.!030 Auto 5'135 : :m ‘:qu :4:w
% Sae Contiguraion ort.0 18 uu 22 X 17119“' .\LJ 0 | Auto \ fue | True | True | False
Port.0S | 128 Auto 200000 Auto | True | True True False
[Port06 | 128 | Auto | 2000000 | Auto [False | True | True | False
Port.07 f 12 ‘? Auto 200000 Ao | True | True | True False
Port.08 | 128 | Auto 200000 Auto | True | True | True False
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The following table describes the options available.

Option

Description

Port No.

Selects the port you want to configure.

Priority (0-240)

Select which port should be blocked by setting the LAN priority.
The priority must be a value between 0 and 240 and be a multiple
of 16.

Path Cost (- | The cost of the path from the transmitting bridge to the receiving

200000000) bridge at the specified port. The value must be between 1 and
200000000.

Admin P2P Some of the rapid state transactions that are possible within
RSTP are dependent upon whether the port concerned can only
be connected to exactly one other bridge (i.e., it is served by a
point-to-point LAN segment), or it can be connected to two or
more bridges (i.e., it is served by a shared medium LAN
segment). This function allows the P2P status of the link to be
administratively controlled. P2P-enabled equals “True”. P2P-
disabled equals “False”.

Admin Edge The port is directly connected to end stations and cannot create
bridging loop in the network. To configure the port as an edge
port, set the port to “True”.

Admin Non STP The port includes the STP mathematic calculation. True does not
include the STP mathematic calculation. False includes the STP
mathematic calculation.

Apply Click “Apply” to save the changed configuration.

MSTP Instance
{4 System Infoymation
i P MSTP Instance
+ _1 DHCP Server , - SC
N Sk tance sute  vuaws I 7S
(& Satym-Ring 1 | Enatie & 14094 {32758
5 SatymeLink Prionty must be a multiple of 4096.
1S Saym-RSTP
-4 RSTP [_Appty |
X RSTP Seting
e remsen - Instance Information
" 51 MSTP Seming — — —__________________-=
%I MSTF Port [Instance | VLANs | Priority | Regional Root Bridge 1D | Path Cost | Root Port

N MSTF nslance

A MSTP stance Port

IVIAN

1 | 1-4094| 32769 |  8001001£94230284 0 N/A

The following table describes the options available.

Option

Description

Instance

Set the instance from 1 to 15
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State Enable or disable the instance
VLANS Set which VLAN will belong to which instance

Priority (0-61440)

A value used to identify the root bridge. The bridge with the
lowest value has the highest priority and is selected as the root.
If the value is changed, you must restart the switch. The value
must be between 0 and 61440 and be a multiple of 4096.

Apply

Click “Apply” to save the changed configuration.

MSTP Instance Port

Open all
I System Information
| Basic Seng
| DHCP Server
1 ) Pont Seting
-1 _{ Rédundancy
X Satym-Ring
3 Satym-Lnk
% Satym-RSTP
- 4 RsTP
5} RSTP Seftng
(% RSTP informaten
= 4 usye
(5 MSTP Seting
(5 MSTP Pont
(£ MSTP Instance

(& MSTP Instance Port

o ) VLAN

¢l _| SNUP

sl _1 Trafic Priontizabion

*l _I Multicast

=11 Secunty

i __J Waming

1 _J Monstor and Diag
(A Save Contguration

... |
MSTP Instance Port

Instance: [GsT|v

(et

i Cost
ot (1-200000000, 0:Auto)

' (0-240)
Fortll &
Port 02
Foro3 128 )
PortO4
Pot05 ¥
Prionty must be a moitiple of 16

Instance Port Information

| Path
| Porto. | oty Lol tRETL | sme | woe
Port.01 126 | Awo | 200000 Forwarding | DesignatedPort
| Portoz | 126 | Auto | 2000000 | Owabled | Oisabledport
| Port03 | 126 | Auto | 2000000 | ODisabled | DisabledPort
Port.04 | 126 | Auto | 200000 | Forwarding | DesignatedPort
Port.05 | 128 | Auto | 200000 | Forwarding | DesignatedPort
_Port.06 | 128 | Auto | 2000000 | ODwabled |  DisabledPort
 Port07 | 126 | Auto | 200000 | Disabled |  DisabledPort
Port.08 | 126 | Auto | 200000 | Disabled | DisabledPort

The following table describes the options available.

Option Description
Instance Set the instance’s information except when CIST is selected.
Port Select the port you want to configure.

Priority (0-240)

Select which port should be blocked by setting the LAN priority.
The priority must be a value between 0 and 240 and be a multiple
of 16.

Path Cost (1- | The cost of the path from the transmitting bridge to the receiving

200000000) bridge at the specified port. The value must be between 1 and
200000000.

Apply Click “Apply” to save the changed configuration.
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5.1.7 VLAN

A Virtual LAN (VLAN) is a logical network grouping that limits the broadcast domain and
allows you to isolate network traffic. Only the members of the same VLAN will receive
traffic from the other members. Creating a VLAN from a switch is the logical equivalent
of separating a group of network devices. However, all the network devices are still
physically plugged into the same switch.

Satyrn M series switches support both port-based and 802.1Q (tagged-based) VLAN. The
default configuration of VLLAN operation mode is “802.1Q”.

5.1.7.1 VLAN Setting

Tagged-based VLAN is an IEEE 802.1Q) specification standard and permits the creation of
a VLAN across devices from different switch vendors. IEEE 802.1Q VLAN inserts an
identification tag into the Ethernet frames. Each tag contains a VLAN Identifier (VID)
that identifies the VLLAN to which it belongs.

You can create tag-based VLAN with GVRP protocol either enabled or disabled. There
are 256 VLAN groups available. With 802.1Q VLAN enabled, all ports on the switch
belong to the default VLAN with a VID number 1. The default VLAN cannot be deleted.

GVRP allows automatic VLAN configuration between the switch and the nodes. If the
switch is connected to a GVRP-enabled device, when you send a GVRP request to the
VID of a VLAN defined on the switch, the switch will automatically add that device to the
existing VLAN.

Opan 28
%) Srstem Information s
o5} e s VLAN Setting
=l _1 DHCP Servet
+ ) Port Sefting VLAN Operation Mode /80210 v
+_| Regunda S
R GVRP Mode :[isabie ¥ _
51 SAN Seting Management VLAN ID : /o [ Aoty |
!c;’mwnmu VLAN Configuration
<1 _ | Traffc Priofization Port No. [Link Type [Untagged VID Tagped VIDs
] Multcast POt.O1 | Access vt
- Securty lw ACCRSS 7
=1 Waming -
+1_I Moniter and Diag POOR| Access v
7| Save Configuration Port.0d | sccess v
Port.os [ ACCESS vl
Port.08 | Access v
POrt.07 | Access v
Po.08 ‘ ACCESS v

Note: Uso the comma to separate the multiple tagged VIDs
E g . 246 means joining the Tagged VLAN 2. 3. 4 and &

(o) ()

The following table describes the options available.
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Option

Description

VLAN Operation Mode

Configures the VLAN Operation Mode:
o Disable
o Port Base

o 802.1Q

GVRP Mode

Enable/Disable GVRP function.

Management VLAN ID

Management VLAN provides the network administrator with a
secured VLAN to the management switch. Only the devices
in the management VLAN can access the switch.

Link type

Configures the link type:

o Access Link: single switch only, permits grouping
ports by setting the same VID.

o Trunk Link: extended application of Access Link,
permits grouping ports by setting the same VID with 2
or more switches.

o Hybrid Link: Both Access Link and Trunk Link are

available.

o Hybrid(QinQ) Link: enable QinQ mode permits the
insertion of one more VLAN tag in a original VLAN

frame.

Untagged VID

Sets the port default VLAN ID for untagged devices that
connect to the port. The range is 1 to 4094.

Tagged VIDs Sets the tagged VIDs to carry different VLAN frames to other
switch.
Apply Click “Apply” to save the configuration.

5.1.7.2 VLAN Setting — Port Based

Traffic is forwarded to the member ports of the same VLAN group.

Initial Setup
Use this to set up the VLAN.
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Open all

15 System information
+1 _| Basic Sefting
) _| DHCP Server

1 __| Pont Setting
1 | Redundancy
= _§ VLAN
(&) VLAN Setting
[ VLAM Table
+__| SNMP
+ ) Traffic Priontization
¢ | Musticast
2 __)-Security
+ __| Waming

<1 __| Monitor and Diag
% Save Configuration

I
VLAN Setting

VLAN Operation Mode :
Port Based VLAN List

PonBased v

Comtrod2___ 2
Comtros 1__1

(es ) () (peiee ) (s )

The following table describes the options available.

Option Description
Add Click “add” to enter the VLAN add interface.
Edit Edit existing VLAN
Delete Delete existing VLAN
Help Show help file.
VLAN Interface

Use this for details of the VLLAN.

Open all

& System Information

[+ _| Basic Sefting

i+ _J DHCP Server

[+ __| Port Setfing

[+ _J Redundancy

= _§ VLAN
i VLAN Setting
% VLAN Table

—J SNMP

7| Traffic Prioritization

1) Multicast

__} Secunity

1 Waming

i _I Monitor and Diag

7 Save Configuration

CGRCEHONIIRS

e
VLAN Setting

VLAN Operation Mode : | PortBased v

Group Name Comtrol 2

VLAN ID 3

Port01
Port02
Pont 04
Port 05
Port.07
Porl.08
Port03
Porl 06

3

[ Remove |

[LAppty |[ Help |

The following table describes the options available.

www.comtrol.co.uk

M Series - Satyrn Switches 44




®

Satyrn M Series Satyrn Switches - User Manual
Option Description
Group Name VLAN name.
VLAN ID Specify the VLAN ID
Add Select a port to join the VLAN group.
Remove Remove a port from the VLAN group
Apply Click “Apply” to save the changed configuration.
Help Show help file.

5.1.7.3 VLAN Table

This table shows the results of the settings set in VLAN Setting.

Openan .
% System Information V LA N T a b | e

+'_| Basic Sefting
+ 1 DHCP Server
+1_| Port Setting [VEAN 1D[Untagoed PortsiTagged Ports
+1_| Redundancy 1 [1,2,3,4,56,7,8
= 4 VLAN

{4 VLAN Setting

%) MAN Tablel

5.1.8 SNMP Configuration

Simple Network Management Protocol (SNMP) is the protocol developed to manage
nodes (servers, workstations, routers, switches and hubs etc.) on an IP network. SNMP
allows network administrators to manage network performance, find and solve network
problems, and accommodate for network growth. Network management systems are
informed of problems by receiving traps or change notices from network devices that
implement SNMP.

5.1.8.1 Agent Setting

You can set SNMP agent-related information with the Agent Setting function.
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Open all
{5 System Information
I Basic Sefting
<] DHCP Server
= __| Porl Sefting
= __| Redundancy
=1 ] VLAN
- _§ SNmP
) [Agent Setting]
[ Trap Setting
< | Tramc Priorization
= ] Multicast
=1 ] Secunity
= | Waming
« __| Monitor and Diag
& Save Configuration

.|
SNMP - Agent Setting

SNMP Agent Version: [_Aoply
SNMPVINZC [ Help
SNMP V1/V2¢ Community
c Py Privi
public | Read Only -
private | Read and Write v

| Read Only v

| Read Only v

Apply |

SNMPv3 Engine 1D: f465000003001e94230284
SNMPv3 User

User Name
Auth Password
Privacy Password

Current SNMPv3 User Profile
|User Name lAuth, Password Priv. Password

The following table describes the options available.

Option

Description

SNMP agent Version

Three SNMP versions are supported

o SNMPv1
o SNMPv2c
o SNMPv3

The SNMPv1 and SNMPv2c agents use a community string
match for authentication, which means SNMP servers will access
objects with read-only or read/write permissions with the
community default string public/private.

SNMPv3 requires an authentication level of MD5 or DES to
encrypt data for enhanced data security.

SNMPv1/v2c SNMP Community should be set for SNMPv1 or SNMPv2c.

Community Four sets of "Community String/Privilege" are supported. Each
Community String has a maximum of 32 characters. Leave this
box empty to remove the Community String.

SNMPv3User If SNMPv3 agent is selected, the SNMPv3 user profile should be

set for authentication. The Username is required The Auth
Password is encrypted by MD5 and the Privacy Password is
encrypted by DES. There are a maximum 8 sets of SNMPv3
User and a maximum of 16 characters for both the Username and
Password.
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When SNMPv3 agent is selected, you can:
o Input SNMPv3 username only
o Input SNMPv3 username and Auth Password

o Input SNMPv3 username, Auth Password and Privacy
Password, which can be different from Auth Password.

To remove a current user profile

o Enter SNMPv3 user name you want to remove

o Click "Remove" button

Current SNMPv3

Shows all the SNMPv3 user profiles.

User Profile
Apply Click “Apply” to save the changed configuration.
Help Show help file.

5.1.8.2 SNMP — Trap Setting

A trap manager is a management station that receives traps, which are system alerts
If no trap manager is defined, no traps will be sent. Create a trap
IP address of the station and a community string. To define a
management station as a trap manager, enter SNMP community strings and select the

generated by the switch.
manager by entering the

SNMP version.

Open all

(% System Information

i+ __| BasicSefting

# _| DHCP Server

(+ _| Port Sefting

i+ __| Redundancy

& | VLAN

= 4 SNMP.
[Z] Agent Setting
[Z Trap Sefting

i _| Traffic Prionitization

| Multicast

[+ __| Security

¥ __1 Waming

(+ __| Monitor and Diag

%] Save Configuration

i
SNMP - Trap Setting

Trap Server Setting

Server IP

Community

Tesp Version| @)y Ovac

Add |
Trap Server Profile
!Sefver 1P [Community [Trap Version

| Remove || Help
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The following table describes the options available.

Option Description

Server IP The server IP address to receive traps
Community Community for authentication

Trap Version Trap Version supports V1 and V2c.
Add Add trap server profile.

Remove Remove trap server profile.

Help Show help file.

5.1.8.3 SNMPv3 Setting

SNMPv3 adds security and remote configuration enhancements to SNMP. Use this section
to set the SNMPv3 features.

SNMP Management

SNMPYI Engine 1D 1465000003000 L e 070152
Contox! Table
Carrwt hetw
Usar Profiie
Clirare Line: Probiey o Lot Prostie |
-
Auherbefon ® "
Privace Facyw
i»
Group Tabile
CLATATE GG ITReIT | Mew Graup Tebre !
Nare
oL N
i#
Access Table
Glurare Smmes Tatdes < Novw brrwes Taeks ©
Contue Segh
0 Nane
. Woau Lesthtda®
”» -
sthen
ontes Nag=h Ruw Exact
Pt flar
Wt
Wt
MIBViesw Tabiu
Cununt MisTaties T NI Tatte |
W Natw
SUles.T
- Tme Evolucoz Incdod
LFES

Any i s of SHNENG Tl s 1l F s D OOl TR (TR LI AN 6 o T (AT Rt e 1 LS e 040 Wnd Feadly The s | abdos

The following table describes the options available.
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Option

Description

Context Table

Configure SNMP v3 context table. Assign the context name

of context table. Click "Apply" to change context name

User Table 1. Configure SNMP v3 user table.
2. User ID: set up the user name.
3. Authentication Password: set up the
authentication password.
4. Privacy Password: set up the private password.
5. Click "Add" to add context name.
6. Click "Remove" to remove context name.
Group Table

1. Configure SNMP v3 group table.

2. Security Name (User ID): assign the user name
that you have set up in user table.

3. Group Name: set up the group name.
4. Click "Add" to add context name.

5. Click "Remove" to remove context name.

Access Table

1. Configure SNMP v3 access table.

2. Context Prefix: set up the context name.
3. Group Name: set up the group.

4. Security Level: select the access level.

5. Context Match Rule: select the context match
rule.

6. Read View Name: set up the read view.
7. Write View Name: set up the write view.
8. Notify View Name: set up the notify view.
9. Click "Add" to add context name.

10. Click "Remove" to remove context name.

MIBview Table

1. Configure MIB view table.

2. ViewName: set up the name.

3. Sub-0id Tree: fill the Sub OID.

4. Type: select the type - exclude or included.

5. Click "Add" to add context name.
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6. Click "Remove" to remove context name.

Help

Show help file.

5.1.9 Traffic Prioritisation

Traffic Prioritisation includes 3 modes: port base, 802.1p/COS, and TOS/DSCP. Using
the traffic prioritisation function, you can classify the traffic into four classes for different
network applications. The Satyrn M series supports 4 priority queues.

5.1.9.1 Traffic Prioritisation Policy

Select the traffic prioritisation policy using this function.

Open all

[#) System Information
[+ _) Basic Setting
[+ _] DHCP Server
[+ _| Port Setting

+
.
+

+
+
.

| Redundancy
_J VLAN
) SNiP

_4 Traffic Pnoritzation

%) Policy

e __
Policy

QoS Mode : [Dissble | v
QoS Policy :

) Use an 8 .4,2.1 weighted fair queuing scheme

\2) Use a strict prionity scheme

Apply H |
%) Port-based Priority Leoply | [ Heio |

& COS/B02.1p
% TOSDSCP

The following table describes the options available.

Option Description
QoS Mode
o Port-base: the output priority is determined by the entry port
o COS only: the output priority is determined by COS only
o TOS only: the output priority is determined by TOS only
o COS first: the output priority is determined by COS and TOS,
but COS first
o TOS first: the output priority is determined by COS and TOS,
but TOS first.

QoS policy o Using the 8,4,2,1 weight fair queue scheme: the output
queues will follow a 8:4:2:1 ratio to transmit packets from the
highest to the lowest queue. For example: 8 high queue
packets, 4 middle queue packets, 2 low queue packets, and the
one lowest queue packets are transmitted in one turn.

o Use the strict priority scheme: the packets in the higher
gueue will always be transmitted first until the higher queue is
empty.
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Show help file.

Click “Apply” to save the changed configuration.

5.1.9.2 Port Based Priority

Selecting port based priority will provide four levels of priority which can be set here.

Open all

% System Information Port-based Priority

[+ __| Basic Sefting
[} _| DHCP Server

[+ _| Port Setting Port No.| Priority
[+ _| Redundancy Port.01 ! High v
¢l _JVLAN Port.02 Middle
©B_ISNMP. =

(= _y Traffic Prioritization jlow |

[Z Policy Port.04 | Lowest v
(% Por-based Prionty Port.05 | Lowest v
(2] COSR02:1p Port.06 | Lowest v
[ TOS/OSCP .
1| Mulicast Port.07 ' Lowest v
) _| Security Port.08 | Lowest v
[+ _1 Waming

[+} _| Monitor and Diag Heip

%} Save Configuration

The following table describes the options available.

Option Description
Port base Priority Assign the Port with a priority queue. Four priority queues can be
assigned
o High
o Middle
o Low
o Lowest
Help Show help file.
Apply Click “Apply” to activate the configurations.

5.1.9.3 COS Based Priority

COS (Class Of Service) is also known as 802.1p. It describes the way in which the output
priority of a packet is determined by a user priority field in 802.1Q VLAN tag. Priority
values range from 0 to 7. There are four COS priority queue settings: High, Middle, Low,

and Lowest.
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Open ail
(% Systam Information
o e ua C0S/802.1p
i+ _| DHCP Server
+_| Port Sefting COS|  Priority
+i_| Reoundancy 0 || Lowest w
*i ] VLAN 1 | Lowest v
(s SNMP e
= _§ Trafic Priodtization -
G Policy o Low v
{ Port-based Prionty 4| Middie v
&) COSR02:1p 5 | HMiddie w
(&% TOSDSCP i
+ | Muticast e
i+l __| Security '_;_I High «
) Waming
[+ __I Monitor and Diag
[ Save Configuration COS Port Default
[Port No.[ cOS
Port.01| 3 v
Port.02| 3 v
Port.03| 5 v
Port.04| 5 v
POt.05| 5 v
Port06 | 6 hal
Port.07 | 6 v
Port.08 (5 v
The following table describes the options available.
Option Description
C0OS/802.1p Four priority queues can be assigned
o High
o Middle
o Low
Lowest
COS Port Default When an entry packet does not have a VLAN tag, a default
priority value is assigned on the basis of the entry port.
Help Show help file.
Apply Click “Apply” to save the changed configuration.
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5.1.9.4 TOS based Priority

TOS (Type of Service) is a field in the IP header of a packet. This TOS field is also used
by Differentiated Services and is called the Differentiated Services Code Point (DSCP).
The output priority of a packet can be determined by this field.

Opan ab
T Srtem infosmaben
8 S TOS/DSCP
) DHCP Saner
£ _I Pon Seting [ R ) 1 y T e TR e e ey e ey D IS
¥ _J Regungancy PROMY! Lowest w [ Lowest w | Lowest » | Lowenat w | Lowest & IL:-m-n ~ [me.- v | Lowest ¥
) A oscr B [ ] s § e e S D F s it S
) SR PROMRY: Lowest w | Lowsst v | Lowest v | Lowest v | Lowest % | Lowest » | Lowest w | Lowsst w
’;"‘"""’“““ oBce |18 v It s (S (Y I 1V $7% 3
o Printtyl Low ¥ Low  Yllow vllow vllew v | Low Low wliow »
5 Pantaees Pricaly o PR S " v..__.[..‘.__..
N Cofu0 1 m! 24 25 25 [ B Ta0RY ey 9 £ =3
1 [rososce PRyl Low v ilow willow wltow Wllow v llow Mllow wilow w
) Mubcast [~ T n eS| BT LEES » N | W
<1 Securty Priofityl Mode + |Made v |Misse v [Mode (v | Wode v | Made v | Mo w | Mo v
el g o a0 | 01 VRS 0 U £ UG O IO 1 .| O 2
i .J:::H-QM PNy \tose | thade v | ase v [hode v [Wdae v |Wade v | Maoe v |moane v
G Dol Qumigpastian 05| 4 ® T e Tl 5 s
Prioityl Hoh v fHgh wiliigh wimn wiHoh v Hogh w [Hgh wlHn v
66ch [ 56 |57 [ TS [ 3 | 60 | sn | @& [ @
,"'.',-:1 L RS e wiHon wiHgh W HEh WM v
[2eoty ][ Heto ]

The following table describes the options available.

Option Description

TOS/DSCP The priority values range from 0 to 63.
There are four DSCP priority queues: High, Middle, Low, and
Lowest.

Apply Click “Apply” to save the changed configuration.

Help Show help file.
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Internet Group Management Protocol IGMP) is used by IP hosts to register their dynamic
multicast group membership. IGMP has 3 versions, IGMP v1, v2 and v3. Please refer to
RFC 1112, 2236 and 3376. IGMP Snooping improves the performance of networks that
carry multicast traffic. It provides the ability to prune multicast traffic so that it travels only
to the end destinations that require that traffic and reduces the overall amount of traffic on

the Ethernet LAN.

Only one switch should be selected to carry out queries in an IGMP application.

Open afl
% System information
+ _| Basic Seling
4 __1 DHCP Server
+ _1 Port Sefting
7 | Redundancy
+ 1 VLAN
2 _J Shmp
+ | Trafte Priorsszaion
= ) Wumcast
5/ IGMP Snooping
5 MVR
(% Mutticast Fitecing
7 | Security
< _| Wamng
+ __| Monttor and Diag
(4 Save Configuration

IGMP Snooping

IGMP Snooping

+ Enablev2 w

IGMP Query Mode: Enatie v

[LAonly || Help |

Mamber Port

The following table describes the options available.

Option

Description

IGMP Snooping

Enable/Disable IGMP snooping.

IGMP Query Mode

Identifies whether this Switch will make IGMP queries. In "Auto"”
mode the Switch with the lowest IP address will make queries.

IGMP Snooping Table

Show current IP multicast list

Apply

Click “Apply” to save the changed configuration.

Help

Show help file.
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5.1.10.2 Multicast VLAN Registration

Multicast VLAN Registration (MVR) allows a port to be a receiver or source of a multicast
stream on the network-wide multicast VLAN. A single multicast VLLAN can be shared in
the network while subscribers remain in separate VILANs. MVR allows multicast streams to
be sent to the multicast VLAN with certain VLANs excluded for bandwidth and security
reasons.

Open s o
(5] System Information M V R

+ __1 Basic Sefing

+ __| DHCP Server
+1__1 Port Setting MVR Mode: [Enable (v
B_IR d
T MVR VLAN: [1
o] SNMP
S | Traffie Priortization Port _ Type nuudh_!e Leave
- _{ Mutticast Port01 | [inactve | v O
%) IGMP Snooping Port.02 Inactive | v []
& MVR —
%) Mufticast Filtering Port.03 Inactive W {1
i+ __| Security Port.04 inaclive ¥ [
+1_1 Waming =
41| Monior and Diag Port.05 Inactve | v ]
(%) Save Configuration Port.06 inactve | ]
Port.07 Inactive ]
Port.08 l Inactve v ‘ I'-I

Apply ]

The following table describes the options available.

Option Description
MVR Mode Enable or disable this feature
MVR VLAN The VLAN number
Port The port connecting to the VLAN
Type o Inactive — MVR not in use
o Source — Multicast source
o Receiver — Port received Multicast
Apply Show help file.
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5.1.10.3 Multicast Filter

Multicast filtering is the system by which end stations will only receive multicast traffic if
they are registered to join specific multicast groups. With multicast filtering, network
devices will only forward multicast traffic to the ports that are connected to the registered
end stations.

Open all _

. System tfomnation Multicast Filtering

| Basic Seting
=i 1 DHCP Server
+ ) Port Semng 1P Address 2240.0.104

+ | Redundancy o] — 3 ™
[ \ ‘ ]
o AN Member Ports —Port.01 LiPort.02 L IPort.03 L_IPort.04

o | sNmp viport.0s [lport.os [lpoto7 Clport.os
| Trale Priorazation
2§ Mulicast [ aga | [ Detete | [ Hotp |
X IGUHP Snooping
W MVR
A Multicast Filenng
| Secunty
= 1 Waming
= _) Monitor and Diag
& Save Configurabon IP Address ____ Member Ports

224000000103 ____***™ -2

Multicast Filtering List

The following table describes the options available.

Option Description

IP Address Assign a multicast group IP address in the range of 224.0.0.0 ~
239.255.255.255

Member Ports Tick the check box beside the port number to include them as the
member ports in the specific multicast group IP address.

Add Show current IP multicast list

Delete Delete an entry from table

Help Show help file.

5.1.11 Security

The Satyrn M Series products have up to six useful functions (depending on the switch)
which can enhance the security of the switch. These are Access Control List, IP Security,
Port Security, MAC Blacklist, MAC Address Aging, and 802.1x protocol.
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5.1.11.1 IP Security

Using IP security you can enable or disable remote management using WEB, Telnet, or
SNMP. IP security can also restrict remote management to a list of specific IP addresses.

Only these secure IP addresses are permitted to remotely manage the switch.

Opan all
5 System Information
+ ) Basic Sefting
+ _| DHCP Server
+ | Port Selting
+ __| Redundancy
o) VLAN
) Shup
+ __| TraMc Priontization
+ 1 Multicast
= A Security
% IP Secunitf
(5] Port Security
[X] MAC Blackmst
s | 802 1x
} Waming
+ __| Monitor and Diag
(2 Save Configuration

.

.

IP Security
IP Security Mode: [Disabe

Enable WESB Management
Enable Teinet Management

Enable SNMP Management

Secure IP List
lsecure 1P1 |
lSecure P2 |
Secure IP3
Secure IP4
lSecure 1P5 |
Secure IP6 |
Secure 1P |
Secure 1P8
lSecure 1P9 |
secure P10

[ Appry | [ Heip |

The following table describes the options available.

Option

Description

IP security MODE

Enable or Disable the IP security function.

Enable WEB Management

Check the box to enable WEB Management.

Enable Telnet Management

Check the box to enable Telnet Management.

Enable SNMP Management

Check the box to enable MPSN Management.

Apply

Click “Apply” to save the changed configuration.

Help

Show help file.

5.1.11.2 Port Security

Port Security allows the addition of static MAC addresses to a hardware forwarding
database so that if Port Security is enabled on the Port Control page, only the frames with

MAC addresses in this list will be forwarded, otherwise they will be discarded.
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Open all _

ISk Srem omnaton Port Security

| Basic Sefting
¢/ __| DHCP Server
) Pont Setting MAC Address
—J Redundancy port No. P01 w
-1 VLAN
) SNMP
__| Tramc Prioritzation [ ada || Detete || Hetp |
) Mufticast
_{ Security
o IP
g 'go—iesmj Port Security List
g MACAddress ________ Port
+ ) 802.1x
4| Waming
1 _| Monitor and Diag
4l Save Configuration

DiChcio Ghohe Sa

The following table describes the options available.

Option Description

MAC Address Assign MAC Address to a specific port.
Port No. Select the switch port.

Add Add a MAC Address and port information.
Delete Delete the entry.

Help Show help file.

5.1.11.3 MAC Blacklist

MAC Blacklist can prevent traffic being forwarding to a list of specified MAC addresses.
Any frames forwarded to MAC addresses in this list will be discarded, so the blacklisted
devices will not receive any frames.
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Open ail
[ System Information MAC Blacklist

+ | Basic Sefting

[+ _| DHCP Server

+ __| Port Setting MAC Address

{+ _J Redundancy

& _J VLAN :

| SNMP | Ada || Detete || Help |

+ _| Traflic Prioritization

& 1 Multicast

= _{ Security ‘ AL,
% 1P Security MAC Blacklist

i% Port Security MAC Address
R MAC Blackiis{
+ ) 802.1x
+ ) Waming
+ I Monitor and Diag

{2 Save Configuration

The following table describes the options available.

Option Description

MAC Address Enter MAC Address to add to the MAC Blackilist.
Port No. Select the switch port.

Add Add a device to the Blacklist table.

Delete Delete the entry.

Help Show help file.

5.1.11.4 802.1x

802.1x makes use of the physical access characteristics of IEEE802 LAN infrastructures in
order to provide authentication and authorization of devices attached to a LAN port.
Please refer to IEEE 802.1X - Port Based Network Access Control.
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802.1x - Radius Server

Open ali _

(& System Information 2
o) A By 802.1x - Radius Server
i OhE St Radius Server Setting
+1__| Port Setting 9
+__| Redundancy [802.1:: Protocol | Disable
H_JVLAN E:ﬂuss«vet P |
o | SNMP : i :

+ _| Traffic Prioritization Server |
1| Multicast Accounting Port |
21 Seunly ared Key |
{5 1P Security -
[§) PortSecurity PW\S. identifier |
1 WAL St Advanced Setting
= Y 802.3”“__ o
(5 Radius Servei iet Period ‘
[X; Port Auth Setting Period |
[% Port Auth State
i+ Wa‘nmg mmm |
+ 1 Monitor and Dfag lServer'rmemx |
|3} Save Configuration = o "
Period |
T

The following table describes the options available.

Option Description

Radius Server Setting

Radius Server IP The IP address of the authentication server.

Server port The UDP port number used by the authentication server to
authenticate.

Account port The UDP destination port for accounting requests to the specified
Radius Server.

Shared Key The key shared between this switch and authentication server.

NAS, Identifier The string used to identify this switch.

Advanced Setting

Quiet Period The time interval between the last authentication failure and the
start of the next authentication attempt.

Tx Period The time that the switch must wait for response to an EAP
request/identity frame from the client before resending the
reguest.

Supplicant Timeout The period of time the switch waits for a supplicant response to
an EAP request.

Server Timeout The period of time the switch waits for a Radius server response
to an authentication request.

Max Requests The maximum number of times to retry sending packets to the
supplicant.

Re-Auth Period The period of time after which connected clients must be re-

www.comtrol.co.uk M Series - Satyrn Switches 60



\@*

Satyrn M Series Satyrn Switches - User Manual

authenticated.

Apply Click “Apply” to save the changed configuration.

Help Show help file.

802.1x-Port Authorized Mode

Use this section to set the 802.1x authorized mode for each port.

Open all
% System Information .
51, ) Becic Busicg 802.1x - Port Authorize Mode
+] .| DHCP Server
% _] Port Setling Port No. Port Authorize Mode
+i | Redundancy Port.01
3 'J, 5 Port.02
+ _| Trafic Prioritization Port.03 | J I
(1) Mulicast Port.04
;.3 Seamy Port.05
e : Port.06
[ Pornt Security
(41 MAC Biacklist Port.07
- 4 802.1x Port.08
[# Radius Server
% Port Auth Setting apply | [ Heip
(% Port Auth State

+ ) Waming

The following table describes the options available.

Label Description

Port Authorized Mode o Reject: force this port to be unauthorized

o Accept: force this port to be authorized

o Authorize: the state of this portis determined by
the outcome of the 802.1x authentication.

o Disable: this port will not participate in 802.1x.

Apply Click “Apply” to save the changed configuration.

Help Show help file.
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802.1x-Port Authorized State

This section shows 802.1x port authorized state set in the previous section.

Open all
e 802.1x - Port Authorize State
(L 0
[+ _] DHCP Server
[+ _) Port Setting Port No. Port Authonze State
[+ __| Redundancy Port.01 Accept
= _JVLAN Port.02 Accept
= _| SNMP Port.03 Accept
[+ __| Traffic Priontization Port.04 Accept
i+ 1 Multicast Port.05 Accept
= _4 Secunty Port.06 Accept
& IP Seturity Port.07 Accept
[%) Port Security Port.08 | Accept
{%] MAC Blackiist
= 4 802.1x

5.1.12 Warning

The warning function is very important for managing a switch. You can receive warnings
by SYSLOG, email, and Fault Relay. This is used for monitoring the switch status on
remote locations. When problems occur, the warning message will be sent to your
appointed server, email, or relay fault on the switch panel.

5.1.12.1 Fault Alarm

When any selected fault event has taken place, the Fault LED in the switch panel will light
up and the electric relay will signal at the same time.

Open all
5 System Information
T e B Fault Alarm
% | DHCP Server Power Failure
+ __| Port Sefting
+ | Redundancy HPWR 1 [—]PWR 2
4| VLAN ; o
o) SHWP Port Link Down/Broken
+1 __| Traffic Prioritization D Port.01 D Port.02
3 _| Multicast
3| Securlty [port.03 Llport.0a
Ly Waé!!','_‘,?_m__ [Jrort.os [ port.0s
(% Fault Alarmj
1% “Eveor Seection [port.07 [Jport.o8
[ SYSLOG Sefting —
[Z System EventLog (L4epty | [ Heip |
[Z] SMTP Setting

The following table describes the options available.

Option Description

Power Failure Check the box to monitor PWR 1 or PWR 2.

Port Link Down/Broken Check the box to monitor port 1 to port 8.
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Apply Click “Apply” to save the changed configuration.
Help Show help file.

5.1.12.2 Event Selection

SYSLOG and SMTP are the two warning methods that are supported by the system.
Check the corresponding box to enable the system event warning method you wish to
activate. Please note that the checkbox cannot be checked when SYSLOG or SMTP are

disabled.
Comn st |
3 System knformation . »
| e Bl System Warning - Event Selection
ool DEICE Sarver System Event
+l _| Port Setting <
»|_| Regundancy [Evar SYSLOG | SMTP
oI VLAN |
e
27 s [System Restart
+i__I Traffic Priomization IPower Status
ot SSCRSE {ShMP Authentication Fadura
5} Securiy
5 { Waming [Samnl’opdogvcbm
DA FauB Alarm. Port Event
5 Evont Selecbon]
[ SYSLOG Setting _Ht_t_ - S!’»S}OAG_ ]| [ SHTP
[ System Event Log Port.01
(3] SUTP Setting
+/_| Monitor and Diag Port.02
%I Save Configurakon Port.03
Port.04
Port.0s
Portos
Port.07
Port.08
(2ot ] (1w ]

The following table describes the options available.

Option Description

System Event

System Cold Start

Alert at system restart

Power Status

Alert at power up or down

SNMP Authentication Failure

Alert at SNMP authentication failure.

O-Ring Topology Change

Alert when O-Ring topology changes.

Port Event

SYSLOG / SMTP event

Disable

Link Up

Link Down

o Link Up & Link Down

o O O

Apply

Click “Apply” to save the changed configuration.

Help

Show help file.
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5.1.12.3 SYSLOG Setting

The SYSLOG 1is a protocol to transmit event notification messages across networks.
Please refer to RFC 3164 - The BSD SYSLOG Protocol for more detail.

Cpenall

< _| Basic Seting

AL Ee o System Warning - SYSLOG Setting

| DHCP Server
< _J Pord Sefting
+ ) Regundancy
i) I VLAN

< _| ShuP o

| Appdy || Help |

| Trafic Prionsczation
oI Multicast
« ) Security
- _1 Waming
(% Fault darm
BIEvem Shecion .

[sYSLOG Mode Disable v
[SYSLOG Server IP Address

The following table shows the options available.

Option

Description

SYSLOG Mode

o Disable: disable SYSLOG

o Client Only: log to local system

o Server Only: log to a remote SYSLOG
server.

o Both: log to both local and remote servers.

SYSLOG Server IP Address

The remote SYSLOG Server IP address.

Apply

Click “Apply” to save the changed configuration.

Help

Show help file.
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5.1.12.4 System Event Log

If the system log client is enabled, the system event logs will appear in this table.

Open ail
3 System Information
S| P Sl System Event Log
+ 1 DHCP Server
¢ _1 Port Sefting 4 Jan 1032142 SYSLOG Senver, 10,00 129

3 Jan 1032142 : SYSLOG Enable!
=hriedindancy 2 Jan 1031330 SYSLOG Senver0.0.0.0
¢ VLAN 1.Jan 103:13:30 : SYSLOG Enable!
s 1 SNWP
s, __) TeaMhic Priontization
+ | Multicast
+ 1 Security
_{ Waming

(%) Fault Alarm
(% Event Selection
4 SYSLOG Sefting

A SMTP Sstting
+! __| Monitor and Diag
(& Save Configuration
Paqé 71 -

[ Reload |[ Ciear |[ Help |

The following table describes the options available.

Option Description

Page Select the log page.

Reload Refresh this page and display the newest event logs.
Clear Clear the log.

Help Show help file.
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5.1.12.5 SMTP Setting

SMTP is a protocol for email transmission across the Internet. Please refer to RFC 821 -
Simple Mail Transfer Protocol for details.

[
Open 3
g System Warning - SMTP Setting

' _} DHCP Server

< | Pot Seming E-mail Alert : [Enatie | v
+ .} Redundancy
I VLAN [SMTP Server Address | 0000
O ?x Sender E-mad Address- | administratoe
® | Priorization ———
37} Kkoibeast Mail Subject | Automated Emad Alert
+ | Secunty [ | authentication
= _§ Warnin - -
J:a,» Fau:uam'l ST
[ Event Seloction Recpéent E-mail Address 2|
) SYSLOG Seiling Recpient €-mail Address 3|
L Sui S 9 fﬁemomt Went E-mail Address 4
[& SMTP Sefting
+1 ..} Monitor and Diag WEMM&MSI
SRR CoNigos Reciprent E-mail Address 6
| Appty || Heip |

The following table shows the options available.

Option Description

E-mail Alarm Enable or Disable system warning events sent by email.

Sender E-mail Address The SMTP server IP address

Mail Subject The Subject of the mail

Authentication o Username: the authentication username
o Password: the authentication password
o Confirm Password: re-enter password.
Recipient E-mail Address | The recipient's E-mail address. Up to 6 recipients can be

defined.
Apply Click “Apply” to save the changed configuration.
Help Show help file.

5.1.13 Monitoring and Diagnostics
5.1.13.1 MAC Address Table

The MAC Address Table is a filtering database that supports queries by the Forwarding
Process as to whether a frame received by a specified port with a specified MAC address is
to be forwarded through a specific transmission port. Refer to IEEE 802.1 D Sections 7.9
for further details.
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Open al
%l System information

e MAC Address Table
+ ) DHCP Semver

| Fort Setting Port NO @ [Pontot »

o eanonis Current MAC Address
) VLA Dol —
o) SNue 00OCF19B5410 DYNANIC &
5 | Trafic Prioeneation 0011113808 1F DYNAMIC
<) Muiticast
< Security 3
(s} _i Wamng 0
= Monflorsnd Diag .

(& MAC Addrass Table| 5

[ Porl Statstc o »

& Pod Monsaring 01095E0000FC DYNALIC

[ Ping 01005E00013C_____DYNAMIC ¥

A Save Configuration
Dynamic Adoress Count © 16
Static Address Count -0

(Ciearuac Tatie ] [ Hilo |

MAC Address Aging

MAC Adgcress Tadie Aging Time: (0~3825) 300 $8Cs

[} auto Fash MAC Adcress Table When Ports Link Down

\_feph ’IE&?—'

You can set the MAC Address aging timer and when the time expires, unused MAC
addresses will be cleared from the MAC table.

The following table describes the options available.

Option Description

Port No. Show all MAC addresses mapped to a selected port
Clear MAC Table Clear all MAC addresses in table

Help Show help file.

MAC Address Table | Sets the aging time for the MAC table in seconds. Value must be
Aging Time between 0 and 3825. The default setting is 300 (5 minutes).

Auto  Flush  MAC | Enable this function to flush the MAC addresses when the ports
Address Table When | Link Down
ports Link Down

Apply Click “Apply” to save the changed configuration.

Help Show help file.

5.1.13.2 Port Statistics

Port statistics show several statistics counters for all ports. This could prove useful for
initial diagnostics of any problem.
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Open 2
[ System Informabon P 1
e Port Statistics
s _I DHCP Server
. Seting B0 RX Good [RX Bad|TX ADOTt Packat
B et po_[Mpe Unk [*‘“vyum E« Packes gxadcet packet  Colis
2 AN POED1|1007x| Up [Enablel 19869 | 0 | 52206 0 [
+ | Shup Port.02|100TX|Down|Enable] 0 0 | o o 0 0
| Traffic Priorazation P3| 100TX \Down Enabl-.- 0 | 50 0 0 0 0
2] st Port.0d|1007x| Up [Enablel 12738 | 0 | 13160 | 0 0 0
| Securtty POrt.05/100TX| Up Enable 12"48 0 ] 13159 0 0 0
5 _{ Waming Port06!100TX|Down|Enablel 0 0 | 0 0 0 0
(5 Faul Alam 100FX[Down|Enablel 0 0| o 0 0 0
(&) Evant Sebection Porti08| 1007 |Down|Enable] 0 0| o 0 0 0
(§):S¥SLOG Seting | Cloar [ Help l
[ System Event Lo) e e
X SMTP Seting
The following table describes the options available.

Option Description

Type The port speed and media type.

Link The port link status.

State Shows ports enabled or disabled, set by Port Control

TX Good Packet The number of good packets sent by this port.

TX Bad Packet The number of bad packets sent by this port including undersize
(less than 64 octets), oversize, CRC Align errors, fragments and
jabber.

RX Good Packet The number of good packets received by this port.

RX Bad Packet The number of bad packets received by this port including

undersize (less than 64 octets), oversize, CRC Align errors,
fragments and jabber.

TX Abort Packet The number of packets aborted by this port whilst transmitting.
Packet Collision The number of times a collision was detected by this port
Packet Dropped The number of dropped packets

RX Bcast Packet The number of broadcast packets

Rx Mcast packet The number of multicast packets

Clear Clear all counters.

Help Show help file.

A subset of this information can be obtained from the initial System Information page and
clicking on the appropriate port.

5.1.13.3 Port Monitoring

The port monitoring function supports TX only, RX only, and both TX/RX monitoting.
TX monitoring sends any data that leaves from the checked TX source ports to a selected
TX destination port as well. RX monitoring sends any data that arrives at a checked RX
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source ports to a selected RX destination port as well as sending the frame where on to its
normal destination. If all source ports are unchecked no port monitoring will take place.

Opan all _

(% System Information Port MonitO ring

[+ _| Basic Setting
i1 DHCP Server

[+ _| Port Seing Port Destination Port Source Port
) _| Redundancy RX | W RX LS
1) VLAN Port.01 ® ® [ ]
1| SNMP = =
] TraMc Prioritzation BT O J 0 | O
1) Mulicast Port.03 3 & O C]
GE Smm’ — .
=l _§ Waming gort0s ~ .jt 9
[ Fault Alarm Port.0S O & _I | ’
(% EventSelection P M
[ SYSLOG Sefting @06 - L] j
(% System EventLog PotOzs| () *4fj,ﬁ,—i,
(32 SMTP Sefling Port.08 O O | O | O
=1 _4 Monitor and Diag
(% MAC Address Table (Aool Hel
G rain (oot ] [(Hep |
15 Port Monitoring
The following table describes the options available.
Option Description
Destination Port This port will receive a copied frame from the source port for
monitoring purpose.
Source Port The port will be monitored. Check the TX or RX box to monitor it.
TX Transmitted frames.
RX Received frames.
Apply Click “Apply” to save the changed configuration.
Clear Clear all checked boxes. This disables the port monitoring
function.
Help Show help file.

5.1.13.4 Ping

The Ping function allows the switch to send ICMP packets in order to detect the remote
nodes.
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Open all
[AF System Information
+ __| Basic Sefting
| DHCP Server
+ | Pont Setting
+ | Redundancy
o1 VLAN
=] SNMP
« __| Traffic Priontization
i __| Mumscast
i1 Secunty
= _4 Waming
{4 Fault Alarm

{4 EventSelection
{5 SYSLOG Setting
% System EventLog
%) SHTP Sefting

= _% Monitor and Diag

(3 MAC Address Table

3) Port Stagstic
|5 Port Monitonng
[8 Ping

IP Address: 1000101

Ping Log

Pinging 10.0.0,.101: seq 1 sent...
Reply seq 1 from 10.0.0.101

Pinging 10.0.0.101: seq 2 semt.,
Reply seq 2 from 10.0.0.101

Pinging 10.0.0.101: seq 3 sent...
Reply seq 3 from 10.0.0.101

Pinging 10.0.0.101: seq 4 sent...
Reply seq 4 from 10,0.0.101

Ping complete: sent 4, recaived 4

The following table describes the options available.

.
Ping

*‘:‘/:.‘J—DE

Option Description
IP Address Enter the IP address that you want to detect.
Active Click the Active button to send ICMP packets

5.1.14 Save Configuration

If any configuration changes, “Save Configuration” should be clicked to save the current
configuration data to the permanent flash memory. Otherwise, the modified configuration
will be lost when power is turned off or the system is reset.

Open all

[% System Information

« _| BasicSeting

+1 ] DHCP Server

< | Port Sefting

<1 _| Redundancy

< ] VLAN

+ | SNNP

«! _| Traffic Prioritization
< 1 Multicast

+1 | Sacunty

- 4 Waminn

[save ][ Hew |

The following table describes the options available.

Save Configuration

Label Description
Save Save all current configurations.
Help Show help file.
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6 Command Line Interface Management

6.1 About CLI Management

The Satyrn M Series switches can not only be managed through a browser based system
described in the preceding sections but also via a Command Line Interface (CLI). Either
the Serial Console port or Telnet can be used to manage the switch by CLL

6.1.1 RS-232 Serial Console port

An RJ45 to DB9-F serial cable is used to connect the switch's RS-232 port to your
computet's COM port. Follow the steps below to access the console via RS-232 serial
cable.

Step 1 From the Windows desktop, click on Start -> Programs -> Accessories ->
Communications -> Hyper Terminal

(5 Accessibility

‘; Communications *~ HyperTerminal

@ Network Time Protocol  » (@] Network and Dial-up Connections
@ System Tools '@ HyperTerminal 4
@ Acrobat Reader 5.0

) Address Book

Calculator

B command Prompt

D NetTime

@ Notepad

Windows Update % Paint
@ Windows Explorer

'Eg Accessaties @ ‘WordPad
@ Network Associates P

Documents » (33 Startup »

& Internet Explorer

i$l Outlook Express

§ Programs »

nal

Settings

Search »
Help

Run...

ndows 2000 Pro

/4

& RheHED

Shut Down. ..

i start |J & 5 H » IJ

Step 2 Enter a name for the new connection
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Erter 2name and cho foc the
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_CELLTE
[ oo | o
— =
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Step 3 Select the COM port number.
+ Comtrol - HyperTerminal = X
D& i 0B &
= Connect To ;? X
Q Comtrol
Enter details for ;e phone sumber that you want to dial
Agacode |
Phone nemnbar
Cogrectusing | ECKTNINEEEG
| ok || cencat |
Dsconnected Auto detect  Auto detect
Step 4 The COM port properties setting should be set as follows: 9600 bits per

second, 8 data bits, no parity, 1 stop bit, and no flow control.
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Step 5 The console login screen will appear.

Enter the Username and Password. Default is
User name comtrol
Password satyrn

then press “Enter”.

6.1.2 CLI Management by Telnet
Telnet can be used to configure the switch.
The default values are as follows:

IP Address 192.168.250.250
Subnet Mask 255.255.255.0
Deftault Gateway 192.168.250.1

User Name comtrol

Password satyrn
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Follow the steps below to access the console via Telnet.

Telnet to the IP address of the switch from the Windows “Run”

command, or from the MS-DOS prompt.
The console login screen will appear.

Enter the Username and Password. Default is

User name

Password

then press “Enter”.

6.2 Commands Level

comtrol

satyrn

Modes Access Method Prompt Exit Method | About This Model
User EXEC Begin a session switch> Type logout | The user command
with your switch. or quit. available at the level of
user is a subset of those
available at the
privileged level.
Use this mode to
* Enter menu mode.
* Display system
information
Privileged Enter the enable switch# Type disable | The privileged
command while in to exit. command is an
EXEC user EXEC mode. advanced mode
Use this mode to
* Display advanced
function status
» Save configurations
Global Enter the switch(co | To exitto Use this mode to
] ) configure nfig)# privileged configure the
configuration | command while in EXEC mode, | parameters that apply to
privileged EXEC enter exit or | your switch as a whole.
mode. end
VLAN Enter the vlan switch(vla | To exit to Use this mode to
database n)# user EXEC configure VLAN-specific
database command while in mode, enter | parameters.
privileged EXEC exit.
mode.
Interface Enter the interface | switch(co | To exitto Use this mode to
command (with a global configure parameters for
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configuration

specific interface)
while in global
configuration mode

nfig-if)#

configuration
mode, enter
exit.

To exit
privileged
EXEC mode
or end.

the switch and Ethernet
ports.

6.3 Command Level Indicators

Mode Command Level
User EXEC E
Privileged EXEC P
Global configuration | G
VLAN database \Y

Interface
configuration

6.4 Commands Set List—System Commands Set

S (1 S5 Level|Description Example

Commands

show config E [Show switch switch>show config
configuration

show terminal P |Show console switch#show terminal
information

write memory P |Save the current switch#write memory
configuration into
permanent memory
(flash rom)

system name G |Configure system switch(config)#system name xxx
name

[System Name]

system location G |[Set switch system switch(config)#system location xxx

_ location string
[System Location]
system description G |Set switch system switch(config)#system description
o description string XXX

[System Description]

system contact G |Set switch system switch(config)#system contact xxx
contact window string

[System Contact]

show system-info E [Show system switch>show system-info
information
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ip address

[Ip-address] [Subnet-
mask] [Gateway]

Configure the switch's
IP address.

switch(config)#ip address
192.168.1.1 255.255.255.0
192.168.1.254

ip dhcp Enable DHCP client |switch(config)#ip dhcp
function of switch

show ip Show IP information  [switch#show ip
of switch

no ip dhcp Disable DHCP client |switch(config)#no ip dhcp
function of switch

reload Halt and perform a switch(config)#reload
cold restart

default Restore to default Switch(config)#default

admin username

[Username]

Changes a login
username.

(maximum 10 words)

switch(config)#admin username
XXXXXX

admin password

[Password]

Specifies a password

(maximum 10 words)

switch(config)#admin password
XXXXXX

show admin

Show administrator
information

switch#show admin

dhcpserver enable

Enable DHCP Server

switch(config)#dhcpserver enable

dhcpserver lowip

[Low IP]

Configure low IP
address for IP pool

switch(config)# dhcpserver lowip
192.168.1.1

dhcpserver highip
[High IP]

Configure high IP
address for IP pool

switch(config)# dhcpserver highip
192.168.1.50

dhcpserver subnetmask

[Subnet mask]

Configure subnet
mask for DHCP
clients

switch(config)#dhcpserver
subnetmask 255.255.255.0

dhcpserver gateway

[Gateway]

Configure gateway for
DHCP clients

switch(config)#dhcpserver gateway
192.168.1.254

dhcpserver dnsip

[DNS IP]

Configure DNS IP for
DHCP clients

switch(config)# dhcpserver dnsip
192.168.1.1

dhcpserver leasetime

[Hours]

Configure lease time
(in hours)

switch(config)#dhcpserver leasetime

dhcpserver ipbinding

[IP address]

Set the static IP for
DHCP clients by port

switch(config)#interface fastEthernet
2

switch(config-if)#dhcpserver
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ipbinding 192.168.1.1

show dhcpserver P |Show configuration of [switch#show dhcpserver
configuration the DHCP server configuration

show dhcpserver clients| P |Show client entries of [switch#show dhcpserver clinets
DHCP server

show dhcpserver ip- P [Show IP-Binding switch#show dhcpserver ip-binding

binding information of DHCP
server

no dhcpserver G |Disable the DHCP switch(config)#no dhcpserver
server function

security enable G |Enable IP security switch(config)#security enable
function

security http G |Enable the IP security |switch(config)#security http
of the HTTP server

security telnet G |Enable the IP security |switch(config)#security telnet
of the telnet server

security ip G |Set the IP security list |switch(config)#security ip 1

192.168.1.55

[Index(1..20)] [IP

Address]

show security P |Show the IP security |switch#show security
information.

no security G |Disable the IP security|switch(config)#no security
function

no security http G |Disable the IP security|switch(config)#no security http
of the HTTP server

no security telnet G |Disable the IP security|switch(config)#no security telnet

of the telnet server

6.5 Commands Set List—Port Commands Set

=B W SErIES Level|Description Example
Commands
interface fastEthernet G |Choose the port |switch(config)#interface fastEthernet 2
) for modification.
[Portid]
duplex | |Usethe duplex |switch(config)#interface fastEthernet 2
configuration ] o
[full | half] command to switch(config-if)#duplex full
specify the duplex
mode of operation
for Fast Ethernet.
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speed

[10]100]1000]auto]

Use the speed
configuration
command to
specify the speed
mode of operation
for Fast Ethernet.
The speed cannot
be set to 1000 if
the port is not a

switch(config)#interface fastEthernet 2

switch(config-if)#speed 100

gigabit port.

flowcontrol mode Use the flow switch(config)#interface fastEthernet 2
control

[Symmetric|Asymmetric] configuration switch(config-if)#flowcontrol mode
command on Asymmetric

Ethernet ports to
control traffic rates
during periods of
congestion.

no flowcontrol

Disable flow
control of interface

switch(config-if)#no flowcontrol

security enable

Enable security of
interface

switch(config)#interface fastEthernet 2

switch(config-if)#security enable

no security

Disable security of
interface

switch(config)#interface fastEthernet 2

switch(config-if)y#no security

bandwidth type all

Set interface
ingress limit frame
type to “accept all
frame”

switch(config)#interface fastEthernet 2

switch(config-if)y#bandwidth type all

bandwidth type
broadcast-multicast-
flooded-unicast

Set interface
ingress limit frame
type to “accept
broadcast,
multicast, and
flooded unicast
frame”

switch(config)#interface fastEthernet 2

switch(config-if)y#bandwidth type
broadcast-multicast-flooded-unicast

bandwidth type
broadcast-multicast

Set interface
ingress limit frame
type to “accept
broadcast and
multicast frame”

switch(config)#interface fastEthernet 2

switch(config-if)y#bandwidth type
broadcast-multicast

bandwidth type
broadcast-only

Set interface
ingress limit frame
type to “only
accept broadcast
frame”

switch(config)#interface fastEthernet 2

switch(config-if)#bandwidth type
broadcast-only

bandwidth in

[Value]

Set interface input
bandwidth. Rate
Range is from 100
kbps to 102400

switch(config)#interface fastEthernet 2

switch(config-if)#bandwidth in 100
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kbps or to 256000
kbps for giga
ports,

and zero means
no limit.

bandwidth out

[Value]

Set interface
output bandwidth.
Rate Range is
from 100 kbps to
102400 kbps or to
256000 kbps for
giga ports,

and zero means
no limit.

switch(config)#interface fastEthernet 2

switch(config-if)#bandwidth out 100

show bandwidth

Show interface
bandwidth control

switch(config)#interface fastEthernet 2

switch(config-if)y#show bandwidth

state

[Enable | Disable]

Use the state
interface
configuration
command to
specify the state
mode of operation
for Ethernet ports.
Use the disable
form of this
command to
disable the port.

switch(config)#interface fastEthernet 2

switch(config-if)#state Disable

show interface
configuration

show the interface
configuration
status

switch(config)#interface fastEthernet 2

switch(config-if)y#show interface
configuration

show interface status

show interface
actual status

switch(config)#interface fastEthernet 2

switch(config-if)#show interface status

show interface
accounting

show interface
statistic counter

switch(config)#interface fastEthernet 2

switch(config-if)#show interface
accounting

no accounting

Clear interface
accounting
information

switch(config)#interface fastEthernet 2

switch(config-if)#no accounting
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6.6 Commands Set List—Trunk command set

Satyrn M series o
Commands Level|Description Example
aggregator priority G |Set port group system |switch(config)#aggregator priority 22
priority
[1t065535]
aggregator activityport G |Set activity port switch(config)#aggregator
activityport 2
[Port Numbers]
aggregator group G |Assign a trunk group |switch(config)#aggregator group 1 1-
_ with LACP active. 4 lacp workp 2
or
lacp [Port-list::Member port| _
" list, This parameter|switch(config)#aggregator group 2
wor p Could be a port 1,4,3 Ian WOI’kp 3
[Workport] rangg(ex.1-4) or a
port list separate by a
comma(ex.2, 3, 6)
[Workport]: The
amount of work ports,
this value could not be
less than zero or be
large than the amount
of member ports.
aggregator group G |Assign a static trunk  |switch(config)#aggregator group 1 2-
_ group. 4 nolacp
[GrouplD] [Port-list] [GroupID] :1to3
or
nolacp [Port-list::Member port| _
list, This parameter ~ [switch(config)#aggreator group 1
could be a port 3,1,2 nolacp
range(ex.1-4) or a
port list separate by a
comma(ex.2, 3, 6)
show aggregator P |Show the information |switch#show aggregator
of trunk group
no aggregator lacp G |Disable the LACP switch(config)#no aggreator lacp 1
function of trunk group
[GrouplD]
no aggregator group G |Remove a trunk group |switch(config)#no aggreator group 2

[GrouplD]
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6.7 Commands Set List—VLAN command set

Satyrn M series o
Commands Level|Description Example
vlan database P [Enter VLAN configure |switch#vlan database
mode
vlan V Set switch VLAN switch(vlan)# vlanmode 802.1q
mode.
[8021q | gvrp] or
switch(vlan)# vlanmode gvrp
no vian V Disable VLAN group [switch(vlan)#no vlan 2
(by VID)
[VID]
no gvrp V |Disable GVRP switch(vlan)#no gvrp
IEEE 802.1Q VLAN
vlan 8021q port V |Assign an access link|switch(vlan)#vlan 802.1q port 3
[PortNumber] for VLAN by port.|access-link untag 33
access-link untag Note: if the port
[UntaggedVID] belongs to a trunk
group, this command
cannot be used.
vlan 8021q port V |Assign a trunk link for |switch(vlan)#vlan 8021q port 3 trunk-
[PortNumber] VLAN by port. Note: if |link tag 2,3,6,99
trunk-link tag the port belong to a
trunk group, this or
TaggedVID List
[Tagg ) command cannot be switch(vlan)#vlan 8021q port 3 trunk-
used. )
link tag 3-20
vlan 8021q port V |Assign a hybrid link|switch(vlan)# vlan 8021q port 3
[PortNumber] for VLAN by port. hybrid-link untag 4 tag 3,6,8
hybrid-link untag Note: if the port
[UntaggedVID] belong to a trunk|Or
tag _ g;?#]%’t églsustt,;%mmand switch(vlan)# vlan 8021q port 3
[TaggedVID List] ' hybrid-link untag 5 tag 6-8
vlan 8021qg aggreator V |Assign an access link|switch(vlan)#vlan 8021q aggreator 3
[TrunkID] for VLAN by trunk|access-link untag 33
access-link untag group
[UntaggedVID]
vlan 8021qg aggreator V |Assign a trunk link for |switch(vlan)#vlan 8021g aggreator 3
[TrunkID] VLAN by trunk group |trunk-link tag 2,3,6,99
trunk-link tag
or
[TaggedVID List] ]
switch(vlan)#vlan 8021q aggreator 3
trunk-link tag 3-20
vlan 8021qg aggreator V |Assign a hybrid link|switch(vlan)# vlan 8021q aggreator 3

[PortNumber]
hybrid-link untag
[UntaggedVID]
tag

for VLAN by trunk
group

hybrid-link untag 4 tag 3,6,8
or

switch(vlan)# vlan 8021q aggreator 3
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[TaggedVID List]

hybrid-link untag 5 tag 6-8

show vlan [VID]
or
show vlan

Show
information

VLAN

switch(vlan)#show vlan 23

6.8 Commands Set List—Spanning Tree command set

Satyrn M series

Commands

Level

Description

Example

spanning-tree enable

G

Enable spanning tree

switch(config)#spanning-tree enable

spanning-tree
[0to61440]

priority

G

Configure spanning
tree priority parameter

switch(config)#spanning-tree priority
32767

spanning-tree
[seconds]

max-age

Use the spanning-tree
max-age global
configuration
command to change
the interval between
messages the
spanning tree
receives from the root
switch. If a switch
does not receive a
bridge protocol data
unit (BPDU) message
from the root switch
within this interval, it
will recompute the
Spanning Tree
Protocol (STP)
topology.

switch(config)# spanning-tree max-
age 15

spanning-tree hello-

time [seconds]

Use the spanning-tree
hello-time global
configuration
command to specify
the interval between
hello bridge protocol
data units (BPDUS).

switch(config)#spanning-tree  hello-

time 3

spanning-tree
time [seconds]

forward-

Use the spanning-tree
forward-time  global
configuration

command to set the

forwarding-time for
the specified
spanning-tree

instances. The
forwarding time

switch(config)#
forward-time 20

spanning-tree
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determines how long
each of the listening
and learning states
last before the port
begins forwarding.

stp-path-cost

[1t0200000000]

Use the spanning-tree

cost interface
configuration
command to set the
path cost for
Spanning Tree
Protocol (STP)
calculations. In the

event of a loop, the
spanning tree  will
consider the path
cost when selecting

an interface to place
into the forwarding
state.

switch(config)#interface fastEthernet
2

switch(config-if)#stp-path-cost 20

stp-path-priority
[Port Priority]

Use the spanning-tree
port-priority interface
configuration
command to configure
a port priority that is
used when two
switches are both
positioned as the root
switch.

switch(config)#interface fastEthernet
2

switch(config-if)#
127

stp-path-priority

stp-admin-p2p

[Auto|True|False]

Admin P2P of STP
priority on this
interface.

switch(config)#interface fastEthernet
2

switch(config-if)#
Auto

stp-admin-p2p

stp-admin-edge

Admin Edge of STP
priority on this

switch(config)#interface fastEthernet
2

[True|False] interface.
switch(config-if)# stp-admin-edge
True

stp-admin-non-stp Admin  NonSTP of|switch(config)#interface fastEthernet

[True|False]

STP priority on this
interface.

2

switch(config-if)j# stp-admin-non-stp
False

Show spanning-tree

Display a summary of

switch>show spanning-tree

the spanning-tree
states.
no spanning-tree Disable spanning-|switch(config)#no spanning-tree

tree.
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6.9 Commands Set List—QoS command set

Satyrn M series

Commands

Level

Description

Example

gos policy

[weighted-fair|strict]

G

Select QOS policy
scheduling

switch(config)#gos policy weighted-
fair

gos prioritytype G |Set QOS priority type |switch(config)#qos prioritytype
[port-based|cos-
only|tos-only|cos-
first|tos-first]
gos priority portbased G |Configure Port-based |switch(config)#qos priority portbased
[Port] Priority 1 low
[lowest|low|middle|high]
gos priority cos G |Configure COS switch(config)#qgos priority cos 22
[Priority][lowest|low|mid Priority middle
dlelhigh]
gos priority tos| G |Configure TOS|switch(config)#qos priority tos 3 high
[Priority][lowest|low|mid Priority
dlelhigh]
show qos P |Display the|switch>show qos
information of QoS
configuration
no qos G |Disable QoS function |switch(config)#no qos

6.10 Commands Set List—IGMP command set

?:?)t%rmnands i SEMes)| evel Description Example

igmp enable G |Enable IGMP switch(config)#igmp enable
shooping function

Igmp-query auto G |SetIGMP query to switch(config)#lgmp-query auto
auto mode

lgmp-query force G |[Set IGMP query to switch(config)#lgmp-query force
force mode

show igmp| P |Displays the details of [switch#show igmp configuration

configuration an IGMP
configuration.

show igmp multi P |Displays the details of [switch#show igmp multi
an IGMP snooping
entry.

no igmp G |Disable IGMP switch(config)#no igmp
snooping function

no igmp-query G |Disable IGMP query |switch#no igmp-query
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6.11 Commands Set List—MAC/Filter Table command set

Satyrn M series

Commands

Level

Description

Example

mac-address-table static
hwaddr

[MAC]

Configure MAC
address table of
interface (static).

switch(config)#interface fastEthernet
2

switch(config-if)j#mac-address-table
static hwaddr 000012345678

mac-address-table filter| G |Configure MAC |switch(config)#mac-address-table
hwaddr address table(filter)  [filter hwaddr 000012348678
[MAC]
show mac-address-table| P |Show all MAC switch#show mac-address-table
address table
show mac-address-table| P |Show static MAC switch#show mac-address-table
static address table static
show mac-address-table| P [Show filter MAC switch#show mac-address-table filter
filter address table.
no mac-address-table| | |Remove an entry of |switch(config)#interface fastEthernet
static hwaddr MAC address table of |2
interface (static) ) o
[MAC] switch(config-ifjfno ~ mac-address-
table static hwaddr 000012345678
no mac-address-table| G |Remove an entry of|switch(config)#no mac-address-table
filter hwaddr MAC address tableffilter hwaddr 000012348678
(filter)
[MAC]
no mac-address-table G |Remove dynamic|switch(config)#no mac-address-table

entry of MAC address
table

6.12 Commands Set List—SNMP command set

EIT 2 SEMNes)| evel Description Example

Commands

snmp agent-mode G |Select the agent|switch(config)#snmp agent-mode
mode of SNMP vlv2c

[vlv2c | v3]

snmp-server host G |Configure SNMP|switch(config)#snmp-server host
server host|192.168.10.50 community  public

[IP address] information and |trap-version v1

. community string
Commun|ty (remove)
[Community-string] Switch(config)#
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trap-version

no snmp-server host

[vi]v2c] 192.168.10.50
snmp community-| G |Configure the|switch(config)#snmp community-
strings community string right |strings public right RO
[Community-string] or
right switch(config)#snmp community-
strings public right RW
[RO|RW]
snmp snmpv3-user G |Configure the|switch(config)#snmp  snmpv3-user
userprofile for|testO1 password AuthPW PrivPW
[User Name] SNMPv3 agent.
q Privacy password
passwor can be left empty.
[Authentication
Password] [Privacy
Password]
show snmp P |Show SNMP|switch#show snmp
configuration
show snmp-server P [Show specified trap|switch#show snmp-server
server information
no snmp community-| G |Remove the specified|switch(config)#no snmp community-
strings [Community] community. strings public
no snmp snmpv3-user G |Remove specified|{switch(config}#¥ no snmp snmpv3-
user of SNMPv3juser test01 password AuthPW
[User Name] agent. Privacy |PrivPW
a ord password can be left
passw empty.
[Authentication
Password] [Privacy
Password]
no snmp-server host G |Remove the SNMP|switch(config)#no snmp-server

[Host-address]

server host.

192.168.10.50

6.13 Commands Set List—Port Mirroring command set

=S M SEMNes| evel Description Example

Commands

monitor rx G |[Set RX destination|switch(config)#monitor rx
port of monitor
function

monitor tx G |Set TX destination|switch(config)#monitor tx
port of monitor
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function

show monitor P |Show port monitor|switch#show monitor
information

monitor

[RX|TX|Both]

Configure source port
of monitor function

switch(config)#interface fastEthernet
2

switch(config-if)#monitor RX

show monitor

Show port monitor

information

switch(config)#interface fastEthernet
2

switch(config-ify#show monitor

no monitor

Disable source port of
monitor function

switch(config)#interface fastEthernet
2

switch(config-if)j#no monitor

6.14 Commands Set List—802.1x command set

el 2 SEMNes) evel Description Example
Commands
8021x enable G |Use the 802.1x global|switch(config)# 8021x enable
configuration
command to enable
802.1x protocols.
8021x system radiousip G |Use the 802.1x|switch(config)# 8021x system
system radious IP|radiousip 192.168.1.1
[IP address] global  configuration
command to change
the radious server IP.
8021x system serverport| G |Use the 802.1x|switch(config)# 8021x system
system server port{serverport 1815
[port ID] global  configuration
command to change
the radious server
port
8021x system| G |Use the 802.1x|switch(config)# 8021x system
accountport system account portjaccountport 1816
global  configuration
[port ID] command to change
the accounting port
8021x system sharekey G |Use the 802.1x|switch(config)# 8021x system
system share key|sharekey 123456
[1D] global  configuration
command to change
the shared key value.
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8021x system nasid

[words]

Use the 802.1x
system nasid global
configuration

command to change
the NAS ID

switch(config)# 8021x system nasid
testl

8021x misc quietperiod

[sec.]

Use the 802.1x misc
quiet period global
configuration
command to specify
the quiet period value
of the switch.

switch(config)# 8021x misc

quietperiod 10

8021x misc txperiod

[sec.]

Use the 802.1x misc
TX  period global
configuration
command to set the
TX period.

switch(config)# 8021x misc txperiod
5

8021x misc
supportimeout [sec.]

Use the 802.1x misc
supp timeout global
configuration
command to set the
supplicant timeout.

switch(config)# 8021x misc

supportimeout 20

8021x misc
servertimeout [sec.]

Use the 802.1x misc
server timeout global
configuration
command to set the
server timeout.

switch(config)#8021x misc

servertimeout 20

8021x misc maxrequest
[number]

Use the 802.1x misc
max request global
configuration
command to set the
MAX requests.

switch(config)# 8021x misc

maxrequest 3

8021x
reauthperiod [sec.]

misc

Use the 802.1x misc
reauth period global
configuration
command to set the
reauth period.

switch(config)# 8021x misc

reauthperiod 3000

8021x portstate

[disable | reject | accept
| authorize]

Use the 802.1x port
state interface
configuration
command to set the
state of the selected
port.

switch(config)#interface fastethernet
3

switch(config-if)#8021x
accept

portstate
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show 8021x E |Display a summary of|switch>show 8021x

the 802.1x properties

and also the port

sates.
no 8021x G |Disable 802.1x|switch(config)#no 8021x

function

6.15 Commands Set List—TFTP command set

; Defaults

Sact:yrn M S%”es Level Description
ommands Example
backup G |Save configuration to|switch(config)#backup

flash:backup_cfg

TFTP. The IP of
TFTP server and the
file name of image
must be specified.

flash:backup_cfg

restore flash:restore_cfg

Get configuration from
TFTP server. The IP
of TFTP server and
the file name of image
must be specified.

switch(config)#restore
flash:restore_cfg

upgrade
flash:upgrade_fw

Upgrade firmware by
TFTP. The IP of
TFTP server and the
file name of image
must be specified.

switch(config)#upgrade
lash:upgrade_fw

6.16 Commands Set List—SYSLOG, SMTP, EVENT command set

Satyrn M

series

Commands Level |Description Example

systemlog ip G |Set System log server|switch(config)# systemlog ip
IP address. 192.168.1.100

[IP address]

systemlog mode G |Specified the log|switch(config)# systemlog mode both

_ mode.

[client|server|both]

show systemlog E |Display system log. |Switch>show systemlog

show systemlog P |Show system log|switch#show systemlog
client and server
information.
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no systemlog

Disable system log
functon.

switch(config)#no systemlog

smtp enable Enable SMTP|switch(config)#smtp enable
function.

smtp serverip Configure SMTP|switch(config)#smtp serverip
server IP. 192.168.1.5

[IP address]

smtp authentication Enable SMTP|switch(config)#smtp authentication

authentication.

smtp account Configure switch(config)#smtp account User
authentication

[account] account.

smtp password Configure switch(config)#smtp password
authentication

[password] password.

smtp rcptemail Configure reciever's|switch(config)#smtp  rcptemail 1

[Index] [Email address]

email address

Alert@test.com

show smtp DisplaySMTP switch#show smtp
information.

no smtp Disable SMTP|switch(config)#no smtp
function

event device-cold-start

[Systemlog|SMTP|Both]

Set cold start event
type.

switch(config)#event device-cold-

start both

event authentication-

failure

[Systemlog|SMTP|Both]

Set authentication
failure event type.

switch(config)#event authentication-
failure both

event
change

O-Ring-topology-

[Systemlog|SMTP|Both]

Set ring topology
changed event type.

switch(config)#event
change both

ring-topology-

event systemlog Set port event for|switch(config)#interface fastethernet
_ _ system log.

[Link-UP|Link-

Down|Both] switch(config-if)#event systemlog

both

event smtp Set port event for|switch(config)#interface fastethernet
_ _ SMTP. 3

[Link-UP|Link-

Down|Both] switch(config-ify#event smtp both

show event Show event selection. |switch#show event

no event device-cold- Disable cold start{switch(config)#no event device-cold-

start event type. start

no event authentication-

Disable authentication

switch(config)#no event
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failure failure event type. authentication-failure
no event O-Ring-| G |Disable O-Ring|switch(config)#no event ring-
topology-change topology changed|topology-change
event type.
no event systemlog | |Disable port event for|switch(config)#interface fastethernet
system log.
switch(config-if)#no event systemlog
no event smpt | |Disable port event for|switch(config)#interface fastethernet
SMTP. 3
switch(config-if)#no event smtp
show systemlog P |Show system log|switch#show systemlog
client and server
information.

6.17 Commands Set List—SNTP command set

Satyrn M
Commands

series

Level

Description

Example

sntp enable

G

Enable
function.

SNTP

switch(config)#sntp enable

sntp daylight

G

Enable daylight
saving time. This
command can't be
applied if  SNTP

function is inactive.

switch(config)#sntp daylight

sntp daylight-period

[Start time] [End time]

Set period of daylight
saving time. This
command can’'t be
applied if SNTP
function is inactive.

Parameter format:

[yyyymmdd-hh:mm]

switch(config)# sntp daylight-period
20060101-01:01 20060202-01-01

sntp daylight-offset

[Minute]

Set offset of daylight
saving time. This
command can’'t be
applied if SNTP
function is inactive.

switch(config)#sntp daylight-offset 3

sntp ip

[IP]

Set SNTP server IP.
This command can’t
be applied if SNTP
function is inactive.

switch(config)#sntp ip 192.169.1.1

sntp timezone

Set timezone index.
Use  “show  sntp
timzezone” command

switch(config)#sntp timezone 22
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[Timezone] to obtain more
information about
index number.

show sntp P |Show SNTP |switch#show sntp
information.

show sntp timezone P |Show index number of|switch#show sntp timezone
time zone list.

no sntp G |Disable SNTP|switch(config)#no sntp
function.

no sntp daylight G |Disable daylight|switch(config)#no sntp daylight
saving time.

6.18 Commands Set List—Satyrn-Ring command set

[S=2000 SEMes)) evel Description Example

Commands

Ring enable G |Enable Satyrn-Ring. |switch(config)# ring enable

Ring master G |Enable ring master. |switch(config)# ring master

Ring couplering G |Enable couple ring. switch(config)# ring couplering

Ring dualhoming G |Enable dual homing. |switch(config)# ring dualhoming

Ring ringport G |Configure 1st/2nd|switch(config)# ring ringport 7 8
Ring Port.

[1st Ring Port] [2nd Ring

Port]

Ring couplingport G |Configure  Coupling|switch(config)# ring couplingport 1
Port.

[Coupling Port]

Ring controlport G |Configure Control{switch(config)# ring controlport 2
Port.

[Control Port]

Ring homingport G |Configure Dual|switch(config)# ring homingport 3
Homing Port.

[Dual Homing Port]

show Ring P |Show Satyrn-Ring|switch#show ring
information.

no Ring G |Disable Satyrn-Ring. |switch(config)#no ring

no Ring master G |Disable ring master. |switch(config)# no ring master

no Ring couplering G |Disable couple ring. |switch(config)# no ring couplering

no Ring dualhoming G |Disable dual homing. |switch(config)# no ring dualhoming
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Technical Specifications

Technology

Ethernet Standards 802.3 - 10Base-T,

802.3u - 100Base-TX, 100Base-FX,
802.3z - 1000Base-LX/SX

802.3ab - 1000Base-TX,

802.3ad - Link Aggregation Control Protocol
802.3x - Flow Control

802.1D - Spanning Tree Protocol
802.1p - Class of Service,

802.1Q - VLAN Tagging

802.1w - Rapid Spanning Tree Protocol,
802.1X - Authentication

802.1ad - VLAN QinQ

802.1AB - LLDP

802.1s - MSTP

MAC addresses 8192

Priority Queues 4

Flow Control IEEE 802.3x Flow Control and Back-pressure

Processing Store-and-Forward

Interface

RJ45 Ports 10/100Base-T(X), Auto MDI/MDI-X

Giga Fibre Ports 1000 Base-X (SC Connector)

Multi-Mode:

0 to 550m, 850 nm (50/125 pm to 62.5/125 pm)
Single-Mode:

0 to 10km, 1310 nm (9/125 pm)

Giga Ports 10/100/1000 Base-T(X), Auto MDI/MDIX

Fibre Ports 100 Base-FX (SC Connector)

Multi-Mode:
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0to 2 km, 1310 nm (50/125 pm to 62.5/125 pm)
Single-Mode:
0 to 30km, 1310 nm (9/125 pm)
SFP 2 x 100/1000 Base-X(LC Connector)

LED Indicators

Per Unit : Power x 3(Green)
RJ45 Ports:

Per Port : Link/Activity(Green/Blinking Green), Full
duplex(Amber)

Giga/Fibre Ports:
Per Port : Activity(Green), Link (Amber)
SFP Ports:

Per Port : Link/Activity (Green)

Power Requirements

Power Input Voltage

PWR1/2: 12 to 48VDC in 7-pin Terminal Block
PWRS3: 12 to 45VDC in Power Jack

Reverse Polarity Protection

Present at terminal block

Power Consumption

MO73-EC — 12 Watts
MO082-EQ — 9 Watts
MO62-EM — 9 Watts
MO062-ES — 9 Watts
MO80-EN — 5 Watts
MO062-EG — 8 Watts
MO062-EL — 7 Watts
MO62-ET — 7 Watts

Environmental

Operating Temperature

-40to 70°C

Storage Temperature

-40to0 85°C

Operating Humidity

5% to 95%, non-condensing

Mechanical

Dimensions(W x D x H)

52 mm(W) x 106 mm(D) x 144 mm(H)

M082-EQ, MO062-EM, M062-ES, MO80-EN, MO062-EG,
M062-EL,M062-ET

74 mm(W) x 109 mm(D) x 154 mm(H)
MO073-EC
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Casing

IP-30 protection

Regulatory Approvals

Regulatory Approvals

FCC Part 15, CISPER (EN55022) class A

EMS EN61000-4-2 (ESD)
EN61000-4-3 (RS)
EN61000-4-4 (EFT)
EN61000-4-5 (Surge)
EN61000-4-6 (CS)
EN61000-4-8
EN61000-4-11
Shock IEC 60068-2-27
Free Fall IEC 60068-2-32
Vibration IEC 60068-2-6
Warranty 5 years
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