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Installation

Go to www.forensicnavigation.com and sign into your account. If you do not have an account then
please register.

When signed in you will be taken to the members area where you can access downloads.
Download the latest version of TomTology?2 and the Dongle Drivers.

If you have not previously installed the dongle drivers (for TomTologyl or TomTology2) then
please install them now.

v

Insert your dongle after installation is complete.
Install TomTology?2 and the following Icon will appear on your desktop:
Double click this icon to run the program.
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Starting a New Case

TomTology?2 enables you to create a new case and add multiple different Sat Navs to be examined.

Upon starting the program you are presented with the following screen:
Selecting ‘New Case' presents you with a screen where you are able to enter the case details as

¢ Pl te details =
¥ Please enter your case detai -
Please enter your case details

Case Reference

below:
These details will appear on the final report you produce.

You are able to add a logo for your organisation by clicking the 'Change Logo' button and selecting
the image.

When you have entered all of the required details, click 'OK".

L

[

Mz G
You can start a new case at any time by selecting 'Case’ then 'New Case' from the drop down menu,
or clicking on the 'New Case' icon:
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Adding a New Sat Nav to the Case

You must attach the Sat Nav to be examined to your computer to that it appears as a mass storage
device. We highly recommend that you use a USB writeblocker. It is possible to add single files, for
instance a TomTom .cfg file, but this must be accessible by your computer.

. =
You can add a new Sat Nav to your case at any time by clicking the 'Add Device' icon on the
toolbar:

Or by selecting 'Case’ then 'Add New Device' from the drop down menu.

B9 Add New Device — = [E=SIEE)

Exhibit Ref

Aitach your GPS Device and select it below

TJomTom |Garmin |Navman

Therfollowing window appears:
You must enter a reference for this Sat Nav.
Click on the relevant window for the type of device you want to add.

Adding a TomTom

TomTology?2 will scan all drive letters looking for the TomTom. When found, it will scan the
TomTom from the first sector to the last looking for deleted .cfg files, locations that are not within a
deleted .cfg file (orphan locations), Last GPS Fixes that are not within a deleted .cfg file, phone
numbers, SMS and deleted Device Information.

A progress bar and counter will show you how far through the scan it is. If you are examining a
TomTom ONE please be aware that due to the slow USB interface on the TomTom, this may take
some time.

If the TomTom you are examining is the type that does not appear as a mass storage device and is
one of the newer Ethernet over USB type please follow the below procedure:

1. Ensure MyTomTom is installed and then the process killed. This is only to ensure the drivers
are installed so if you have previously installed MyTomTom you do not need to do this.

2. Disconnect your examination computer from the internet.

3. Connect the TomTom with the USB cable and ensure it appears as a new network
connection. This may not work if your USB port is write blocked.

4. Add a new device in TomTology?2 and click on ‘TomTom’. This will then extract the
favourites only from the TomTom and display them to you. Currently there is no way of
extracting anything other than the favourites.
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If TomTology?2 cannot detect a TomTom attached it will give you the below options:

Exhibit Ref AS1

Attach your GPS Device and select it below
[ Retry ][ AddcigFle | [  ScanDrve

No TomTom Found

Cancel

You can click on 'Retry" if you simply forgot to attach the TomTom and it will try again.

If you want to add a single .cfg file to be examined then select 'Add .cfg File' and select it. This will
then be decoded and added to the case.

If the TomTom is not found because the device no longer contains the relevant files it can still be
examined. Click 'Scan Drive' and select the appropriate disk. Deleted files will be scanned for and
decoded.

Adding a Garmin

TomTology?2 will scan all drive letters looking for the Garmin. When found, it will locate the
Current.gpx file and all of the archive .gpx files. It will read out of them all of the Waypoints,
Routes and Tracks.

N
@ Add New Device‘ i o S

Exhibit Ref AS1

Attach your GPS Device and select it below
[ Retry | [ Add .gpx File

No Garmin Found

Cancel

A progress bar will be presented as the entire drive is read looking for deleted Waypoints and Tracks.
If no Garmin can be found attached to the computer the following options are presented:

If you wish TomTology?2 to try to locate the Garmin again select 'Retry'. If you simply want to add
a .gpx file, click the 'Add .gpx File' button and select it in the file browser. The selected .gpx file
will then be decoded and added to the case.

Adding a Navman
TomTology?2 will scan all drive letters looking for the Navman. When found, it will read all of the
© Forensic Navigation Ltd.
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v bl
@ Add New Device -@@lﬂ

Exhibit Ref AS1

Attach your GPS Device and select it below
( Retry || AddicN Series |

No Navman Found

Cancel

data from the files and add them. If no Navman is found the following screen will be displayed:

Ensure the Navman appears as a Mass Storage Device and click 'Retry’, or if you ear examining an
old Navman iCN series device extract the Recent.dat and Fav\er4.dat files using Activesync or
equivalent and click on the 'Add iCN Series' Button. You will then be able to select the extracted
files and they will be decoded for you.

Saving a Case
When you have made any changes to a case it is highly recommended that you save it. This can be

=)
done b§; either clicking on the 'Save Case' icon below or be selecting 'Case' then 'Save Case' from

the drop down menu

If you forget to save the case and close it, you will be prompted that you will lose data and be asked
to save the case.

Opening a Case
If you want to reopen a case you have already saved, you can do so immediately after opening

TomTology2 from the first screen shown below.
Clicking 'Open Case' will allow you to select the case file (with a .gpsc extension)

You can also open a case at anytime by clicking the '‘Open Case' icon on the toolbar as seen below
or selecting 'Case’' 'Open Case' from the dropdown menu.
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Adding a TomTologyl (.ttc file) case to TomTology?2

It is possible open a TomTom that has previously been examined with TomTologyl. It is
recommended that you reexamine it completely due to the extra functionality of TomTology?2 but to
open a TomTology1 (.ttc file) you can do the following.

Start a new Case with TomTology2, or open en existing case you wish to add the device to. Click
‘Case’, then 'Add TomTology TTC File' from the drop down menu. You will then be able to select
the file and it will be added to this case.
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Examining a TomTom

When you add a TomTom to a case as detailed above, an icon will appear for it in the tree on the left,
with the reference number you gave it when you added it.

> 1 B -
Ht=@® e
Full Devices Details “Mapping 1
=] m& Case 1 TomTom Summary View ‘ TomTom Full View | TomTom Analytical View (GPSFixes) |
N TomTom AST [ 4 __ System User House E ]
. - # Live Description Description Number Lattude Longttude

9 Favourites
88 Recents
83 Entered

1| (3 A4D4DBromford .. | A4DAD Bromford ... - | 52 mm= |-+

246 Journeys

71 Orphans

17 Last GPS Fixes
67 Phone Numbers
13 SMS

1 Device Infos

Clicking on that TomTom displays all of the data recovered from the device on three tabs as shown
below.

By default, the 'TomTom Summary View' tab is selected. This is the recommended view as it
eliminates all duplicates. You can see that the Summary View is broken down into ten further tabs,
the '"Homes' one being selected.

This list shows you all home locations that have been found in the scan on the TomTom. The 'Live
column shows you whether it is found in the live files (The currently set Home location)
represented with a green dot, or in the deleted files (a previous home location) represented by a red
dot.
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Full Devices Details | Mapping
TomTom Summary View | TomTom Full View | TomTom Analytical View (GPSFixes) |
1 Homes # Live Date Navigated By Sg;%" o g:zrcn pion nz:ﬁfe c Latitude Longitude
9 Favourites =
10ngin - @
88 Recents
& el 1 Last GPS Fix | ® Iy =
71 Orptins 2 Destination - ®
17 Last GPS Fixes T f 1 — e
2 Last GPS Fix ) 52488 B
67 Phone Numbers [y o Y - P T -1 =
[ 3 Destination - P Code .. @ PCode /POM Gk : F 52.38888 =
}oovicalc 3 Last GPS Fix | @ Thisioumeyhasbee.. hispossblethis.. 52 1~
40rigin - GPS Pos | @ |14/05/2009 14:54:41 |GPS Pos | A4040 Bromford ... |A4040 Bromford ... |- |52, -1 mms
4 Destination - P Code ... | @ PCode/POM | ’ . |& |52z 4
4 Last GPS Fix @ | ’ 52— v
5 Origin - GPS Pos @ | 14/05/2009 145441 | GPS Pos A4D40 Bromford ... | A4040 Bromford ... - 52, 4u= PSS
5 Destination - P Code ... @ R T T — S S
5 Last GPS Fix @ 5.8 A
6 Origin - GPS Pos | @ |14/05/2009153137 |GPS Pos |2 | 52— EF
6 Destination-P Code ... | @ P Code / POM - 523 B
6 Last GPS Fix | @ | ' 52 W a
7 Origin - GPS Pos | @ 14/05/2009 154851 | GPS Pos [ | — |- | 52— ——
7 Destination - P Code .. @ PCode/POM s  ssueusiiith . SF | 5208 T
7 Last GPS Fix ® [ J T e -
8 Origin - GPS Pos | @ [14/05/20091630:10 |GPS Pos |5z [ 2 o
8 Destination - Fav . ® . bFav Af' A-1
- 8 Last GPS Fix | @ | ' 5 W

The screenshot below shows the 'Journeys' tab:

This view shows all of the journeys that the TomTom has been on. Each journey consists of an
origin, destination and Last GPS Fix. The origin is where the journey starts from. Normally the
‘Navigated By' column will show 'GPS Pos', meaning that the journey starts where the user is
standing at the time. It is possible that you will see a time and date associated the this Journey
Origin. If the 'Navigated By' is 'GPS Pos' then that is the time and date the user is standing at that
position. It is possible that it says something other than 'GPS Pos', is in Journey 3 above which says
'Fav'. In this instance the user has used the 'Advanced Planning' functionality to plan a journey they
may take, and so they have manually chosen a saved favourite location as the start point. In this
case the user may have never been at this position. The Destination is where they have selected to
go to, along with how they selected it (e.g. by selected a saved Favourite, entering a street address
etc). The Last GPS Fix is normally where the TomTom was turned off. From this you can see
whether the journey actually took place or not as the TomTom may have been turned off at the
destination, or nowhere near the destination. Only one of these journeys will be live (have greens
dots), the rest will have been recovered from deleted space (have red dots).

You may also find Last GPS Fixes that are found outside of a .cfg file due to overwriting in deleted
space. If these are found, they will be in the 'Last GPS Fixes' tab.

The TomTom Full View' tab shows you the contents of each recovered .cfg file separetely, along
with the contents of the live .cfg file. This view gives many duplicates but is the raw form of the
data.

The TomTom Analytical View' is a way for you to identify places of high activity. For example it
can help locate the original owner in stolen TomTom case.
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As there are only two ways of physically placing a TomTom at a particular location (the Journey
Origin and the Last GPS Fix), these areall that are shown. They are grouped together by frequency.

The top of each list is the location that occurs most frequently (as in has the most other GPS
positions around it).

Assuming most people start journeys outside their own house then this will be an area of high
occurances of "Journey Starts', and so will be at the top of the list.

System User House

Live Description Description Numbe

- e~

Show In Google Maps
Show In Inbuilt Map

Right clicking on any location brings up the following menu:

You can then show this location in either Google Maps or in the in-built mapping platform. This
will be covered in a later section.
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Examining a Garmin

TomTology2 will examine the current.gpx file along with all found archived versions This file
contains Waypoints which are saved locations, Tracks which are GPS Logs and Routes are saved
multi-stop planned journeys. Depending upon the type of Garmin, tracks may or may not be stored.
If they are stored, a track will give you a gps path for every journey taken with the device, along
with times and dates at every point along the track. The Times and Dates along the journey are
taken from the satellite and are stored as UTC so you will need to compensate depening upon time
zone and season. The Garmin is scanned automatically for deleted Waypoints and Tracks. If any are
found they will be shown to you with a Red Dot next to them as opposed to a Green Dot indicating
a Live Waypoint/Track.

When viewing the Tracks Tab, you will have the option to click on the ‘View’ Buton.

17 ‘waypoints MName View Details
o n-m[ -
2 05/10/2011 04:36:15
3 . 24/10/2011 19.04:57 View
4 ® 28/12/2011 1255531 View
5 ® [28/12/201113.01:58 View

Clicking on the ‘View’ Button opens a new window showing a detailed view of that selected track.

Export to PDF Track -
OpenSieetilap  + A S0 13 s o ! \/j\
{ | A Regs % Birmingham ey Bedworih
Stationary Points s - (@) ; ’”‘{End 06/03/2012 07:32:50 urc}
Latitude Longitude & 51 : 3 = = - v
{ ! 4 % D) @
52.357317 1-1.966428 /" Stourbridge ! Jaibome )il 3 ¥ ‘-\_,’ e LS N D ol S
' \ v 7 L SN 7
52357279 |-1.965954 4 o 7 y 3 G 5.
52387281 1728966 b 2 S | £
52387274 1728919 “t 4 /
i Hatley 7
52453553 |-1696347 i
Z
Coventry ;
;
o :
J N /N e~ L'i
85, P
Kenilworth
/ A3400) \
/. * Redditch 2] /"-IQ\
® Viap data #2012 e N
Leg Speed Leg Length
Ports  Date Bevation Latitude Longtude el il Leg Time ()
1
2 06/03/2012 06:48:31 12607 52357245 -1.966068 357 275 %
3 06/03/2012 06:48:51 13040 52357279 -1.965954 155 863 2
4 06/03/2012 06:49:09 12982 52357313 -1.965885 121 603 18
5 06/03/2012 06:49:30 127.99 52357261 1965893 1 [581 21
6 06/03/2012 06:49:37 130.40 52357221 1965872 24 468 7 TomTology2
s L gmTology

The map shows the journey in full and can be zoomed and scrolled as normal.

At the bottom you can see a table containing all of the points that make up the journey, they can be
clicked on individually and the location is zoomed to.

On the left you can see a table showing all points where the device has been stationary. This is
useful for identifying places where the vehicle has stopped on its journey. Again these can be
clicked on individually and zoomed to. These stationary points are also highlighted on the map with
red shading.

At the very top is an ‘Export to PDF’ button. This will give you a PDF report of just this journey,
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showing the details you see on the screen.

Examining a Navman

Depending upon the series of Navman, different information will be extracted. A Navman iCN
Series requires you to first extract the recent.dat and fav\Ver4.dat files using ActiveSync or similar.
These can then be added into TomTology2 using the method described in 'Adding a Navman' above.
The only information available with these devices are the saved favouites and the recently chosed
destinations.

With a later model of Navman, it should appear as a Mass Storage Device to Windows.
TomTology2 will then locate it and decode all of the relevant files. Not all information listed in
TomTology2 may be available, for example, GPS Logs have to be turned on by the user and
specified at the start of each journey. Each section will appear as its own tab.
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Using In-Built Mapping

TomTology?2 has the ability to display any location from any Sat Nav device in it's own inbuilt
mapping platform. This is available at anytime by clicking the '‘Mapping' tab. The list of devices
added to the case changes to be a selectable tree with all locations expandable beneath each device.
You may either double click on a specific location to make the map centre on it, or tick any number
of locations and press the 'Show Selected on Map' button underneath the list. You can also clear all
of the markers from the map by clicking the 'Clear Map' button. Double clicking on a single
location also clears the map but all ticked locations remain ticked and so can be replotted on the
map by clicking the 'Show Selected on Map' button again.

Clicking on any marker that is on the map opens it in Google Maps so that Street View can be
utilised.

When you are not in the Mapping view and are viewing the full details view, you can right click on
any location and select to show it directly in the Mapping View.

Using the inbuilt Mapping requires that you have an internet connection.

If you use a proxy to access the internet, you can input the socket and timeout by clicking on ‘Edit’
then ‘Preferences’.

On the ‘Connection’ tab you will see:

-

' Edit Case Preferences . I. = | =] |ﬂh

CaseDetails  Options | Conneclion | Maps -

V| Use Proogr

Socket T

|semame
Password

Timeout 30 Secaonds

| |pdate || Cancel |

L A

First tick that you want to use a proxy then enter your proxy details. You must click ‘Update’ for the
changes to take effect.

Using Mappoint.
As from version 1.016 support for Microsoft Mappoint has been included.

You will first need to purchase a Mappoint licence and install the software on your computer for
you to use it in TomTology2.

To enable Mappoint, select ‘Edit’ then ‘Preferences’
The following window will appear
© Forensic Navigation Ltd.
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¥ Edit Case Preferences g =R
CaseDetsils  Options  Connection | Maps -

71 Use Intemet Maps
@ Use Mappoint

i@ Morth America Maps

(") European Maps

[ lUpdate ] [ Cancel ]

On the ‘Maps’ tab you will have the option to use Mapoint then select which maps you have
installed. If you select an option you do not have installed, TomTology2 will revert to using online
mapping. This will remain set until you change it. Mappoint takes longer to load than online maps
so please be patient. You must click ‘Update’ for the changes to take effect.
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Exporting a PDF Report

Exporting a PDF Report is easy. You can either 'Export’ then 'PDF Report' from the Drop Down
menu or click on the pdf icon on the toolbar.

You are presented with a screen whereby you can choose what you want to include in the report.
You can also choose which Sat Navs you want to appear in the report so you do not need to include
every device that is in the case.

It is highly recommended that for TomToms you produce the Summary rather than the Full as this
reduces duplicates and substantially reduces the time taken to produce the report. It is a lot easier to
explain what a Summary report is and contains that a Full report. The Analytical report can be
selected at the same time as the Summary report and gives the viewer information about which
areas have been visited most frequently.

Exporting to Google Earth

You can export your data to view in Google Earth by either selecting 'Export' then 'Google Earth
KML' from the drop down menu or by clicking the globe icon on the toolbar. As with the PDF
Report outputs, you can choose what devices and what information will be included in the KML file.

It is highly recommended that for TomToms the Summary report and Analytical Report options are
selected. This ensures Google Earth isn't overloaded with duplicate locations and doesn't slow to
unusable speeds, consuming all of your RAM.
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Exporting to a Spreadsheet

It is possible to export selected or all data in a Tab-Separated Variable (TSV) format. The default
file extension given to this file type is .txt but can be opened as a spreadsheet. To export this data
select 'Export' then 'TSV File' from the drop down menu. You can then choose what name to give it
and where to save it.

Changing Preferences

There are a number of options that can be altered at anytime by clicking on 'Edit' then 'Preferences’
from the drop down menu.

You can change the examiner name and the name of the organisation that were entered when the
case was started. This is useful if the examination was started by another person and you wish to
take it over. Similarly these details are saved when the case is saved and so after a case is opened,
the details can be changed here along with the logo. These details will appear on the produced
report.

Groningen Locations

On the 'Options' tab you can choose whether the locations referring to Groningen are shown or
hidden (hidden by default). This really only relates to TomTom ONEs that appear to have been
shipped with data in the deleted space that refers to locations around Groningen and is not related to
any user usage. Leaving this tick box ticked ensures these locations are hidden from the examiner.
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