RELEASE NOTES for |nnom nate Device Manager 1.1.2

I nnom nate Devi ce Manager (| 1.1.2 supports all mGuard devices
running firmvare version 4.2.x or 5.0.x.

The foll owi ng device settings can be configured with IDM 1. 1. 2:

- System Settings (Host, Tinme and Date, Shell access)

- Wb access

- Configuration pul

- Network Interfaces (Network node, Stealth nbde settings, External and
i nternal networks, PPPOE settings)

- DNS

- Internal DHCP

- User authentication (Local users)

- Packet filter (lncom ng and outgoing rul es)

- NAT (Masquerading, 1:1 NAT, Port forwarding)

- I Psec VPN configuration

- Renote | oggi ng

A configuration profile fragnent ("atv include") can be associated with
each device to performsettings that | DM does not yet support directly.

When devices running firmvare version 5.0.x are nmanaged with I1DM 1. 1. 2,
the new features of this firnmmare version are not yet supported.

Changes fromIDM1.1.1 to IDM1.1.2

IDM1.1.2 is a "point rel ease" which adds support for firmware version
5.0.x (without supporting the new features of this firmware version):

- The format of the feedback sent by the device when using pul
configuration has changed since firmvare version 4.2.x. IDM1.1.2
supports the old and the new format. It is automatically detected
whi ch format is being sent.

Changes fromIDM1.1.0 to IDM1.1.1

IDM1.1.1 is a "point release" which fixes the follow ng bugs that have
been di scovered in version 1.1.0:

- The anount of nenory that the IDMclient consumes when a device with a
| arge nunber of VPN connections is opened has been reduced.

- If the VPN peer device setting was overridden in a VPN connection
inherited froma tenplate, the overriding value was not always stored
in the database. This bug has been fi xed.

- Deleting a VPN connection sonetines failed. This bug has been fixed

- Devices and tenplates do not rermain "locked" if the connection between
I DM server and client is interrupted unexpectedly.

- If a device which has VPN peers is deleted, the configuration state of
the (former) peers is set to "changed"

- Typos in the User’s manual have been corrected.



- The I DM CD now contains the "OpenSSL" package required to set up the
CA server.

One enhancenent has been nmade:

- The VPN connection nane in peer devices now includes the Managenent |D
of the originating device.

Maj or Enhancements since IDM 1.0.0

IDM1.1.2 allows the configuration of single VPN endpoints or VPN
tunnel s between two devices. The interface to configure VPN endpoints
is simlar to the "I Psec VPN' nenu in the mcuard’ s web interface.

If both endpoints are managed by IDM the VPN tunnel properties need to
be set in only one Device or Tenplate Properties dialog. It is possible
to specify a "peer device" for which the VPN configuration is
automatically synthesized. Settings of the VPN configuration of the
peer device that cannot autonatically be deduced nust be set manually to
make use of this feature; the Device and Tenpl ate Properties dial ogs
contain special "Configuration of peer device" sections for this

pur pose.

IDM1.1.2 includes a CA (Certification Authority) server which allows
generating X. 509 certificates and correspondi ng private keys. The CA
server nmakes it possible to manage conplete |IPsec VPN tunne
configuations within IDM no external tools are necessary to generate
keys and certificates.

To support the configuration of VPN tunnels in a 1: N topology, IDM1.1.2
can draw | P addresses or networks from val ue pools. Each tunne
automatically uses a different address or network froma set of values
found in a previously defined pool

Upgrading froman Eariler | DM Version

To upgrade froman earlier IDMversion to IDM1.1.2, it is necessary to
make irreversible changes to the backi ng PostgreSQ. dat abase. Once

t hese changes have been made, the database can no | onger be accessed
with the earlier | DM version

Stop the IDMserver if it is running.

It is strongly advised to create a backup copy of the | DM database
before the upgrade. The comrand |ine tool "pd_dump"” (part of the

Post greSQL di stribution) or another nechanismcan be used for this. See
t he Post greSQL docunentation for details.

Install the IDM1.1.2 server. Since the server configuration file
"preferences.xm " has been extended, it is recommended to use and
custonmi ze the file provided with IDM1.1.2. By default, the passwords
for the Java trust store, Java key store, and database connection are
read from environnent variables; set these environnent variables
accordi ngly.

I nvoke the server with the follow ng conmand:
java -jar idmserver.jar update preferences. xm

The server will connect to the PostgreSQL database, upgrade it, and



termnate. After this step, the database is ready to be used by | DM
1.1.2, i.e. the IDM1.1.2 server can now be started

Known | ssues

The "Location" columm in the device overview displays the |ocation as
speci fied on the nuard configurati on > Managenent > System settings >
Host > SNMP information page in the Device Properties dialog. If a device
inherits the location setting froma tenplate, it is not shown in the

devi ce overview.

To configure a table to which the "netadm n" user on the mGuard is

all owed to append rows, it is necessary to select both the "loca

vari abl e" and "table is appendabl e" checkbox in the Device Properties.
Selecting "table is appendabl e", but not "local variable" has no effect.

The |1 DM server does not autonmatically recover froma | oss of the
connection to the database server. |If the connection is lost, it is
necessary to restart the | DM server

Usage Hints

If a setting is not configured in IDM the factory default setting is
assuned. It is therefore strongly recommended to configure the nGuard
passwords in I DM (nuard configuration > User authentication > Loca
Users). Oherwise, IDMwll set themto the factory default passwords.

If SSH configuration uploads from|DM are to be perforned via the
nuards’ external interfaces, shell access nust be configured to all ow
connections fromIDMto the mGuards (mGuard configurati on > Managenent >
System settings > Shell access). No such access is allowed by default.

The "Set current passwords” dialog in the context nmenu of the "Devices"

tab refers to IDMs notion of the device s current passwords and shoul d

be used if the passwords have been nodified by external neans

(e.g. through the device’'s web interface). To change the passwords with
I DM use the Tenplate or Device Properties dialog (nauard configuration

> User authentication > Local Users) instead.

When a device is replaced by a new one with factory default settings,
two steps are necessary before SSH upl oads can be perfornmed to the new
device. First of all, out of security considerations IDMrefuses to
upload to a device if its SSH hostkey has changed, so the hostkey has to
be reset through the "Reset SSH hostkey" entry in the context nenu of
the device in the device overview. Secondly, the "Set current
passwords" entry in the sane context nmenu nust be used to set IDMs
notion of the device's passwords to the factory defaults, i.e. "root"
for the root account and "mGuard"” (on devices running |nnom nate
firmvare) or "private" (on devices running Hi rschmann firnware) for the
adm n accout .

It is not possible to renpve server configuration settings by renoving
them fromthe server configuration file "preferences.xm . The contents
of the configuration file are copied to a systemspecific |ocation upon
startup, so renoving entries has no effect. To override existing
settings, specify new values in the configuration file.

If the dial og opening when creating a new device or tenplate is cancel ed,
the device or tenplate is nevertheless created (with default settings).



