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1) Introduction

A) What is the AKCess Pro Server / Access Control?

The AKCess Pro Server Access Control software is an advanced environmental and security
monitoring software designed specifically to integrate with AKCP’s line of environmental and
security monitoring hardware as well as third party video cameras.

This manual will ONLY cover the Access Control portion of the AKCess Pro Server software, the
AKCess Pro Server, the DCU or Door Control Unit and CCU (Cabinet Control Unit) and Access
Control Demo Kit all have separate user manuals.

Fully Integrated Access Control

Full integration with our Central Management Software ‘AKCess Pro Server’ enables you to control
your whole installation and receive real time reporting and statistics. Define Groups, Users, Access
Schedules and export advanced Reports

Groups Management

The AKCess Pro Server Application gives you the flexibility to manage your entire Access Control
system remotely. Set up User Groups that allow you to deny or restrict access to any door
connected to your network.

User Management

At the core of the AKCess Pro Server application the User Management area allows you to create
new users via an intuitive Wizard. Add proximity car numbers, PIN Codes and even configure
Thumbprints which we will cover in this manual

Time and Attendance

The Time and Attendance feature ties it all together with recording users clock in and out times,
setting up different shifts and generating reports.

Please see the AKCess Control Package product data sheet for more overall information about
this product and the specifications.

This portion of the software or module will be specifically for Access Control and will be what this
manual covers only. There are separate manuals that cover all the other portions of the AKCess
Pro Server software for example installation etc. Other separate manuals will also cover the DCU
(Door Control Unit) and CCU (Cabinet Control Unit) and the Access Control Demo Kit.

AKCP has prided itself on the only company in the world to bring low cost, easy to use complete
access control, CCTV security, environmental and power monitoring solutions to market.

B) How to use this guide

This manual is meant to provide the user with a step by step guide on how to configure and set up
their DCU. It utilizes screen shots in an effort to make things simpler for the user to follow. It is split
up into sections that form “mini tutorials”. These cover the basic set up and common
configurations of the unit, and give an introduction to its most useful features.



” l AKCess Pro Server / Access Control User Manual

If you need any further information or help with using your unit then please contact us on
support@akcp.com and one of our technical support staff will be only to pleased to help you with
any information you require.

2) Access Control Setup
A) Adding Access Control

After installing the AKCess Pro Server software (see the AKCess Control Server product manual
for these steps) you first will login to the software as the Administrator then navigate to the Access
Control section of the software as shown in the screen shots below.
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As shown above once we click on the Access Control icon in the AKCess Pro Server we will see
this screen on the following page.
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Server Add View Seftings Help
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Add Desktop  Add Playback Access Control  iPhone Setup Schedule Vi Help
workspace X |{ Access Control x Jpesktop 21 + -
Desktop #1
Mew Group  New User  New Schedule Options
Groups Users Schedules Access Logs Syncs
I ™
L. Administrator
%Guest
Group Name Administrator
£, Manager
B Regular Employes Manage Permissions:
&, searty Doar Hame & Device Name Schedule &

serverExplorer - Doors Filter Options X

Doors | Sensors | Cameras | Maps

help x
Access Control Page

This page is where the new Groups,
Users, Schedules and Reports are entered
and stored into the AKCess Pro Server
software. To add a new Group click on the
Mew Group button and complete the
wizard. To add a new User click on the
Mew User button and complete the wizard
and finally to add a new Schedule click on
the New Schedule button and complete
that wizard.

Monday, 05 September 2011 - 08:27

E 186 Days Until License Renewal y Version:0.09.2 |

Now we can click on the Access Control tab and all of our access control options are displayed as

shown above.

B) Access

Control Page Overview

This page is where the new Groups, Users, Schedules and Reports are entered and stored into
the AKCess Pro Server software. To add a new Group click on the New Group button and
complete the wizard. To add a new User click on the New User button and complete the wizard
and finally to add a new Schedule click on the New Schedule button and complete that wizard.

We will go through each of these in detail in the following sections.



% l AKCess Pro Server / Access Control User Manual

C) Access Control — Groups Overview

The AKCess Pro Server software allows you to setup Groups of users. This feature is used for
allowing or denying access to specific doors, specific times and also to set security and access
levels for our groups of users. We will cover the Users and Schedules before covering the new
Groups and “Manage Permissions” for each of our groups as we need to add our users and
schedules before adding our permissions to each group.

Server Add View Settings Help

Q 2 5 £ @« 2 O E | @

Add Desktop  Add Playback Access Control  iPhone Setup pi Schedule  Video Recording Help
workspace x Access Control 3¢ | Desktop #1 + hd
Desktop #1

New Group ~ NewUser  New Schedule Options

Users Schedules Access Logs Synchronize

0 =
L. Administrator
&, Guest
Group Name Administrator
&amanager
%Reguler Employee Manage Permissions:
% Security Door Name & Device Name Schedule &
serverExplorer - Doars Filter Options X
Doors | Sensors | Cameras | Maps
= Suppert Testing SEC 5 (10.1.1.130) |isg
=] 4= Door Control Unit
43
Doar Port 2
help X
Doors
This tab shows all the available doors. A
summary window is created when a door
is dragged to the desktop. A syslog is
created, when a door is dragged to the
desktop. If a door is dragged to a map
panel, a map marker, which represents a
door, will be created.
Monday, 05 September 2011 - 14:57 BB 185 Days Until License Renewal = Ty Version : 0.109.4

Ouir first tab in the Access Control section is Groups. If we click on the Groups tab we can see in
the screen shot above we have a list of the existing groups that by default are already setup in the
system. We can use these pre-set groups or we can create our own groups using the New Group
wizard. As mentioned above the new group wizard will be covered in section “F” after we have
added our users and schedules to the system.
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D) Access Control — Users, Departments, Holidays & Shifts

The AKCess Pro Server software allows you to setup individual system users. You can enter your
users name and details, assign each user to departments, holidays for each department and other
personal information such as the users picture email, telephone number etc.

The users data base will also hold each users system log in and out times and from which door
they used.

Users Time Schedules Access Logs Synchronize

09

L

Lb ||

New User Wizard | 2 J [

User Details Ao

User General Information

L

Step: 1 of 2: You must spedfy the information required to create a new user.

L

First Name [
John Enrolled

+ L

m Last Mame /2012 to 100 112012
Smith
Upload Photo ™

Department

[ =3
| Groun e

LU—— || =)

ublic Holidays Shifts

Departments

Manage Departments 'ﬂ'

Department Name 4

’ Close ] Ty Ve

To add a new user to the AKCess Pro Server software you will first click on the Users tab as
shown above, then click on the New User button which will launch the new user wizard. After
entering our users first and last name we can add a department to add our user to. First we click
on the Add button, then in the Departments tab we click on the + button as also shown above.
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Important Note: In order for each user that has been added to the software to clock in or out
using their EM cards or to open doors in the system, the Users must be first added to a Group and
that Group must be given permission to open that door and also have that access time schedule
added. This is all covered in the Groups and Permissions in the following sections of this manual.

! TN S
| L | Group “a :
Options =

T

Departments Public Holidays Shifts

Manage Departments :

Department Name 4

r By
Create department ﬁ

\ Please insert department name
Sales|

:

= — W = W

As you can see in the screen shot above after clicking on the + button we can add our new
Department Name then click the OK button.

You can either choose a department from the drop down list or if you do not have any departed
created already you can click on he “Add” button, then the “Manage Departments” and add your
own here as shown in the screen shot above.
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-l LE

i —
Options l | &

Departments Public Holidays Shifts |

Manage Holidays

Date ¥ | Holiday Name ™ | Type ™

Add a Holiday DateA [F5

Haliday Information

Mame  Buddah Day

Date |March -z

Holiday Type
(@ Major holiday () Minor holiday

You can also add your Holidays to our departments as shown in the screen shot above.

il I

erﬁons l | Y

-

i
Departments | Publicﬂolidays‘ Shifts D

Manage Shifts :

Name & | Start 2 | End "a | Total Hours VA| Work Days "

CEN A

Name :  Day Shift

R Start:  09:00 ' End: 17:00
Break/lunch :  12:00 | End: 13:00

WorkDay: [|sun [IMon [Tue [lwed [FThu [FFri [[sat

Advanced Options

Clock out willend at:  23:00 % after the shift ends.

[7] peduct Break/Lunch from total required hours,

And add work shift times as well as shown in the screen shot above.

10
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Users Time Schedules Access Logs Synchronize

User General Information
Step: 1 of 2: You must specify the information required to create a new user.

First Mame
John

+

ﬂ Last Mame

Upload Photo Smith

Department
Sales

E-Mail
john.smith@mycompany.com

Telephone
222-2222

T T

We added our Management department and have chosen this from the drop down menu. You can
now enter the remaining user information and click next as shown above.

11
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Mew User Wizard | 2

|'\

Access Information
Step: 2 of 2: Select a group and assign a Card, Fingerprint and PIM to the user,

Group
[Regular Employee v]
Card ID Fingerprint
Scan Mot Enrolled Scan
PIM 4digit Re-enter Pin Validation Start Validation End

10/ /2012 B~ [J10/312012 @~

< Back |I Cancel

In the next screen of your new user wizard you will choose your group that this new user will
belong to from the “Group” drop down list as shown above.

And also you can scan in your card you will use to scan the card reader that is if you already have
the scanner connected to the system. Simply click in the Scan button and scan your card in the
reader. You can also add your PIN code for the pad and any valid dates. After this information is
entered you can press the finish button to complete the wizard.

Note: To scan the cards the card reader must be connected to the USB port on the PC or server
that the AKCess Pro Server software is installed on. This cannot be done from the card readers
connected to the DCU or CCU.

12
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lelephone | | Ext| | Valid From 100 112012

Access Control functionality will be temporarily disabled when synchronization takes place.

@ For your changes to take effect, you must Synchronize the information.
Do you want to Synchronize now?

Do not show this message again

After clicking on the Finish button you will see this popup that the system needs to synchronize so
you would click on the Yes button.

| Access Control | Desktop #1 | + |

Al

m | L | m | o' | | Q' Enter User Name...
New Group  MNewUser  New Schedule Options
Groups | Users | Time Schedules Access Logs Synchronize |
L John Smith UserDetails  Access Details
First Hame John Group [ Regular Employee - ]
& Last Name Smith Card ID
Department | Sales - m PIN (4 DIGIT)
Upload Photo ] -
E-Mail john.smith@mycompany.com Fingerprint Not Enrolled
Telephone 222-2222 Ext. 34 Valid From 100 172012 E~ to 100 112012 E~
First Hame 4 Last Name £ Department " Group "
John Smith Sales Regular Employee

Now you can also see our new user has been added to our access control.

In the next section beginning on the following page, we will cover the AKCess Pro Server Access
Control Schedules.

13
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The AKCess Pro Server software allows you to add scheduling to either allow access or deny
access to specific users, groups and doors during these custom pre-set time zones.

E) Access Control — Schedules

Server Add View Settings Help

Q Q) 3 [E e B Q

Add Desktop  Add Playback Access Control  iPhone Setup Schedule  Video Recording Help
workspace X Access Control ¢ | Desktop #1 + id
Desktop #1
R T o
New Group ~ NewUser  NewSchedule  Options
Groups Users Schedules Access Logs Synchronize
Bl [} Access All
[=] Deny Al
Schedule Name  Access All
Holiday
=0
Veekday Select the time schedule then press ‘Save',
=] weekend
AM PM
ALL
2 i(2(3(4(5|6(7(8 (9 (10/11(12(1|2|3|4|5(6|7|8|%|10|11
Sunday
serverExplorer - Doors Filter Options X
Monday
Doors | Sensors | Cameras | Maps
Tuesday
=l Access Control Demo Rack (101 ...  |ioa]
¢ Wedresday
=/ 4% Door Control Unit (2 Doors)
Door 1 Thursday
Door 2 Friday
Saturday
Major Holiday
Minor Holiday
Legend
W Alow Access To select an entire Row or Column, dick a Row ar Column label,
Deny Access To select a segment within the hour, Right Click at a cell.
help x
Doors
This tab shows all the available doors. A
summary window is created when a door
is dragged to the desktop. A syslog is
created, when a door is dragged to the
desktop. If a door is dragged to a map
panel, a map marker, which represents a
doar, will be created.
Monday, 05 September 2011 - 11:42 BBl 156 Days Until License Renewal  fly Version : 0.109.4

When you first click on the Schedules tab as shown above you can either edit any of the existing
schedules that are in your schedules list, or you can create a new schedule by clicking on the New
Schedule button which will launch the new schedule wizard.

14
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Server Add  View Settmgs Help

o
o
-l w =2 0 i Q
MHDuImp Md Playback Access Control  iPhone Setup Schedule  Video Recording Help
X j Access Control 3 | Desktop#1__ + |
DEskDuu #1
| Q' Enter Schedule Name...
MIul Gruup Mwl User ansduduh Dpﬁnm
‘ Users | Schedules | Access Logs Synchronize |
 Access Al [f Schedule 0

Deny Al
Schedule Hame My Custom Schedule (LE]
Holiday
= Schedule 0
SR Select the time schede then press Save',

Weekday - -~ |
Weekend ALL

" elalalalels]e]7]e]s]0lulali]2la sl 7]elelulu

e wn  EEEEEEEEEEEEEEEEEEEEEEN
I bvors [ommowe T canera o | e W
= [ = ] |
El Access Control Demo Rack (10.1 ... ——— .

Door 1 Thursday .
Door 2 Friday .

Minor Holiday
Legend
. Allow Access To select an entire Row or Column, diick a Row or Column label.
[ Deny Access To select a segment within the hour, Right Click at a cell.
help x
Doors

This tab shows all the available doors. A
summary window is created when a door
is dragged to the desktop. A syslog is
created, when a door is dragged to the
desktop. If a door is dragged to a map
panel, a map marker, which represents a
door, will be created.

Monday, 05 September 2011 - 11:52 BB 185 Days Until License Renewal =y Version : 0.109.4

Then after completing the new schedule wizard you would click on the Save button as shown in
the screen shot above.

15
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Server Add View Settings Help
QD

Add Desktop  Add Playback

+1

Access Control  iPhone Setup

-1

Schedule  Vid,

Q

Help

workspace x Access Control ¢ | Desktop #1 + i
Desktop #1
& A @ 05 T ee—
MewGroup ~ MewUser  MewSchadule  Options
Groups Users Schedules Access Logs Synchronize
| Access A8 ] Access All
] peny all
Schedule Name ~ Access All
Holiday
=
Vieekday Select the time schedule then press 'Save',
E] weekend
AM PM

serverExplorer - Doors Filter Options X

Doors | Sensors | Cameras | Maps

E Access Control Demo Rack (10.1 ...
[=] & Door Contral Unit (2 Doors)
Door 1

Door 2

help. x
Doors

This tab shows all the available doors. A
summary window is created when a door
is dragged to the desktop. A syslog is
created, when a door is dragged to the
desktop. If a door is dragged to a map
panel, a map marker, which represents a
door, will be created.

ALL

Sunday

Monday

Thursday
Friday

Saturday

Minor Holiday

Legend

M Alow Access
Deny Access

2|12 |3|4|5|6|7|8|9|10/11|12|/1|2|3|4|5|6|7|8|%|1011

Time Offset (Minutes)

0 5 10 15 20 25 30 35 40 45 50 55 60 g

To select an entire Row or Column, dick a Row or Column label.
To select a segment within the hour, Right Click at a cell.

Monday, 05 September 2011 - 11:50

BBl 126 Days Until License Renewal Ty Version : 0.109.4

You can allow or deny access just by clicking on each of the individual time zone squares or click
on the times or days to all or deny access to that entire row.

If you right mouse click on an individual time zone square you can adjust the Time Offset in

minutes for each of the zones as shown in the screen shot above.

16
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F) Access Control — New Groups

lentrol  iPhene Setup  Netifications  probeManager Shutdown Schedule  Time & Attendance  Video Recording Bﬁ_& Help

X | | Access Control >C_ge#iop 51 | + |
JrityH m K m Qﬁ Enti

New Group  Mew User  New Schedule Options -
' Groups Users Time Schedules Access Logs Synchronize
ST 4L Administrator
&Guest -
Group Name Administrator Work Shift | (None) vl [ Save
% Manager
%Regular Employes Manage Permissions:
% Security Door Name & | Host "a | Schedule 2
- e
e
3 e RRREEOSSnkwwwhhhhhhhbbhwwwwppppwwwwwyyh;;,_;_,_,,,,a,a,aOaoOO, 20 %9669
i Group General Information
Step: 1 of 2: You must specdify the information required to create a new group.
N
Group Name Contractors|
Work Shift [ 0vone)
o
b)

Now that you have completed adding you user and our new schedule, you can now create a new
Group and also assign a user and a schedule to an existing group.

After clicking on the Groups tab, then clicking on the New Group button this will launch your New
Group Wizard as shown in the screen shot above.

You first enter your new group name in the Group Name field then click on the Next button to
continue.

17
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trol  iPhone Setup  Notifications  probeManager Shutdown Schedule Time & Attendance  Video Recording ! Help
| Access Control | Desktop #1 | +

A & AL @A 0B Q-

Mew Group  Mew User  New Schedule Options

Groups ‘ Users | Time Schedules Access Logs | Synchronize ‘
4L Administrator
%Guest -
Group Name Administrator Work Shift [{llnne} v] [ Save
% Manager
%Regular Employee Manage Permissions:
&8, security Door Hame & |Ilnst va |5cru:du|eA

, —
R

Add User to the group
Step: 2 of 2: Select users into this group.

Avaligble Users In Group

User Group User

Jcnhn Smith Regular Employee

The next screen in your New Group Wizard is the list of users, so you can highlight each of the
users you want to add then click on the >> button to move the users to the new group.

18
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o~

| Access Control > | Desktop#1 | + |

< & L @ 8 Q-
New Group  New User  New Schedule Options
Groups Users Time Schedules Access Logs Synchronize
= Adminisirator A Administrator
&Guest —
Group Name Administrator Work Shift | (None) v] ’ Save
& Manager
% Regular Employee Manage Permissions:
% Security Door Name & | Host " | Schedule 2
¢ a
v Mew Group Wizard | & |
(_ Add User to the group
Step: 2 of 2: Select users into this group.
I Avaliable Users In Group
User Group User
‘ John Smith

==

<<

~

<Back [ Cancel
i

Now as you can see in the screen shot above the user has been added to the list of users in this
new group. You just have to click on the Finish button to complete the wizard.

Synchronize Changes

i

For your changes to take effect, you must Synchronize the information.
Access Control functionality will be temporarily disabled when synchronization takes place.
Do you want to Synchronize now?

a—

k. * 4

7] Do not show this message again

After clicking on the Finish button you will see this popup that the system needs to synchronize so
you would click on the Yes button.

19
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] - v — — — (s = s -
introl  iPhone Setup  Notifications  probeManager Shutdown Schedule Time & Attendance  Video Recording | Help
X ||| Access Control | Desktop #1 | +
tyH m L m a. Q> Enter Hos
New Group  New User  Mew Schedule Options
Groups Users Time Schedules Access Logs Synchronize
:Synchronize Huw}/- Synchronize Logs ]
Start Synchronization
Last Sync : 10/2/2012 13:22:32
Host Status Last Sync
securityProbe 5ESV Online DEMO (10.1.6.142) Ready 10212012 13:22:34
Door Control Unit {charles) (10.1.1.214) Ready 107212012 15:22:34
2
x|
ntrol iPhoneSetup Notifications  probeManager Shutdown Schedule Time & Attendance  Video Recording Help
L4 J Access Control XI Desktop #1 +
v Al p & & 54 Q- Enter Group Name
New Group  NewUs, New Schedule Options
Groups Users Time Schedules Access Logs Synchronize
4. contractors
= Group Name Contractors Work Shift | (None) v] [ Save
&Manager Manage Permissions:
%REQUI‘I Employee Door Name & | Host "a | Schedule &
&Security
r
T‘

Now as you can see in the screen shot above that our new group has been added. In the next
segment of the manual we will cover the Groups Permissions.

20
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G) Access Control — Group Permissions

The Groups Permissions section of the Access Control section allows you to assign groups of
users access permissions to each of the doors that are installed on the DCU that you have added
to the system. These permissions include the doors the groups can access and the schedules too.

e o sewup " SUNSULIE P GCMUETUGILE VIS R u ey
Access Control 3¢ | Desktop #1 i L
A -l- 1 m ﬂ‘ﬂ Qv
New Group  New User  New Schedule Options

Groups Users Time Schedules Access Logs Synchronize

&, Administrator 4. contractors

Group Name Contractors Work Shift |(None) v] [ Save

& varager

% Regular Employee Door Name 4 Host Schedule &
% Security

As the screen shot above shows you need to add permissions to your groups before each of our
users in the system will be able to not only clock in or out using the system card readers,
thumbprint readers and keypads, but also to open each of the doors in the system as well.

First you need to highlight the Group for which we will add our permissions to. Then you will click
on the Manage Permissions + icon as shown in the screen shot above.

21
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o IFNOnE P NOLUNCAnons P ageEr  ar 1 Junequne THTTE & ALLeTaance

vH

o

VIiQeo mecoraimg m R

| Access Control > | Desktop #1 | + |

L L @ =

New Group  New User  New Schedule Options.

Q' En

Groups ‘ Users ‘ Time Schedules Access Logs

‘ Synchronize |

&2, Admiristrator m Contractors

Group Name Contractors
% Guest

Work Shift | (Hone) ~| | save

%Manager Manage Permissions:

% Regular Employee Door Hame &

| Host "a | Schedule &

Door Selection
Step: 1of 2: Assign the door({s) to group, dick Next,

o
e L =

Avaliable Doors

Door Name Host

Cabinet Door (Module ODO00028) Door Control Unit
Main Entrance (Main Module) Door Control Unit

V

Selected Doors

Door Name

Host

< Back |I Next > I[ Cancel l

This will launch the Manage Permissions wizard which will guide you through adding permissions
to the group. As the screen shot shows above we will first select the doors from the Available
Doors column and click the >> button to move the to the Selected Doors column.
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. . -

- = .

| AccessControl > Desktop#1 | + |

L AL @ %

New Group  New User  New Schedule Options

Q-

Groups | Users ‘ Time Schedules

Access Logs

| Synchronize ‘

& Administrator

4 Contractors

% Guest

& Manager

% Regular Employes

Group Hame Contractors Work Shift l{llnm:} vl [ Save
Manage Permissions:
Door Name <& | Host " | Schedule <

i

Door Selection
Step: 1 of 2: Assign the door(s) to group, dick Next.

&y
T

Avaliable Doors

Door Name Host

Cabinet Door {Module 0D000028) Door Control Unit

Selected Doors

Door Name

Main Entrance (Main Module)

a

Host
Door Control Unit

e Lexs [ conce

=

Now you can see that your doors we selected have been moved across so we can click on the
Next button to continue on with the permissions wizard.
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BTy P e - —

| AccessControl > | Desktop #1 | + |

& A @ % Q-

New Group  New User  Mew Schedule Options

m

Groups ‘ Users ‘ Time Schedules Access Logs ‘ Synchronize ‘
& Adrministrator m Contractors
Group Hame Contractors Work Shift [{Hone} v] [ Save
% Guest
% Manager Manage Permissions:
% Regular Employee Door Name | Host " | Schedule &
o "
oy
i e e
5 Access Schedule Selection

Step: 2 of 2: Assign a schedule to selected doors, and dick Finish.,

Schedule

Select a schedule iw - I
Access All
Deny Al

Holiday

e —

You will now choose the Schedule for the access from the drop down menu as shown in the
screen shot above. And to finish the permissions wizard you click on the Finish button.
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Yol IFnone etup uons P a1 nme & e video kecoraing | Help
| Access Control | Desktop 1 | +
A m L m Q‘ Q) Enter Group Name.
New Group  Mew User  New Schedula Options
Groups Users Time Schedules Access Logs Synchronize
g% Administrator m Contractors )
S Group Name Contractors Work Shift | (None) v] [ Save
g% Guest
g%l\‘lanager Manage Permissions:
g% Regular Employes Door Hame & | Host ¥ | Schedule &
g% Security / Main Entrance {Main Module) Door Control Unit (charles) (10.1.1.214) Weekday

'l

eores I

For your changes to take effect, you must Synchronize the information.
Access Control functionality will be temporarily disabled when synchronization takes place.
Do you want to Synchronize now?

7] Do not show this message again

Now as you can see in the screen shot above that the door access and schedule have been
added to your Administrator group.

H) Access Control - Synchronize

Extremely Important Note: In order to activate the new access in the system YOU MUST
RUN THE SYNCRONISE from the Synchronize tab as shown in the screen shot below.

v

]

Control  iPhone Setup  Notifications  probeManager Shutdown Schedule  Video Recording Help
X J Access Control XI Desktop #1 +
PN S v T -1 Er—
New Group  New User  New Schedule Options
Groups Users Schedules Access Logs ‘ Synchronize ’
Synchronize Now r Synchronize Logs ]
» )Start Synchronization
~ Last Sync : 9122011 11:39:00
Host Status Last Sync
Access Control Demo Rack (10.1.1.237) Ready SM212011 11:39:00
3 X
ﬂ

Having Trouble Opening the Doors?

If all the door locks and readers are wired up, you should be able to scan and open the doors. If
you’re having trouble or you receive two beeps when scanning your card, proceed to the Users tab
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and check the Group to which the user you're having problems with is assigned in the correct
group that you have added permissions for.

AKCess Pro Server / Access Control User Manual

[) Access Control — Access Logs

The AKCess Control access logs hold all of the information the users who accessed the system

which includes the date and time, the user, the door name, the host or DCU name, and the event
which occurred. The access logs can be accessed by clicking on the Access Log tab as shown in
the screen shot below.

Server Add View Sftings Help

o

=

Qo o ™ =
Add Desktop  Add Playback Access Control  iPhoneSetup  Notifications  probeManager Shutdewn Schedule  Video Recording Help

workspace x

Desktop #1
Playback #1

Video Recording

P T X

NewGroup  New User

Groups

Access Control | Desktop #1

)

New Schedule

Users

Playback #1 | +

( Access Logs ,

Synchronize

Start Date 5/ 1/2011

From |00:00:00

Select a Preset Report :

End Date  9/12/2011 To 13:42:15 [Thws Month v] [ Apply
ornons
Date / Time User Door Name Sensor Host Event "
© 9122011 13:38:01 Door 1 Access Control Demo Rack Door is Closed :
© 92011133757 Door 1 Access Control Demo Rack Door is Open
serverExplorer - Cameras  Filter Options X =8 9M2201113:37:57 John Smith Door 1 (In) Access Control Demo Rack Access Granted
Doars Sensors Cameras | Maps © 9122011 11:39:08 Door 1 Access Control Demo Rack Door is Closed
— © 9122011 11:39:03 Door 1 Access Control Demo Rack Door is Open
e L =@ | 9M2204114:38:03  John Smith Door 1 (in) Access Control Demo Rack Access Granted o
EL_J%) =8 9M2/2011 11:34:06  John Smith Door 2 (In) Access Control Demo Rack Access Denied: No Permission
recordng 0.0 =3 | 9M2201111:34:05 John Smith Door 1 (Out) Access Control Demo Rack Access Denied: No Permission
=8 9M2/2011 11:34:04  John Smith Door 1 (In) Access Control Demo Rack Access Denied: No Permission
™ D\sab\ed: =@ 9M2/2011 11:34:00 John Smith Door 1 {In) Access Control Demo Rack Access Denied: No Permission
atrel  iPhone Setup  Motifications  probeManager Shutdewn Schedule  Video Recording Help
< Video Recording Access Control < | Desktop #1 Flayback #1 +
1— L m -] Q'
New Group  MewUser  New Schedule Options
Groups Users Schedules Access Logs Synchronize
StartDate o/ 1/2011 From |00:00:00
L Select a Preset Report :
EndDate 3/12/2011 To |13:42:15 |  Apply '
Custom Filter...
Today
This Week
Date / Time User W ThisMonth | Sensor Host Event
© 9122011 13:38:01 Door 1 Access Control Demo Rack Door is Closed
© 922011 1337157 Door 1 Access Control Demo Rack Door is Open
< =3 9M2/2011 13:37:57  John Smith Door 1 (In) Access Control Demo Rack Access Granted
€ 9122011 11:39:08 Door 1 Access Control Demo Rack Door is Closed
€ 9122011 11:39:03 Door 1 Access Control Demo Rack Door is Open
=3 9M2/2011 11:39:03  John Smith Door 1 {In) Access Control Demo Rack Access Granted

There are several filters that can be applied to the logs for viewing specific information such as the
Custom Filter, sorting by Today, Yesterday, This week or This Month by choosing any one of
these from the drop down list as shown it the screen shot above.

If you choose the Customer Filter you can enter any custom date and time for your report.
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Video Recording

Access Control | Desktop #1 | Playback #1 | + |

£ L

m =

9212011 13:37:57
9M212011 13:37:57
9272011 11:39:08
AM212011 11:39:03
9272011 11:39:03
SM212011 11:34:06
91272011 11:34:05
SM2i2011 11:34:04
9272011 11:34:00
9212011 11:33:10
9272011 11:29:30
9212011 11:29:28

biddtiidblioolieoe

9M22011 11:29:25

You can also chose the Advanced filter as shown above which will give you many more options for

John Filter by Event

ﬂ Generallnlomation Ly Warning

=g Door Access

John Filter by Status

John

Access Granted
John

Joh Door Opened

Door Forced Opened
Error

John

generating reports based on Events or Status.
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B 7] alert

Access Denied
Door Closed
Door Held Opened

] [ Cancel

[Appl?

New Group ~ Mew User  New Schedule Options
Groups Users Schedules Access Logs Synchronize
Start Dat 1y Fi 00:00:00
e 9/ 12011 e Select a Preset Report :
End Date  9/12/2011 To |13:44:05 [This Month v] [ Apply
OPTIONS Export ‘ Advanced Filter '
Date / Time ™ User "a Door Hame Sensor Host ™
S
AM2i2011 13:38:01 . ss Control Demo Rac
PR

35 Control Demo Rac
ss Control Demo Rac
ss Control Demo Rac

55 Control Demo Rac

=5 Control Demo Rac
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A

i |

| »

m

New Group Mew User New Schedule Options

Groups Users Schedules Access Logs Synchronize
Start Dat f 1, F 00:00:00
€ 3/ 12011 rem Select a Preset Report @

End Date 9/12/2011 To |13:44:05 ' = [This Maonth v] [ Apply

OPTIONS l) Advanced Filter
Date / Time ™ User ™ Door Hame ™ Sensor Host ™
92/2011 13:38:01 Door 1 Access Control Demo
M 272011 13:37:57 Door 1 Access Control Demo
9212011 13:37:57 | John Smith Door 1 (In) Access Control Demo

- [
i —— ).

Savein: = Libraries - Demo

Music
Library

=5 &| Documents
e B

| .
— g Library
Recent Places =@ foran

Ef'
E-J Pictures i Videos lemo
Library o Library

5000004sibbbdibibso@lice

e
Demo
Demo
Libraries Jemo
Jemo
|

ﬂ&m! geimo
Computer Demo
Demo
Demo
Demo

File name: rtitled
Demo
Save as type: ’CS‘u’ Document ~.cav) Demo
Demo

After generating your report, you can Export this data into a CSV type file which can then be
imported into an Excel file or other types of file. To export your report just click on the Export
button as shown in the screen shot above.

Blocking a User
To block a user - Move them to the No Access Group and Synchronize
Re-Using or Re-Assigning Access Cards

You can also delete the card number from one person and make a new User Profile with that
Card. The past Access Details for the first card owner is retained in the system.
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If you update the User Profile of the First person with the Second Persons name for example
changing Mary to Matt. Then all of the system log's would show Matt and Mary would cease to
exist. So the best thing to do, for an example is if an employee works for you temporarily is to keep
that user profile and remove their card number, save and synchronize. Then make a new
employee with that card that way you can still search for Mary.

AKCess Pro Server / Access Control User Manual

3) Adding Cameras for Access Control Video Security

By addition cameras to the securityProbe 5E you are then able add video security to your Access
Control System. This will allow you record who exactly enters and exits each door that is controlled by
your DCU. This is setup using the AKCess Pro Server’s video recording policies tied to the digital
cameras attached to the video ports on the securityProbe 5E base unit. You have the option of storing
this video only on the computer that the server software is running on, or only on the securityProbe 5E
unit, or both.

A) Setting up the Recording Policies

In order to setup the recording policies on the server software you need to first make sure you
cameras are connected to the securityProbe 5E base unit, they are operating properly and are
mounted in the correct position that will record the users entering or exiting the premises or where
ever you are monitoring your access control from.

Qo 0 - w = 0 i @
0 o ]
Add Desktop  Add Playback Access Control  iPhone Setup i p Shutdown Schedule WYideo Recording Help
workspace X || |iAccess Control. 3 | Desktop #1 | Playback #1  + -
 Deskiop #1 o
Playback #1 * 1 m o Q-
New Group New User New Schedule Options
Groups Users Schedules Access Logs Synchronize
Select a Preset Report :
[ this Month ~] [ Aeply
OPTIONS Advanced Filter
Date | Time User Door Hame Sensor Host Event :
© 51212011 13:38:01 Door 1 Access Control Demo Rack Door is Closed it
© 2011133757 Door 1 Access Control Demo Rack Door is Open
serverExplorer-Doors  Filter Options 3 || =2 9122011 1337:57  John Smith Door 1 (In) Access Control Demo Rack Access Granted
Doors = Sensors Cameras Maps (L
O 9122011 11:39:03 Door 1 Access Control Demo Rack Door is Open
E] Access Control Demo Rack (10.1 . [log] ||| g | /4212011 14:39:03 | John Smith Door 4 (in) Access Control Demo Rack Access Granted L
=I é= Doar Control Unit (2 Doars) =8  i12/201111:34:05 John Smith Door 2 (in) Access Control Demo Rack Access Denied: No Permission
=2
=@  912201111:34:05  John Smith Door 1 (Out) Access Control Demo Rack Access Denied: No Permission
Door 2
=@ | 9122011 11:34:04 | .lohn Smith Door 1 (Im Access Control Demo Rack Access Denied: No Permission

You first need to add the Video Recording to our AKCess Pro Server settings by clicking on the
Video Recording icon on the top menu as shown above.
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Server Add View Settings Help

O O 5 [ e =2

Q

Add Desktop  Add Playback Access Control  iPhone Setup Schedule  Video Recording Help
workspace x C\Edeo Recording Access Control Desktop #1 Playback #1 ==
Desklop #1 Policies ary [ Recording Policies P ] Archive Policies
Flavbadk 21 Camera name & | Host Recording policy Record directory Archive directory Status Type Filter B

serverExplorer - Doors Filter Options X

Doors  Sensors Cameras Maps

=] Access Control Demo Rack (10.1 ...
[=] &= Door Control Unit (2 Doors)
Door 1

Door 2

As shown in the screen shot above, you now see that the Video Recording has been added. You
now can click on the Recording Policies tab as shown above.

Server Add View Settings Help

A

M

=— o
n| E = @
QD 2 5 [0 e £
Add Desktop  Add Playback Access Control  iPhone Setup i Shutd: Schedule  Video Recording Help
workspace 3 | VideoRecording > | AccessContral | Desktop #1 | Playback #1 | + L
D|Esim§(:1 Policies Summary pe ding Policies t Archive Policies |
Playback #1
Policy name & Condition Cameras Record directory Max size Type Filter B ‘_
= create |
Edit
Remove
Disable

serverExplorer - Doors Filter Options X

Doors | Sensors | Cameras | Maps

=) Access Control Demo Rack (10.1 .
El 8 Door Control Unit (2 Doors)
Door 1

Daar 2

4

Now you can create our new recording policy by first clicking on the Create button as shown in the

screen shot above.
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J Video Recording X] Access Control

| Deskiop #1 | Playback #1 | + |

Policies Summary / R Policies r Archive Polides ]
Policy name 4 | Condition | Cameras | Record directory | Max size | Type | Filter £ | -_Create
Edit
Remove
Do you want to record on: Disable

AKCess Pro Server

After clicking on the Create button the Recording Policy wizard will be launched and in the first
option will be to choose where you would like the video to be stored. Either on the machine which
the server software is installed on, either on the securityProbe 5E base unit, or both.

J Video Recording X] Access Control

| Desktop #1 | Playback #1 | + |

Policies Summary

/ R ling Policies }/ Archive Polides ]

Policy name & |

Condition ‘ Cameras | Record directory | Max size ‘ Type

e

Recording Policy Setup
Step: 1of 5: Each of these fields are required to get your policy working.

Record Information

Policy name :

Record directory :  D:/Video Test/ Browse...

Max size : 5 £ [cigaBytes  +
Max size reached :  (©) Do not record items in this directory.

Entry Picture from Door #1

Available space : 241,83 GB of 265.76 GB

(@ Remave old items as necessary.

< Back ' Cancel

On the next screen in the wizard you will setup our policy name, where on the PC to store the
video and maximum size of the storage and finally if you want to record over the oldest video.
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P
AKCess Pro Server Recording Policy Wizard

Recording Policy Setup
Step: 1 of 5: Each of these fields are required to get your policy working.

Record Information

Policy name : Entry Picture from Door #1

Record directory :  D:/Video Test/

Available space : 241.83 GB of 265.76 GB

Max size : 5 * |GigaBytes ¥

Max size reached : () Do not record items in this directory.

Warning

@ Create [t/Video Test/Entry Picture from Door £1/ to save this profile,

k.

< Back I MNext = I[ Cancel

If the directory where you want to record the video has not been created yet you will be prompted
to save this profile as shown in the screen shot above.

| Video Recording 3 | AccessControl | Desktop #1 | Playback #1 | + |

Policies Summary e R ling Policies & Archive Policies |
Policy name & | Condition | Cameras | Record directory | Max size | Type
e

Camera Selection
Step: 2 of 5: Assign the camera(s) to Entry Picture from Door #1.

Available Camera(s) Selected Camera(s)

Camera MName Host Mame  Policy/Motification Camera Mame Host Name

Vi 10.1.1.237

<Back || Mext> | [ cancel

In the next screen of the wizard you will choose which camera you would like to be recording the
video from the Available Cameras list then clicking on the >> button to move the camera to the
Selected cameras list in the column on the right as shown in the screen shot above.
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| Video Recording | AccessControl | Deskiop #1 | Playback #1 | + |

Polides Summary e R ling Policies & Archive Policies |
Policy name & | Condition | Cameras | Record directory | Max size | Type
AKCess Pro Server Recording Policy Wiza er a New Camer.Elﬂu |
Camera Selection

Step: 2 of 5: Assign the camera(s) tol/| Hostname or IP |

Username administrator

Available Camera(s) Password

Camera Name HostName  Policy/MNa [~ anonymous login

Please Select Camera Model

AKCP Security Cameras
PC cameras - USE or Video boards
AXIS
D-Link
Histream
IQeye
LINKSYS
Lumenera
Panasonic

Advanced Options

For advice on compatible cameras, or to find out more about
cameras available from AKCP, just email sales@akcp.com
or visit http:/fwww.akcp.com

Scan

You can also use the Add Camera option by clicking on the Add Camera then entering the camera
information and selecting the model from the list as shown in the screen shot above.

| Video Recording 3¢ | AccessControl | Desktop #1  Playback #1 | + |

Policies Summary /V R ling Policies r Archive Policies ]
Policy name & | Condition | Cameras | Record directory | Max size | Type
v et v I =
Camera Selection

Step: 2 of 5: Assign the camera(s) to Entry Picture from Door #1.

Available Camera(s) Selected Camera(s)

Camera Mame HostMame  Policy/Notification Camera MName Host Mame

V1 10.1.1.237

As the screen above shows the camera is now in your selected cameras list so you would then
click on the Next button to continue.
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J Video Recording XI Access Control

| Desktop #1 | Playback #1 | + |

Policies Summary

>

Recording Policies | Archive Polices |

Policy name & | Condition

| Cameras | Record directory | Max size | Type

e

Record Condition

Step: 3 of 9: Choose when to record videos.

| Always

I:"I'lmeevent

Choose when to record videos.

A video is recorded according to a scheduled time.

—’ [V] sensor event

A video is recorded when a sensor status changes.

In the next screen of the wizard you will choose the recording condition and you will choose the
On Event option and check the Sensor event so that the camera will record the video when the
door opens. You will then click on the Next button to continue.

J Video Recording XI Access Control

| Desktop #1 | Playback #1 | + |

Policies Summary

=

Recording Policies I Archive Polides |

Policy name & | Condition

| Cameras | Record directory | Max size | Type

e e

Frame Rate Setup

Step: 4 of 9: This frame rate will be used when no event occurs,

Frame rate :

—’ Enable video recording when no event occurs.
Enter the normal frame rate

10

% frame(s) per Seconds

pr—
<Back f next> [} cancel
“Seme——
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On the previous page you can enable video recording when no event occurs and set the frame
rate. This will allow the camera to still record video if the camera is not recording the video.

| Video Recording > | AccessControl | Desktop #1 | Playback #1 | + |

Paolicies Summary /V- Recording Policies }/- Archive Policies ]

Policy name & | Condition | Cameras | Record directory | Max size | Type

p
AKCess Pro Server Recording Policy Wizard (=

Sensor Event Setup
Step: 5 of 9: These settings will be used when there are changes in the sensor status.

Enter sensor event frame rate.

Frame rate : 30 = frame(s) per Seconds -

Enter pre/post recording time on sensor event.

-

Pre recording time : 3 -1 Second(s)

Post recording time : 3 = Second(s)

The next screen of the wizard you can set the frame rate for the video and also set the camera’s
pre and post recording time in seconds as shown above.
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| Video Recording ¢ | AccessControl | Desktop #1 | Playback #1 | + |

Policies Summary P Recording Policies i Archive Polides |
Policy name | Condition | Cameras | Record directory | Max size | Type
i
AKCess Pro Server Recording Policy Wizard |
Sensor Event Setup

Step: 6 of 9: Choose sensors and status that will trigger the sensor event.

Sensor

[=] Access Control Dema Rack (10.1.1.237)
Host Status

Elwontrol Unit {2 Doors)
oor

[=] #8® securityProbeSE Demo
Mo Video Signal V1

oy
WM 2 (Disabled)
WM 3 (Disabled)

WM V4 [Disabled)

Sensor Error

To select multiple items, press and hold CTRL or SHIFT while selecting.

TN ()

As shown above the next screen is where you will choose the door that will trigger the recording of
the video and the status the door will be in when the recording starts.
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| Video Recording 3 | AccessContrl | Desktop #1 | Playback #1 | + |

Policies Summary /V Recording Policies l/— Archive Polices ]

Policy name & | Condition | Cameras | Record directory | Max size | Type

,
AKCess Pro Server Recording Policy Wizard [

Sensor Event Setup

Step: 7 of 9: The sensor event setup helps you to filter false sensor notifications. By setting
the duration for each chosen sensor status, you can offset the start of a recording policy or notification.

Seconds

In the next screen you can set the duration of time that you can delay the start of the recording or
the notification tied to the door opening. This feature is normally used to eliminate any false alerts.

37



VAT 4 ‘l AKCess Pro Server / Access Control User Manual

| Video Recording < | AccessControl | Desktop #1 | Playback #1 | + |

Palicies Summary /V Recording Policies r Archive Polides ]

Policy name & | Condition | Cameras | Record directory Max size | Type

AKCess Pro Server Recordi

Sensor Event Scheduler
Step: & of 9 The scheduler provides the facility to have the sensor event active for selected periods of the week,

Event scheduler () Enable (@) Disable

Select the time that sensor event will be active.

Invert selection [ Set to working hours

Legend

. Event active To select a whole row/column, dick at a row/column label,
[[] Eventinactive To select a minute, right dick at a cell.

e Do

If you need to add a schedule to the recording policy then you would add this in the next screen of
the wizard as shown in the screen shot above.
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| Video Recording > | AccessControl | Desktop #1 | Playback #1 | + |

Policies Summary / Recording Policies }f Archive Policies

|

Policy name & | Condition | Cameras

| Record directory | Max size |

:
oot

Completing the recording policy wizard

Step: 9 of 9: Congratulations! You have successfully completed entering all required information,

===

Congratulations! You have successfully completed entering all required information.

Recording Policy Review

To review recording policies, go to 'Polides Summary' tab.

Click Finish to save these settings and exit the wizard.

To complete your new recording policy that will record the video when the door is opened you

would click on the Finish button in the last screen of the wizard as shown in the screen shot

above.

Server Add View Settings Help

\ﬂp‘*ﬁs : 3

‘ Filter g‘
>

Add Desktop  Add Playback | = Access Control prob Schedule  Video di
workspace X || VideoRecording < | AccessControl | Desktop #1  Playback #1  +
Desktop #1 Policies Summary pd Recording Policies |
Playback #1
Policy name & ] Condition I Cameras | Record directory
e S e
Entry Picture from Door #1  Sensor Event Vlon 10.1.1.237 D:/Video Test/Entry Pic...
serverExplorer - Doors Filter Options X
Doors | Sensors | Cameras | Maps
[=| Access Control Demo Rack (10.1 ...
=] 8 Door Control Unit (2 Doors)
Door 1
Door 2

Edit
Remove

Disable

Now as you can see the new policy has been created as it now shows in our Recording Policy list

as shown in the screen shot above.
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B) Setting up Playback to test and View Video

You can now setup your playback tab which will allow you to test and view the video from the
cameras recording the video when the doors are opened.

Server Add View,

J

ttings Help

» [ w 2 O E @

Add Desktop Y Add Playback Access Control  iPhol Schedule  Vid i Help
workspace x 3 | Access Control Desktop #1 + -
Desktop #1 Policies Summary ¥ Recording Polices P Archive Palicies ]
Camera name & | Host Recording policy Record directory Archive directory Status Type Filter &
Vi 10.1.1.237 Entry Picture from Door #1  D:/Video Test/Entry Picture from Door #1/ Recording  Server Policy

serverExplorer - Doors Filter Options X
Doors | Sensors | Cameras | Maps

=l Access Control Demo Rack (10.1 ...

=] 489 Door Control Unit (2 Doors)
Door 1
Door 2

You would first click on the “Add Playback” icon in the menu bar located at the top of the screen as
shown in the screen shot above.

Server Add View Settings Help

D o5 B &« B O E | 9

Add Desktop  Add Playback Access Control  IPhoneSetup  Notifications  probeManager ShutdowpnSched Help

workspace X ||| VideoRecordng | Access Control | Desktop #1 = =
R
Desktop #1 ename
Playback #1 Close
13:50
14:00
14:40
14:20
serverExplorer - Doors Filter  Options X
Doors | Semsors | Cameras  Maps 14:30
El Access Control Demo Rack (10.1 ...
) & Door Control Unit (2 Doors) 14:40
Door 1
Door 2
14:50
15:00
15:40
help X
Video recording 15:20
This window allows users to set up
palicies for recording and archiving. 1530

10 Minutes Bl
/ JO

arazon 14:36:4200

Tuesday, 13 September 2011 - 02:37 PM B 177 Days until License Renewal Ty Version :0.109.5 |

This will add the Playback tab as shown above, then you can right mouse click on the tab and
rename this to whatever you wish.
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Server Add  View Settings Help

Q0 0 3 H & 2 O E® 0 Q

Add Desktop  Add Playback Access Control  iPhone Setup i pi Schedule  Video Recording Help

workspace X ||| Access Control Video Recording Desktop #1 £ Access Control Playback i

Desktop #1 &

Access Control Playback 15:25

Entry@Access Control Demo Rack (10.1.1.130)  Options — X

15:30
15:35
15:40
16:45

serverExplorer - Cameras  Filter Options X

Doors | Sensors ap

[l Access Control Demo L e 1550
16:56
16:00
16:05

help x 16:10

Timeline explorer
o . 16:45

A tool for navigating the history of the

video playback footage.
5 Minutes z) =

w/ JO

sz 15:51:22.0

Thursday, 16 September 2011 - 03:23 PM BB 175 Days Until License Renewal Ty Version : 0.109.8

Next you would add your cameras to the playback by first clicking on the “Cameras” tab in the left
hand column which will show the cameras connected to the securityProbe unit. Then you simply
drag each camera you want to view in the playback window to the center screen and drop them.

This will add the camera to the playback.

To test the camera and video recording policy that we previously setup that is going to record the
video when the door is opened scan your card into the card reader that is setup for that door.
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4
.|

September | 2011 =

Sun Mon Tue Wed Thu Fri Sat
1 02 3
4 5 § 7 8 9 10
11 12 13 14 16 17 o
1B 19 20 21 2 23 24
25 26 27 28 29 30

Tme: (15~ |18

1h-dR

|5 Minutes

26 ®

91152011 15:16:52.00 in

E 175 Days Until License Renewal "h Version : 0.109.8

After swiping your card into the reader you should check the access log to ensure the card was
successfully scanned and the access was granted.

Now you can use the calendar function in the playback screen to navigate to your current day for
checking the video by first clicking on the calendar icon, then clicking on the “Now” button as
shown in the screen shot above.
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B AKCess Pro:
Server Add View Settings Help

S

Add Desktop  Add Playback

5] w 8 O © ® | O

Access Control  iPhone Setup  Notifications ~ probeManager ~ Shutdown Schedule ~Time & Video Help

tifications | AccessControl | Desktop #1 | Desktop #2 | Desktop #3 | MiDesktop #4 | MDesktop 5 | Desktop #6 | Playback #1 | Playback #2 x| + | »

a

workspace x || < 1, tific
[ Desktop #1 » | | Eventlog on Sensor: 78 Door, 78 Door (Reader IN), 78 Door (Reader OUT) Fiter Optons — B X | 1205 = =
E'ée;::" = Date / Time User DoorName | Host Event | P
AX’;: Canaoi 7/30/2012 11:04:38 78 Door 78 Room Version 2 Door is Open 2
Low Desk Camera 7/30/2012 11:05: 10 78 Door 78 Room Version 2 Door is Opened by Exit Button 12:06
Sales Desks 7/30/2012 11:09:08 7B Door 78 Room Version 2 Door is Opened by Exit Button
Operations Desk 7/30/2012 11:31:52  (Duan)SASIKORN SAENGDU... 78 Door (Reader IN) 7B Room Version 2 Access Granted
Dual Humidity Port 4 7/30/2012 11:32:01 78 Door 7B Room Version 2 Door is Open

v3 7/30/2012 11:32:02 78 Door 7B Room Version 2 Door is Open 1207
9A Entrance

R ey L1 7/30/2012 11:32:02  (Duan)SASIKORN SAENGDU... 78 Door (Reader IN) 7B Room Version 2 Access Granted
eNIDY 7/30/2012 12:10:09 7B Door 78 Room Version 2 Door is Opened by Ex]

>

1

= Eux: Cama 91 7/30/2012 1. 28 DAVID REID 7B Door (Reader IN) 7B Room Version 2 Access Granted
Low Desk Camera | 7/30/2012 12:10:; 78 Room Version 2 i
Sales Desks |
Operations Desk
Dual Humidity Port 4 -

12:08

12:09

serverExplorer - Doors Filter Options X
|| Doors | Sensors | Cameras | Maps |
7B Demo Rack (10.1.1.211)

12:10

=
=] 7B Room Version 2 (10.1.1.138) =)

12:11

New DCU for 7A (10.1.1.210)
New DCU for 94 (10.1.1.217)

DCU 162 (10.1.1.162) 12:12

12:13

12:14

help X

Playback Window

12:15

This window allows users to view the
history of the sensors and recorded
videos. Users can drag sensors or
cameras from server explorer to this
window to create a syslog or a video
panel. All the syslogs and video panels
will be synchronized with the same
timestamp. Using the time explorer on the
right, users can navigate all the syslogs
and video panels.

12:16

[1Minute D!

QWO

Speed

73012012 12:10:34.2¢ 1x

Monday, 30 July 2012 - 12:18 PM

T EIICYENERE |l X b s R

Next you can adjust the time in the drop down menu in the playback control panel so that you can
view the video. You should see the playback line in black where it has recorded the video. If you
then move the viewing line to that time you should see the video display on your playback video
screen in the playback viewing pane in the center of the screen as shown in the screen shot
above.
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4. Setting up Live Desktop

A) Adding the Desktop

You can also setup a live desktop so that you can monitor all of your doors and readers conditions

in real time or the live status of each door and reader. This would be quite useful when monitoring
many doors and readers in different areas.

Server Add View Settings Help
2 2 3
Add Desktop  Add Playback Access Control  iPhone Setup

workspace X Access Control

Access Control Playback
Desktop #1

serverExplorer - Cameras  Filter Options X

Doors Sensors Cameras | Maps

[= Access Control Demo Rack (10.1 ... log|
W Entry (Disabled)
M 3 (Disabled)

WM 4 (Disabled)

w = O @

Video Recording Access Control Playback iDesktop #1._ J+

Rename
Close

Schedule  Video Recerding Help

Ml .

i Panee

We first click on the “Add Desktop” icon from the top menu if there is no “Desktop #1” tab visible.

Now you can rename your desktop by first right mouse clicking on it as shown above and
choosing the “Rename”.

Server Add View Settings Help

QD -]
Add Desktop  Add Playback Access Control  iPhone Setup
workspace X ||| Access Control
Access Control Playback
Desktop 1

serverExplorer - Cameras  Filter Options X
Doors | Sensors | Cameras | Maps

[ Access Control Demo Rack (10.1 ... log|
WM Entry (Disabled)
WM 3 (Disabled)
WM 4 (Disabled)

w =2 0O A Q

Schedule  Video Recording Help

Video Recording | Access Control Playback Desktop #1 3 | +

Live Access Control Status|

' OK. i Cancel

Rename Desktop ===
Enter new desktop name

Now you can type in the new name of the desktop and click on the OK button to save this as
shown in the screen shot above. In our example we will name this “Live Access Control Status”.
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B) Adding Live Video Feeds

Sever Add View Seftings Help

» B W 2 O B @ ©Q

Add Desktop  Add Playback | = Access Control Shutdown Schedule  Video Recording Help

workspace X ‘ | Access Control | VideoRecording | Access Control Playback | Live Access Control Status X | + -
@ Access Control Playback - . I ;

Live Access Control Status Entry@Access. Comml Rack (10.1.1.130) Options — X'

After you have renamed the desktop you can add your live camera feed by first navigating to the
Cameras tab in the serverExplorer menu, then dragging and dropping your camera icon onto the
Live Access Control Status area. Now you are able to see the live video feed from the camera.

. AKCess Pro : eric@10.1.1.205 - 44
Server Add View Settings Help

Q2. A 6 &« &g 6 © E 9

Add Desktop  Add Playback Access Control  iPhone Setup Schedule Time &

workspace X ||| Desktop #1 | Desktop #2 | Desktop #3 | MDesktop #4 | [Desktop #5
Desktop #1 F
=) Desktop =2 Tl

=l Europe
AXIS Cama 91
Low Desk Camera
Sales Desks
Operations Desk
Dual Humidity Port 4
v3
9A Entrance

[l Desktop #3

=] Europe
AXIS Cama 91
Low Desk Camera
Sales Desks
Operations Desk
Dual Humidity Port 4 o

1

serverExplorer - Cameras Filter Options X

Doors | Sensors. |
7B Office Monitoring (10.1.1.69)
78 Room Version 2 (10.1.1.138)
[ AXIS 207 Network Camera (10.1.1.91)
D-Link Corporation's DCS-2130 (10,

[ DCU 162 (10.1.1.162) iog] | |=
T !
W V1 (Disabled) ‘
WM 12 (Disabled) -
W 3 (Disabled)
New DCU for 7A (10.1.1.210)
¥ New DCU for 9A (10.1.1.217)

you 2

System Name 163 (10.1.1.163) LY
help X
Desktop

You can drag desktop items onto this
workspace and organize them according
to your needs. You can add sensors
status windows, graphs, streaming videos
from network cameras, system logs, and
maps from the server explorer.

Setup Desktop Video Help

Friday, 27 July 2012 - 11:21 AM

BB 325 Days Until License Expires 7y Version : 0.117.0

19AM |
7/21/2012
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C) Adding the System Log and Live Real-time Status of Doors
and Readers

workspace X | 4| AccessControl | VideoRecordng | Notifications | BlDesktop #1 3 | Bpvback#1 | + |

=l Desktop #1
V2 @ 78 Office Room (10.1.1.138)

Event log on Host: 78 Offce Room (10,11, 138) Event log on Host: 78 Office Room (10,1.1.138) Filter ~Options — B X
Sensor Status Summary #1 Date / Time . User ™ Host ™ Event ™ :
s Summ 10/27/2012 07:54: 18 o
10/27/2012 07:54:00 7B Office Room Door is Opened by Exit Button El
10272012 05:42:36 7B r 7B Office Room D ield Open o
10/27/2012 06:42: 36 7B Cabinet Door 78 Office Room Door Forced Opened
10/27/2012 06:34: 28 7B J 7 om Held Open
10/27/2012 08:34:13 7B Office Room Door is Open
serverExplorer - Doors Filter Options X 10/27/2012 06:34:13  SCOTT 7B Office Room Access Granted
Doors JYencors | Comeras | Maps | rzEL 7353 o
10/252012 23:26:15 7B Door 7B Office Room Door is Open
7A Office Room (10.1,1.210) 10/25, (P Rit) RIT 78 Office Room Access Granted
78 Office Monitoring (10, 1, 1.69) 7 om D ield Open
7B Office Monitoring#2 (ESV) (10.1.1.23: 10/26/2012 21:50: 78 Office Room Door is Opened by Exit Button
78 Office Room (10.1.1.138) 10/262012 21:42:37 7 om pen
10/26/2012 21:42:19 7B Office Room Door is Opened by Exit Button
@ 75 Cabinet 10/26/2012 21:16:14 78 Office Room C -
10/26/2012 21:15:59 7B Office Room Door is Open ¥
«

10.1.1.142 (10.1.1.142) .* Sensor Status Summary #1 Filter  Options — B X

7B Office Monitoring (ESY) M. 1.1.234) Sensor name " HostIP Ta | Reading va | Status va |
DEU ( 4040 ) {10 1.1,146) 78 Cabinet Door 10.1.1.138
DCU Test p404 (10.1.1.212) 78 Cabinet Door (Reader ... 10.1,1.133

Door Contral Unit {charles) (10. 1.
Scotts Testing SEC SES Bangkok 7B (3
SEC-DCU Testing Area (10.1.1.189)
SECSESV Analog (pruek) (10.1.1.173)
System Name (10.1.1.152)
System Name (10.1.1.211)
System Name (10.1.1.238)

System Name 163 (10.1.1.163) \
System Name dddddddd (10. 1. 1.181) o v Fiter  Opl “Ex
' Sensor name i HostIP “. | Reading " | Status va |
o 0.1.1.138
7B Doar (Reader IN) 10.1 | Awaiting Input
78 Door (Reader OUT) 10.1.1.138

To add the live or real time status of your doors and readers you also just drag and drop the door
control unit onto the Live Access Control Status are as you did with the camera. Now as you can
see in the scree shot above you can see the log entries and the real time status of your doors and
readers.
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5. Time And Attendance

Time & Attendance overview: The Time & Attendance section of the AKCess Pro Server is directly
tied into your DCU and CCU, card readers and fingerprint readers. It will record when a user in the

system scans his or her card or fingerprint. This will include the time, the day, month and year. Time
In, Time Out, Total Hours worked, OT Hours and the Status, such as being absent, being late along

with lunch break time.

Server Add View Settings Help

Q0 2 3 B W =

°.(8.).E

Add Desktop  Add Playback Access Control  iPhone Setup p Help
workspace x Access Control X | Video Recording Desktop #1 + hd
B Desktop #1
HD Digital Camera on 5ESV Demo Unit @ securityR .L L m 'n'g Q-
New Group  NewUser  NewSchedule  Options
Groups Users Time Schedules Access Logs Synchronize
v,
Syt L Administrator
&, contractors -
Group Hame Administrator Work Shift | (None) v] [ Save
&, Guest
&, Manager Manage Permissions:
&, Regular Employee Door Name & Host Schedule &
%SECUHN

‘ 1 b
serverExplorer - Doors Filter Options X

Doors | Sensors | Cameras | Maps
securityProbe SESV Online DEMO (10. 1.6.142)
Door Control Unit (charles) (10.1.1.214)

help

You first need to add the Time & Attendance to your AKCess Pro Server setup by clicking on the

icon as shown in the screen shot above.

‘ Time & Attendance ’r.cess Control Video Recording Desktop #1 +

4l

m @
Holidays Shift Q
Time & Attendance View Report
View By : 4 Saturday, 27th October 2012 E
Hame & Hours oT 06.00 07.00 08.00 09.00 10.00 11.00 12.00 13.00 14.00 15.00 16.00
John Smith Not Workday

When we click on the Time & Attendance tab we can see a list of our users that have been

entered into the system.
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| Time & Attendance 3 | probsManager | AccessConbol | VideoRecording | Motifcations | MlDesktop #1  Playback #1 | + |
m @ S
Halidays Shift / Q-
Time & Attendance | View Report x
View By Pl Friday, 05th October 2012 b [
Name 4 Hours ¥a | OT ¥ | 0500 0600 0700 0800  09.00 1000 1100 1200  13.00 1400 1500 1600  17.00 1800 1900 20,
(Aom) 730 042
(Big) 730 147
(Dew) 730 0.55
(Doong) Absent
(Duan) 8.30 0.16 —
(EK) 730 131
(Ex) Absent
(i) 730 146 == —
(Joe) 730 0.03 EEEEE——— I I,
(Kao) 6.41 0.00 SN E————_—___—_m™—™_—™—™m—m™m—§—
(May) Ho Clock Out R e e oIS ———————————————
(Mot) 730 0.45 ]
(Ms. Tom) 707 0.00 I I —
(Hat) 730 0.29 — -]
(Neng) Absent

You can display time and attendance reports by the day as shown above. The follow colors
represend the following status:

Yellow is late — Blue is clocked in — Purple is Overtime — Green is Lunch — Orange is not clocked
out — Red is Absent

In a future release of the software, these colors will be editable. In this version they are not.

|| ereem mvevamsemae | probeManager | AccessContral | VideoRecording | Nofifications | MlDesktop #1 | Playback #1 | + | s
ﬁ @ QE-':E-'.ss lame...
Holidays Shift
Time & Attendance View Report
——
View By : 4 October2012 P m
Hame & Hours ¥ | OT a 1‘2‘3|4‘5|6|?‘8|9 10 1| 12 13|14|15‘1e|11‘1a‘1-3|20‘z1|zz|z:.‘24|25‘26‘27|zx‘29|30|31:

(Aom) 145.01 15.28

(Big) 145.30 2527 (I . S —— —] S — — -  — —

(Dew) 13358 14.00 _—

(Doonag) 91.47 840 | —T— T [——— [ | ] [——} -

(Duan) 136.30 330 —

(Ek) 14437 2540 NN | I S — ——— [ ] ]

(Ex) 0.00 0.00 | S —— —— S —— — L] —T——

(Ji). 138.00 2701 | L] ] N ———— [ ]  ———

You can also view the time and attendance reports by month by clicking on the Month button as
shown in the screen shot above.
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4 Wednesday, 10th October 2012 P @

Date Picker

08.00 09.00 10,00 11.00 12.00

You can also zoom into a certain day with the Date Picker option as shown in the screen shot
above.
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12.00
Department | shift | Status
(Mone)
I | Engineer

Sales

Marketing

Boss

Test

Test Department
DEPARTMENT
Engineerr
DEFTHEG

ENG1

Test David

v
v
v
v
v
W
L4
v
v
v
v
v

m

Or apply the Filter where you can display the time and attendance by your Departments, by the
work Shifts, or the Status of the users in the system.

|| Time & Attendance ¢ | probeManager | Access Control | VideoRecording | Nobfications | MIDeskiop #1 | Playback#1 | + | =

E. @ ‘ Q, scott Farnum [x] ,
Holidays Shift /
Time & Attendance | View Report K
v sr: [ o ) « ommrma b [
Name & Hours v | OT v 1|2‘.‘!‘4‘5|6|7|B|9‘10‘11‘12‘13|14|15|16|17‘1B‘19‘20‘21|22|25|24|25‘26‘27‘2B‘29|30|31

SCOTT FARNUM 21.01 016

Or search by an individual User or employee by using the search feature as shown in the screen
shot above.
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Time and Attendance Reports

Time & Attendance ¢ probeManager | Access Control | VideoRecording | Notificatons | MIDesktop #1 | Playback #1  +

m ® a

Holidays Shift

Time & Attendanoe‘ View Report ' /

X

St Select a Time Period :
End Date This Month ~| [ aeely |
Name Date Time In Time Out Hours oT Status
(Aom) Work: 145.01 { OT: 15.28 / Day Leave: 0 ) 10/26/2012 - Friday 09:53:18 18:36:17 7.30 141 Late
10/25/2012 - Thursday 09:42:45 13:09:47 7.30 0.26 Late
14:24:54 18:20:16
10/24/2012 - Wednesday 09:28:00 13:10:02 7.30 0.36 Late
13:37:33 18:01:57
10/22/2012 - Monday 09:10:27 13:07:58 7.30 1.08 Late
13:40:21 18:21:35
10/19/2012 - Friday 09:24:01 17:59:21 7.30 1.05 Late
10/18/2012 - Thursday 09:33:30 18:58:19 7.30 154 Late
10/17/2012 - Wednesday 09:41:43 16:35:05 7.30 1.53 Late
16:35:33 19:06:07
10/16/2012 - Tuesday 09:38:25 18:10:25 7.30 1.02 Late
10/15/2012 - Monday 09:31:55 13:10:09 7.30 0.13 Late
14:01:08 16:22:58
16:23:02 18:05:58
10/112/2012 - Friday 09:27:08 13:10:29 7.30 1.08 Late
13:39:35 18:34:39
10/11/2012 - Thursday 09:36:14 13:11:03 7.30 1.52 Late
13:36:08 19:23:27
10/10/2012 - Wednesday 09:21:42 13:09:59 7.30 0.24 Late
12:38:34 A7:44:24

To generate reports you first need to click on the View Report tab then select a “Time Period” for
your report as shown in the screen shot above.

You can choose to generate monthly reports.
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Time & Attendance < | probeManager Access Control Video Recording Motifications M Deskiop #1 Playback #1 + ¥
m @®
Holidays Shift Qo
Time & Attendance View Report
- X |
Start Date 10/15/2012 ~ From 00:00:00 = Select a Time Period : I
End Date 10/13/2012 To 10:32:11 = Custom Filter... -] [ aeey | I
Name “a Date " Time In s Time Out “a Hours " OT "a Status ¥ i
(Aom) Wiork: 37.30 | OT: 6.09 / Day Leave: 0 ) 10/19/2012 - Friday 09:24:01 17:58: 1 7.30 1.05 Late :
10/18/2012 - Thursday 09:33:30 18:58:19 7.30 1.54 Late 0
10/17/2012 - Wednesday 09:41:43 16:35:05 7.30 153 Late 3 ‘I
16:35:33 19:06:07 I
10/16/2012 - Tuesday 08:38:25 18:10:25 7.30 1.02 Late
10/15/2012 - Monday 09:31:55 13:10:09 7.30 0.13 Late
14:01:08 16:22:58
16:23:02 18:05:58
(Big) Viork: 37.30 { OT: 7.19 / Day Leave: 0 ) 10/19/2012 - Friday 07:46:28 13:08:19 7.30 1.32 I
13:50:24 17:31:11
10/18/2012 - Thursday 07:46:11 13:10:20 7.30 1.34
13:50:07 17:30:57
10/17/2012 - Wednesday 08:18:48 13:43:21 7.30 1.03
13:53:46 17:32:43
10/16/2012 - Tuesday 07:46:10 13:10:29 7.30 1.40
13:47:28 17:33:24
10/15/2012 - Monday 07:58:17 13:10:41 7.30 1.27
13:52:40 17:37:56
(Dew) Work: 37.30 / OT: 5.55/ Day Leave: 0 ) 10/19/2012 - Friday 09:37:01 13:08:24 7.30 037 Late
13:50:28 18:26:18
10/18/2012 - Thursday 09:25:07 13:10:24 7.30 0.31 Late
13:50:04 18:05:55
10/17/2012 - Wednesday 08:07:07 13:13:20 7.30 1.51 Late
13:32:40 18:43:26
10/16/2012 - Tuesday 09:23:46 13:10:32 7.30 1.21 Late
13:40:03 18:44:58
10/15/2012 - Monday 09:23:44 13:10:36 7.30 1.33 Late
13:37:50 13:37:51

Or you can use the “Custom Filter” option, then enter Start and End dates and From and To times
as shown in the screen shot above.

Time & Attendance 3 probeManager

m @®

Access Control Video Recording

Motifications

B Desktop #1

Playback #1 +

Holidays Shift
Time & Attendance View Report
Start Date 10/15/2012 ~ From 00:00:00 2 celocta Time Period -
End Date 10/19/2012 ~ To 1:32:11 Custom Filter... - Apply
Custom Filter...
Hame "a -‘I(—ggitday i Time In ¥
(Aom) Work: 37.30 / OT: 6.09 / Day Leave: 0 ) This Week 09:24:04
Last Week
This Month day 09:33:30
Last Manth sday 09:41:43
16:35:33
10M16i12012 - Tuesday 09:38:25

FEYFEILV LY

[T I

AR

Or you can select from the list of Time Periods available in the drop down list as shown in the
above screen shot.
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Time & Attendance | probeManager Access Contral Video Recording + i
E. @ ‘ Q) 1sara ,
Holidays Shift
Time & Attendance = View Report
Start Date  10/15/2012 From 00:00:00
End Date 10/21/2012 To |23:59:59
Name Time In Time Qut Hours oT Status i
(Aom) Work: 37.30/ OT: 6.09 / Day Leave: 0 ) 09:24:01 17:59:21 7.30 1.05 Late -
09:33:30 18:58:19 7.30 1.54 Late
09:41:43 16:35:05 730 153 Late
16:35:33 19:06:07
09:36:25 18:10:25 7.30 1.02 Late
09:31:55 13:10:09 7.30 043 Late
14:01:08 16:22:58
16:23:02 18:06:58

You can also generate your report on a specific person or employee using the search feature as

sown in the screen shot above also filtering the report by a time period.

Time & Attendance | probeManager | Access Contrel | Video Recording + -
Holidays Shift
Time & Attendance | View Report
StartDate o/ 1/2012 From |00:00:00 [ Expor ) H
EndDate 9/30/2012 To |23:59:58 I
Name Time In Time Out Hours Status =
3
(Aom) Wiork: 148.34 | OT: 6.42 | Day Leave: 2 16:38:44 000 0.00 No Clock Out !
09:50:08 18:10:29 7.30 0.50 Late | [
08:22:37 13:01:24 739 0.00 Late =1
13:48:31 17:39:36
—— - =) S Late
¥ P E-
e @ 031 Late
Date medified Type
No items match your search. 000 Absent 1
0.00 Absent
045 Late
0.00 Late
012 Late
0.00 Late
037 Late
.00 Late
w 0.07 Late
- Save
€SV Document esv) - Cancel o 1
T 91072012 - Monday 0eazT 42540 230 0.05 Late
14:28:56 18:47:42

And finally you can export your time and attendance reports to a CSV file by clicking on the Export
button, browsing to the folder or hard disk you want to export the file to, then clicking on the Save

button as shown in the screen shot above.

This concludes the Access Pro Server / Access Control User Manual.
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Please contact support@akcp.com if you have any further technical questions or problems setting up your
modem or your alerts.

Thanks for Choosing AKCess Pro!
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