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Therefore

The Therefore Connector for Microsoft® Exchange Server is a server and policy based tool to offload
and save e-mails in Microsoft Exchange to a secure storage location in Therefore™.

There are primarily three Microsoft Outlook e-mail archiving scenarios that are covered by the
Therefore™ system. The first is a manual procedure and is a standard Therefore™ feature which does
not require the Thereofore™ Connector for Microsoft Exchange Server. The second two are
automatic functions an require the installation of the connector.

Scenario 1

Users need to save and index specific e-mails to Therefore. For example in a lawyer’s office an e-mail
pertaining to a certain legal case can be saved to Therefore™ and indexed using the client matter
number.

This scenario does NOT require the Therefore™ Connector for Microsoft Exchange Server. This
functionally is provided by Microsoft Office integration which is a default feature in Therefore™. Please
see the Therefore™ User manual for more details.

Scenario 2
All incoming and outgoing e-mail traffic should be saved to Therefore™ and then stored on secure
media. E-mails should not be deleted from the Exchange Server.

This is best solved by using the journaling functionality of the Microsoft Exchange Server. Using
journaling it is possible to forward a copy of every incoming or outgoing e-mail to a pre-defined
mailbox. The Therefore™ Connector can then easily access this mailbox, save all e-mails from there
and then clear this journaling mailbox . This process guarantees that ALL user e-mails are saved, but
the user mailboxes are not affected at all. This method ensures optimal performance and minimum load
for the Exchange Server, as only one mailbox needs to be processed. For information on Exchange
journaling please refer to Microsoft documentation.

Where a certain step does not pertain to Scenario 2, or where it only pertains to scenario 2,

|,"_\-\
- then this is indicated by the Kgf icon together with an explanation.

Scenario 3
E-mails, defined by a policy, should be saved to Therefore™ to free up space in the Exchange
database: thereby improving system performance.

This is solved by saving e-mails from configured user mailboxes to Therefore™ and replacing the
original e-mails by a small stub/link document. Opening the link/stub in Outlook or OWA (if OWA Add-In
is installed) opens the original mail directly from Therefore™ for viewing.

Furthermore using the Microsoft Outlook add-in it is possible for Qutlook users to perform full-text
searches of e-mails stored in Therefore, as well as full restore an e-mail from Therefore™ back into
Microsoft Exchange.

Setup
The setup consists of a connector and two optional add-ins that can be installed and configured if
needed.

Therefore™ Connector
The connector contains three components that need to be installed directly on the Therefore™ Server
or a dedicated server.
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Windows services for Microsoft Exchange Server
The Windows Services process the Exchange Store and are responsible for building a job queue

(Queuing service), processing all archive jobs in job queue (Storing service) and processing all
retrieve jobs (Restoring service).

The Web Service
The Web Service allows Outlook to access in e-mails saved in Therefore™ without connection to
the Exchange Server. It also processes Full-text search requests that are sent by the Outlook add-

In.

Administration Tool
This is used for creating profiles, configuring basic settings, connect profiles to mailboxes, logging

etc.
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Figurel. Architecture of the Therefore™ Connector
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Microsoft Outlook Add-In
The Outlook add-in is an optional component, installed on client PCs, which provides a toolbar with
three features in Outlook.

Archive

A user can manually add an e-mail to the configured storage queue (in the Therefore Job Folder).
The Storing services checks for queued emails, saves them to Therefore™ and leaves a stub in
Exchange.

Retrieve

A user can fully fully restore an e-mail from Therefore™ to Exchange Server. The Restoring

service checks for queued e-mails and restores them to Exchange from Therefore™. The length of
time the e-mail will remain restored can be configured.

Search

A user can perform full-text searching against all e-mails in Therefore™ for which they have read
access. This begins a Search process which searches the Therefore™ system via the Web Service
on the Therefore™ Server. The user is then provided with a hit-list of matching e-mails. Selecting
an e-mail begins a View process which gets the e-mail from Therefore™ and opens it for viewing.
(Note: the email is not fully restored and the contents will be lost when it is closed). In addition,
when the user retrieves a saved e-mail, this add-in displays a pop-up informing them that the e-mail
is being fetched from Therefore™.

Micms.u::ﬁ Qutlo

Outlc

Requests are placed in the
Job Folder to be processed.
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Figure 2. Add-in for Microsoft Outlook.
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Microsoft Outlook Web Access Add-In
The OWA add-in is an optional component installed on the server where Exchange OWA is intstalled. It

is a plug-in into OWA that allows the user to access stored email directly from OWA. This plug-in is only
required for a Scenario 3 situation where e-mails are deleted from Exchange and only a stub-link to the
e-mail in Therefore™ is left. When a user opens an e-mail stub a request is sent to the OWA Add-in
which contacts the Exchange Server to get the document ID and then gets the e-mail from Therefore™
via the Web Service on the Therefore™ Server. The user can then view the contents of the email in
Microsoft OWA, but the e-mail is not restored to the exchange server and the contents will be lost

once the e-mail is closed.
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Figure 3. The add-in for Microsoft Outlook Web Access.
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1. Therefore Connector

1.1 System Requirements

Microsoft Exchange
Server

Microsoft Internet

Information Server
Therefore Server

1.1.1 Category

Microsoft Exchange 2003 or 2007 Server with the organizational forms
library. For OWA integration with Exchange 2007, Exchange 2007 SP1
or later is required.

A Microsoft Internet Information Server 6.x or 7.x.

e Therefore™ 2009 Server installed on a different server to Microsoft
Exchange.

Microsoft Outlook 2003 or 2007 must be installed.

A valid license point for the Therefore™ connector must be installed.

A category for e-mail storage for Microsoft Exchange.

Microsoft Framework 2.0 SP1 or higher must be installed.

Microsoft CDO (Collaboration Data Objects) must be installed on the
Server where the Therefore connector's Windows Services are installed.
Microsoft Outlook 2003: in the advanced installation options of the user
defined installation. Microsoft Outlook 2007: download from microsoft.
com

e Microsoft ASP.net 2.x extensions or higher must be installed.

The category for archiving e-mails to Microsoft Exchange must have the following index data fields.

Sender String
Recipients String
Subject String
DateRecieved Date
Folderpath String
StoreName String
StoreOwner String
MD5Hash String
Optional fields

StoreDate Date

150 E-mail address of the sender.

1500 E-mail addresses of the recipients.

150 Subject of mail message.
Date received by Exchange Server.

200 Path to Exchange folder.

150 Name of the Information Store on Exchange
Server.

150 Name of the Store owner.

35 MDS5 Hash code.

Default must be <Date> (today's date).

I An XML File is saved in the Outlook Forms directory of the Therefore™ Connector installation
Z. % which can be imported directly into the Solution Designer.




1.1.2

Category Permissions

Therefore Mail User Account
Create a user (e.g. Therefore Mail) who has full access to the category.

General Users/Groups

Therefore

Define the general users/groups who should only be able access their own e-mails. Give them Access
Category and Execute Query rights. Do NOT give View Document in Hitlist and Open Document

rights.

1.2

. Security

Group and user names:

|

£ aDosExConn (EXC)
ﬂEDDmain Admins ([EXC)
[ £ EMATLARCHIVE (EXC)

Permizsions for EMAILARCHIVE (EXC)

Access category
Execute query

View document in hit list
Open document

Print document
Exportfsend document
View document history
View annotations

Hide annotations

Bdd i m b i

10000000

1000000004

| »

m

[] inherit permissions from the parent ohject

Advanced permissions

] [ Cancel

Installation

We recommend that this installation is not attempted without assistance from a Therefore™
consultant. Please also read this document carefully, and review the requirements table.

1. Run the "Setup.exe" file in the "Connector for Microsoft Exchange" directory. Click Next to start.




i Therefore™ Connector for Microsoft® Exchange Server - x|

Welcome to the InstallShield Wizard for
Therefore™ Connector for Microsoft®
Exchange Server 7.0.0

The Installshield(R) Wizard will install Therefore™ Connector
for Microsoft® Exchange Server on your computer. To
continue, dids Next.

WARNING: This program is protected by copyright law and
international treaties.

< Back Next = Cancel |

2. Accept the default installation path, or define a new one. When done click Next.

{¥ Therefore™ Connector for Microsoft® Exchange Server - InstaliShield Wi x|

Destination Folder
Click Next to install to this folder, or dick Change to install to a di

Install Therefore™ Connector for Microsoft® Exchange Server to:
C:\Program Files\Therefore\Exchange', Change... |

Installshield

< Back Next = Cancel

3. Select either Complete or Custom installation.

10
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i'-.%' Therefore™ Connector for Microsoft® Exchange Server -

Setup Type
Choose the setup type that best suits your needs,

Please select a setup type.

All program features will be installed. (Requires the most disk
space.)

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

InstalShield

< Back I Mext = I Cancel |

4. If Customis chosen the following options are available. In this section the components of the
Therefore™ connector can be selected for installation. Since the connector supports a distributed
architecture, not all components must be installed on a single system. Click Next when done.

i'-.%‘ Therefore™ Connector for Microsoft® Exchange Server - ﬂ Conncector Core Components

Must be installed as it contains the core
components for the Connector.

Custom Setup

Select the program features you want installed. Offload-Restore Windows Services
Runtime for the Connector's Windows
Services for QUEUING, STORING and
—Feature Description——— RESTORING. MNote that all of the three
Windows Services will always be
installed. All Services need to be started
manually after installation. All Services
needed on one computer need to be
enabled explicitly.

Click on an icon in the list below to change how a feature is installed.

Connector Core Components
Offload-Restore Windows Services
Mail Retrieval Web Service

This feature requires 877KE on

your hard drive. Mail Retrieval Web Service

ASP.net WEB Service runtime for retrieval
of archived e-mails in Microsoft Outlook
and full-text search in Therefore. Only

Install to: select this if you want to install the WEB
C:\Program Files Therefore\Exchange) Change... | Service on the local Internet Information
Server.
Instal5hield

Help | Space | < Back I Next = I Cancel |

5. The Ready to Install the Program dialog will open. Click Install.

11
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1.3 Configuration
1.3.1

Microsoft Exchange Server

Configuration of the Microsoft Exchange Server is needed before the connector can be used. Due to
differences in the user interfaces the configuration for Microsoft Exchange 2003 and Microsoft

Exchange 2007 differs. Please refer to the section that matches your version. It is recommended that
the configuration be done with an administrator account (e.g. Mail Administrator).

1.3.1.1 Define Mailbox

User

In order for e-mails to be saved to Therefore™, permission to the relevant mailboxes must be granted.
The system account or the domain administrator account does not have, and cannot be granted, any
access permission to the mailbox stores by Windows security policy.

1.3.1.1.1

Microsoft Exchange Server 2003

1. Open the Servers section of the Exchange System Manager. Open the First Storage Group and
right-click on Mailbox Store and choose Properties in the context menu. Select the Security

tab, add the user (Therefore

Mail) and allow ALL permissions. Click OK when done.

*- Exchange System Manager

Wy Fle  Action  Wiew

Window

=101x]

Help

PRETE

- @ EFER 2

'5'5 exc2003 (Exchange)
,__| Global Settings
,__| Recipients
El,__[ Servers
= ExCzo03

----- 1§ Queles
=-:=)) First Storage Group
 EE Mailbox Stare ]
. #-125 Public Folder st
I__| Prokocols
[H-_14 Connectars
[ Tools
[#-{_J Folders

exc2003 (Exchange)
[ame I

Mailbox Store (EXC2003) Properkties

Limits |
Falicies

Full-Test Indexing
Securty

General I [Databaze I
Detailz I

Group or uger hames

! trator driiiri
ﬁ AMNOMYMOUS LOGOM
ﬁ Dromnain Adming [S4485 40 omain ddming)

ﬁ Enterprize Adminz [SAA5ME nterprize Adminz)

2%

ﬁ Everone
WP e e b e LI
Add... | Bemowve |
Permizgions for Administrator Allow Deny
Full cantral o =
Read O
Write O
Execute O
Delete a
Read permissions O LI
For gpecial permiszsions or for advanced zettings, Advanced |
click Advanced. =
(] I Cancel Apply | Help |

12
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1.3.1.1.2  Microsoft Exchange Server 2007

1. Open the Exchange Command Shell and type the command:

Add- ADPer mi ssion -ldentity "<Mil box_Store>" -user "<Therefore Miil>" -

Ext endedRi ghts “Recei ve- As”

If the Therefore user is not mailbox enabled in Exchange 2007, the execution of this command
will fail. The user's mailbox can be configured in the Exchange 2007 management console, or
the with the respective command in the Exchange Command Shell:

VAN

Enabl e- Mai | box -ldentity <Userl|dParaneter> -Alias <Al iasNanme> -Dat abase
<Dat abasel dPar anet er >

You can find more detailed technical information about this command at http://technet.
microsoft.com/en-us/library/bb124403.aspx

1.3.1.2 Create Therefore Job Folder

For all messages queued by a process, a Therefore job is generated in a public folder on the Exchange
Server. This public folder must have a pre-defined name and must be located below the path /Folder/

Public Folder in Microsoft Exchange.



http://technet.microsoft.com/en-us/library/bb124403.aspx
http://technet.microsoft.com/en-us/library/bb124403.aspx

Therefore

1.3.1.2.1 Microsoft Exchange Server 2003

1.In the Folders section of the Exchange System Manager right-click on Public Folders. Select New
from the context menu and then Public Folder...

& Exchange System Manager |0l =|
% File  Action  Wiew Window  Help =] =l
= | A@E s BRRXEE|2m
ﬁ xC2003 (Exchange) Public Folders (Connected to EXC2003)
(-1 Global Settings - _
{1 Recipients Details | Find I
--Ej Servers Folder Mame | D ate Created |
e[ Connectors [ Internet Newsgroups 9/12/2008 2:31 PM
-1 Tools
= Folders
= Public Folders
= @ o : Conneck ko,

------ Internet P
= Wigws Syskem Folders

Send Hierarchy. ..

Public Folder. .. |

Yiew b

Mew \indow From Here

Cuk
Copy
Delete

1 I Refresh
|Creates a new ikem in this

Properties

Help

2. Name the folder Therefore Job Folder and click OK. Right-click on the newly created folder and
select Properties. Select the Permissions tab and then click on Client Permissions. Add the user (
Therefore Mail) who has access to all messages in the mailbox store. Select the Owner role for the
selected user in the drop-down menu of the permissions frame.

3. If certain users should be able to store e-mails manually (via the Outlook Add-in ), then these groups
or users must be added and given the Author role.

14
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.E Exchange System Manager - |EI|£|
% File  Action Miew  Window  Help _|5’|5|
e OmE e XER @0

Pl_’l exc2003 (Exchange) Therefore Job Folder Propetties el | !
- Global Settings
--Ej Recipients General I Replication I Lirnitz | Exchange General I
(- Servers E-mail Addresses | Exchange Advanced | Detals  Pemissions | Member Of |
- Connectors
Ej Toals Specify the userz who can access this public Client perrmissions. . |
-1 Folders falder. — =

: ' ient Permissions

El@ Public Folders Specify the pern

e[ Inkernet Mewsgrouy ohject stored in - M ame: Rale:

Defut Athor

Specily the User |
adrinizter thizp [

ko [liwner

.-’-'-.nu:un_l,lmcuu Cantributor
Remove |
Properties. .. |
— Permiszionz
1| | LI Boles: IDwner j
¥ Create items v Folder ovner
¥ Read items v Falder contact
¥ Create subfolders v Falder Visible
Edit itemsz Delete items
™ Maone " Maone
™ Own ™ O
| e all e Al

0k I Cancel Help
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1.3.1.2.2  Microsoft Exchange Server 2007

1. Open the Outlook Client right-click on Public Folders and select New Folder...

|l Public Folders - Microsoft Qutlook -8B X

! File Edit View Go Tools Actions Help Type a quastion For help =

i) New - | gl (3 X | % PostReply | Sk Reply (8 Reply to All () Forward ¥ | T Send/Receive - | [4 Searchaddressbocks - | @
Folder List « || Public Folders Search Public Folders £ ~|% || To-Do Bar B2
All Folders 3 |Click here to enable Instant Search | 4 Juni 2009 2
2] All Qutiook Items = |4 )@ From  Subject Received Size Catego.. "\7| M DMDF S5 S5
%’,ﬁ Mailbox - Administratar There are no items to show in this view. 1 2 3 4E| 5 7
¥ £ Archive Folders & 910 11 12 13 14
[ 5 Public Folder 15 16 17 18 19 20 21

[ Qpen 22 2324 25 % 27 18
Folder Sizes 29 30

Open in New Window
Data File Manage
Send Link to This Folder

JIG Rename "Public Folders”...
4 MHew Folder...
Add to Favarites... Mo upcoming appointments.

Process All Marked Headers

Process Marked Headers

d e Open Other Folder 3
| Calemdar :& Close "Public Falders” Arranged By: Due Date |
Change Sharing Permissions... Type a new task
%-| contacts SEIREAEmE I |
ﬁ' Properties for "Public Folders™... There are no items to show
@ il I in this view.
Jom-|

0 Items '[,’3' Online with Microsoft Exchange

2. Name the folder Therefore Job Folder and click OK. Right-click on the newly created folder and

select Properties. Select the Permissions tab. Add the user (Therefore Mail) who has access to all
messages in the mailbox store. Select the Owner role for the selected user in the drop-down menu

of the permissions frame.

3. If certain users should be able to store e-mails manually (via the Outlook Add-in), then these groups

or users must be added and given the Author role.

16
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Therefore Job Folder Properties 2| x|
zeneral I Harne Page I Sdmimiskration I Forms ~ PErmissions |
Marme Permission Level |
Author
TheExConn et
Adminiskrator Cuaner
Ananyrous Mane
Add. .. | Remoye | Properkies. .. |
—Permissions
Permission Level:  |Authaor j
~Read —Wrike
" Mone v Creake items
i Full Details [ Create subfolders
v Edit own
I Edit l
~Deleteiterms ——————— [ Cther
" Mone [ Folder owner
£ Swn ™ Folder contact
Al ¥ Folder visible
I I Zancel Al

If you want to set the permission directly at the Exchange Server, you can use the Exchange
I Command Shell to do so. For more information about how to use cmdlets, see online Help for
Z. % Exchange 2007. Additionally, visit the following Microsoft Web site: http://technet.microsoft.
com/en-us/library/bb124411.aspx

Set-PublicFolder To set storage limits.
Add-PublicFolderClientPermission To set client permissions.

Add- To set administrative permissions.
PublicFolderAdministrative Permissio

ns

17
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1.3.1.3 Create the Organizational forms library

For the scenario where a stub-link is left in Exchange (scenario 3), a script is needed within Outlook
that correctly fetches the e-mail from Therefore™ . This is achieved by publishing a custom form (IPM.
Note.Archived), containing the script code needed, into the Organizational forms library. There can
only be one Organizational Forms Library for each language, and hence if one already exists then only
the permissions have to be set.

[E Public Folder Management Console -0l x|

File Action View Help

&= 2z H=

[ Public Folders - exc2008.assa.com [ Organizational Form Library -... q gbjects [EEZLS
=1 [ Default Public Folders ; o ~
|=| Therefore Job Folder '\'_F Create Filter Organizational Form Library :
B || System Public Folders [ [ Mew Public Folder,..
[=] =] EFORMS REGISTRY
IE1] Oroanizational Form Library There are no items to show in this view.
=1 Events Root View »
=] OFFLIME ADDRESS BOOK
& OWAScratchPad{D8118DC4FE25-42C0- Refresh
[=] SCHEDILE+ FREE BUSY
=] schema-root
[= StoreEvents{D31130DC4-FE25-42C0-9F00

Name | Parent Path

|5 Expartlist...

B =

Help

l | i

18
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1.3.1.3.1 Microsoft Exchange Server 2003

1. In the Folders section of the Exchange System Manager right-click on Public Folders and select
View System Folders from the context menu.

& Exchange System Manager O] x|
% File  pction  Yiew Window  Help =
« = |[m] B | 2

4iexc2003 (Exchange) | exc2003 (Exchange)

-1 Global Settings

Ej SEFVEFS [ Global Settings

Ej Connectors [ Recipients

-3 Tools [ gervers

-1 Folders [ Connectars
EI@ Public Folders P Tanls

[ Internet I Caonneck ko, ..
‘o[ Therefaore  Wiew System Folders
Send Hierarchy. ..

e k

Mew \Window From Here

Cuk

Copy

Delete

Refresh
<

|Cn:nnnect to a particular st Properties e

Help

2. The folder EFORMS REGISTRY will be visible under Public Folders. If an Organizational form already
exists, it will be visible in the EFORMS REGISTRY folder. If this is the case then a new one does
not need to be created. Simply skip to point 4 to set the permissions. Otherwise right-click on
EFORMS REGISTRY and choose New and then Organizational Form... in the context menu.

19
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'E Exchange System Manager

F‘J File  Action Yiew Window Help

=10 x|

=181 =]

e DM LBEXER 2

'i:ﬂ exc2003 (Exchange)
- Global Settings
- Recipients
-0 Servers
-3 Connectors
[ Tools
=3 Folders

o B e

i Events Rook
- OFFLINE ADDRES
[ OWaScratchPad{
[ SCHEDIULE+ FREE
E‘j schema-rook

- StoreEvents{oa7:

Public Folders (Connected to EXC

Dietails |Fin.;| |

Faolder Mame

| D ate Created

[ JEFORKMS REGISTRY

[ Ewvents Root

[ OFFLIME ADDRESS BO...
[ 0whScratchPad{9a729...

&l Tasks 3

------ [T SYSTEM COMFIGL

I

9A12/2008 231 PM
3/12/2008 2:31 PM
9A12/2008 231 PM
3M12/2008 2:31 PM

89/12/2008 2231 PM

_ 7E-...
e Window from FEre bt 5/12/2008 231 PM
Refresh
Help

]

|Creates a new ikem in this containe .

3. Give the form a name and in the E-forms language drop-down box, please choose the relevant

language. Press the Apply button to create the Organizational forms library.

I If your language is not selectable this would indicate, that there is already an Organizational
Z. % forms library existing which must be used.
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Properties 7] x|

Lieneral I Heplicatinnl Lirnits I Detailsl

Ij Mame: ITherefl:ure

Path:
IHNDN_IF‘M_SUETHEEHEFDHMS REGISTRY/

Public folder dezcription;

IDrganizatiDnaI Farms Library for Therefore Exchange Connectod

E-forms language:
| Engiish [US2) =l

k. I Cancel Apply Help

If the configuration is being done with an administrator account with sufficient rights then
specific permissions for publishing forms to the Organizational Forms Library do not need to
be set. If, however, this is not the case and you need to change the permissions, Right-

ZI click on the Organizational form in the EFORMS REGISTRY folder and select Properties from

« \ the context menu. Select the Permissions tab, and then add the user (Mail Administrator) who

will open Microsoft Outlook for publishing of forms and generating views. Select the Owner
role for the selected user in the drop down menu of the permissions frame. Click OK button to
confirm the changes.

1.3.1.3.2 Microsoft Exchange Server 2007

Since creating an Organizational Forms Library is no longer supported through the graphical Exchange
Server Management Tools for Exchange 2007, these steps must be executed through the Exchange
Command Shell. For more in-depth technical information on how to create and configure an
Organizational Forms Library on Exchange Server 2007, please refer to Microsoft Knowledge Base
Article at http://support.microsoft.com/kb/933358/en-us

1. Open the Exchange Management Shell on the Exchange Server.
2. Check whether an Organizational Forms Library already exists:

Get - publicfolder -identity "\ NON_| PM SUBTREE\ EFORMS REG STRY\ Or gani zat i onal
Forms Library".
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3.

5.

If one exists, then it can be used. Otherwise use the following command to create a new form:

New- Publ i cFol der -Path "\ NON_| PM SUBTREE\ EFORMS REG STRY" - Nane
"Organi zational Forns Library".

Now we need to set the language for the Organizational form. Open the Microsft MAPI Editor Tool
on the PC with Microsoft Outlook (not on the Exchange Server). The tool can be downloaded at
http://go.microsoft.com/?linkid=5684182. Create a MAPI profile if it is necessary. On the Session
menu, click Logon and Display Store Table. On the MDB menu, click Open Public Folder Store, do
NOT select the administration privileges checkbox, then click OK . Expand Public Root, expand
NON_IPM_SUBTREE, and then expand EFORMS REGISTRY. Click the public folder that you created in
step 1. For example, click Organizational Forms Library. Click the PR_URL_NAME property. On the
Property Pane menu, click Modify Extra Properties.

'_-" Folder Tree: Drganizational Forms Library =5
Fle Actions SpecialFolder MDE Property Pane Other Hisrarchy Tabls
= Publc Rioot Froperty Name{s) - | d 1ag | Type | ek -
IPM_SUBTREE Lo PR_OBIECT_TVPE OcOFFEDONG  PT_LOWNG 3
= NON_IPH_SUBTREE L3 PR _OFFLINE_FLAGS DBE30000F  PT_LONG o
= EFORMS REGISTRY 5 PR_PARENT_ENTRYID TOEDR0L0Z  PT_BINARY  chi 46 kb: DOODOD00] A447IHNAS, .
Organizational Forms Library £ PR_PARENT _SCURCE_KEY ESEI0I02 PT_BINARY b 27 kb: S2IPHE6ASE0EM5ET0
Events Root B2 pR_PREDECESSOR_CHANGE_LIST CBEES0I0E  PT_BINARY  che 23 Iph: 160E4FGBEASRA0EREET

-

OFFLINE ADDRESS BOOK
OwAScratchiad {452828A0- TF25-4685-9043-8381
SCHEDULE + FREE BLISY

[ Pe_PROFILE_ABP_ALLOW RECO...  Choe3S0000 PTLONG 2041
| PR_PUBLISH_IN_ADCRESS _BOCE CIFESO00E  PT_BOCLEAN Trus
3 Pe_QUOTA_SEND_THRESHOLD P Ox67Z20005 PTLONG 4204067295

&

[+ schema-rook -l
+ ShoreEvents{452B2RAL-TF25-4605-0043-A301052, | L4 FR_QUOTA_WARNING THRESHOLD P 067210003 FT_LONG 4THIETINS
5 PR_RECORD _KEY TOFPS0L0Z  PT_BINARY  cb: 46 lpb: DOOCOOD0L A4 7 THRAS. .
B pR_REFLICA _SERVER OxBEH00IE  PT_STRINGS  EXTESTDEMO
I8 PR _REPLICA_VERSICH OxEEAB0014  PT_E8 STEAG0TTSITSI5E00
15 PR_RESOLYE_METHOD IFETO003  PT_LONG o
PR _RULES DATA P OOCWFEIOL0E  PT_BINARY  ch: 9lph: (COOOM0000E£040000
5 PR _SERRCH_KEY 030080102 PT_BINARY  ch: #6 lob: DOOO00D0L AT THMAS. .
8] PR _SECURE _IM_SITE OxGE9E0006 PT_BOOLEAN  False
8] PR_SECURE_ORIGINATION Ox3FESO006 PT_BOOLEAN  False
H2 pR_SOURCE _KEY CBSE00102  PT_BINARY  cb: 22 pb: 924P86A3EE065458T00
EE PR_STORE_ENTRYID COFFBOI0Z  PT_BINARY  cb: 180 lpbe OOCOO000S0A 1581 005E.
E2 PR _STORE_RECORD:_KEY OOFFADIOZ PT_BINARY  ch: 16 pb: LA44T¥0AMGE] LCDSEC,
Lo PR _STORE_SUPPORT _MAsK CxH00000T  PT_LONG IO
8] PR _SUEFOLDERS 036000008 PT_BOOLEAN  False
-
1 | 1l | o
{Contents: 0, Assoc. Contents: 0 Mumber of Propssties: 72 Propsties from [MARTProp:: GetProps() P

Click Add, and then click Select Property Tag. Click PR_LEFORMS_LOCALE_ID in the list, and then
click OK to close the Property Selector dialog and OK again to close the Property Tag Editor.
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= Folder Tree: Organieational Forrms Library -JD-I-ZI
Fle Achions  SoecislFelder MHDE Propety Pane Other  Hesssrchy Table
= [Public oot | Provarts Mamalel = | 'l Tan | Turn | ilom A |
bies 1 3. Property Tag Editor _.jmﬁl
= EFOR _“Fﬁ“mw AAATIHONAS,
L pasoes4saTon
Bverd - AL RASAT
[ Extra Prog . =10lx
P e er— ol
Edit the set c
o T [ sty o g
& | Enown Property Tags
o Hame Property Hamels) ~ Tag | 1ype =
% PR_EFORMS QCALE ENTRYID hchd2a0l 02 PT_BIMARY =l
PR _EFCRMS_REGISTRY_ENTRYID DeBE2 10002 FT_BIMARY - _
ﬁm 1| | .,I
e Kind
Move | I
e — i Cancel
e Property GUITD
Ok | __Select Property Tag | Look up Named Property |
| LYK |
[Contents: 0, Assoc, Contertd: 0 hunber of Properties: 72 |Propsrties From IMAPIPrap::GetProps()

6. Avredicon is displayed next to the newly created PR_LEFORMS_LOCALE_ID property. Double-click

this property.

W *Folder Tree: Organizational Forms Library ’._lnl'!]
Fle Actions Specisl Foldsr MO8 Propedy Pare Other  Hiersrchy Table
2 Puble Root | Progeety bame(s) = Id tag | ype | vaiue =]l
1P™_SUBTREE I3 PR _DELETED MESSAGE_SIZE_EX...  (MES9B0014 PT_IB 0
(= NON_IPH_SUBTREE 15 Pe_DELETED MSG_COUNT (eEEA00003  PT_LONG 0
= EFORMS REGISTRY THpm DELETED MOBMAL MESSAGE...  (haSS00014 PT_I8 [
Organizationsl Forms Library [W]ps_DESIGN _IM_PROGRESS DIFEDO0G  PT_BOCLEAN Falis
Iy m““‘“ b0 [m]pR_DISABLE_PERUSER: READ OREGCS0006 PT_BOOLEAN Falss
OWAScratehPad (45202040 - TF2 5-4605-9043-0301 ﬁ:ﬁﬁ:ﬁ'mjw"" e :: E:ﬁm ::::?:“’”mm‘“
# SCHETMALE+ FREE BUISY eI il — - e
& 1 f— --!' ! ! FE™ - ¥ 345 i F AT E M ;
% StoreEvents{452B20AC- TF25-4605-9043-0301952, | = FR_ENTRYID, FR_MEMBER_ENTR...  OxOFFFOLOZ PTBINARY  ch: 46 lpb: D00DD000 1 ASSTTO0ALS.
5 pR_EXTENDED_ACL_DWTA C3FFEDLOZ  PT_BINARY  che 16 lpb: 0000000001 000000C400.
15 PR_FOUDER _CHILD COUNT MES3B0003  PT_LONG a
12 PR_FOLDER:_TYPE 35010003 PT_LONG i
|m] P _Has_MODERATOR_RILES (BEIF0008  PT_BOOLEAN False
|]pr_Has_RLLES P uBEIA0008 PT_BOOLEAN False
T PR_ICS_CHAMGE_KEY MESSS0L02  PT_EINARY  che 44 Ipb: 924PSESA3BE0ESSETO0N
15 PR_INTERMET_ARTICLE_MUMBER DEZI0003  PT_LOWG -]
(Elpr_LAST_MODIFICATION_TIME CM0BOH0  PT_SYSTIME  0: 10239, 245 AM 10/ 2272007
IE PR_LAST_MODIFIER_SID DeDESSOLOZ  PT_EINARY  che 28 lpb: OIOS0OOO00000005 500,
(Ser:_LoCAL_CoMHIT_TIME IGO0 PT_SVSTIME 065 10639, 312 &M 10222007
(e _Lacal_comIT_TIME_Max B PORO0E0  PT_SYSTIME O L0c3. 5750 AM LOFE 00T
EFFI_MQF‘P‘EE_SMF_EE eOFFE0L0Z  FT_BINARY ch: 16 lph: S24FPEEAIBGDES4SATO0
T PR_MDE_PROVIDER 314002 PT_EINARY  che 16 Ipb: TEECFATIAFFTI ICDOSC,
15 PR_MESSAGE_SIZE P DEMSO003  PT_LONG 0
( I - x-l-m_m_smmw_tcscmm mzm]:um PT_BINARY  ch: mu:mmm:miniﬂl
A AR L3

[Conkents: 0, Assoc, Conterks: [ Bumber of Properties: 73 Propertie: from IMAPProp: GetProps()

]

7. The Property Editor dialog will open. In the Unsigned Decimal box, type the desired locale ID,
and then click OK. (e.g. 1033 for English, 1040 for Italian, for other IDs see: http://msdn2.microsoft.
com/en-us/library/aa579489.aspx ). Click Ok when done and then exit the MAPI Editor.

23


http://msdn2.microsoft.com/en-us/library/aa579489.aspx
http://msdn2.microsoft.com/en-us/library/aa579489.aspx

Therefore

2 Fobder Tree: Drganizational Forms Library =101 %
Fila  Actions  Spacial Foldes MDE  Propedly Pane  Other  Hsrarchy Tabls
& Publ Root Fr - | diTag | Type | vahse -]
IPM_SUBTREE I8 PR _DELETED: MESSAGE_SIZE_EX...  Ox66960004 PT_IS [
- MON_IPH_SUBTREE 15 PR_DELETED_MSG_COUNT BEADD0NG  PT_LONG 0
L — alpxffsecon ps o0
% DFFLINE ADDRESS BOOK $:- o BRESOOTS - PT_' Fabe
* 1 .
OWAScrotchPod[45262BAC-TF25-4605-0043-3  [1Pe FTLLONS anooe :'5:2@ ?;m” ;::E s o ey
5 SCHEDULE + FREE BUSY Property Name(s): FR_EFORME LOCALE IO F35000003 A
B sclverig-rook '-"m'dﬂ'ﬂdm"" FIFES0003  PT_LONG Erm: B0 F=MAPT_E_NOT_FO.,
41 StoreEvents{45ZB2BAC-TF25-4665-9043-BIB18! |1 OFFFOL02  PT_BENARY  cb: 46 lpb: COODDOO01 4447 I00A0E, .
SFFEOLOE  PT_BINARY  ch: 16 lpb: COODOOO00]0OOCOO0400,
Fm BEZE000G  PT_LONG 0

010003 PT_LONG 1

BEWF0008 PT_BOOLEAM False

GELA0008 PT _BOOLEAN False

EEZR0I0E  PT_BIMARY  chbi 44 lpb: S24FOBEATEEDEB4SETO0
FOEZZ000G  PT_LOKNG 2

ICE00M0  PT_SYSTIME  08:10:39. 265 AM 10f22f2007
OES20102  PT_BINARY  cbr 28 Ipb: OO CrSO00CO00000CS1 500,
EFIA0040  PT_SYSTIME  08:10:39.312 AM 10/2252007

[ ok ] Cancel 7040040 PT_SYSTIME  08:10:35.999 AM 10/22/2007
2 102 PT_BINARY  cb: 16 pb: S24F9B5A3SE0E8456700
E2 pR_MOB_PROVIDER 34140102 PT_BINARY  cby 16 lpb TESZFATOAFFTIICDAEC,
13 PR _MESSAGE_SITE P 0EDBOO0E  PT_LOKG [
BB PR _NT_SECLRITY_DESCRIPTOR: OOEZTOL02  PT_BINARY  cb: 192 Iph: mm:-::mii;l
i) ] LK [ [
(Contenks: 0, Assor, Cortents: 0 Number of Properties: 73 Properties from [MAPIProp: :GetProps() P

If the configuration is being done with an administrator account with sufficient rights then
specific permissions for publishing forms to the Organizational Forms Library do not need to
be set. If, however, this is not the case and you need to change the permissions for the

account (Mail Administrator). This can be done using the following command:

ZI \ Add- Publ i cFol der Admi ni strativePerni ssion -ldentity <PublicFol der Name> -
8 User <Mail Adm nistrator> -AccessRights All ExtendedRi ghts -Inheritance
Sel f AndChi | dren

Please refer to http://technet.microsoft.com/en-us/library/bb310789(EXCHG.80).aspx if
further details are needed.

1.3.1.4 Publish forms to Organizational Forms Library

The Therefore connector requires that two forms be published and a view for the Therefore job folder
using the Outlook Client is available. This configuration step can be carried out on any client.

1. In Microsoft Outlook click Tools then Forms and then Design a Form...
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Outlook Today - Microsoft Outlook

Therefore

File  Edit

Vieww  Go

Tools | Actions  Help

=101 ]

Tvpe a question Far help

Sinew - | Fsendfreq  SendiReceive @ M A Q| outbokitaday - !
. Find N
Folder List : ook Today &
all Folders [k Address Book...  Chrl+Shift+B
— " . June 08, 2009 Customize Outlook Today ... u
=] @ Personal Folders Lﬁ Rules and Alerts. ..
ﬁ Calendar Qut of Office Assistant. .. Tasks Messages
| Contacts -
& Deleted Items Mailhoy Cleanup. .. Inbox ]
L4 Drafts {a] Empty "Deleted Items" Folder Drafts ]
L Inboe: 2 Outbox 0
J& Jaurnal =
lLg Junk E-mail | Forms Choose Form. ..
| Maotes
[ outbox Macra Design a Form. ..
L= sent Items E-mail Accounts...
& Tasks )
P e Custorize,.,
< | _
......... Cptions. ..
[~ Mail
-:ﬁ! Calendar
£=| contacts
=
i] Tasks
)= r R [ |
|D|:une | | A

2.In the Design Form dialog Browse... to "C:\Program files\Therefore\Exchange\Outlook Forms". Two
IPM Forms are listed in this folder, "IPM.Note.Archived" and "IPM.Post.TheArchiveJob".The IPM.Note.
Archived form contains the script needed for opening stub-emails and the IPM.Post.
TheArchiveJob formis used for queuing e-mails before saving to Therefore™. Select IPM.Note.
Archived and click Open.

2 For Scenario 2 only the TheArchiveJob form needs to be published since e-mail stubs are not

used.
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Therefore

Design Form

¢ Browse. .,

Look In: IF‘rl:ugram Files'l,Therefure'l,Exchange'l,Outj

IC:'I,F‘ru:ugram Files! Therefore\ExchangeQutlook Farms)*, aft

IPM. Make, Archived
IPM. Past, Thedrchivelob

Display name: IIF‘M.NDte..ﬁ.rchived

File name: IIPM.NDte..ﬁ.rchived.DFt

Open
Cancel

Advanced ==

i

3. Click the View Code icon.
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ﬁUntitled - Message (HTML) {Design)

© Fle Edit  Wew Insett  Format  Tools  Actions  Form Layout  Help

PEsend | [ | ¥ Ea | (3 options... B [arial e -JA|B fU|=

T W BT E - 4 - - [ ol retre (B @R

111
ana
114

Therefore

i
1'¥
i

ilf

.|

Messae | 2y | 23 | pd) ] 5 | &) | (alFeis) | (eroperties) | (actions) | [REEERTY

Ta... | I ___________________________________________________________ IFrequentIy used Fields j
e

N - | ZI Atkachment
. ; Auto Forwarded

o THEDRL I I Categories
) Cc

Conkacts

Conversation

Created

Do Mak Aukaarn

chive

Cue By

Flag Status

Fallow Up Flag

From

Icon

Mew, .,

Delete I

Hil

4. The code will open in the Script Editor. Set the correct URL for Const c_WebServiceUrl then close

the window (all changes will be automatically saved).
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Therefore

Seript Editor:

File Edit View Script Help

% [e(a| -] Ql w2

bptinn Explicit

'GLOBAL VARIAELES
Dim g strlempFolder
Dim g _strFileID
Dim g FullFileName

'CONSTRNTS
Const c_WebServiceUrl = "http://<servename>/TheExchWebSrv/TheExchGet.aspx?Doclo=" I
Lonst ¢_Iitle = "lherefore™ Lonnector Ior Microsoft RXchange SeXVer’

Function Item Open()
Cn Error Resume Next

If DoRetrieve|) = false Then

Itcem Open = False
Exit Function
End If

Call InitThisForm()
Call Retriewve|()

<

1

Linel Coll

5. Click Tools then Forms and then Publish Form.
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Therefore

ﬁUntitled - Message (HTML) {Design) - |EI|5|
© Fle Edit  Wew Insett  Format | Tools | Actions  Form  Layout  Help
Pmdsend | [ | ¥ B3 | (3 options, v goeling... F7 E“ A|lB I U |= = = = iEiE = !

| T % B - g - B Eeec apoge | 8 50 | | 1 8

£ CheckMames

Message ] (P.2) I (P.3) ] (P.4) roperties) ] {Actions) ]

B8 | Address Book... Chrl4Shift+E E— i

Find Al p e :
Faorms » | Choose Form, .,

Macro * B Cesign This Form

Cuskomize. .,

Design a Farm...

Publish Farm

o
A

Publish Form As. ..

Script Debugger

6. Choose Organizational Forms Library from the Look in drop-down. Give the form the name
Archived and click Publish.
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Therefore

ﬂUntitIed - Message (HTML) {Design) - |EI|5|
File Edit M“iew Insert Format Tools  Actions Form  Layout  Help
Esend | = | # 53 | 2] options... B |.°.ria| -| |1D v| \ | B I U |E = = = i= iE iE &= B

Bl % % P51 e - & - = - ] Ok commeree i oo | B8 32 || 1)

Message ] (.21 I Puhlish Form As

C':_l I Archived

Display name: | Archived Publish I
e Cancel |

Eorm name:

Message class: IPM.Mote,Archived

7. Next publish the form IPM.Post.TheArchiveJob. This is done in the same way except the script
does not need to be changed. This time, however, give it the name TheArchivejob.

1.3.1.5 Create a View for the Therefore Job Folder

In the public Therefore Job Folder all messages that are waiting to be stored are listed and can be
viewed in detail. Every task is posted with its status (see table below). A double-click on the list
entry opens the job form. A job that caused an error can be retried by pressing the Retry Job
button.

To get a better overview on the job queue a custom view for the job folder should be created. See
the tables below for details on message status and available fields for the customizing the view.

WAITING The message is queued and waiting for archiving.

SUCCESS The message was archived successfully.

ERROR The message could not be archived successfully. An error message will be
displayed.

Job Type Describes the type of job, Archive or Restore.

From Store Name of the Mailbox owner or Public Folder.
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From Folder
Subject
Created on
Created by
Status

Error Message

Therefore

Path to the message item in the Mailbox or Public Folder.
Subject of the message.
Date of job creation.
Name of creating user.
Status of the job.

Error message and stack.

1.Select the public Therefore Job Folder. Go to the View menu and select Current View and then

Define Views

i~ Therefore Job Folder in Public Folders - Microsoft OQutlook - | X
© File Edit | View | Go Tools Acions Help Type a question for help =
Do) New - Arrange By ¥ |to Al i Forward | (% Send/Receive ~ | [l Search addressbooks - | @) ‘__
i Current View F v Messages
Folder Li: i To-Do Bar » X
‘{l AutoPreview Messages with AutoPreview
All Folders . o c R PR g 4 Juni 2009 [
¥pand/lollapse Groups Last Seven Days
O] All Outloo Y BB EEF S S
. _ MNavigation Pane » Unread Messages in This Folder
& E5F Mailbe p f 123456 7
[’:?Archiv To-Do Bar 3 Sent To 910 11 12 13 14
= £ Public Reading Pane 3 Message Timeline 15 16 17 18 19 20 21
L Fay _ 22 23 24 25 26 27 25
EEQAII Reminders Window Qutlook Data Files 29 30
) Toolbars 3 Documents
Folder Size| «  Status Bar Custamize Current View..,
Data File I Refresh F5 Define Views...
Format Columns... Mo upcoming appointments,
B Ed @ L Arranged By: Due Date |v|
0 Items Eﬂ Online with Microsoft Exchange

2. The Custom View Organizer dialog shows. Click New.
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Therefore

Custom Yiew Organizer 7| x|

Views For Folder "Therefore Job Falder. ..

View Mame Can Be Used On View Type |~ BEt.

<Current view settings= All Mail and Post Folders | Table
Messages &ll Mail and Post folders | Table Lopy... |
Messages with AutoPreview all Mail and Post folders | Table i
Last Seven Dayvs all Mail and Post folders | Table M
IUnread Messages in This Folder [ all Mail and Post folders | Table T — |
Sent To All Mail and Post folders | Table =
Message Timeline all Mail and Post Folders | Timeline Reset |
Cutlook Data Files All Mail and Post folders | Table .
Documents All Mail and Post folders | Table - BUBISt. . |
— Descripkion

Fields: Importance; Reminder; Icon; Attachment; From; Subject; Received; Size; Categ

Graup By:  Arrangement Label {descending
Sork; Received (descending)

Filker: CIff

[ orly show views created For this Falder

Spply Miew I Close

3. Name the view ThereforejJobView, select Table as Ty pe of View, check the appropriate radio
button (normally visible to everyone) and then click OK.




Therefore

Create a New Yiew 2| x|

fame of new wiew:

IThereFu:ure!J-:ub'u'iew
Type af wiew;

Table

Timeline

Card

Business Card
Day week/Month
Icon

~an be used on
¥ This Folder, visible to everyone
™ This folder, visible only ta me
= all Mail and Post Folders

(a4 I Cancel

4. The Customize View dialog will open, click on Fields...

Customize Yiew: ThereforeJobYiew ed |
— Descripkion
..................... Fields... J Importance; Reminder; Icon; Flag Status; Attachment; Fra...
Group By... Mare
Sark,.. Received (descending)
Filker... ff

Qther Setkings. .. Fonts and okher Table Wiew settings

aukomatic Formatting... | User defined Fonts on each message

Format Colurnns. .. Specify the display Formats For each field

Eesel Current view | Ok Cancel

5.Select the ThereforeArchivejJob in the drop-down list. Remove all standard fields, then add all fields
to be shown in the view to the right side pane. (See screenshot below). Click OK when done. This

will take you back to the Customize View dialog where various other settings can be altered (see
Outlook documentation).
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Therefore

21x]

Maximurn number of lines in compact made: |2 "I
Select available fields From:
IThereFDre.ﬁ.rchivean j
Byvailable Fields: show these Fields in this order:
[aDoSarchiveErrar <] add-» | ThedrchiveErrar =

Thearchivestatus

_ TheConfiglD
ﬂl TheFromFolder
TheFramStore

Mew Field. .. | ThelobTitle
— TheJu:uI:uTiEe

[ [

Eroperties Delete | Move Up | [Mawe Dawn |

Ik | Cancel |

6. The new view will now appear in the list. Click Apply View to save it.
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Therefore

Custom Yiew Organizer 7] x|
YWiewws For Folder "Therefore Job Folder. .. "
Yiew Mame Can Be Used On View Tyvpe | = Bew, ..

<Current view setkings > Al Mail and Post Folders | Table

ThereforeJobiisw This Falder Table Lopy... |
Messages Al Mail and Post Folders | Table i
Messages with AutoPreview Al Mail and Post Folders | Table M
Last Seven Days Al Mail and Post Folders | Table EERETTE,. . |
Unread Messages in This Folder | All Mail and Post Folders | Table —

Sent To Al Mail and Post Folders | Table e Delete |
Message Timeline all Mail and Post Folders | Timeline

Cutlook Data Files All Mail and Post Folders | Table - Publish. .. |

— Descripkion

Group By Mone

Filker: ff

Sork: Received (descending)

Fields: ThearchiveErrar; ThearchivesStatus; TheConfiglh; TheFromFolder; TheFromStor

[ only show views created For this folder

| Apply Wigw I Close

7.When you now open the Therefore Jobs Folder this view will be used.

1.3.2 Therefore Web Service

On the Microsoft IIS the TheExchWebSrv service component must be configured to run in the
appro priate application pool and to have proper access rights in the Web Inbox during document

retrieval.

1. In Computer Management open the Web Sites folder of the Internet Information Services, and
the right-click on TheExchWebSrv. Select Properties in the context menu and then click on the
Virtual Directory tab. In the Application pool combo box select Therefore Exchange

WebService. Then click OK.




Therefore

Device Manager
E—]& Storage
-3 Removable Storage
i Disk Defragmenter
Disk. Managerment
EI--& Services and Applications
-5 Telephony
Services
s WML Control
: % QL Server Configuration Manager
g Indexing Service
E--f"g Internet Information Services (115) M
_,_J Application Pools
= weh Sites
- = Defaul web Site

—‘}g TheExchwebSry

_ #-__| aspnet_client
__| Web Service Extensions

[ Default SMTP Yirtual Selrver _ILI
»

<

HTTF Headers
Wirtual Directory

Cuskan Errars I
Dacuments I
The content Faor this resource should come From:
¢ p directory located on this computer
" A share located on another computer
" A redirection ko a URL

ASP.MET
Direckory Security

E Computer Managemenkt ;|g|5|
Q Eile  Action Wiew Window  Help |;[i|§|
&= | AE TR 2@E|Z]>» =0
Q Local Users and Groups ;I Mame | Path # | Skatus
| Performance Logs and Alerts TheExchWebStv Propetties 2] x|

Local path: I CInetpubhvwwrootl TheExchiwebSr,

v Log wisits
¥ Index this resource

Il Scripk source access
v Read

[ Write

[ Directory browsing

=

Erowse,..

Application sektings

Application name: I The Exchange Mail Retrieval Web 5 Remaove

Starting poink; <Defaulk Web Site =\ ThekE. ..

Il

Configuration, ..
Execute permissions: IScripts only j
Application pool: Therefare Exchange WehServicej Unload |
DefaultAppPool
iThe
Ok, I Cancel | Bpply | Help |

Make sure that the application pool for the Therefore Exchange WebService is not executed

[\

under the user: NetworkSystem. It must be executed with user LocalSystem in order to
have access rights to the local web-inbox folder for retrieving Therefore™ documents.

2. Next, to ensure that every user performing a full-text search only gets access to his own archived
e-mails, it is necessesary to change the access rights for the TheExchFTSearch.aspx file is so that
the Therefore Web Service for Exchange is able to impersonate the Domain User Account to
perform a full-text search in Therefore™. In the right-pane right-click on TheExchFTSearch.aspx
and select Properties from the context menu. Select the File Security tab and click Edit in the
Authentication and Access frame. Make sure that Enable anonymous access is NOT checked,

and then click OK.




Therefore

LI computer Management I |
Q Bile Action Wiew ‘Window Help |;Ii|ﬂ
= | OEXEFEE@E(Z] > 50

@ Local Users and Groups ;I Mame [ path » | atars
¥ Performance Logs and Alerts _Jhin TheExchFTSearch.aspx Propertie:

2 x|

=) Dewvice Manager Logs - - )
Storage - o8 File  File Secuiy | HTTP Headers | Custom Enors | ASP.NET |

El"@ _JwvebInbox
e E;%. R,amovable atorage | | Global. asax r Authentication and access contral
,'i g:::: ;Z::szn?;ir L | OU/AWebService. a2 Enable anonymaus access and edit the
o - | | TheExchFT3earch. 2 w authentication methods for this resource. Edit . |
EI"& Services and Applications | TheExchet. aspx e 5
[]—--8 Telephany : | ek configl
% Jervices i ' Bl Authentication Methods o | —
----- WMI Conkrol
[]---@ SGL Server Configuration Manager
-8 Indexing Service Use the fallowing Windows user account for anonymaous access:

-8 Internet Information Services (I15) M
!g - (1) User name: I ISR _WHSTESTERCZ Erawse, ..
[#-__| Application Paols |

_.J \Web Sites — Password; I sesnssenee

=4 Default web Site —c
‘b TheExch\WebSry

- __| aspret_client
1| web Service Extensions
i Default SMTP Virtual Server hd [ Authenticated access
1 | L4 | For the following authentication methods, user name and password
| are required when:
- anonymous access is disabled, or

- access is restricked using MTFS access control lisks

¥ Integrated Windows authentication

[ Digest authentication for Windows domain servers e
Elp |

[ Basic authentication (password is sent in claar kext)
[~ .MET Passport authentication

Default domain; I Select, ,, |
Realm: I Select. |

K I Cancel | Help |

3. Finally to enable debugging of the TheExchWebSrv, you need to define the following registry keys
at HKEY_LOCAL_MACHINE\Software\Therefore\Exchange.
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Therefore

& Registry Editor i =gl x|

Ele Edit Yiew Favorites Help

-] eCopy | | mame | Type | Data

{1 Gemplus (DeFauIt) REG_SZ {value not set)
{3 Google [R¥] Thectary REG_DWORD 000000012 (18]

g Hvlpe”Uh""cs [aB] Theliserame REG 52 ADOSYADOSExConAdmin
- IFilterShop

-] Installshield

&0 1AM Software

#-{_] Javasoft

&2 Microsaft

E{:I Mozilla

E{:I mozilla.org

.?l-{:l MozillaPlugins

=17 oDEC

E{:] i

{2 Pixel Translations

{7 Palicies

{27 Program Groups

E{:l RAINECW TECHMOLOGIES

{21 Reqisteredapplications

H-] 5CC

; {2 Schlumberger

{1 secure

{1 557

{1 Therefore
{1 Client

(2] Exchange

L] server
#1-(_1 ThinPrint

- m- YMware, Inc.
T SvsTEM LI 4] |

Qe [ab] ThePassward REG_SZ MiLISNDG MU ZND sy MOk TexMiby OzC IND oM TgON:

My ComputeriHKEY _LOCAL MACHIMNESOFTWARE, TherefarelExchangelwebService

sz

LogFileName Path for LOG file. The UserID whose credentials are used for the Application Pool,
needs to have full access to this path. Otherwise no Log File will be created.

LoglLevel OFF Logging for archive and restore tasks is disabled.
ERROR All archive and restore task errors are written to the log file.
INFO Detailed archive and restore information for each folder action is
written to the log file.
DEBUG Detailed archive and restore information for all actions is written to
the log file.

1.3.3 Therefore Connector

All server side settings for the Therefore connector are set in the Therefore Mail Administrator
application. After installation you can find this application in the Therefore program menu.




Therefore

o Therefore™ Connector for Microsofti E:H:i: =01 x|

— Setup

[3eneral Sethingz

Frafiles

Add  Bemove zer

Change Logging Settings

— Setup Web Service

Lreate web Semvice Pazsward | Save & Exi |

Eit |

1.3.3.1 Configure the General Settings

The general settings consist of an Therefore tab where logon and repository settings can be done;

and then three process tabs. Each process has a Windows service, and can be run in a simulation
mode for testing the settings without any archiving activity.

1.Set the Exchange and Therefore settings as explained in the following table.
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Therefore I I]ueueingl Stu:uringi Hestu:uringl

— Exchange Settings

Lagon Account: | &drmiristrator |

Logon Server IV.-’-‘-.DEIS

YWigwing in Ohwid, 2003 W Enable

T hiz enables viewing of archived emailz through Outlook 'Web Access
on Exchange 2003 [MOTE: dao not select if using Dutlook 'Web Access
on Exchange 2007

Therefare Settings

I1ze Therefore Categony: |E:-:|:hange ;I

Configuration [D: |1

Ok |
_Corcel |

Cancel

Logon Account

Logon Server

Viewing in OWA
2003

Use Therefore
Category

Configuration ID

Select the user name (Therefore Mail) the logon account by clicking on the

browse button.
Enter the name of the Therefore Server.

If viewing of archived emails is to be done with Outlook Access 2003 AND
Microsoft Exchange 2003 is used, then check the Viewing in OWA 2003. If you are

using Microsoft Exchange 2007 DO NOT check this option.

From the drop-down box select the Therefore category to be used for archiving

e-mails.

If multiple instances of Therefore Connector are installed on several servers, the
Configuration ID must be unique for every instance. Otherwise use a value of 1.

2. Configure the Queuing service as explained in the following table.




Therefore

Ok
Falling Interval [min}: 1 4|
Cancel |

Suzpend Execution betwesn

||:| vl and |p vI

[gnore Restnchion on\week End =

Sirnulation Mode: v NG
Polling Interval Set the interval for the process to be run. A recommended operational setting
(min): here is 30 minutes, for simulation purposes choose 1 minute.
Suspend If it is required that the process not be run at certain times during the day, then
Execution this can be defined by selecting a start and end time for the process to be
between suspended.

Ignore Restriction By selecting Ignore Restriction on Week End, the suspended period will only be
on Week End valid on weekdays.

Simulation Mode  For testing the system set simulation mode to Yes. When the system becomes
operational change this to No.

3. Configure the Storing service as explained in the following table.




Therefore

Therefore I Eueueing
Palling Interwal [min]

Suspend Execution

-

an

|ghore Restriction on 'Week End: =
Delete Successiul Jobs: & e O No
Fetry Error Jobs; v Ves o No
Ize Single Instance Storage:; 7
[Filter duplicate ltems] o
Shirirk Index Data to v

Therefare Figld Length

f I‘I—

I Restaring I

Cancel

Ok |
between: —l

-

Text to dizplay inztead of E-Mail Body after archival;

This Document was archived to Therefore™ |
To open the document, please double click on the meszage tem.

put

Polling Interval (min):

Suspend Execution between

Ignore Restriction on Week End

Delete Successful Jobs

Retry Error Jobs

Use Single Instance Storage

Set the interval for the process to be run. A recommended
operational setting here is 30 minutes, for simulation purposes
choose 1 minute.

If it is required that the process not be run at certain times during
the day, then this can be defined by selecting a start and end time
for the process to be suspended.

By selecting Ignore Restriction on Week End, the suspended
period will only be valid on weekdays.

Therefore Jobs that have been successfully archived can be deleted
from the public Therefore Job Folder by checking Yes for Delete
Successful Jobs (while testing it can be set to No so that individual
jobs can be investigated).

Check Yes for Retry Error Jobs. This will automatically re-try any
problem jobs the next time the job folder is polled.

By checking Use Single Instance Storage, all archived e-mails will
be identified by a hash code (see info box below). Duplicates will be
filtered out, so as not to be stored in Therefore™ multiple times.
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Shrink Index Data to Therefore By checking Shrink Index Data to Therefore Field Length, any

Field Length information that exceeds the Therefore™ index data field length is
removed. The archived ".MSG" file still contains all information, only
the Therefore™ index data is truncated.

Text to display instead of e-mail it is possible to edit the standard text that will appear in the body of
body... a stub email

The hash code is generated using the following mail properties:

. Mail subject (PR_SUBJECT)

. Mail sender (PR_SENT_REPRESENTING_NAME)

. Mail sending time (PR_CLIENT_SUBMIT_TIME)

. Mail body (PR_BODY)

. Recipients in the mail (each PR_RECIPIENT_TYPE and PR_EMAIL_ADDRESS)

. Attachments in the msg file (binary's, PR_ATTACH_FILENAME, PR_ATTACH_LONG_FILENAME)

aaOuUVihWN —

4. Configure the Storing service as explained in the following table.

Therefore | Queusing | Storing | Aestoing |

0k
Palling Interval [min): 11;_ —I

Cancel
Suspend Execution bebwesn:

II:I - i an ]I:I - i
|gnore Restiction on 'Week End: v

Restub Restared Items after: 2 Days
[0 = Da not reztub aubomatically)

Polling Interval Set the interval for the process to be run. A recommended operational setting
(min): here is 30 minutes, for simulation purposes choose 1 minute.
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Suspend If it is required that the process not be run at certain times during the day, then
Execution this can be defined by selecting a start and end time for the process to be
between suspended.

Ignore Restriction By selecting Ignore Restriction on Week End, the suspended period will only be
on Week End valid on weekdays.
Re-stub Restored The number of days that a retrieved e-mail stays in the user's Outlook folder

Items after: before being re-stubbed (=removed) again, can be set. If set to 0, the e-mail will
not be automatically stored to Therefore™ and stubed again.

1.3.3.2 Create Profiles

Profiles define which e-mails should be stored to Therefore™. Filters can be defined to prevent certain
emails (e.g. SPAM) from being stored. Profiles can be added, edited and removed.

1. Click Add New to create a new profile.

Frofile 1D | Profile Mame | Archive Tope | Message Age [Days] | Meszage Size [KB] | 0k, I

i Dietault STUE 90 20
Cancel |

1| | i

addNew | Edt | Remove |

2. The Profile Edit dialog will open. Configure this as explained in the following table.




Therefore

ProfileEdit

Additional Setings |
Conditionz | Skip by Subject I Skip by Folder | Message Classes

Prafile IO 2 '
Profile M arne: I Lancel |
teszage Age: IEI Days
Condition: I j
Mezzage Size: IEI K.Bute
Skip Unread: v
teszage Store Size: IEI ME
Profile Name Enter a name for the profile.
Message Age The minimum age of e-mails to be stored.
Condition Message age and message size can be linked with either an AND or OR condition.
Message Size The minimum size of e-mails to be stored
Skip Unread To stop unread messages from being stored, check Skip Unread.

Message Store The minimum size of the whole message store before queuing will begin.
Size

3. E-mails can be excluded based on the content of the subject line. Click Add New and then enter a
string for typical SPAM emails or other e-mail that should not be saved.
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ProfileEdit

Additional Setings |
Conditionz  Skip by Subject | Skip by Folder | Message Classes

Do not archive if the Subject startz with one of these stingz: Ok |
(TSFAM] Cancel |

r Irmmediately delete these [tems

Add Hew Femove

If Immediately delete these items is selected, the e-mail is not archived, but immediately
2 ) deleted. This setting is only recommended for Scenario 2 , where this will clear the copies of e-
mails.

4. Whole folders can be excluded from archiving. Click Add New and then enter a string for a folder
that should not be saved. (All sub folders will also be excluded).
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ProfileEdit

Additional Setings |
Conditions I Skip by Subject  Skip by Folder | peszage Classes

Do not archive if the Folder Path containg one af these stings: Ok |
iDirafts Cancel |
Junk, E-Mail
Private

Add Mew Remove

5. Message classes in OQutlook are used to differentiate different types of messages and display them
differently in Outlook. Message classes usually have different properties. The default Message Class
is IPM.NOTE which contains all e-mail messages. Typical other message classes are IPM.SCHEDULE
(Calendar Appointments) or REPORT.IPM.NOTE.IPNRN (Return Receipts). The message class can be
found in the Exchange Property PR_MESSAGE_CLASS. It is possible to define which message classes
SHOULD be archived. Click Add New.
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ProfileEdit

Additional Setings |
Conditions | Skip by Subject | Skip by Folder  Message Classes

Define which Exchange Meszage Clazzes should be archived: LI

Mezsage Class | Type Cancel |
[PM.MOTE.” ARCHME

[PM.SCHEDULE ARCHMVE

REPORT.IPM.MOTE.IPMRM DELETE OMLY

E dit Remove

6.the Add Message Class dialog box will open. Enter the name of the message class. You can use
the wildcard .* to include all subclasses. Under Processing Ty pe: if Archive is selected, all e-mail
messages of this message class will be archived. If Delete is selected all E-Mail Messages of this
message class will be deleted only. Note: Use this setting with care as incorrect usage could lead to
loss of important information.

Add Message Class

Meszzage Clazs: IHEPDHT.IPM.NDTE.IPNHN

Praceszsing Type: = Archive i ]

] 4 | Cancel |

7.1t is also possible to define what should happen to the original email after archiving to
Therefore. See the following table for details.
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ProfileEdit
Conditiohz | Skip by Subject I Skip by Folder | Meszage Claszes
After Archiving: Ok |
Cancel |
{* Create Stub " Leave Unchanged " Delste
Iz Exchange 2007 Journal: H
Create Stub A stub is left in the Exchange Information Store after the e-mail is archived to

Therefore. The e-mail appears in Microsoft Outlook client, but the body of the e-
mail is replaced by the text set in the Storing Service. To retrieve the body the
user clicks on a link. This is the correct setting for Scenario 3.

Leave Unchanged The e-mailis left unchanged in the Exchange Information Store after it is archived
to Therefore. The archiving process generates a copy of the mail in the Therefore
repository. There is no change for in Microsoft Outlook Client. This is the correct
setting for Scenario 3.

Delete The e-mail is deleted after the archiving process. The e-mail does not appear in
Microsoft Outlook any more. To retrieve the e-mail it has to be restored from the
Therefore repository to the Exchange Information Store.

Is Exchange 2007 The Exchange 2007 Journaling differs from the Exchange 2003 Journaling. This
Journal setting tells Therefore™ that it should treat this profile as Exchane 2007
Journaling Profile.

@ The Is Exchange 2007 Journal setting must only be used in Scenario 2, and for Exchange 2007.

1.3.3.3 Users/Groups

In this section the execution of profiles are linked to the existing user/groups or public folders. The
dialog is divided into Users/Groups and public folders. Each public folder to be archived has to be
linked to one profile.




Therefore

Users are always shown before Groups. The Group can be moved up and down in the list, which is
very important if a user is member of several groups. If a user is member of several groups, the first
found setting is the one used for this user. User settings also take preference over group settings.

Example:

Userl is member of Group1 and Group2. Group1 uses Profile "Immediately” and Group2 uses Profile
"After 60 Days". If Group?2 is listed before Group1, the Profile "After 60 Days" will be used for Userl1.
Adding a New User or Group

1.To add a new user or group click Add New.

User/Groups | Public Folders |

Mame | Tupe | Profile | Profile Mame | LDAP Path

ik

Cancel

Down

i

Edit | Remove |

Refrezh Group Memberships every I-_"' Draps

2. This opens the Select Users or Groups dialog from which users or groups can be selected.
Select the user or groups whose e-mails should be stored to Therefore™. Click OK when done.

@ For Scenario 2, only the Mailbox User (e.g. Therefore Mail) needs to be selected.




Therefore

Select Users or Groups il

Darnain:
Cbject Type: ILIsers and Groups j
Search For: I Eind I
Display Marme | Lsername | E-Mail | De: &
Accounk Operakors ASSAVACCount Oper,.. Mel__|
ﬁ Adminiskrator A358 Administrataor Adriniskratori@assa, com Buil
ﬁ.ﬂ.dministratnrs 558 Administrators adr
ﬁ.ﬂ.llnwed RODC Passwor,.,  ASsalAlowed ROD, .. Mel
ﬁﬂackup Cperators AS58 \Backup Oper, ., Bart
ﬁ[ert Publishers 85584 Cert Publishers el
ﬁCertiFicate Service DCO..,  ASSAYCertificate Se... Mer _
[Py B I P W B N el el 0L N PR B I A
‘4’? | ]

Select - | I

64 | Zancel |

3. The Profile Chooser dialog box will open. Select the matching profile in the drop down list and

click OK.

Profile Chooser

Fleaze choose a Prafile:

Default [ID: 1] j

0k, I Cancel

4.The new user or group will now appear in the list.
Adding a Public Folder

1. To add a new Public Folder, click the Public Folder tab and then Add New.
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User;Groups

User/Groups  Public Folders |

Public Folder Mame | Public F... | Include ... | Frofle | Frofile Mame | EntiwID

i

Canicel

Edit Femave

2.1In the dialog select the Therefore Job Folder and the click Select.

Select Public Folder

= F'_ul:uliu: Falders Select
i Favorites

[=1- &l Public: Folders Cancel |

B T herefore Job Falder

™ Include Subfolder

3. The Profile Chooser dialog box opens. Select a profile in the drop down list and click OK.
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Profile Chooser

Fleaze choose a Prafile:

Default (1D: 1]

Therefore

1.3.3.4

Here the log settings for the Task, Queuing, and Simulate logs can be set. A name and patch for

Logging Settings

each log file can be set as well as the logging level (see the table below).

Log Settings

Log Settingz

— Tazk Log Settings

Log Level:

Log Filename:

ERROR -
IE:'\F‘rn:ngram FilezhThereforg\Exchangeila . |

Ok |
__Cancal_|

Cancel

— Crawler Log Settings

Log Level:

Log Filename:

=~

IE:'\F‘rn:ngram FilezhThereforg\Exchangeila . |

|EHHDH

— Simulate Log Settingz

Log Level:

Log Filename:

IINFEI [SUMMARY OMLY)

=

IE:'\F‘ngram FilezhThereforehExchangeila . |

OFF Logging for archive and restore
tasks is disabled.

ERROR All archive and restore task errors
are written to the log file.

INFO Detailed archive and restore
information for each folder action
is written to the log file.

DEBUG Detailed archive and restore

information for all actions is written

to the log file.

Logging is disabled. Not applicable.

All queuing errors are Not applicable.

written to the log file.

Detailed queuing
information for each
folder action is logged in
the log file.

Detailed queuing
information for all
actions is logged in the
log file.

A statistical summary of the
simulated actions are logged.

A detailed log for each mailbox
and folder is generated.



Therefore

TRACE Most detailed archive and restore  Most detailed queuing A detailed log for each e-mail is
information level for all action information level for all generated.
details is written to the log file. action details is logged.

1.3.3.5 Web Service

For the retrieval of e-mails already archived to Therefore, one user must be defined. This can be the
Mail Box user (Therefore Mail) defined earlier. This user handles the internal traffic by retrieving the e-
mail and passes the retrieved message file to the Outlook client. This user does not need to be linked
to Microsoft Exchange, but has to have at least retrieve rights for the e-mail category in Therefore.

Enter the Username and Password for the relevant user. After the user and the user's password is
typed in the dialog, the information can be saved to the local windows registry on the Internet
Information Server, or it can be exported to a *.reg file for manual import to the Windows registry. The
username and password information is validated during the save operations. An error message is
displayed if the credentials are not correct.

Web Service Password Setup

Pleaze twpe in Usemame and Pazsward far the Therefare
Connector for Microsoft Exchange Server Web Service Lleer
Azcount

| zermame: ||

Pazzword: I

Save to Registy | Create req File I Cancel

1.3.4 Configure Windows Services

After installation and configuration, make sure that the installed Windows Services are defined to
use the Windows Domain Account (Therefore Mail) that was given access to all mailboxes here.
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2. Add-in for Microsoft Outlook

Microsoft Outlook Add-In
The Outlook add-in is an optional component, installed on client PCs, which provides a toolbar with
three features in Outlook.

Archive

A user can manually add an e-mail to the configured storage queue (in the Therefore Job Folder).
The Storing services checks for queued emails, saves them to Therefore™ and leaves a stub in
Exchange.

Retrieve

A user can fully fully restore an e-mail from Therefore™ to Exchange Server. The Restoring

service checks for queued e-mails and restores them to Exchange from Therefore™. The length of
time the e-mail will remain restored can be configured.

Search

A user can perform full-text searching against all e-mails in Therefore™ for which they have read
access. This begins a Search process which searches the Therefore™ system via the Web Service
on the Therefore™ Server. The user is then provided with a hit-list of matching e-mails. Selecting
an e-mail begins a View process which gets the e-mail from Therefore™ and opens it for viewing.
(Note: the email is not fully restored and the contents will be lost when it is closed). In addition,
when the user retrieves a saved e-mail, this add-in displays a pop-up informing them that the e-mail
is being fetched from Therefore™.

2.1 Installation & Configuration

Before installing the Outlook add-in please read this document carefully. The client PC where the
Outlook add-in will be installed must have either Microsoft Outlook 2003 or 2007.

1. Installation of the Outlook add-in is started from the distribution CD. This is done by launching the
"Setup.exe" program in the "Therefore Connector for Microsoft Exchange/Outlook Add-in" directory.

ji ADDS Exchange Connector AddIn for Dutlook - Installshield x|

Welcome to the InstallShield Wizard for ADOS
Exchange Connector AddIn for Outlook 6.5.0

The InstallshieldiR) wizard will install ADOS Exchange
Conneckor AddIn For Qutlook on your cormputer, To continue,
click Mext,

WARNIMG: This program is protected by copyright: law and
international treaties,

= Back Cancel |

2. The license dialog will appear. Click Next once you have accepted the license terms.
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] ADOS Exchange Connector AddlIn for Outlock - InstallShield Wizard (e

License Agreement

Please read the following license agreement carefully.

1. Grant of License

This is a legal Agreement between you and ADOS Corporation. The terms of this |E|
Agreement govern your use of this program. By requesting this program, you are B
agreeing to be bound by this Agreement. If you do not agree to the terms of this
Agreement, please immediately erase the program package from your computer
memory.

In consideration for your payment of the license fee, which is your purchase price of
the program, ADQS Corporation grants to you a nonexclusive right to use the
software only on the multiple computers up to the numbers as described in your

@ i accept the terms in the license agreement:

() I do not accept the terms in the license agreement

Installshield

f <gack || MNext> | [ Cancel

3. The Installation Options dialog opens. Click Next when finished.

{7 Therefore™ Connector for Microsoft® Exchange Server - O

Installation Options
1 Installation path. Click L " :
Check this to use the En!%rNeE:otnﬁ on Change... to browse. = modify e
Outlook add-in instead of the
Outlook form to view items

—

from Therefore. This can be G Install Therefore™ Connector for Microsoft® Exchange Server - Outlook Add...
is not accessable to Outlook

used for the case where the
C:\Program Files\Therefore\Exchange Connector’, Change... |
users (e.g. company policy).

Organizational forms library
s ¥ Use Outlook Add-In to view items from Therefore ™

Service Address: Ihth::;’fexch[]BfWeExd‘n\":’ebSrv

If not checked, only the : :
Search Button is i.e. http:/jServer [TheExchilebSrv UExRLhof the Therefore Web Service for Microsoft
displayed in Outlook. change.

Otherwise Archive ) ) )
- v v
EtEE TG FEsir | Display also Archive and Retrieve buttons

Buttons are displayed.

InstallShield

< Back I Mext = I Cancel

4. The Ready to Install the Program dialog will open. Click Install.

These settings can also be defined using command line, as this setup is provided as
distributable MSI package. In this case the setup can be performed automatically.

SERVICEADDRESS URL to the Therefore Exchange Web Service (f.ex. http://<server>/

ThereforeExchWebSrv)
USEOUTLOOKADDI If set to "ADDIN" the Outlook Add-In is used for viewing of archived E-Mail,
N if set to "NONE" the Outlook Form is used for retrieval.
INSTALLDIR Sets the installation directory (e.g. c:\program files\Therefore)
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CONFIGID The ConfigID that should be used when a user creates an ad-hoc archive
or retrieve job. See here for more details about the ConfigID.

HIDEARBUTTONS 0 = view Archive and Retrieve Buttons; 1 = hide Archive and Retrieve
Buttons

These settings can also be change in Microsoft Outlook. Select the Tools menu in Microsoft

Outlook, and go to the Options dialog. Select the Therefore Exchange Connector tab. Re-
start Outlook to activate the new settings.

2.2 Using the Outlook Add-In

Once the add-in is installed three additional buttons are displayed in the tool bar of Microsoft Outlook
similar to that shown in the screenshot.

i~ Outlook Today - Microsoft Outlook

= X

: File Edit View Go Jools Actions Help Type a guestion for help =

| B New ~ @ -_41 send/Receive - | [ Search address books  «

© i@« @ ¥ [ @@

=

: [ Archive [ Retrieve | [T\ Search -

Folder List « || %' Mailbox - Administrator - Outlook Today
All Folders F-3

L] All Outiook Ttems -
El 24 Mailbox - Administra =
2 calendar Calendar Tasks Messages
f=| Contacts
(&) Deleted Items Inbox
Li#| Drafts [2]

Dwafts
L= Inbox 1) Outhox 0
éﬂ Journal

L @ Junk E-mail .
.o | MNotes J
L= Outbox
L[] R55 Feeds
L= Sent Items
i’j Tasks
L Search Folders
=4 Archive Folders -
o T

| Click here to enable Instant Search

Monday, June 08, 2009

Y
Custamize Outlook Today ... | o

[

=

3 Online with Microsoft Exchange

Archive

Select one or more e-mail's you want to archive. Press the Archive button. A message window is
displayed requiring confirmation that the selected messages have been queued for archiving. The
message, or messages, will be archived later by the archive task. The successful storage of the
message can be recognized if the icon of the message has changed and the message text This
message has been archived to Therefore'is displayed.

Restore

Select one or more archived e-mail's you want to restore. Press the Retrieve button. A message
window is displayed requiring confirmation that the selected messages have been queued for
restoring. The message, or messages, will be restored later by the restore task. The successful restore
of the message can be recognized if the icon of the message has been changed again.




Therefore

Search

Press the Search Button in the icon bar of Microsoft Outlook. In the displayed Dialog, enter your Full-
Text search and press Search. If any matching document are displayed in the Hitlist below, you can
view the E-Mail by double-clicking the entry in the Hitlist.

=l
Ix

Full-Text Query

Please enter your Full-Text Query

| Invoice 2006014|

ety Results {(double-click to open):

From

Recipients

| Subjeck

4 adrinistrator@adosderno. o
A adrministrator@adosderno. o
& adrinistrator@adosderno. o
1 administrator@adosdemo. xox
1 administrator@adosdemo. xox
& adrinistrator@adosderno. o
& adrinistrator@adosderno. o
= adrinistratori@adosderno. o
= adrinistrator@adosderno. o
A adrministrator@adosderno. o
& adrministrator@adosderno. o

S

Michael Suyama
Michael Suywama
Michael Suywama
Michael Suywama
Michael Suyama
Michael Suyama
Michael Suyama
Michael Suyama
Michael Suyama
Michael Suywama
Michael Suywama

Entry check For Invoice 2006014
Entry check For Invoice 2006014
Entry check For Invoice 2006014
Entry check For Invoice 2006014
Entry check For Invoice 2006014
Entry check For Invoice 2006014
Entry check For Invoice 2006014
Entry check For Invoice 2006014
Entry check For Invoice 2006014
Entry check For Invoice 2006014
Entry check For Invoice 2006014

- L N .

w0

Close

[ E= ]
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3. Add-in for Microsoft Outlook Web Access

The OWA add-in is an optional component installed on the server where Exchange OWA is intstalled. It
is a plug-in into OWA that allows the user to access stored email directly from OWA. This plug-in is only
required for a Scenario 3 situation where e-mails are deleted from Exchange and only a stub-link to the
e-mail in Therefore™ is left. When a user opens an e-mail stub a request is sent to the OWA Add-in
which contacts the Exchange Server to get the document ID and then gets the e-mail from Therefore™
via the Web Service on the Therefore™ Server. The user can then view the contents of the email in
Microsoft OWA, but the e-mail is not restored to the exchange server and the contents will be lost
once the e-mail is closed.

This setup is NOT required for Scenario 2 since e-mails are not deleted from the Exchange Server
@ and are hence available as before.

3.1 Installation

Before installing the Outlook OWA add-in please read this document carefully. The add-in must be
installed on the same server as Outlook Web Access components. In 2003 typically the Exchange
Server itself, but in 2007 could also be an OWA Web Server.

L ]

ZI For OWA integration with Exchange 2007, Exchange 2007 SP1 or later is required.
A\

1. Installation of the Outlook add-in is started from the distribution CD. This is done by launching
the "Setup.exe" program in the "Therefore Connector for Microsoft Exchange/OWA Add-in"

directory.

{& ADDS Exchange Connector AddIn for OWA - InstallShield Wiz x|

Welcome to the InstallShield Wizard for ADOS
Exchange Connector AddIn for OWA 6.5.0

The Installshield{R) Wwizard will install ADCS Exchange
Conneckor AddIn For Owed on your computer, To continue, click,
Mext,

WARNIMG: This program is protected by copyright: law and
international treaties,

E‘i

Cancel |

< Bark

1. The license dialog will appear. Click Next once you have accepted the license terms.
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i ADOS Exchange Connector Addin for OWA - InstallShield Wizard

License Agreement

Flease read the Following license agreement carefully,

1. Grant of License s

Thiz is a legal Agreement between you and ADOS Caorparation. The terms ofthis
Agreement govern your use of this program. By requesting this program, you are
agreeing to be hound by this Agreement. Ifyou do not agree to the terms of this
Adreement, please immediately eraze the program package from your computer
memory.

In cansideration foryaur payment of the license fee, which is your purchase price of
the program, ADQS Corporation grants to you a nonexclusive right to use the
software only on the multiple computers up to the numbers as described in your

{1 accept the terms in the license agreement

(#1 do not accept the kerms in the license agreement

2. Click Next when finished.

i ADDS Exchange Connector AddIn for DWA - InstallShield Wi

Destination Folder

Click Mext ko install ko this folder, or click Change to install to a different Fal

G Install ADDS Exchange Connector AddIn for OWa to:
C:hIntepublamaR oot ADOSExchOw Al

Installshield

< Back, | Tk = | Cancel

3. The Ready to Install the Program dialog will open. Click Install.

3.2 Configuration
3.2.1 Outlook Web Access 2003

1. Start the set-up file "OWASetupWiz.exe" which is stored in the "Therefore Connector for Microsoft

Exchange/OWA Add-in" directory.

2.Select Exchange Server 2003 (Install/Repair) and click Next.
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[ owa Add-In Setup Wizard x|

Thiz 0454 Add-ln Setup *Wizard will guide you through the
Configuration af the C%WA |ntegration of the Therefore
Connectar far Exchange Server

Configure Ohwa Add-In for:

¥ {Euchange Server 2003 [nstail/Fepair
" Exchange Server 2003 [Femove)
" Exchange Server 2007

MHext » I Cancel

3. Enter the Therefore Web Service URL. For retrieving e-mails stubs from Therefore™ the OWA add-in
needs to access the Exchange server to retrieve the document no. The method of connecting to
Exchange must hence be specified (see the following table for details). When done click Next.

[ owa Add-In Setup Wizard i ]

Pleaze define the bazic configuration for the Therefore Connectar for Exchange 0w Add-n,

Therefore "Web Service LIRL: it/ AW GAD 05 /TheE schiw'ebS

— Exchange Connection Settings

% lze Integrated Security

™ Connect with fixed Credentials

IJzemame: I

Pazzword: I

Mext > I Cancel |

4

Use Integrated Security The system attempts to determine the user credentials of the Exchange user
using Microsoft OWA. These credentials are then used by the OWA add-in to
retrieve the document no. from Exchange. Should this automatic recognition fail,
the user will need to enter their login credentials again.

For this connection to work, it is necessary to change the access rights for the
TheExchMsg2k3.aspx file, so that the connecting user account can be
impersonated. This is done using via the IIS Service Manager in Computer
Manage ment.




Therefore

1. In the Web Sites folder open the Default Web Site sub-folder and select
TheExchOWA.

2. In the right-pane right-click on TheExchMsg2k3.aspx and select Properties
from the context menu.

3. Click the File Security tab. Then click Edit in the Authentication and Access
frame. Make sure that Enable anony mous access is NOT checked, and then

click OK.
E Computer Managemenkt = |E||ﬂ
Q File Action ‘Wiew ‘Window  Help |_|- _lﬁl l”
|<;: » OEXERR @@ 2| (e 2 x|
=189 Irternet Infarmation Service « | | Hame File  File Security | HTTP Headers | Custom Errors | 45P.NET |
Application Pools i
EI__j \,\feph Sites j fln - &wuthentication and access contral
0gs
L:JQ Default Web Site = Sefup Enable anonymous access and edit the
T L - thentication methods for this resource. i
B-Lg _vti_hin | Global asax ?@ - LI
@ Exa:m\n |=| TheBxchMsgaka., L x|
xChange L x
< ExchWegb |=] TheExchMsa2k?.. 1P address an
j Microsoft-Servel (] web.config [ :
o OMA | Use the Following Windows user account For anonymous access:
Public
8 IUSR_WETESTERCE
) ThEEXCROWA User nane I = Erowse |
| aspnet_client . Password: I-------"-
_J Images [~ Secure comm
_) _private
) _wti_enf
) _wti_log
) _vki_pwt ~Authenticated access
[ _whi_script b For the following authentication methods, user name and password
T bt ate required when:
-"_J == e - anonymous access is disabled, or
o - Microsoft SharePTll_I o I — - access is restricted using MTFS access control lists
| ¥ Integrated Windows authentication
I Digest authentication For Windows domain servers
[~ Basic authentication (password is sent in clear bext)
[~ MET Passport authentication
Default domain: I Select, ., |
Reealrm I Select. .. |
Ok I Cancel | Help |
Connect with fixed This is the recommended setting and uses a fixed user with access to all mail
credentials boxes (Therefore Mail) to access the document no. This is achieved by

impersonating all Exchange user accounts.

4. The final step is to define the Exchange server name and the URL to the Therefore OWA Add-in.
Furthermore the user to connect to the Exchange Server web store and save this configuration. It
is recommended to use the Therefore Mail user for this.
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[l owa Add-In Setup Wizard -0 x|

Fleaze define the zettings below to inztall the Therefore Connector for Exchanc
in 0wty 2003 Web Store.

Exchange Server Mame: IEKEEDDS

IBL ta Therefore Ohwid: Ihttp:h’EXEEDDSx’TheE:-:c:hEIW.-’-‘-.

Connect s
zemanne: IS.-'i‘-.-'l‘-.S A drninistrator
Password: I""l

Firnzh I Cancel |

4

3.2.2 Outlook Web Access 2007

1. Start the set-up file OWASetupWiz.exe which is stored the in folder "Therefore Connector for
Microsoft Exchange/OWA Add-in" directory.

2.Select Exchange Server 2007 and click Next.

[ owA Add-In Setup Wizard x|

This OWA Add-In Setup Wizard will guide you through the
Corfiguration of the OWA Integration of the Therefore
Connector for Exchange Server

Corfigure OWA Add-In for:

" Bxchange Server 2003 {Install/Repair)
" Bxchange Server 2003 (Remove)
¥ Exchange Server 2007

Mext = Cancel

3. Enter the Therefore Web Service URL. For retrieving e-mails stubs from Therefore™ the OWA add-in

needs to access the Exchange server to retrieve the document no. The method of connecting to
Exchange must hence be specified (see the following table for details). When done click Finish to
complete the installation.
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i owA Add-In Setup Wizard (=]

Please define the basic configuration for the Therefore Connector for Exchange OWA Add-In.

Therefore Web Service LIRL: Il'rl'tp:ffrfnrswUTheEmh‘."a'el:uSw
Exchange OWA Root: Il'rl'tps:ffemEDDBwaa

Exchange Web Service URL: II‘rl'tps:x"few:EDDE;’E‘."a‘S

— Exchange Connection Settings

&+ |se Integrated Security
™ Connect with ficed Credentials

|Isemame: Iaﬂsa JTheExConn

Password: Iiiiiiii-li

[ Fsh | conce |

A

Use Integrated Security The system attempts to determine the user credentials of the Exchange user
using Microsoft OWA. These credentials are then used by the OWA add-in to
retrieve the document no. from Exchange. Should this automatic recognition fail,
the user will need to enter their login credentials again.

For this connection to work, it is necessary to change the access rights for the
TheExchMsg2k3.aspx file, so that the connecting user account can be
impersonated. This is done using via the IIS Service Manager in Computer
Manage ment.

1. In the Web Sites folder open the Default Web Site sub-folder and select
TheExchOWA.

2. In the right-pane right-click on TheExchMsg2k3.aspx and select Properties
from the context menu.

3. Click the File Security tab. Then click Edit in the Authentication and Access
frame. Make sure that Enable anony mous access is NOT checked, and then
click OK.




Connect with fixed
credentials

Therefore

E Computer Managemenkt = |E||5|
Q File Action Wew Window Help | _|ﬁl|l||
TheExcthngii.a 2] x|
|_‘—_|--PJ Internet Information Service;l Marme File File: Security | HTTP Headers | Customn Errorsl ASP.NET I
[-__| Application Pools bi X
EI__j \Wah Sikes j Lm ~ Authentication and access control
- 0gs .
L:JQ Default Web Site  setup Enable anonymous access and edit the
! L authentication methods for this resource. i |
& _wti_bin Glohal.asay w thenticat thods for thi Edit...
| . A
b Eacinin | TheExchMsg2k3.. —
@ Exchange | TheExchiMsg2k7 . I address an Authentication Methods x|
Exchiweb X
§ Microsoft-Server | Web.config r
) CMA | Use the Following Windows user account For anonymous access:
. ?E::;(chown Lser narme: | WSk _waTESTERC2 BJDLI
ws!
_J aspret_client Password: quuuu
- |mages - Secure commi
| _private
) _wti_enf
) _whi_log
_J _tipwt r~Authenticated access
) _wti_script For the fallowing authentication methods, user name and password
T bt are required when:
Y ’J _— . e - anonymous access is disabled, or
q I - Microspft SharePTll_I 3 I - access is restricted using MTFS access contral lists

¥ Integrated Windows authentication

™ Digest authentication for Windows domain servers
[~ Basic authentication (password is sent in clear bext)
[~ MET Passport authentication

Default domain: I Select, ., |
Reealr: I Select. . |
oK I Cancel | Help |

This is the recommended setting and uses a fixed user with access to all mail
boxes (Therefore Mail) to access the document no. This is achieved by
impersonating all Exchange user accounts and requires that two commands are
executed on the Exchange server shell. See http://msdn.microsoft.com/en-us/
library/bb204095.aspx for more details.

Configure Exchange Impersonation on a server for a user

Get - ExchangeSer ver |

where {$ .1sClientAccessServer -eq $TRUE}

| ForEach- Obj ect {Add- ADPerm ssion -ldentity $ .

di sti ngui shednanme - User

(Get-User -ldentity <Therefore Mil > |

sel ect-object).identity -extendedRi ght ns-Exch-EPI -

| nper sonat i on},

Configure Exchange Impersonation for a user on a database

Get - Mai | boxDat abase |
Identity $ . DistinguishedName - User

For Each- Obj ect {Add- ADPer ni ssi on -

<Therefore Ml > -

Ext endedRi ghts ns- Exch- EPI - May- | nper sonat e}

4. After installation you will find the file "registry.xml" in the folder "Inetpub/wwwRoot/TheExchOWA/
Setup". This file registers the add-in for OWA on the Exchange Server for the custom Therefore
Message Class IPM.NOTE.ARCHIVED. Open "registry.xml" in a text editor and edit the URL to
"TheExchMsg2k7.aspx" to match your system.



http://msdn.microsoft.com/en-us/library/bb204095.aspx
http://msdn.microsoft.com/en-us/library/bb204095.aspx

Therefore

. registry - Notepad o ]
File Edit Format View Help
<Registry xmlns="http://schemas.microsoft.com/exchange,/2004 /02 /formsregqistry.xsd" A

Name="PremiumExtensions” InheritsFrom="Premium"” IsRichClient="true">
<Experience Name="Premium'>

<Client Application="MSIE" Minimumversion="6" Platform="windows NT" />
<Client application="MSIE" Minimumversion="6" Platform="windows 2000" />
<Client application="MSIE" Minimumversion="6" Platform="windows 98; win 9x 4,90" />

<applicationelement Name="Item"=
<ElementClass Value="IPM.NOTE.ARCHIVED">
<Mapping action="Open" Form="https://webserver /TheExchowa /TheExchMsgzk7.aspx"/>
</ElementClass>
</applicationElement>
</Experience>
</Reqistry=

[~

5. Copy this file to "c:\program files\microsoft\exchange server\client
access\owa\forms\customization". This folder should already contain the files registry.xml.template
and UlExtensions.xml.template. Restart the lIS. Now every request to an archived e-mail with
Message Class IPM.NOTE.ARCHIVED should be redirected.

If the customization folder is missing, make sure Exchange 2007 (SP 1) is installed.

3.2.3 Therefore OWA Web Service

On the Microsoft IIS the TheExchOWA service component must be configured to run in the

appro priate application pool and to have proper access rights in the Web Inbox during document
retrieval.

1. In the WEB SITES folder of the IIS Service Manager open the DEFAULT WEB SITE sub-folder.
Select Web Service TheExchOWA and open the context menu with a right mouse click.
Select Properties in the context menu. Click on the Virtual Directory tab. In the Application
settings frame select the appropriate Application pool:

Exchange 2003: ExchangeApplicationPool
Exchange 2007: MSExchangeOWAAppPool (Any pool, including custom pools, can be
used).

Click OK when done.




Therefore

4 Exadrin

E Computer Management = |EI|£|
Q File  Action  Yew ‘Window Help | - |5‘|£|
«» | OEFRR | @E 2] 8
EI--EQ Internet Information Service;l N TheExchOWA Properties llﬁl
B+ Application Pools
El-__| Web Sites HTTP Headers Custom Errors I ASP.MET
I_'—_I--g Defaulk Web Site Wirtal Direckory Dacuments I Direckory Security
g _vti_bin The content for this resource should come From:

¥ 2 directary located on this computer

™ A share located on another computer
= A redirection ko a URL

| _private

4 Exchange
- gl Exchweb
‘f'y Microsoft-Servel
) OMA
Fublic Local path:
el ThEEXChQWA - Scripk source access
_ ?aspnet_cllent v Read
) Images [ Write

[ Directary browsing

I C: Inetpubwirasrooth TheExchiow Al Browse

i

v Lag wisits
¥ Index this resource

#-__) _wti_cnf
£ _wti_og Application settings
i —Vt!j\ft_ Application name:
| _wti_scripk
Hl- ) ki txt Starking poink:
[H- Microsoft SharePoinl ™

3 Execute permission:

Application pool:

I TheExchCi'a Remove

<Defaul: Web Site =\ TheE...

u

51 IScripts anly

ExchangeapplicationPool

Configuration
|Defaul-AppPaol

i
j Unilzad |
|
‘ExchannesoolicationPool

ExchangeMDblIeBruwse.ﬁ.ppllcatmnPD

M3sharePoinkAppPool
QK | Cancel |

Epply Help

2. To enable debugging of the TheExchOWA, you need to define the following registry keys at

HKEY_LOCAL_MACHINE\Software\Therefore\Excha
TheExchWebSrv.

nge\OWA. The settings are as for the
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4. Upgrading from Previous Versions

Version later than 6.5.x are, by default, installed in a different folder: "c:\Program
Files\Therefore\Exchange Connector". In addition the Retrieval Web Service is installed in a different
Web Directory which is now "c:\Inetpub\wwwRoot\TheExchWebSrv".

1. Copy the Files "Config.xml" and "log4cplus.properties” from the old installation directory to the new
one.

2. Check the accounts used for the Windows Services and the Web Service.
3. Install the new version.

4. Open the Therefore Mail Administrator

5. Check if current configuration was upgraded correctly. Especially check the Message Class
definitions in the profiles.

6. If you want to enable OWA Viewing on Exchange 2003, make sure you check the checkbox Viewing
in OWA 2003 in General Settings.

7.Re-save the password for the Web Service to the registry.
8. Click Save & exit to save the configuration file.
9. Make sure that you have published the latest Outlook Forms (details see here).

10.If you want to enable OWA Viewing on Exchange 2003, you need to start the TheExchCrawler.exe
once from the command line. This sets the necessary properties in all previously archived and
stubbed e-mails, in order to enable viewing through Therefore Add-In for OWA.

Log on with the Domain Account the services are configures to run with (Therefore Mail). This
account has to have access to all Mailboxes.

Instead of logging on with this user account you can use the: "run as" shell command in the
command line window. Open the command line and go to the installation directory of the
Therefore Connector. Execute: TheExchCrawl er. exe /consol e / OM2003. This command can
be executed again at any time without problems.

Wait until the process is finished. Depending on the number of archived e-mails, this migration can
take up to several hours.

@ For Scenario 2 only points 1 to 5 are required.
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