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1 Overview
1.1 Benefits

u Easy Backup of
1. Microsoft Exchange Server 2000 / 2003
Microsoft SQL Server 7.0 / 2000
Lotus Domino/Notes 5.0 or above
Oracle 8i or above
MySQL 3.2.4 or above
Windows System State
Outlook and Outlook Express (i.e. *.pst, *.dbx and *.wab)
Important personal settings e.g. Desktop, Favorite, My Documents and History etc
Other common files (e.g. *.doc, *.xIs)
Supports backing up only changes within a file (using in-file delta technology)
Supports backing up of open files on Windows XP/2003 (Volume Shadow Copy)
Supports backing up of Windows NTFS access privileges, Linux access privileges and modes, Mac OS
X metadata and resource forks
u Easy to use, deploy and maintain

©COXNOOTAWN-:

1.2 Features

(New in 5.2) Full support of Microsoft Exchange individual email, contacts, calendars, tasks etc.

(New in 5.2) Choose whether to restore “file permissions” during restore.

(New in 5.2) For “Local Copy” backup, ability to choose whether to perform a local copy backup only

and skip the offsite backup.

(New in 5.2) Lotus Notes/Domino agent for Linux.

(New in 5.2) Auto Upgrade Agent to automatically upgrade the client software.

User configurable incremental / differential in-file delta backup mode (i.e. backing up only changes

within a file since the last incremental or full backup according to each user’s preference).

] Allow in-file delta backup mode to be overridden by each user individually according to backup time
(e.g. enforcing full (or incremental or differential) backup of all files every Sunday or the 1** day of every
month).

u Volume Shadow Copy backup (i.e. backing up files even when they are exclusively open, e.g.

Outlook.pst).

] In-File Delta backup (i.e. backing up only changes within files).

] Off-line backup mode and logout backup reminder.

u Customizable backup schedule allows backups to be scheduled at any time.

| Compress and encrypt data automatically before sending them to the server (server stores only
encrypted data).

u Increment backup strategy ensures that only new or updated files are sent to the backup server.

] Support both full backup (database backup) and incremental backup (transaction log backup) for
Microsoft SQL Server 7.0/2000, Microsoft Exchange Server 2000/2003, Lotus Domino/Notes 5.0 and
Oracle 8i or above.

u Can integrate with external “Open File Manager” to provide open file backup support to all open files.

| Access backup data anytime, anywhere by using a web browser.

u Comprehensive backup report lists all files backed up. Backup report delivered automatically via email.

u Backup data are CRC validated before they are stored on server.

] Fully user customizable data retention policy allows users to have access to deleted files using the
least possible storage space on the backup server.

u Can select source backup files easily by using a backup filter, e.g. selecting all *.doc and *.xIs in your
computer in a single operation.

] Run any custom OS commands before/after a backup job.

u Run on Windows, Mac OS X, Linux, NetWare, Unix and all other platforms supporting a Java2 Runtime

Environment.
u Periodic backup files validation on backup server ensures backup files are 100% valid and fully
restorable when needed.
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1.4

Security

128-bit point-to-point SSL communication between server and client

Support HTTP/HTTPS Proxy and Socks v4/v5 firewall

Data are 128-bit encrypted when stored on the backup server

Choice of different encryption algorithms, e.g. Twofish, Triple DES, Advanced Encryption Standard
(AES)

Choice of different encryption modes, e.g. Electronic Cook Book (ECB) and Cipher Block Chaining
(CBC)

A random initializing vector, salt and iteration count will be generated by the software automatically for
each file when encrypting your data

Each backup user can restrict online access to his files to his pre-defined list of IP addresses

System Requirements

Operating System:
1. Windows 95/98 /ME / NT /2000 / XP / 2003
2. Linux kernel 2.2 or above ** (e.g. RedHat Linux 6.x or above, though the use of Linux kernel
2.6.9-34 or above is recommended)
Solaris 2.x or above
Mac OS X 10.2 or above
NetWare 5.1 or above
. All other operating systems that supports Java2 Runtime Environment 1.3.1 or above
Memory: 128MB (minimum), 256MB (recommended)
Disk Space: 100MB
Network Protocol: TCP/IP (http/https)

o0k w

** Standard C++ libraries for backwards compatibility compiler (compat-libstdc++-x.x-y.y.y.y.i386.rpm) must be
installed if you are not using a Linux 2.2 kernel. These libraries are required to run all Java applications.
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2 Installing OBM

Before you can start backing up data to the AcadiaBackup Server, you need to install the Online Backup Manager
(OBM) client onto your computer.

2.1 Installing OBM for Windows

1. Download the Online Backup Manager installer (obm-win.exe) from the website.
2. Double click the icon to run the installer.
3. Follow on-screen instructions.

4. After installation, OBM will start automatically.

3 Online Backup Services Management Console - Microsoft Internet Explo - |E| 1'

Select your Operating System

Y ‘:| 4 N P

Installation Guide - OBM - Windows Print =

System Requirement

Operating System : Windows 95 / 98 / ME / NT / 2000 / XP / 2003
Memory : 128 Mbytes
Disk Space : 100 Mbytes
Metwork Protocol : TCP/IP (Http/Https)
Additional Reguirement:
© Windows 85 - Please download and install Windows Socket 2 Update for Windows 95

(wSSws2Zsetup.exe)
© Windows NT / 2000 / XP / 2003 - Please make sure you have logged onto Windows

using an account with administrative privileges

Online Backup Manager - obm-win.exe

Get Started

1. Download the setup file {(obm-win.exe) above and run it

2. Follow the instructions on the installation wizard to complete installation

3. When finished, a new icon (OBM) will be installed to the system tray (near the clock)
automatically and OBM will be launched automatically.

4. (optional) Enter the backup server host name in the [Address] field and press the [Next]
butten.

=l
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7} Online Backup Services Management Console - Microsoft Internet

Installing OBM for Mac OS X

Download the Online Backup Manager installer (obm-mac.zip) from the website.

Expand the zip file.
Double click the pkg file icon to run the installer.

Follow on screen instructions.

After installation, the installer will need to restart your computer.

After restarting your computer, click the newly added AcadiaBackup icon on your desktop. You can

manually drag the icon to your dock bar if you wish.

l"j ‘\\h,'
g solaris
Installation Guide - OBM - Mac 0S X Erint =

System Requirement

2.

Operating System : Mac 05 X vi0.x
Memory : 128 Mbytes
Disgk Space : 20 Mbytes
Network Protocol : TCP/IP (Http/Https)
Additional Reguirement:
o Apple JavaZ Standard Edition 1.3.x or above must be installed already

Online Backup Manager - cbm-mac.zip

Get Started b

1.

Download the setup file {obm-mac.zip) above

Expand the archive and run the installation wizard [OBM] within the archive
Follow the instructions on the installation wizard to complete installation
Restart your Mac. Double click the desktop OBM icon to start.

(optional) Enter the backup =erver host name in the [Addres=s] field and press the [Next]
button.

If you don't have a backup account, select [Trial Registration] and press the [Next] button LI
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2.3 Installing OBM for Linux

1. Download the Online Backup Manager tarball release (obm-linux.tar.gz) from the website.
2. Set the OBM_HOME environment variable
# export OBM_HOME=/usr/local/obm

3. Expand the client software to $OBM_HOME

# mkdir $OBM_HOME
# tar —x —C $OBM_HOME -zvf obm-linux.tar.gz

4. Install OBM

# cd $OBM_HOME
# ./bin/install.sh

5. Start Auto Upgrade Agent

# /etc/init.d/auaobm start

6. Start backup scheduler

# /etc/init.d/obm-scheduler start

7. Set the DISPLAY environment variable

# export DISPLAY=IP_ADDRESS_OF XTERMINAL[:0.0]

8. Run OBM

# sh $OBM_HOME/bin/BackupManager.sh &

nline Backup Services Management Console - Microsoft Internet Explore o o 5

Wy g . RO
ag "j A N soaris
Installation Guide - OBM - Linux Print

System Requirement

Operating System : Linux Kernel 2.2 or above (e.g. Redhat 6.0 or above)

Memory @ 128 Mbytes

Disk Space : 100 Mbytes

Network Protocol : TCP/IP (Http/Https)

Additional Reguirement:

0 The Standard C++ libraries for backwards compatibility compiler (compat-libstdc++-

M-V YLY.i386.rpm) are reguired to run Online Backup Manager correctly. If it is not
installed already, please download and install this library from your Linux vendor.

s

Online Backup M ger - obm-linux.tar.gz

Get Started - X Window Mode

1. Download the setup file (obm-linux.tar.gz) above

2. Setthe OBM_HOME envirenment variable (directory to where Online Backup Manager is to
be installed)

export OBM_HOME=/usr/local/obm

3. Unpack the install file to OBM_HOME

mlkdir §0BM_HOME
; & =l

ar v ™ EOBRM HOME oo abhmalings tar o
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2.4 Installing OBM for Netware

1. Download the Online Backup Manager zip release (obm-netware.zip) from the website.
2. Expand the zip file to SYS:\OBM
3. Install OBM
SYS:\> SYS:\OBM\aua\bin\install-aua.ncf
4. Start Auto Upgrade Agent
SYS:\> SYS:\OBM\aua\bin\startup.ncf
5. Start backup scheduler
SYS:\> SYS:\OBM\bin\Scheduler.ncf
6. Run OBM

SYS:\> SYS:\OBM\bin\BackupManager.ncf

3 Online Backup Services Management Console - Microsoft Internel

Select your Operating System
5 P
“J é N solLaris
Installation Guide - OBM - NetWare Print

System Requirement

COperating System : Novell NetWare 5.1 or above
Memory : 128 Mbytes
Disk Space : 100 Mbytes
Metwork Protocol : TCR/IP (Http/Https)
Additional Requirement:
o MNowell WM 1.3.% or above for NetWare must be installed already

Online Backup M ger - cbm-netware.zip

Get Started

1. Download the setup file (obm-netware.zip) above

2. Expand the zip file to SY5:\OBM
3. Install OBM

SYS\OBEM\aua\bin\install-aua.ncf
4. Start Auto Upgrade Agent

5Y5:\OBM\aua\bin\startup.ncf
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Installing OBM for Sun Solaris

Download the Online Backup Manager tarball release (obm-solaris.tar.gz) from the website.

Set the OBM_HOME environment variable

# export OBM_HOME=/usr/local/obm; export OBM_HOME

Set the JAVA_HOME environment variable to the directory where J2SE Java Runtime Environment (JRE)

1.4.x has been installed

# export JAVA_HOME=/usr/java/j2rel.4.x; export JAVA_HOME

Expand the client software to $OBM_HOME
# mkdir $OBM_HOME

# cd $OBM_HOME
# gunzip -c obm-solaris.tar.gz | tar —xf -

Install OBM

# ./bin/install.sh

Start Auto Upgrade Agent

# /etc/init.d/auaobm start

Start backup scheduler

# /etc/init.d/obm-scheduler start

Set the DISPLAY environment variable

# export DISPLAY=IP_ADDRESS_OF XTERMINAL[:0.0]

Run OBM

# sh $OBM_HOME/bin/BackupManager.sh &

System Requirement

Get Started - X Window Mode

1.

zh

Operating System @ Sun Solaris 2.5 or above
Memory : 128 Mbytes

Disk Space : 100 Mbytes

Network Protocol : TCP/IP (Http/Https)

Online Backup ger - obm-solaris.tar.gz

Download the setup file (obm-solaris.tar.gz) above

Set the OBM_HOME environment variable (directory to where Online Backup Manager is to
be installed)

export OBM_HOME=/usrflocal/obm

Set the JAVA_HOME environment variable (directory where J25E Jawva Runtime Environment
(JRE) 1.4.x has been installed)

JA HOME=/usr/java/i2rel.4.x; export JAVA_HOME

Unpack the install file to OBM_HOME

1"; R
L solLaris
Installation Guide - OBM - Solaris Print =
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3 Uninstalling OBM

This section describes the steps required to uninstall OBM from your computer.

3.1 Uninstalling OBM for Windows

1. Open [Start] -> [Control Panel] -> [Add/Remove Programs]

2. Select [OBM] from the list and press the [Remove] button

3.2 Uninstalling OBM for Mac OS X

1. Remove all program files by running

# cd $OBM_HOME/bin
# sudo ./uninstall.sh

2. Remove all backup setting by removing ~/.obm

# rm —rf ~/.obm

3. Restart your computer

3.3 Uninstalling OBM for Linux

1. Change user to “root” or equivalent

2. Remove all program files by running

# cd $OBM_HOME/bin
# ./uninstall.sh

3. Remove all backup setting by removing ~/.obm

# rm —rf ~/.obm

3.4 Uninstalling OBM for Netware

1. Stop the running backup scheduler by running

SYS:\> touch SYS:\OBM\ipc\Scheduler\stop

2. Stop the running auto upgrade agent by running

SYS:\> SYS:\OBM\aua\bin\shutdown.ncf
3. Remove all program files by removing the directory SYS:\OBM

4. Remove all backup settings by removing the directory SYS:\.OBM

Acadia Systems, Inc. Page 12 of 122
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3.5 Uninstalling OBM for Solaris

1. Change user to “root” or equivalent

2. Set the OBM_HOME environment variable

# export OBM_HOME=/usr/local/obm; export OBM_HOME

3. Set the JAVA_HOME environment variable to the directory where J2SE Java Runtime Environment (JRE)
1.4.x has been installed

# export JAVA_HOME=/usr/java/j2rel.4.x; export JAVA_HOME

4. Remove all program files by running

# cd $OBM_HOME/bin
# ./uninstall.sh

5. Remove all backup setting by removing ~/.obm

# rm —rf ~/.obm
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4 Using OBM

This chapter will describe all the features available in OBM and outline how you can use OBM to meet various
backup needs.

4.1 System Tray Launcher (Windows Only)

After you have successfully installed OBM onto your computer, an AcadiaBackup icon B will be added to the
system tray area (next to your system clock) automatically.

Backup 4
Backop and Logoff r
Backup and Restart L4
Backop and Shutdown

Help

Exit

T 1446

This icon is the entry point to OBM. Right clicking the icon will show a menu that provides the following functions:

Menu Item What it does

Open Run OBM.

Backup Runs a specific backup set (or all backup sets) chosen from the sub-
menu in silent background mode.

Backup and Logoff Runs a specific backup set (or all backup sets) chosen from the sub-
menu in silent background mode and then logoff from Windows when
finished.

Backup and Restart Runs a specific backup set (or all backup sets) chosen from the sub-

menu in silent background mode and restart Windows when finished.

Backup and Shutdown | Runs a specific backup set (or all backup sets) chosen from the sub-
menu in silent background mode and shutdown the computer when

finished.

Help Shows a help dialog

Stop running backup Interrupts a running backup set (or all backup sets) chosen from the
sub-menu.

Exit Close this system tray launcher application.

4.2 Logon Dialog

Before you can use OBM, you have to be authenticated by the AcadiaBackup Server first. The logon dialog shown
below will check if you have the right to access OBM by submitting the username and password you provided to
the backup server.
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I

L\'r Login Mame: Idemn

" Passward: I"‘*

¥ Save passward

rLanguage

English ﬂ

Backup Server
= http " https

Address: Wbackup-providercom|

- Priovy Setting
 Prowgy " Socks (= Mone
PrayyAddrass: |
Pt
Wserhlarme: |
Faseward |
OKl Cancel Cptions ==

|F'Iease Iogon to Online Backup Manager.

For secure communication, you can choose to communicate with the AcadiaBackup Server in SSL (Secure Socket
Layer) by selecting the [https] option.

The [Address] field shows the AcadiaBackup Server to which OBM will connect to authenticate your username and
password. At the time of printing of this document, this field should be backupl.AcadiaBackup.com.

If you need to connect to the server through proxy, just enter your proxy setting in the [Proxy Setting] section.
For [SOCKS] proxy, both v4 and v5 without user authentication are supported.

4.3 Language Selection

You can switch the language of the OBM user interface by choosing the desired language available from the
[Language] drop down list. The languages available include English, Czech, Danish, Dutch, French, Spanish,
Portuguese, Icelandic, Norwegian, Finnish, Italian, German, Swedish, Chinese (Traditional and Simplified),
Japanese, Lithuanian and Slovenian.

Lt Online Backup Manager Logo ]

\"_ Login Mame: Idemn

" Passward: I""*

¥ Save password

rLanguage

IEngI\sh ﬂ

h

TlEesky
Dansk
Deutsch
Espafinl

Suomi
I Frangais
islenska -

F’ruxyAddress.I

Fart I

User Marme: I

Fasgyward |

OKl Cancel | Optiong ==

|Please logon to Onling Backup Manager

4.4 User Profile

After the backup server authenticates you successfully, the OBM main window appears. You can then use OBM to
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update your user profile.

Il

Backup Set Backup Restare Tools Wiew Help
|,5| Save Setting |’ Start Backup ! Stop Backup |

t.‘, Backup Controller I"_x E:“. User Profile

E‘.userPrUﬂle
@) FileBackupSet-1

~User Information

{5 Backup Source Login Mame:  demo
—|:£Y?_Elackup B.chedule Password: F Change
i Backup Filter |
—ECnmmand Line Toal Display Mame: Demonstration Account Change
] setting
[~ Encryption ~Account Infarmatian
—\T%_[ Retention Palicy .
—%Ex‘tra Backup Quata: S0M
—ﬁ:.ln-FiIe Delta Time Zone: IGMT+E|8:E|E| (HKT) 'l
L= Local Copy

~Contact

|dem0@yuur—company.com LI

Contact Mame: Demonstration Account
Email Address: demo@your-campany.com

Add Remaove
Q) Backup | &) Restore | g Log
[iwelcome to Online Backup Manager! [Quota (Remaining f Tataly: S0Mf 500 [Last Backup: -

You can perform the following update to your user profile.

To change your [Password], press the [Change] button next to the password field. A Change Password dialog will
appear. Enter your original password and new password into the text field of this dialog and press [OK].

01 Password:

!
New Pagzword: I
Confirm HNew Password: I

0K | Cancel |

To change your [Display Name], press the [Change] button next to the display name field. A Change Display
Name dialog will appear. Enter the new display name and press [OK].

Display Name: IDemD Account

0]:4 | Cancel |

To change your [Time Zone], just select your time zone from the drop down list next to the time zone entry.

To add a new contact email to this account, press the [Add] button in the [Contact] section. An [Add New Contact]
dialog will appear. Enter a name and an email address in the text field provided and then press the [OK] button.
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Contact Mame: I

Email Address: I
Ok | Cancel

To remove a contact email, select the email that is to be removed from the email list and press the [Remove]
button. Press [OK] to confirm the removal.

To update a contact email, select the email that is to be updated from the email list and press the [Properties]
button. An [Update Contact Property] dialog will appear. After you have made the changes that you want, press
the [OK] button.

Caontact Mame: IDEI‘T‘ID ACCDUI’T[|

Etmail Address: |dem0@y0ur—compan\;.com

0]:4 | Cancel

4.5 Backup Logs

All backup activities are logged to backup activity log files. They are available for reviewing from OBM.

How to review backup activities?
You can review all your backup Jobs by following these steps:
1. Select the [Log] tab available at the bottom of OBM

2. Select the Backup Job you want to review on the [Log Controller] panel

.En Online Backup Manager ] 3
Backup Set Backup Restore Tools View Help
|5 save setiing |
| & Log Controller Log Tahle (2007-01-15-21-00-01.log) Page: [1/1 =
=H @ FileBackupSet-1 Tyne | Log | Time |
@ Start [Windows XP (solomon), OBM 5.2.1.0] [2007/01/18 21:00.01] j
B T henLsn @ Start running pre-commands (200770115 21:00:02]
2007-01-15-17-30-40000 |y Finighed running pre-commands [2007/01/15 21:00.02]
2007-01-15-17-2043.108 | "7  starting o create Shadow Copy Set... [2007/01/15 21:00.02)
D Shadow Copy Set craated successfully [2007/01/15 21:00:05]
@ Downloading serverile list. . [2007/01/15 21:00:06]
@ Reading backup source from hard disk [2007/01/15 21:00:07]
@ Reading backup source from hard disk... Completed [2007/01/15 21:00:08]
@ [Local Copy] Start running local backup [2007/01/146 21:00:08]
@ [Local Copy] Reading local backup files from hard disk. (2007701145 21:00:08]
@ Downloading server file list... Completed [2007/01/145 21:00:08]
@ [Local Copy] Reading local backup files from hard disk.. Com... [2007/01/15 21:00:08]
@ [Local Copy] Getting all files which have been added... Comple. [2007/01/15 21:00:08]
D [Local Copy] Getting all files which have been updated... Gomp. [2007/01/15 21:00:08]
D [Loeal Copy] Getting all files which have been deleted... Compl... [2007/01/15 21:00:08]
@ [Local Copy] Getting all files which have been maoved... Comple [2007/01/15 21:00:08]
@ [Local Copy] Total Mew Files =0 [2007/01/156 21:00:09]
@ [Local Copy] Total Updated Files =0 (20077017148 21:00:09]
@ [Local Copy] Total Update File Permission = 0 (20077017148 21:00:09]
@ [Local Copy] Total Deleted Files =1 (2007701145 21:00:09]
@ [Local Copy] Total Moved Files=10 [2007/01/15 21:00:09]
@ [Local Copy] [Deleted File] Deleting "ChiLocalBackup1 168848 .. [2007/01/15 21:00:09]
bl | »| show: IAH ~| Logs per page: [500 ~
\o» Backup | &) Restore |6 Log |
|Eackup Completed Successfully |Quma (Remaining I Total): 986G 110G |Last Backup: 2007-01-14 21:00
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5 Setting Up Backup Sets

A backup set contains all backup settings of a backup operation. This section will describe all features available
within a backup set and explain how you can use each of them to achieve various tasks.

Each backup account can have multiple backup sets. Each backup set is an individual and independent entity. For
example, if you want one directory to be backed up during the day and another directory to be backed up during
the night, you can create two backup sets, each with a different backup schedule and backup source, to serve this

need.

To create a new backup set, simply click [Backup Set] -> [New] and choose a backup set type. For example, let’s
create a “File Backup Set” for the rest of this chapter.

L Online Backup Manager

Backup Set Backup Restore Tools Wiew Help

o

(A Remove b |ci System State Backup Set

15| gave Setting |4 Lotus Backup Set
[£] Exit (%) M5 Exchange Backup Set

ackup S0

i Backup Fill

3 File Backup Set

5] | ) M3 Exchange Mail Level Backup Set
& Backup St [ MS SOL Server Backup Set

|44 MySAL Backup Set

E_! Setting |&) Oracle Database Backup Set

N[

Change

on Account Change

Local Cogy

rAccount Information
Quata: 10G
Time Zone IGMT+DB.DD (HKT) hd
| Contact
|demn@ynur—cnmpanv Lo LI

Contact Name: Demohstration Aceount
Ernail Address: demo@your-company.cam

Adld Rermaove Properties |

" & ackup | © Restore| [ Log]

|Backup Completed Successiully

|Quuta {Remaining / Total): 9.86G / 10G |Lasl Backup: 2007-01-15 31:00

5.1 Backup Set Type

A backup set can be of one of the following types:

Backup Type

Description

File

Backup set type to backup common files/directories

Microsoft SQL Server

Backup set type to backup Microsoft SQL Server 7.0/2000

Oracle Database Server

Backup set type to backup Oracle 8i/9i database

Lotus Domino/Notes

Backup set type to backup Lotus Domino/Notes

Microsoft Exchange Server

Backup set type to backup Microsoft Exchange Server 2000 / 2003

MySQL

Backup set type to backup MySQL Server

System State

Backup set type to backup Microsoft Window’s System State

(MAPI)

Microsoft Exchange Mail

Backup set type to backup individual emails, contacts, calendars,
tasks etc. from Microsoft Exchange Server 2000 / 2003

Backup set type is defined at backup set creation and cannot be modified. If you want to change the backup set

type, you have to create another backup set in the new backup set type.
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5.2 Backup Source

A “Backup Source” defines the files/directories that are to be included in a backup set. There are two types of
backup source: Selected and Deselected. Selected backup source defines files/directories that are to be included in
a backup set while deselected backup source defines files/directories that are to be excluded from a backup set.
Online Backup Manager will generate appropriate backup source settings for you automatically when you make
your backup source selection on OBM.

Please note that for Windows operating systems, if the “Hide protected operating system files (Recommended)”
setting is enabled in Windows Explorer, system folders/files will not be shown in the backup source. By selecting
the parent folders however, all subfolders (including system folders/files) will be included in the backup set. Thus if
you want to exclude system folders (e.g. recycle bin) from the backup, please select the desired folders/files
directly rather than selecting the parent folder. Alternatively, you can enter the corresponding system path to the
[Exclude List] of the backup set using the web interface.

From the [Standard] node available at the top of the [Backup Source] tree, you can easily select the following
common folders to be backed up:

1. “My Documents” folder

2. “Outlook” and “Outlook Express” mail store folder
3. “Favorites” folder

4. “Desktop” folder

From the [Options] node available below the [Standard] node, you can easily select other common folders to be
backed up as well. They include the “Application Data” folder, the “Start Menu” folder, the “Templates” folder, the
“All Users’ Documents” folder, the “Temporary Internet Files” folder, the “Cookies” folder, the “Font” folder, the
“History” folder, the “Nethood” folder, the “Printhood” folder, the “Recent” folder and the “Send to” folder.

. Online Backup Manager 19 =] 3
Backup Set Backup Restore Tools Wiew Help

15| Save Setting ‘h start Backup [l Stop Backup |

\'} Backup Controller ,Lx lq_",» Backup Source (FileBackupSet-1) EI
[=2 User Profile =17 5 Standard
=i FileBackupSet-1 A1) My Dacuments (:1Dacuments and Setiingsljohn smithibty Docurments)

ey . -

lig] e (%) Outlook Exprass
8 Backup Schedule

1 Backup Filter [ {2 Deskion

=1 Command Ling T ﬁ:D@ Options

1 setting 4 My Computer

L3 Encryation [ 344 Floppy (43
\TT.J Retention Palicy [ < Lacal Disk (G
=] Extra Backup [J % Lacal Disk (D)
sxIneFile Delta )
Local Copy

[ < Local Disk iF)
[ 2 DVD-Riy Drive (G2
[11&8 My Sharing Folders
-4 wiy Metwork Places
- (@ Entire Metwork
i, Micrasoft Terminal Services

€3 Microsoft Windows Nebwork
€3 web Client Metwatk

Log Tahle iFileBackupSet-1)
TjEe | Log Time

| | ¥

| & Backup | [*1) Hestnrel e Lngl

\Wailing for other Backup Joh finish |Quuta (Remaining ! Total): 10G F10G |LastBackup. -
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The checkbox next to the files/directories shown above can be in one of the following mode:

Mode | Description

[+ | All files/directories (recursively) under this directory will be backed up

[# | Al files/directories (recursively), except those explicitly excluded, under this directory will
be backed up. If you add files/directories to this directory in the future, they will be
backed up as well.

[ | only the checked files/directories under this directory will be backed up. If you add
files/directories to this directory in the future, they will NOT be backed up.

[T | Nothing under this directory will be backed up.

5.3 Mapped Network Drive

If you need to backup a mapped network drive on Windows (it will only work in Windows NT/2000/XP/2003), you
must enter your Window’s domain, username and password into the [Network Resources Authentication for
Windows] section as shown below. It is required because scheduled backups will always run under the context of
Window’s “Local System” account (which does not have the privileges required to access network resources) by
default. OBM needs to collect your Windows username, password and domain name to authenticate itself to the
Windows domain controller to acquire the required access privileges to the network files to be backed up. If you
don’t supply a username and password, OBM will have problems accessing network resources in its scheduled

backup Jobs.

If you need to backup a network mapped drive in the scheduled backup, follow these steps:

Select the backup set from the left panel and press the [Properties] button

.bn Online Backup Manager

Backup Set Backup Restore Tools VWiew Help

=10ix|

|5 save setting | P> Start Backup [l Siop Baciup |

&> Backup Cantraller [Ea)

|f2! Backup Set- FileBackupSet-1

F2u
=

i Backup Source

2 Backup Schedule

i Backup Filter

=] Command Line Taal

= Extra Backup
#xIn-File Delta
Local Copy

Backup Set

Mame: FileBackupSet-1
1D 1168848350906
Twpe:  File Backup

Metwaork Resources Authentication for Windows

Domain
User Name
Password

Froperties

¥ Run scheduled backup on this computer

Lag Table (FileBackupSet-1)

Type | Log

Time

| o) Backup | & Restore | [ Loy

\Backup Caompleted Successiully

|Qunta (Remaining f Total): 106/ 10G |Last Backup: 2007-01-1517:20

Enter your Windows domain, username and password into the dialog shown below and press [OK]
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Name: IFHeElackupSet—1

Type: File Backup
Network Resonrces Authentication for Windo:

Domain Iwindows-domain

User Name: IdBmD-USBI’

Password: IM

OK | Caneel

iii. Press the [Save Setting] button on the toolbar

The steps above apply only to computers running in a Windows domain. If you don’t have a Windows domain with
your network and you are using a workgroup or using a NetWare server, please use the “net use” command to

authenticate the running backup process against the computer hosting the mapped drive. Otherwise, you will get
an “Access Denied” error from the backup report.

For example, if you want to backup \\SERVER\SHARE that is located on a NetWare server (or another computer in
a Windows workgroup) and you are getting a "Network drive is not accessible" error message, please try adding
the following command as a [Pre-backup command]

net use \\SERVER\SHARE [PASSWORD] /USER:[DOMAIN | MACHINE_NAME]J\[USERNAME]
E.g.

Add new Pre-backup Command Line Tool x|

Marme: |Pre—backup Commanc-1

Command: |net use Whetware\Data oassword JUSER:peter

Working Directury.l Browse |
Ok Cancel |

Enter one of the following commands directly into the Pre-Backup Command:

net use \\Netware\Data password /USER:peter
net use \\WorkgroupComputerl\Data password /USER:WorkgroupComputerl\peter

This will authenticate the current process with the NetWare server (or another computer in a Windows workgroup)
and the backup will then run correctly.
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5.4 Backup Schedule

A “Backup Schedule” defines the frequency and the time that backups should run automatically.

Backup Set Backup Restore Tools View Help

=18l x|

JEJ Save Setting |’ Start Backup ! Etap Backup ‘

\e» Backup Controller

r’?‘. r_®- Backup Schedule {FileBackupSet-1)

[—;‘.Useerme
=) FileBackupSet-1
{5 Backup Source

Cammand Line Tao

=} Extra Backup
xIn-File Delta
Laocal Copy

Backup dule-1 [Ty )
Mame: [BackupSchedule-1
Backup
’VFHES
rType
" Daily = iieekh " Manthly " Custarmn
Da
Backup on the following day(s) every week:
™ Sunday ™ Manday ™ Tuesday I™ Wednesday
[~ Thursday [ Friday ¥ Saturday

d_l Remove | Properties |

tart
’VStanT\me (hh:mmy: |21 = | ;|00 =

7]

[ Stop
' Stop on completion (Full Backup)

' Stopafier|8 hours)

I Time I

ok Cancel

1 & Backup | [*1] Restnrel [I=3 Lngl

|Eackup completed with waming(s)

Backup schedule can be in one of the following types:

\Quuta (Remaining f Total): 9.86G /106G |Lasl Backup: 2007-01-15 21:00

Type Description

Daily Backup Jobs will run every day

Weekly | Backup Jobs will run on the specified day(s) of every week

Monthly | Backup Jobs will run on the specified day or on a day with a given criteria (e.g. first
weekend, last weekday) of every month

Custom | Backup job will run once on any particular date

For each schedule type above, backup will run at the scheduled time for a maximum of the duration specified (or
until all data are backed up if [Stop on backup completion] option is chosen). If a backup job does not finish within
the maximum duration specified, it will be interrupted.

Please note that you can have more than one schedule within a backup set. For example, you can have a daily
backup schedule that runs at noon and another daily backup schedule that runs at midnight. The combination of
these schedules effectively creates a backup schedule that runs daily at noon and midnight every day.

5.5 Backup Filter

A “Backup Filter” defines the file selection rules that allow you to easily include/exclude files into/from the backup
set by applying user defined criteria(s) to the file names or directory names.

There are some basic rules regarding backup filters:

i Filters are checked in creation order. Once inclusion/exclusion has been identified, the remaining
filters won't be checked.

ii. Inclusion/Exclusion made by filter always takes precedence over backup source selections

iii.  If all filters do not apply to a particular file, this file is then checked for inclusion/exclusion backup
source selections
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IR

Backup Set Backup Restore Tools View Help

W =iop Backup ‘

15| save setting " Start Backup

B FileBackupSet-1
iﬁ Backup Source
9 edule

-
Command Line Tool

=] Extra Backup
s In-File Delta
Local Copy

\'} Backup Contraller L4 + Backup Filter (FileBackupSet-1)
=2 User Profile Add new Backup Filter X[

Mame |Fmerr1

Top Directory. I

Browse |

Apply To
[ [ File ™ Directory ‘
Pattern Matching
Type: % Text " Regular Expression
 starts with £ contains © ends with
Pattern Add
Rermoyve

Properties
— Time

£ Include matched " Exclude matched

rFilter hode

I exclude all others

Lo]i¢ Cancel |

'\'} Backup | & Restare | [ Log |

|Eackup completed with warningis)

|Quma (Remaining f Total): 9.86G i 106G \Last Backup: 2007-01-15 21:00

Key

Description

Name

The name of a filter

Top Directory

The top directory to which this filter is applied. Filtering rules will be applied to

all files and/or directories under this directory.

Apply To

Define whether to apply the filtering rule to files and/or directories

Pattern Matching

Defines the filtering rules of a filter. A filtering rule can be of one of the

following types:

[Starts With] Include/Exclude all files/directories with hame starting

with a certain pattern.

For example: You can use B* to match all files with a

name starting with a ‘B’ character

[Contains] Include/Exclude all files/directories with name

containing a certain pattern.

For example: You can use *B* to match all files with a

name containing with a ‘B’ character

[Ends With] Include/Exclude all files/directories with a name ending

with a certain pattern.

For example: You can use *.doc to match all files with a
name ending with ‘.doc’ (all Word documents)

[Regular Expression] Include/Exclude all files/directories with a name

matching a regular expression.

Filter Mode Defines whether you want to include or exclude matched files into/from the
backup set. Also, for those unmatched files, you can choose to exclude (if
include filter type) or include (if exclude filter type) them into/from the backup
set.

Example 1:

If you want to backup only Word, Excel and PowerPoint documents in your document directory (e.g. C:\My
Documents), you should setup your backup filter as follows:

Top Directory
Apply To
Matching Type
Matching Patterns
Filter Mode

= C:\My Documents
= File (true)

End With

= *.doc, *.xls, *.ppt
Include
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Exclude all others = True

Example 2:
If you want to backup all files, excluding all *.exe, *.dll and *.tmp, in C:\Applications, you should setup your

backup filter as follows:

Top Directory = C:\Applications
Apply To File (true)
Matching Type End With
Matching Patterns *.exe,*.dll, *.tmp

Filter Mode = Exclude
Include all others = True
Example 3:

If you have made your selection of files (all under C:\) from the backup source setting but you want to exclude all
images (e.g. *.jpg and *.gif) from your selection, you should setup your backup filter as follows:

Top Directory =C:\

Apply To = File (true)
Matching Type = End With
Matching Patterns = *.jpg, *.gif
Filter Mode = Exclude
Include all others = false

Please note that the [Include all others] setting is not enabled because you don’t want to include all other files
(NOT *.jpg, *.gif) under C:\ into the backup set.

Example 4: (advanced)

If you want to include everything, except the “log” directory, under C:\Applications into a backup set, you should
setup your backup filter as follows.

Top Directory = C:\Applications
Apply To = Directory (true)
Matching Type = Regular Expression
Matching Patterns = ~log$

Filter Mode = Exclude

Include all others = True

Example 5: (advanced)

If you want to include all directories named “log” from the backup set files with file name starting with “B” and
ending with “*.doc” under C:\My Documents into the backup set, you can use a regular expression of
“~B.*\.doc$” to do your selection. The filter backup can then be setup as follows.

Top Directory = C:\My Documents
Apply To = File (true)
Matching Type = Regular Expression
Matching Patterns = ~B.*\.doc$

Filter Mode = Include

Exclude all others = True

5.6 Pre/Post-Backup Command

The “Command Line Tool” feature has two major components, the [Pre-Backup] command and the [Post-Backup]
command. You can use the [Pre-Backup] or [Post-Backup] commands to run any native OS (operating system)
commands before or after running a backup job.
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SEF

Backup Set Backup Restore Tools Wiew Help
|5 save setting | P> StartBackup [ Stop Backup |

\'} Backup Contraller r_x \ﬂ Command Line Tool (FileBackupSet-1)
E_‘.User Prafile

=i FileBackupSet-1

{5 Backup Source
] Backup Schedule
Eackup Filter

Fre-backup

=

INn existing Command Line Tool

Cammand
Winrking Directary:

Add I Remuove | Froperties |
Add new Pre-backup Command Line Tool

Mame:

x|

= Extra Backup
#xIn-File Delta
Local Copy

IPre-hackup Cummand-ﬂ

Command: I

Browse |
O Cancel |
!

Warking Directory: I

I ‘ T |
Log Tahle (FileBackupSet-1)
Tvpe I

Time

| & Backup | &) Restore | (@ Log

[Backup completed with warninats) |Quota (Remaining [ Total): 9.86G [ 10G [Last Backup: 2007-01-15 21:00

Both [Pre-Backup] and [Post-Backup] commands comprise of the following parameters:

Key Description
Name Name of this Command
Command The command to be run

(e.g. C:\My Documents\Application.exe or C:\My Documents\BatchJob.bat)

Working Directory |The directory in which this command will run

The backup set type affects the time at which [Pre-Backup] and [Post-Backup] commands run. The following table
outlines when [Pre-Backup] and [Post-Backup] commands will run in different types of backup set.

When Post-Commands run?

Backup Set Type

When Pre-Backup Commands run?

File

Before uploading backup files

After uploading all backup files

Non-File Backup Sets
(e.g. Microsoft SQL
Server)

Before spooling backup files to
temporary directory

After spooling backup files to
temporary directory (i.e. before
the first backup file is uploaded)

Note: You should never backup an application while it is running as this can result in inconsistent and unusable
files getting backed up. Please use the “Volume Shadow Copy” feature if you're running Windows XP/2003 or
make use of the Pre-Backup Command feature to shutdown your application before running a backup job and use

the Post-Backup Command feature to restart your application after the backup job has completed.

For Example

You want to stop Microsoft Outlook using the Pre-Backup Command and restart it after the backup using the Post-
Create the following two text files and assign the files to Pre-Backup and Post-Backup

Backup Command.
Command.

1.

Create a text file named “OutlookClose.vbs” using notepad with the following two lines:

Set objOLK = createObject(""Outlook.Application™)

objOLK.quit

Create a text file named “OutlookStart.bat” using notepad with the following line:

"C:\Program Files\Microsoft Office\OFFICE11\OUTLOOK.EXE"
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5.7 Temporary directory

If you are running a file backup job with in-file delta enabled or a database type backup job, OBM will generate
temporary files and the directory that will be used to store all these files is defined by [Setting] -> [Temporary
directory for storing backup files]. Please set this to a non-system disk partition that has enough free space to
avoid problems.

You can set the [Temporary directory for storing backup files] to a mapped network drive. If you choose to do this,
please use a UNC path (e.g. \\SERVER\SHARE) and don’t forget to configure the [Backup Set] -> [Network
Resources Authentication for Windows] setting.

To conserve the use of disk space, you can set the [Remove temporary files after backup] option to delete the
temporary files automatically after a backup job has finished.

5.8 Transfer Block Size

Transfer block size defines the block size OBM will use to transfer your backup blocks. Generally, backup jobs
using a larger block size will have better performance, because of the smaller number of connections involved.

However, some firewalls or proxy servers may block out-going network traffic (HTTP/HTTPS POST method) with
large block size for security reasons. If you are in a network with this type of restriction, please lower the transfer
size value and try again.

To change the transfer block size of any backup set, please select the [Setting] node on the left panel to invoke
the [Setting] panel on the right. You can then make changes to the [Transfer Block Size]. After you have made
your changes, just press the [Save Setting] button on the toolbar.

LI

Backup Set Backup Restore Tools View Help
|5 save setting | P> start Backup M Stop Backup |

oy Backup Contraller (L) |1 seting (FileBackupSet-1)
=2 User Profile

=H{J) FileBackupSet1

I Backup Source

~Temporary directary for storing backup file

|C'1Dncuments and Settingsyohn smithi.obrmipciBackupSet Browse

Transfer Block Size
|1 28k 'I Eytes

rSymbalic Link (Linwd

Follow sympolic link?
es & No
Local Gopy

Wolume Shadow Copy (Aindows 2003 & xF)
Enable Volume Shadow Copy
" Yes & Mo

Log Tahle (FileBackupSet-1)
Type | Log Tirne

& Backup | € Restore | [ Log |
|Backup Completed Successfully |QuUIa (Remaining / Total): 8.86G /10 |Lasl Backup: 2007-01-15 21.00

5.9 Follow Symbolic Link (Linux/Unix/Mac only)

Under Unix/Linux/Mac, users can create a symbolic link to link a file/directory from another directory. This setting
defines whether you want OBM to traverse any symbolic links encountered on your backup path.

To change the follow symbolic link of any backup set, please select the [Setting] node on the left panel to invoke
the [Setting] panel on the right. You can then make changes to the [Follow Symbolic Link]. After you have made
your changes, just press the [Save Setting] button on the toolbar.
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5.10 Microsoft’s Volume Shadow Copy Service (VSS)

Microsoft Volume Shadow Copy Service (VSS) allows you to backup files that are exclusively opened. Without VSS,
you will get the error message “The process cannot access the file because another process has locked a portion of
the file” if you are trying to backup a file that is exclusively opened (e.g. Outlook PST file).

Please note that VSS is only available on Windows XP / 2003 and you must have administrative privileges to start
the VSS service on a computer. Also VSS will only work if at least one of your partitions is formatted using NTFS.

If you are running Windows 2003, please install the Windows 2003 VSS hot fix available in
http://support.microsoft.com/default.aspx?scid=kb;en-us;887827 before running VSS.

If you are running into problems with VSS running on Windows XP / 2003, Microsoft's recommendation is to try

re-registering the Volume Shadow Copy Service again. Simply run the script [OBM Home]\bin\RegisterVSS.bat to
do so.

For more information, please take a look at the following page for a technical introduction to Volume Shadow Copy
Services (VSS):

http://technet2.microsoft.com/windowsserver/en/library/2b0d2457-b7d8-42c3-b6c9-59¢145b7765f1033.mspx

5.11 Encryption

Before your files are sent to the AcadiaBackup Server, all your files are compressed and encrypted using your

choice of encryption algorithm, mode and key. The following table explains all encryption parameters available
within a backup set.

Note:

Encryption settings are set at backup set creation time and cannot be modified. You need to create a new backup
set if you want to change your encryption settings for a backup set.

B I=

Backup Set Backup Restore Tools Wiew Help
|5 save Setting P> Start Backup Ml Btop Baclup |

\o» Backup Controller i) L2y Encryption (FileBackupSet-1)
[—_‘_ .U,SAE’ Profile Encryption
=l FileBackupSet-1

([ Backup Source Algorithrn AES
S Backup Schedule Mode ECE
* Backup Filter

Encrypting Key: I””""
¥ Mask Encrypting Key

Lo i anj

\Tﬁ[ Retention Palicy
—J Extra Backup
fxInFile Delta
Local Copy

Log Table (FileBackupSet-1)

Twpe I Log Time
| & Backup | [*1] Resturel & Lugl
\Backup Completed Successiully |Qu0ta iRemaining ! Totaly: 10G i 10G ‘LaStBackup: 2007-01-1517:20
Parameter Description

Encryption Algorithm |Defines the encrypting algorithm used to encrypt your backup files. There are three
encryption algorithms available:

[AES] Advanced Encryption Standard algorithm
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[DESede] Triple DES algorithm
[Twofish] Twofish algorithm

We recommend the use of AES as it has been chosen as the encryption standard for
commercial use. Please refer to references on Cryptography for more information
about encryption algorithms.

Encryption Mode Defines the encrypting mode used to encrypt your backup files. There are two
encryption modes available:

[ECB] Electronic Cook Book Mode
[CBC] Cipher Block Chaining Mode

We recommend the use of CBC mode as it offers better security. Please refer to
references on Cryptography for more information about encryption modes.

Encrypting Key The key used to encrypt all files within a backup set. Please write it down on
paper and keep it in a safe place. If the key is lost, you will not be able to
recover your files from the encrypted backup files.

5.12 Retention Policy

During backup, if OBM finds that you have deleted a file (or updated a file) on your computer, it will put the
corresponding deleted (or updated) file already backed up on the backup server into a retention area. The
retention policy setting defines how long files inside the retention area will be kept on the backup server before
they are deleted automatically from the server.

Retention policy will only affect “retained” file (i.e. files that have already been deleted or updated on your
computer and thus are moved to the retention area of the backup server). For those files that have not been
updated on your computer, the backup of these files is kept in the data area on the backup server and won’t be
affected by the setting of retention policy. These backup files of unchanged files will stay on the backup server
forever until the original files are removed (or updated) from your computer.

Standard Retention Policy

The [Standard] retention policy allows you to delete retained files automatically after a user defined number of
days or after a user defined number of backup Jobs. To change the retention policy setting of any backup set,
please select the [Retention Policy] node on the left panel. You can then make changes to your retention policy
under the [Retention Policy] section. After you have made your changes, just press the [Save Setting] button on
the toolbar.

=ioix

Backup Set Backup Restore Tools View Help
JEJ Save Setting " Start Backup . Stop Backup |

\'} Backup Controller u,x \TT_.[ Retention Palicy (FileBackupSet-1)

=% User Profi
ng.';?;”e’g'a'fkupsa_1 & Keep deleted file(s) Tor [7 7| [Days =

[ Backup Source  Advanced
2] Backup Schedule
ackup Filter

1 Command Line Toal

™ Rermove retention files far ovariap policy

=) Extra Backup
# In-File Delta
Local Copy

Addd | Remaye | Froperies |

Lag Takle (FileBackupSet-1)
Type | Log | Time |

(& Backup | € Restore [ (@ Log]
|Backup Campleted Successiully |Quma (Rermaining f Total): 10G £ 10G |Last Backup: 2007-01-1517:20
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Advanced Retention Policy

.En online Backup Manager

Backup Set Backup Restore Tools View Help

=10l

JEJ Save Sefting " Start Backup . Stop Backup |

ey Backup Controller i)

@[ Retention Palicy (FileBackupSet-1)

[—;’_User Frofile

EH,J FileBackupSet-1

{5 Backup Source

S Backup Schedule

{7 Backup Filter

i Fetention Paiicy
= Extra Backup

# In-File Delta
Local Copy

' Reep deleted file(s) for |7 ¥ | |Days x

@ Advanced

I Remove retention files for overlap polic

Retention Policy-1 (Type: Daily)
Retention Policy-2 (Type: YWeekly)
Retention Policy-3 (Type: Monthly)

Retention Paoli

Retention Policy-4 (Type: Quarterly)
rly)

Add | Remoave | Properties |

Log Table (FileBackupSet-1)

Type |

Time |

| (& Backup | € Restore] [@ Log

|Eackup Completed Successfully

|Quuta (Remaining / Total); 1054 10G \LastBackup 2007-01-1517:20

The [Advanced] retention policy allows you to configure a more flexible retention policy. It allows you to keep a
set of snapshots of all backup files based on the time of the backup Jobs. For example, you can configure the
advanced retention policy to keep the following sets of backup files to mimic the retention policy of the old days
when you were still doing tape rotations:

¢  All files available within the last 7 days

* & o o

To do so, you need to setup your advanced retention policy as follows:

¢ Type = Daily; Number of copy to keep = 7

* & o o

All files available on the last 4 Saturdays within the last 28 days
All files available on the 1°* day of each month within the last 3 months
All files available on the 1°* day of each quarter within the last 12 months

All files available on the 1°* day of each year within the last 7 years

Type = Weekly; Frequency = Saturday; Number of copies to keep = 4

Type = Monthly; Frequency = Day 1; Number of copies to keep = 3

Type = Yearly; Frequency = Date 01-01; Number of copies to keep = 7

Type = Quarterly; Frequency = Day 1 of Jan, Apr, Jul, Oct; Number of copies to keep = 4

Assuming today is 17-Jan-2006, if [Remove retention files for overlap policy] is NOT enabled, a total of 25
snapshots (provided you have run backups daily for more than 7 years) will be kept on the server accordingly, i.e.:

Daily Weekly Monthly Quarterly Yearly

16-Jan-2006 14-Jan-2006 01-Jan-2006 01-Jan-2006 01-Jan-2006

15-Jan-2006 07-Jan-2006 01-Dec-2005 01-Oct-2005 01-Jan-2005
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14-Jan-2006 31-Dec-2005 01-Nov-2005 01-Jul-2005 01-Jan-2004
13-Jan-2006 24-Dec-2005 01-Apr-2005 01-Jan-2003
12-Jan-2006 01-Jan-2002
11-Jan-2006 01-Jan-2001
10-Jan-2006 01-Jan-2000
If [Remove retention files for overlap policy] is enabled, only the following snapshots are kept:

Daily Weekly Monthly Quarterly Yearly
16-Jan-2006 14-Jan-2006 01-Jan-2606 81-Jdan—2606 01-Jan-2006
15-Jan-2006 07-Jan-2006 01-Dee-2605 01-0et-2005 01-Jan-2005
14-Jan-2006 31-Dee-2005 01-Nev-2605 01-3ul-2605 01-Jan-2004
13-Jan-2006 24-Dee-26065 B+-Apr-2605 01-Jan-2003
2-Jan-2606 01-Jan-2002
+H—Jan-2606 01-Jan-2001
16-Jan-2006 01-Jan-2000

The weekly policy overrides the daily policy so the snapshots of 10-Jan-2006, 11-Jan-2006, 12-Jan-2006, 13-Jan-
2006 and 14-Jan-2006 are removed. The monthly policy overrides the weekly policy so the snapshots of 24-Dec-
2005 and 31-Dec-2005 are removed. The same applies to the monthly, quarterly and yearly policy giving a total
of 11 snapshots.

5.13 Extra Backup (Off-line backup, Logout Reminder)

Off-line backup is basically designed for notebook users who are off-line most of the time and cannot rely on the
backup schedule to backup regularly. The "Backup Interval” allows notebook users to specify the interval that they
would like their data to backup. When the machine is online and this interval has elapsed, the backup will run
automatically. If “Backup Alert” is enabled, a popup message box will ask the user to confirm starting the backup.

The "Email Notification" setting is the number of days since the last backup that triggers the backup server to send
email notification to the client to remind him to run an off-line backup.

When the “Logout Reminder” setting is enabled, a popup message box will ask the user to start a backup before
logging out / shutting down Windows.
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. Online Backup Manager =1olx]

Backup 8et Backup Restore Tools Wiew Help
|,5| Save Setting |P Start Backup ! Stop Backup ‘

h‘r Backup Contraller u,x- % Extra Backup (FileBackupSet-13

E‘. User Profile

EH ) FileBackupSet1

5 Backup Source
5 Backup Schedule

rOff-line Backup
¥ Enable off-line backup

< Backup Fitter

1l 'I Dayis) IE Hour(s) ‘

"Ema\\ Maotification

[Backup Interval

7 'I Dayis) fwhen no hackup done)

Backup Alert
Lacal Cay
A/ [FEnab\e backup alert ‘

Systern Logout Backup Reminder (Afindows)
™ Enable Systern Logout Backup Reminder

Backup
[Files ‘

Log Table (FileBackupSet-1)
Type | Log Time

& Backup | €Y Restore | [ Lag|
’Eﬁkup Completed Successiully

\Quma (Remaining f Total): 10G / 10G  Last Backup: 2007-01-1517:20

5.14 In-File Delta

Please refer to the in-file delta section for more information on this topic.

5.15 Local Copy

If you want to save an extra copy of backup data on your local hard disk (in addition to a copy of backup data
stored on the backup server) to minimize file-restoring time and/or to provide an extra safety precaution, you can
do the following:

i Open OBM from the System Tray (see previous sections for details)

ii. Setup your backup set (see previous sections for details)

iii.  Select [Local Copy] under your backup set from the left panel
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=
Backup Set Backup Restore Tools Wiew Help
|5 save Setting | P> start Backup [l Stop Eackus |
g‘} Backup Contraller |;_x é Local Copy {FileBackupSet-1}
L;'. User Profile .
S5 FileBackupSet1 ¥ Copyto Local Hard Disk.
{5 Backup Source rCopyto
& Backup Schedule |z LocalBackunti 168848350006,
Eackup Filter
=] cormmand Line Tool Change |
1 setting
Lo Encryption Zip
ﬁ' E:ttengnnkljnhcy Zip copied file(s)?
e — i Yes  ho
rFile Permission
Retain permissions on files that are copied?
 Yes ¥ No
- Offsite Backup
Skip backup to offsite backup server?
 Yes ¥ No
y+]

Log Table (FileBackupSet-1)

Tyne | Log

Time

| & Backup | & Restore | g Log]

[\eleomie tn Onling Backup Manager

|Qunta (Remaining f Total): 986G 110G |Last Backup: 2007-01-15 21:00

iv.  Check the [Copy to Local Hard Disk] checkbox

V. Enter a directory where you want an extra copy of your backup files to be stored in the [Copy to]

field provided (preferably a directory under another hard disk)

vi.  (Optional) Select the [Yes] radio button if you want to store your backup files in compressed form to
conserve free space usage

vii. An extra copy of the backup will be saved in the [Copy to] directory when you run your backup job.

RS
Backup Set Backup Restore Tools ¥iew Help
|5 save Setting | P> Start Backup [ Siop Backup |
g‘} Backup Controller r,x- | Backup Set- FileBackupSet-1
) -
LE_'U-,S‘W Profile |'Backup Set :I
Tarkub Sourte Mame; FileBackupSet-1 =l
®Backup Schedule ﬂLugTabIe(F\IeBacKupSet—U “

L2 Encryption

ﬁ' Retention Policy
Extra Backup

s In-File Delta
Local Copy

Type | Log

Time

Finished running pre-commands
Reading backup source from hard disk

[Local Copy] Start running local backup

[Local Copy] Total Wew Files=0

[Local Copy] Total Updated Files=0

[Local Copy] Total Update File Permission=0
[Local Copy] Total Deleted Files =1

[Local Copy] Total Moved Files =0

[Local Copy] Finish running local backup
Start running post-commands

Finizhed running post-commands
Backup Completed Successiully

Reading backup source from hard digk... Completed

[Local Copy] Reading local backup files from hard disk..

[Local Copy] Reading local backup files frorm hard disk.. Compl
[Local Copy] Getting all files which have been added... Completed
[Local Copy] Getting all files which have been updated... Compl..
[Local Copy] Getting all files which have been deleted... Comple...
[Local Copy] Getting all files which have been moved. . Complet

[Lacal Copy] [Deleted File] Deleting "CiLocalBackupt1 1688483,

[2007/01116 11:37:48]
[2007/015116 11:37:48]
[2007/0116 11:37.48]
[2007/0111611:37:48]
[2007/0116 11:37:48]
[2007/01516 11:37:48]
[2007/0116 11:37.48]
[2007/0111611:37:48]
[2007/0116 11:37:48]
[2007/01516 11:37:48]
[2007/0116 11:37.48]
[2007/0111611:37:48]
[2007/0116 11:37:48]
[2007/01516 11:37:48]
[2007/0116 11:37:48]
[2007/0111611:37:48]
[2007/0116 11:37:48]
[2007/0116 11:37:50]
[2007/011611:37:50]
[2007/01M1611:37:51]

>

| & Backup | &) Restore | |6 Log

|Backup Completed Successiully

|Quuta {Remaining / Total): 9.86G /110G |Last Backup: 2007-01-15 21.00
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If you want to make local copy to a directory located on a NetWare server (or another computer in a Windows
workgroup) and you are getting "Network drive is not accessible” error message, please try adding the following
command as a [Pre-backup command]

net use \\SERVER\SHARE [PASSWORD] /USER:[DOMAIN | MACHINE_NAME]\[USERNAME]
E.g.

C:\> net use \\Netware\Data password /USER:peter
C:\> net use \\WorkgroupComputerl\Data password /USER:WorkgroupComputerl\peter

This will authenticate the current process with the NetWare server (or another computer in a Windows workgroup).
Backup will then be allowed to run correctly.

How to restore “Local Copy” files

“Local Copy” files are stored in the [Copy to] directory (under [Local Copy] setting). To restore backup files,
please do the followings:

i Choose [Tools] -> [Unzip Local Copy]

Backup Set Backup Restore | Tools Wiew Help

15| gave Setting |' Start Backu) [ TG A
o Decrypt Files Wizard in

—1® x|

\e» Backup Controller at-1

Backup Set
[ Mame: FileBackupSet-1 |

5l L« LD |

E| Log Tahle (FileBackupSet-1)
Type | Log | Time |

iy Retention Policy
= Bara Backup

Finished running pre-commands
Reading backup source from hard disk...

Reading backup source from hard disk... Completed

[Local Copy] Star running local backup

[2007/0116 11:37.48]
[2007/0116 11:37.48]
[2007/0116 11:37.49]
[2007/01/16 11:37:49]

[Local Copy] Reading local backup files from hard disk...

[Local Copy] Reading local backup files from hard disk... Compl...
[Local Copy] Getting all files which have bheen added... Completed
[Local Copy] Getting all files which have heen updated... Compl..
[Local Copy] Getting all files which have been deleted... Comple
[Local Copy] Getting all files which have been moved... Complet...

s In-File Delta
Lacal Copy

[2007/0116 11:37.49]
[2007/0116 11:37:49]
[2007/0116 11:37.49]
[2007/0116 11:37.49]
[2007/01/16 11:37:49]
[2007/0116 11:37.49]

[Local Copy] Total Mew Files=0
[Local Copy] Total Updated Files=10

[Local Copy] Total Update File Permission =10

[Local Copy] Total Deleted Files = 1
[Local Copy] Total Moved Files =10

[Local Copy] [Deleted File] Deleting "CiLocalBackup11688483.

[Local Copy] Finish running local backup
Start running post-cammancds

Finished running post-comnemands
Backup Completed Successiully

[2007/0116 11:37:49]
[2007/0116 11:37.49]
[2007/0116 11:37.49]
[2007/01/16 11:37:49]
[2007/0116 11:37.49]
[2007/0116 11:37:49]
[2007/0116 11:37.49]
[2007/0116 11:37.50]
[2007/01716 11:37:50]
[2007/0116 11:37.51]

-

| & Backup | & Restore| (g Log |

[Backup Completed Successfully

Select the required [Backup Set] from the drop down list

[Quota (Remaining / Total): 8.86G /106G |Last Backup: 2007-01-15 21:00
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Backop Set: IFﬂeBackupSet—l

~Source Directory

IC:\Loca]Backup

~Destination Directary

ID:\ResﬁDre

hange

x|
=
ChangE|
_ G|

[2005-06-28 22:25:22] Start

[2005-06-28 22:25:23] Copying C M LocalBackophz _WCONFIG SYS 2ip' to DRestorel” MCONFIG STE"
[2005-06-28 22:25:22] Copying 'Z ' LocalBackophs_Mrvnet fimg zip' to D:\Eestored”_Mrvnet img’
[2005-06-28 22:25.22] Completed Successfully

Start | Stop

iv. Click [Start]

Fill in the [Source Directory] (directory where “Local Copy” files are stored) and [Destination
Directory] (directory to where you want “Local Copy” files to be restored)

5.16 Using One Backup Account for Multiple Computers

OBM allows you to backup multiple computers using a single backup account. To backup multiple computers, you

need to create a different backup set to backup each individual computer and to configure the [Run scheduled
backup on this computer] checkbox.

.n Online Backup Manager

Backup Set Backup Restore Tools View Help

|5l save setting | P> Start Backup [l Stop Baciup |

oy Backup Contraller [#

[l:'.Us

¢ |[i3 Backun Set- FileBackupSet-1

=

L Backup Source

E‘B_Backup Schedule
Backup Filter

Command Line Taool

fIn-File Delta
Local Copy

~Backup Set

Mame: FileBackupSet-1
10 1168848359906
Type:  File Backup

MNetwork Resources Authentication for Windows
Dormain:

User Marme:
FPassword:

Properties |

¥ Run scheduled backup on this computer

E Log Tahle (FileBackupSet-1)

Type I Log

Time

| & Backup | € Restore | [&) Log|

|Backup Completed Successfully

|Quuta (Remaining / Total): 9.86G /105 |Last Backup: 2007-01-15 21:00

The computer that created the backup set will have its computer name associated with the backup set. The
backup scheduler running on each computer will only run backup sets with the same computer name as itself.
Thus, you just need to make sure that all your computer names using a single backup account are unique.
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Backing Up Files

This chapter describes how files are backed up by OBM to the backup server

6.1 How files are backed up

The diagram below describes how OBM backup your files.

Backup Operations:

1. Collect all files which are new or have
been updated since last backup

2. Each of these files is zipped,
encrypted and securely backed up
to Online Backup Server through
Secure Socket Layer (SSL)

User’s Computer

Backup Server

Authentication

User Directory parmeters & Backup Directory

) Zipped & encrypted fles Zipped &
CaMary L Enevpted Sr€SentinSSL  Encrypted My
- -

File File File

B 2

Online Backup Manager can be configured

to start automatically every night. All user

files created/updated during the day will

then be backed up to the backup server on the
same night without any user intervention.

—E o )
"] John ] John

=
All users' files are encrypted by a
world's first class 128-bit encryption
algorithm with a user defined encrypting
key. File content is meaningless to
everyone except the user.

Run backup at scheduled time automatically

Once you set your backup schedule, a backup job will be started automatically to perform backup operation for
you at your absence. You can have backup running at your scheduled time as often as you want (e.g. twice a day
or hourly during office hour) without requiring doing any extra work.

Incremental Backup

Unchanged files are already backed up to server and need not to be backed up again. OBM will pick the new or
updated files from your backup set files and upload only these files to the server. This significantly reduces the
time required to perform the backup operation since most users update less than 5% of their total data each day.

Compress and encrypt data automatically

Data are compressed and encrypted before they are uploaded to the server. Not only does this reduce the storage
space to keep you backup files, it also ensures the privacy of your data.

File Retention Policy

The built-in file retention policy allows you to access multiple versions of the same file or even deleted files from
your backup set. Backup files are put into a retention area before they are removed from the server. If you want
to get back a deleted file (or you want to get back the previous versions of an updated file) within the retention
period, these files will always be available in the retention area. This feature is particularly useful when you have
accidentally deleted a file or incorrectly updated a file within the file retention period (file retention period is user
customizable).
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6.2 Backup files directly to the backup server

You can backup your data to the AcadiaBackup Server by following instructions below.

v. Open OBM

vi. Right click the AcadiaBackup icon available in the system tray and choose [Open]

a.

b.

C.

d.

Create a backup set

From the Menu, Choose [Backup Set] -> [New] -> [File Backup Set]

sl
Backup Set Backup Restore Tools iew Help

i | File Backup Set

|é5) System State Backup Set

|@ Lotus Backup Set

|# WS Exchange Backup Set

|7 MS Exchange Mail Level Eackup Set

[0 MS BQL Server Backup et Change

|+ MySAL Backup Set

|&) Oracle Database Backup Set

on Account Change

3 Account Information
\TT:' Retention Policy

Extra Backup Quota: 106
s In-File Delta Time Zone: IGMT+08:DD (HKT) 'I
Local Copy
rContact
|dem0@v0ur—company.com ;I

Contact Mame: Demanstration Account
Email Address: demo@your-company.com

Add Remove Properies |

& Backup | &) Restore | (@ Loy
|Backup Caompleted Successfully |Quota {Remaining f Total): 9.86G [10G |Last Backup: 2007-01-15 21:00

Enter a name for your backup set

Add new File Backup Set x|

~Backup Set
Flease type a name for this Backup Set.
Mame; |FiIeBackupSet—1

1D 1168818585156
Type: File Backup

Cancel | = Previous Mext =

Select the files/directories you want to backup
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Add new File Backup Set |

~Backup Source

Flease select files orand directaries to he hacked up.

=0 (5 Standard =
B My Documents {\Documents and Settingsisolo
@ Outlook {Z:\Documents and Settingsisolomon.yu
[A14) Outlook Exprass

e Favorites

@ Desktop

ﬁ:lj@ Options

= ¢ My Computer

[J<e Local Disk ()

[J<e Local Disk (D)

[J=e Local Disk (E3

[J=e Local Disk (Fa

0L DVD-RW Drive (G

[ 22 wRoseiPublict () B

[ My Sharing Folders _lﬂ
4| | 3

Cancel | = Previous | Mext = |

e. Set the backup schedule (Note: You can have more than one schedule in a backup set)

Add new File Backup Set x|

~Backup Schedule

Flease schedule the backup time.

Add Remaove |
Cancel | = Previous | Mext = |
f. Set the encryption algorithm, encryption mode and encrypting key for this backup set

(Hint: For the sake of simplicity, just select the [Default] radio button (your encrypting key is
set to be the same as your backup account password)
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Add new File Backup Set x|

~Encryption Setting
Flease setup the encryption setting of the Backup Set.

" Default {Use Login Passward as Encrypting Key)

[~ Do NOT use encryption.

Algarithim: IAES 'l

Mode:
& CEC (Cipher Elock Chaining)

" ECE (Electranic CookBoakh

Encrypting Key: |

Confirm Encrepting Key: I

Cancel | = Previous Mext =

vii. Run Backup

a. Select the backup set you want to run on the left panel and press the [Start Backup] button
(™) on the toolbar

b.  Select [Off-site Backup Server] to start backing up your files to the AcadiaBackup Server.

Confirm Backup Start x|

Backup to
* Offsite Backup Server
= Local Hard Disk (Seed Load |UMilityy

Startthe backup for [FileBackupSet-1] 7

0] Cancel Options ==

Note:

1. You can have more than one backup set in a backup account.

2. Please write the encrypting key down on paper and keep it in a safe place. If you lose your encrypting key,
you will not be able to restore your backup files.

6.3 Backup files to removable hard disk (seed loading)

If you have a lot of data (e.g. more than 30GB) to backup to the backup server, it would take a considerable
amount of time to perform the first full backup through the Internet. If you run into this problem, you can use the
Seed Loading Utility to backup your backup set to a local hard disk (instead of directly to the backup server) and
then transport the backup data, using the removable hard disk, to the AcadiaBackup Server. The administrator
can then load all your backup files from your removable hard disk into your backup account. This could then save
you days (even weeks) of performing your first full backup. Since subsequent backups will be incremental (only
new or updated files will be uploaded to the server) you should have no problems uploading your backup data
afterwards.

To perform seeding loading, please do the following:
i Open OBM from the System Tray (see previous sections for details)
ii. Setup your backup set (see previous sections for details)

iii. Select the backup set you want to run on the left panel and press the [Start Backup] button (»)
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on the toolbar

iv. Select [Local Hard Disk (Seed Load Utility)] to start backing up your files to local hard disk and

press the [OK] button

Confirm Backup Start

x|

Backup to
" Offsite Backup Server
= Local Hard Disk (Seed Load LHility)

Start the backup for [FileBackupSet-1] 7

Ok | Cancel | Options ==

v. Enter a directory where you want all backup files to be stored in the [Destination Directory] field

and press the [Start] button.

Please make sure you have enough free space in the directory specified. If you are going to
transport a removable hard disk to the AcadiaBackup Server, please enter a directory under your

removable hard disk here.

aad THility)

Backup Set.  FileBackupSet-1
Backup Type: File

rDestination Directory

E \Seed-\_uadmg-D\rectur\(\J

Browse

Start Gtop.

vi. You should get the message “Backup Completed Successfully” as shown below after all backup
files are spooled to the directory you specified.

Backup Set  FileBackupSet-1

Backup Type: File

| Destination Director

E\Seed-Loading-Directory

Browse

ollecting all files in this hackup set.. Completed
Total Files = &

[1/5] Processed 'CAUTOENES BAT

[2/8] Processed 'Cboot.ini*

[315] Pracessed 'Cldell img*

[4/5] Processed 'Cldrvnetimg’

[548] Processed 'Cldrynet2.ima’

Start running post-commands

Finished running post-commands

Backup Completed Successfully

Processed: 3.1M { 3206764 hyte )

Bl

Start Btop.

vii. Transport the data specified in the [Destination Directory] field to the AcadiaBackup Server
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7 Restoring Files

This chapter describes different ways files can be restored from to the backup server

It is very important to write down your encrypting key on paper and keep it in a safe

place because there will be no way to restore your backup files if you lose your
encrypting key.

7.1 Restore backup files directly from backup server

You can use either OBM or the web restorer to restore backup files from the backup server.

Using OBM
You can restore your data from the backup server by following these steps:
i. Open OBM from the System Tray (see previous sections for details)

ii.  Select the [Restore] tab at the bottom part of OBM

i5(x]

Backup Set Backup Restore Tools View Help

|5 Save Setting | P> Restare Files |

[ Restore Source (FileBackupSet-1) EI
@ Show files after Job I200?-D1-1E(12:03:4D)ﬂ  Show all files

&) Restore Controller (2]
—igFileBackup

dimages |2007-01-16 {12:01:21)
ﬂ aix.png (Date Modified: Tue 31 4/2006 12:46 PM Size: 31K)

& A1¢_togo JP G (Date Modified: Tue 31 442006 1208 FM Size: 6k)
.ﬂ apple.png (Cate Modified: Tue 341 4/2006 12:45 P Size: 29k)

.ﬂ apple_logo.jpy (Date Modified: Tue 311 4i2006 12:00 PM Size: 5k)
.ﬂ B_linux.png {Date Modified: Tue 3M 42006 12:42 PM Size: 22kK)
%] B2D.gif (Date Madified: Tue 31 4/2006 12:26 PM Size: 21k)

.ﬂ BSD.png (Date Modified: Tue 31 4/2006 12:22 PM Size: 3k

.ﬂ bsd_logo.png (Date Modified: Tue 351 4/2006 12:37 PM Size: 44k
%] hp- v oif (Date Modified: Tue 311 412006 12:08 FM Size: 2K)

ﬂ hpux png {Date Modified: Tue 31 42006 12:44 PM Size: 15k)

'_\'L linwx bmp (Date Modified: Thu 2/92008 5:19 PM Size: 53K

ﬂ linwxpng (Date Modified: Sat 31172006 11:52 AM Size: Bk)

'_\'L linux2 bmp (Date Modified: Sat 3/11/2006 11:51 AM Size: 13K)

=] I0g0.gif (Date Modified: Sat 31 BI2006 11:39 AM Size: 3k)

'_\L mac.bmp (Date Modified: Thuy 2/9/2006 5:18 PM Size: 143k)

'_'] mac.png (Date Modified: Sat 3(11/2006 11:52 AM Size: 8K
'_\L maczZ bmp (Date Modified: Sat 311172006 11:51 AM Size: 12K)

:] map.aif (Date Modified: Wed 2/22/2006 9:34 AM Size: 10K

_] open.png (Date Modified: Mon 401 072006 3:44 AM Size: 67k

=] openz2.png (Date Modified: Fri 11/5/2004 1:01 PM Size: 75K)

=] solaris_logo.gif (Date Modified: Tue 31 4/2006 12:01 PM Size: 2K)
;] solaris_lono.pnd (Date Modified: Tue 31472006 12:28 PM Size: 8K) LI

& Backup () Restore | (& Log |
[Backun Completed Successtully [@uota (Remaining { Total: 9.86%G /106 |Last Backup: 2007-01-15 21:00

iii.  Select the backup set from which you would like files to be restored from the left panel

iv. Select the snapshot of your backup files that you would like to restore from the backup server by
using [Show files as of Job] drop down list

V. Select the files that you would like to restore and press the [Restore Files] button on the toolbar
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. Restore Files |

Backup Set:FileBackupSet-1 (FILE)
~Restore files to

Browse |

[” Restore file permissions

Time Log |

Estimated Total Restore Time:
Estimated Restore Time:
Saving File Ta:

Restaring Speed:

Close | Start | Stop |

vi. Use the [Browse] button to select the directory to where you want files to be restored (or simply
select [Original location] to restore files to their original path)

vii. Files will be restored automatically as shown below (a file won’t be downloaded from the backup
server again if an identical file exists on local path already)

i Restore Files x|

Backup Set FileBackupSet-1 (FILE)
~Restore files to

" Original location

& |citemp Browse |

¥ Restore file permissions:

Time Log I
2007-01-1612:06:27 Start il
2007-01-1612:06:27 Cownloading restore file list ...

2007-01-1612:06:27 Cownloading ... 'titemplimages' (Total 0 bytes)

2007-01-16 12:08:27 "citemmimages” containg the same file permission. Skip restare file p...
2007-01-1612:06:27 Downloading ... tiempimageswindows bmp' (Total 8k bytes)
2007-01-1612:06:27 citemplimageswindows bmp (9k bytes) downloaded

2007-01-1612:06:27 "citemplimagestwindows hmp" contains the same file permission. Sk..
2007-01-16 12:08:27 Downloading ... 'cempimagesiUnixpng’ {Total 4k byvtes)

2007-01-16 12:08:27 citemplimagesinixpng {4k bytes) downloaded j

Estimated Total Restore Time: 0 sec (Total 47933k bytes - 479.36k bytes restored)

Estimated Restore Time: 0 sec (Total 43 66k bytes - 43 66k bytes restored)
Saving File To: clitemplimagesthsd_logo.png
Restoring Speed: 478 4k bytesfsecond
Close | Start | Stop |
[End
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Using the web interface
You can restore your data from the AcadiaBackup Server by following these steps:
i Logon to the AcadiaBackup Server web interface

ii. From the top menu, click [File Explorer]

-} Online Backup Services Management Console - Microsoft Internet Explorer

=131 x|
Restore | Install Software FAQs | Help | Select Language
Erofile | Backup Set | File Explorer | Report | Statistics Logout
I Heme
Delete I
Backup Set Size Last Modified Zipped [Ratio]
I [ FileBackupSet-1
Delete

Mote: 1. This shows all backup sets available within this backup account.
2. To restore backup files, please click the backup set link shown above to continue.
3. To delete a backup set, check the checkbox next to the backup set and press the [ Delete ] button.

] Done [ [ | Ndlocalintranet

iii.  Click the [Backup Set] link that contains the files that you want to restore

iv. Select the snapshot of your backup files that you would like to restore from the backup server by
using [Show files as of Job] drop down list
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a Online Backup Services Management Console - Microsoft Internet Explorer == ﬂ
Eestore | Install Software FAQs | Help | Select Language
Profile | Backup Set | File Explorer | Report | Statistics Logout

Rows/Page: |50 'I
=) Home > FileBackupSet-1 = F:\ = images
{* Show files after Job |2007-01-16 (12:22) *|  Show all files { Show Jobs View
Delete I Restore I
File / Directory Size Last Modified Zipped [Ratio]
=
I é‘] apple_logo.jpg 4k 2006/03/14 12:00 4k [3%]
O Iﬂ mac.bmp 149k 2006/02/09 17:19 39k [73%]
I [ solaris_lego.gif 2k 2006/03/14 12:01 2k [0%]
] é‘] windows_logo.jpa 10k 2006/03/14 12:00 10k [7%]
Delete | Restore |
Mote: 1. This shows all files / directories within a backup job of a backup set.
2. Files shown in light gray color refers to files retained in the retention area.
3. To restore files/directories, check the checkbox next to the files/directories and press the [ Restore ] butten.
4, To delete files/directories, check the checkbox next to the files/directories and press the [ Delete ] button.
5. [D] = Differential delta file
6. [I] = Incremental delta file
&) l_l_l_ ’_l_ & Local intranet

V. If you want to see all the different versions of all files (shown as gray below), just choose the
[Show all files] radio button on the [File Explorer] page.

Files which are shown in gray below (e.g. AIX_logo.JPG) are being stored in the retention area on
the backup server, but you can still restore these files from the backup server.

j Online Backup Services Management Console - Microsoft Internet Explorer - |ﬂ|£|
Restore | Install Software FAQs | Help | Select Language
Erofile | Backup Set | File Explorer | Report | Statistics Logout

Rows/Page: |50 'I
=) Home > FileBackupSet-1 = F:\ = images
Show files after Job IEUUT—U‘I—‘IE (12:22) 'I * Show all files ¢ Show Jobs View
Delete I Restare
File / Directory Size Last Modified Zipped [Ratio]
H ..
r E a 5k 2006/03/14 4k [17%]
[l \_] apple_logo.jpg 4k 2006/03/14 12:00 4k [3%]
- C‘i mac.bmp 149k 2006/02/09 17:19 39k [73%]
[ \_] solaris_logo.gif 2k 2006/03/14 12:01 2k [0%)]
[~ & windows_logo.jpg 10k 2006/03/14 12:00 10k [79a]
Delete Restore I
Mote: 1. This shows all files / directories within a backup job of a backup set.
2. Files shown in light gray color refers to files retained in the retention area.
3. To restore files/directories, check the checkbox next to the files/directories and press the [ Restore ] button.
4. To delete files/directories, check the checkbox next to the files/directories and press the [ Delete ] button.
5. [D] = Differential delta file
6. [I] = Incremental delta file
[&] pene ,_ ’_ ,_ ,_ ’_ %J Local intranet

vi. Select the files that you would like to restore and press the [Restore] button on the toolbar

vii. A dialog shown below will appear
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a Online Backup Services Management Console - Microsoft Internet Explorer

_18 x|
Restore | Install Software FAGs | Help | Select Language
Erofile | Backup Set | File Explorer | Report | Statistics Logout

Please wait ... while applet is downloading

Please select the Java Virtual Machine you would like to use to restore your backup files and press the [ Restore ] button
below.

‘ Restore < You should see a "Restore” button here

Troubleshooting:

Make sure you have clicked the 'Yes' button on the security warning dialog box. If you have clicked the 'No' button already,
please restart your browser and try again.

= Back

[&] Applet Restorer started

T T M teadintranet

a. Press the [Restore] button

b. Enter the directory to which backup files should be restored in the [Restore files to] textbox

Online Backup File Restoring Manager - |EI|5|

Restore files to: |D:\temp¢mages Browse |

Decrypting Key: |***

[2007-01-16 12:26:03] Start

[2007-01-16 12:26:03] Downloading restore file list ...
[2007-01-16 12:26:03] Downloading ... "DMtemplimages\AlX_logo JPG™ (Total 4k bytes)
[2007-01-16 12:26:03] "Dtemplimages\AlX_logo. JPG" (4k bytes) downloaded

[2007-01-16 12:26:03] Downloading ... "D:Memplimagesiapple_logo jpg” (Total 4k bytes)
[2007-01-16 12:26:03] "DMemplimagesiapple_logo jpg” (4k bytes) downloaded

[2007-01-16 12:26:03] Downloading ... "D:Memplimagesimac.bmp” (Total 39k bytes)
[2007-01-16 12:26:03] "D:Memplimagesimac.bmp” (39k bytes) downloaded

[2007-01-16 12:26:03] Downloading ... "D:Memplimagesisaolaris_|ogo.gif’ (Total 2k bytes)
[2007-01-16 12:26:03] "D templimages\solaris_|logo.gif” (2k bytes) downloaded
[2007-01-16 12:26:03] Downloading ... "D:emplimagesiwindows_logo jpg” (Total 10k bytes)
[2007-01-16 12:26:03] "D:templimageswindows_logo jpa” (10k bytes) downloaded
[2007-01-16 ] End

Saving windows_logo.jpg from localhost

| 100%

Estimated Total Restore Time: 0 sec (Total 61.06k bytes - 51.07k bytes restored)
Estimated Restaore Time: 0 sec (Total 10.08k bytes - 10.08k bytes restored)
Saving File To: DMtempiimagestwindows_logo.jpg

Restoring Speed: 122 1k bytes/second

Close | Stanl Stop |

Enter the encrypting key which will be used to decrypt your backup files upon restoring your
backup files

d. Press the [Start] button
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7.2 Restore backup files from removable hard disk

If you want to restore lots of backup files from the backup server, and you find it too slow to restore all your
backup files from the backup server through the internet, you can ask Acadia Systems tech support to send you all
your backup files on a removable hard disk (or CD/DVD). However, all backup files stored on the backup server
are in encrypted format. You need to decrypt them back to their original format before you can use them. To
decrypt your backup files from removable media, please do the followings:

iv.

Open OBM from the System Tray

Select the [Tools] -> [Decrypt Files Wizard] from the menu

E
Backup Set Backup Restore | Tools View Help
},EJ Save Sefting |’ Start Backu) Eg" Unzip Local Copy
\e» Backup Contraller - Set1
£ LJ__s\g_[:_F_'_r_n__ﬂ_!_g______ ~Backup Set
E!—”;l&FlIeBackupSet-k o I —
= ame: FileBackupSet-
5 Backup 5
R B:Ekzs o ID: 1166919334093
# BEackup Filter Type:  File Backup
Command Line Toal MNetwark Resources Authentic ation for Windows
r_! Setting Daomain:
g Encryption User Mame
fi Retention Policy Password:
— Extra Backup
s In-File Delta Properties
Lacal
SlEt ¥ Run scheduled backup on this computer
I

Log Tahle iFileBackupSet-1)

Type I

Tirme

1 & Backup | &) Restore | [@ Loa |

[Backup Completed Successfully

[Qunta (Remaining / Total): 8. EG /106G [Last Backup: 2007-01-15 2100

Use the [Browse] button to locate the “files” directory (provided by Acadia Systems on a
removable hard disk or DVD) which contains the backup files that you want to decrypt

Please enter the path to the [files] folder which contains the backup files that you want to decrypt

Cancel |

= Preyious [Hext =

If you have more than one backup set under the “files” directory, select the [Backup Set] which
contains the backup files that you want to decrypt
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.21 Decrypt Files Wizard |

~Backup Set
Flease selectthe backup set.

* FileBackupSet-1

Cancel | < Previous |

Select the snapshot of your backup files that you would like to restore from the removable media
by using [Show files as of Job] drop down list

.1 Decrypt Files Wizard ﬂ

~Please selectthe files that you want to decrypt
' Show files after Job ICurrent LI " Show all files

Backup Server
=am[= T 2007-01-16 (12:22:22
BT images [2007-01-16 (12:22:07)

E‘] apple_logo.jpg (Date Modified: Tue 371452006 12:00 PM Size: ak)

.31 mac.bmp (Date Modified: Thu 2r9r2006 5:19 PM Size: 149K

.:] solaris_logo.gif (Date Modified: Tue 21 452006 12:01 PM Size: 2k

E:] windows_|ogo.jpg (Date Modified; Tue 31 4/2006 1200 PM Size: 11K

V.

Cancel | = Previous | Mext = |

If you want to see all the different versions of all files (shown as gray below), choose the [Show all
files] radio button on the [Decrypt Files Wizard] dialog.

Vi.

Files which are shown in gray below (e.g. AIX_logo.JPG) are being stored in the retention area on
the removable media (but you can still restore these files).
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.In Decrypt Files Wizard |

~Please selaectthe files thatyou want to decrypt

" Show files after Job |Curren1 LI % Show all files

EI—H Backup Server
==
E-"3images

.11] AL_logo JPG (Date Modified: Tue 311 4/2006 12:08 PM Size: 6K
Llﬂ apple_logo.jpg (Date Modified: Tue 31 42006 12:00 PM Size: ak)
L'ﬂ mac.bmp (Date Modified: Thu 20952006 5:19 PM Size: 145k)
L‘ﬂ solaris_logo.gif (Date Modified: Tue 314720068 12:01 PM Size: 2k}
Llﬂ windmws_logo.jpg (Date Modified; Tue 31452006 12:00 PM Size: 11k)

= Previaus et =

vii. Enter the directory to which you want the backup files to be restored in the [Decrypt files to]
section and enter the [Decrypting Key] (the same as the encrypting key of this backup set)

~f Decrypt Files il

Backup Set FileBackupSet-1 (FILE)
Dectypt files to

Driginal locatiors
8 I Browse |

[ Restore file permissions

Decrypting Key:l

Time Log

Elapsed Time:
Current File Time:
Saving File Ta:
Decrypting Speed:

Close | Start | Stop |

viii. Press the [Start] button
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\In Decrypt Files

Backup Set: FileBackupSet-1 (FILE)

]

Decrypt files to

" Original lacation

& |eitemp

Browse |

[~ Restore file permissions:

Cecrypting Key:l“""’

Time

Log

2007-01-16 12:48:58
2007-01-16 12:48:58
2007-01-16 12:48:58
2007-01-16 12:48:58
2007-01-16 12:48:58
2007-01-16 12:48:58
2007-01-16 12:48:58

AMAT A4 AT 4T-An-En

Start

Initializing decrypt action ...

Decrypting ... eitempilal_logo JPG
Decrypted 'eMemplalZ_logo PG (4k bytes)
Cecrypting ... 'eltemplwindows_logo.jpg’

Decrypted 'e:‘ttemp‘twindows_lngn.jfﬂ'ﬂﬂﬁ.bﬂﬂ i
Decrypting ... 'etemplsolaris_lagoLDecrinting ... ‘eternpiwindovs logo jou']

Elapsed Time: E1k bytes decrypted. 0 sec elapsed.
Current File Time: 0 sec {Total 4k bytes - 4k betes decrypted)
Saving File Ta: eltemplapple_logo.jpg

Decrypting Speed: 122k bytesisecond

Close |

Start | Stap |

‘End

7.3 IP addresses Restriction for Online Restore

The online file restore operation can be restricted by IP addresses. You can ask Acadia Systems Tech Support to
restrict online file restoration for your backup sets by IP address to only allow people from authorized IP addresses
to restore files from the backup server. To check if online file restore of any backup set is restricted this way, take
a look at the web interface of OBS, [Online Backup Services Management Console] -> [Backup Set] -> [Online

Restore IP restriction] (shown below).

Users are not allowed to update the [Online Restore IP restriction] directly. Please ask Acadia Systems Tech

Support to do the changes for you.
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8 In-File Delta Technology

This chapter describes what in-file delta technology is and how in-file delta can be used to backup large database
files (e.g. a 10GB Outlook.pst file) without uploading the whole database file every day.

8.1 Overview

In-file delta technology is an advanced data block matching algorithm which has the intelligence to pick up
changes (“deltas™) of file content between two files. Using this algorithm, daily backing up of large files (e.g. a
10GB Outlook.pst file) over a low-speed Internet connection is made possible because it requires only the changes
of information since the last backup to be sent to complete the backup of a large file.

This is what will happen in the backup of a 10GB Outlook.pst file when it is backed up by OBM with in-file delta
technology.

i The whole file (10GB), along with its checksum file, are backed up to the backup server. This can
be done directly through the internet or indirectly using the seed loading utility on a removable
hard disk.

ii.  When the backup runs again later (normally the next day), OBM will download a checksum listing
of all data blocks of the full backup file (or last incremental backup file) from the backup server
and use it to pick up all changes that have been made to the current Outlook.pst file.

iii. Changes detected are then saved in a delta file which is uploaded to the backup server. A new
checksum file is generated and is also uploaded. (This delta file is assumed to be small because
the content of PST files doesn’t change a lot during daily usage)

iv. Subsequent backups of this 10GB Outlook.pst file will go through step ii and step iii again. As
explained, only a small delta file and checksum file will be uploaded to the backup server.

v.  With in-file delta technology, daily backing up of large file over low-speed internet connection is
now possible

Incremental in-file delta type

Incremental Delta will facilitate ease of backup. The delta is generated by comparing with the latest uploaded full
or delta file. The delta file generated is the smallest possible and uses the least bandwidth during backup. For
restoration, the full file and all delta files up to the required point-in-time is required to restore the file to a specific
point-in-time.

Example: If you are adding around 100MB changes to a 10G Outlook.pst every day.

After the first full backup job, OBM will continue to generate and upload delta files instead of uploading the full file
until either one of the following two rules are true:

a) Number of deltas generated since the last full backup is greater than the [Number of Delta] setting.

b) The delta ratio (the ratio of the delta file size against the full file size) is greater than the [Delta Ratio]
setting

Using incremental delta, the delta generated by comparing the current file with the latest uploaded full or delta file
is around 100MB.

Since the delta file size is around 100MB daily, the delta ratio (around 1%) will not trigger a full file upload.
Instead OBM will continue to generate and upload delta files until day 102 when the number of deltas generated
exceeds the [Number of Delta] setting and triggers the upload of the full Outlook.pst file. You can disable the
[Number of Delta] and [Delta Ratio] if you don’t want to upload the full file.

All delta files are generated with respect to changes made since the last incremental or full backup. This means
that the last full backup file and ALL incremental delta backup files are required to restore the latest snapshot of a
backup file.
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Differential in-file delta type

Differential Delta will facilitate ease of restore. The delta is generated by comparing with the latest uploaded full
file. The delta file generated grows daily and uses more bandwidth during backup. For restoration, the full file and
a single delta file is required to restore the file to a specific point-in-time.

Example: If you are adding around 100MB changes to a 10G Outlook.pst everyday.

After the first full backup job, OBM will continue to generate and upload delta files instead of uploading the full file
until either one of the following two rules are true:

¢) Number of deltas generated since the last full backup is greater than the [Number of Delta] setting.

d) The delta ratio (the ratio of the delta file size against the full file size) is greater than the [Delta Ratio]
setting

Using differential delta, the delta generated by comparing the current file with the latest uploaded full file is
around 100MB for the 1%t delta, 200MB for the 2™ delta, 300MB for the 3™ delta and so on.

Since the delta file grows by 100MB daily, the delta ratio for day 52 (delta file size is approximately 51x100=
5.1GB, assuming the full file was uploaded on day 1) being over 50% exceeds the [Delta Ratio] setting and
triggers the upload of the full Outlook.pst file. You can disable the [Number of Delta] and [Delta Ratio] if you don’t
want to upload the full file.

All delta files are generated with respect to changes made since the last full backup file (i.e. differential backup).
This means that only last full backup file and the last delta file are required to restore the latest snapshot of a
backup file. This means that other intermediate delta files are only required if you want to restore other snapshots
of a backup file.

Differential in-file delta backup has the benefits that a corrupted delta file would only make one particular version
of a backup file non-recoverable and all other backups created by other delta files of the same file would still be
intact.

I8l

Backup Set Backup Restore Tools Wiew Help
},EJ Save Setting |’ Start Backup . Stop Backup |

t.': Backup Contraller ,_X (2 In-File Delta {FileBackupSet-1)
=2 User Profil
ngg\eg‘lerga':kupsm_1 I Enable In-File Delta

([ Backup Source Block Size: |auto ~ | Byles
Applyta file

ornfmand Line Taal Minimurm Size: |25 hibytes

rIn-File Delta Type
Default: IIncrememaI ;I

Advanced
~Upload full file when
IV Mo. of Delta = |100

.
IV DetaRatin™= [s0 | %

Local Copy

* Delta Ratio = Delta Size / File Size

{2 Log Table (FileBackupSet1)

Type I Log Time

& Backup | € Restore | [& Log|
ACkup Complete Uccessiully ota emaining oraly; 4. Aaslibackup: -0 |
|B kup leted 5 full |Q ta (R inil ITtI)QSSGHDGlL t Backup: 2007-01-15 21:00
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8.2 Block Size

The block size defines the size of data block being used to detect the changes between the last full or delta backup
file and the file sitting on the local computer right now. In general, the smaller the block size, the more likely a
matched data block can be found between the last backup file and the file on local computer. It, therefore,
produces a smaller delta file but it would require more processing power to detect these changes. On the other
hand, in-file delta backup running with larger block size will run faster but this will generally produce a larger delta
file.

In most case, the default setting [Auto] will choose the optimal block size for each file (depending on the size of
the file) for you.

8.3 Minimum File Size

The [Minimum File Size] setting defines the smallest file size a file must have before the use and application of in-
file delta backup technology.

If the size of a file that is being backed up is smaller than the [Minimum File Size] setting, in-file delta backup
technology won’t be applied to this file and the whole file, instead of just the delta file, will be uploaded to the
backup server. It is not necessary to perform in-file delta backup on small files because backing up the whole file
doesn’t take too long anyway. Backing up the whole file instead reduces the time required to restore a backup file.

8.4 Uploading full file again

No. of Delta

The [No. of delta] setting defines the maximum number of delta files from the same full backup file to be
generated and backed up to the backup server before a full backup (the whole file) of this file is uploaded to the
backup server instead.

For example, if you have created 100 delta files from the full backup file already and the [No. of delta] setting is
set to 100, the next backup will upload a full backup file (the whole file) instead of just the delta file. However, if
the [No. of delta] rule is disabled, it will keep generating delta files and uploading these delta files to the backup
server until the other delta rule forces a full backup (i.e. delta ratio exceeded). This setting is here to make sure
that there will always be a full backup file after a certain number of delta files have been generated.

Delta Ratio

The [Delta Ratio] setting is defined to be the size of a delta file divided by the size of its full backup file (i.e. the
percentage of changes detected between the last full backup file and the current file).

If the delta ratio calculated from the size of the generated delta file and the size of the full backup file is greater
than the [Delta Ratio] setting, the whole file, instead of just the delta file, will be backed up to the backup server.
It is done this way because the difference between backing up the whole file and the delta file is not significant
and it is better to upload the whole file instead to reduce the time required to restore the file.

The default setting of [Delta Ratio] is 50%. This means that if a file changes by more than 50%, the whole file,
instead of just the delta file, will be backed up and uploaded to the backup server.

8.5 Advanced In-file delta type

The [In-file delta] -> [Advanced] setting allows users to override default in-file delta type when on a certain
number of days (e.g. all Sundays or the 1% day of each month). This is useful if you want all in-file delta backups
to be incremental but you want to do a differential in-file delta backup on Saturdays as well as the full file backups
on the 1% day of every month. If you want to do this, simply configure [In-file delta] -> [Advanced] -> [Advanced
In-file Delta Type Setting] to what is shown below.
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Advanced In-File Delta Type Setting x|

HiWeekly Yariation (Override Default Setting)

™ Sundzy Im | Thursday Ih
" Mtz m I Friclay Ih
M Tuesday  |Full -| ¥ Saturday IW,
[ wednesday m

rearly Wariation {Owerride Weekly Variation or Default Setting)

¥ January Ih ¥ July m
¥ February Im ¥ August m
I¥ March Im I September m
I April Im I October m
¥ May Im ¥ Movernber lm
v June Ih [v December lm

Date

' Day m

- IFirst LI ISunda\,r LI

Ok Cancel

With this setting, all backup Jobs on Saturdays will be differential in-file delta backups, backups for the 1°* day of
each month will run a full backup. This ensures that all backup files will be backed up in full at a regular interval.
One benefit of this is that restore time will run faster because of less delta merging. Another benefit is that the risk
of a corrupted incremental delta file resulting in data loss is much lower because a full backup is always available

periodically.
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9 Backup/Restore Oracle 8i/9i

This chapter will describe in detail how OBM backs up your Oracle 8i/9i and how you can restore an Oracle 8i/9i
database using the backup files.

9.1 Requirements

i OBM must be installed on a computer that can connect to your Oracle 8i/9i server using the TCP/IP
protocol.

ii. Data from the Oracle 8i/9i database will be backed up to a temporary directory before they are sent
to AcadiaBackup Server. Please make sure you have sufficient space on your computer to store
these data when you run the backup job.

iii. Database must be in archived log mode

To switch to archived log mode and enable automatic log archiving, please do the following:

a. Set the parameters below in the PFILE to enable automatic archiving

log_archive_dest = [directory where archived logs will be stored]
log_archive_format = ARCH%S.LOG
log_archive_start = TRUE

b.  Switch to archived log mode

SVRMGRL> connect internal;
SVRMGRL=> startup mount;
SVRMGRL> alter database archivelog;
SVRMGRL> alter database open;

C. Enable Oracle JVM for Oracle 8i/9i, please do the following:

1. Please make sure shared pool size is larger than 50MB and java pool size is larger than
20MB in the PFILE. For example:

java_pool_size = 20971520
shared_pool_size = 52428800

2. Run the scripts below

For Oracle 8i

SVRMGRL> connect internal

SVRMGRL> @?/javavm/install/initjvm.sql;
SVRMGRL> @?/rdbms/admin/catalog.sql;
SVRMGRL> @?/rdbms/admin/catproc.sql;
SVRMGRL> @?/javavm/install/initdbj.sql;

For Oracle 9i

SQL> connect sys/change_on_.install as sysdba
SQL> @?/javavm/install/initjvm.sql;

SQL> @?/xdk/admin/initxml.sql;

SQL> @7?/xdk/admin/xmlja.sql;

SQL> @?/rdbms/admin/catjava.sql;

For Oracle 10g
Oracle JVM is enabled by default. No additional steps required.

iv. JAVASYSPRIV role is granted to system account
You can grant this role to system account by executing:

SQL> grant JAVASYSPRIV to system;
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9.2 Overview

OBM will backup your Oracle database by taking the following steps.

Vi.

Vii.

Note:

Connect to the Oracle database using SQL*NET over TCP/IP
Run all Pre-Commands of this backup set
If the backup type to run is [Database Backup type],

a. all data files in each of the tablespace(s) selected are copied to the temporary directory
specified by this backup set

b. if there are temporary files in the database, the script to re-create the temporary files is
generated to a file located in the temporary directory specified by this backup set

C. all non-default initialization parameters will be spooled to an initializing file located in the
temporary directory specified by this backup set

d. all control files will be copied to the temporary directory specified by this backup set

e. all archived log files will be copied to the temporary directory specified by this backup set
If the backup type to run is [Archived Log Backup type],

a. all archived log files will be copied to the temporary directory specified by this backup set
Run all Post-Commands of this backup set

Upload all files copied to the temporary directory to the AcadiaBackup Server

Remove temporary files from the temporary directory if [Setting] -> [Temporary Directory for
storing backup files] is enabled

If your Oracle database is running on Windows, please install OBM onto the computer running the Oracle database
if OBM is to backup this Oracle database. This will shorten the time required to backup the Oracle database.
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9.3

How to backup an Oracle Database

Please follow the instructions below to backup your Oracle database to the AcadiaBackup Server.

Acadia Systems, Inc.

Install OBM onto your computer

ii. Open OBM

Right click the AcadiaBackup icon available in the system tray B and choose [Open]

Backup 4
Backop and Logoff 4
Backup and Restart L4
Backop and Shutdown

Help
Stop Bunning Backop  F

Exit

[ 1446

iii. Create a backup set

a. From the Menu, Choose [Backup Set] -> [New] -> [Oracle Database Backup Set]

Backup  View

-10f x|
File Backup Set
Remove ) Lotus Backup Sat bt~ MESALBackupSet1
Save MS Exchange Backup Set
Exit MS SQL Senver Backup Set
| =1 SOLBackupSet-1
L AL B M Bl rosoft SQL Serer Backup
Oracle Datahase Backup Set
SaLgerer————————
LoginID: =&
{53 Backup Source Password:
[ Backup Schedule
[ command Line Toal FES—
- L setting
i By Encryption
Log Table (MSSCLBackupSet-1) I3
Type | Log Tirme
Backup | Log
‘Welcumelu Online Backup Manager! ‘Guula (Remaining/ Total); 49.9G 7506 | Last Backup: 2004-07-22 14:32
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b. Enter a name for your backup set

Backup Set

Please type a name for this Backup Set

Name: IOrac\EEackupSeM

Type
Qra
Logi

Password I

Cracle Database Server Backup

cle Datahase Server

in 10 Iaystem

Host

Part

SID;

1521

= Previous Mext =

Cancel

C. Enter the system password, the Oracle Database Server Host Name, TNS Port and SID

d. Select the tablespace(s) you want to backup

Bacl
Ple:

kup Source
ase select tablespaces to be backed up.

]

Oracle Database Server
[ 4 5¥STEM
[ 81y OEM_REPOSITORY

- [#5ReS
5 TEMP

[#5 USERS

- EgINDx

Temporary disk space used for storing spoal files

e

\BackupiOracleDB

= Previous Mext =

Change

Cancel

e. Enter a temporary location to store the database file(s) before they are sent to the
AcadiaBackup Server

f. Set the backup schedule for database backup and archived log backup

Backup Schedule
Flease schedule the backup time.

\Archived Logs BackupSchedule (Type: Archived Logs, Weekly - Mc

o

Add | Remowe | Fropeties |

B

= Previoug Next =

Cancel
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Mame: |Database - complete BackupSchedule

Backup
(+ Database - complete
" Database - differential

" Transaction log

Type
= Daily * Weekly " Monthly ~ Custom

~Day
Backup on the following day(s) every week:
[~ Sunday I~ Monday [~ Tuesday [~ Wednesday

[~ Thursday  [v Friday [~ Saturday
~Start

Start Time ¢hh:mm): |21 vI:IDD vl
~Stop

Stop on completion (Full Backup)

0):4 | Cancel

Note: You can have more than one schedule in a backup set, i.e. you can perform intra-day transaction log backup
by adding more than one daily transaction log backup schedule to your backup set.

g. Set the encryption algorithm, encryption mode and encrypting key for this backup set

Encryption Setting

Flease setup the encryption sefting of the Backup Set.

I~ Do NOT use encryation.

Algorithm: gE
Mode:
& CBC (Cipher Block Chaining)

" ECB (Electronic CookBook)

Encrvpting Key |

Caonfirm Encrypting Key. I

< Previous Next = Cancel

Hint: For maximum security, please select AES (Advanced Encryption Standard) Algorithm,
CBC (Cipher Block Chaining) mode and use an encrypting key with more than 8 characters.

iv.  Run Backup

a. Select the backup set you want to run on the left panel and press the [Start Backup] button
)

b.  Select the backup type (e.g. Database Backup, Archived Log Backup) you would like to
perform

Batkup

 Database (Tablespaces, Contral & Init File, Archived Logs)

" Archived Logs

OK Cancel
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C. Select [Off-site Backup Server] to start backing up your files to the AcadiaBackup Server.

Backup to

" Local Hard Digk (Seed Load Utility)

Start the backup for [CracleBackupSet1]

oK Cancel

9.4 How to restore an Oracle Database

Please follow the instructions below to restore your Oracle 8i/9i databases from the AcadiaBackup Server.

Download the backup files from the AcadiaBackup Server

Please refer to the [Quick Start - Backup File] section for information on how to download backup
files from AcadiaBackup Server.

Put all data files back in their original locations

Control files, data files and archived logs are stored on the AcadiaBackup Server along with their
full path information. You just need to put all these files back to their original locations when
performing a database restore.

Put the PFILE back in its default location

Oracle 8i: $ORACLE_HOME/dbs/init<SID>.ora
Oracle 9i: $ORACLE_HOME/admin/<SID>/pfile/init.ora

Restore Database

(if using Oracle 8i) Use Server Manager to restore you database by doing the following:
a. Run Oracle Server Manager (svrmgrl)

b. Connect to the target database

C. Startup mount

d. Reapply all transactions from the archived log files

e. Open database

Oracle 8i Example:

$ svrmgrl
SVRMGRL> connect internal

SVRMGR> startup mount;
ORACLE instance started.

Total System Global Area 95874448 bytes
Fixed Size 64912 bytes

Variable Size 52744192 bytes
Database Buffers 40960000 bytes
Redo Buffers 2105344 bytes

Database mounted.

SVRMGRL> recover database using backup controlfile

ORA-00279: change 419671 generated at 06/14/06 02:51:49 needed for thread 1

ORA-00289: suggestion : /data/ora815/vin/archive/ARCH0000000225.L0G

ORA-00280: change 419671 for thread 1 is in sequence #225

ORA-00278: log file "/data/ora815/vin/archive/ARCH0000000224.L0G" no longer needed for this
recovery

Specify log: {<RET>=suggested | filename | AUTO | CANCEL}

AUTO

Log applied.

ORA-00279: change 547222 generated at 06/18/06 19:58:26 needed for thread 1

ORA-00289: suggestion : /data/ora815/vin/archive/ARCHO000000384.L0G

ORA-00280: change 547222 for thread 1 is in sequence #384

ORA-00278: log file "/data/ora815/vin/archive/ARCHO000000383.L0G" no longer needed for this
recovery
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(if using Oracle 9i) Use Recovery Manager to restore you database by doing the following:

ORA-00308: cannot open archived log "/data/ora815/vin/archive/ARCHO000000384.L0G"
ORA-27037: unable to obtain file status

Linux Error: 2: No such file or directory

Additional information: 3

SVRMGR> recover database using backup controlfile until cancel

ORA-00279: change 547222 generated at 06/18/06 19:58:26 needed for thread 1
ORA-00289: suggestion : /data/ora815/vin/archive/ARCH0000000384.L0G
ORA-00280: change 547222 for thread 1 is in sequence #384

Specify log: {<RET>=suggested | filename | AUTO | CANCEL}

CANCEL

Media recovery cancelled.

SVRMGR> alter database open resetlogs;

Statement processed.

a. Run Oracle Server Manager (rman)

b. Connect to the target database

C. Startup mount

d. Reapply all transactions from the archived log files to the last sequence

e. Open database

Oracle 9i Example:

C:\>rman nocatalog
Recovery Manager: Release 9.2.0.1.0 - Production

Copyright (c) 1995, 2002, Oracle Corporation. All rights reserved.
RMAN> connect target

connected to target database (not started)

RMAN> startup mount

connected to target database (not started)

Oracle instance started
database mounted

Total System Global Area 269556596 bytes
Fixed Size
Variable Size

Database Buffers
Redo Buffers

453492 bytes
243269632 bytes

25165824 bytes

667648 bytes

RMAN> recover database until sequence=63 thread=1;

Starting recover at 24-JUN-06
allocated channel: ORA_DISK_1
channel ORA_DISK_1: sid=11 devtype=DISK

starting media recovery

archive log thread 1 sequence 56 is already on disk as file
C:\ORACLE\ORADATA\VIN\ARCHIVE\1_56.DBF

archive log filename=C:\ORACLE\ORADATA\VIN\ARCHIVE\1_56.DBF thread=1 sequence=56
log ename=C:\ORACLE\ORADATA\VIN\NARCHIVE\1_57.DBF thread=1 sequence=57
log ename=C:\ORACLE\ORADATA\VIN\NARCHIVE\1_58.DBF thread=1 sequence=58
log ename=C:\ORACLE\ORADATA\VIN\ARCHIVE\1_59.DBF thread=1 sequence=59
archive log ename=C:\ORACLE\ORADATA\VIN\ARCHIVE\1_60.DBF thread=1 sequence=60
archive log ename=C:\ORACLE\ORADATA\VIN\ARCHIVE\1_61.DBF thread=1 sequence=61
archive log filename=C:\ORACLE\ORADATA\VIN\ARCHIVE\1_62.DBF thread=1 sequence=62
media recovery complete

Finished recover at 24-JUN-06

RMAN> alter database open resetlogs;

database opened
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10 Backup/Restore Microsoft SQL Server 7.0 /2000

This chapter will describe in detail how to use OBM to backup your Microsoft SQL Server 7.0 / 2000 server and
how you can restore your Microsoft SQL Server 7.0 / 2000 server from the backup files.

10.1 Requirements

i OBM must be installed on the computer running Microsoft SQL Server.

ii. Data from Microsoft SQL Server will be backed up to a temporary directory before it is sent to the
AcadiaBackup Server. Please make sure you have sufficient space on your computer to store the
data before you run the backup job.

10.2 Overview

OBM will backup your Microsoft SQL Server database(s) by taking the following steps:
i Before running any backup activities, OBM will run all Pre-Commands defined for the backup set.

ii. For each database that is to be backed up, OBM will issue a database / transaction log backup
command to Microsoft SQL Server to backup each database to a Microsoft SQL Server database
backup file (*.bak file) and save it in the temporary directory you specified.

iii.  After all *.bak files have been spooled to the temporary directories, OBM will run all Post-
Commands defined for the backup set.

iv. OBM will upload all files copied to the temporary directory to the AcadiaBackup Server.

v.  OBM will remove temporary files from the temporary directory if [Setting] -> [Temporary
Directory for storing backup files] is enabled
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i Open OBM

10.3 How to backup Microsoft SQL Server database(s)

Please follow the instructions below to backup your Microsoft SQL Server databases using OBM.

Right click the AcadiaBackup icon available in the system tray B and choose [Open]

Backup 4

Backup and Logoff 4

Backup and Restart r

Backup and Shutdown  #

Help

Stop Bunming Backup  F

Exit —

B 14:46

ii.  Create a backup set

a. From the Menu, Choose [Backup Set] -> [New] -> [MS SQL Server Backup Set]

Backup  Wiew

=10l

File Backup Set

Remove »

Laotus Backup Set

gt- M5SGLBackupSet-1

Save WS Exchange Backup Set

MySOL Backup Set
Oracle Database Backup Set

SGLBackupSet-1

rosoft 8GL Server Hackup

BackupSet T
E-[Hg MySQLBackupSet-1
-y Backup Source
i Backup Schedule

Login 1D

sa

Passward: *e

al Server————————————————— |

- command Line Tool

(5§ setting

Properties

L By Eneryption

Log Table (MESGALBackupSet-1)

Type |

Log

Time

Backup | Log

‘WEIEDmEm Online Backup Manager!

Guota (Remaining / Total): 48 3G / 506G |Last Backup: 2004-07-22 14:32

b. Enter a name for your backup set

Backup Set
Please type a name for this Backup Set.

Narne: [MS8QLBackupSet1
Type: Microsoft SQOL Server Backup

Microsoft SQL Server

Login 1D Isa

Password, I

= Previgus Mext =

Cancel
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C. Enter the Microsoft SQL Server administrator username and password

d. Select the database(s) you want to backup

Backup Source
Please select databases o he hacked up.

[ H Microsor SOL Server
Lo master
SO @ tempdn

pubs
Morthwind
abe

incent
new_model

Termporaty disk space used for storing spool files

IC \BackupiMSsQLEerer Change
< Previous eyt = Cancel

e. Enter a temporary location to store the backup files before they are sent to the AcadiaBackup
Server

f. Set the backup schedule for full database backup and transaction log backup

Backup Schedule
Please schedule the backup time.

D). nlete B

Transaction log BackupSchedule (Type: Log; Weekly - Monday, Tu

1| | |

Add | Rermowe | Properties |

< Previous eyt » Cancel

(Note: You can have more than one schedule in a backup set, i.e. you can perform intra-day
transaction log backup by adding more than one daily transaction log backup schedule to
your backup set)

g. Set the encryption algorithm, encryption mode and encrypting key for this backup set

Encryption Setting

Please setup the encryption setting of the Backup Set

[~ Do MNOT use encryption

Algarithm:
Made:
¥ CBC (Cipher Block Chaining)

" ECB (Electronic CookBook)

Encrypting Key: I

Canfitrn Encrypting Key: |

= Previous Mesxt = Cancel

(Hint: For maximum security, please select AES (Advanced Encryption Standard) Algorithm,
CBC (Cipher Block Chaining) mode and use an encrypting key with more than 8 characters.)

Acadia Systems, Inc. Page 62 of 122 http://www.AcadiaBackup.com



Acadia 574Z£m4, [snc. AcadiaBackup v5.2
User’s Guide

iii.  Run Backup

a. Select the backup set you want to run on the left panel and press the [Start Backup] button
)

b.  Select the backup type (e.g. Complete, Differential, Transaction Log) you would like to
perform

Backup

 Database - completel
¢ Database - differential

" Transaction log

oK Gancel

C. Select [Off-site Backup Server] to start backing up your files to the AcadiaBackup Server.

Backup to

@ DMFsite Backup Server

" Local Hard Disk (Seed Load Utility)

Start the backup for MSSQL BackupSet] 7

OK Cancel

10.4 How to restore Microsoft SQL Server database(s)

Please follow the instructions below to restore your Microsoft SQL Server databases from the AcadiaBackup Server.

i Download the backup files (.bak) from the AcadiaBackup Server

Please refer to the [Quick Start - Backup File] section for information on how to download backup
files from the AcadiaBackup Server.

ii. Open Microsoft SQL Enterprise Manager

You can open Microsoft SQL Enterprise Manager from [Start Menu] -> [Program] -> [Microsoft
SQL Server] -> [Enterprise Manager]

iii. (Optional) Restore “master” database

You need to restore “master” database if you:

are rebuilding all your databases from scratch

have changed any server-wide or database configuration options

have added logins or other login security-related operations

have created or removed logical backup devices

have configured the server for distributed queries and remote procedure calls, such as adding
linked servers or remote logins

Pooop

You do not need to restore your master database if you just want to restore a user database. For
more information on Microsoft SQL Server “master” database, please visit
http://www.microsoft.com/sql/.

To restore the “master” database, please do the following:

a.  Start Microsoft SQL Server in “Single User Mode”

1. Right click your Microsoft SQL Server and select [Properties]

Acadia Systems, Inc. Page 63 of 122 http://www.AcadiaBackup.com



Acadia Systems, Inc.

AcadiaBackup v5.2
User’s Guide

2.

3.

4.

7 SOL Server Euberprise Manager - [Console Rout\Microsolt SOL ServersiS

) Console  Window  Help
Bk Wew  Took || 40 = | E)E| X T [ ER B || SE
Tres | Dtobases & Trems

A FOmE

=10l
=il

| Cansale Root

= W] Mcrosoft SOL Servers l_l l_l
s ] SO0 Serve Grous s nater

| Mews S04 Server Regetration. .

Edit S04 Server Reyitralion propesties. ..

Disdete S0L Sérver Regstration

Disconnnct

oy

Fause

LopeL

Hew ’
A Torsks 3

N Wirdowy From Hers

Detste
Fenfrash

IE!!_i_i

Cptng proparty sheet for the cumenk slechin.

[}

model

Press the [Startup Parameters] button

SQL Server Properties - WINZ0DOO-EN

x|

Comections | SewerSeftings |  Databass Seffings |
Gereral | Memory Processor | Secuiy
@ Hamne wIl20000-EN
Prauct SO Server Enterprise
Dperating system windows NT - 511 (2195)
Product version: 700823
Language: Englsh [Urited States)
Platfarm: NT INTEL 85
05 memory 256(MB)
Pracsssors 1
Rt drectony: FAMSSOLT
Code page CPi252
AutoStart policies when the operating system starts
I~ hutostan S0L Server Agent
I Autostart MEDTC
Startup parameters...
ok | Cancel |z Help

3 s U

Heorbtnired nkr

Add a “-m” parameter to the [Startup Parameters]

Parameter

-dC:4Pragram Files\Microzoft SOL Server
-eC:\Pragram FileshMicrozaft SOL Server
-|C:\Pragram Files\Microsoft SOL Server',

K I— i

Cancel |

-m
I Bemove |
Exigting parameters

Help

Restart Microsoft SQL Server

L]

Lol

From [Enterprise Manager], right click your Microsoft SQL Server and select [Stop] and

then [Start].
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b.

2.

3.

=lolx|
|%8h Console  window  Help ‘;lilﬂ
[ acton vew ook || & = | @[m | X N B 3

S ltems

Getting Started Taskpad

Tree I W INZ0000-EN (Windows NT)

|1 Console Roat
-8 Microsoft SQL Servers
=40 5OL Server Group
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Hew SQL Server Registration. .

Y
Edit SGL Server Registration properties. . Sl
Delete SQL Server Registration
import or
export data
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SOL Server
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View 3
Met Window From Here

Delete
Refrash

Properties

Help

L Server Enterprise Manager - [Console Root

| Console

_iolx]
[=Lalxl
NETE L

Window  Help

ﬂctinn View  Toolks |J & |

Tree |

X =R 2|k

SQL Server Group

[ Console Roat %
0] icrosaft S0L Servers

=4 AL Server Gronp? WINZ0000-EN

= %m New SQL Server Registration. ..

(i

1 [tem

Edit SQL Server Registration praperties...
Delete SOL Server Registration

Connect
Stop
Pause

Mew >
All Tasks 3

Mew Window From Hers

Delete
Refrash

4 Properties

Help

Restore “master” database

From [Enterprise Manager] -> [Tools] -> [Restore Database]

" SQL Server Enterprise Manager - [Console Root'Microsoft SQL Serve: o ] -4
|%8) Console  window Help | =121 ]
| acon yew ok || =+ Bm@E|XEE/[ @)% N FO@EEB |
Tree | Data Transformation Services ¥ [ (indows NT 5 Trems

Job Scheduling...

|1 Console Root

- - Replication * § Started Taskpad
BBl Merosoft S ¢ odesing,
ERE

SQL Server Query Analyzer
SQL Server Profilsr

T A,

. stupyour  momtoryerSOL  importar axport
Database Stripting... M dieon " gane "
Wizsrids. .,

Database Maintenance Planner...

Backup Databas fea

SQL Server Configuration Properties, .
Manage SQL Server Messages...

External Taols...
Optians...
Font..

Terming

Select [master] in the [Restore as database] drop down list

Select the [From device] radio button.
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4. Press the [Select Devices] button.

Restore database

General | Options |

% Restare as database: Imastel

Restore: © Datsbase

© Fiegoups o files @ From device

Devices: |

Backup rurter |1 Yiew Conterts,

% Restore backup sat
+ Datshass - complete:
" Database - diferential
£ Transaction log
£ File or flegioup

" Read backup set information and add ta backup history

ak Caricel

Help

5. From the [Choose Restore Devices], press the [Add] button.

Choose Restore Devices x|
“When the backup is restored, SOL Server will attempt to restare from the
devices listed below:

Backup set: (Uniknawn)
Restors from: QR () e
Device name R |
Edt
Remove
9 | _Femsvesl
Media veriication option
I~ Dniy restore from media with the following hame:
Hedename: |
ok Cancel

6. From the [Choose Restore Destination] panel, press the [...] button to choose your master

backup (*.bak) from your backup files
B

Choose the file name or backup device to use for the
=) resiore aperation. Backup devices can be created o fles
that you use frequently.

& Fie name! IF\MSSQL?\BAEKUF’\ _|
" Backup device: | =1

7. Press the [OK] button, to start restoring the “master” database.

C. Restart Microsoft SQL Server in “Normal Mode”

1. Remove “-m” parameter from the [Startup Parameters] as in previous step

2. Restart your Microsoft SQL Server as in previous step

iv. (Optional) Restore “model”, “msdb” and “distribution” database

You need to restore the “model” database if you have changed the database template of your SQL

Server.

You need to restore the “msdb” database if you have changed the scheduling information or you

want to restore the backup and restore history of your databases.

Acadia Systems, Inc.

Page 66 of 122

http://www.AcadiaBackup.com



Acadia 574Z¢m4, [snc. AcadiaBackup v5.2
User’s Guide

You need to restore the “distribution” database if you are running the replication components of
SQL Server.

You do not need to restore these databases if you just want to restore a user database. For more
information on Microsoft SQL Server “model”, “msdb” and “distribution” database, please visit
http://www.microsoft.com/sql/.

You need to restore each of these databases one-by-one. To restore any of these databases,
please do the following:

a. From [Enterprise Manager] -> [Tools] -> [Restore Database]
b.  Select the database to be restored in the [Restore as database] drop down list
C. Select the [From device] radio button.
d. Press the [Select Devices] button
e. Press the [...] button to choose your backup files (*.bak) for the database to be restored
f. Press the [OK] button
Vv. Restore user database(s)
For each of the database you would like to restore,
a. From [Enterprise Manager] -> [Tools] -> [Restore Database]
b.  Select the database to be restored in the [Restore as database] drop down list

C. Select the [Database] radio button.

Restore database f x|

General | Options |
% Restore as database: Iahc =]

Fiestore: & Database © Fiegioups ot files © From device

Shoy backups of database: =

First backup to restore: [13/11/2001 105243 - =l

I™ Faint i time restare: J
Restore | Type | Backup oot dste | Sizs | Restore rom | Backup st name

& 13/11/2000 1 OKb CAMSSOL

< | |
Eicperties

oK, Cancel | Hep |

d. From the [Show backups of database] drop down list, select the database to be restored

e. From the [First backup to restore] drop down list, select the snapshot of the database you
would like to restore to.

You can restore your database to the snapshot of your database at any point in time between
the time you did your full backup and the time you did your last subsequent backup.

f. Change the [Restore From] entry

If your backup files (*.bak) are not in the default directory, you need to update the full path
to your backup files by pressing the [Properties] button.

g. Press the [OK] button
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vi. All database(s) restored successfully
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11 Backup/Restore Lotus Domino / Notes

This chapter will describe in detail how to use OBM to backup your Lotus Domino server / Notes client 5/ 6 / 6.5
and how you can restore your Lotus Domino server / Notes client 5 / 6 / 6.5 from the backup files.

11.1 Requirements

i OBM must be installed on the computer running Lotus Domino server / Notes client.

ii. Data from Lotus Domino server / Notes client will be backed up to a temporary directory before it
is sent to the AcadiaBackup Server. Please make sure you have sufficient disk space on your
computer to store this data before you run the backup job.

iii. Lotus Domino server must run with archive transaction logging enabled

To set up transaction logging in archive style, please do the following:

a. Ensure that all databases to be logged reside in the Domino data directory, either at the root
or in subdirectories.

b. From the Domino Administrator, click the Configuration tab.

a. In the "Use Directory on" field, choose the server's Domino Directory.
b. Click Server Configuration, and then click Current Server Document.
C. Click the Transactional Logging tab.

d. Complete these fields, and then save the document.

Field Enter
Transactional Logging | Choose Enabled. The default is Disabled.

Log path Path name location of the transaction log.

The default path name is \LOGDIR in the Domino
data directory, although it is strongly recommended
to store the log on a separate, mirrored device, such
as a RAID (Redundant Array of Independent Disks)
level O or 1 device with a dedicated controller.

The separate device should have at least 1GB of disk
space for the transaction log. If you are using the
device solely for storing the transaction log, set the
"Use all available space on log device" field to Yes.

Logging style Choose Archive. The default is Circular.

Maximum log space The maximum size, in MB, for the transaction log.
Default is 192MB. Maximum is 4096MB (4GB).
Domino formats at least 3 and up to 64 log files,
depending on the maximum log space you allocate.

Use all available space| Choose one:

on log device * Yes to use all available space on the device for
the transaction log. This is recommended if you
use a separate device dedicated to storing the
log. If you choose Yes, you don’t need to enter a
value in the "Maximum log space" field.

. No to use the default or specified value in the
"Maximum log space" field.

Automatic fixup of Choose one:

corrupt databases . Enabled (default). If a database is corrupt and
Domino cannot use the transaction log to
recover it, Domino runs the Fixup task, assigns
a new DBIID, and notifies the administrator that
a new database backup is required.

. Disabled. Domino does not run the Fixup task
automatically and notifies the administrator to
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run the Fixup task with the -J parameter on
corrupt logged databases.
Runtime / Restart This field controls how often Domino records a
performance recovery checkpoint in the transaction log, which
affects server performance.

To record a recovery checkpoint, Domino evaluates

each active logged database to determine how many

transactions would be necessary to recover each
database after a system failure. When Domino
completes this evaluation, it:

. Creates a recovery checkpoint record in the
transaction log, listing each open database and
the starting point transaction needed for
recovery

. Forces database changes to be saved to disk if
they have not been saved already

Choose one:

* Standard (default and recommended).
Checkpoints occur regularly.

. Favor runtime. Domino records fewer
checkpoints, which requires fewer system
resources and improves server run time
performance.

. Favor restart recovery time. Domino records
more checkpoints, which improves restart
recovery time because fewer transactions are
required for recovery.

Notes:

You can only run transaction log backup if you have transaction logging enabled and you are
using archive mode. This command does not apply if you have transaction logging enabled but
not in archive mode, or if transaction logging is not enabled at all. If you try to issue it, you will

receive an error message.

11.2 Overview

OBM will backup your Lotus Domino server / Notes client by taking the following steps:

Vi.

Run all Pre-Commands defined for this backup set

If the backup type to run is [Database Backup type],

a. all file(s) / database(s) selected are copied to the temporary directory specified by this

backup set

b.  the notes.ini file, if selected, will be copied to the temporary directory

C. only filled log extents will be copied to the temporary directory, and the Domino server is
notified of their availability for reuse (for Domino server only)

(for Domino server only) If the backup type to run is [Transaction Log Backup type],

a. only filled log extents will be copied to the temporary directory, and the Domino server is
notified of their availability for reuse

Run all Post-Commands of this backup set

Upload all files copied to the temporary directory to the AcadiaBackup Server

Remove temporary files from the temporary directory if [Setting] -> [Temporary Directory for
storing backup files] is enabled
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11.3 How to backup Lotus Domino / Notes database(s) / file(s) on
Windows

Please follow the instructions below to backup your Lotus Domino server / Notes client databases / files using OBM.
i Open OBM

Right click the AcadiaBackup icon available in the system tray and choose [Open]
Open

Backup
Backup and Logoff
Backup and Restart

»
3
3
Backup and Shotdown »

Help
stop Bunmning Backop  #

Exit

[T 1446
ii. Create a backup set

a. From the Menu, Choose [Backup Set] -> [New] -> [Lotus Backup Set]

E =10l x|
Backup View
File Backup Set
Remare » et - MESELBackupSet-1
Save MS Exchange Backup Set
Exit MS SQL Server Backup Set
! SaLBackupSet1
{ B rosoft SAL Server Backup
(FIMBExct COracle Database Backup Set L5
erver |
(31 BackupSet-7 i
-l MySQLBackupSet-1 cmer e
{3 Backup Source Fassword: ==
*-Jigh Backup Schedule
+[P]command Line Tool E———
-1 Sefting
L By Encryption
Log Tahle (MSSQLBackupSet1) @
Type | Log Time |
Backup | Log
‘We\cume 1o Online Backup Manager! ‘Quma (Remaining/ Total): 49.9G /506G LastBackup: 2004-07-22 1432

b. Enter a name for your backup set

o new Lotus Backupset ]
[ Backup Set
Please type a name for this Backup Set

Marme: |LntusBackupBetr1
Type:  Lotus Domino Server Backup

| Lotu:

notes.ini |D\Lmus\Dommu\nmes.\m

Cancel = Frevious. Mext =

Acadia Systems, Inc. Page 71 of 122 http://www.AcadiaBackup.com



Acadia 574&44\4, [snc. AcadiaBackup v5.2
User’s Guide

C. Select the Backup Set Type (Lotus Domino Server Backup / Lotus Notes Client Backup)

d. Select the database(s) / file(s) you want to backup

Add new Lotus Backup Set x|

~Backup Source

Please selectfiles orfand directaries to be backed up.

2

- 11 mail | L'LI
“Temporary directory for storing backup files

|C\Backup\\_otus Change

¥ Remove temporary files after backup

Cancel = Previous MNext =

e. Enter a temporary location to store the backup files before they are sent to the AcadiaBackup
Server

f. Set the backup schedule for Database Backup

[ Backup Schedule

Please schedule the hackup time.

Transaction Log Backup Schedule (Type: Transaction log; Weekly

K| | ol

Add | Remaove | Froperties |

= Previous Mexd = Cancel

g. Set the backup schedule for Transaction Log Backup (for Domino server only)
(Note: You can have more than one schedule in a backup set, i.e. you can perform intra-day

transaction log backup by adding more than one daily transaction log backup schedule to
your backup set)

h.  Set the encryption algorithm, encryption mode and encrypting key for this backup set

rEncryption Setting

Please setup the encryption setting of the Backup Set.

I~ Do MOT use encryption.

Algarithm: |Twofish »

Made:
i+ CBC (Cipher Block Chaining)

i~ ECB (Electronic CookBook)

Encrypting Key: I

Confirm Encrypling Key: I

= Previous Mexd = Cancel

(Hint: For maximum security, please select AES (Advanced Encryption Standard) Algorithm,
CBC (Cipher Block Chaining) mode and use an encrypting key with more than 8 characters.)
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iii.  Run Backup

a. Select the backup set you want to run on the left panel and press the [Start Backup] button
)

b.  Select the backup type (e.g. Database, Transaction Log) you would like to perform (for
Domino server only)

Backup

* Database (hotes.ini, Databases, Files, Transaction Logs)

" Transaction Logs

Ol Cancel |

C. Select [Off-site Backup Server] to start backing up your files to the AcadiaBackup Server.

x

Backup to

@ psite Backup Server

" Local Hard Disk (Seed Load LHilih)

Startthe backup for [LotusBackupSet1]

0K Cancel
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11.4 How to restore Lotus Domino / Notes database(s) / file(s) on
Windows

Please follow the instructions below to restore Lotus Domino server / Notes client database(s) / file(s) from the
AcadiaBackup Server.

Install Lotus Domino server / Notes client back to its original folder (if required)

Install OBM

Please refer to the [Installation] section for information on how to install OBM onto your computer.

Shutdown Lotus Domino Server

If you want to perform a full domino restore (restore all databases and files):

a.

d.

e.

Download the backup files to be restored from the AcadiaBackup Server and save them back
to their original locations. This includes notes.ini, all backup files from the lotus domino data
directory and all archived transaction logs

Modify the “DominoRecover.bat” located under the bin directory of the OBM installation to
reflect your setup. You need to specify the lotus executable directory.

For example change the PROGRAM_DIR to:
PROGRAM_DIR=C:\Lotus\Domino

Run “DominoRecover.bat” and press ‘Y’ to continue.
For example: C:\program files\obm\bin\DominoRecover.bat

This will run media recovery for all databases (*.nsf and mail.box) found under the Lotus
data directory (e.g. C:\Lotus\Domino\Data). You should see something similar to the screen
below.

Media Recovery Example:

C:\program files\obm\bin>DominoRecover.bat
Media Recovery Utility for Lotus Domino 5.0 or above

Please make sure that you have done the following:

1. Reinstall Lotus Domino on this computer in the same directory

2. Restore Notes.ini to the Lotus Domino installation directory
(e.g. C:\Lotus\Domino)

3. Restore Domino Data directory back to the directory defined
in Notes.ini (e.g. C:\Lotus\Domino\Data)

4. Restore all archived transaction logs to the directory defined
in Notes.ini (e.g. C:\Lotus\Domino\Data\logdir)

Continue ? (Y) or (N) y

Running media recovery ...

Please wait, creating new transaction logs in directory: C:\logdir\
02/12/2006 14:39:19 Recovery Manager: Restart Recovery complete. (070
databases needed full/partial recovery)

Media Recovery Replay (122 MB): 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
02/12/2006 14:39:22 Recovery Manager: Media Recovery complete for
C:\Lotus\Domino\Data\admin4.nsf, last update applied .

Backup file C:\Lotus\Domino\Data\admin4.nsf recovered.

Media Recovery Replay (122 MB): 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
02/12/2006 14:40:57 Recovery Manager: Media Recovery complete for
C:\Lotus\Domino\Data\statrep.nsf, last update applied .

Backup file C:\Lotus\Domino\Data\statrep.nsf recovered.

C:\program files\obm\bin>

All content of all database(s) are now rolled forward to the last committed transaction found
in the last archived transaction log.

Restart Lotus Domino server
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V.

If you just want to restore a single database:

a. Download the database file to be restored from the AcadiaBackup Server and save it back to
its original location.

b. (optional) If you need to perform media recovery on this database, please download all
archived transaction logs and save them back to their original locations

c. Modify the “DominoRecover.bat” located under the bin directory of the OBM installation to
reflect your setup.

For example we will recover the “admin4.nsf” and have restored the file to
C:\restore\notesdata, change the tags to:
PROGRAM_DIR=C:\Lotus\Domino
INPUTFILE=C:\restore\notesdata\admin4.nsf
RESTOREDB=C:\Lotus\Domino\Data\admin4.nsf
RECDATE=18/01/2007
RECTIME=00:02

d. Run “DominoRecover.bat”.

You should see something similar to the screen below.

Media Recovery Example:

C:\program files\obm>DominoRecover.bat
Media Recovery Utility for Lotus Domino 5.0 or above

Running media recovery ...

Restart Analysis (0 MB): 100%

18/01/2007 14:42:15 Recovery Manager: Restart Recovery complete. (0/0
databases needed full/partial recovery)

Media Recovery Replay (122 MB): 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
18/01/2007 14:42:17 Recovery Manager: Media Recovery complete for
C:\Lotus\Domino\data\admin4.nsf, last update applied .

Backup file C:\Lotus\Domino\data\admin4.nsf recovered.

C:\Lotus\Domino>

e. All content of the database is now rolled forward to the last committed transaction found in
the last archived transaction log.

f. Restart Lotus Domino Server
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11.5 How to backup Lotus Domino / Notes database(s) / file(s) on
Linux

Please make sure that the user running OBM has sufficient privileges to read and write to the “notesenv” file
located in the “bin” subdirectory of where OBM is installed. This file is used by OBM to store the location of the
domino/notes application executables. e.g. use chmod to set read, write & execute permissions

# cd $OBM_HOME/bin
# chmod 777 notesenv

Please follow the instructions below to backup your Lotus Domino server / Notes client databases / files using OBM.

i Open OBM by typing the following in a terminal
# cd $OBM_HOME
# ./bin/BackupManager.sh

ii. Create a backup set

a. From the Menu, Choose [Backup Set] -> [New] -> [Lotus Backup Set]

Online Backup Manager

Backup Restore Toals view Help

| | File Backup Set
L LIS . . Set-1
(= Save Setting
@ Ext
|#4) MySEL Backup Set
|@ Oraclz Catabase Backup set
T T
Properies
[ Rurt sLhetled Baukup un Viis Lunguter
| rg ~Ahle (FilRRarkipsel- 1) £
Type| Log Time
5 Dackup [T [ og |
|Welcorre 1o Online Backup Managed Queta (Remainng / ~otall: 99.28G / 100G |Last Backup: 2007-01-28 17:43

b. Enter a name for your backup set

Add new Lotus Backup Set

~Backup Set
Please type a name for this Backup Set.

Mame: [LotusBackuaser-1 |
Type: Lotus Domino Server Backup

-Lotus

f e 0ca roesdata notes ini ||_change

Cancel Pravious 7. Mext >
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Select the location of the “note.ini” file. The default path for this will be in the
/local/notesdata folder.

Select the database(s) / file(s) you want to backup

rBackup Sourc

——
|>] : Add new_Lotus Backup Set E3

Please select files arjand directories to be backed up.

?@‘Lmu
¢ A JData
@ [ C1Deskiop
@ [7] (1 IBM_TECHNICAL_SUPPORT
e A dfc
&[] (1 domino

~Temporary directory for storing backup files———————————

i!’ya{r[backup[Lu(us || Change ‘

[¥] Remaove temporary files after backup

Cancel < Previous Mext >

Enter a temporary location to store the backup files before they are sent to the AcadiaBackup
Server. Please make sure that the user running OBM has sufficient privileges to read and
write to this location and sufficient space is available.

Set the backup schedule for Database Backup

[~ Add new, Lotus Backup Set

~Backup Schedul

Please schedule the hackup time

Database BackupSchedule (Tyne: Database; Weekly - Friday)
Transaction log BackupSchedule (Type: Transaction Logs; We

‘ Add H Remowe H Properties |

Cancel < Previous Mext >

Database BackupSchedule Properties

MName: \Database BackupSciedule

~Backup
(@ Databasa (nates inj, Databases, Files, Transaction Logs)

(Z+ Transaction Logs

Typ
) Daily ) Weekly O Monthty ) Custom

-Da

BaLKup ur i Fulluwing uayts) every wesk,
[C] Sunday ] Monday [ Tuesday [ Wednesday
[JI Thursday  [¥] Friday | Saturday

~Start
Stant Time thhcrm): |21 w [ {00 - ‘
Stop

Stop on completion (Full Backup)

Set the backup schedule for Transaction Log Backup (for Domino server only)

(Note: You can have more than one schedule in a backup set, i.e. you can perform intra-day
transaction log backup by adding more than one daily transaction log backup schedule to
your backup set)
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h.  Set the encryption algorithm, encryption mode and encrypting key for this backup set

Add new Lotus Backup Set

~Encryntion Setting
Please setup the encryption setting of the Backup Set

() Default ¢Use Login Password as Encrypting Kevh
® (Custam

|_] Do NOT use encrypation
Algarithm: | AES -
Mode
(@ CBC (Cipher Block Chaining)
(22 ECB (Electronic CookBook)

Encrypting Key ‘
Canfirm Encryting Key. | |

Cancel < Previous Mext =

(Hint: For maximum security, please select AES (Advanced Encryption Standard) Algorithm,
CBC (Cipher Block Chaining) mode and use an encrypting key with more than 8 characters.)

iii.  Run Backup

a. Select the backup set you want to run on the left panel and press the [Start Backup] button
)

b.  Select the backup type (e.g. Database, Transaction Log) you would like to perform (for
Domino server only)

Select Backup Type (LotusBackupSet-1) i

Backup
@:Database (notes.ini, Databases, Files, Transaction Logs)

1 Transaction Logs

C. Select [Off-site Backup Server] to start backing up your files to the AcadiaBackup Server.

Confirm Backup Start

@ Jffsite Backup Server

~Backup to
(¥ _ocal Hard Diss (Seed Load Liilind ‘

Star the backup for [LotusBackupSet-1]7

| CK || Cancel H Qption: > > |

d.  You should get something similar to the screen shot below.
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Bac Bl P Re:

) Toos Wiew Helg
15| save Serting P o o0 M Stp Backup
:;"3 Barkup Controler ,:_‘. {4 Backup 521 - LutusBeckupet-1
2 Use- Profile ~Backup Set
@ Eb {otusBackubelz1 Mame: LotsBatkUpsen-1

touTce = -
Biacn chini Type: Lotus Domine Senve - Backup
 Backun Filter ] Loa Table (LotusBackupFet-1; =
=]Comnmand Line Tool [=gea] Log
ening 3 stert | Linux 2.6.9-22 ELsmg (locahost), OBM 5.2.10 | [2007 01120 OL:58:21]

i Encrotion T Stert running pre comrmands [2007/01/20 01:58:22]
i Rezention Policy € linished running are-cammands [2007/01/30 01:58:22]
%Emra Backup G} Ste backing up Notesinito jvar/batkip/ _otis/1170083 108 [2007/01/30 01:58:22]
e InFllni Tl G End Cacking up Motes. il [2O0F/ULI30 UL5E:22]
CIr Stert backing up Jpdatad tiles/datanases to " fvar/backup/Lotu.. |00/ /01730 OLi58:22]
@ Ba:king Jp "/localjnotesdataldoming fhtml/DAO/ setp.exe’ . [2007/01/30 01:58:27]
\‘7, *flocal/notesdata/dominofhtm|/DAD fsetup.exa” backup sicces. [2007 /01730 01:58:29]
() Baking Jp " /localfnotesdataldomingfhtmlfascan.ico” ... [2007/01/20 01:58:39]
@ “/local/notesdata/domino’html favicon ico" backup successfiily. [2007/01/30 01:58:41]
(:’:1 Baking ap " flocal/natesdlataldomino fhtml fchwa? cad" . [2007/01/30 01:58:41]
() "jlocal/natesdatafdominohtmifdwa7?. ca” oackup successiu ly. [2007/01/30 01:58:42]
@ Baking Jap "flocal/notesdataldoming htmlfdwa7 W, cab' [2007/01/30 01:58:42]
€I *floral/nntesdatajeiaminndhtmijowa 74 cal’ barkup sorcessiully  [2007/01/30 01°58°43]

Backing 4p "/lacaljnotesdataldomino html dwa7 -es_en. dli* [2007/01/20 01:58:44]
@ "Jlocal/notesciatajdominofhtmifcwarres_en.d I backup succes..  [2007J01/30 01:58:45]
@ Batking 4p "flacalfnotesdataldamino il iMotes. cak® [2067/01/20 01:58:45]

1 SBacken WV Restore | koo

Backing up */ uLdlfnutesdata/uurr inc/irmlfiNoess O | Quutd (Rermaining / Tolal), 99.29G [ 100G  Lasl Backup, 2007-01-29 1743

11.6 How to restore Lotus Domino / Notes database(s) / file(s) on
Linux

Please follow the instructions below to restore Lotus Domino server / Notes client database(s) / file(s) from the
AcadiaBackup Server.

i Install Lotus Domino server / Notes client back to its original folder (if required)

ii. Install OBM

Please refer to the [Installation] section for information on how to install OBM onto your computer.
iii.  Shutdown Lotus Domino Server
iv. If you want to perform a full domino restore (restore all databases and files):

a. Download the backup files to be restored from the AcadiaBackup Server and save them back
to their original locations. This includes notes.ini, all backup files from the lotus domino data
directory and all archived transaction logs. If you encounter any access problems, please try
restoring using the “root” user.

b. Make sure that the owner and group permissions of the restored files are the notes user
For example: # chown —R notes:notes /local/notesdata

This will assign the owner and group to all files and directories within /local/notesdata.

c. Modify the “DominoRecover.sh” located under the bin directory of the OBM installation to
reflect your setup. You need to specify the data directory and the lotus executable directory.

For example change the DATA_DIR and LOTUS tags to:

DATA_DIR=/local/notesdata
LOTUS=/opt/ibm/lotus

d. Make sure the current user is the notes user before running the “DominoRecover.sh”.
e. Run “DominoRecover.sh” and press ‘Y’ to continue.
For example: #./usr/local/obm/bin/DominoRecover.sh

This will run media recovery for all databases (*.nsf and mail.box) found under the Lotus
data directory (e.g. /local/notesdata). You should see something similar to the screen below.
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Media Recovery Example:

bash-3.00$ cd /usr/local/obm/bin
bash-3.00$ ./DominoRecover.sh
Media Recovery Utility for Lotus Domino 5.0 or above

Please make sure that you have done the following:

1. Reinstall Lotus Domino on this computer in the same directory

2. Restore Notes.ini to the Lotus Domino installation directory
(e.g. /local/notesdata)

3. Restore Domino Data directory back to the directory defined
in Notes.ini (e.g. /local/notesdata)

4. Restore all archived transaction logs to the directory defined
in Notes.ini (e.g. /local/notesdata/logdir)

Continue ? (Y) or (N) y

Running media recovery .

directory /local/notesdata// already exists

Please wait, creating new transaction logs in directory: /local/notesdata/logdir/
02/01/2007 11:38:43 AM Recovery Manager: Restart Recovery complete. (0/0 databases
needed full/partial recovery)

02/01/2007 11:38:45 AM Recovery Manager: Assigning new DBIID for
/local/notesdata/names.nsf (need new backup for media recovery).

Media Recovery Replay (O MB): 100%

02/01/2007 11:38:45 AM Recovery Manager: Media Recovery complete for
/local/notesdata/dfc/dfc100.nsf, last update applied .

Backup file /local/notesdata/dfc/dfcl00.nsf recovered.

Media Recovery Replay (0 MB): 100%

02/01/2007 11:38:46 AM Recovery Manager: Media Recovery complete for
/local/notesdata/help/decsdoc.nsf, last update applied .

Backup file /local/notesdata/iNotes/help70_iwa_en.nsf recovered.
Media Recovery Replay (O MB): 100%

02/01/2007 11:38:50 AM Recovery Manager: Media Recovery complete for
/local/notesdata/mail/notes.nsf, last update applied

Backup file /local/notesdata/mail/notes.nsf recovered.
bash-3.00$

f. All content of all database(s) is now rolled forward to the last committed transaction found in
the last archived transaction log.

g. Restart Lotus Domino server

V. If you just want to restore a single database:

a. Download the database file to be restored from the AcadiaBackup Server and save it back to
its original location.

b. (optional) If you need to perform media recovery on this database, please download all
archived transaction logs and save them back to their original location

C. Modify the “DominoRecover.sh” located under the bin directory of the OBM installation to
reflect your setup.

For example we will recover the “admin4.nsf” and have restored the file to
/restore/local/notesdata, change the tags to:
DATA_DIR=/local/notesdata
LOTUS=/opt/ibm/lotus
INPUTFILE=/restore/local/notesdata/admin4.nsf
RESTOREDB=/local/notesdata/admin4.nsf
RECDATE=18/01/2007
RECTIME=22:41

d. Make sure the current user is the notes user before running the “DominoRecover.sh”.

e. Run “DominoRecover.sh”.

You should see something similar to the screen below.

Media Recovery Example:

bash-3.00$ cd /usr/local/obm/bin
bash-3.00$ ./DominoRecover.sh
Media Recovery Utility for Lotus Domino 5.0 or above
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f.

g.

directory /local/notesdata// already exists
Recovering backup file ...

Restart Analysis (0 MB): 100%

18/01/2007 03:35:56 PM Recovery Manager: Restart Recovery complete. (0/0 databa ses
needed full/partial recovery)

Media Recovery Replay (1 MB): 30% 50% 80% 100%

18/01/2007 03:35:57 PM Recovery Manager: Media Recovery complete for /local/res
tore/local/notesdata/admind.nsf, last update applied

Backup file /local/restore/local/notesdata/admind._nsf recovered.

Taking database /local/notesdata/admin4.nsf offline ...

Restoring database /local/notesdata/admin4.nsf

from recovered backup file /local/restore/local/notesdata/admind.nsf ...
Database file /local/notesdata/admin4d._nsf restored from /local/restore/local/not
esdata/admin4.nsf

Bringing database /local/notesdata/admind.nsf online ...

Program completed successfully.
bash-3.00$

All content of the database is now rolled forward to the last committed transaction found in

the last archived transaction log.

Restart Lotus Domino Server
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12 Backup/Restore Microsoft Exchange Server

This chapter will describe in detail how to use OBM to backup your Microsoft Exchange Server 2000 / 2003 and
how you can restore your Microsoft Exchange Server 2000 / 2003 from the backup files.

12.1 Requirements

i Microsoft Exchange Server 2000 with Services Pack 3 and post-SP3 update rollup installed. Please
refer to http://www.microsoft.com/exchange/ for more information.
or
Microsoft Exchange Server 2003.

ii. OBM must be installed on the computer running Microsoft Exchange Server 2000 / 2003.

iii. Data from Microsoft Exchange Server will be backed up to a temporary directory before it is sent
to the AcadiaBackup Server. Please make sure you have sufficient space on your computer to
store this data before you run the backup job.

12.2 Overview

A Microsoft Exchange Server 2000/2003 stores its data in Windows Active Directory as well as in its databases. To
fully backup a Microsoft Exchange Server 2000/2003, you need to backup the following components:

i Windows System State

The Windows System State contains the information about your Windows system, including
Windows Active Directory. A Microsoft Exchange Server 2000 / 2003 stores some of its
configuration, e.g. email accounts and mailbox properties, inside Windows Active Directory. It is
important that Windows Active Directory is backed up properly when backing up a Microsoft
Exchange Server.

Active Directory is stored on a Windows Server running as Windows domain controller. If your
Exchange Server is a domain controller, you can simply backup the Windows System State of your
Exchange Server. If your Exchange Server is running as a member server, you will need to install
another copy of OBM onto the domain controller to backup the Windows System State of the
domain controller.

For more information on Active Directory, please refer to
http://www.microsoft.com/windows2000/technologies/directory/ad/default.asp

ii. Microsoft Information Store
Exchange Server stores all emails and documents inside its databases, which are grouped together
as storage groups inside Microsoft Information Store. It is important that Microsoft Information
Store is fully backed up when backing up your Exchange Server.

iii. Microsoft Site Replication Service
Microsoft Site Replication Service is installed automatically when the Exchange Server site
replication feature is enabled. Microsoft Site Replication stores its runtime and configuration
information inside its own database. If you are running your Exchange Server with Site Replication
Service enabled, please make sure that you backup the site replication database as well.

iv. Microsoft Key Management Service (Exchange 2000 only)
Similarly, if you have setup your Exchange Server with Key Management Services enabled, please
make sure that you backup the key management database as well.

OBM will backup your Microsoft Exchange Server by taking the following steps:
V. Run all Pre-Commands defined for this backup set
vi. If the backup type to run is [Database Backup type],
a. Windows System State will be backed up to a temporary directory specified in its backup set

b.  All exchange database(s) selected are backed up to a temporary directory specified in its
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backup set
vii. If the backup type to run is [Transaction Log Backup type],

a. New transaction log extents generated since last backup will be copied to the temporary
directory

viii. Remove transaction log extents backed up from the Exchange Server
iX. Run all Post-Commands defined for this backup set
X. Upload all backup files from the temporary directory to the AcadiaBackup Server

Xi. Remove temporary files from the temporary directory if [Setting] -> [Temporary Directory for
storing backup files] is enabled
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12.3 How to backup Microsoft Exchange Server
Please follow the instructions below to backup your Microsoft Exchange Server 2000 / 2003 using OBM:

i Open OBM

Right click the AcadiaBackup icon available in the system tray B and choose [Open]

Backup 4

Backup and Logoff L4

Backup and Restart r

Backup and Shutdown  #

Help

Stop Bunming Backup  F

Exit —

[<E° 14:46

ii. Create a backup set

a. From the Menu, Choose [Backup Set] -> [New] -> [MS Exchange Backup Set]

-0 |
Backup View
File Backup Set
|
Remove b Lotus Backup Set ot- MSSQLBackupSet-1
Save L 1ange Backup Set
Exit MS BQL Server Backup Set
| = L B oot sOLBackupSet-1
[ETEIIms T
e EEEGL o e rosoft SAL Server Baskup
[#)WEE;  Dracle Datanase Backup Set s
erver———————————————————|
(- (31 BackupSet7
£ [ MyS@LBackupSet-1 LoginD:  sa
i k§y Backup Saurce Pasguard: #reor
- i Backup Schedule
-~ [l command Line Tool Pronetties
- Sefting
‘- 8 Encryption
Log Table (MSSCLBackupSet-1) I3
Type | Log Tirme
Backup | Log
‘Welcnmaln Cnline Backup Manager! ‘Ounta (Rermaining/ Total): 48.9G /150G Last Backup: 2004-07-22 14:32

b. Enter a name for your backup set

[ Backup Set
Please type a name for this Backup Set.

Mame: |MSExchangeBackupSet-1
Type: Microsoft Exchange Server Backup

= Frevious Mext = Cancel

C. Select the database(s) to be backup
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Backup Source

Please select Datahase to be backed up

-1, Wy Computer B
] [~ I System State
= Lﬁ‘ Microsoft Exchange Server
5 = WINZODDEVR
= r[ﬁ' Microsoft Information Stare
(= [T ¥ First Storage Group
w[T] @ Mailbox Store (WINZ0D0SVR)
L[] @ Public Folder Stare (WIN20005VR)
= GO EER =
7 3 abe
O acct
[P @ mail2 =l

~Temparary directary for storing backup files

IC\BaEkup\MBExnhange Change
< Previous | et = Cancel |

If this Exchange Server is also a domain controller for this Active Directory, select the
[System State] checkbox as well. Otherwise, please install OBM on the domain controller for
this Active Directory and select the [System State] checkbox on that computer

d. Enter a temporary directory for storing the backup files before they are sent to the
AcadiaBackup Server

e. Set the backup schedule for Database Backup

Backup Schedule
Please schedule the backup time,

Transaction Log Backup Schedule (Type: Transaction log; Weekly

4 | |

Add | Remove | Properties |

< Previous eyt = Cancel

f. Set the backup schedule for Transaction Log Backup
(Note: You can have more than one schedule in a backup set, i.e. you can perform intra-day
transaction log backup by adding more than one daily transaction log backup schedule to
your backup set)

g. Set the encryption algorithm, encryption mode and encrypting key for this backup set

| Encryption Setting
Please setup the encryption setting ofthe Backup Set.

I~ Do NOT use encryption.

Algarithm: |Twofish =

Mode
* CBC (Cipher Block Chaining)

i~ ECE (Electronic GookBook)

Encrypting Key. I

Canfirm Encrypting Key: |

< Previous eyt = Cancel

(Hint: For maximum security, please select AES (Advanced Encryption Standard) Algorithm,
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CBC (Cipher Block Chaining) mode and use an encrypting key with more than 8 characters.)

iii.  Run Backup

a.

b.

C.

Select the backup set you want to run on the left panel and press the [Start Backup] button

)

Select the backup type (e.g. Database, Log Files) you would like to perform

Backup

* Dalabases

" Log Files

0K Cancel |

Select [Off-site Backup Server] to start backing up your files to the AcadiaBackup Server and
press the [OK] button

Backup o
G5

i Local Hard Disk (Seed Load Utility

fsite Backup Servet

Start the backup for MSExchangeBackupSet-1] 7

K | Cancel |

You should get something similar to the screen shot below.

Backup Set Backup \iew

=10l

F0)

@ Backup Controller &

(#] Backup Set- MSExchangeBackupSet-1

(47 User Profile

p
-5 Backup Schedule

i g g:.rrhnnrganu Line Tool Properties
~- By Encryption

Backup Set
MName: M5ExchangeBackupSet-1
Type: Microsoft Exchange Server Backup

Log Table (MSExchangeBackupSet1)

Tipe |

Log

Time

L4

EELBELEEBBHODBLL

Start
Start running pre-commands
Finished running pre-commans
Using Temporary Directory - 'F\BackupthiSExchanget] 071124
Start Microsoft Exchange backup
[Starl] Exchange Server - "WIN20005YR"
[Starl] Service - "Microsoft Information Store”
[Start] Storage Group - "First Storage Group"
[Star] Database - "Mailbox Store MVINZ000SWRY"
Backing up ‘E:iProgram Files\Exchsrmimabdatalpriv edh’
Backing up EAProgram Files\Exchsnimdbdatatprivl stm'
[End] Database
[Starf] Database - "Public Folder Store (WIN20005VR)"

Backing up E:xProgram FilesiExchsrrimdbdatatpubl edb.
Backing up E:iProgram Files\Exchsrimdbdatalpub1.stm’.

[End] Datahase
[Start] Backing up log files
Backing up ‘E:Program Files\ExchsrimadbdatalE00000E

[2004/01431 13:53:47] -
(200401431 13:53:47]
(200401431 13:53:47]
[2004/01431 13:53:47]
[2004/01431 13:53:47]
[2004/01431 13:53:47]
[2004/01431 13:53:47]
[2004/01431 13:53:47]
[2004/01431 13:53:47]
(200401431 13:53:47]
[2004/01431 13:53:40]
[2004/01431 13:53:51]
[2004/01431 13:53:51]
[2004/01431 13:53:51]
[2004/01431 13:54:19]
[2004/01431 13:54:22]
(2004701431 13:54:22]
(2004701431 13:54:23] j

| Backup ﬂl

‘ Backing up ‘EdProgram Files\ExchsmiSGNacct st

‘Ounta (Remaining [ Total): 48.06G 150G ‘LastBackup 2004-01-31 10:42

12.4 How to restore Microsoft Exchange Server

Please follow the instructions below to restore Microsoft Exchange Server 2000 / 2003 from the AcadiaBackup

Server.

i Prepare the system for your Exchange Server (if required)

Install the original version of Windows and Exchange Server (with the same level of service pack
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installed as in the original system) back to your computer

ii. Restore Windows Active Directory (if required)

If you have re-installed Windows, please download the Windows System State backup file, named
[SystemState.bkf], from the AcadiaBackup Server and then use [NTBackup.exe] to restore your
Windows System State to its backup time from the backup file by following the instructions below:

a. Run [NTBackup.exe] from [Start] -> [Run]
b. Press the [Restore Wizard] button and then press the [Next] button

c. Press the [Import] button and use the [Browse] button to select the backup file
[SystemState.bkf] downloaded

d. Select the checkbox next to the description that matches your backup file
e. Press the [Next] button and then the [Finish] button

iii.  Install OBM (if required)

Please refer to the [Installation] section for information on how to install OBM onto your computer.
iv. Startup the [Microsoft Information Store] services from Windows Services
V. Restore exchange database(s) from backup:

a. Download the database backup files to be restored from the AcadiaBackup Server (or find the
cached copy available in the temporary directory defined in your backup set) and save them
to your hard disk (please make sure the directory structure is the same as it appears on the
browser), namely:

->[C:]

-->[backup]

--—->[ABC]

------ >[Microsoft Information Store]
-------->[First Storage Group]

— -->[Mailbox Store(ABC)]
[ >Privl.edb
_______________ >Privl.stm

__________ >[Public Folder Store(ABC)]
_______________ >Publ.edb
_______________ >Publ.stm

__________ >E0000001.log

b. If the database to be restored exists on your computer already, please dismount it from the
services using [Start] -> [Program] -> [Microsoft Exchange] -> [System Manager]

C. Use [ExchangeRestore.exe] from the [bin] directory under the installation directory of OBM
(e.g. C:\Program Files\OBM\bin\ExchangeRestore.exe) to restore the exchange database(s).

Simply run [ExchangeRestore.exe] to print the usage

ExchangeRestore.exe Usage:
C:\Program Files\OBM\bin> ExchangeRestore.exe

Microsoft Exchange Server 2000/2003 Backup Recovery Utility

Usage:
ExchangeRestore DIR=path SERVER=server TEMP=tempDir [SERVICE=service [STORAGE=st
orage [DATABASE=database]]]

DIR Directory containing all backup files
SERVER Name of Exchange Server to be restored
TEMP Temporary directory to be used during restore

Please specific a path with plenty of free space

SERVICE Name of Exchange Service to be restored. It must be either
“Microsoft Information Store", "Microsoft Key Management Service"
or "Microsoft Site Replication Service"

STORAGE Name of storage group to be restored

DATABASE Name of database to be restored
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Examples:
1. To restore an exchange server:
ExchangeRestore DIR=""C:\Backup" SERVER="ExchangeServer" TEMP="C:\Temp"

2. To restore the information store:
ExchangeRestore DIR=""C:\Backup"™ SERVER="ExchangeServer™ TEMP='"'C:\Temp"
SERVICE="Microsoft Information Store™

3. To restore an exchange storage group:
ExchangeRestore DIR="C:\Backup' SERVER="ExchangeServer" TEMP=''C:\Temp"
SERVICE="Microsoft Information Store" STORAGE="'StorageGroupl"

4. To restore an exchange database:
ExchangeRestore DIR="C:\Backup'" SERVER="ExchangeServer" TEMP="C:\Temp"
SERVICE="Microsoft Information Store" STORAGE="'StorageGroupl"
DATABASE="Databasel"

where
“*C:\Backup™ is the directory containing all backup files
“ExchangeServer" is the server name of an exchange server
"C:\Temp" is the temporary directory to be used
"'StorageGroupl" is the name of a storage group
“Databasel" is the name of a database

(Example 1) To restore all databases from backup available in [F:\Backup] to an exchange
server named [WIN2000SVR] using the temporary directory [F:\Temp], you can use this
command:

E:\Program Files\OBM\bin> ExchangeRestore DIR="F:\Backup" TEMP="F:\Temp"
SERVER="WIN2000SVR"

Exchange Server Recovery Example:

E:\Program Files\OBM\bin> ExchangeRestore DIR="F:\Backup" TEMP="F:\Temp"
SERVER=""WIN200OSVR""

Microsoft Exchange Server 2000/2003 Backup Recovery Utility

[Start] Exchange Server - “WIN2000SVR*®
[Start] Service - “Microsoft Information Store*

[Start] Storage Group - “First Storage Group”

[Start] Database - “Mailbox Store (WIN2000SVR)*"

Restoring file "E:\Program Files\Exchsrvr\mdbdata\privl.edb”
Restoring file “E:\Program Files\Exchsrvr\mdbdata\privl.stm”
[End] Database - “"Mailbox Store (WIN200OSVR)"

[Start] Database - "Public Folder Store (WIN2000SVR)*
Restoring file “E:\Program Files\Exchsrvr\mdbdata\publ.edb*
Restoring file “E:\Program Files\Exchsrvr\mdbdata\publ.stm~
[End] Database - “Public Folder Store (WIN200OSVR)"

[Start] Restoring transaction log - "First Storage Group”
Restoring Log File "F:\Temp\restore.tmp\First Storage Group\EOOOOOB3.log" ...
Restoring Log File "F:\Temp\restore.tmp\First Storage Group\EOO0O0OB4.log" ...
[End] Restoring transaction log - “First Storage Group*
[Start] Applying transaction log ...

[End] Applying transaction log

[End] Storage Group - "First Storage Group”

[Start] Storage Group - "SG2"

[Start] Database - “acct"
Restoring file “E:\Program Files\Exchsrvr\SG2\acct.edb™ ...
Restoring file “E:\Program Files\Exchsrvr\SG2\acct.stm™ ...
[End] Database - “acct”

[Start] Restoring transaction log - "SG2*
Restoring Log File "F:\Temp\restore.tmp\SG2\E0100072.log"
Restoring Log File "F:\Temp\restore.tmp\SG2\E0100073.log"
[End] Restoring transaction log - "SG2*

[Start] Applying transaction log ...

[End] Applying transaction log

[End] Storage Group - "SG2*°

[End] Exchange Server - “WIN200OSVR*"

E:\Program Files\OBM\bin>

(Example 2) To restore the database named [mail] in storage group [SG5] from backup
available in [F:\Backup] to an exchange server named [WIN2000SVR] using the temporary
directory [F:\Temp], you can use this command:

E:\Program Files\OBM\bin> ExchangeRestore DIR="F:\Backup" TEMP="F:\Temp"
SERVER="WIN2000SVR" SERVICE="Microsoft Information Store" STORAGE="SG5"
DATABASE="mail1"

Exchange Server Recovery Example:

E:\Program Files\OBM\bin> ExchangeRestore DIR="F:\Backup™ TEMP="F:\Temp"
SERVER=""WIN200OSVR™ SERVICE="Microsoft Information Store" STORAGE="SG5"
DATABASE=""mai I"

Microsoft Exchange Server 2000/2003 Backup Recovery Utility

[Start] Storage Group - "SG5"

[Start] Database - "mail”
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Restoring file “E:\Program Files\Exchsrvr\SG5\mail.edb™ ...
Restoring file "E:\Program Files\Exchsrvr\SG5\mail.stm" ...
[End] Database - “"mail”
[Start] Restoring transaction log - "SG5*
Restoring Log File "F:\Temp\restore.tmp\SG5\E0300012.log" ...
Restoring Log File "F:\Temp\restore.tmp\SG5\E0300013. log"”
[End] Restoring transaction log - “SG5"
[Start] Applying transaction log ...
[End] Applying transaction log
[End] Storage Group - "SG5*

E:\Program Files\OBM\bin>
f. Repeat the same procedure for each database to be restored to the Exchange Server.

g. You can use [Start] -> [Program] -> [Administrative Tools] -> [Event Viewer] to check if
there are any errors generated from the exchange databases restoring activities.

vi. However, if ExchangeRestore.exe still cannot mount the restored files and returns with strange
errors, e.g. bad signature, or null errors, then Exchange server might have incorrectly spooled the
backup files in the first place. Please try to mount the restored database and log files manually by
following these steps:

a. In MS Exchange System Manager, dismount both the Mailbox Store and Public Folder Store
from the server.

b. Copy all the restored database files to the MDBDATA folder (By default, the MDBDATA folder
is located under C:\Program Files\Excgsrvr\)

Mailbox Store:
- privli.edb
- privl.stm
Public Folder Store:
- publ.edb
- publ.stm

C. Run "eseutil /r" to apply the transaction log files to bring the database to a consistent state,
e.g.:

C:\Program Files\Exchsrvr\MDBDATA> . _\bin\eseutil /r e00

The above command will try to bring all the databases handled by the transaction log files
starting with “e00” located in “C:\Program Files\Exchsrvr\MDBDATA” into clean shutdown
state.

d. Run "eseutil /p" to repair the database files, e.g.:
C:\Program Files\Exchsrvr\MDBDATA> . _\bin\eseutil /p privl.edb
C:\Program Files\Exchsrvr\MDBDATA> . _\bin\eseutil /p publ.edb

e. Mount both Mailbox Store and Public Folder Store to the Server through the MS Exchange
System Manager.

vii. Completed
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13 Backup/Restore Windows System State

This chapter will describe in detail how to use OBM to backup Windows System State and how you can restore
your Windows System State from backup.

13.1 Requirements

Microsoft Windows XP Professional / 2003
OBM must be installed on the computer containing the system state you want to backup

Windows system state will be backed up to a temporary file before it is sent to the AcadiaBackup
server. Please make sure you have sufficient space on your computer to store the temporary file
before you run the backup job.

13.2 Overview

OBM will backup your Microsoft Exchange Server by taking the following steps:

Run all Pre-Commands defined for this backup set
Windows System State will be backed up to a temporary directory specified in its backup set
Run all Post-Commands defined for this backup set

Upload the Windows System State backup files from the temporary directory to the AcadiaBackup
Server

Remove the Windows System State temporary backup files from the temporary directory if
[Setting] -> [Temporary Directory for storing backup files] is enabled
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13.3 How to backup Windows System State

Please follow the instructions below to backup Windows System State using OBM:

Open OBM

Right click the AcadiaBackup icon available in the system tray B and choose [Open]

Backup

Backup and Logoff
Backup and Restart
Backup and Shutd own

3
3
3
3

Help
Stop Bunming Backup  F

Exit

[<E° 14:46
Create a backup set

a. From the Menu, Choose [Backup Set] -> [New] -> [System State Backup Set]

..t Online Backup Manager iy ) 5[
Backup Set Backup Restore Tools View Help
B rew | File Backup Set
[A Remove b m State Backup Set 1
15 save Setting |4 Lotus Backup Set
[6] Exit [#] MS Exchange Backup Set
I | 7 MS Exchange Mail Level Backup Set
[ M5 SQL Server Backup Set
L MySQL Backup Set tication for Windows
|& Oracle Database Backup Set
User Name:
FPassword:
Propetiies
[¥ Run scheduled backup on this computer
7] Log Table (FileBackupSet-1) =/

Type I Log Time

| & Backup | € Restore | (@) Loa |

[welcorne to Online Backup Manager!

b.  Enter a name for your backup set

|Quota (Remaining f Total): 9.86G 110G |Last Backup: 2007-01-1612:22
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x|
~Backup Set

Flease type a name far this Backup Set.

Mame: ISystemStateBackupSet-ﬂ

1D 1169008343437
Type: Systern State Backup

Cancel | = Ereyvious | Mext = |

Use the [Change] button to configure the [Temporary directory for storing backup files]

setting and check the [Remove temporary files after backup] if you want temporary files to
be removed automatically after backup

Add new System State Backup Set ﬂ
~Backup Source

= g My Computer
LB Systern State

~Ternparary directory for storing backup files

|C:1Elackup18ystem8tate Change |

¥ Remove termporary files after hackup

Cancel | = Previous | Mext = |

d. Enter a temporary directory for storing the backup files before they are sent to the

AcadiaBackup Server

e. Set the backup schedule for this backup set
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Add new System State Backup Set |

~Backup Schedule
Flease schedule the backup time.

Add Remove | Froperties |

Cancel | = Previous | Mext = |

f. Set the encryption algorithm, encryption mode and encrypting key for this backup set

Add new System State Backup Set x|

~Encryption Setting
Please setup the encryption setting of the Backup Set.

" Default {Use Login Password as Encrypting Key)

[~ Do MOT use encryption.

Algorithm: IAES vl

fode:
@ CRC (Cipher Block Chaining

" ECE (Electronic CookBaoaok)

Encrypting Key: I

Confirm Encrypting Key: I

Cancel | = Previous Mext =

(Hint: For maximum security, please select AES (Advanced Encryption Standard) Algorithm,
CBC (Cipher Block Chaining) mode and use an encrypting key with more than 8 characters.)

iii.  Run Backup

a. Select the backup set you want to run on the left panel and press the [Start Backup] button
)

b.  Select [Off-site Backup Server] to start backing up your files to the AcadiaBackup Server and
press the [OK] button
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Backup to

i~ Local Hard Disk (Seed Load Utility)

Start the backup for [MSExchangeBackupSet-1] 7

Ok | Cancel |

C. You should get something similar to the screen

Backup Set Backup \iew

shot below.

=10l

F0)

@ Backup Controller &

(#] Backup Set- MSExchangeBackupSet-1

(47 User Frofil

L ackup Source
- Backup Schedule
+-[] Command Line Tool
- getting

~- By Encryption

Backup Set

MName: M5ExchangeBackupSet-1
Type

Microsoft Exchange Server Backup

Properties

Log Table (MSExchangeBackupSet1)

Tipe |

Log

Time

L4

EELBELEEBBHODBLL

Start
Start running pre-commands
Finished running pre-commans
Using Temporary Directory - 'F\BackupthiSExchanget] 071124
Start Microsoft Exchange backup
[Starl] Exchange Server - "WIN20005YR"
[Starl] Service - "Microsoft Information Store”
[Start] Storage Group - "First Storage Group"
[Star] Database - "Mailbox Store MVINZ000SWRY"
Backing up ‘E:iProgram Files\Exchsrmimabdatalpriv edh’
Backing up EAProgram Files\Exchsnimdbdatatprivl stm'
[End] Database
[Starf] Database - "Public Folder Store (WIN20005VR)"

Backing up E:xProgram FilesiExchsrrimdbdatatpubl edb.
Backing up E:iProgram Files\Exchsrimdbdatalpub1.stm’.

[End] Datahase
[Start] Backing up log files
Backing up ‘E:Program Files\ExchsrimadbdatalE00000E

[2004/01431 13:53:47]
(200401431 13:53:47]
(200401431 13:53:47]
[2004/01431 13:53:47]
[2004/01431 13:53:47]
[2004/01431 13:53:47]
[2004/01431 13:53:47]
[2004/01431 13:53:47]
[2004/01431 13:53:47]
(200401431 13:53:47]
[2004/01431 13:53:40]
[2004/01431 13:53:51]
[2004/01431 13:53:51]

[2004/01431 13:53:51]

[2004/01431 13:54:19]

[2004/01431 13:54:22]

(2004701431 13:54:22]
(2004701431 13:54:23]

]

| Backup ﬂl

‘ Backing up ‘EdProgram Files\ExchsmiSGNacct st

‘Ounta (Remaining [ Total): 48.06G 150G ‘LastBackup 2004-01-31 10:42

13.4 How to restore Windows System State

Please follow the instructions below to restore Windows System State from the AcadiaBackup Server.

i Install OBM (if required)

Please refer to the [Installation] section for information on how to install OBM onto your computer.

b. Press the [Restore Wizard] button and then press the [Next] button

Restore the Windows System State Backup File (i.e. SystemState.bkf) from the backup server

Use [NTBackup.exe] to restore your Windows System State to its backup time from the backup file

c. Press the [Import] button and use the [Browse] button to select the backup file

ii.
iii.

by following the instructions below:

a. Run [NTBackup.exe] from [Start] -> [Run]

[SystemState.bkf] downloaded

d.

e. Press the [Next] button and then the [Finish] button
iv. Completed

Select the checkbox next to the description that matches your backup file
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14 Backup/Restore Individual Brick Level Backup for Microsoft

Exchange Server

14.1 Requirements

i Microsoft Exchange Server 2000 with Services Pack 3 and post-SP3 update rollup installed. Please
refer to http://www.microsoft.com/exchange/ for more information.
or
Microsoft Exchange Server 2003.

ii. OBM must be installed onto the computer running Microsoft Exchange Server 2000 / 2003.

14.2 Overview

Brick Level Backup for Microsoft Exchange Server is not designed to fully protect an Exchange server, but to
facilitate easy backup and fast restore of individual emails, contacts, calendars, tasks etc. The brick level restore
cannot fully recover the Information Store after a disaster. If used, a brick level backup must be utilized in
conjunction with full Information Store Backup, in order to fully protect the exchange server.

14.3 Granting Privileges

Brick Level Backup requires “Full Mailbox Access” permission for the user running OBM. Normally, OBM can acquire
the permission on it’'s own but if you encounter ‘Access Denied’ errors you need to manually grant access
privileges to the user running OBM using one of the following instructions below:

For one specific mailbox

Use the following procedure to grant access to an Exchange 2000 or an Exchange 2003 mailbox:
1  Start Active Directory Users and Computers.
2 On the View menu, ensure that the Advanced Features check box is selected.
3 Right-click the user whose mailbox you want to give permissions to and choose Properties.
4 On the Exchange Advanced tab, click Mailbox Rights.

5 Notice that the Domain Admins and Enterprise Admins have both been given Deny access to Full Mailbox
access.

6 Click Add, click the user or group who you want to have access to this mailbox, and then click OK.
7  Be sure that the user or group is selected in the Name box.

8 In the Permissions list, click Allow next to Full Mailbox Access, and then click OK.

9  Click Ok all the way out.

10 Restart the Microsoft Exchange Information Store.

For mailboxes located within a specific mailbox store

Use the following procedure to grant access to an Exchange 2000 or an Exchange 2003 mailbox found on a
specific mailbox store:

1 Start Exchange System Manager.

2  Drill down to your server object within the appropriate Administrative Group. Expand the server object
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and find the required mailbox store within the appropriate Storage Group. Right-click it and choose
Properties.

In the Properties window go to the Security tab.

Click Add, click the user or group who you want to have access to the mailboxes, and then click OK.
Be sure that the user or group is selected in the Name box.

In the Permissions list, click Allow next to Full Control, and then click OK.

Click 'Apply"' and 'OK"

Restart the Microsoft Exchange Information Store.

For mailboxes located within a specific server

1

2

Start Exchange System Manager.

Drill down to your server object within the appropriate Administrative Group. Right-click it and choose
Properties.

In the Properties window go to the Security tab.

Click Add, click the user or group who you want to have access to the mailboxes, and then click OK.
Be sure that the user or group is selected in the Name box.

In the Permissions list, click Allow next to Full Control, and then click OK.

Click Ok all the way out.

Restart the Microsoft Exchange Information Store.
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14.4 How to backup Individual Brick Level Backup

Please follow the instructions below to backup all individual items within your Microsoft Exchange Server 2000 /
2003 using OBM:

i Open OBM

Right click the AcadiaBackup icon available in the system tray B and choose [Open]

Backup 4

Backup and Logoff 4

Backup and Festart L4

Backup and Shutdown  #

Help

Stop Bumming Backup  F

Exit —

B 14:46

ii.  Create a backup set

a. From the Menu, Choose [Backup Set] -> [New] -> [MS Exchange Mail Level Backup Set]

a1
Backup Set Backup Restore Tools View Help
=] [l | File Backup Set
B Remove » [&) Systern State Backup Set
1= Save Setting @ Lotus Backup Set
BT | MS Exchange Backup Set

|eBackupset 1

ackup 5 l;unSEH
— s b 504093
|0 MS SQL Server Backup Set aip

[+ MYSQL Backup Set

|& Oracle Database Backup Set

rees Authentication for Windows

User Name
Passwaord,

Properties

I Run gcheduled backup on this computer

Log Table {FileBackupSet-1) F7)
ngl Log Tirne
(& Backup | &) Restore] (@1 Lag
[welcome to Online Backup Managen |Quota (Remaining / Tolal) 8 866 106 |Last Backup: 2007-01-19 1659

b. Enter a name for your backup set
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Add new MS Exchange Backup Set 5[

~Backup Set

Please type a name for this Backup Set

Marre: IMSExMaHLeveIEackupsat—1|

D 1169197729785
Type:  MS Exchange Mail Level Backup

Cancel | = Frevious | Mext = |

c. Select the email account(s) to backup

Add new MS Exchange Backup Set ﬂ

Backup Source
Please select Database to be backed up

Name [ romimo |
E- [{ S0L-WIN2000
[ 63 Mailbox Store
[J &9 Public Folder Store

Cancel = Previous | Mext = |
Add new MS Exchange Backup Set ﬂ

Backup Source
Please select Database to be backed up

Name [ Fromita |

B [3 SOL-WIN2000

=0 52 Mailbox Store
85 ADMINISTRATOR
[7183 JANE.DOE
[CIE5F JOHN.SMITH
185 SYSTEMMAILBOX(E
[J &9 Public Folder Store

Cancel = Previous | Mext = |
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d.

e.

Add new MS Exchange Backup Set ﬂ

Backup Source
Please select Database to be backed up

Name [ Fromita |
B [3 SOL-WIN2000 -
=0 2 Mailbox Stare
] €5 ADMINISTRATOR

- T1E46 JOHM.SMITH =l

Cancel = Previous | Mext = |

You can drill down to select individual items.

Set the backup schedule

Add new MS Exchange Backup Set x|

~Backup Schedule

Flease schedule the backup time.

Add | Rernove | Properties |

Cancel = Previaus | Mext = |

BackupSchedule-1 Properties |

Mame: |Eackup8chedule-1
Backup
M5 Exchange Mailbox

Type
& Daily Conieekly  © Monthly ¢ Custom

Day
Backup everyday

~Start
Start Time ¢hh:mm): |21 vI:IDD 'l
~Stop

& Stop on completion (Full Backup)

! Stop aﬂerIS hiurs)

Ok | Cancel |

Set the encryption algorithm, encryption mode and encrypting key for this backup set
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Add new MS Exchange Backup Set

rEncryation Setting

" Default (Use Login Passward as Encrypting Key)

& Custar

Please setup the encryption sefting ofthe Backup Set

I~ Do NOT use encryption

Algatithm: |AES e

hlode:
' CBC (Cipher Block Chaining)

" ECB (Electronic CookBook)

Encrypting Key: |

Confitm Encrypting Key: |

Cancel = Preyious | Mext = |

(Hint: For maximum security, please select AES (Advanced Encryption Standard) Algorithm,
CBC (Cipher Block Chaining) mode and use an encrypting key with more than 8 characters.)

iii.  Run Backup

a.

Select the backup set you want to run on the left panel and press the [Start Backup] button

)

Select [AcadiaBackup Server] to start backing up your files to the AcadiaBackup Server and

press the [OK] button

Confirm Backup Stark |

Backup to

% Offsite Backup Server
& Local Hard Disk {Local Copy)

" Local Hard Disk (Seed Load Ltility)

Startthe backup for [MSExzMailLevelBackupSet-1] 7

QK Cancel

You should get something similar to the screen shot below.

Acadia Systems, Inc.

Page 100 of 122

http://www.AcadiaBackup.com



Acadia Systems, Inc.

AcadiaBackup v5.2
User’s Guide

Il
Backup Set Backup Restore Tools View Help
[H Sawe Setting | P> Start Backup M Siop Backup |
fox Backup Controller (|| Backup Set- MSExMailLevelBackupSet1
%ﬂyjerPruﬂ\a Sackup Set -
MName: MSExMailLevelBackupSet-1
%gzmp g;:';i‘a D 1160107726785
= P Type:  MS Exchange Mail Level Backup =l

= | Command Line Toal

5] Exira Backup
Local Copy

Log Table (MSExMallLsvelBackupSet-1)

Total Deleted E-mail Account = 0

Tatal New Mail = &

Total Deleted hail = 0

[1719] [Mew Directory] Uploading "S0L-AWIN2000"

[3/19] [New Directory] Uploading "SOL-WINZ000Mailbox Stare®

[319] [New Directary] Uploading "SOL-WINZ000WMailbox StarelANE DOE"

[4/18] [New Directory] Uploading "SOL-WINZ000WMailbox StorglAME DOEWCalendar

T el Log | Time
Start [Windows 2000 (s0l-win2Z000), OBM 5.2.1.0] [2007/01/19 17:08:55]
Start running pre-commands [2007/0111817.09:59]
Finished running pre-commands [2007/011917:09:55)
Reading backup source from hard disk. (200710118 17:03:55]
Downloading server file list [2007/0118 17:08:55]
Downloading serverfile list. Completed [2007/01/18 17:08:55]
Reading backup source frorm hard disk... Completed (200701119 17.09:56]
Getting all files which have heen added... [2007/011917:09:58]
Getting all files which have heen added .. Completed (200701119 17:09:58]
Getting all files which have been deleted. (200710118 17:09:57]
Getting all files which have been deleted. . Completed [2007/01/18 17:08:57]
MNumber Of E-mail Account Remain="g" [2007/01/18 17:08:57]
Exigt E-mail Account. [2007/011917.09:57]
JAME.DOE [2007/011917:09:57)
Total Mew E-mail Account=1 (200710119 17:09:57]
JANE.DOE [2007/011817:08:57]

(2007/01/1317:09:67]
[2007/01/1917:09:57]
[2007/01/1917:09:57)
(200710119 17:09:58]
(2007101113 17:09:58]
[2007/01/13 17:09:68]
(2007/01/1917:09:58]

[5/19] [Mew Mail] Uploading 100% of"S0L-WIN StarelJAMNE.DOEIC.
[6/19] [Mew Maill Uploading 100% of*S0L-WIN StorelJAMNE.DOEIC:

N [2007/01119 17:09:58]

[7/15] [New Mail] Uploading 100% of *SOL-WIN StorelJAME DOEIC "
[8/18] [Mew Directory] Uploading "S80L-WINZ000Wailbox StarelJANE DOEMC ontacts”
TG Q1 1M nar WS | IR ading 1008 /SO PONIM Silhay Sharal IAME NOEIC AR sstetoett

[2007/01/1917:09:59)
(2007101119 17:10:00]
[2007/01/1317:10:00]

ANTIN M G 1701 00

=]

'g'}Backup @) Restore | [ Log

|Backup Completed Successtully

14.5 How to restore Ind

Please follow the instructions below

|Quota (Remaining f Total): 9.865 /106G |Last Backup: 2007-01-18 16:59

ividual Brick Level Backup

to restore individual

emails, contacts, calendars, tasks etc. from the

AcadiaBackup Server back into your exchange server. Please note that individual brick level can only be restored

using the OBM client.

Open OBM

Right click the AcadiaBackup icon available in the system tray B and choose [Open]

Backup

Backup and Logoff
Backup and Restart
Backup and Shutd own

Help
Stop Bunming Backop

Exit

RS

14:46

Choose the [Restore] tab and select the items you want to restore
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& Online Backup Manager

Backup Set Backup Restore Tools View Help

L8] x|

15 save setting | P> Restore Files |

&) Restore Controller (2]
e

5 Restore Source (MSExMallLevelBackupSet-1)

]

=

' Showfiles afer Joh |2007-01-19(17 09.55)L| © Show all files

= Backup Server
E-H0E 50LWINZO00
-3 Mailbox Store
EHCI2E JANE DOE

5[ calendar
ﬂsumact test appointrment (Received: Tue 8/1/2006 9:00 AM Size: 6K)
[ i subject: test appointment2 (Received: Tue 8152006 11.00 AM Size: 6K)
gswe:t ama (Received: Tue 8/1/2006 12:00 PM Size: Bk
--83 Contacts
L8 test (Date Modified: Fri 11192007 5:00 PM Size: 5k
%] Deleted ltems
—JC3 Drafts
=) Inbox
LA Subject testing email (Received: Tue 8/1/2006 2:40 PM Size: 10K)
48 Joumal
O] Notes:
0= Outbox
#-117 Sent lems
O e

o Backup () Restore [ 161 Log

|Backup Completed Succassully

‘Gunla iRemaining / Total): 386G/ 10G | Last Backup: 2007-01-18 16:53

iii.  Press the [Restore Files] button

.InRestore Files

Backup Set: MSExMailLevelBackupSet-1 (Microsoft Exchange Mail (MAPI)

Time

Log

Estimated Total Restore Time:

Estimated Restore Time:
Saving File To:
Restaring Speed:

Close |

Start Stop |

iv. Press [Start]
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frRestore Files x|

Backup Set: MSExMailLevelBackupSet-1 (Microsoft Exchange Mail (MAPI)

Time I Log I

2007-01-1917:16:50 Start

2007-01-1917:16:50 Downloading restare file list ...

2007-01-1917:16:50 Same mail "SOoL-WIN2000W ailhox StoreVJANE.DOE\C alendartest appai...
2007-01-1917:16:50 Same mail "SOoL-WIN2000W ailhox StoreVJANE.DOE\C alendartest appai...
2007-01-1917:16:50 Same mail "SOL-WIN2000Mailbox StoreVJANE. DOEVCalendaniaas” exist...
2007-01-1917:16:50 Same mail "SOL-WIN2000Mailbox StoreVJANE. DOE\Contactsitest” exist...
2007-01-1917:16:50 Same mail "SOL-WIN2000WM ailhox StoretJANE.DOEUnbodtesting email ..
2007-01-1917:16:50 End

Estimated Total Restore Time: 0 sec {Total -39.31k bytes - 0 bytes restored)

Estimated Restore Time: 0 sec (Total 0 bytes - 0 bytes restored)
Saving File To:
Restoring Speed: 0 bytesisecond
Close | Start | Stop |
|End

V. Restore complete. Please logon to exchange to get the restored items.
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15 Backup/Restore MySQL Server

This chapter will describe in detail how to use OBM to backup your MySQL server and how you can restore your
MySQL server from the database backup files.

15.1 Requirements

OBM must be installed on the computer running MySQL server.

Data from MySQL server will be backed up to a temporary directory before it is sent to the
AcadiaBackup Server. Please make sure you have sufficient space on your computer to store this
data before you run the backup job.

There must be a MySQL account that can be used to connect from localhost.
Add two new MySQL accounts for Backup Manager

mysql> GRANT ALL PRIVILEGES ON *.* TO 'root'@'localhost’
-> IDENTIFIED BY ‘some_pass';

mysql> GRANT ALL PRIVILEGES ON *.* TO 'root'@'localhost.localdomain’
-> IDENTIFIED BY 'some_pass';

mysql> FLUSH PRIVILEGES;

They are superuser accounts with full privileges to do anything with a password of some_pass.

15.2 Overview

OBM will backup your MySQL server by taking the following steps:

Run all Pre-Commands defined for this backup set

All database(s) (either local or external) selected are backed up to a temporary directory specified
in its backup set

Run all Post-Commands of this backup set
Upload all backup files from the temporary directory to the AcadiaBackup Server

Remove temporary files from the temporary directory if [Setting] -> [Temporary Directory for
storing backup files] is enabled
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15.3 How to backup MySQL server on Windows

Please follow the instructions below to backup your MySQL server using OBM:

Open OBM

Right click the AcadiaBackup icon available in the system tray B and choose [Open]

Backup

Backup and Logoff
Backup and Restart
Backup and Shutd own

3
3
3
3

Help
Stop Bunming Backup  F

Exit

LS

1446

From the Menu, Choose [Backup Set] -> [New] -> [MySQL Backup Set]

Create a backup set

a. From the Menu, Choose [Backup Set] -> [New] -> [MySQL Backup Set]

Backup View

=10/

File Backup Sat
Remove b Lotus Backup Set bt - MSSQLBackupSet-1
Save WS Exchange Backup Set
Exit WS 801 Server Backun Set

SQLBackupSet-1
rosoft SGL Server Backup

Oracle Database Backup Set

(N BackupSatT

- [Hal MySQLBackupSet-1
i[5y Backup Source

i i Backup Schedule
[ command Line Taol
L getling

fe B Enctyption

LoginID: sa
Passurd: =+

oL Server————————————————|

Properties

Log Table (MSE8GLBackupSet-1)

Type|

Log

Time

Backup | Log

‘Weltnme 1o Online Backup Wanager!

Guota (Remaining J Total): 43.9G /506G |Last Backup: 2004-07-22 14:32

b. Enter a name for your backup set

~Backup Set

Please type a name for this Bac

kup Set

Name: [MySOLBackupSet-1
Type: MySQL Backup

MySQL

User Name: |root

Password

Hostlocalhost

Fort [3308

Path to rysgldurmp
hC\mysqnmn

Change ‘

Cancel

Acadia Systems, Inc.

Page 105 of 122

http://www.AcadiaBackup.com



AcadiaBackup v5.2
User’s Guide

Acadia Systems, Inc.

C. Enter the root password, the MySQL server TCP/IP port number and the path to MySQL
backup utility (mysqldump)

d. Select the database(s) to be backed up

~Backup Source
Please select databases to be backed up.

= HMWEas
L[l B abe
S B menagerie
bl Bl sl
L test

Terparary directory for storing backup files
IC\BaEkup\MySGL Change
= Previous Cancel

e. Enter a temporary directory for storing the backup files before they are sent to the
AcadiaBackup Server, e.g. C:\Backup\MySQL

f. Set the backup schedule for Database Backup

~Backup Schedule
Please schedule the backup time,

Add | Remove | Properties |

= Previous Cancel

g. Set the encryption algorithm, encryption mode and encrypting key for this backup set

Encryption Setting

Please setup the encryption setting of the Backup Set

[~ Do MNOT use encryption

Algarithm: [AES s

Made:
i CBC (Cipher Block Chaining)

" ECB (Electronic CookBook)

Encrypting Key: I”m

Confirm Encrypting Key: I’*”*’*

= Previous Cancel

(Hint: For maximum security, please select AES (Advanced Encryption Standard) Algorithm,
CBC (Cipher Block Chaining) mode and use an encrypting key with more than 8 characters.)
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Run Backup

a. Select the backup set you want to run on the left panel and press the [Start Backup] button

)

b.  Select [Off-site Backup Server] to start backing up your files to the AcadiaBackup Server and
press the [OK] button

Backup to

{+ Off-site Backup Server

 Local Hard Disk (Seed Load Utility)

Start the backup for [MySQLBackupSet-1]

Cancel |

You should get something similar to the screen shot below.

=1olx|
Backup Set Backup  View
>
) Backup Contraller @5 | [ Backup Set- MySQLBackupSet-1
3 User Profile Backup Set |
OracleBackupSet-1
Lotus Motes MName: MySQLBackupSet-1
MSSQLBackupSat1 Type: MySQL Backup
[#] WSExchangeBackupSet-1 MysaL
BackupSet-7
User Name: root
Backup Source Password
(i@ Backup Schedule Host Iocalhost
[ command Line Tool ot 3308
5 Setting
" 8 Encryption Path to mysgldump
’VC\mysq\\mn
Log Table (MySGLBackupSet1) @
Type | Log Tirme |
@ Start [2004/07/22 16:47:01) -
@ Start running pre-commands [2004/07/22 16:47.01]
@ Finizhed running pre-commands [2004/07/22 16:47.01]
@ Using Ternporary Directary - 'ClBackupibySQL1088760442718" [2004/07/22 16:47:01]
@ [Star] Backing up database 'ysgl'to mysgl.sgl [2004/07/22 16:47:01]
@ | End [2004/07/22 16:47:01]
@  Startrunning post-commands [2004/07/22 16:47:01] -

Backup [ Log

‘F\mshad running post-commands

Guota (Rermaining [ Total): 48 G 600G |Last Backup: 2004-07-22 1432
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15.4 How to backup MySQL server on Linux (command line mode)

If you want to setup OBM to backup MySQL server running on Linux using command line mode, please do the

following:

Vi.

Vii.

viii.

Create a backup account on OBS

Logon to the web interface of OBS using the backup account created in the previous step (doesn't
matter if it is not from the Linux server running the MySQL server to be backed up)

Create a new backup set by pressing the [Backup Set] -> [Add] button

Select the [Backup Set] -> [Type] -> [MySQL Database Server] radio button and press the
[Update] button (which can be found at the bottom of the page)

Setup all [Backup Set] -> [Database Backup Setting]

Settings Descriptions

MySQL Username (e.g A MySQL user account that has backup access to the

root) databases to be backed up (e.g. root). Please refer to
the [Requirements] section for details

MySQL Password Password of the MySQL user account being used

Host IP address / Hostname of the MySQL Server, e.g.
localhost

MySQL Connection TCP/IP port used to access the MySQL Server (default:

TCP/IP Port 3306)

Path to MySQL backup Full path to where mysqldump can be found (e.g.

utility (mysqldump) /usr/bin/mysqgldump)

Temporary Spooling A temporary directory to be used to store all MySQL

Directory database dump files before they are uploaded to the

backup server

Enable Delete Temp. File |Whether to delete the temporary MySQL database
dump files after they are uploaded to the backup server

Setup the [Backup Set] -> [Backup Source] setting

> Add an “MySQL” entry to the [Backup Source] if you want to backup all databases under this
MySQL Server

> Add two entries, “MySQL/databasel” and “MySQL/database2”, to the [Backup Source] if you
want to backup both “databasel” and “database2” under this MySQL Server

(Use “\” instead of “/” if the MySQL server to be backed up is running on Windows instead of
Linux)

Setup the [Backup Set] -> [Backup Schedule] by pressing the [Add] link next the the “Backup
Schedule” sub-title

Install OBM onto the Linux server running MySQL server (Please refer to the [2.1 Installation of
OBM] section for details. The command line mode installation instructions are available on the web
interface)

Completed

If you have started up the OBM backup scheduler in the previous step, selected databases will be
backed up automatically at scheduled time
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15.5 How to restore MySQL server

Please follow the instructions below to restore MySQL server from the AcadiaBackup Server.

i Download the database backup files to be restored from the AcadiaBackup Server

Please refer to the [5.3 Restoring file] section for information on how to download backup files
from AcadiaBackup Server.

ii. Restore the database named [db_name] from the database backup file [db_name.sql]:

a. Connect to the MySQL server

(Windows) C:\> mysql
(Linux) [root@server ~]# mysql

b. Create the database to be restored
mysql> CREATE DATABASE IF NOT EXISTS db_name
c.Restore the database backup file back into the MySQL server

mysql> use db_name ;
mysql> source db_name.sql ;

If db_name.sql is not located in the current directory, please specify the full path to the
db_name.sql file in the command above.

iii. Repeat the same procedure for each database to be restored to the MySQL Server.

iv. Completed
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16 Email Reporting

AcadiaBackup Server makes use of the email system to keep you informed with the status of your backup
activities. Please make sure your contact information within the backup system is correct to receive the reports
described in this chapter.

16.1 New User Report

When a new backup account is added to the backup server, a new user report will be delivered to the contact
email(s) of the new account. The New User Report contains the following information:

Sample Report
Welcome to Online Backup Services

Generated at: SatJun 21 09:32:36 HKT 2003

Getting started: User Setting

Laogin Mame tMewAccount
1. Login to our homepage FPassword tpwd
Alias tMew Testing Account Mame
2. Folln_w the "User's Guide" to start using our backup Language :English
Senices Contact LUSEFENOUr-COMpany.com
Further Information: Backup Quota oo
If further assistance is necessary, please refer to the FAGQS S8 SRR s
section.
Key Description
Login Name Login name
Password Password
Alias Alias
Language Preferred Language for your backup report
Contact Email Address that will be used to contact you
Backup Quota Backup quota
Backup Server |Backup server
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16.2 Forgot Password Report

If you have forgotten your password, you can use the [Forgot Password] feature available on the web interface to
have your password delivered to you through email. (Please refer to “Retrieve Forgotten Password” section in the
next chapter for more information on how to retrieve your forgot password report.) The Forgot Password Report
contains the following information:

Sample Report

Request for forgotten password

FAQs: User Setting
1. Why are you receiving this report? Login Mame :MewAccount
Yhen a user visits the forgot password padge and requests  Password tpwd
far the lost passward ofthis backup account, all registered  Alias L Mew Tasting Account Mame
contacts of this particular account will receive a password Language 1English
reminder email. If none ofthe contact person has visited Contact S LS ErE@yOU-COMBEry.Com

the page abowe and you are receiving this email in errar,
please contactus.

2. What should you do after reading this email ?
Your current passward is shown under the user sefting,
fou are suggested to change your passward to 8 mare
easily rememhbered password and delete this email to
avoid any third pary gaining your password.

Generated at: SatJun 21 09:47:14 HKT 2003

Key Description

Login Name [Login name

Password Password

Alias Alias

Language Preferred Language for your backup report
Contact Email Address that will be used to contact you
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16.3 Backup Job Report

For each backup job you have run, a backup job report will be sent to you by email. This report contains a
summary for the backup job that was run and a full listing of all files being backed up by the backup job. The
backup summary report contains the following information:

Sample Backup Summary Report

Online Backup Job Report

Generated at: SatJun 21 10:00:059 HKT 2003
User Setting

Backup Job Summany

Backup Time  :21-Jun-2003 09:457 - 21-Jun-2003 09:57 Login Mame P MewAccount

Status : Backup finished successfulty Alias tMew Testing Account Mame
Mew Files* 1 [9k] Language :English

Updated Files* :1[9k] Contact LUSEIENOU-COMPEany.com
Deleted Files™ 1 [4k]

Moved Files® 11 [3k]

*Unit=Mo. of Files [Total Size] Backup Setting

Backup Source GOy Docurmentl
Afull listing of all hackup files is availahle in the attached file.

Backup Statistics

Backup Data Size* ;7 [214k]

Retention Area Size* @ 2 [13k]

Backup Quota 1 50M
FAQs: Refnaining Quota @ 4970

1. Why are you receiving this report?
You are receiving this repart hecause you are registered
as one ofthe contacts ofthis Online Backup account and
this particular account has perfarmed a backup joh
recently.

*Unit= Mo. of Files [Total Size]

2. What if you have exceeded your quota?
Ifyour recycle bin size is not empty, you can empty your
recycle hin to free up more space. Please contact us for
more information on how to increase your storage quota.

If further assistance is necessary, please refer to the FAQS

section.

Key

Description

Backup Time

The time when the backup job ran

Backup Status

The overall status of the backup job. Normally, you should see “Backup
finished successfully” in this field. If you happen to get something else,
please consult the attached full report for more information.

New Files Total humber and size of backup files added to your backup set
Updated Files Total number and size of backup files updated in your backup set
Deleted Files Total number and size of backup files deleted from your backup set
Moved Files Total number and size of backup files relocated in your backup set
Login Name Login name

Alias Alias

Language Preferred Language for your backup report

Contact Email Address that will be used to contact you

Backup Source

All files/directories that will be backed up

Backup Data Size

The total backup data stored in the data area

Retention Area Size

The total backup data stored in the retention area. Old copies of updated
or deleted backup files are retained in the retention area for the number of
days as specified by the retention policy of the backup set before they are
removed from the system.

Backup Quota

Backup Quota

Remaining Quota

Remaining Quota
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The full backup report, which contains a full listing of all files backed up by the backup job, is attached to the
backup job report email as a zip file. You need to unzip it before you can read the full report.

Sample Report

Full Backup Report

Generated at: SatJun 21 10:00:05 HKT 2003

Backup Set ;| BackupSet-0 MNew files* 1 [2k bytes
Backup Job  [:| 2003-06-21 {09:58) Updated files* 1 [9k bytes
Backup Statuil: Backup finished successfully Deleted files* 1[4k bytes
Backup Time |:| 2003-06-21 09:57 - 2003-06-21 09:57 Maoved files* 1 [3k bytes

* Unit = Murmber of files [Total file size

Backup Logs

No. Type Timestamp Backup Logs
1 Info 2003-06-21 09:57 Start running pre-cormmands
2 Info 2003-06-21 09:57 Finished running pre-commands
3 Info 2003-06-21 09:57 Start running post-commands
4 Infa 2003-06-21 09:57 Finished running post-commands
Mew Files &
No. Files Size* Last Modified
1 ChTesthlibyNew DANIEL.DOC ak 2003-06-21 09:57

Updated Files

No. Files Size* Last Modified
1 CihTestylibyDANIEL.DOC 9k 2003-06-21 09:57

Deleted Files *compressed
No. Files Size* Last Modified
1 Ci\TesthibhDANIEL_A.BAK 4k 1996-11-29 15:45

Moved Files

Files
ChTesthkKINGL.BAK -= Ci\TesthlibWKINGL.BAK

Key Description

Backup Set The name of the backup set

Backup Job The name of the backup job (which is the start time of the backup job)

Backup Status The overall status of the backup job. Normally, you should see “Backup
finished successfully” in this field. If you happen to get something else,
please consult the attached full report for more information.

Backup Time The time when the backup job ran

Backup Log All messages logged when running this backup job

New Files Total number and size of backup files added to your backup set

Updated Files Total number and size of backup files updated in your backup set

Deleted Files Total number and size of backup files deleted from your backup set

Moved Files Total humber and size of backup files relocated in your backup set

New File List Full list of all backup files added to your backup set

Updated File List Full list of all backup files updated in your backup set

Deleted File List Full list of all backup files deleted from your backup set

Moved File List Full list of all backup files relocated in your backup set
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16.4 Setting Change Report

After you have updated your user profile or backup setting, a setting change report will be sent to you. This report
allows you to track record of the changes that have been made to your backup account.

Sample Report

Backup Setting Changes Report

Why are you receiving this report ?

Login Mame
You are receiving this report since your personal or backup Alias
setting has been updated. Please confirm the information Language

shown on the right is carrect. Please make sure your setting is Contact

not updated by someone on your contact list. Ifnone of them Backup Guota
makes this changes, change your password, correct your

setting and see ifthis happens again. Ifthis happens again,

please contact us for further investigation.

Iffurther assistance is necessary, please referto the FAQSs
section.

Saourceis) LGNy Documentt
Schedulels) sMone
Filter tMone

Fetention Palicy :Keep deleted files for ¥ days
Transfer Size 1286k hytes
Pre-Cammand(s) :Mane

Post-Command(s) :kone

Generated at: SatJun 21 11:00:00 HKT 2003

User Setting

s MewwAccaunt

s Mew Testing Account Mame
: English
tUSerENOU-COMpany.corm

T E0M

Backup Set - Backupset-0

Key Description

Login Name Login name

Alias Alias

Language Preferred Language for your backup reports

Contact

Email Address that will be used to contact you

Backup Quota

Backup Quota

Backup Source(s)

All backup sources of the backup set

Backup Schedule(s)

All backup schedules of the backup set

Filter(s)

All backup filters of the backup set

Retention Policy

The retention policy of the backup set

Transfer Size

The transfer block size of the backup set

Pre-Command(s)

All Pre-Command(s) of the backup set

Post-Command(s)

All Post-Command(s) of the backup set
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16.5 Inactive User Reminder

You will receive an inactive user reminder in email if your account has been left inactive for a period of 7 days (or
the period specified by the system administrator). This is to remind you that you have not been running backups
for more than 7 days. If you are a free trial user, your account will be removed from the system automatically if
the system can track no records of your backup activities in the next 30 days after receiving this report.

Sample Report

Inactive User Reminder

Why are you receiving this report ? User Setting

Login Marme : MewsAccount
You are receiving this report because this backup accounthas  Alias : Mews Testing Account Mame
heen inactive for 30 days. fthis account stavs inactive for Language tEnglish
another 30 davys, this account will be removed from adr Contact DUSENENOU-COMPAny.com

system automatically without further notice. The fallowing is
the backup activity ofthis account:

Last Login Time : 2003-068-21 10:18 AM
Last Backup Time ; 2003-06-21 09:57 A

[ffurther assistance is necessary, please referto the FAQS

Generated at: SatJun 21 11:93:38 HKT 2003

section.
Key Description
Login Name Login name
Alias Alias
Language Preferred Language for your backup reports
Contact Email Address that will be used to contact you

Backup Quota

Backup Quota

Last Login Time

The last time you logon to the backup system

Last Backup Time

The last time you ran a backup job
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17 Web Features

Other than the features of OBM described in the previous chapter, the web interface of AcadiaBackup Server
provides you access to some additional features that are not available in OBM. This chapter describes each of
these features in details.

17.1 Install OBM

Before you can use OBM, you have to download the OBM installer from the web interface of AcadiaBackup Server
and install OBM onto your computer. Please refer to the installation section (Chapter 2) for information on how to
install OBM onto your computer.

17.2 Upd

ate User Profile

You can update your user profile by using the [Profile] panel available on the web interface. To change your profile,
just make any changes to your profile on the panel shown below and press the [Update] button.

Restore | Install Software

oft [nternet Explorer

=101

Fads | Help | Select Language

Profile | Backup Set | File Explorer | Report | Statistics

Logout

User Summary

-

Quota Retention Area™ al L Total Restore®
500M g1k [ 3] 14M[1] 2 ZM [ 4 ] 5.2M[ 5]
* Unit : Compressed Size [Total No, of Files]
User Profile [ demo ]
Alias * [Demonstration Account
Language =|English j
Timezone : | GMT-+08:00 (HKT) |
Contact 1. Name [Demo Account [Rernove]
Ermnail |demo@y0ur—c0mpanv.cum
2. Mame | [Add]
Ernail |

Add-on Modules : Microsoft Exchange Server (Enable) , Microsoft SQL Server (Enable)
Oracle Database Server (Enable) , MySQL Database Server (Enable)

Lotus Domino (Enable) , Lotus Motes (Enable) In-File Delta (Enable)

Update | Resetl

[
i€ [ [ [ e Z
Key Description
Quota Backup Quota
Data Area Total number and size backup files stored in the data area
Retention Area Total number and size of backup files stored in the retention area
Total Upload Total number and size of backup files uploaded to the backup server

Total Restore

Total number and size of backup files restored from the backup server

Login Name Login name

Display Name Alias of your backup account

Language Preferred Language for your backup report
Time Zone Your Time zone

Contact Email Address that will be used to contact you
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17.3 Request Forgotten Password

If you have forgotten your password, you can retrieve it by simply entering your login name or your registered
email address on the [Password Request] form and press the [Request] button. Your password will be sent to your
registered email address automatically.

; 3 : =10 x|
Install Software Fads | Help | Select Language
Logon | Forgot Password ?

Password Request

-Easy to use
- Fully Automated o
- Daily backup Email: I

- Save you time and
money Reguest
At a glance: How to retrieve your forgotten password?

-Backup vour data
automatically every
day

Login Name: |demD|

i, Enter either your "Login Mame" or "Email” in the
form above
- Access your dat_a ii. Press the [ Request ] button
anywhere, anytime ii. vou should receive your password immediately
- Retain all backup files, via email
even those that have
been deleted
-Backup your data to
our secure data center
- Fire? Earthquake?
Typhoon? vour data is
always safe

] (e Y

17.4 Restore/Delete/Undelete Backup Files

Using the [File Explorer], you can browse through the backup data (both current and previous versions) on OBS.
You can select any current backup files to Restore or Delete. You can also select any deleted backup files (in gray)
to Undelete.
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Restore | Install Software

3 Online Backup Services Management Console - Microsoft Internet Explorer - |E| 1'
FAQs | Help | Select Language
Erofile | Backup Set | File Explorer | Report | Statistics Logout

Rows/Page: I 5 =

|9 Home > FileBackupSet-1 > 2007-01-16 (12:22) > F:\ > images

" Show files after Job [2007-01-16 (12:22) *| ¢ Show all files * Show Jobs View

Delete | Restore | Undelete |

[ File / Directory

Delete | Restore | Undelete |

Last Modified

Zipped [Ratio]

Note: 1. This shows all files / directories within a backup job of a backup set.
2. Files shown in light gray color refers to files retained in the retention area.
3. To restore files/directories, check the checkbox next to the files/directories and press the [ Restore ] button.
4. To delete files/directories, check the checkbox next to the files/directories and press the [ Delete ] button.
5. [D] = Differential delta file
6. [I] = Incremental delta file
& T Mectnranet

17.5 Review Backup Jobs

In addition to reviewing your backup activities from the email report and from OBM, you can also review any of
your backup Jobs by using the [Report] panel available on the web interface. To review a backup job, just select
the required backup job from the [Backup Set] and [Backup Job] drop down list.

Restore | Install Software

Profile | Backup Set | File Explorer | Report | Statistics

=101x|
FaQs | Help | Select Lanquage
Logout

Job Status : Backup finished successfully

hiore Information?

Detaile £ Detailed Report is

* Unit = Number of files [ Total file size ]

Backup Time : 2005/06/28 22:16 - 2005/06/28 22:17 (HKT) REDDII’T available.
New Files* 0[0bytes ] Data Area 861k bytes
Updated Files* 0[0bytes ] Retention Area | 1.4M bytes
Deleted Files* 1[1.4M bytes ] Total Upload 2.2M bytes
Moved Files* 0[0bytes ] Backup Quota S00M bytes

Remaining Quota 497 .8M bytes

& [T 4
Key Description
Job Status The overall status of the backup job. Normally, you should see “Backup
finished successfully” in this field. If you happen to get something else, please
click the [Detailed Report] images on the page.
Backup Time The time when the backup job ran
New Files Total number and size of backup files added to your backup set
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Updated Files

Total number and size of backup files updated in your backup set

Deleted Files

Total number and size of backup files deleted from your backup set

Moved Files

Total number and size of backup files relocated in your backup set

Backup Data Size

The total backup data stored in the data area

Retention Area

The total backup data stored in the retention area. Old copies of updated or

Size deleted backup files are retained in the retention area for the number of days
as specified by the retention policy of the backup set before they are removed
from the system.

Total Upload Total number and size of backup files uploaded to the backup server

Backup Quota

Backup Quota

Remaining Quota

Remaining Quota
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You can open the [Full Backup Report] to review all information logged by a backup job by clicking the [Detailed
Report] image on the [Report] panel.

Full Backup Report

Fu II Backu p Report Generated at: Sat Jun 21 10:00:05 HKT 2003

Backup Set : | BackupSet-0 Mew files® 1 [%k bytes
Backup Job 1| Z003-06-21 {09:58) Updated files* 1 [%k bytes
Backup Status| : | Backup finished successfully Deleted files* 1 [4k bytes
Backup Time |:| 2003-06-21 09:57 - 2003-06-21 09:57) Moved files* 1 [3k bytes

* Unit = Number of files [Total file size

Backup Logs

No. Type Timestamp Backup Logs
1 Info 2003-06-21 09157 Start running pre-commands
z Info 2003-06-21 09157 Finished running pre-commands
3 Info 2003-06-21 09157 Start running post-commands
4 Info 2003-06-21 09157 Finished running post-commands
New Files *compre
No. Files Size* Last Modified
1 Ci\TestylibyMew DANIEL.DOC ak 2003-06-21 0957

Updated Files *compre
No. Files Size™* Last Modified
1 CiyTestylibh\DANIEL.DOC ak 2003-06-21 0957

Deleted Files *compre
MNo. Files Size* Last Modified
1 ChTestyib\DANIEL_A.BAK 4k 1996-11-29 15:45

Moved Files

Mo. Files Size* Last Modified
1 CHTestKINGL BAK -> CriTesty it INGL.BAK 3k 2003-06-05 12135
Parameter Description
Backup Set The name of the backup set
Backup Job The name of the backup job (which is the start time of the backup job)
Backup Status The overall status of the backup job.
Backup Time The time when the backup job ran
Backup Log All messages logged when running this backup job
New Files Total number and size of backup files added to your backup set
Updated Files Total number and size of backup files updated in your backup set
Deleted Files Total number and size of backup files deleted from your backup set
Moved Files Total number and size of backup files relocated in your backup set
New File List Full list of all backup files added to your backup set
Updated File List Full list of all backup files updated in your backup set
Deleted File List Full list of all backup files deleted from your backup set
Moved File List Full list of all backup files relocated in your backup set

17.6 Review Storage Statistics

You can review the amount of data you have stored on the backup server and uploaded to the backup server on
each day by opening the [Statistics] panel available on the web interface. To review your storage statistics for a
different month, just select the month you are after by selecting from the [Month] drop down list.
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date

Retention Area
date

Total number and size of backup files stored in the retention area on a particular

Uploaded Size

Total number and size of backup files uploaded to the backup server on a
particular date

Total Storage

Total number and size of backup files stored under your backup account on a
particular date

ft Internet Exp - | | | 1[
Restore | Install Software FAaQs | Help | Select Language
Profile | Backup Set | File Explorer | Report | Statistics Logout
a
Storage Usage Summary Manth (7rr-Mey; | 2005-06 b
Fetention Area* loaded Size® Tot age*
2005-06-01 816.5M [ 3076 ] 0[o] G26.2M [ 3112 ]
2005-06-02 768.5M [ 3081 ] o[o] T7E.ZM [ 3111 ]
2005-06-03 768.5M [ 3081 ] o[ol 77E.2M [ 3111 ]
2005-06-04 . 768.5M [ 3084 ] 2z2m[a] 780.4M [ 3119 ]
2005-06-05 209,7M [ 1394 ] 1,006.6M [ 4616 ] 436,2M [ 2591 ] 1.19G [ 6010 ]
2005-06-06 209.7M [ 1394 ] 868.3M [ 4518 ] 0[0] 1.055 [ 5912 ]
Z005-06-07 209.7M [ 1394 ] B68.3M [ 4518 ] o[o] 1.05G [ 5912 ]
2005-06-08 209.7M [ 1394 ] 868.3M [ 4518 ] o[ol 1.05G [ 5912 ]
2005-06-09 93.6M [ 1536 ] 1,000.2M [ 5289 ] 68.9M [ 914 ] 1.07G [ 6825 ]
2005-06-10 98.6M [ 1536 ] §75.2M [ 5288 ] o[o] 973.9M [ 6824 ]
2005-06-11 98.6M [ 1536 ] 875.2M [ 5288 ] o[ol 973.9M [ 6824 ] e
2005-06-12 93.6M [ 1536 ] 875.2M [ 5288 ] 0[o0] 973.9M [ 6624 ]
Z005-06-13 98.6M [ 1536 ] §75.2M [ 5288 ] o[o] 973.9M [ 6824 ]
2005-06-14 56.4M [ 543 ] 917.7M [ 6041 ] 186k [ 60 ] 974mM [ 6884 ]
2005-06-15 56.4M [ 843 ] 917.7M [ 6041 ] 0[o0] 974M [ 6884 ]
2005-06-16 E6.4M [ 843 ] 917.7M [ 6041 ] o[o] 974M [ 6884 ]
2005-06-17 66.7M [ 1140 ] 918.2M [ 6066 ] 10.9M [ 322 ] 954,94 [ 7206 ]
2005-06-18 66.7M [ 1140 ] 915.2M [ 6066 ] 0[0] 934.,9M [ 7206 ]
Z005-06-19 £6,7M [ 1140 ] 918.2M [ 6066 ] o[o] 984,9M [ 7206 ]
2005-06-20 66.7M [ 1140 ] 915.2M [ 6066 ] 0[0] 954,9M [ 7206 ]
2005-06-21 £6,5M [ 1075 ] 918.4M [ 6131 ] o[o] 984,9M [ 7206 ]
2005-06-22 66.5M [ 1075 ] 918.4M [ 6131 ] o[ol 954,94 [ 7206 ] LI
=] [T [ e 4
Key Description
Date The date the following statistics are collected
Data Area Total number and size of backup files stored in the data area on a particular
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18 Further Information

18.1 FAQs

Please see if your question has already been answered in our FAQs available on our website.

18.2 Contact Us

You can view current contact information by following instructions below:

Open OBM from the system tray icon e

Choose [View] -> [About] from the top menu

~=al x|
Backup Set Backup Restore Tools |view
Save Setting | » StartBackup m St UsrProfile
—  Backup
& Backup Cantroller @,( [ Restore BackupSet1
User Profile T
Backup Source
iy Backup Schedule
- & Backup Filter Network Resources Authentication for Windo:
~[7 Command Line Tool Dormain:
- setting User Narne:
& Encryption Password:
<[y In-File Delta
&5 Local Copy Properties |
ME3QLBackupSet-1
CracleBackupSet1 [¥ Run scheduled backup on this computer
([#] MSExchangeBackupSet-1
LotusBackupSet-1
[vig] MySQLBackupSet-1
Log Tahle (FileBackupSet-13 &7
Type | Log Time |
@ Start |2005/06/28 16:59.07) é
@ Startrunning pre-commands |2005/06/28 16:59:07)
@ Finished running pre-commands [2005/06/28 16:59:07]
(i)} | Downloading senver file list [2005/06/28 16:59:071 ﬂ

| @ Backup I & Restorel Log'

|Backup Completed Successfully

|Quata (Remaining / Tatal): 500M/ S00M |Last Backup: 2005-06-28 14:51

Our current contact information will be displayed in the About box:

Acadia Backup
Wersion 5.2.2.4

Backup Service Provider

~ Fully automatic

off-site backups

to protect

your company's

vital data

Campany: Acadia Systems Inc,

Backup Server: backupl.acadiasys.com
Campany Website www AcadiaBackup.com
Email: support@AcadiaBackup.com
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