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Introduction

Paragon Rescue Kit™ 11 is an integrated set of powerful tools that is specially designed to tackle most of the problems

you might face while using PC. Its primary objective is to provide all the necessary facilities to get the system back on

track when it fails to boot or at least to retrieve valuable data from the failed hard disk. But that is not all the product

can be used for. With Rescue Kit 11 you can easily recover an accidentally deleted partition, clean user passwords for
Windows NT/2000/XP/Vista/2003/7/2008, securely utilize an outdated hard disk, etc.

In this manual you will find the answers to many of the technical questions, which might arise while using the program.

A

Our company is constantly releasing new versions and updates to its software, that's why
images shown in this manual may be different from what you see on your screen.

What’s New in Rescue Kit 11

The updated P2P Adjust OS Wizard to successfully start up a Windows physical system on a different hardware
platform (P2P) by allowing injection of all required drivers and the other actions crucial for this type of
migration. Including the third generation of Paragon’s Adaptive Restore™ technology, it now can:

- Analyze all installed drivers inside a target system to report on devices without drivers.
- Search for and install lacking drivers from the built-in Windows repository.

- Notify the user about boot critical devices without drivers (HDD/RAID controllers, etc.), automatically
prompting to provide a path to a driver repository.

- Name all devices according to their model description, not some alphanumeric code, which requires
additional deciphering.

- Determine and install drivers not only for boot critical devices, but for physically connected NICs as well.

Boot Corrector for WinPE to fix most of the system boot problems not only with the Linux and PTS DOS
bootable recovery environments, but WinPE 3.0 as well.

The latest Linux kernel to enjoy support of a wider range of hardware configurations, including the brand new
Intel ICH9 chipset.

WInPE 3.0 based bootable recovery environment to enjoy support of a wider range of hardware configurations
with the option to add drivers for specific hardware on-the-fly.

Support for exFAT (Extended File Allocation Table) file system (backup, restore) developed by Microsoft
Corporation particularly for flash storages. It supports drives up to 16 exbibytes, files much larger than 4GB,
larger cluster sizes, etc.

Better support for 64-bit platforms to reboot your computer to one of the three special modes (Windows
native, Linux, or DOS) to automatically complete operations, which cannot be accomplished under 64-bit
Windows.

Better support for GUID Partition Table (GPT) to back up and restore not only single GPT volumes but entire
disks, including the option of resize during the restore operation.

Better support for the Apple Boot Camp Configuration with the option not only to back up and restore this kind
of configurations, but to copy single volumes or entire disks with resize.

Better support for Linux ExtFS starting from Ext2FS up to the brand new Ext4FS.
AFD (Advanced Format Drive) ready.

Support of 2TB+ and non-512B sector size drives.
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e USB 3.0 ready.

Product Components
In order to cope with different tasks, the product contains several components:

e Linux/DOS based recovery environment is a multi-platform bootable media that enables to run utilities under
Linux or PTS DOS, and that way to get access to your hard disk for maintenance or recovery purposes. Both

platforms have their strong sides, for instance Linux can boast support of FireWire (i.e. IEEE1394) or USB
devices. It enables to burn CD/DVD disks. However there can be some difficulties with detecting new hardware.
DOS in its turn has no problems of that kind but is limited in features. The Linux/DOS recovery environment
requires no installation and can be of great help when the system fails to boot. Besides it offers a Windows XP
like environment.

e WinPE based recovery environment. Especially for keen followers of Windows, our product also offers a WinPE
3.0 based bootable media. Unlike the Linux/DOS recovery environment it can boast an excellent hardware
support and the same interface as the Windows version can. However its system requirements are much
tougher.

Features Overview

This chapter dwells upon key benefits and technical highlights of the product.

Key Features
Let us list some of the key features:
e A handy Launcher to easily find and run the required tasks.

e Support of all present day techniques to store backup images:

- Backup to local mounted/unmounted (without drive letter assigned) partitions;

- Backup to an external mounted storage to provide for a higher level of data protection and system
independence;

- Backup to a special secured place on the hard disk called the Backup Capsule that has an independent system
layout (e.g. a separate partition) and will stay operable should the active file system be damaged. To avoid an
accidental removing or unauthorized access of the backup data, this partition is hidden and thus cannot be
mounted in the operating system;

- Backup to external media (CD/DVD) to guarantee a high level of data protection as long as the backup media is
kept secure;

- Backup to a network drive to stand a better chance of success in case of a hard disk failure;

e Sector backup to save not only all on-disk information but also the system service structures. It is ideal for
making a backup image of an entire hard disk or system partitions to guarantee the operating system’s working
capability.

e Restore an entire disk, separate partitions or only files you need from the previously created backup image.

e Adaptive Restore to successfully migrate a Windows physical system to a different hardware platform (P2P) by
allowing automatic injection of all required drivers and the other actions crucial for a migration of this kind.

o Undelete Partitions Wizard to recover an accidentally deleted partition.
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e Registry Editor to view and modify settings of any Windows System Registry in the offline mode, i.e. when your
operating system has not been started up. It is organized just the way Windows built-in editor is, so you can feel
comfortable with it.

A It is only available for the Linux/DOS recovery environment.

e Password Cleaner to clean user passwords for Windows NT/2000/XP/Vista/7/2003/2008. With its help you can
easily change any user password, including Administrator's to a blank one, thus providing the possibility to
freely log in to your operating system. Even if your password has been encrypted with the Syskey utility, you can
still clean it up.

A It is only available for the Linux/DOS recovery environment.

e Data wiping to successfully destroy all on-disk information including the standard bootstrap code and other
system service structures.

e Free space clearing to destroy any remnants of deleted files/directories left on disk without affecting the used
data.

e File Transfer Wizard to make such operations as transferring of files/directories or burning of them to CD/DVD
as easy and convenient as possible. Providing access to Paragon backups as regular folders, it may also help to
replace corrupted data from a previously created image in case of an operating system failure.

e Recovery Media Builder to create a bootable recovery media based on Linux/DOS or WinPE 3.0 on a CD, DVD
disc, or flash memory, which can later be used to boot and recover your computer in case of an operating
system failure. Moreover, with its help you can save data from partitions of your hard disk directly to compact
discs or burn ISO-images. The utility supports various formats of laser discs: CD-R/RW, DVD-R/RW, DVD+R/RW,
DVD-R, DVD+R double layer, Blu-ray and can handle multi-session burning.

e Network Configuration Wizard to establish a network connection under Linux or WinPE either to save a backup

of a partition/hard disk or just several files on a network computer or retrieve a previously made backup from a
network computer for recovery purposes.

e Boot Corrector to fix most of the system boot problems that can be a result of a human factor, program error or
a boot virus activity.
Supported Technologies

Along with using innovative technologies from outside, Paragon has developed a number of its own original
technologies that make its products unique and attractive for customers:

e Paragon UFSD™ technology to browse partitions of any file system including hidden and unmounted, modify
and copy files and folders, etc.

e Microsoft Dynamic Disk (simple, spanned, striped, mirrored, RAID-5) to offer more management flexibility
without the partition limitation of basic disks. Dynamic storage can be particularly beneficial for large-scale
businesses when dealing with many physical hard disks involving complex setup.

e GUID Partition Table (GPT). It is the next generation of a hard disk partitioning scheme developed to lift
restrictions of the old MBR. GPT disks are now supported by Windows Vista/7, Server 2008, Mac OS X and Linux.

Supported File Systems
e Full read/write access to FAT16/FAT32/exFAT partitions.
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e Full read/write access to NTFS (Basic and all five types of Dynamic Disks) under Windows 95/98/ME, Linux and
PTS DOS. Compressed NTFS files are also supported.

e Full read/write access to Ext2FS/Ext3FS/Ext4FS partitions under all versions of Windows, DOS 5.0 and later.

e Limited read/write access to Apple HFS+ partitions.

Unfortunately, support of non-Roman characters for the HFS+ file system is unavailable at
the moment. The company is about to implement it in the nearest future.

Supported Media
e Support of both MBR and GPT hard disks (2.2TB+ disks included)
e IDE, SCSI and SATA hard disks
e SSD (Solid State Drive)
e AFD (Advanced Format Drive)
e Non-512B sector size drives
e CD-R, CD-RW, DVD-R, DVD+R, DVD-RW, DVD+RW, DVD-R, DVD+R double layer and also Blu-ray discs
e FireWire (i.e. IEEE1394), USB 1.0, USB 2.0, USB 3.0 hard disks

e PC card storage devices (MBR and GPT flash memory, etc.)

Getting Started

In this chapter you will find all the information necessary to get the product ready to use.

Contacting Paragon Software GmbH

If you have any questions about the company products, please do not hesitate to contact Paragon Software GmbH.

Service Contact

Visit Paragon GmbH web site WWWw.paragon-software.com
Registration & updates web-service www.paragon-software.com/support
Knowledge Base & Technical Support kb.paragon-software.com

Pre-sale information sales@paragon-software.com

System Requirements

Linux/DOS based recovery environment

To use the Linux/DOS recovery environment on your computer (it doesn’t matter what operating system is installed),
please make sure that it meets the following minimum system requirements:

o |BM AT compatible computer with i486 or higher CPU
e 256 MB of RAM
e SVGA-compatible monitor

e Mouse (recommended)
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WIinPE based recovery environment

To use the WinPE based recovery environment on your computer, (it doesn’t matter what operating system is installed),
please make sure that it meets the following minimum system requirements:

e Intel Pentium Ill CPU or its equivalent, with 1000 MHz processor clock speed
e Atleast 512 MB of RAM
e SVGA-compatible monitor

e Mouse (recommended)

Additional requirements

There may be additional requirements if you want to use advanced features:
e Network card to send/retrieve data to/from a network computer
e Recordable CD/DVD drive to burn data to compact discs

e External USB hard drive to store backup data.

Booting from the Linux/DOS Recovery Media

The Linux/DOS recovery environment can be used to boot your computer into Linux or PTS DOS to get access to your
hard disk for maintenance or recovery purposes. It also has the PTS DOS safe mode, which may help in a number of non-
standard situations such as interfering hardware settings or serious problems on the hardware level. In this case, only
basic files and drivers (such as hard disk drivers, a monitor driver, and a keyboard driver) will be loaded.

Startup
To start working with the Linux/DOS recovery environment, please take the following steps:

1. Start up the computer from our Linux/DOS recovery media.

2. lLaunch a boot mode you need (Normal, Safe, Low-Graphics Safe) in the Boot menu.

A By default the Normal Mode will be automatically initiated after a 10 second idle period.

3. Click on the required operation to start. Hints on the selected at the moment item will help you make the right
choice.

4. Consult the help system by pressing ALT+F1 to know more on the subject.

Boot menu

The Boot menu contains the following commands:

-+ Hormal Hode Main recovery
& Safe Mode enyironment

& Low-Graphics Safe Mode

& Floppy disk

& Hard disk 8 MBR

& Find 05es on your hard disks

e Normal Mode. Boot into the Linux normal mode. This mode uses the full set of drivers (recommended);

e Safe Mode. Boot into the PTS DOS mode. This mode can be used as an alternative of the Linux normal mode if it
fails to work properly;
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Low-Graphics Safe Mode. Boot into the PTS DOS safe mode. In this case, only the minimal set of drivers will be
included, like hard disk, monitor, and keyboard drivers. This mode has simple graphics and a simple menu;

Floppy Disk. Reboot the computer from a system floppy disk;
Hard Disk 0. Boot from the primary hard disk;

Find OS(s) on your hard disks. The program will scan hard disks of your computer to find any bootable operating
system.

To move within the menu, please use the arrow keys of the computer keyboard.

While working with the recovery environment you might experience some inconvenience

c caused by possible video artifacts. It is just a result of changing video modes and in no way

will affect the program functionality. If this is the case, please wait a bit and everything will
be OK.

Normal Mode

When the Normal mode is selected, the Linux launch menu appears:

=
&
&
&

=

¥

W

g

# |You can copy an entire hard disk or its

Postmonem Backup Wizard partitions ko new cations. You can also save
them as image files for later restoration.
Please select ihe drive, its parition if
necessary, and then activate the ‘Hand Disk' or
Parition” pull-down menu and select the
Wipe Wizard operation needed.

Simple Restore Wizard

File Transfer Wizard
Boot Corrector
Undelete Panition
Regisiry Editor
Password Cleaner
Metwork Configurator
Log Saver

Eject COyDVD

W

Hard Disk Manager (enables to copy and back up separate partitions or entire hard disks, carry out partitioning
operations, etc.);

Simple Restore Wizard (allows restoring hard disks and partitions);
Wipe Wizard (enables to destroy all on-disk information or only remnants of deleted files/directories);

File Transfer Wizard (allows coping files/folders to another disk or a partition as well as recording them to
CD/DVD);

Boot Corrector (helps to correct the Windows System Registry without Windows being loaded);
Undelete Partition (enables to recover an accidentally deleted partition);
Registry Editor (helps to view and modify settings of any Windows System Registry in the offline mode);

Password Cleaner (allows cleaning user passwords for Windows NT/2000/XP/Vista/7/2003/2008);

Network Configurator (enables to establish a network connection under Linux);
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If you are going to use network resources, first launch the Network Configuration Wizard to
establish a network connection.

e Log Saver (helps to collect and send the necessary log files to the Technical Support);
e Eject CD/DVD;

o Reboot the computer;

e Power off the computer.

To move within the menu, please use the arrow keys of the computer keyboard.

Safe Mode

When the Safe mode is selected, the PTS DOS launch menu appears. It has nearly the same functionality as for the
Normal mode except the Network Configurator and Log Saver commands. Besides due to certain limitations of the PTS
DOS environment, there is no possibility to burn CD/DVD discs.

Low Graphics Safe Mode

When the Low Graphics mode is selected, the PTS DOS launch menu appears. It has the same functionality and looks

similar to the Safe mode but graphically simpler.

_a PostHortem Backup Hizard Provides Backup for hard

® Simple Restore Hizard disksspartitions. All

& Hipe Hizard drives (including NTFS) are
P8 File Transfer Hizard already mounted as c:, d:,

[E Boot Corrector e:, etc. It is possible to

#; Undelete Partitions eject your CDROH.

W Registry Editor
& Password Cleaner

Reboot the computer
P

Booting from the WinPE Recovery Media
The WinPE recovery environment can be a real alternative to the Linux/DOS recovery environment. Providing nearly the
same level of functionality it offers an excellent hardware support and the same interface as the Windows version does.
Startup
To start working with the WinPE recovery environment, please take the following steps:

1. Start up the computer from our WinPE recovery media.

2. Once it has been loaded, you will see the License Agreement. Read the agreement and then mark the
appropriate checkbox to accept. If you do not agree with any conditions stated there, you won’t be able to use
the program.
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Press Page Up and Page Down 1o scroll the text

End User License Agreement g
petaeen

PARAGON Technclogie GmzH,

Systemprogrammierung

Heinrich-von-Stephan-Sir, 5 ¢, 75100 Freiburg, Germany,

and

You, &3 end yser

If you accept the terms of the agreement, click the check box below

[V ) agcept the tarms in the License Agreement |

é‘m I Decline I

3. Once you accept the agreement, you will see the Universal Application Launcher. In general it enables to run

components of the product, load drivers for undefined hardware or establish a network connection.

') Paragon Rescue Kit™ 11 Professional Edition = =18 x|

ParaGgon

\0'|*All

Paragon Rescue Kit™ 11 ' A S‘

Nical o 18

., Postmortem Backup and Postmortem Backu pa nd
Recovery
Recovery
l/( Wipe Hard Disk or Partition What would you like to do?

| \’ Postmortem Backup '
@ Boot Management !_ _ Podam yow systom o roecus dets sheromsh.

# Postmortem Restore
w . Restore your system/data from a postmortem backup image
: /‘ Tools

# Undelete Partition
A Racover deleted parttions on 3 hard disk.
6 Support Contacts

# Transfer Files
N Copy data from any file system and bum ¢ to CD/DVD,

© Help Restart [@) Shutdown

4. Click on the required operation to start. Hints on the selected at the moment item will help you make the right
choice.

5. Consult the help system by pressing ALT+F1 to know more on the subject.

case it doesn’t have a driver for your disk controller, your hard disks will be unavailable.

f Our WinPE 3.0 based recovery environment offers excellent hardware support. However in
Please consult the Adding specific drivers scenario to know how to tackle this issue.
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Basic Concepts

This chapter explains terms and ideas that show how the program works. To understand these helps to obtain a general
notion of the operation performance and makes it easier for the user to operate the program.

System and Data Protection

The data protection issue is a growing cause of worrying for more and more people today. Indeed, it is hardly to find a
person who will be particularly happy when all precious information on the hard disk is irreversible lost as a result of its
malfunction. So how this tragedy can be prevented?

Full Sector Backups

A full sector-based backup image includes all contents of a partition or a hard disk at the moment of its creation. If you
roll back your system to the initial state on a regular basis, that’s exactly what you’re looking for. But if you want to have
multiple backup archives of the same partition reflecting certain time stamps, unchanged data will inevitable be
duplicated in all archives and take additional space on backup media.

Backup Storage

Our program supports all present day techniques of storing backup images. Let’s take a closer look at them all to
understand what kind of storage is able to provide better security:

e You can place a backup image to a local mounted or unmounted (without drive letter assigned) partition.
Despite the fact that it is the most convenient way, try not to use it. You can delete your backup just by accident
or lose it as a result of a hardware malfunction, or a virus attack;

e You can place a backup image to an external mounted storage to provide for a higher level of data protection
and system independence;

e You can place a backup image to a special secured place on the hard disk called the Backup Capsule that has an
independent system layout (e.g. a separate partition) and will stay operable should the active file system be
damaged. To avoid an accidental removing or unauthorized access of the backup data, this partition is hidden
and thus cannot be mounted in the operating system. However it won’t help you in case of a hardware
malfunction;

e You can place a backup image to external media (CD/DVD) to guarantee a high level of data protection as long
as the backup media is kept secure;

e You can place a backup image to a network drive to stand a better chance of success in case of a hard disk
failure. Moreover, by storing it on a special-purpose server you may be pretty sure nothing will happen to it;

Adaptive Restore

Technology Background

Windows family operating systems are notorious for their excessive sensibility to hardware, especially when it turns to
replacement of such a crucial device as HDD controller or motherboard — actually Windows will most likely fail to boot
as a result of this operation.

In 2008 our company came with an exclusive technology called Paragon Adaptive Restore™. Initially aimed at restore of
Windows Vista or Server 2008 from a backup to a different hardware configuration, its current realization, available in
the P2P Adjust OS Wizard, enables to make any Windows since XP bootable on dissimilar hardware by allowing
automatic injection of all required drivers and the other actions crucial for this type of migration.

Technology Concept

Let’s take a closer look at how Paragon Adaptive Restore works.
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Adj kernel
internal settings djusting kere

Madifying additional
settings

asatting CP

Devices parameters

k J

Injecting drivers for
» bool critical devices
and NICs

From the Windows
Repository

From additional
driver repositories

Destination
Environment

As you see, successful migration of a Windows system to a different hardware platform involves several actions:

1. Change of the Windows kernel settings according to the new configuration. The program detects the given
hardware profile and automatically installs the appropriate Windows HAL and kernel.

2. Installation of drivers for boot critical devices. The program detects those without drivers and automatically
tries to install lacking drivers from the built-in Windows repository. If there’s no driver in the repository, it
prompts the user to set a path to an additional driver repository, strongly recommending not to proceed until all
drivers for the found boot critical devices are installed. In case drivers for these devices are installed, but
disabled, they will be enabled.

3. Installation of drivers for a PS/2 mouse and keyboard. This action will only be accomplished for Windows
XP/Server 2003.

4. Installation of drivers for network cards. The program detects those without drivers and automatically tries to
install lacking drivers from the built-in Windows repository. If there’s no driver in the repository, it prompts the
user to set a path to an additional driver repository.

These actions guarantee a Windows system will start up on dissimilar hardware. After the startup, Windows will initiate
reconfiguration of all Plug'n'Play devices. It’s a standard procedure, so please don’t worry and prepare the latest drivers
at this step to get the most out of the system.

additional drivers when dealing with Windows XP/Server 2003, because for these systems

j Though all Windows systems have built-in driver repositories, please be prepared to have
they are very modest.

Technology Application
Let’s consider a number of situations when the Adaptive Restore technology can help you out:

e If you need to migrate to a different hardware platform with minimal effort
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e If you need to upgrade hardware while keeping all programs and settings intact

e |f you need to replace failed hardware and cannot find an exact match for original system specifications

Known Issues

1. After transferring Microsoft Vista and later versions to different hardware, you will need to re-activate license of
the system. It’s normal behavior as these systems keep tracking any change of hardware. Re-activation is legally
justified in this case, as you transfer your system to another PC.

2. If you've installed several operating systems on one partition, we can only add drivers to the latest version of
OS. Microsoft highly recommends that you install an operating system on a separate partition.

3. Please note drivers are not cached during selection. That’s why if you select a driver to add to the system, but
it’s already unavailable during the operation, the program will end the operation with an error.

Data Sanitization

Data security is a two-sided problem. It is to be made clear, that providing confidentiality implies not only information to
be stored properly, but also be destroyed according to certain rules. The first step to protecting yourself is to know
exactly which security precautions work and which do not.

Many people believe the misconception that repartitioning a disk will result in complete destruction of its contents.
Actually that is not quite so. Repartitioning the drive only alters references to partitions in the Partition Table, leaving all
file data intact. In fact, there are a number of programs available to successfully recover previously deleted partitions.

Formatting a drive also does not guarantee data destruction. Formatting procedure implies modification of the Master
File Table (MFT) that keeps track of where file contents are stored on the disk and verification of each sector for
consistency. Even a low-level format does not actually erase the file contents for good, since they can still be
resurrected from their deleted state with minimal effort by using the popular today Magnetic Force Microscopy
technology.

The only way to make sure that all the data has been erased from a hard drive is to overwrite all on-disk sectors with
random patterns of ones and zeros. Although this sounds complex, there is an easy way to do this.

The process of deliberately, irreversibly removing or destroying the data stored on a memory device (magnetic disks,
flash memory drives, etc.) is generally known as Data Sanitization. A device that has been sanitized has no usable
residual data and even advanced forensic tools should not ever be able to recover it, thus providing maximum level of
security.

Data Backup and Rescue

In this chapter you will find all the information necessary to establish a reliable data protection system.

Postmortem Backup

By going through steps of the wizard, you configure all the necessary settings to launch the backup operation. To
minimize the possibility of making any mistake, the wizard provides auxiliary information on every single option.
Moreover you can get an in-depth description to any setting, control, or field of the wizard just by clicking the hint
button and then the object you need.

Startup

e C(lick the Postmortem Backup button.

Setup

The wizard offers the following steps to accomplish the backup operation:
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o The object to back up. You can back up either an entire disk or separate partitions of the disk (primary,
extended or logical). In case of backing up an entire disk, you’ve got the possibility to include into the image
such disk elements as the Master Boot Record (MBR) and the first track of the hard disk. This can be very helpful
for serious disk recovery procedures.

=) Gl My Compute: Wy Compute
=7 [E] Basic Hard Disk 0 (Unknown Model) ntemal Hard Disk Drive 1€0GB
= [7 25 Birst Hard Disk Track Frst Track 0 Bytes
|5l & Master Boot Record MBR 0 Bytes
¥ @ vindows XP € Primary NTFS 585GB 142
[~ & NEW VOLUME (0 Prmary FAT22 1014GB 508
e Backup destination. The wizard allows saving backup archives to local or network drives or burning them to
CD/DVDs. You need to select a destination, taking the estimated archive size and available space on the backup
destination into account.
There are saveral ways the Wizard can store your data. Pleass selact how would you e fo save the
archive:
(= | Save data to local network dives. |
" Bum the data to CD or DVD
[ ]

Name and location of the resulted image. Provide a file name for the new image and its exact location. The
program automatically offers an easy to understand name containing the date and the time of the archive
creation, which can anyway be modified.

Selact a folder where archive should be placed and specfy archive name. Archive name wil be used 3s 3
sub4oider where backup data fles will be storad

Archive focation: |D-/arc_050410213215343/

+- [5] NEW VOLUME (D))

#3- {=] Boot (X

+ .CH‘.Q *

Acchive detals

Archive name Jarc_050410213215343
Estmated archive size: 6.8GB

Spaca avadable on backup destinabion:  101.3 GB

The program automatically calculates size of the future archive and informs the user about
space available on the selected destination.

Archive Comment. You can add some additional description to the archive that will later help to distinguish it
from the others.

Please enter a short comment fo describe the archive
[

|No comenent

In addition, there is the possibility to make further detailed settings (although the default values will do in most cases).

To activate the advance mode, you need to mark the appropriate option on the second page of the wizard. When it is
marked, the next page enables to define:

e Whether the archive integrity will be controlled.

Copyright© 1994-2011 Paragon Software Group. All rights reserved.



program are 100 percent flawless. Nevertheless if you decided not to control the archive

f Checking archive integrity enables to guarantee that all backup images created with the
integrity, the backup operation would take about 3-5% less time.

o Whether image file names will be set automatically in complex archives.
e Compression level for the backup image (including the No compression variant).

e Whether the archive will be split (if yes, you can set the maximum size for the archive files).

Splitting images enables to tackle issues caused by a file size limitation of some file
systems.

e Whether the archive will be protected by password.

e Whether the selected disk (or the selected partition) will be copied in the sector-to-sector mode (including
unused sectors as well).

e Whether the OS auxiliary files (pagefile.sys, hyberfil.sys) will be included in the backup image.

e Whether the operation will be performed without rebooting the system. The program needs to reboot the
system in order to have exclusive access to processing data. In a Windows environment this is difficult to
achieve because even when all the other applications are closed, the system service programs are still running.
However, there is a way to avoid rebooting. The mode of processing the backup operation without rebooting is
named Hot Processing. You can also define specific parameters for the Hot Processing mode.

e The data to be automatically excluded from the resulted backup.

Result
After the backup operation is completed you receive an image of the selected disk (or the selected partition). This image
is placed into the specified destination, its features defined by the wizard.

Postmortem Restore

Startup

e (Click the Postmortem Restore button.

Setup
The wizard offers the following steps to accomplish the restore operation:
e A backup image to be restored. The Browse for Archive page enables to find a backup image you need.

You can find the required image in the browser-like window. The section below (i.e. Archive File Details) will also
display a short description of the selected image.

Copyright© 1994-2011 Paragon Software Group. All rights reserved.



Look in: | [5] Local Disk [F:] v @ ¥ ¥

M ame Size D ate Lo
. = E] arc_18120709115870 18,12 2007 13:.21:32
B c_181207091158700 PEF EIKE 18122007 13:21:33
arc_18120709115870 _0100p. 000 1.9GE 18122007 13:13:39
ate_ 181 207091158701 _01 00p, 001 1.9GE 18122007 1314:32
arc_ 181207091 158701 _0100p. 002 1.9GE 18122007 1315:22 p
e O TOCIONO A SO O 080 A OLCIN AT T 1A 0T
Swatch to Aachinve List View
Auchive File Detads

Mame:  Basic Hard Disk 1 [Unknown Model)

LComirent  [Mo comment is avalable]

Type: Basic Hard Disk Dreves

Total size: 149 GB

File: 3ackup Images/ac_181 207081 158701 Aaec_ 181 207091153701 PBF

Moreover, on this page you’ve got the possibility to create new folders, delete existing files/folders or map
network drives by clicking the appropriate buttons.

Sector Backup Restore
o Data to restore. An item of the selected archive to be restored. The program allows you to restore not only an

entire archive, but also separate items of the archive. It is very convenient in case of restoring separate
partitions from the entire disk archive.

Please select one of the object{z] to reslore;

| Name Tyvpe | Fle system | Size | Used
Sk B Basic Hard Disk 1 [Unknown Model) Basic Hard Digk Drve 95GB
@Logcal Dik ) Primasy FAT32 238GB EMB
= (5 Extended Patition Extended 0 Bytes
& Logica Disk ) Logical NTFS 24GB 151 M8
Logical Disk (%) Logical Linux Ex3 14GB  57MB
@ Logica! Disk () Logical Lnux Swap2 6353 MB 5KB

e A place to restore. Selecting the destination, please note - all contents on the disk selected for restoring
purposes will be deleted during the operation.

Plaase select a place you would ke to restore the archive to. Note that if you select an ewsting hard disk o
pattition, its content will be deleted and replaced with the one from the archive.

~|

Basic Hard Disk 1 (FUJITSU MPF3102AT)

o) (6) L
6.8GB FATR2 1

Basic Hard Disk 2 [Maxtor 7Y 250P0)

) (K) ©) (Unallocated)
117.1 GB NTFS 1165GB

To help you get a clear-cut picture of the operation outcome, the program allows inspecting the resulted disk
layout.

Restoring Partition:

e Size of the restored volume and free space before and after it on the disk.
Logcal Dick Restore Oplione
Piease specily the size of the restored padition 25331 & 15MB -113365 MB
Please specify size of free space before the pation: [0 | 0 MB - 119350 MB
Please specify see of free space after the patibore (34032 2 0 MB - 119350 MB
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o Drive letter assignment after restore. The pull-down list contains vacant drive letters that can be associated
with the restored partition.

Aseign the folowing drive letter: | G N

Restoring Hard Disk:

e Copy data and resize partitions proportionally. If this option is activated, the program proportionally changes
the size of partitions keeping their relative order intact. The option can be useful when restoring to a larger hard
disk.

o Perform surface test. Define whether the surface test will be accomplished during the operation or not.
Your hard digk after the changes:

Basic Hard Disk 2 [Maxtor 7Y 250P0)

©) {Unallocated)
Haed Disk Restore Options

[1){Copy data and resize partitions propodionally |

In this mode, the \Wizaid changss the size of partitions in the same propation, with keeping intact their
relative order. This option can be useful in restring an image of haed disk to & larger one.

[7] Pesform surface test

Set this option f you want the \Wizaid to perform the surface test on the taiget hard disk. In thes case, #
the program finds bad and unrelizble sectors it will mark them as unusable ones.

All contents on the disk selected for restoring purposes will be deleted during the
operation.

Result

The wizard will restore the archived data, and make it available to use in the operating system.

A To make a Windows bootable on different hardware, please additionally complete the P2P
. Adjust OS Wizard.

Undeleting Partitions

When simply deleting a partition (without additional wiping) disk management software only removes references to it in
the Partition Table, thus leaving the possibility to recover it later.

The program enables to find and recover these partitions. A restored partition will be fully functional, as long as other
partitions were not created, moved or exceeded the disk space occupied by that partition. That is why the program
offers this function only for blocks of free space.

The operation can be accomplished with the Undelete Partition Wizard.

Startup
e Click the Undelete Partition button.

Setup
The wizard offers the following steps to accomplish the undelete partition operation:

e Free blocks to scan for lost partitions. Choose a free block from a tree-like list of available hard disks.
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Chck the check box neat to any hard disi drive or free block you wart o sxamine

Type Size
Wy Computer
Internial Hard Ciske Onve 0GB
Fres space 3548GE
The summary size of fragment (s) to analyze is 39.3 GB ]

e Search method. By default, the wizard selects the fastest search method for your operating system. In most
cases that will do to find any accidentally deleted partition. However if you're under Windows XP for instance
(the Conventional Search option is selected), but the deleted partition you're looking for has been created with
the Disk Management utility under Vista, the wizard won't be able to find this partition, unless you manually
select the appropriate option (Quick Search for Partitions Created by Vista or Later OS). Moreover if the wizard
still fails to find the partition you need, you can select the Thorough Search option to scan every single sector in
the specified search area to get the most accurate results.

Choose how to look for the deleted partitions:
" Quick search for parttions, created by Vista or later OS

To know more on the available search methods, please use the context sensitive hint
system.

e File system filter. By default, the wizard will search for all known file systems. However, by clicking on the
appropriate option on the second page of the wizard, you can specify only those file systems you need.

A Hide file systems search options
I | A known fle s'fst_emﬂ
[V FAT and FAT32 fie systems
[V NTFS file system
™ Linux fie systems (E42, B3 and Exa4)
[ 05/2 HPFS fie system
™ Other fnkisted) file system

e A partition to undelete (if several). By default, the program searches records of any deleted partition ever
existed on the selected block of free space. So you can get several partitions to choose from.
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Search delsted partiions from secior: (x00000040 to sector D04,
S@FTTTT
The following partitions have baen found:

Fia systam Type Capacity Usad Spaca % Usad
EHT‘FS Prinany H9GE 65.6 MB 0

Most likely the required partition will be found first. If so, you may abort the search operation by pressing the

Stop search button.

Result

After the operation is completed you receive a fully functional partition.

Wipe Tasks

In this chapter you will find all the information necessary to wipe a hard disk/partition of any file system or only destroy
any remnants of deleted files/directories left on disk without affecting the used data, thus providing high level of

security.

The operation can be accomplished with the Wipe Wizard or corresponding dialogs.
Wizard Startup
o Click the Wipe Hard Disk or Partition button.

Wizard Setup

The wizard offers the following steps to accomplish the operation:

e The hard disk/partition to wipe. Select a hard disk/partition the data of which you want to destroy.

Flease choose an object for wapmng. It can be a whale hard disk, & single partiban o & block of unallocsted space. You
can set bo wipe 4l data on the pastibon of only unoccupesd space on i [ses the next step)

Basic Hard Disk 0 [Maztor MY 2Z50P0]

I &) Local Disk [F:]
2337 GE NTFS

Bagic Hard Dizk 1 [ST31ED815A5)

I W I @) Applications (D:] ' . ) Other Stulf (E:)
195.. [ME34GENTFS  |/EM G5GBNTFS

e  Wipe mode. This section enables to switch between two options:

.............................. =

@-;'w'be out all the data
Choose this option f you want Lo destroy complately all the dala on the selecied objacl.

() Clear [wipe) free space
Choase thiz oplion i you want bo destioy the tiaces of data that may have been lefl afler an ordinan delete
oparation.

- Wipe out all data. Select the option to irreversibly destroy all on-disk data of the selected object.
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- Clear (wipe) free space. Select the option to destroy any remnants of deleted files/directories left on disk
without affecting the used data.

é The Clear Free Space operation is available only for Logical and Primary partitions of known
file systems.

e Wipe method. Here you can select a specific data erasure algorithm or create a customized method by marking
the appropriate option.

- In case you preferred to use a specific algorithm, the next page of the wizard enables to get detailed
information on the selected algorithm, choose whether to carry out residual data verification or not specifying
the percentage of sectors to check and estimate the time required to accomplish the operation.

- In case you preferred to create a customized algorithm, the next page of the wizard enables to define up to 4
wiping patterns, number of passes for each wiping pattern and for the group of patterns. The Mask spinner
control allows you to set a two-figure hexadecimal character value ("00" by default). The available range is from
"00" to "FF". You can also choose whether to carry out residual data verification or not specifying the
percentage of sectors to check.

Wipe parametess

Mask: 00| “ Pass count: 1 -
[J Mask: Pass count: !

Mask: Pass count: |

Mask Pass count:
Pass count for the group of pattemns: 1 o

[[] Verty wipe resuls

e Revise your changes. This page informs on all the actions to be made in the wizard in a bright, graphical form.
Yiour hard disk bafore the changes
Basic Hard Disk 0 (VMware, VMware Vildual 5 5051 Disk Dev)

I ) Local Disk (C:) I @) data (Z:)

Your hard disk: after the changes
Basic Hard Disk 0 (VMware, VMware Yirdual 5 5051 Disk Dev)

I ©) (Unallocated)

Wizard Result

After the operation is completed you can see a well informative summary page, providing structurally divided in-depth
information on all the actions made in the wizard.

The program also enables to store the resulted report. To do that, just press the Save button and choose the exact
location in the opened dialog.

To make sure that all on-disk data is irreversibly destroyed call the Disk Viewer dialog by clicking the appropriate tab and
see it for yourself.
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Repot | [Disk Viewer;
Sectee T of 851445

0x0000 |22 05 94 4F D2 DF
0x0010 |83 40 7C 33 9F F8
0x0020 |04 7E 55 FE A2 24
0x0030 DA 48 17 AD 11 28
0x0040 |58 68 25 69 0A Eé
0x0050 |AC 68 D6 F8 1E 7D
0x0060 |89 E6 23 E2 2E C1
0x0070 |32 02 85 2C 94 E2
| 0x0080 |50 25 FF A9 4B D4
0x0090 E4 47 06 2C 9D 3§
0x00A0 |68 59 91 73 55 5S
0x00BO |C3 20 S2 51 14 11
0x00C0 | 4E 82 DC 13 C3 4A
0x00D0 | 8E EB E2 03 04 B4
0x00E0 | 8B DF 7% 68 E3 Ca
O0x00F0 |94 1F EB D7 E3 Fi
0x0100 6B CE 02 B3 Eé6 38
0x0110 'Ba 18 4B 29 C8 CC
0x0120 | 4C E6 98 FO FO 6C

0x0130 |67 E3 Fé6 48 9E F3
<
Flease select sector number. |1 -

To continue, click Next

Transfer Files
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File Transfer Wizard is designed to make such operations as copying of separate files/directories or burning of them to
CD/DVD as easy and convenient as possible. It may be of particular use in case of a system malfunction, caused either by
a virus attack or files corruption, in order to get the system back on track again. Besides it provides access to Paragon

backups as regular folders to browse through their contents or copy required files.

Startup

Setup

Click the Transfer Files button.

The wizard offers the following steps to accomplish the transfer operation:

Place to look for files/directories. Select a source disk from the pull-down list in the left pane of the page. The
program enables to process both mounted and unmounted (without drive letter assigned) partitions. Besides it
is possible to map a network drive.

Source
Lookic = [5] Local Disk (D:)
Name
2 [5]L4
*

[5] Local Disk [E:)
(©)CD Drive (F)
[5] Local Disk (G2)
(©)CD Drive (H:)
[5] Local Disk 1)
(©)CD Drive (1)
[5] Local Digk [K)
@) Physical paitions

FPEEE R R

B Local Disk (D)) §

v, [No label]. Disk 1, pattition 4 (Pri +

TTUTTO AT

o X ¥

Al

|

Object(s) of operation. Choose files/directories you want to copy and place them to Clipboard by pressing the
Add button. To delete a file/directory from the Clipboard, select it in the Clipboard pane and press the Remove
button. You can also create a new folder, rename or irreversibly delete existing files/directories of the left pane

by pressing the appropriate buttons.
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Chipboard Source

Mame Sowce Path Lookin: | [=] Local Disk (D:) v B
AKFP ipg D:/8KPP ipg
Projects  D:/Progects/ Name
= | 7] Local Disk (D:)
123
JABBYY Lingvo 10 Multiingual Dichonary
(CVS-Pr
- cygwin
‘
~ RECYCLER
RoboHELP Office
System Volume Infoemation
VMWae
adid 2p
AKPP.pg

=

¥
¥
[ I S S IR S O S

A Files/directories deleted from the Clipboard remain intact on source disks.

e Destination to store the object(s). The File Transfer Wizard allows copying data to local or network drives or
burning them to CD/DVDs. Choose the way the data will be stored.

e Revision of changes. The Transfer Summary page provides structurally divided information on all the actions
made in the wizard. Check the changes and come back to any step of the wizard (if necessary) by following the
required hyperlink.

Please review the ransher oplions, Viou can relum to the corespandng page and changs the oplions by

Dibvects to transfer

Object[z] selected: 1

Total data size: 4.1 MB [4 321 436 Bylez)
Te li

Destination path: C:/Pragram Files/

Space available on destination: 1.7 GE [1 855 575 72 Bytes)

Result

After the operation is completed the required data will be placed into the specified destination.

Typical Scenarios

This chapter lists a number of the most frequently used scenarios that may be accomplished with the program. You can
find here useful recommendations and descriptions of operations.

Backup Scenarios

Backing up a hard disk or partition to external media (CD/DVD)

To back up an entire hard disk or a separate partition and then burn the resulted image to CD/DVD, please do the
following:

Launcher
1. Click the Postmortem Backup button.
2. Onthe Wizard's Welcome page, click the Next button.

3. Onthe What to back up page, mark the appropriate option opposite a hard disk’s name or a partition’s name
depending on the chosen task.

Copyright© 1994-2011 Paragon Software Group. All rights reserved.



Harre Type File system | Size LIsed

= ] My Computer My Compuber

= [ [5] Basic Hard Disk 0 Mastor 7w 250P0) Basic Hard Disk Drive 2337 GB
=[] % Fiest Haed Disk Toack Fiest Track 0 Bytes
] & Master Bock Riecodd MBR 0 Byles

[ @Local Disk F) Prirnaty NTFS 2337GB 154706
=[] [5] Basic Hard Disk 1 [STFIE081545)  Basic Haed Disk Drive 149GB
=[] % First Hard Disk Track Fiest Track 0 Byles
[] B Master Boct Receord MER 0 Bytes

[+ Frimany MTFS 195GE 136G

O EMEID:I Prienaty NTFS E14GE GG

] @i onther S ) Prienaty MTFS EEGE 167G

*|

<
« % The size of objects to back upc 19.5 GB
1} Estimated archive size 10.4 GB

You’ve got the option to modify the default backup settings by marking the appropriate
checkbox on this page.

4. On the Backup Destination page, select the Burn the data to CD or DVD option.

5. Select a recordable device on the list of available CD/DVD devices and edit the archive name, if necessary.

Sedect a recoeder bo bun archive images to.

Name Disc lypes
.ﬁ_, Optiare DVD B/ AD-71704 CO-RMAW: DVD-R/MAW: DVD-AAM: DVD+R /AW
& CD Burner Emulator CO-RMW
s DWD Buires Emdslon DWD+R /AW
Archive detads
Auchive name BFZEDS08 [Me mere than B sumbol: and only in English.)

Estmated aschive size: 6.8 GB

Please take into account the Estimated archive size value. It can give you a hint about the
number of CD/DVD discs required for the operation.

6. Add comments to your backup describing its contents.

Please ented & shoi comment to desciibe the anchive

(\‘ Ho comment

7. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click the
Next button to start the backup process.

Backing up a hard disk or partition to a network drive

To back up an entire hard disk or a separate partition and then place the resulted image to a network share, please do
the following:

Launcher

1. Click the Postmortem Backup button.
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2. Onthe Wizard's Welcome page, click the Next button.

3. Onthe What to back up page, mark the appropriate option opposite a hard disk’s name or a partition’s name
depending on the chosen task.

Haire Type File sypstermn | Size Used
= 1] My Computer My Computer
= [ [l Basic: Hard Disk. 0 Mastor 7w 250P0) Basic Hard Disk Drive 2337 GB
= [ /5% Fiest Haed Disk Track First Track 0 Bt
[ &M aster Boot Riecod MBR 0 Bydes
[ @Local Disk F) Frimary MTF5 2337GE 15476
= [8] [5] Basic Hard Disk. 1 [STE0S1545]  Basic Haed Disk Drive 149GB
=[] /%5 First Haed Disk: Track Fiest Track 0 Bydss
[ &5 Maste Boot Recoed MBER 0 Bydes
[¥] Frimaty MHTF5 195GE 136G
O EMEID:I Primaty NTES 614GE  6G
[ 5! Othver St [E:) Frinaty MTF5 EEGE 167G

> |

£
« % The size of objects to back up- 195 GB
1 ) Estimated acchive size 10.4 GB

You’ve got the option to modify the default backup settings by marking the appropriate
checkbox on this page.

4. On the Backup Destination page, select the Save data to local/network drives option.
5. Map a network disk to place your backup image to:
- Call the Map Network Drive dialog by clicking the appropriate button;

Select a folder whese the archive showld be placed and specily the archive name. The archive name vall be
used az a sub-folder whene backup data fles vwall be stonsd.

Aschive location: |C:/arc_2606081 40822773/ e ¥ O

(EN W Map Metwork Drive EE ate
=

Remote localion mappang
A nebwaik share - Q

+
+
I Meodiveiens: B~

+ O [[] Make permanent connection

- Click the standard browse button [...] to browse for the required network share or manually enter a path to
it;
- Define a letter from the pull-down list of available drive letters;

- Mark the checkbox to make this connection permanent. Otherwise it will only be available for the current
Windows session;

- Click the Connect as user button at the foot of the dialog page to specify a user name and password to
access the selected network share if necessary.
6. Edit the archive name if necessary.
Auchive details
Aychive name; anc_2605081 35600046
Estimated archive size: 6.8 GB
Space avalsbie on backup destination:  11.1 BB
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Please take into account values of the parameters Estimated archive size and Space
A available on backup destination - if the archive size exceeds the available space, another
network drive needs to be selected.

7. Add comments to your backup describing its contents.

Please enter 5 sho comment to descibe the archive

2
Ho comment

8. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click the
Next button to start the backup process.

Recovery Scenarios

Fixing MBR after a boot virus attack

Let’s assume that the MBR (Master Boot Record) of your hard disk has been corrupted as a result of a boot virus attack,
thus your system fails to boot.

To fix the MBR of your hard disk, please do the following:
1. Start up the computer from our Linux/DOS recovery media.

2. Inthe boot menu select Normal Mode to use the Linux recovery environment (more preferable) or Safe Mode
to use the PTS DOS recovery environment (in case you’ve got problems with Linux). Moreover you’ve got the
option to boot into the Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a serious hardware
incompatibility. In this case, only the minimal set of drivers will be included, like hard disk, monitor, and
keyboard drivers. This mode has simple graphics and a simple menu.

-+ Hormal Hode Main recovery
& Safe Mode enyironment

& Low-Graphics Safe Mode

& Floppy disk

& Hard disk 8@ MBR

& Find 05es on ypour hard disks

A By default the Normal Mode will be automatically initiated after a 10 second idle period.

3. Inthe Linux launch menu select Boot Corrector. You can find it in PTS DOS as well.
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You can copy anentire hard disk or its

Postmorem Backup Wizard partitions to new locations. You can also save
ihem as image files for laier restoration.
Simple Resiore Wizard Please select the drive, its partition if

necessary, and then activate the Hand Disk' or
“Parition’ pull-down menu and select the
Wipe Wizard operation needed.

R - 3T g ALY g

File Transfer Wizard
Boot Comector
Undelate Panition
Regisiry Editor
Password Cleaner
MNetwork Configurator
Log Saver

Eject COVDVD

bl

4. Onthe Wizard's Welcome page, select the Correct the Master Boot Record (MBR) option.

Flease choo e the operation

O Seanch for Windows installations 1o conect
(&) Correct the Master Boot Record (MBR)

() Correct the partition beot record

() Medify partition parameters

() Correct boot parameters (booini, BCD)

To begin, click Next.

5. On the next page choose the required hard disk from the pull-down list (if several) and then select the Update
the MBR executable code option.

Please choose the hard disk w correct boot problems:

Flease pointout the operation o perdorm:

) iew the MBR
(& Updare the MER executable code

) Reorder primary panitions (change skots)

6. Confirm the operation.

l i Updawe the MBR executable code of the Basic Disk 0 (40.0 Gb)?

| ——

7. After the operation is completed click the Report button to see a well informative summary page. The program
also enables to store the resulted report. To do that, just press the Save button and choose the exact location in
the opened dialog.
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8.
9.

. Reporting

s You have successlully completed boot corection. To view the repon
an the operations perdormed, click Report,

Operations perdormied:

Operation #1; Correct the Master Boot Record
Hard disk targeted: Basic Disk 0

Status: Successiul

Date and Time: 2009 Jan 14 Wed 140109

Report
Paragon Boot Correcior's Repon

Click the Finish button to close Boot Corrector.

Reboot the computer.

Correcting BCD (Boot Configuration Data)

To automatically correct Windows BCD, please do the following:

1.

Start up the computer from our WinPE recovery media.

Launch Boot Corrector.
On the Wizard's Welcome page, click the Next button.

Select Correct boot parameters... to let the wizard fix BCD in all found Windows installations.

Windows installation to comect
View the st of all windows installations and comect boot parameters

Comect the Master Boot Record (MBR)
View the kst of all Hard Disks and comect MBR executable code on some of them

Edit/View Sectors
View, edt, backup and restore sectors or a group of sectors on the hard disk or parition of your
choice

Comrect boot parameters (boot ini, BCD)
Automatically comect boot ini and BCD on all hard disks in system

The wizard will ask you to confirm the operation. Apply the changes to complete.

i!: The wizard has not apphed the changes yet. On this page you can etther accept of reconsider the
Note: ¥ you accept the changes. the wizard wil physically perform 3l operations. You won! be able to
interrupt this process or undo the changes.

& may take some time to apply the changes. You may also be asked to restart your computer during this

process.

~Would you ke to apply the changes?
| Yes. apply the changes physicaly. |
" No, let me

After completing the operation close the wizard, and then reboot the computer.
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Fixing Windows startup ability

Let’s assume that due to an unknown reason your Windows fails to complete the startup procedure. At first everything
seems quite OK, you can see the standard startup messages on the screen, but at some moment it hangs up.

To fix your Windows startup ability, please do the following:
1. Start up the computer from our Linux/DOS recovery media.

2. Inthe boot menu select Normal Mode to use the Linux recovery environment (more preferable) or Safe Mode
to use the PTS DOS recovery environment (in case you’ve got problems with Linux). Moreover you’ve got the
option to boot into the Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a serious hardware
incompatibility. In this case, only the minimal set of drivers will be included, like hard disk, monitor, and
keyboard drivers. This mode has simple graphics and a simple menu.

Hain recovery
& Safe Hode enuvironment

& Low-Graphics Safle Mode

& Floppy disk

& Hard disk B HBR

& Find 03es on pour hard disks

A By default the Normal Mode will be automatically initiated after a 10 second idle period.

3. Inthe Linux launch menu select Boot Corrector. You can find it in PTS DOS as well.

: * [¥ou can copy an entire hard disk or its
@ﬂ Postmonem Backup Wizard partitions ko new kocations. You can also save
them as image files for later restoration.
: Please select the drive, its panition if
% Simple Restore Wizard necessary, and then activate the "Hand Disk' or
o “Panition’ pull-down menu and sekect the
[ﬁ Wipe Wizard operation needed.

7‘2‘;) File Transfer Wizard

|

@ Boot Camector

ﬁrg Undelete Pantion
—

@ Registry Editor
G} Password Cleaner
[55: Nerwork Configurator
e

@ Log Saver

=

Ejec CO/DVD
W

4. On the Wizard's Welcome page, select the Search for Windows installations to correct option.

Please choose the operation

(®) search for Windaws installations w cormect
() Correet the Master Boo! Recard (MBR)

) Correct the panition baat recond

() Modify partition parameters

() Correct boot parameters (bootini, BCD)

To begin, click Mext.
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On the next page choose the required Windows installation from the list of found installations (if several), then

select the Edit the Boot.ini file option. If you’re not sure which installation you need, please use the Properties
button to get more info on the selected item.

Correct Windows installations

Program has searched for valid Windows installations on your
compuser. The resuls of the search you can see below, Staus S refers
1 a system partition (you can edit the Bootini filel, B - a boot padition
(you can correct the System Registry).

N |Partition |Stats [Sysiem et [Type
1  Disk0, Partition O S5+B  WINDOWS Winxp

Far the highlighted Windows installation, please

point out the operation o perform:
{0 Correct drive letiers in the System Registry

(=) Edit the Boat.ini file

) Correctthe partition boot record

Adjust 05 o oot on new hardware

To continue, click Mext

6. Examine the file — maybe that’s where the problem is. If it contains a mistake, correct it by using the appropriate
buttons.

Edit the Boot.ini file on Hard Disk 0, Partition 0

[boat loader]

timeout=10

defauh=multii0isk(0irdiskiDip aition( IWINDOWS
[operating systems)

multi{00di sk (0rdisk (D) p anition( IWINDOWS ="Paragaon VikiWare Windows XP Partition 01° fasideisct 1

T R R | S

[ Edin ] |_ Insert the sample || Add the sample ]

7. If the Boot.ini file does not contain any mistake, please return to the Correct Windows Installations page to

correct drive letters in the Windows System Registry.
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Correct Windows installations

Program has searched for valid Windows insiallations an your
computer. The results of the search you can see balow, Status S refers
10 .a Sysiem panition (you can edit the Bootini file), B - a boot panition
{you can correct the System Regisiry.

|[N |Panmion |S1ams [Sysem oot Type
1 DiskD, Partition 0 5+8  WINDOWS Winxp

For the highlighted Windows installation, please
paint out the operation o perfarm:
(&) Correct drive leners in the Sysiem Registry
) Editthe Bootini file
() Correct the partition boot record
Adjust O5 to boot on new hardware

To continue, click Rext,

8. On the next page choose a hard disk from the pull-down list (if several), then the required partition. If you’re not
sure which installation you need, please use the Properties button to get more info on the selected item.

' Paritions List | Letiers Map

Bebow you can choose a hard disk drive and see all panitions on it Information about drive letiers
assigned 1o these panitions is taken from the System Registry of the Windows installation selected.

[Basic Disk 0 +| 40.0Gb, VMware Virtual IDE Hard Drive
I[N [Type |active  |File Sysem  [volume label [Size |Drive leners |
0 Primary ¥Yes  NTFS WinxP 310Gh =
1 Primary Mo NTFS Application  9.8Gh E
2 Primary No BackupCapsul [No label] 100 Gb <Mane=
3 Primary Mo Free 17.2Ghb <Mone:>

9. Click the Edit Letters button to correct an existing drive letter or assign a new one in the Windows System
Registry.

Partitions List

Below you can ¢
assigned 1o thess

it. Informiation about drive letiers
the Windows installation selecied.

Basic Disk D s Dirive

N [Type Elngs |Drive leners
0  Primary T b <Mone>

1 Primary b E:

2 Primary Add I Gh wMNoneE =

3 Primary — Ghb =MNone:=

Recommended 1o iy - C:. If used,
you can release itin Leters Map.

Close

== :

10. Once you’ve assigned the appropriate drive letter, close the dialog, then click the Apply button.

11. Confirm the operation.
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ﬂ Apply the changes?

[ va Qo w |

12. After the operation is completed click the Report button to see a well informative summary page. The program

also enables to store the resulted report. To do that, just press the Save button and choose the exact location in
the opened dialog.

Reporting

Paragon Boot Correclor's Report
Operations peformed

Qperation £21; Change drive leters

Partition tangeted: Hard disk 0, Partition
Info: System Roaot fakder is *° fpuser, If
Status: Successiul find make
Daie and Time: 2009 Jan 14 Wed 16:14:16

e

............ R JFTLIT AAIPE, L
" i To go o the beglnnmg. clck here

13. Click the Finish button to close Boot Corrector.

14. Reboot the computer.

Restoring a system partition from external media (CD/DVD)

Let’s assume that your computer fails to boot because of a virus attack or corruption of some system critical files. But
you’ve got a backup of your system partition on a bootable DVD disc. That’s just enough to easily get your system back
on track again.

To restore your system partition from a backup image located on CD/DVD when the current OS is down, please do the
following:

1. Inthe boot menu select Normal Mode to use the Linux recovery environment (more preferable) or Safe Mode
to use the PTS DOS recovery environment (in case you’ve got problems with Linux). Moreover you’ve got the
option to boot into the Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a serious hardware
incompatibility. In this case, only the minimal set of drivers will be included, like hard disk, monitor, and
keyboard drivers. This mode has simple graphics and a simple menu.

F. Mormal Mode Main recovery
& Safe Hode enuvironment

& Low-Graphics Safle Mode

& Floppy disk

& Hard disk 8 MBR

& Find 05es on your hard disks

A By default the Normal Mode will be automatically initiated after a 10 second idle period.

2. Inthe PTS DOS launch menu select the Simple Restore Wizard. You can find the same wizard in Linux as well.
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i You can copy anentire hard disk or its

@ Posimonem Backup Wizard partitions ko new locations. You can also save

them as image files for later restoration.
: Please select the drive, its partitson if

% Simple Restore Wizard necessary, and then activate the ‘Hard Disk’ or

- ‘Pantition’ pulkdown menu and select the

l—i Wipe Wizard operation needed.

ﬁb File Transfer Wizard
@ Boot Carector

= Undelete Panitian

I@. Regisiry Editor

@ Password Cleaner

@ Reboot the computer

3. Onthe Wizard's Welcome page, click the Next button.

4. Onthe What to Restore page, you can see a list of available images (if several). Most likely the required archive
will be there too. If not, click the standard browse button [...] to find it. When you find your image, double click
on it to proceed.

~ Select Image
Il- ed i ajcdrom_hde /B PF28050 8 PBF | EI

You can sebect image from list below (on Double click):

* |Created on [Arehive name
@ 2008 May 27 145255 anc_27050814520967 1 PEF

= 200B May 2B0B03:54 BP230503PRF

5. On the Image Properties page, make sure that you select the correct image by viewing the provided information
about the archive.

~ Panition préview

R
Archive details: =
Type Image of the parition
Archive name I /BP2E0508 PBF
Created: M08 May 28 Wed 08:03:54
File sysiem: NTFS
Drrve letier: -

Violume labe| wWinxp

Size (capacity) 30Gh (3.216052.224 b

Used space: 1.8Gh (50%)

Free space: 1.2 Gb (39%)

Seciors/Clusier: 1 3

6. On the next page specify a hard disk, then one of its partitions to restore the image to (if several in your
computer). By default, the program offers to restore the archive exactly where it belongs. That’s what we
actually need.

Copyright© 1994-2011 Paragon Software Group. All rights reserved.



Basic Disk 0 - 400 Gb

. .‘.u“mm ‘

[Basic Disi | sizednnchb
[N Jvolume [Type |Fite System |size [volume label  Jactive  |[Hidden | |
o = Primary NTFS 30Ghb WinxpP Yes Mo
1 o Primary NTFS 9.8GkE Applic ation Mo Mo
2 : Primary BackupCapsule 100 Ghb [Ho label] Mo Yes
I o= Primary Fres 17.2Gb Mo Mo

All contents on the partition selected for restoring purposes will be deleted during the
operation.

7. On the Partition Start and Size page you can change size of the partition and its location if necessary.

~ Paniion preview

NTFS WinXP

Mew size: {1859 - 3067) Mb

Mb

Free space before: (0 - 1208 Mb

J [s087__|
3 c—
—

Free space aher: (0 - 1208 Mb

J

Mb

8. On the Restore Summary page you can see your hard disk layout before and after the operation. Click the Next
button to initiate the restore process.

p—

Your partitions before operations:

e | E—

Your partitions afler sperations:
: R 5 m.m.h |_‘

9. Inthe Progress window you can see in real-time a detailed report on all actions carried out by the program.

10. After completing the operation close the wizard, and then reboot the computer.

This operation can also be accomplished with the WinPE recovery environment.

To make a Windows bootable on different hardware, please additionally complete the P2P
Adjust OS Wizard.

Restoring a system partition from a network drive

Let’s assume that your computer fails to boot because of a virus attack or corruption of some system critical files. But
you’ve got a backup of your hard disk on a remote backup server. That’s just enough to easily get your system back on
track again.

To restore your system partition from a backup image located on a network drive, please do the following:

1. Start up the computer from our WinPE recovery media.
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Once you accept the agreement, you will see the Universal Application Launcher. Select Postmortem Restore.

3. Onthe Restore Wizard's Welcome page, click the Next button.

On the Browse for Archive page you need to specify the required backup image. So you should take the
following steps to do that:

o Select Network as a backup destination;

Lok in: @.‘.‘r.'.-,:fw. ﬂ @ K

B Disk Drives

Hame ] ke b A Size | Date
|_|..."R o

&N

[E] Aochcation D)
CD Ddve (E) PARAGON
[E] Boet (%
B Backup Capsules
I Backup Capsule on Hard Disk 0
CI] Metwerk places

e B

e Map a network disk where your archives are placed:

- Call the Map Network Drive dialog by clicking the appropriate button;

Look in: IEE Hatwark ;I o ¥ Jlt}
Hame Size | Date
Bl armeds
2
Remote location mapping
A natworc shans :| _]
Map to drive letter : [l ~
= | Make pamanent connaction
r A
¥) Connect as user I oK I Cancsl
P

- Click the standard browse button [...] to browse for the required network share or manually enter a path
toit;

- Define a letter from the pull-down list of available drive letters;

- Click the Connect as user button at the foot of the dialog page to specify a user name and password to
access the selected network share if necessary.

A You can also map a network disk with Network Configurator.

e Choose the required archive in the browser-like window. The Archive File Details section displays a short

description of the selected image.
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- [7] Boct X

=} |5} Net Backup Storage (\\server'\usrs'\axchange) (Z

= 08103150968 5/28/2008 2:37:21 AM
216KB 5/28/2008 2:37:24 AM
0 1GB 5/28/2008 2:37:10 AM
38103150968 (0000 ofm 171 KB 5/28/2008 2:37.07 AM X
Name Basic Hard Disk 0 (Unknown Model)
Comment: Backup of My Hard Disk
Type: Basic Hard Disk Drive
Total size: 40GB
File: Z:/arc_280508103150968/ac_280508103150968 PBF

5. The What to Restore page displays detailed information about the contents of the archive. Select the required
item to restore. In our case it is the first partition of the disk.

Plaasa salact ons of the chyect(s) to restors:

Name Type Fle system | Size | Used
= {=] Basic Hard Disk 0 (Unknown Model) Basic Hard Disk Drve s0GB
f Primacy NTFS 25GB 186G
§ @.:-:af Disk Primary NTFS 37GB 262¢8MB
—Archive Details
| Neme: Local Disk (%)
Volume label: WinXP
Fle system:  NTFS Totalsize: 29GB
Usad space; 1.8GB Free space: 1.1GB

6. On the Where to Restore page specify a hard disk, then one of its partitions to restore the image to (if several in
your computer). By default, the program offers to restore the archive exactly where it belongs. That’s what we
actually need.

Plaasa salect a place you would ike 1o rastore the archive 1o, Note that £ you selact an existing hard disk or
parttion, ts content will be deleted and replaced with the one from the archive.

[ Basic Hard Disk 0 (VMware Vitual IDE Hard Drive)

‘. ‘lgwsl.. "[hg)aadopcl._;“lq_))(u\docaod)
, 97GBNTFS || ™S 99GB || 17268

Total size: 2.9GB
Used: 1.8G8
Free: 1.1G8

All contents on the partition selected for restoring purposes will be deleted during the
operation.

7. On the Restore Results page you can see the resulted disk layout. Besides there’s the possibility to change size
of the partition and its location if necessary as well as assign a particular drive letter.
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Your hard disk afterthe changes

Basic Hard Disk 0 (VMware Virtual IDE Hard Drive)

I l (7)) Apphicati (| w) Backup C I ©) (Unallocated)
i~ Logical Disk Restors Options
Plaase specify the size of the restored paniion: |3CE' 3: 1845 MB - 3067 MB
Plaase spacfy size of free space before the patition: | 21l OMB-1217M8B
Flaase spaciy size of free space after the padition C & OMB-1217 MB

Assign the folowing dive letter l- "

8. On the next page of the wizard confirm the operation by selecting the appropriate option.

~Would you ke to apply your changes 7
= [ Yes. apoly the changes physicaly. |
" Ho. &t me mcwdvbﬁ

9. Inthe Progress window you can see in real-time a detailed report on all actions carried out by the program.

Mark the checkbox at the bottom of the window to automatically switch off the computer on the successful
accomplishment of the restore operation.

10. After completing the operation close the wizard, and then reboot the computer.

This operation can also be accomplished with the Linux/DOS recovery environment.

To make a Windows bootable on different hardware, please additionally complete the P2P
Adjust OS Wizard.

Restoring a system partition from a local drive

Let’s assume that your operating system gives trouble after having installed brand new software. But you’ve got a
backup of the system partition on a local disk. That’s just enough to easily roll it back to the point when run smoothly.

To restore your system partition from a backup image located on a local disk, please do the following:

Launcher
1. Click the Postmortem.
2. Onthe Restore Wizard's Welcome page, click the Next button.

3. On the Browse for Archive page, specify the required archive:
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Lock inc | [5] Application [E:] v Gl 9§ ¥
M stz Size Date b
# (5)PARAGOM (D]
=[] Apphcation [E:)
= Backup Images 5232008 4:47.06 PM
=[] are_ 2005081 ME27531 /2312008 44329 PM
anc_2B05081 462750 PEF 1GB 5/28/2008 44530 PM
anc_ 2805031 34627531  pfm 17.3KE 5/20/2003 4:4329 PM ot
Swabeh bo Adchoes List Wiew
Agchive File Detals
Maene Local Disk [*]

LComreent: Backup of My System Parition
Wolume label ‘WinP

File spster:  MNTFS Total size: 29 GE
Used space: 1.8GE Fres space: 1.1 GB
Fib; Jup Images/ac_29050681 34627531 farc_ 2005031 34627531 PEF

4. Onthe Where to Restore page specify a hard disk, then one of its partitions to restore the image to (if several in

your computer). By default, the program offers to restore the archive exactly where it belongs. That’s what we
actually need.

Please select a place you would bke to restore the archive to. Note that f you select an existing hard disk or
pastiion, its content will be deleted and replacad with the one from the archive.

Basic Hard Dizk 0 [VMware Vitual IDE Hard Dnive)

l % . ©) Applicati.. ©) Backup C... l ©) (Unallocated)
M W 37GBNTFS 9968 17.268

Total size: 2.9 GB

Used: 1.8 GB

Free: 1.1 GB

All contents on the partition selected for restoring purposes will be deleted during the
operation.

5. On the Restore Results page you can see the resulted disk layout. Besides there’s the possibility to change size
of the partition and its location if necessary as well as assign a particular drive letter.

Your hard disk after the changes:

Basic Hord Disk 0 [VMware Virtual IDE Hard Drive)

l l (7)) Apphlicati.. ] (7] Backup C... I (] [Unallocated)

37.GB NTFS 99GB

17.2G8

Logcal Disk Restore Ophons

Please specily the size of the restored partition: 3067 | 1886 MB - 3067 MB
Please specify sze of free space before the partition: |0 ~ 0OMB-1180MB
Please specify sze of fiee space after the patiiorc |0 ~ OMB-1180MB

Agsign the folowing diive letter; | C v

6. Complete the wizard.

This operation can also be accomplished with the Linux/DOS or WinPE recovery

E environments.
To make a Windows bootable on different hardware, please additionally complete the P2P
Adjust OS Wizard.
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Copying of data from the corrupted system disk to another hard disk

To retrieve valuable information from your hard disk and copy it to another hard disk when the system fails to boot,
please do the following:

1. Connect the second hard disk to the computer.
2. Start up the computer from our Linux/DOS recovery media.

3. Inthe boot menu select Normal Mode to use the Linux recovery environment (more preferable) or Safe Mode
to use the PTS DOS recovery environment (in case you’ve got problems with Linux). Moreover you’ve got the
option to boot into the Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a serious hardware
incompatibility. In this case, only the minimal set of drivers will be included, like hard disk, monitor, and
keyboard drivers. This mode has simple graphics and a simple menu.

F. Mormal Mode Main recovery
ale 2 ENUILro
Gafe Mod ironment

& Low-Graphics Safle Mode

& Floppy disk

& Hard disk 8 MBR

& Find 05es on your hard disks

A By default the Normal Mode will be automatically initiated after a 10 second idle period.

4. |n the Linux launch menu select the File Transfer Wizard. You can find the same wizard in PTS DOS as well.

e

: You can copy anentine hard disk or its
@ﬂ Postmonem Backup Wizard partitions ko new kocations. You can also save
them as image files for later restoration.
Simble Restore Wizard Please select the drive, its panition if .
% 'mp necessary, and then activate the "Hand Disk' or

o “Pantition’ pull-down menu and select the
[i Wipe Wizard operation nesded.

7@ File Transfer Wizard

=
@ Boot Camector

= Undelete Panition
—

@ Registry Editor

G} Password Cleaner
/55: Nerwork Configurator
e

@ Log Saver

" Eject CO/DVD

= A

5. On the Wizard's Welcome page, click the Next button.

6. Select a disk where the files you need are stored from the pull-down list in the right pane of the page.
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( (NTFS, 0 on Disk 0) (Winx® v

W My computer
¥ / (Rootdin
' MyComputer (My computer)
M /mnt (Mounted resources)
M /mnydisk (Local disks)
B W /media (Removable disks)
é IDE CD/DVD (NECVMWa VMware IDE CDR1

~"WI
e D\ (NTFS, 1on 2isk 0) (Application)

e E\ (BackupCapsule, 2 on Disk 0) (UFSD dis
;‘! nar lv

7. Select files you want to copy and place them to Clipboard by pressing the left arrow-button.

Clipboard Source
(7 /mntdisk/hdal/Documents and Settin [‘ Jsel E
3 imndiskmdalDocuments and Settin o A
L Application Data
) Cookies
@ ) Deskwp
|| E-Mail Database
@ ) Favorites
_J Local Settings
) My Documents
) NetHood
) PrintHood
< > ) Recent A
Total data size: n/a [ cax | [ Rename(F6) | [  Delw(F® |

Click the Calc button to estimate the resulted data size.

8. On the Select Destination Type, choose the way the data will be stored. Select the Save data to any local drive
or a network share item.

Please select how would you like io save the data:

(% Save data to any local drives or a network share
Choose this aption if you want 1o save your data w kbcal
mounted or physical panition, 1 USB or FireWare external
drives and o a mounted network share, You will be prompted o
choose a lecation you want i sawve the archive o,

) Burn data to COYDVD

Choose this aption il you want the Wizard o burn the data w
CDor DVD. You will be prompied o choose a CD or DVD RW
drive.

9. On the Select Destination Path page, select a hard disk to copy the data to by pressing the standard browse
button [...].

Select path

| mnydiskhda? IB

Space avallable on destination: 8.6 Gb

Total data size: nja

10. On the Transfer Summary page check all parameters of the operation. Click the Next button to accomplish the
operation.

11. In the Progress window you can see in real-time a detailed report on all actions carried out by the program.

12. After the operation is completed, close the wizard by pressing the appropriate button.
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13. Turn off the computer.

A This operation can also be accomplished with the WinPE recovery environment.

Burning of data from the corrupted system disk to CD/DVD

To retrieve valuable information from your hard disk and burn it to CD/DVD when the system fails to boot, please do the
following:

1. Start up the computer from our Linux/DOS recovery media.

2. Inthe boot menu select Normal Mode to use the Linux recovery environment, since it’s the only mode that
enables to burn CD/DVD discs.

F. Mormal Hode Main recovery
dale 2 BETILTD
Gafe Mod ironment

& Low-Graphics Safe Mode

& Floppy disk

& Hard disk 8@ MBR

& Find 05es on your hard disks

A By default the Normal Mode will be automatically initiated after a 10 second idle period.

3. Inthe Linux launch menu select the File Transfer Wizard. You can find the same wizard in PTS DOS as well.

3 “ 'You can copy an entire hard disk or its
@ﬂ Postmonem Backup Wizard partitions ko new kocations. You can also save
them as image files for later restoration.
Simble Restore Wizard Please select the drive, its panition if .
% 'mp necessary, and then activate the "Hand Disk' or

- “Partition’ pull-down menu and select the
[i Wipe Wizard operation nesded.

7@ File Transfer Wizard

| =
@ Boot Camector

= Undelete Parnition
—

@ Regisiry Editor

G} Password Cleaner
/55: Nerwork Configurator
e

@ Log Saver

' Eject CD/DVD

L= W

4. On the Wizard's Welcome page, click the Next button.

5. Select a disk where the files you need are stored from the pull-down list in the right pane of the page.
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Source

( (NTFS, 0 on Disk 0) (Winx® v

W My computer
' / (Rootdin
W MyComputer (My computer)
M /mnt (Mounted resources)
M /mnydisk (Local disks)
B W /media (Removable disks)
,} IDE CD/DVD (NECVMWa VMware IDE CDR1

vﬂml
e D)\ (NTFS, 1on 2isk 0) (Applicaton)

e E\ (BackupCapsule, 2 on Disk 0) (UFSD dis
__‘5 nuar

|

6. Select files you want to copy and place them to Clipboard by pressing the left arrow-button.

Clipboard Source
] /mnydisk/ndal/Documents and Settin user v|
(3 /mntdisk/hdal/Documents and Settin . A
) Application Data
) Cookies
@ ) Deskwp
% || E-Mail Database
@ ) Favorites
) Local Settings
) My Documents
) NetHood
) PrimHood
< > ) Recent =
Total data size: n/a [ cax | [ Rename(F6) | [  Delw(F® |

Click the Calc button to estimate the resulted data size.

7. On the Select Destination Type, choose the way the data will be stored. Select the Burn data to CD/DVD item.

Please select how would you like 1o save the data:

()} Save dala ta any local drives or a network share

Chaose this option if you want o save your data o local
maunted or physical parition, o USB or FireWare external
drives and o a mounted network share. You will be prompied w0
choose a locathan you wan 1 save the archive o,

(%) Burn data to CO/DVD

Choase this optian if you want the Wizard o burn the data o

CD or DVD. You will be prompted to choose a CD or DVD RW
drive.

On the Choose a Recorder page, select a recorder from the list of available devices and then set a volume label
by entering it in the appropriate field.

Sebect a recorder o burn data s

Vendor |Product |Tvpe |
Optiarc DVD RWAD-7170A CD-R; CO-RW, DVD-R
Volume label: [My Dard |

9. On the Transfer Summary page check all parameters of the operation. Click the Next button to accomplish the
operation.

10. In the Progress window you can see in real-time a detailed report on all actions carried out by the program.
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11. After the operation is completed, close the wizard by pressing the appropriate button.

12. Turn off the computer.

A This operation can also be accomplished with the WinPE recovery environment.

Copying of data from a backup to the corrupted system partition

The system fails to boot since some files are damaged. If you have a backup of the system partition, you can recopy
these files to make the system be operable again:

1. Start up the computer from our Linux/DOS recovery media.

2. Inthe boot menu select Normal Mode to use the Linux recovery environment (more preferable) or Safe Mode
to use the PTS DOS recovery environment (in case you’ve got problems with Linux). Moreover you’ve got the
option to boot into the Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a serious hardware
incompatibility. In this case, only the minimal set of drivers will be included, like hard disk, monitor, and
keyboard drivers. This mode has simple graphics and a simple menu.

F. Mormal Hode Main recovery
& Safe Hode enyironment

& Low-Graphics Safe Mode

& Floppy disk

& Hard disk 8@ MBR

& Find 05es on your hard disks

A By default the Normal Mode will be automatically initiated after a 10 second idle period.

3. Inthe Linux launch menu select the File Transfer Wizard. You can find the same wizard in PTS DOS as well.

Ty _ “ 'You can copy an entire hard disk or its
éﬂ Postmonem Backup Wizard partitions to new kocations. You can also save
ihem as image files for later restoration,
Simple Restore Wizard Please select the drive, its panition if .
% imp ' necessary, and then activae the "Hard Disk' or

- “Parition’ pull-down menu and select the
[i Wipe Wizard operation needed.

5 File Transfer Wizard
-/

@ Boot Comector

ﬁrg Undelete Pantion

—

@. Regisiry Editor
LL Password Cleaner
/?: Nenwork Configurator
(o

@ Log Saver

=

Eject COYDVD

W

4. On the Wizard's Welcome page, click the Next button.

5. Select a disk where the system backup is stored from the pull-down list in the right pane of the page.
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Source

arc_2805081 34627531 W
=N
I5) DIFF128565184 710000000

e m_zmmyﬁirmmF
= arc_280508134627531 pim

=
Fenams= {F)

6. Double click on the required backup to open.

Source

Iln'-.ln--l-'-rt 2E0S0813462 7531 . PRF) I
] &
[ Docume%ls and Settings

I Program Files

I3 RECYCLER

I System Valume Information
I WINDOWS

= cliles.svigz

= AUTOENEC BAT

|2 NTDETECT.COM

ﬂ bootini

= nde =

7. Select files you want to copy and place them to Clipboard by pressing the left arrow-button.

Clipboard Source

(] MINDOWS/system (/mntdisk/hda2/8 [wiNpows v

) provisioning
) pss
) repair

) security
* || ) srchasst

) sysem

) sysem32
) twain_32

= olog

= 001947_1mp
< > B ARy PIF 3

Total data size: 904 Kb

Click the Calc button to estimate the resulted data size.

8. On the Select Destination Type, choose the way the data will be stored. Select the Save data to any local drive
or a network share item.

Please select how would you like o save the data:

(% Save data to any local drives or a network share
Choose this option if you want 1o save your data 1o kbcal
maunted or physical panition, o USE or FireWare exsernal
drives and to a mounted network share, You will be prompted o
choose a location you want i sawve the archive o,

) Burn data te COYDVD

Choose this aption if you want the Wizard 1 burn the data o
CDor DVD. You will be prompied 1o choose a CD or DVD RW
drive.
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9. On the Select Destination Path page, select your system disk to copy the data to by pressing the standard
browse button [...].

Select path
Lok in: | HDOWS "[ | El |
d“l“
) INtServicePackUninsially
) AppPaich

() Config B

) Connection Wizard
) Cursars
) Debug
) Downiloaded Program Files
) Driver Cache
i EHome w

——— [ NewhoiderFm) |

File name: | nntidiskhdal WINDOWS ] | Select |
|

Cancel
Help < Back i8 2 Cancel

10. On the Transfer Summary page check all parameters of the operation. Click the Next button to accomplish the
operation.

11. In the Progress window you can see in real-time a detailed report on all actions carried out by the program.
12. After the operation is completed, close the wizard by pressing the appropriate button.

13. Turn off the computer.

A This operation can also be accomplished with the WinPE recovery environment.

Restoring separate files and folders from a backup

The program provides a very convenient option to access backup archives and restore only data you need (the so called
selective restore functionality). This operation can be accomplished either with the Restore Wizard, File Transfer Wizard
or Volume Explorer.

File Transfer Wizard
To restore separate files and folders from a backup image with the File Transfer Wizard, please do the following:
Launcher

1. Click the Transfer Files button.

2. Find the archive files and open it by double click.

3. Select files you want to copy and place them to Clipboard by pressing the left arrow-button.
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Clhipboard Source

Name Source Path [5] Appication (E:) v o R ¢
E-Maid Databaze /E:/E -Mai Database/ (E:/Ba.

Name ~
= = ac_040608141705140
i = . FLOOO000000000000000
@ = achive.ph
» S- &/
=-E€
’
+ My Documents
task_file pht

£ O aic 280508134627531

| <€

Tolal data size: 3.7 MB

4. On the Select Destination Type, choose the way the data will be stored. Select the Save data to any local drive
or a network share item.

5. Onthe Select Destination Path page, specify the exact place to copy the data to.
Please sedect the destination path whene to save the data from chpboard.
Look it | [ Appbcation(E:) » fl $€ ¥
fddress | E:/E-Mail Database/

Narre
8 [[] WP [C)
= [E] Apphcation [E-)
# [ Backup Images

EEEME DSy
| My Docurmsnts

o

Total dats size: 37 MB
Space avalsble on destinations 8.5 GB

6. On the Transfer Summary page check all parameters of the operation. Click the Next button to accomplish the

operation.
Please owverview he lransier oplions. Y'ou can ahum 1o the conesponding page and change
hypernks
Dibgects to transder
Object[z] selected: 1
Taotal data size: 37 ME 3,930,848 Bytes)
Transler destinghon
Destination path: E-/E -t ail Dratabage,

Space available on destination:  85GE (3202 720 768 Bytes)

7. After the operation is completed, close the wizard by pressing the appropriate button.

Making System Bootable on Different Hardware (P2P Adjust OS)

Let’s assume you had to migrate to a new hardware platform. You connected your system hard disk to the brand new
PC and tried to start up the operating system - you do know for sure now that this operation had been doomed to
failure from the very beginning. With our program you can easily tackle this naughty problem.

Before you start, please make sure the following conditions are met:
e You've got drivers for the new hardware ready to use, not zipped or in .exe files.
e Your OSis unrolled on the new computer, not in a backup image.
To make a Windows physical system bootable on different hardware, please do the following:

1. Start up the computer from our WinPE recovery media.
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2. Launch the P2P Adjust OS Wizard.

Our WinPE 3.0 based environment offers excellent hardware support. However in case it
doesn’t have a driver for your disk controller, your hard disks will be unavailable. Please
consult the Adding specific drivers scenario to know how to tackle this issue.

3. Onthe Wizard's Welcome page, click the Next button.

4. From the list of all found Windows systems (if several) select one you need to adjust to the new hardware. If
you’re willing to adjust them all, just re-launch this wizard for each.

05 Volume  Label | Capacy

._-:: Microsoft Windows XP WinkP C) WinXP 29GB

5. There are two execution modes to choose from: fully automatic and advance. Below we will go set-by-step

through the automatic scenario to show the whole process, and then take a closer look at specifics of the
advance scenario.

U1 Adjust the OS to the new hardware automatically
wn % Peform the OS adjustment in the automatic mode. The wizard will automatically set
parameters and inject drivers &

V Set parameters for the OS adjustment .
é& Pedom the OS adustment in the advance mode. You will be able to manually set parameters
and inject drivers

6. Select Adjust the OS to the new hardware automatically.

7. The wizard will automatically accomplish all the necessary actions.

Process diver " Nnf\netepae inf from Windowes deiver repostorny..

8. The only action that might be required from your side is to set a path to an additional driver repository in case
the wizard has failed to find drivers for some boot critical devices in the built-in Windows repository. Generally
together with new hardware you get its drivers for different operating systems on removable media (mostly CD
or DVD). By collecting all these drivers in one folder you can let the wizard automatically pick and install only
those required for your OS. Select Search for drivers in a specific folder.
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Vihat would you lke to do?

Search for drivers in a specific folder.
Soacfy a path to the missing davers R can ather ba local or network

Ignore all missing drivers.
Continue 1o adjust the OS without injecting the missing divers

t Click on the link at the bottom of the page to see what boot critical devices have no drivers.

The wizard names all devices according to their model description, not some alphanumeric
code, which is very convenient.

9. Though you’ve got the option to continue without injecting missing drivers for boot critical devices (The Ignore

all missing drivers option), we strongly recommend you not to do it. Otherwise we cannot guarantee your
Windows will start up on the new hardware.

| There are no drivers for the folowing devices:

-‘scsu Controller (LS| Adapter, Ukra320 SCSI 2000 series, w/1020/1030)

You have chosen to ignore these devices and continue with the OS adjustment. Your OS will not
/& | start up on the new hardware if there are no drivers for boot critical devices.

Are you sure you want 1o continue?

I~ | Yes. continue to adjust the OS wthout injecting drivers for these devices |
e

10. The wizard can search for drivers on a local disk or a mapped network share. In our case it’s on a network share,
this is why we need to map it first.

Plaasa spacfy an addtional path to tha masing divars:
g %

[add = folder to the drivers source Ist
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Lookin: | [5] WP i) &R E

ﬁm: [c

Disk Drives

Naene | Dt
- 2] WP 123
- [E] Local Deske (D)
Pl % Map Metwork Drive 2| x
A nebwod: share ] Searserd poal Driver Repaston _]
Map to drive letter - | 2 'I

'
[~ | Make permanent connection

e oK | gaen |

B

Windows Security x|

Enter Network Password
Enter your password t0 connect to: server2

Domain: MININTLOSHDGU
M Remember my credentials

e

B9 Access s dened,

11. When done, we can select it as target.

[Disk Diives

Hame De

- =] winP
@ - Megrs 12
y ArchDB 7
HNetwork Places - i Dacuments and Settings 6/
, Frogram Files 7
y WINDOWS 3

[E] Local Disk (D)
:ﬂ.i:v.}' cation [E7)
)0 Drive (F) PARAGON

[E] Boat %3

rverZpood) (Z)

Plaasa spaciy an addtional path to tha missing drivens:

8 X
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A The wizard enables to specify several driver repositories.

12. If the wizard has found all missing drivers, it will ask you to confirm the operation. Apply the changes to
complete.

A The wizard has not appled your changas yat, On this page, you can ather accapt or raconsidar the
/ o\ changes.
-

e

Plaasa note, f you accept the changes, the wizard wil physically padom all oparations. You wont be able to
interrupt this process or undo the changes

R may take some time 10 3pply the changes. You may 8iso be asked 10 restant your computer dunng this
process.
Would you lke to apply your changes 7
(v [Yes. acply the changes physically. |
by
" No, let me reconsider.

After the operation is completed the system will be bootable on the new hardware. After the startup, Windows will
initiate reconfiguration of all Plug'n'Play devices. It’s a standard procedure, so please don’t worry and prepare the latest
drivers at this step to get the most out of the system.

Advance scenario specifics
1. To launch the advance mode, select Set parameters for the OS adjustment.

("1 Adjust the OS to the new hardware sutomatically
o Pedform the OS adustment in the automatic mode. The wizard will atomatically set
parameters and injact drivers,

Y Set parameters for the OS adjustment .
< Parform the OS adustment in the advance mode. You wil be able to manualy sat paramaters
and injact davers,

L__ s

2. When setting additional driver repositories, you can specify how to process drivers for found hardware.

Please spacfy an addtional path to the missing davers:

¢ X
_

[ Inject all necessary drivers from the providad driver rapostory
7 Keep the istest dver vemion

e Inject all necessary drivers... Mark the checkbox to force injection of all drivers for your devices from the
given driver repository(s), even if there are already installed drivers for some hardware. Please use this
option if you suspect any of the installed drivers of not matching your hardware.

o Keep the latest driver version. Mark the checkbox to keep the latest version of drivers during the forced re-
injection. You can use this option only when the above option is active.
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3. Just before the OS adjustment, you can additionally:

e View all found hardware devices and their driver status by clicking . The wizard names all devices
according to their model description, not some alphanumeric code, which is very convenient. So you can
compare the listed devices with the given hardware to make sure the wizard has analyzed your system
correctly.

- <« &
¢ =i
X o

{a
=
45 SCS| Cﬂimﬂsru-.-. already available hrﬂ.-.a*a|5| 2000 series, w/1020/1030)

Dvivier ok found. Chick hne 0 find & driver for this device
g Irtel{R) PRO/1000 MT Network Conneclicon
Dierver mot found. Chcle hane to find & driver for this device,

Q AMD SATA Controller {No installed hardware found)

- ewindows sypstem 32 driverstors flerepostonamdsata ind_x8E_neutral_faSadBi5d1E0bH\a

4 IDE Controller (intel(R) 82371AB/EE PCI Bus Master IDE Controller)
Dienver = already instaled

% ATA Channel 1 {IDE Channel)

-

-
e Filter devices without drivers by clicking =~ . Unlike the automatic mode, where only boot critical devices
(storage controllers) without drivers are being reported, here you can view and inject drivers for network
cards as well.

.tr%'g@

‘ SCSI dﬂr:'r' show dievices without drivers [ Show al d"":“heﬁ-. w/ 1020,/ 1030)

Dirirver mot found. Chcke harm to find & driver for this devics,

ﬁ Intel{(R) PROS1000 MT Network Conneclion

Driver not found, Click here to find & driver for this davics

e Add a driver for each device that lacks it by clicking on the device, then browsing for the required location.
The wizard will then match the device with drivers inside the given location and pick the right one.
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Hare | Date
21 [E WinP (C)

- S Mlegre 2008 4:00:40 AM
s i ArchDE 2008 11:56:50 PM
B s Documents and Sedtings 2003 1:12:53 PM
& | Program Files 7/22/2008 11:43:02 PM
#-  WINDOWS 8/25,200% 5:58:12 AM

- [E] Local Disk (D)
+1- [E] Apphcation (E-
) PARAGON

@ (=) CD Drivee (F
- [E] Bt ()
8 B Cviver Reposttory (VsenverPpool) ()

A device driver has been found. Press OKto install this drver...

2, % <6

ﬁmél Intel (R} PROS1000 MT MNetwork Connection

Driver ot found. Click hers to find & driver for this davica

N 5CS! Controller (LS Adapter. Ura320 SCS1 2000 series. w/1020/1030)

e Manually add a driver for a device that has not been found by our wizard by clicking
the required .INF file.

Driver not found. Click here 10 find a driver for this davice

‘, SCSI Controller (LSI Adapter, Ultra320 SCSI 2000 series, w/1020/1030)

z:\symmpi_p_x86_rel\symmpi inf
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Please select an INF fie:
Lookin: | [5] Boot (<) X SR Z

Namea Sze | Date ;.l
T 1 1 BF RS_SaT _XOo_reltrd 8L/ KD... 0 VIVINIREIIFM
s} ) lsi_sas2inf_x86_neutral_e12aScicibe 7/13/2008 6:38:15 PM
+- L, Isi_scsiinf_x86_neutral_cfobflblbssd 7/13/72009 6:38:20 PM
s s machine inf_x86_neutral_65848c2d73 7/13/2008 6:38:13 PM
# s mchgrinf_x86_newtral_54d% & 36F00 7/13/2008 63821 PM =4
- s megasasinf_x86_newtral_335276449 7/13/2009 6:38:20 PM
. megasas2inf_x86_neutral_533d7135 71372008 6:38:20 PM
B> Jy megasrinf_x86_neutral_30b367S2ca 771372008 6:38:20 PM
. ,-"‘ rf_xB86_reutral_feb8c30ef55487a2 7/13/2008 6:38:13 PM
= J; mshdcinf_x85_pautral_fE&bSc35a2a5 7/13/2008 6:38:21 PM
»_Jmshdcﬂ 438KB 7/13/2009 6:38:05 PM
wnnmns nm il wOC madeal Toa0AOA.AY TAIAN0 L0100 -.—l
Fles of ype: | INF fies (*irf) >l
Please seloct hardware the driver is designed for:
M ™ intel(R) 82371A8/E8 PCI Bus Master IDE Cortroler ‘_-__,
= Standard Dual Channel PCI IDE Controlier

. "= |IDE Channel

"= IDE Channel

D 4;{&*'3«: ARCI 1.0 Senal ATA Controliar

O R} '\-"‘cr:e'.’ 2.. Sro ATA Controler
Force3 2

> NVIDIA nForce3 250 Sesrial ATA Controlier
O -2-"" 8111 FCi Bus Master IDE Controler |

™, Ony show hardwana found on this computer

> [ sseams | conce |

When selecting an .INF file that contains several driver records for hardware you both, have
in the system and don’t have, you can filter the list by marking the appropriate checkbox.

e Remove a driver for a device, which has not been found in the system.

2, xj\\:'
“y

ﬁﬂ i‘Rm‘:e the selected device from the installaton Ls:l

I»

Dnver not found. Ciick here to find a daver for this davice
P
‘- NVIDIA nForce3 250 Serial ATA Controller (No installed hardware found)
X \windows \system 32\ driversiore \fierepostony \mehde inf_x86_newtral 6 5c3583a%0e81'\msh

4 Standard Dual Channel PCI IDE Controller (No installed hardware found)

x\windows'\system 32\ Grvearstore \filarepostony\mshdc inf_x86_nautral_f64bSc35aa%0e81'mseh
4 AMD SATA Controller (No installed hardware found)
x:\windows \system32\driverstore filerepostony\amdsata inf_x86_neutral_faSa4B35d180b5c\a

‘, SCSI Controller (LS| Adapter, Ultra320 SCSI 2000 series. w/1020/1030)

i

Cleaning User Passwords for Windows

Let’s assume that after a busy business trip you’ve come home and realized that you’ve completely forgotten your
Windows user password. That's no great tragedy any more.

To clean a user password of the required Windows installation, please do the following:
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1. Insert Paragon Linux/DOS Recovery CD (the BIOS must be enabled to boot the system from the CD/DVD device).

2. Restart the computer.

3. Inthe boot menu select Normal Mode to use the Linux recovery environment (more preferable) or Safe Mode
to use the PTS DOS recovery environment (in case you’ve got problems with Linux). Moreover you’ve got the
option to boot into the Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a serious hardware
incompatibility. In this case, only the minimal set of drivers will be included, like hard disk, monitor, and
keyboard drivers. This mode has simple graphics and a simple menu.

-+ Hormal Hode The PC boot ing
& Safe Hode will be proceeded in
& Lou-Graphics Safe Mode B8 seconds

& Floppy disk
& Hard disk 8 MER
& Find 05es on your hard disks

A By default the Normal Mode will be automatically initiated after a 10 second idle period.

=

4. |n the Linux launch menu select Password Cleaner. You can find the same wizard in PTS DOS as well.

.

: ) You can copy anentine hard disk or its
@ﬂ Posimonem Backup Wizard partitions ko new bacations. You can also save
them as image files for later restoration.
Simble Restore Wizard Please select the drive, its panition if .
% P necessary, and then activate the "Hand Disk' or

- “Parition’ pull-down menu and select the
[i Wipe Wizard operation needed.

—A?D File Transfer Wizard

L
@3 Boot Cormector

= Undelete Panition
—

@ Registry Editor

{‘E’} Password Cleaner

/5%: Nerwork Configurator
o

@ Log Saver

S Ejeat CO/DVD

L= W

5. On the Wizard's Welcome page, click the Next button.

6. On the next page choose the required Windows installation from the list of found installations (if several). If
you’re not sure which installation you need, please use the Properties button to get more info on the selected
item.
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Valid Windows installations

The pragram has found the following Windows installatons valid for
this program. {You can see only Windows NT/2000/XP/2003/Vista
versions, the others are not listed even if they exist. Please sebect
the one you want o work with.

[N [Pantition |Sysem oot [Type |
1 Disk0, Panition 0 WINDOWS WinXp

[ Properties

To comtinue, click Next

7. On the next page you can see a list of all users of the selected Windows installation. Select the user, which
password you'd like to make blank, then click the Clean button to accomplish the operation. Or just click the
Clean All button to clean all user passwords at once.

Clean passwords

You can see the list of users in your 5','SEH"|. Flease select the user
whose password you would like 1o clean and press ihe "'Clean’
bition, You can also clean pasiwoids of all users atonce if you
press the "Clean All' bunien.

[User |Password staus ||
Adminisiraior =0iriginal=
Guest <Original>
HelpAssistant <BLANK=
SUPPORT _3B8945a0 <Oiriginals=
Liser <BLANK>
Clean Al |

To continue, click MNext

8. After the operation is completed, close the wizard by pressing the appropriate button.
9. Ejectthe CD.

10. Reboot the computer.

Hard Disk Utilization

To irreversibly destroy all on-disk information without any possibility to recover and that way providing the maximum
level of security, please do the following:

Launch the Wipe Wizard:

e Click the Wipe Hard Disk or Partition button.
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Flaase choose an object for wiping. It can be a whole hard disk. 3 single partition of a block of unallocated space. You
can set to wipe all data on the partition o¢ only unoccupied space on it [see the next step)

Basic Hard Disk 0 [Maxtor 7Y250P0)
1. ) Local Disk (F:) A

233.7 GB NTFS

Basic Hard Disk 1 [ST3160815AS)

Q) - I ©) Applications (D:)
195.. 634 GB NTFS

66 GB NTFS

1. Onthe Wipe Mode page, select the wipe out all the data to irreversible destroy all on-disk information.

@ [Wipe out al the data)

Choose this oplion i pou want to destioy completely all the data on the selecled obgect
() Clear [wipe] fres space

D‘msptl‘isuplil:ni:pouw«thud:shwﬂrlmccsdduhIhalwhdvcbtenldtdbmmucﬁ'ﬂydddt
operation

2. Onthe Wipe Method page select a specific data erasure algorithm or choose to create a customized one.

3. The next page of the wizard enables to get detailed information on the selected algorithm, choose whether to
carry out residual data verification or not specifying the percentage of sectors to check and estimate the time
required to accomplish the operation.

4. Review all parameters of the operation and modify them if necessary.

Wour hard disk befose the changes:
Basic Hard Disk 0 [Maxtor 7¥250PD]

I &) Local Disk (F:]
2337 GB NTFS

Your hard disk after the changes:

Basic Hard Dnsk 0 [Maxtor & 250P0]

@) Local Disk [)

233 7 IGB Mot formathed

5. Complete the wizard and then apply the pending changes.
Extra Scenarios for WinPE

Adding specific drivers

Our WinPE 3.0 based recovery environment offers excellent hardware support. Anyway you’ve got the option to add
drivers for specific hardware with a handy dialog.

To add drivers for specific hardware, please do the following:
1. Once you accept the agreement, you will see the Universal Application Launcher. Click Load Drivers.

2. Inthe opened dialog browse for an .INF file of the required driver package located on a floppy disk, local disk,
CD/DVD or a network share. Then click the Open button to initiate the operation
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-

=
£
2
]
3
5
Le
¢
¥
¥

@ Mame Size Dats ,:|
=k [=] ga [ amnver) (23
Disk Drtves 3 B 0A_MT 9/25/2007 6:43:53 AM J
. hTrrvvane 4/16/2008 3:15:50 AN
#2248 722009 T:08:07 AM
@ + dNstasha 12172008 2:41:05 AM
Metwor Places 51 =] Rocls_PM2003 7/10/2008 2:51:04 Al
-l AdusDS TT2009 11:45:04 PM
+ Compatibiity B15/2008 7:48:37 AM
+ Davscan B1B/200% 11:28:46 PM
= devers e/ 2009 3:15:38 AM
+ aard Lo _windc Jap-vista_b11375 BB/
= rbel-iCH 518520
- Oriver E/A18/2008
.;a.-’ﬁClri' BEKB 9122008
T TGk g0 HE 109 5 AN
L SKB 9112/2008 M

Flepame:  [2aHCl ¢
Fles of type: [ inf Sles |

A To know how to map a network share, please consult the Configuring network scenario.

3. You will be notified on the successful accomplishment of the operation. Click Yes to load another driver or No to
close the dialog.

/a7 Driver "z:fadjustos/divers/intel-ich/driver/iashc inf™ has
1 | been loaded successhully. Would you like to load another
driver(s)?

- |

Our WinPE 3.0 recovery environment is 32-based, thus you need to use 32-bit drivers for
injection.

Configuring network

If your local network has a DHCP server, a network connection will be automatically configured once our WinPE
recovery environment has been started up. Otherwise you will need to do it manually with a handy dialog by providing
an IP address, a network mask, default gateway, etc. Besides with its help you can easily map network shares.

To manually set up a network connection and map a network share, please do the following:
1. Once you accept the agreement, you will see the Universal Application Launcher. Click Configure Network.

2. Inthe opened dialog provide an IP address, a network mask, default gateway, etc. for your network device.
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Ethemet adapter: | Inted(R) RO/ 1000 MT Network Connaction =]

|F address

" Obtain an P addmss automaticaly. Reqew Belease

(% Lisa tha fallawing IF address :
P Address : [200.0 .1 208
Subnet Mask :  [255.285 2200

Diefaut Gateway : [200.0 .1 .1 Agvancad... |
Losdfomtie | Savetotie | ok | oy | cece |

3. Click the Network drivers tab to map a network share.

Dive | Netwod path Mo Netwodk Drve |

Z sarver' o - D-mrl

4. Click Map Network Drive and provide all the necessary information to map a network share in the opened
dialog:

—Remote location mapping

Anetwoek share || )

Map o dive letter: |Y =

I© Make pemanent connection

¥) Connect as user O Cancal

e Click the standard browse button [...] to browse for the required network share or manually enter a path to
it;

e Define a letter from the pull-down list of available drive letters;

e Click the Connect as user button at the foot of the dialog page to specify a user name and password to
access the selected network share if necessary.

By clicking Disconnect Drive... you can delete an existing network share if necessary.

5. Click the Network identification tab to change a network name of your computer (generated automatically) and
a workgroup name.

Computer Mame : | MININT-365DQEE
Wotkgroup - [WoRKGROUP
Primary DNS suffic: |

6. By default, the wizard saves all network settings in the netconf.ini file located on the WinPE RAM drive, thus it
will only be available until you restart the computer. However, you can just once configure your network device
and then save this file to some other destination, for instance a local drive, and this way avoid constant re-
configuration, just by providing a path to it. So Click Save to file to save the netconfig.ini file to the required
destination.
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Saving log files

The program enables to simplify the procedure of sending support requests to the Paragon Support Team. In case of
having difficulties with handling the program, you, with the help of this very function, can address the company support
engineers and provide them with all the information they need such as the disk layout, performed operations, etc. in
order to tackle the encountered problem. Information of that kind is stored in log files.

To prepare a log files package, please do the following:
1. Once you accept the agreement, you will see the Universal Application Launcher. Click Log Saver.

2. Inthe opened dialog browse for the required location of the log files package or manually provide a full path to
it. Click Save to initiate the operation.

8 Poragon logsaver S0l
|
Specify folder and file name for ZIP archive
Lookin: | [5] Local Disk €€) F Bl X e
Name Size | Date y—
+ Documents and Settings 2/26/2009 1:33.05 PM
¥ |, Program Fies 4/25/2011 1:48:25 AM
. Python30 2/26/2009 2:05:35 PM
- |, temp 4/25/2011 1:50:18 AM
+ vexpl 2/26/2008 1:54:22 PM
+ windff 2/26/2009 1:54:26 PM
++ 4, WINDOWS 4/25/2011 14853 AM
+- [5] Data (D)
- (80N Nava (F) PARAGON =l

Fename:  [Logs_2011-04-25_1507.2p

Fles of type [ ZIP archives L]

€ Read povacy statement

Log files do not contain any confidential information on the operating system settings or
the user documents.

Troubleshooter
Here you can find answers to the most frequently asked questions that might arise while using the program.
1. Itryto run an operation, but the program claims my partition is in use and suggests restarting the computer.

There are a number of operations that cannot be performed while your partition is in use (or locked in other
words). Please agree to reboot your machine to make the program accomplish the operation in a special boot-
up mode.

2. |lrun an operation and restart the machine as required, but it just boots back into Windows without
accomplishing the operation.

Please run 'chkdsk /f' for the partition in question.
3. | cannot create a new partition on the disk.
There can be a number of reasons for that:

e The program cannot create a new partition on a dynamic disk, but only on a hard disk that uses the DOS
partitioning scheme.
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e According to the rules of the DOS partitioning scheme, the following combinations of partitions cannot
be created:

- Two Extended Partitions on one hard disk;
- Five or more Primary partitions on one hard disk;
- If there is an Extended Partition on the disk, only three Primary partitions are allowed.

e The program allows creating new partitions only within blocks of un-partitioned space. It cannot convert
a free space on an existing partition to a new partition.

4. |cannot do anything with my USB flash drive. | get a crossed circle sign when trying to select any area on it.

Some USB flash drives don't have the MBR (Master Boot Record), that’s the cause of your problem. To fix the
issue please use the Update MBR function of our program or 'fixmbr' of the Windows installation disc to write a
standard code to your flash drive.

5. When trying to back up my system the program asks to restart the computer.
Most likely the Hot Processing mode is disabled. Please make it active in the program settings.

6. When running a backup operation with the Paragon Hot Processing mode enabled, | get an error: error code
0x1200e "Internal error during Hot Backup"

Most likely your hard disk contains bad blocks. Please fix the issue with your HDD manufacturer's tool.
You can find a name of the tool you need here: http://kb.paragon-software.com

7. When trying to back up to a network share, | get the following error: "i/o error" or "can't open/create file"
Please check whether you’ve got a permission to write to the selected destination or not.

8. When trying to restore a backup archive, | get the following error: "Can't restore to current selection" or
"Archive does not fit"

Most likely you're trying to restore a backup of the whole hard disk to a partition or vice versa.
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