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NCDC — Brief Introduction

1. About NCDC

The Government of Saudi Arabia has embarked on an ambitious e-transaction program,
recognizing that there is a tremendous opportunity to better utilize information technology to
improve the quality of care/service, lower the cost of operations, and increase customer
satisfaction. To ensure the secure, efficient transmission and exchange of information
electronically, the Kingdom of Saudi Arabia has created a National Public key Infrastructure.
Named the National Centre for Digital Certification (NCDC), the NCDC is created by an act of
law and its mandate is stipulated in the Saudi e-transaction law.

NCDC provides trust services to secure the exchange of information between key stakeholders.
Participants include:

. Government employees
o Citizens
o Businesses

2. Government Certification Authority

Government Certification Authority (Government-CA) is owned by the Ministry of
Communication and Information Technology (MCIT). Government-CA is the Certification
Authority under the NCDC-Root-CA. NCDC-Root-CA has issued a digitally signed CA
Certificate to the Government-CA. The Government-CA is responsible for issuing and managing
Digital Certificates to Government employees, entities, non-human subscribers (like Servers
and Network Devices) within the Government domain, through Certificate Service Providers
(henceforth referred as CSPs) within the framework.

3. NCDC ESP Kit

Every user participating in the PKI usage will be provided with an NCDC ESP Kit, which will
contain the following

Digital Certificate

Entrust Entelligence Security Provider (ESP) for Windows

Entrust Entelligence Security Provider (ESP) for Outlook

SafeNet USB token Drivers

B~ PobdpE

. Digital Certificates

The digital equivalent of an ID card used in conjunction with a public key encryption system.
Also called a "digital ID," "digital identity certificate," "identity certificate" and "public key
certificate," digital certificates are issued by a trusted third party known as a "certification
authority” (CA) such as NCDC Government Certification Authority
Every subscriber participating in the PKI usage will obtain a Digital Signature Certificate (DSC)
issued by Government CA. Before issuance of the Digital Certificate, the subscriber has to fill a
request form and get the required approvals from the Authorizing Person.
Subscriber’s identity then verified by the Registration office and a Digital Certificate is issued.
The Subscriber can perform the followings using the issued Digital Certificate

1. Digital Signing and Verification of an Email

2. Encrypting and Decrypting an Email
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3. Digital Signing and Verification of a Document
4. Encrypting and Decrypting a Document

5. Entrust Entelligence Security Provider (ESP)

Entrust Entelligence Security Provider (ESP) is a desktop security solution and is an enterprise-
wide security platform for Windows desktops, domain controllers, and authentication servers
that allows organizations to deploy the digital identities that enable the strong authentication,
encryption and digital signature capabilities within a number of authentication applications and
other applications such as data encryption and secure email.

6. Secure Storage Device — Safenet ikey USB tokens

SafeNet USB token offers a compact hardware solution for authentication and digital identity
management. SafeNet USB token offers onboard key generation, key storage, encryption, and
digital signing capabilities add high-assurance security to user login, digitally sign emails,
holding master keys for disk encryption, VPN authentication, and other secure client
applications.

7. Pre-Requisites

The following pre-requisites are needed before installation of ESP and SafeNet USB token
Drivers

1. End user Operating System — Windows XP or Vista

2. Microsoft Outlook installed for the Entelligence Security Provider for Outlook

8. Help Desk Contacts

For any assistance or technical support please contact NCDC operations centre by sending an
email to helpdesk@ncdc.gov.sa or via helpdesk Telephone numbers:
(01)452 2086 / (01)452 2037 / (01) 452 2196

Installation of ESP and USB Token Drivers

Every subscriber will be provided with a PKI CD which will have the software’s for ESP and
SafeNet USB token or the subscriber can download the NCDC Clients Packager from NCDC
Web Repository (http://web.ncdc.qov.sa)

a. Torun the Installation from CD
¢ Insert the PKI CD into the CD Drive
¢ You will find the NCDC Clients Packager, to install the packager Right Click and
select Open

b. If you have downloaded the NCDC Clients Packager from NCDC Web Repository
(http://web.ncdc.gov.sa), save the Packager on desktop and to install the packager Right
Click and select Open
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NCDC_Clients_vl
0-32.exe

¢ Click “Run” on the Open File Security Warning window to proceed the

installation
- ——
Open File - Security Warning g
Do you want to run this file?
. I Name: ...MOT\Desktop\PKI CD\NCDC_Clients_v1.0-32.exe
Publisher: National Center for Digital Certification
Type: Application
From: C\Users\pshankara.MCIT\Desktop\PKI CD\NCDC...
| R ||| Cancel |
Always ask before opening this file
2o While files from the Intemet can be useful, this file type can
'-{0) potentially ham your computer. Only run software from publishers
= you trust. What's the risk?
& A

¢ Click “Next” to continue the installation.
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-
' ients Packager 1.0 Setup =
NCDC Cl Packager 1.0 S =

v

bl Suasdll nisgll 1S ol

http:/ /www.nede.gov.sa
helpdesk@&ncde.gov.sa

Welcome to the NCDC Clients
Packager 1.0 Setup Wizard

This wizard will guide you through the installation of NCDC
Clients Packager 1.0.

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.,

Click Next to continue.

| next> ||| cancel

e Accept the License Agreement when prompted and Click “Install”

* Wait for the Packager to install the components

Version Number: 2.0
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r(’ NCDC Clients Packager 1.0 Setup PSR

v, Installing

I \ Please wait while NCDC Clients Packager 1.0 is being installed.

baos il Saaeall culngll S ol

Extract: NCDC-SafeNet-14MAY 12-x32-8. 1-5P1.msi... 100%
T

Output folder: C:\Program Files\NCDC Clients Package\SAC
Extract: NCDC-SafeNet-14MAY 12-x32-8. 1-SP1.msi... 100%

hational Center For Digital Certification, Saudi 4rabia

< Back Close Cancel

* Upon successful installation, you will be prompted to restart the computer.
Click Yes to reboot.

s = N
&) NCDC Clients Packager 1.0 Setup S &J

Setup has completed successfully. A reboot is required to finish the installation.
Do you wish to reboot now?

[ Yes ] [ Neo ]

- J

c. Upon successful installation of Entrust Entelligence Security Provider (ESP) for
Windows, the subscriber can view an Icon in the system tray.

Version Number: 2.0 Page 6 of 37 Confidential



NCDC PKI User Manual Identifier: NCDC-SSC-Manuals008-09V2.0

aill ”:b @
w 0 B

®
¢

Customize...

d. Upon successful installation of Entrust Entelligence Security Provider (ESP) for outlook,
the subscriber can view 2 new options added to the Outlook New Message Window

Do\ d9 ™ e ¢ )3 Untitled - Message (HTML)

-

4

Message | Insert Options Format Text

b [ [ ) @ B v || ABg
L aE = EmE = gl _
Paste —r— = = | [INames Options| Spelling

7 [Z-A (== w2, &

Clipboa... ™ Basic Text ‘ Inclu.., '* Proofing Security =

e. To check that the SafeNet USB token driver has been successfully installed. Click on
Start>Programs>SafeNet>SafeNet Authentication Client>SafeNet Authentication
Client

, SafeMet Authentication Client
';SQ SafeMet Authentication Client Tc
';E;' SafeMet Authentication Client

To Digitally Sign an e-Mail Message

The following steps will be invoked to execute this procedure:

1. Ensure that Entrust Entelligence Security Provider (ESP) for Outlook and SafeNet
Tokens Drivers are installed and the token is inserted in the USB slot to perform
this procedure
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2. Open a New Mail in Microsoft Outlook

|

= [l |
(e | |

Subject: | |

3. Select the recipients to whom you like to send a Digitally Signed Mail. Click on
Sign Button on the Tool Bar and Click “Send”
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4. Entrust Entelligence Security Provider (ESP) for Outlook will Digitally Sign the
email

Entrust Entelligence Security Provider, X

B- il Signing 5/MIME Farmat message. ..
*

T | [Ccancel ]

5. The Wizard will prompt to provide the USB Token PIN; after Providing the PIN,
Click “OK”

' N
S’ Token Logon @

@fe SafeNet Authentication Client

Enterthe Token PIN.
Token Name: 50285743

Token PIN: oooooooooolb

Current Language: EN

[ OK ][ Cancel ]

6. The signed message is now sent to the recipient and the process is completed.
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The following steps will be invoked to execute this procedure:

1. The recipient of the Digitally Signed Mail will receive the messages with a mail
envelope with RED Seal Symbol

lgm . lSearcn Inbox P 'lé

Eluck here to enable instant Search
B, 445 0@ From |subject Received ¥ [Size  Categories v [~

@ Date: i;

2. On clicking the Digitally Signed Mail, Entrust Entelligence Security Provider (ESP)
will verify the sender’s signature

Entrust Entelligence Security Provider |

_a % Werifying signer pshankara@node,gov, 5a's certificate. ..

3. The Digitally signed mail will now open in reading pane mode and the recipient can
verify that the mail that was Digitally Signed as shown below

\\ H90e«9 5 Untitled - Message [HTML)

L= TS
| Message |

¢ _] ( _: m rjj}_ x 2 Move to Folder = 8 Black Sender Ha Categorize -

e |l () Create Rule @ satelists - | ¥ Follow Up ~
orwar e

: oY to%yl ) OtherActions ~ || L} Not Junk @ Mark as Unre

Respond | Adtions | JunkE-mall /| Options
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4. The recipient can click on the Digitally Signed Icon and view the Message Security
Properties

:i,'-, Message Security Properties ilﬂ
ﬁ 31 Mo Message Subject Available
*

SECUre Messages may conkain encryption and digital Review the decryption and werification information shown
signature lavers, Each digital signature laver will contain below,
one of more digikal signatures,

Lavers: Details;

a 3/MIME Format Message: Mo Message Subject Availa a Signakture Stakus; OF
b 0 Digital Signature Layver o @ Sigrer: pshankara@ncde,gov.sa
- @ Signer: pshankara@ncde,goyv,sa
o COriginal Message:
b jrﬂ Sender; Phani Shankara

ol ng e-mail Address: pshankara@ncde.gov,sa

1] | na
Details <= | Wiew Certificate. ..

Close | Help |

Version Number: 2.0 Page 11 of 37 Confidential



NCDC PKI User Manual Identifier: NCDC-SSC-Manuals008-09V2.0

The following steps will be invoked to execute this procedure:

1. Ensure that ESP for Outlook and SafeNet Tokens Drivers are installed and the
token is inserted in the USB slot to perform this procedure

2. Ensure that the Person to whom you are encrypting the mail is part of NCDC PKI
Trust Network and his public key certificates available in the LDAP.

3. Open a New Mail in Microsoft Outlook
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4. Select the recipients to whom you wish to send an Encrypted Mail and Click on
Encrypt Button on the Tool Bar and Click “Send”

AN
B L Y|[iE- 4=
7||Z-A)(E = lw

A (e ]|
Subject: |

5% L )|
h

5. Entrust Entelligence Security Provider (ESP) for Outlook will obtain the recipients
Public key and encrypt the mail

Entrust Entelligence Security Provider

3 % Cbtaining and verifyving certificates.. .

(T | ol ]

6. The Encrypted e-Mail will be sent to the selected recipient and the process will be
completed.
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The following steps will be invoked to execute this procedure:

1. The recipient of the Encrypted Mail will receive the messages with a mail envelope
with BLUE Lock Symbol

Elm lSeauh Inbox Pz

ICIick here to enable Instant Search 7

8,145/ D)6 From | Subject Recewed ~  Sze | Categories e~

5

(2 pate: 5&

2. On clicking the Encrypted Email, Entrust Entelligence Security Provider (ESP) will
decode the message contents

Entrust Entelligence Security Provider =]

ﬁ Cecoding the SIMIME format rmessage contents...

3. The Wizard will prompt to provide the USB Token PIN after Providing the PIN,
Click “OK”
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& g
S Token Logon M
(3

N : g ‘
\\iafe SafeNet Authentication Client

Enterthe Token PIN.
Token Name: 50285743

Token PIN: oooooooooolr

Cument Language: EN

[ OK J L Cancel
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4. The Encrypted mail will now open in reading pane mode and the recipient can
verify that the mail was Encrypted as shown below

@‘\ﬂ DYe9 s Untitled - Message (HTML)
Message l
a l:m g x X Move to Folder = & Block Sender || g Categorize

S CresteRule | @ Ssfelists~ | ¥ FollowUp =
Reply Reply Forward | Delete | = |
to All ‘ ] Other Actions ~ || L} Not Junk (3 Mark a5 Unread
. Repond || _ Adtions _ | JunkEmail ||  Options &)

5. The recipient can click on the Encrypted Icon and view the Message Security
Properties

:!'I:'I Message Security Properties llil
‘ga Canfidential
ar,

Secure messages may contain encryption and digital signature lavers. Each digital signature layer will contain
one o mote digital signatures.

Layers:

0 Encrypkion Laver
- Original Message: Confidential
- i sender: Phani Shankara

ol y e-mail &ddress; pshankara@ncde, gov.sa; pshankara@mcit, gowv.sa

Details == |

Close | Help |
i
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The following steps will be invoked to execute this procedure:

1. Ensure that ESP for Windows and SafeNet Tokens Drivers are installed and the
token is inserted in the USB slot to perform this procedure

2. Select a file which you like to Digitally Sign

& Fsp O] x|
Fi

[z Edit Mjew Favorites Tools  Help #

ird Document
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3. Right Click on the file and select the option of “Digitally Sign File”

=101 %]

Fil=  Edit “iew Favorites Tools  Help .";'

Encrypk File. ..

Encrypk and Digitally Sign File. ..

Scan with OFficeScan Client

Cpen Wikh 2
Send To »
Cuk

Copy

Create Sharkouk
Delete
Fename

Propetties

4. The Digitally Sign files Wizard would open which will guide you through the
process of digitally signing of files, click “Next”
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B Digitally Sign Files Wizard x|

Welcome to the Digitally Sign Files

ﬁ Wizard.

Thiz wizard will guide you through the process of digitally sigring
files.

The filez pou are zigning are;
8] File to be Signed.docs

To continue, click Mest,

¢ Back I Mexst > I Cancel

5. The signing certificate and the Hash algorithm "SHA1" will appear, click “Next”
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B pigitally Sign Files Wizard x|

Digital Signature Options
Diigitally zigned files are sighed by vaurself.

“'our Signing Certificate: pshankaral@incde.gov.sa  Key Usage: Mo Choose... |
H azh Algorithm:

< Back I Mest = I Cancel

6. The Wizard will prompt to provide the USB Token PIN after Providing the PIN,
Click “OK”

7 = R
S Token Logon @

@afe SafeNet Authentication Client

Enterthe Token PIN.
Token Name: 50285743

Token PIN: oy

Curment Language: EN

[ OK J [ Cancel
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7. Click on “Finish” to complete the Digital Signing Process.

B pigitally Sign Files Wizard x|

Completing the Digitally Sign Files

ﬁ Wizard.

Y'ou have successfully zsigned the following files;
|j File to be Signed.docx.p?m

[T Delete the orginal fles on finish

< Back I Finizh I Cancel |

8. The output of the Digitally Signed file will be in a new format (.p7m)

=101 x|

le Edit Mjew Faworites Tools  Help a’

& ESP
Fi

File ko be Signed.doc:
Microsoft Office Word Document
10 KB
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The following steps will be invoked to execute this procedure:

1. Select a Digitally Signed file to verify

& Esp =10l x|
Fi

le Edit YWew Favorites Tools Help #
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2. Right click on the Signed file and Select the “Decrypt and Verify”

=10l x|

Identifier: NCDC-SSC-Manuals008-09V2.0

File Edit ‘iew Favorites Tools  Help

'l;l

to be Werified,docx.p7m

Decrypt, Yerify and Open

Cecrypt and Yerify

Scan with CfficesScan Client
Cpen With. ..

Send To 3

Cuk
Copy

Create Shortcut
Delete
R.enarne

Propetties

3. Entrust Entelligence Security Provider (ESP) will start the verification process

i

Entrust Entelligence Security Provider

Decrypting and Yerifying File:

C:Docunents and SettingsipshankaralDeskio. . \File to be Werified. docx. p7m

1 Seconds Remaining

Cancel |
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4. Once the process is completed, the original file can be obtained

& Esp =10 x|
File Edt ‘“ew Favaorites Toals  Help -;f
File ko be Yerified, docx, pFm
Secure File
12KE
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The following steps will be invoked to execute this procedure:

1. Ensure that ESP for Windows and SafeNet Tokens Drivers are installed and the
token is inserted in the USB slot to perform this procedure

2. Select a file which you wish to Encrypt

& Esp =10l x|

File Edit Wiew Favorites Tools  Help #

3. Right Click on the file and select the option of “Encrypt File”
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& Esp -0l x|

File Edit Wiew Favorites Tools Help -"f

Mty
Prink

Encrypt File. ..
Digitally Sign File, ..
Encrypt and Digitally Sign File. ..

Scan with OfficeScan Client

Cipen With b
Send To »
Cuk

Copy

Create Shortout
Delete
Rename

Propetties

Version Number: 2.0 Page 26 of 37 Confidential



NCDC PKI User Manual Identifier: NCDC-SSC-Manuals008-09V2.0

4. The Encrypt files Wizard would open which will guide you through the process of
Encrypting of files, click “Next”

B Encrypt Files Wizard x|

Welcome to the Encrypt Files

ﬁ Wizard.

Thiz wizard will guide wou through the process of encrepting files
for pourselfl and athers.

The files pou are encrypling are:;
] File to be Encrypted docs

To continue, click Mest,

< Black I MHest » I Cancel

5. Your Encryption Certificate and Encryption Algorithm "3DES" will appear, then click
“Next”

Version Number: 2.0 Page 27 of 37 Confidential



NCDC PKI User Manual Identifier: NCDC-SSC-Manuals008-09V2.0
E Encrypt Files Wizard x|

Encryption Options
Enciypted files are encypted for yourself and optionally for other people.

Files are always encropted for vourself,

Your Encryption Certificate; |pshankara@ncde. gov.sa  Key Usage: Ke Chooze. . |

Encrpption Algorithm:

[T Encypt the files for other people in addition ko myself

< Back I Mext » I Cancel

Version Number: 2.0 Page 28 of 37 Confidential



NCDC PKI User Manual Identifier: NCDC-SSC-Manuals008-09V2.0

6. Tick the box in case you intend to encrypt the file for other people in addition to
yourself

B! Enceypt Files Wizard x|

Encryption Options
Encrypted files are encippted for yoursell and optionally for other people.

Filez are alwayz encrppted for yourself.

“Your Encryption Certificate: |pshankara@ncdc.gwsa Fey Uzage: Ke Chaose. . |

Encroption Algorithm: I JDES j

W Enciypt the fles for ather people in addition to mysel;

¢ Back I MHewt > I Cancel

7. To encrypt files for other people you need their encryption certificate. Use the
“Add” button to select the other people you wish to encrypt the file
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B! Enceypt Files Wizard x|

Additional Recipients
Select the other people these filez will be encryppted for. Only theze people and
yorzelf will be able bo decppt the files.

To enciypt files for other people pou need their encryption certificates. Uze the Add button
to zelect the other people you wish to encrept for.

M ame | E-mail Address |

Add... | Eemave | i |

¢ Back I MHest > I Cancel |
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8. Type in name/email id of person to whom you wish to encrypt the file and use the
“search” button to search the directory for their encryption certificates

Please select the other people wou wish to encrypk For, Use the search button to search the directory For their
encryption certificates,

,J I | j Search "|

Mame | Email |

Shiow: {all j Wiew |
0] I Cancel | Help |

i
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9. Once the search results provides you with the details of the person to whom you

wish to encrypt the file, select the persons certificate and click on “OK”

Please select the other people wou wish to encrypt For. Use the search button to search the directary Far their
encryption certificates,

/-J I pe j Search "|

Mame | Ernail | Issued by | Expiration Date
NCDC CSP - Government CA

pchirag@ncde. gov.sa pchiragi@ncde. gov.sa Government Ch

1| | i

Show: ISearch Resuls j Wigw |

Version Number: 2.0 Page 32 of 37 Confidential




NCDC PKI User Manual Identifier: NCDC-SSC-Manuals008-09V2.0

10. Once the details of the person to whom you wish to encrypt the file are added to
the Encrypt file wizard click “Next”

B® Encrypt Files Wizard x|

Additional Recipients
Select the other people these files will be encrepted for. Only these people and
wourzelf will be able to decrypt the files.

To enciypt files for other people pou need their encreption cerificates. Uze the Add button
to zelect the ather people yow wish to encrppt for.

I arme | E-mail Addresz |
pchirag®@ncdo. gov. 2a pchirag@ncdo. gov.2a

Bemove | Wi |

< Back | et » | Cancel |
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11. Click on “Finish” to complete the Encrypting process.

B! Enceypt Files Wizard x|

Completing the Encrypt Files

ﬁ Wizard.

You have successfully encrypted the following files:
|j File to be Encrypted. docs. pim

[T Delete the original files on finish

< Back I Finizh I [Canzel |

12. The output of the Encrypted file will be in a new format (.p7m). The encrypted file
for other user may be sent using any medium such as flash memory, CD or by
email.

Migww Faworites  Tools  Help a.

File ko be Encrypred. docy:
Microsaft OFfice Wiord Document
10 KE
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The following steps will be invoked to execute this procedure:

1. Select an Encrypted file to decrypt

& Esp O] x|
Fi

[e  Edit Mjew Favorites Tools  Help #
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2. Right click on the encrypted file and Select the “Decrypt and Verify”

& ESP O] x|

File Edit ‘Miew Faworites Tools  Help 11.'

Scan with Officescan Client
Cpen With, ..

Send To 3

Cuk
Copy

Create Shorbout
Delete
F.enarne

Properties

3. Entrust Entelligence Security Provider (ESP) will start the verification process

P | Decrypting and Yerifving File:
[seas CDocuments and SettingsipshankaraiDesk, ,\File to be Decrypted,dock, pFm

| Cancel |
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4. The Wizard will prompt to provide the USB Token PIN after Providing the PIN,
Click “OK”

& ik
S Token Logon M
(S

\\§}afe SafeNet Authentication Client

Enterthe Token PIN.
Token Name: 50285743

Token PIN: oooooooooo|>

Curment Language: EN

[ OK J[ Cancel ]

5. The selected encrypted file will be decrypted and the output will be as follow

& Esp =10l x|
File Edit YWiew Favorites Tools Help -g'f
L] File to be Decrypted.doc:, p7m ile to be Decrypted, docs:
Secure File FFice Word Docurment
1010 11,519 KE

Version Number: 2.0 Page 37 of 37 Confidential



	1. About NCDC
	2. Government Certification Authority
	3. NCDC ESP Kit
	4. Digital Certificates
	5. Entrust Entelligence Security Provider (ESP)
	6. Secure Storage Device – Safenet ikey USB tokens
	7. Pre-Requisites
	8. Help Desk Contacts

