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1. About Lepide Event Log Manager

Through this section, you will get acquainted to various sections covered in this user help guide for
ideal utilization of Lepide Event Log Manager. Also, you will get to know about the purpose of
developing Lepide Event Log Manager and how it helps network administrators to collect and manage
event logs. Apart from this, Lepide Event Log Manager key features are also provided in this section
along with system requirements for proper installation and software utilization.

1.1 Brief about this User Guide

Welcome to the user guide of Lepide Event Log Manager- an advanced, professional and result-oriented
Event Log Management software. This user guide is devised with the motive of educating network
administrators about the various requirements and ways using which they can efficiently use Lepide
Event Log Manager. Therefore, we suggest you to carefully read the user guide before using the
software. The user guide expands over the following main sections:

Brief about Lepide Event Log Manager: Offers a brief about Lepide Event Log Manager software and
its key features. This section of the user guide also informs the system requirements for successful
installation and execution of the software.

Install and Uninstall: Describes the processes to install and uninstall Lepide Event Log Manager
Software.

Understanding the User Interface: Explores the user interface of Lepide Event Log Manager for its
easy and perfect use.

Using Lepide Event Log Manager: Informs about processes about initiating Lepide Event Log
Manager Software. Through this section, you experience accessing varied options for collection and
management of Event Logs.

Download Purchase and Register: Provides information about downloading, purchasing, and
registering the Lepide Event Log Manager software. Apart from this, the information regarding technical
support is also provided in this section.

Legal Notices: Provides information about copyright notices, trademarks, disclaimer, and license
agreement related to the Lepide Event Log Manager software.

1.2 Brief about Lepide Event Log Manager

Lepide Event Log Manager works as a centralized and efficient platform to perform collection and
management of Windows and W3C event logs. The tool is devised to ease the event log management
process flawless, simple and quick thereby purging the need of moving from computer to computer for
log management.
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Network administrators often find it difficult to collect event logs effectively and therefore to attain
seamless network administrators, meet international compliance standards and network security
standards. Lepide Event Log Manager is an ideal solution for those who are looking forward to ensure
the following:

e Centralized and hassle-free network auditing

e Adherence to international network security and compliance standards such as HIPAA, SOX,
GLBA, and PCI compliance standards

e Instant troubleshooting for system performance issues

Lepide Event Log Manager is devised keeping in mind the needs of corporate houses that strive to
adhere to international network security and compliance standards including HIPAA, SOX, GLBA, and
PCI. Organizations and system administrators will find Lepide Event Log Manager as a reliable and
proficient tool to help them collect and manage Windows and W3C events impeccably. Here are some of
the advantages that an organization can benefit from while using Lepide Event Log Manager:

e Eradication of system performance and security issues

e Real time event monitoring via alert creation

e Systematic recording of Windows and W3C events over the entire network
e Easy event log analysis through log filtration and generated reports

¢ Tailor-made event collection and processing

Moreover, using this tool you can find and resolve computer performance issues with utmost ease.
Lepide Event Log Manager also provides you with a detailed but clear event reports so that you can
efficiently find and resolve system issues in a network.

1.3 Key Features

Being a professional and quintessential Event Log Management utility, Lepide Event Log Manager serves
IT administrators at enterprise level and helps them in performing hassle-free event log management.
The software exhibits an array of features that make it an apt choice for network administrators, who
wish to perform flawless Event Log Management. Here are the salient features of Lepide Event Log
Manager:

Centralized platform for effective Event Log Management- Offering a centralized platform for
management of Windows and W3C event logs, Lepide Event Log Manager helps you collect and manage
event logs generated on every computer over the network. With centralized event log management,
network administrator does not need check each and every computer in the network to analyze Event
logs to meet network security and compliance standards.

© Lepide Software Private Limited. Page 11
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Adhering to Compliance Standards- Lepide Event Log Manager facilitates the IT administrator to
adhere to network security and compliance standards (HIPAA, SOX, GLBA and PCI) with utmost ease
whilst providing them with automated Compliance Reports about every computer within a network.

Automated Event Log Management- Pertaining to the size and standards set by an organization,
number of computers and servers within the company might vary. In such a situation, managing the
computer events on all the systems might prove to be tiresome. Lepide Event Log Manager makes the
event log management automatic and convenient thereby enabling the network administrator to add
multiple computers in varied groups by assigning different Event Processing Rules. This automated
event log generation helps the administrator to find and resolve security and compliance issues for
every group configured in the software.

Filtering Events- At every computer several Windows and W3C events are generated regularly.
Checking each and every event so generated might become cumbersome and time-consuming. Lepide
Event Log Manager will help you analyze Windows and W3C events by enabling the IT administrator to
filter Windows and W3C events based on varied Event log types.

Immediate Alert Generation- Lepide Event Log Manager accelerates monitoring, analyzing and
troubleshooting computer issues thereby saving substantial amount of time of the IT administrator
thereby providing them with immediate alerts about generation of events in a computer or a group of
computers. The alerts so generated are delivered to the concerned IT administrator or person in the
form of pop-up message or an alert.

Event Report Generation- Ability to report real-time event log makes Lepide Event Log Manager
professional’s prime choice because reports play a vital role in finding and resolving issues. The
application automatically generates Windows Event reports, W3C Reports and Compliance Reports that
help the Event Reports to help find, analyze and troubleshoot network security and compliance issues.

View Event Details with Query- Facilitates creation, execution and management of queries that help
the IT administrators in collecting detailed information about any particular event generated on a
computer or in a workgroup.

Interactive and self-descriptive User Interface- Lepide Event Log Manager is designed keeping in
mind the ease of performing simple actions to ensure apt collection and management of Windows and
W3C events.

1.4 How Lepide Event Log Manager Works?

The motive of designing Lepide Event Log Manager is to help the network administrators to stick to
network compliance and security standards. Well-managed event logs help the administrator to
troubleshoot issues that affect the performance of any computer.
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L Lepide Event Log Manager

ll. Reports A Alerts Queries

— Windows Report Windows Event Alerts — Application Events Query
— W3C Reports W3C Event Alerts — System Events Query
— Compliance Reports — Security Events Query
L Query Based Reports — D.N.S Events Query

I — Replication Events Query

* - Directory Service
Events Query
— Windows PowerShell

Events Query

Basic Functioning of Lepide Event Log Manager

Figure 1.1: How Lepide Event Log Manager Works?

Lepide Event Log Manager facilitates the network administrators and technicians to collect and store
Windows and W3C event logs at a configured database to help them meet organization’s key objective
through real time reports, alerts and queries.
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1.5 System Requirements

Before you start installing Lepide Event Log Manager, make sure your computer system fulfills the
following system requirements:

Basic System Requirements

Pentium Class Processor

Windows 9x/ME/NT/2000/XP
Minimum RAM (where SQL Server is configured) - 1 GB (2 GB Recommended).
Minimum RAM (where Software is installed) - 512 MB (1 GB Recommended).

Minimum Hard Disk Space (Where software is installed and SQL Server is configured as well) - 1
GB (2 GB Recommended).

Supported Platforms

Windows 2000
Windows 2003
Windows XP
Windows Vista
Windows 7

Windows server 2008

Supported SQL Servers:

SQL Server 2000
SQL server 2005
SQL Server 2005 (Express Edition)
SQL Server 2008

SQL Server 2008 (Express Edition)
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2. Install and Uninstall

Now that you are so familiar with the software features and system requirements, let’'s move ahead to
install the software. Through this section, you will acquire information about the process to install,
uninstall and activate Lepide Event Log Manager.

2.1 Install the Software

Before installing Lepide Event Log Manager, make sure that you have downloaded the software installer
file. In case, the file is not available on your computer, download the file from our website:
http://www.lepide.com/download.html

After you have downloaded the installer file, execute the following steps to install the software:
1. First of all check the system requirements and available memory.
2. Download Lepide Event Log Manager Setup.exe from our website
3. Double-click the Setup.exe to run the software
4. Follow the On-Screen instructions. The setup install completion screen will be displayed.

5. Click Finish, main window of Lepide Event Log Manager will be launched.

2.2 Uninstall the Software

You can uninstall Lepide Event Log Manager in two ways from your computer system:
1. From the Windows Start menu

2. From the Control Pane

™. Before you start uninstalling Lepide Event Log Manager make sure that the software is not running
in the background.

2.2.1 Uninstall through Windows Start Menu

To uninstall Lepide Event Log Manager from Windows Start Menu, follow the steps given below:
1. Click the Start button from the Windows menu
2. Click All Programs > Lepide Event Log Manager > Uninstall Lepide Event Log Manager

3. A warning message before un-installing will be displayed on the screen. Click Yes to uninstall
the software.

© Lepide Software Private Limited. Page 16
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Lepide Event Log Manager will be successfully uninstalled from your computer system.

2.2.2 Uninstall through Control Panel

To uninstall Lepide Event Log Manager from Control Panel, follow the steps given below:

1. Click the Start Menu > Control Panel and then double-click the Add or Remove Programs
icon.

2. Select Lepide Event Log Manager and click Remove.

3. A warning message before un-installing the software will be displayed on the screen. Click Yes
to un-install the software.

Lepide Event Log Manager will be successfully uninstalled from your computer system.

2.2.3 Activate Lepide Event Log Manager

After installation of the software, you need to activate it to start with the event log collection and
management processes. Follow the steps given below to activate Lepide Event Log Manager:

1. Click the Settings button on Home menu. A screen comprising of four options: Manage Event
collection, Manage Database, Configure Mail Server and Activate Software will appear:
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e
)
(-, W ;

| Home | Manage Group Event Logs Reports Query

o G

Overview | Adivity | Settings
Log

Alerts

Lepide Event Log Manager

Help

[ ]
L 4
Lepide

Home - Settings

Settings

W Manage Database { Ctrl = D'}

=

"B

&1.'1 Ltivate Software { Ctrl = 5§

Convert demo version to full version or add more licenses.

Create new database for storing event logs, Using this option, you can also switch to another existing database.

Modify or Create Mall Server settings for sending reports and event logs through e-mail.

Madify the event collection day(s). Lepide Event Log Manager will get the events according ta number of dayfs) set, By default events of 1ast 7 days will be collected,

Figure 2.1: Software Main Screen

2. Select Activate Software option on the screen. Activate Software window will appear showing
message: "This software is not activated. Click Next to Start the activation process."
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Activate Software

The saftware iz not Activated. Chok Mest to start the Achivation
Process

Lepide
Event Log ™Manager

| M et » | Cancel Help

Figure 2.2: Activate Software Wizard

3. Click the Next button. If you do not have the authentication code, then select "I do not have the
authentication code" option otherwise simply select “I have authentication code" option and
enter your authentication code to activate the software. Again, click the Next button to
continue:
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Activate Software

>

L %
Lepide

| have the Authentication Code

Enter Authentication Code

f* | da nat have the Authentication Code

Lepide
Event Log Manager

< Back | Mext » | Cancel Help

Figure 2.3: Authentication Page of Activate Software Wizard

4. Enter your email ID, order number and No. of clients in relevant fields and click the Next
button:
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Activate Software E|
®
&
l_ = D | C] = E-Mail : |a|:u:@:-:_l,lz.|:|:|m
Order Mo, |5E=

Mo, of Clients - |5|J

Lepide
Event Log Manager

< Back | Ment » | Cancel Help

Figure 2.4: Entering authentication details in Activate Software Wizard

5. A confirmation message regarding generation of registration file at your desktop will appear.
Click the Finish button:
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Activate Software

generated on desktop . Pleaze email that file ba
sales@lepide com

& The Lepide Event Log M anagerReaiztration. \nfa file iz

Lepide
Event Log Manager

< Back ! Finizh ] Cancel Help J

Figure 2.5: Success Message of Software Activation

6. Now email the registration file at sales@lepide.com. You will receive the authentication key.
Enter the authentication key and the software will be activated.
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3. Understanding the User Interface

After you get familiar with the process of launching and activating the software, let us have a look on
the interface of Lepide Event Log Manager. The software has self-descriptive interface that helps the
network administrators to collect, manage and generate reports of Windows and W3C events easily and
accurately. Take a look at main window of the software:

IO Lepide Event Log Manager - = X
e
h Home Manage Group Event Logs Reports CQuery Alerts Help

=RIIR 3

Owverview  Activity | Settings

L4
Log Lepide

Home - Settings

Settings

w Manage Database [ Ctrl = ')

Create new database for storing event logs. Using this option, you can also switch to another existing database.

ﬁ:& Configure Mail Server { Ctrl = M}

Modify or Create Mail Server settings for sending reports and event logs through e-mail,

@ Manage Event Collection | Ctrl = E )

Maodify the event collection davisl. Lepide Event Loa Manaaer will aet the events accordina to number of davisl set, Bv default events of last 7 davs will be collected.

Figure 3.1: Main Window of the Software
In this section, we will take a close look at the software GUI in the following sub-headings:

¢ Menu Bar

e Buttons Used

3.1 Menu Bar

The menu bar comprises seven menus divided into several menu items that can be used to perform
vital event management tasks. These menus include:

Home Menu"

Home Menu further includes three sub-menu items:

Option Description
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| EJ Displays Overview of Database and Event status

Owerview

a Displays list of activities.
Activity
Log

@ Create, change database backend and email settings

Settings

Manage Group Menu

Manage Group Menu expands over eight sub-menus:

Options Description
ﬁ’ Creates new group of computers
Create
Mew Graup
@ Adds, deletes and moves groups and computers

Manage Groups
and Computers

I[% Deletes the selected group

Delete
Group
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Changes the name of the selected group

Rename
Group

Adds new computer to the selected group

&

Add
Computer(s)

Deletes the selected computer

&

Delete
Computer

Moves the selected computer from one group to

% another
kove
Computer
Opens the "Event Processing Rules" window to set
rules for event collection and processing
5et Event

Processing Rules

Event logs Menu

Event Logs Menu expands over four sub-menus:

Options Description

Displays Windows event logs for selected computer

*'Illl

Show Windows
Events

Displays W3C event logs

"ﬂllll

Show W3C
Events

Page 25
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Save
Events

[

Saves the selected event logs at the defined location

E-Mail
Events

E-mails the selected event logs

Reports Menu

Reports Menu expands over four sub-menus:

Options

Description

Show Windows
Event Reports

3l

Displays Windows event reports

Displays W3C reports

Show W3(C
Reports

3]

Displays query based reports

Show Query
Based Reports

an

Show Compliance
Reports

Displays compliance reports

Query Menu

Query Menu expands over four sub-menus:

Options

Description

© Lepide Software Private Limited.
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Creates new query

Create
Mew Cuery

ﬁ Updates the selected query

Update
Selected Query

§ Deletes selected query

Delete
Selected Query

E Executes the selected query

Execute
Selected Query

Alert Menu

Alert Menu expands over three sub-menus:

Options Description

i Creates new alert
Create
Mew Alert

1= Updates selected alert

3]

Update
Selected Alert

e Deletes selected alert

£

Delete
Selected Alert

Help Menu

Help Menu expands over two sub-menus:

© Lepide Software Private Limited. Page 27



Lepide Event Log Manager

Options Description

LIE] Displays help manual of the software

Help

o Displays the software version and support related
B information

About Lepide
EventLog Manager

3.2 Buttons Used

Apart from the options available in the menu bar, here are some of the buttons that are used for
performing various essential tasks. Mentioned below are the main buttons used for performing varied
tasks with Lepide Event Log Manager:

Buttons Description
Z| Refreshes events
| Deletes events from database
& Adds W3C event collection path
i Filters event logs

Removes filter

To go to the first page of the event log

To go to the previous page of the event log

(X
[14]
D] To go to the last page of the event log
Kl
]

To go to the next page of event log
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4. Using Lepide Event Log Manager

Lepide Event Log Manager is a simple, quintessential and business-centric application to meet Event
Log collection, management and reporting needs. Using this software, network administrators are able
to manage and meet network security standards. Through this section, you will learn about managing
events, reports, alerts and queries via the following sub-headings:

¢ Getting Started with Lepide Event Log Manager
e Manage Event Logs

e View Reports

e Manage Reports

¢ Manage Queries

¢ Manage Alerts

4.1 Getting Started with Lepide Event Log Manager

If you are running Lepide Event Log Manager for the first time, then just follow some initial steps to get
started with the software:
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on '..éu.réﬁ.i.]ﬁ].h;ﬂSE to Store
Events

Configure Mail Server
(If Required)

Step:

Create a New Group

Add Computers

Easy Steps to Get Started with Lepide Event Log Manager

Figure 4.1: Steps to get started with Lepide Event Log Manager

4.1.1. Configuring database to store events

When Lepide Event Log Manager is launched, the first screen appears with four options for getting
started. Since configuring database is the first step for working with Lepide Event Log Manager all other

options will remain disabled till database configuration. For configuring database you need to follow
these steps:

W Note: To configure database for event collection and processing, the user must have administrative
rights
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1. Launch Lepide Event Log Manager:

Lepide Event Log Manager

.-'IIOJ Lepide Event Log Manager

Home Manage Group Event Logs Reports CQuery Alerts Help

E B T
Owverview  Activity | Settings
Log

W

&
Lepide

Home - Settings

Settings

w Manage Database [ Ctrl = D )
ﬁ:“ Configure Mail Server [ Ctrl = M}
Modify or Create Mail Server settings for sending reports and event logs through e-mail,

@ Manage Event Collection | Ctrl = E )

Create new database for storing event logs, Using this option, you can also switch to another existing database.

Maodify the event collection davisl. Lepide Event Loa Manaaer will aet the events accordina to number of davisl set, Bv default events of last 7 davs will be collected.

Figure 4.2: Main Window of Lepide Event Log Manager

2. Click Manage Database, Configure Database dialog appears:
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Configure Database

without configuning the Databaze.

[ atabaze Info

Select the name of SOL Server

[t iz mandatomy to Configure the D atabaze. You can not perform ang activity

|| V| | Fefresh Server List |

Lepide Event Log Manager

X

Enter the name of the databaze

IJze "Windows Authentication

# llze SOL Server Authentication

IJzer Mame : |

FPazzword : |

Statuz ;  Idle

Figure 4.3: Entering user authentication to configure database

Select the required authentication. Enter the computer name, database and click Use Windows
NT Authentication or Use SQL Server Authentication option.

3. Click OK and you will see the connection status at the bottom of the dialog box. Once the
connecting process is complete, a message “Database configured. Press OK to Restart Lepide

Event Log Manager” will appear:

Lepide Events Log Manager

>

Database Configured.

Press QF ko restart Lepide Events Log Manager,

]

Figure 4.4: Database Configuration Success Message

4. Click OK
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4.1.2. Configuring Mail Server

Now that database configuration process is complete and the software has restarted, the first screen
will display the overview of the database status. The next steps includes Mail Server configuration. To
configure mail server, follow these steps:

1. Click Settings from the Home menu

2. The following screen with four options i.e. Manage Event Collection, Manage Database,
Configure Mail Server and Activate Software, appears:

N

&,

Lepide Event Log Manager - B X

Home Manage Group Event Logs Reports Query Alerts Help

= a8 G ’
Overview | Activity | Settings

Log Lepide

Home - Settings

Settings

= Manage Database [ Ctrl = D'}

Create new database for storing event logs. Using this option, you can also switch to another existing database.

ﬁl: Configure Mail Server [ Ctrl = M}

Modify or Create Mail Server settings for sending reports and event logs through e-mail.

'?;: Manage Event Collection [ Ctrl = E}

Modify the event collection davis). Lepide Event Loa Manaaer will aet the events accordina to number of davis) set., Bv default events of last 7 davs will be collected.

Figure 4.5: Software Welcome Screen

3. Click Configure Mail Server, “"Configure Mail Server” dialog appears:
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Configure Mail Server

tail Server Info

Lepide Event Log Manager

3

b ail Server Mame : |

Part Mumber ;

[ ]

Sender's E-Mail Address |

ail Server Beguires Authentication

Izer Mame |

Fazsword ; |

Send Meszage using 551

] | | Cancel

Figure 4.6: Configure Mail Server Wizard

4. Enter the email server name, port number, sender's email address and email server

authentication details i.e. User Name and Password.
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Configure Mail Server, D__q

b ail Server [nfo

b ail Server Mame : |we|:|24 |

Part Mumber ;

Sender'z E-b aill &ddresz | |

o Mail Server Requires Authentication

Izer Mame : |sa |

Pazsward : | | |

 |Send Meszage uzing 5501

k. | | Cancel

Figure 4.7: Entering authentication details to configure Mail Server

5. If you want to make your email transaction through secured mode, select Send Message using
SSL option

6. Click OK and the Mail Server will be configured

4.1.3. Manage Event Collection

Define Event Collection settings, so that software collects events as per to the number of days set by
you. To configure event collection days, follow these steps:

1. Click Settings from the Home menu

2. The following screen with four options i.e. Manage Event Collection, Manage Database,
Configure Mail Server and Activate Software, appears

3. Click the Manage Event Collection option, ‘Manage Event Collection’ dialog appears:
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Manage Event Collection

# Collect Events of all dates

Collect Eventz af Last I:I

FMOTE : Duplicate Events will be zkipped.

' Update Events Information after every : = Minute(z]

Lepide Event Log Manager

3

Figure 4.8: Manage Event Collection dialog

4. Select Update Events information after every option to update event information after

defined minutes.

5. Select Collect Events of all dates option to allow the software to collect events of all dates.

6. Select Collect Events of Last option to define the specific number of days for collection of

events.

Manage Event Collection

Collect Eventz of all dates

MOTE : Duplicate Events will be zkipped.

# Collect Events of Last > Dayls]

oK ||

X

Figure 4.9: Configuring Event Management settings

7. Once all event collection settings are defined, click OK

days.

W, If event collection settings are not defined, the software will by default collect events of last seven
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Lepide Event Log Manager

After configuring Database settings, Mail Server settings and event collection settings, manage group of
users for event collection and management.

Add New Group

To add a new group, follow the steps given below:

1. Select Manage Groups from Menu Bar:

. ‘1\ Lepide EventLog Manager - B X
*<2
- Home Manage Group Event Logs Reports Query Alerts Help
- G %, = - =
: o e
¥ H e BB B G 1
Manage Groups Create Delete | Rename Add Delete Move Set Event
and Computers | Mew Group || Group Group Computer(s) Computer Computer Processing Rules l_ E‘ D | d E'
- 5
‘ % Create New Group - F9 Manage Group
&8 Computer Name Group Name Parent Group Group Login Credentials Computer Login Credentials

Figure 4.10: Screen after selecting Manage Group option

2. Click the Create New Group option from the available options, ‘Manage Group’ dialog appears:
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Manage Group

{% Create Group - Add Group Mame

Select Group from "Parent Group” box, if you want to create
select "Mone” in Parent Group Box. After selecting i
Group Box, enter Group Name and click "Add” button then

3

| ~

Proceed.
Select Parent Group : Hone A\
Erter Group Mame ; Group? || Add |
Group Mame Farent Group

| »

Femove Selected Group

Plemnt

LCancel

Figure 4.11: Entering Name for the New Group

3. Enter Group Name and click the Add button. Group will get displayed in the group list with its

name and parent group name.

4. Click the Next button, enter user login credentials for the specified group:
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Manage Group

% Create Group - Login Credentials -

Set the Login Credentials for Group(s). This will be used for getting
computer({s) under this Group.

Uzer Mame : 24

Pazzwiord ; |'""|

Back ” Einizh || Cancel

Figure 4.12: Enter login credentials for the new group

5. Click the Finish button to exit the Manage Group Wizard.

Rename Group

You can rename an existing group using the Rename Group option. Follow the steps given below:

1. In Manage Group menu, select Rename Group option; ‘Manage Group’ dialog appears:
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Manage Group |E|

Maodify Group - Rename Group : Select the Group that you want to Rename
Group Mame

Selet Exising Group -

Enter Mew Mame :

E sizting Computer]s] in Selected Group

Back Pest Cancel

Figure 4.13: Renaming an existing Group

2. Select existing Group Name from the drop-down and enter the new name for the selected
group.
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Manage Group [z|

Modify Group - Rename Group : Select the Group that you want to Rename and
Group Name :

Select Existing Group :  group? -

Enter Mew Mame : nEw

E sizting Computer]s] in Selected Group

Back || et ” Cancel

Figure 4.14: Entering new name for the Group

3. Click the Next button. A confirmation message will appear. Click Rename and the group will be
renamed.

4.1.4. Manage Computers

After creating groups, you would have to manage computers in those groups to initiate event collection
and management process.

Add Computer(s)

In order to start event log management, adding computers is required. To add computers to a specified
group, follow these steps:
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1. Select Manage Group from Menu Bar

2. Select and right-click group from left panel:

%;j Lepide Event Log Manager =
= Home Manage Group Event Logs Reports Cuery Alerts Help

B & /e B B B O

L3
Manage Groups Create Delete  Rename Add Delete Move Set Event
and Computers = Mew Group | Group Group Computers) Computer Computer Processing Rules L.... E D | Cj E.

@

(1[I} %

Manage Group

E- Groups Computer Name Group Name Parent Group Group Login Credentials Computer Login Credentials

85 Grownt

Add Computer

Mowe Computer Chrl + M
Modify Lagin Credentials of Group Fa
Rename Group Fz
Delete Group Del

Figure 4.15: Screen appearing after Manage Group option

3. Click Add Computer from the available options, ‘Manage Group’ dialog appears:
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Lepide Event Log Manager

B Modify Group - Add Computer(s) : Add Computer Name(s)

&

Select the Group then click on "Add Computer(s)
"Search and Add Computer{s)” button for adding
Group. If you have not created any group then you
computer.

Select Group . Nane

Computer Mame

{_ 1]

Group Mame

Add Computer[z] b anually | | Search and Add Computer|z]

Remove Computer(z) from Ligt

Cancel

et

Figure 4.16: Selecting Group to add co
4. Select the Group Name in which computer should be added

mputer

© Lepide Software Private Limited.

Page 43



Lepide Event Log Manager

Manage Group |£|
B Modify Group - Add Computer(s) : Add Computer Name(s) _
Select the Group then dick on "Add Computer(s) Manually™
"Search and Add Computer{s)” button for adding
Group. If you have not created any group then you can not
computer.
Select Group -
Computer M ame Group Mame
< | >
Add Computer(z] b anually | | Search and Add Computerz] Remove Computer|z) fromm List

Figure 4.17: Selecting the Group with Manage Group Wizard

5. You can add computers with two options i.e. Add Computer(s) Manually and Search and
Add Computer(s)

Add Computers Manually

1. Select Add Computer(s) Manually option, ‘Add Computer(s) Manually’ dialog appears:
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Add Computer Mamelz]

Lepide Event Log Manager

%]

Enter Computer Mame ; |

Add Computer(z] from .CS5Y file [Computer Mame(z] separated with Commas]

| Browze

Figure 4.18: Add Computer(s) Manually dialog

2. Enter Computer name in the Enter Computer Name field or add computer names by importing

them from a CSV file

Add Computer(s) Manually

o &dd Computer Mame(z]

X

Enter Computer Mame ; | weh 24|

Add Computer(z] from .C5Y file [Computer Mame(s] separated with Commaz]

| Browze

Ok

Cancel

Figure 4.19: Entering computer Name in Add Computer(s) Manually dialog

3. Select the desired option and click OK. Computer name is displayed in the computer list. Click

the Next button
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Manage Group

5 Modify Group - Add Computer(s) : Add Computer Name(s)
Select the Group then dick on "Add Computer(s) Manually™
"Search and Add Computer{s)” button for adding Computers
Group. If you have not created any group then you can not add
computer.
Select Group . Group -
Computer Mame Group Mame
|_'=‘—,| weh2d S5 Group?
S E
Add Computer(z] b anually | | Search and Add Computers] | | Remove Computer(z] from List |
Cancel |

Figure 4.20: Added Computer gets enlisted

4. Manage Group Wizard will prompt you to set parameters. To configure parameters, you can
either select Use Login Credentials of Selected Group option or Use the Different Login
Credentials option
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Manage Group

B Modify Group - Add Computer(s) : S5et Parameters and Click Add Button to add selected
computer(s) to group selected or Click Back button to go to previous screen

Group Selected . Groupl

# llze Login Credentialz of Selected Group | ? |

I1ze Different Login Credentials | ? |

Ilzer Mame : | | [ Meeds Admin Privieges |

FPazzwiord : | |

Back || Add || Cancel

Figure 4.21: Setting parameters to the added computer

5. If you select Use Different Login Credentials option, you need to enter the username and
Password of the selected computer.

6. Enter Username and password in the required field and click Add. The computer will get added
to the selected group.
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Manage Group

B Modify Group - Add Computer(s) : Computer(s) Successfully Added -
Following Computer(s] added to the Group zelected. If you want to Add more computerz] then
Click Back button to follove zame procedure or Click Finish button to Cloze this "Wizard.
Computer Mame Group Mame
|__"=.—_.| wieb24 Groupi
&5 X
| Back || Finish

Figure 4.22: Screen showing Computer(s) successfully added
7. Click Finish

Searching and Adding Computers

1. Select Search and Add Computer option, the following dialog appears that displays the list of
computers available on the network:
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Search and Add Computer(s) |'E|
Select All
Computer Mame Damain A Work Group Hame L
[] S cHira CHILY
O .__QEHILWEBH CHILY
i .._-*QEHILWEB# CHILY L
[l .._QNDHEEBH-IMH&N CHILY
[l @NDHWEB-USEHE CHILY
|:| @NDHWEBW—SUNIL CHILY
[l @NDHWEBD-M‘IN&S CHILY
] @NDHWEBE-N!—‘-Z&H CHILY "
< | >
Add | | Star

Figure 4.23: Search and Add Computer(s) Wizard

2. Select the computer(s) and click Add. The selected computers get displayed in the computer
list:
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Manage Group E|
B Modify Group - Add Computer(s) : Add Computer Name(s) _

Select the Group then click on "Add Computer(s)
"Search and Add Computer(s)” button for adding
Group. If you have not created any group then you

computer.
Select Group . Group -
Computer M ame Graup Marme
| CHILYS 2 Groupt
|5 NDRWER2- 5 Group?
< I | ¥

| Mest ” LCancel |

Figure 4.24: Selected Computer(s) in the Computer list

3. Click the Next button:
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Manage Group

B Modify Group - Add Computer(s) : S5et Parameters and Click Add Button to add selected
computer(s) to group selected or Click Back button to go to previous screen

Group Selected . Groupl

# llze Login Credentialz of Selected Group | ? |

I1ze Different Login Credentials | ? |

Ilzer Mame : | | [ Meeds Admin Privieges |

FPazzwiord : | |

Back || Add || Cancel

Figure 4.25: Setting parameters for selected Group

Manage Group dialog prompts to set parameters. To set the parameters, you can select from the
following two options: Use Login Credentials of Parent Group or Use the Different Login
Credentials

4. If you select Use Different Login Credentials option, then you need to enter the username
and the password of the selected computer

5. Click the Add button. The selected computer get enlisted in the selected group

6. Click Finish

Delete Computer(s)
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You can delete any computer by following these steps:

1. Select Manage Group option from Menu bar

2. Select Manage Groups and Computers from available options, ‘Manage Group’ dialog
appears:

Manage Group

Maodify Group - Select Options to Modify Group l

Manage Computers |

Add Computerz)

Delete Computer[z]

b ove Computer

Manage Groups |

# Hename Group

Delete Group

kodity Login Credentialz

Figure 4.26: Manage Groups Wizard

3. Select Delete Computer(s) option from available options and click Next. Following dialog will
appear
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Manage Group B|
Modify Group - Delete Computer(s) : Select the computer(s) that you want to
selected Group

SekctGiop: | |

Select Al

Computer Mame

[
|

Figure 4.27: Selecting computers for deletion

4. Select the group from Select Group drop-down menu. All computers available in the selected
group are displayed:
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Manage Group

Maodify Group - Delete Computer(s) : Select the computer(s) that you want to
selected Group

Select Group: o 4

[ 5elect Al

Computer Mame

[ wER24

(] /8| NDRWEB19-DEEPAK,
] S NDRWEB2E-ESHA
(] IS NDRWEB 27-MOM KA,
(] 5] NDRWEB 35-MEE LAM
(] IS NDRWEB36-SAURAR
(] /4] NDRWEB36-UMEMDR
(] 8 NDRWEES-MEERA
(] 8] NDRWEBE-MNAVEEN

[~
|

Back Plest Cancel

Figure 4.28: Computers listed for deletion

5. Select the computers that you wish to delete from the selected group
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selected Group

Modify Group - Delete Computer(s) : Select the computer(s) that you want to

Lepide Event Log Manager

&3
il

Select Group

Groupl

[ 5elect Al

Computer Mame

[] [ wER24

[¥] || NDRWEB19-DEEPAK,
] |8 NDRWEBZE-ESHA
(] IS NDRWEB 27-MOM KA,
(] 8] NDRWEB 35-MEE LM
(] IS8 NDRWEB36-SAURAR
(] 4| NDRWEB36-UMENDR
(] S NDRWEBS-MEERA
(] 88| NDRWEBE-MNAVEEN

|

| W

Back || et

Cancel

Figure 4.29: Selecting computers for deletion

6. Click Next, a confirmation message appears:
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=

&

Manage Group

Modify Group - Delete Computer(s) : Confirm Deletion -

Are you sure you want to delete computer(s), given below, from (
Selected 7

Group Selected :  Groupl

Computer M ame

S NDRWEBZE-ESHA
IS NDRWEETS-DEERAK,
[ yER2d

|

Back || Delete ” Cancel

Figure 2.30: Confirmation message for successful computer deletion

7. Click the Delete button to delete all the selected computers

Move Computer(s)

To move computers from one Group to another, follow these steps:

1. Select Manage Group from Menu bar

2. Select Manage Groups and Computers, Manage Group dialog appears:
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Manage Group

Modify Group - Select Options to Modify Group -
Manage Computers -

Add Computer(s]

Delete Computer(z]

bdove Computer

# Fename Group

Delete Group

kodity Login Credentialz

Mest | Cancel

Figure 4.31: Manage Groups Wizard

3. Select Move Computer from available options and click Next, following dialog appears:
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Manage Group |E|

Modify Group - Mowve Computer @ Select Source Group and Target Group then
computer that you want to move to the target group and Click Next Button

Seleot Source Group | [N, - |

Select Target Group : | Maone i |

Select Computer from Source Group

Cormputer M ame

Pest Cancel

Figure 4.32: Screen for moving computer

4. Select Source Group and Target Group from Select Source Group and Select Target Group
drop-down list. Then select the computer that you want to move to the target group:
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Manage Group

Maodify Group - Mowve Computer @ Select Source Group and Target

Select Source Group | abc w |

Select Tarnget Group | groups hd |

Select Computer from Source Group

7

&

Cormputer M ame

computer that you want to move to the target group and (il:tl'ln?t:-

et

Figure 4.33: Selecting Source Group and Target Group

5. Click Next. A confirmation message will appear:
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Manage Group

Maodify Group - Mowve Computer : Confirm Your Action |

Are you sure you want to Move Computer : * WEB24 *
From Group : ” abc ™

To Group : " group2 " ?

| Back || Move || Cancel |

Figure 4.34: Confirmation message for moving computer

6. Click the Move button to initiate moving the computer

4.2 Manage Event Logs

To manage event logs, you need to collect and view the event logs after creating groups and adding
computers to them. Through this section, we provide you with guidelines to help you manage event
logs through viewing available event logs for added computers and saving and emailing the data for
further processes. In order to perform event management functions, you need to click Event Log
option from the Menu bar. In order to perform event log management, you need to perform actions
with the following sections:
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e Left Pane- Displays hierarchical tree of available groups and added computers. This tree
comprises of groups that are configured for event log management of selected computers.

¢ Right Pane- Displays event logs for the selected computer along with filtration options to view
selected event type. Here are the additional buttons available on the Right pane to perform
certain functions:
o Refresh Button- To refresh events

o Delete Button- To delete selected events from the event log list

o Add W3C event collection path Button- To configure folder path that contains W3C
event logs

o Filter Button- To filter event logs

o Remove Filter Button- To remove filter

4.2.1. View Event Logs

Using Lepide Event Log Manager, you can generate, collect and manage Windows as well as W3C event
logs. Here is how you can view desired event logs.
View Windows Event Logs

In order to view Windows Event Logs, you simply need to perform the following steps:

1. Click Event Logs from Menu bar and then select Show Windows Events option:
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"/i:) Lepide Event Log Manager
[

- B X
Home Manage Group Event Logs Reports Query Alerts Help
I ‘_: :_f 3 I e I :i @
“ v Gl || G *
Show Windows Show W3C Save E-Mail
Events Events Events Events L... E D | d E
Event Log - Windows Event Log
= &2 lSrr.Dups E || - | Select Computer from List |
=-82 Groupl
5] wepz4 E i | Computer not selected E E IE IE
Event Type - Computer Name - Group Mame - User Name - Event ID -1 Evel
S5

Figure 4.35: Screen appearing after selecting Show Windows Events option

2. Select computer from the Left pane, event logs for the selected computer will be displayed in a
list like structure at the right panel. This list contains Computer Name, Group Name, User Name,
Event id, Event Source, Event Type, Event Date, Event Time and Event Description for every

event.

© Lepide Software Private Limited.

Page 62



Lepide Event Log Manager

Lepide Event Log Manager

8. )
r*y
— Home Manage Group Event Logs Reports Guery Alerts Help
- 5] = = .
Show Windows Show W3C Save E-Mail
Events Events Events Events L_.. = D | (j (=
Event Log - Windows Event Log ; Computer Selected : WEB24
=l 8 Groups =B T Application Events - [ Page: 1 /11 |
-1-$E Groupl
= T £ -
] [ @__‘L Total Event(s] Found : 1001 ] ]
Event Type - Computer Name - Group Mame - User Mame - Event ID - | E™
@ Information 186 WEB24 & Group1 NA 1] [i]
(@) Information 1 WEB24 & Group1 Ny A 1] g
\@ Error 1M WEB24 & Group1 N A& 318 S
(@) Information /B WEB24 & Group1 N A 1] 1]
(@) Information M WYEB24 & Groupl Ny A 1] g
# Error 18 WEB24 & Group1 WA 318 5
(@) Information /B WEB24 & Group1 SYSTEM 101 A
@ Information 1 WEB24 & Group1 SYSTEM 101 A
(3) Information M WEB24 & Group1 SYSTEM 101 A
(& Error M WEB24 & Groupl Ny & 318 S
< >

Figure 4.36: Windows Event logs displayed in Right pane

. Filtration options such as Application Events, System Events, Security Events, DNS Events, File

to view the list of any particular event type.

Replication Events, Directory Service Events, Windows PowerShell Events and other logs can be used

View W3C Event Logs

To view w3c event logs, you first need to set event collection path. To set event collection path follow

the steps given below:

Set Event collection path

To view W3C events, you first have to set the W3C event collection path. To set the path, follow these

steps:

1. Select Show W3C events from Event logs menu.
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2. Select & button to add W3C event collection path. A dialog box "Configure W3C Event
Collection" will appear:

Configure W3C Event Collection

E nter Folder Path Containing ' 3C Extended Log File

| Browsze |

| Addiolist |

Ewvent Collection Path

| .Y

|

Delete Path from List

] | | Cancel

Figure 4.37: Configure W3C Event Collection dialog

3. Click the Browse button to locate the folder configured for W3C events collection and click Add
to list button:
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Configure W3C Event Collection E|

Enter Falder Path Cantaining ' 3C Extended Log File

C:AWINDOWS aystem 3245 Logfiles W 35WC1 | Browse |

| Addtolist |

Event Collection Path

[
|

Delete Path from List

k. | | Cancel

Figure 4.38: Defining location for W3C event collection

4. Select the added path and click OK

View W3C Event Logs

Now that you have configured the path for event collection, you can view the W3C event logs by
following these steps:

1. Click Show W3C Events option in Event Log section.
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) Lepide Event Log Manager - B X
&
- Home Manage Group Event Logs Reports Query Alerts Help
= =T~ %
Show Windows Show W3C Save E-Mail
Events Events Events Events L... IE' D | d E.
Event Log - W3C Event Log
sl I IR a [Pager i/ |
i_-| No Record(s) Found E E IE IE
Event Date and Time - | Client IP -T | Seryer IP -T | Server Port No -7 | Requested Method -1 Requested URL

Figure 4.39: Screen appearing after selecting Show W3C Events option

2. Click the Refresh button and all W3C events will get displayed with Event Date and Time, Client
IP, Server IP, Server Port No, Requested Method, Requested URL and Requested Status details:
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Lepide Event Log Manager

-
*°2
= Home Manage Group Event Logs Reports Query Alerts Help

Show Windows Show W3C Save E-Mail

Events Events Events Events L.. = D | C; 2

Event Log - W3C Event Log
Eﬁ@‘f | Page: 1 / 2 |

iélTutal Event(s) Found : 116 4] [ [¥] ]

Event Date and Time -1 Client IP -1 Server IP -1 | Server Port No -1 Requested Method -7 Requested URL S
b @ 25/03/2009 - 05:50:30 127.0.0.1 NS 1] GET Aisstart asp

@ 25/03/2009 - 05:50:30 127.0.0.1 N/A 1] GET Aocalstart asp

@ 25/03/2009 - 05:50:30 127.0.0.1 NS& 1] GET Aocalstart. asp

@ 25/03/2009 - 05:50:30 127.0.0.1 N/ 1] GET Awarning. gif

@ 25/03/2009 - 05:50:30 127.0.0.1 N/ B 1] GET AwairiP. gif

@ 25/03/2009 - 05:50:30 127.0.0.1 NS 1] GET Amrnc. gif

@ 25/03/2009 - 05:50:30 127.0.0.1 N/A 1] GET Aweb.gif

@ 25/03/2009 - 05:50:30 127.0.0.1 NS& 1] GET Ahelp. gif

@ 25/03/2009 - 05:50:31 127.0.0.1 NS 1] GET Aprint. gif

@ 25/03/2009 - 06:09:41 127.0.0.1 N/ B 1] GET Aocalstart. ssp w
< 4

Event Date / Time : 25/03/2009 - 05:50:30
Requested Method : GET

IP Address of Client Computer : 127.0.0.1
Requested URL : fiisstart.asp

Requested Status : 302

Figure 4.40: Screen displaying W3C events

4.2.2. Manage Event Logs

Once you have the list of event logs for every computer, you can save, email, set processing rules and
filter the same for easy management. Here are the options that Lepide Event Log Manager has to offer
for easy event log management.

Save Selected Event Logs

After generating the list of event logs for every desired computer, you can save the same at a desired
location by following these steps:

1. Click Event Logs option in the Menu bar and select Show Windows Event Logs or Show

W3C Event Logs.
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Lepide Event Log Manager

-
*°2
= Home Manage Group Event Logs Reports Query Alerts Help
L &
&
Show Windows Show W3C Save E-Mail
Events Events Events Events L.. E‘ D | C; 2
Event Log - W3C Event Log
ZE &y | |

;;lTutal Event(s) Found : 116

CIRENEARCY

<

Event Date and Time -1 Client IP -1 Server IP -1 | Server Port No -1 Requested Method -7 Requested URL =
b @ 25/03/2009 - 05:50:30 127.0.0.1 NS 1] GET Aisstart asp

@ 25/03/2009 - 05:50:30 127.0.0.1 N/A 1] GET Aocalstart asp

@ 25/03/2009 - 05:50:30 127.0.0.1 NS& 1] GET Aocalstart. asp

@ 25/03/2009 - 05:50:30 127.0.0.1 N/ 1] GET Awarning. gif

@ 25/03/2009 - 05:50:30 127.0.0.1 N/A 1} GET AwinP. gif

@ 25/03/2009 - 05:50:30 127.0.0.1 NS 1] GET Amrnc. gif

@ 25/03/2009 - 05:50:30 127.0.0.1 N/A 1] GET Aweb.gif

@ 25/03/2009 - 05:50:30 127.0.0.1 NS& 1] GET Ahelp. gif

@ 25/03/2009 - 05:50:31 127.0.0.1 NS 1] GET Aprint. gif

@ 25/03/2009 - 06:09:41 127.0.0.1 N/A 1} GET Aocalstart. azp et

Event Date / Time : 25/03/2009 - 05:50:30
Requested Method : GET

IP Address of Client Computer : 127.0.0.1
Requested URL : fiisstart.asp

Requested Status : 302

Figure 4.41: Event logs displayed by Lepide Event Log Manager

2. Select the event log entries that you want to save :
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\ Lepide Event Log Manager

&</
- Home Manage Group Event Logs Reports Query Alerts Help
Show Windows Show W3C Save E-Mail

Events Events Events Events

H Save Selected Event(s) - F2

°

Lepide

Event Log - W3C Event Log

2B &7 [ Page:1/2 |
35*_' I Total Event(s] Found : 116 ] (1]
Event Date and Time - Client IP - Seryer IP -1 | Server Port Mo -1 Requested Method -7 Requested URL S
» @ 25/03/2009 - 05:50:30 127.0.0.1 NS& 1] GET disstartasp
@ 25/03/2009 - 05:50:30 127.0.0.1 N/A 1] GET Aocalstart azp
@ 25/03/2009 - 05:50:30 127.0.0.1 N/ A 1] GET Aocalstart asp
@ 25/03/2009 - 05:50:30 127.0.0.1 NSA 1] GET Awaming. gif
@ 25/03/2009 - 05:50:30 127.0.0.1 N/A 1] GET AwiriP. qif
@ 25/03/2009 - 05:50:30 127.0.0.1 NS& 1] GET Amnc. gif
@ 25/03/2009 - 05:50:30 127.0.0.1 N/A 1] GET Aweb.gif
@ 25/03/2009 - 05:50:30 127.0.0.1 N/ A 0 GET /help.qif
@ 25/03/2009 - 05:50:31 127.0.0.1 NSA 1] GET Apiink.gif
@ 25/03/2009 - 06:09:41 127.0.0.1 N/A 1] GET Aocalstart asp et
] ! 4
Event Date / Time : 25/03/2009 - 05:50:30
Requested Method : GET
IP Address of Client Computer : 127.0.0.1
Requested URL : fiisstart.asp
Requested Status : 302
Figure 4.42: Saving selected event logs
3. Click Save Event Logs from the available options, the following dialog appears:
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Save Event Log

Event Log Mame: ||

Enter Fath far gaving Event Log

Browse

Select Log File Format
HTRL TrT ooc & RBTF

] | | Cancel

Figure 4.43: Save Event Log dialog

4. Type the event log name, define the path for saving and select log file format in which you want
to save selected event logs:

Save Event Log [$_<|

Event Log Mame

Enter Path for zaving Event Log

E:h Browse

Select Log File Format

HTHML ® THT .ooc .RTF

k. | | Cancel

Figure 4.44: Selecting location and file format for saving event logs

5. Click OK to save the events at the desired location and in the required file format.

Email selected Event Logs

In order to email selected event logs, you should follow these steps:
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1. Select event logs that you want to email

2. Click Email Event Logs from the available options, the following dialog appears:

& [-Mail Event Log x|

Ewvent Log Mame : |E\-'Ent|u:ug'| |

% Uz Default Mai Server Settings Usze Different Mail 5 erver Setings

Mail Server Settings

Outgaing b ail Serer | |

Port Mo, I:I

Sender'z E-bal Address | |

Izer Mame : | |

Pazsword | |

Subject : |maiing eventslog |

E-tdail Addrezz of the R ecipient

k. | | Cancel

Figure 4.45: Email Event Log Wizard
3. Type Event Log name, subject and the name of recipient to configure the email server settings.

4. Select from any of the two options for configuring email server settings i.e. Use Default Mail
Server Settings and Use Different Mail Server Settings.

Use Default Mail Server Settings
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If you select Use Default Mail Server Settings option, then you are not required to provide the user with
any additional information. You only have to type Event Log Name, Subject of the mail and Email
address of the recipient. Click OK and the email will be sent to the defined email address.

Use Different Mail Server Settings

1. In order to configure varied email server settings, you need to define the following fields:

o

o

Event Log Name: Type the name of the event log

Outgoing Mail Server: Type the name of the mail server configured in your computer
system

Port No: Type the Port no.
Sender’s Email Address: Type the email address of the sender
Subject: Type the subject of the email

Email Address of the Recipient: Type the email address of the recipient.

2. Enter user authentication to login to mail server

3. Click OK to configure sending email to the defined email address

Set Event Processing Rules

Set Event Processing Rules to skip events of any computer that you do not wish to check. Using this
option, you can skip selected events of a computer during event collection by setting event processing
rules. In order to set event processing rules, follow the steps given below:

1. Click Manage Group from menu bar:
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) Lepide Event Log Manager
&
Home Manage Group Event Logs Reports CQuery Alerts Help
LIS
Manage Groups Create Delete  Rename Add Delete Maove Set Event
Processing Rules

and Computers  Mew Group = Group Group Computer(s) Computer Computer

b
Lepide

Manage Group

= &8 Computer Name Group Name Parent Group Group Login Credentials Computer Login Credentials
=88 abc
._'EJ WEEBZ24 =] Group Name: abc
=] Computer Name: WEB24
M WEB24 & abc MNone () Using own User Name and ... (5} Using User Name and Pass...

Figure 4.46: Screen appearing after selecting Manage Group option

2. Select the computer name from Left pane for which you want to set event processing rules.

3. Right-click the selected computer, an option list will appear:
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&9
_}
- Manage Group

# R /R ¥ B

Manage Groups Create Delete  Rename Add
and Computers = Mew Group = Group Group Computer(s)

Home Event Logs Reports

Lepide EventLog Manager

Query Alerts Help
S—
BB
Delete Move Set Event
Computer Computer Processing Rules

.
&
Lepide

Manage Group

Group Name Parent Group

Group Login Credentials

Computer Login Credentials

= 88 Groups Computer Name
=88 abc
& -
"‘; W add Computer Chel + &
Madify Login Credentials of Computer — Chrl + F4

Delete Computer Del
Mowve Computer

Chrl + M

& abc

None

@ Using own User Name and ... @ Using User Name and Pass...

Figure 4.47: Options that appear after right-clicking computer

4. Select Set Event Processing Rules option from the list, ‘Event Processing Rules’ dialog

appears:
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Event Processing Rules

——
e Computer Mame . WEEB24

Select Event Loglz] that you want to skip

Ewvent Log Mame
] Application
[] ODiag

[] 05ession
[ Security

[ Swstem

Enter Event |0 [OR] Range of Event ID[z] that you want ta skip during Ewent
Collection. Example : 546 - 553, 600 - 621

Enter Event Source that pou want to zkip, Use Commas to zeparate Multiple
Event Source|z]

] | | Cancel

Figure 4.48: Event Processing Rules dialog
5. Select Event Logs that you want to skip during event collection

6. Enter Event IR (OR) range of Event ID(s) to skip selected event IDs while the events are
collected

7. Enter Event Source that you want to skip
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Event Processing Rules

s
comem . Computer Mame : WEE24

Select Event Log(z] that pou want to zkip

Ewvent Log Mame
Application
[] ODiag
05eszsion
Security
Syztem

Enter Event D [OR] Ranage of Event [D[z] that yau want ko gkip during Event
Collection. Example : 546 - 558, 600 - 621

| EO0-ER0 |

Enter Event Source that pou want to zkip, Use Commas to zeparate Multiple
Event Source|z]

| k zilnztaller |

] | | Cancel

Figure 4.49: Entering required information in Event Processing Rules dialog

8. Click OK to set event processing rules

Filter Events Logs

You can filter the events from the Windows Event logs as well as W3C Event logs. To filter event logs
take a look at the following sections:

Filter Windows Events

You can use filtration options to specify Windows events that you want to view. To filter and view
specific Windows events, follow these simple steps:

1. Click Filter Event Logs button on the Right pane:
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Lepide Event Log Manager - B X

Home Manage Group Event Logs Reports GQuery Alerts Help

| g | U @
Nt || Events | vents | | Events Lepide
Event Log - Windows Event Log ; Computer Selected : WEBZ4
=8 Groups =B ||| Application Events - [ Page: 1 /11 |
=-8£ Groupl
3 wepa4 i%l Total Eve“ff_‘—‘“_‘ E E m @
I Filter Event log - F3
Event Type - Computer Hame - Group Mame - User Mame - Event ID - | E™
@ Information 18 WEB24 & Groupl NA 1] [i]
(3} Information M WEB24 & Group1 Ny A 1] g
li!} Error 18 WEB24 a Groupl N A 318 -1
(G} Information 18 WEB24 & Groupl N A 1] 1]
(&) Information N WEB24 & Groupl Ny A 1] g
L’J} Error 18 WEB24 a Groupl N A 318 5
(G} Information R WEB24 & Group1 SYSTEM 101 A
@ Information 75 WEB24 a Groupl SYSTEM 101 A
@ Information 1N WEB24 & Groupl SYSTEM 101 A
(j) Error M WEB24 & Groupl N A& 318 S
< >

Figure 4.50: Filter Event Log button on the Right Pane

The ‘Filter Windows Events’ dialog appears:
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Show Events Where

Ewvent Date :

From : | To: |

Event Type

Event Description

Show Records | | Cloze

Figure 4.51: Filter Windows Events Wizard

2. Enter Event ID, Event Date, Event Type and Event Description to filter events:
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Filter Windows Events @

Show Events Where

W Event D

# Equal o Lezz Than Greater Than

600

o Ewent Date :

Fiom : | &/ B/2010 | To: | 6/ 62010 v

| Ewent Type

W arning ~

W Event Description

| warhing |

Show Records | | Cloze

Figure 4.52: Entering required information to filter Windows events
3. Click Show Records and all events related to the defined criteria will be displayed
Filter W3C Events

Using available filtration option, you can specify the W3C events for viewing. To filter and view specific
W3C events, follow the steps given below:

1. In the Event logs menu, select Show W3C Events

2. Click Filter Event Logs from available options
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Lepide Event Log Manager

Home Manage Group Event Logs Reports Query Alerts Help
] ] P
o U L ] &

Show Windows Show W3C Save E-Mail

Events Events Events Events L... E" D | d E.

Event Log - W3C Event Log
| @ [l [ Page:1/2 |

i§| Total Evend T Filter Event lag - F3 E E m @

Event Date and Time - Client IP - Seryer IP - | Seryer Port Mo -1 Requested Method -7 Requested URL b
2 @ 25/03/2009 - 05:50:30 127.0.0.1 NS& 1] GET Aisstart asp

@ 25/03/2009 - 05:50:30 127.0.0.1 NS 1] GET Aocalstart azp

@ 25/03/2009 - 05:50:30 127.0.0.1 N/ A 1] GET Aocalstart azp

@ 25/03/2009 - 05:50:30 127.0.0.1 NS 1] GET Awaming. gif

@ 25/03/2009 - 05:50:30 127.0.0.1 N/A 1] GET AwiridP. qif

@ 25/03/2009 - 05:50:30 127.0.0.1 NS& 1] GET Amnc. gif

@ 25/03/2009 - 05:50:30 127.0.0.1 NS 1] GET Aweb.gif

@ 25/03/2009 - 05:50:30 127.0.0.1 N/ A 0 GET shelp.gif

@ 25/03/2009 - 05:50:31 127.0.0.1 NS 1] GET Aprink. gif

@ 25/03/2009 - 06:09:41 127.0.0.1 N/A 1] GET Aocalstart asp v
£ >

Event Date / Time : 25/03/2009 - 05:50:30
Requested Method : GET

IP Address of Client Computer : 127.0.0.1
Requested URL : fiisstart.asp

Requested Status : 302

Figure 4.53: Screen displaying W3C events

“Filter W3C Events” appears:
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Show 'WAC Eventz where

[ ] Client IP i

[ ]Evert Date :

From : |

|T|:u:

[ 1Requested URL iz

Filter

Lepide Event Log Manager

3

Cloze

Figure 4.53: Filter W3C events dialog

3. Define criteria for filtration by defining fields: Client IP, Event Date and Requested URL.
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Filter W3C Events X

Show 'WAC Events where

Client |P iz

Ewent Date
From : 4/ B2M0 w | To: A/ BA20N0 w

Fequested URL iz

focalstart azp

| Filter | | Cloze |

Figure 4.53: Defining required fields to filter W3C events

4. Click the Filter button to display the W3C events matching the criteria so defined

4.2.3. View Reports

Through View Reports section, you get to know more about creating, updating and viewing reports.
Reports are generated when event logs are collected from the configured computers. Generating
reports is important as it acts as one of the major tools for effective event log management; reports
store vital event logs in easy-to-access format. This section not only includes report creation for
Windows and W3C events but it also allows you to view compliance and query-based reports. Now, in
order to create, manage and view reports, you need to click the Reports option in the Menu bar.
When you select this option, a new screen appears that displays important data in Left and Right Pane:

e Left Pane- Displays four options which are Create New Report, Update Report, Delete
Report and Email report. These options allow you to perform varied functions regarding report
creation, updation, deletion and mailing.

« Right Pane- Displays the overview of all reports that contain details such as computer name,
report creation date and time, report name and report schedule.
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Windows Event Reports refer to reports that are created for management of Windows event logs. To
view Windows event reports, you need to create Windows event reports

reports, follow these simple steps:

1. Click Reports on Menu bar:

. To create Windows event

. = Lepide EventLog Manager - B X
‘1)
- Home Manage Group Event Logs Reports Query Alerts Help
B b M N :
. Al # L 4
Show Windows Show Query Show W3C | Show Compliance
Event Reports Based Reports Reports Reports l_ E D | Cl E‘
Reports - Show Windows Event Reports
Options 75 Report Schedule Type Event Filters Event Fields Report Format Saving Path E-Mail Report to

I Update Report

5 Delete Report

|- E-Mail Report

Figure 4.54: Screen appearing after selecting Reports option

2. Select Create New Report from the Left Pane, ‘Manage Report’ dialog appears:
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Manage Report

Create Report - Enter Report Name and select the computer(s) that you
include in your report

Enter Fepart Mame : ||

Select Computer(s]
= []%£ Groups
=-[]82 abc
(] wER24

Back || Ment ” Cancel

Figure 4.55: Manage Reports Wizard

3. Enter the report name and select the computer for which report will be created.

4. Click Next, Manage Reports Wizard prompts you to Select event filter:
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Manage Report E'

Create Report - Select Event Filter .

Event Type / Informatian Success Ermor Failure W arning
Severity

Application

Syztem

SecLrity

DMS Server

File
R eplication
Service

Dhirectary
Service

Wfindows
Fowers hell

Back et Cancel

Figure 4.56: Select Event Filter window
5. Select the Event Type and Severity to define event filters for varied event types and

6. Click the Next button, following screen appears:
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Create Report - Schedule Report (1 / 2)

Lepide Event Log Manager

%]
]

Select Schedule Type

Howrly

Generate Feport After Every I:I .

H o[ z]

Generate Fepart at : | 427 P s |

ieeky

SetWwWeekday : =

Once

Set Date

[nzlude Eventz of © Curent Date =

Back

Set Time : | |

Set Time | |

|| Hest ” Cancel

Figure 4.57: Scheduling Report as per desired time period

Enter the report schedule as per desired time period.

7. Click Next and define the location for saving report.

8. Select the saving format (.TXT or .HTML) in which you want to save the created report:
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Create Report - Schedule Report ( 2/ 20

Lepide Event Log Manager

Save Hepart at

|| Browse

Select the Report Farmat

HTHL ® TsT

Back

” Cancel

X]

Figure 4.58: Selecting format for saving the report

9. Click Next, a new dialog box appears prompting you to set email server settings for mailing the

reports:
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Manage Report

Create Report - Set Mail Server Settings

COutgaing kail Server |

Part Mumber ; |

Sender's E-M aill Address |

Laain M ame : |

Faszwiord : |

Recipient's E-kail Address |

Subject ; |

MOTE : Reportz which are lesz: than or equal to B ME will be zend through E- ail.

| Back || Hest

Cancel

X

Figure 4.59: Configuring User authentication for creating email report

10.There are two options available for configuring email server settings i.e. Use Default Mail

Server Settings and Use Different Mail Server Settings.

If you select Use Default Mail Server Settings option, then you don’t need to enter any

additional information except Subject of the mail and Recipient’s Email Address

However if you select Use Different Mail Server Settings option, you need to define outgoing
mail server, port number, Sender's email address, subject and the email address of the

recipient.

11. Enter the username and password, if the mail server requires authentication and click the Next

button, the following confirmation message appears:
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Manage Report E

Create Report - Confirm Report Creation |

@ Are you sure you want to Create Report: ™ repld ” ?

[JiGenerate Report 'When Create Button is Clicked !

HOTE : If E-Mail repart aption iz selected then Generate Beport aption will fat 2end
generated repart,

| Back || Create || Cancel |

Figure 4.60: Confirmation message for creation of report

12.Select Generate Report When Create Button is Clicked option to create the report
immediately. Click the Create button and the report will be created.

View Report

After you have created the report, you can view the same for comprehensive analysis of generated
event logs. Follow the steps given below:

1. On Reports tab, click Show Windows Event Reports, Windows report is displayed in the right
pane
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Figure 4.61: Displaying Windows Event Reports
2. Now click on the Saving Path of the report which you wish to view and analyze. It will display

the report saved on the particular location where you have saved the report. Click on the folder

WinReports to access the reports. The reports will be in the format as defined by you while
creation.

View Query Based Reports

In order to view query based reports, firstly you need to create a query based report. To create a query
based report, follow these steps:

1. On Reports tab, click Show Query Based Reports.

2. Select Create New Report from left panel.
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Figure 4.62: Screen appearing after selecting Reports tab

3. Here a dialog box will appear. Select the query and enter report name. Click Next.

© Lepide Software Private Limited.

Page 91



Lepide Event Log Manager

Manage Report |E|

i Iz"“mrt-Sﬂ'ﬂ\‘ﬂllil’ﬂ'ﬂtﬂ{’-“ﬂ'!l"dEl‘tl’-

Select Cluey ©oql h [ Create Mew Cuemny ]

Enter Repart Mame : |

Hest ” Cancel

Figure 4.63: Wizard to create query-based reports

& You can also create new query by following the steps mentioned in the Create Query section.

4. A dialog box to set report schedule will appear. Here you can set the report schedule on hourly,
daily or weekly basis. If you want the report to be generated once in a day, then select Once
and define the date and time for report generation.
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Figure 4.64: Scheduling Report Creation

5. Click the Next button and define the location for saving report. Select the saving format (.TXT
and .HTML) in which you want to save the created report

6. Click Next and a new dialog box to set email server settings for mailing the report will appear. If
you want to mail the report then enable Email report option and configure mail server settings

7. There are two options available for configuring the email server settings i.e. Use Default Mail
Server Settings and Use Different Mail Server Settings.

8. When you choose Use Default Mail Server Settings option, you are not required to provide
any additional information. You just need to type the Subject of the mail and E-mail Address of
the Recipient.
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9. For configuring different mail server settings, you need to define outgoing mail server, port no.,
Sender’s E-Mail Address, Subject and the Email Address of the recipient.

10.If the mail server you are using requires authentication, you will also need to give the username
and password. After defining above mentioned fields, click Next.

11. A confirmation message will appear. Click Create and the report will be created.

View Report

After creation of reports, they can be viewed for thorough analysis of generated event logs. To view the
reports, perform the following steps:

1. On Reports tab, click Show Query Based Reports. At the right panel description of the
created reports with all its information like Report Schedule Type, Generate Report, Report
Format, Saving Path, Email Report to and Include Events of will be displayed.

2. Click on the Saving Path of the report which you want to view and analyze. This opens the

location where you have saved the report. Click the folder QueryBasedReports to access the
reports. The reports will be in the format selected by you i.e. .TXT or HTML.

View W3C Reports

W3C events are generated by a wide range of web servers such as Microsoft IIS, Apache, Sun Java
System Web Server and Lotus Domino. With these events, reports can be generated and saved for
future references. To view the W3C reports, first of all you need to create the reports. To create W3C
reports, follow these simple steps:

1. On Reports tab, click Show W3C Reports.

2. Select Create New Report from the left panel.

© Lepide Software Private Limited. Page 94



Lepide Event Log Manager

!TID Lepide Event Log Manager - = X
L3
Home Manage Group Event Logs Reports Query Alerts Help

B b oM :

Show Windows Show Query Show W3C | Show Compliance

&
Event Reports Based Reports Reports Reports l_ E D | CJ E.

Reports - Show W3C Event Reports

B

Options Generate Report Report Format Saving Path E-Mail Report to Include Events of

aﬁ Create New Report

5 Update Report

. Delete Report

| E-Mail Report

£

Figure 4.65: Screen appearing after selecting Reports tab

3. A dialog box will appear. Enter the report name and click Next.
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Create Report - Enter Report Name and Click Next to Continue .

Enter Fepart Mame

Hest ” Cancel

Figure 4.66: Entering Report Name for W3C report

4. A dialog box to set report schedule will appear. Here you can set the report schedule on hourly,
daily or weekly basis. If you want the report to be generated once in a day, then select Once
and define the date and time for report generation.
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Figure 4.67: Selecting event type for generation of W3C reports

5. Click Next and define the location for saving report and select the format (.HTML and.TXT) in
which you want to save the created report.

6. Click Next and a new dialog box to set email server settings for mailing the report will appear. If
you want to mail the report then enable Email report option and configure mail server settings.

7. There are two options available for configuring the email server settings i.e. Use Default Mail
Server Settings and Use Different Mail Server Settings.

8. When you choose Use Default Mail Server Settings option, you are not required to provide
any additional information. You just need to type the Subject of the mail and E-mail Address of
the Recipient.

9. For configuring different mail server settings, you need to define outgoing mail server, port no.,
Sender’s E-Mail Address, Subject and the Email Address of the recipient.

10.If the mail server you are using requires authentication, you will also need to give the username
and password. After defining above mentioned fields, click Next.

11.A confirmation message will appear. Click Create and the report will be created.
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1. On Reports tab, click Show W3C Reports. At the right panel description of created reports
with all its information like Generate Report, Report Format, Saving Path and Email Report to

and Include Events of will be displayed.

2. Click on the Saving Path of the report which you want to view and analyze. This opens the
location where you have saved the report. Click on the folder W3CReports to access the
reports. The reports will be in the format selected by you i.e. .TXT or HTML.

View Compliance Reports

Compliance Reports are generated to meet varied network compliance standards such as HIPAA, GLBA,
SOX and PCI. You can generate report for any of these compliance standards and can view and access
it. To view the compliance reports, the very first thing that you need to do is creating a compliance

report. To create compliance reports, follow these simple steps:

1. On Reports tab, click Show Compliance Reports.

N Lepide Event Log Manager
o)
= Home

i

Show Windows
Event Reports

Manage Group Event Logs Reports

2 . R

Show Query Show W3C | Show Compliance
EBased Reports Reports Reports

Cuery Alerts Help

o
Lepide

Reports - Show Compliance Reports

Options Report Schedule ... Compliance Name | Compliance Fields

Report Format Saving Path E-Mail Report to

& Update Report

& Delete Report

& E-Mail Report

Figure 4.68: Screen showing compliance report
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2. Select Create New Report from left panel.

3. A dialog box will appear. Select any of the compliance (HIPPA, GLBA, SOX and PCI) and relevant
compliance fields for creating the report. Click Next.

Manage Report E

Create Report - Select Compliance for Creating Report |

GLEA S0 PLCI
Select All
Compliance Fieldz Drezcription

[] Uszer Logon Report Uzer acceszes to the systemn will be

[] Uszer Logoff Report Reportz whenewver user logoff

[] Logon Failure Feportz on everny unsuccessful login
[] Audit Log scoess Reparts when uzer clears Audit logs
[] Object Accesz Report Reparts when system object iz acce
[] System Event Feport Reparts when system event like acc
[] Host Session Status Report Reparts when someone iz reconhec
[] Successiul User Account ¥ alidation Repartz an successful user account
] Un-Suceessiul User Account Walidation Reportz on un-successful user acco
< >

Hemt Cancel

Figure 4.69: Selecting Compliance for creating report

4. A new dialog box will appear. Enter the report name and select the computer for which you want
to create compliance report.
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| Back || Hest || Cancel |

Figure 4.70: Enter Report Name for the compliance report

5. Click Next. A dialog box to set report schedule will appear. Here you can set the report schedule
on hourly, daily or weekly basis. If you want the report to be generated once in a day, then
select Once and define the date and time for report generation.

6. Click Next and define the location for saving report. Select the saving format ( .TXT and .HTML )
in which you want to save the created report.

7. Click Next and a new dialog box to set email server settings for mailing the report will appear. If
you want to mail the report then enable Email report option and configure mail server settings.

8. There are two options available for configuring the email server settings i.e. Use Default Mail
Server Settings and Use Different Mail Server Settings.
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9. When you choose Use Default Mail Server Settings option, you are not required to provide
any additional information. You just need to type the Subject of the mail and E-mail Address of
the Recipient.

10. For configuring different mail server settings, you need to define outgoing mail server, port no.,
Sender’s E-Mail Address, Subject and the Email Address of the recipient.

11.If the mail server you are using requires authentication, you will also need to give the username
and password. After defining above mentioned fields, click Next.

12. A confirmation message will appear. Click Create and the report will be created.

View Report
For viewing a compliance report follow these steps:

1. On Reports tab, click Show Compliance Reports. You will see that the right panel contains
the description of created reports with all its information like Report Schedule Type, Compliance
Name, Compliance Fields, Report Format, saving Path and Email Report To.

2. Click Saving Path of the report which you want to view and analyze. This opens the location

where you have saved the report. Click the Compliance name folder to access the reports. The
reports will be in the .TXT or HTML format as selected by you.

4.2.4. Manage Reports

Through this Manage Reports section, you get detailed information regarding report management.
Reports can be easily managed with Lepide Event Log Manager, as it allows the administrator to
update, delete or email any report without facing any hassles. Therefore this section will offers detailed
information on functions such as updation, deletion and emailing any selected report.

Manage Windows and W3C Reports

Manage Windows and W3C reports option enables you to perform operations such as update and
deletion of Windows and W3C reports.

Update Existing Report

Reports so created can be updated by modifying the same in the settings defined by you at the time of
report creation. To update the report, perform the following steps.

1. Select Update Existing Report from the left panel. A new dialog box will appear to select mode
for report management:
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Manage Report g|

Update Report - Select the Report that you want to Update and Click Next .

Select Report Tepe
* Windows Event Reports W aC Aeports

Feport Mame C.
irepl 0. i

et Cancel

Figure 4.71: Selecting Report Type for update

2. Select the report type: Windows Events Reports or W3C Reports as per your requirement.
All the existing reports of the particular type will get listed.

3. Select the report which you want to update and click Next.

4. Change settings that you defined at the time of creation and click Finish.

Delete Existing Report

Deleting an existing report is quite simple and to delete any report, follow these steps given below:
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1. Select Delete Report from the left panel. A new dialog box will appear to select mode for report
management.

2. Select the report type: Windows Events Reports or W3C Reports as per your requirement.
All the existing reports of the particular type will get listed. Select the report which you want to
delete and click Next.

3. A confirmation message will appear. Click Delete and the report will be deleted.

Manage Report g|

Delete Report - Select the Report that you want to Delete and Click Next -

Select Report Tepe

# Mfindows Event Reparts W3C Reparts
Report Mame C..
repl 0.

Memt Cancel

Figure 4.72: Selecting Report Type for deletion

Email Selected Windows or W3C report
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To email selected Windows or W3C report, follow the steps given below:
1. Click Reports on menu bar. Select E-Mail Report from the left panel.

2. A dialog box "E-Mail Report" will appear. Select the report you want to email.

E-Mail Report

4 ;‘:.- Select Reports 4 Set Mail Server Settings @ Set E-Mail Parameters [

Select Report Name and then select the Report from the List that you want to send. 1

Select Regor Name: :

Select Reportz ;

Feport Files
C:ADocumentz and Settingsthemal\DeskiophHIPAA  etgiretg_24_3 201014 36 55 tut

MOTE : Prezs CTRL + TAR ta zwitch page

Send Feport | | Cloze

Figure 4.73: Selecting Report for emailing

3. If you want to use different mail server settings, then click Set Mail Server Settings tab.
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4 M select Reports o0 Set Mail Server Settings | €8 Set E-Mail Parameters f=

After selecting Report Name set Mail Server Settings, if you want to use different Mail
otherwise skip this page.

* L| ze Default Mail Server Settings:f

Uze Different b ail Server Settings
b ail Server Settings

Outgoing k ail Server | |

Port Mo I:I

Sender's E-M aill Address | |

Ilzer Mame : | |

Fazzwiord : | |

MOTE : Presz CTRL + TAE to switch page

Send Repaort | | Cloze

Figure 4.74: Configuring Mail Server Settings to email report
4. Define these fields to use different mail server settings for sending the selected report:
Outgoing Mail Server: Type the name of the mail server configured in your computer system
Port No: Type the Port no.
Sender’s Email Address: Type the email address of the sender

5. If the mail server you are using requires authentication, you will also need to give the username
and password.
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After selecting Report Name set Mail Server Settings, if you want to use different
otherwise skip this page.

Ilze Default Mal Server Settings

# |lze Different Mail Server Settings
b ail Server Settings

Dutgoing kail Server

Part Ma.
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o Server Requires Authentication
Lzer Mame ; |user2 |
Fazzwiord -

Send E-Mail Uzing S50
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Send Report | | Cloze

Figure 4.75: Entering Server Authentication details to set mail server

6. After defining above mentioned fields, click Set E-Mail Parameters tab:
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E-Mail Report

4 1M select Reports | 0 Set Mail Server Settings

Enter Subject of Mail and Recipient’s E-Mail Address
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Figure 4.76: Setting email parameters

7. Give subject of the mail and email address of the recipient in required fields. Click Send Report

and the report will be sent.

Manage Query Based Reports

Manage Query based reports to help you perform functions such as updating and deletion of query

based reports.

Update Existing Report

You can update any existing query based report thereby making changes in settings that you
configured at the time of report creation. To update any query based report, follow these steps:
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1. Select Update Existing Report from the left pane. A new dialog box will appear to select
mode for report management

2. Select the report you want to update and click Next.

3. Change settings that you defined at the time of creation and click Finish.
Delete Existing Report
In order to delete any query based report, follow the steps given below:

1. Select Delete Report from the left pane. A new dialog box will appear to select mode for
report management.

2. Select the report you want to delete and click Next.

3. A confirmation message will appear. Click Delete and the report will be deleted.
Email Selected Query Based Report
In order to email selected Query based report, you need to follow these steps:

1. Click Reports on menu bar. Select E-Mail Report from the left pane.

2. A dialog box "E-Mail Report" will appear. Select the report you want to email.
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E-Mail Report
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Figure 4.77: Selecting Report emailing query-based report

3. Click Set Mail Server Settings tab to use different mail server settings
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E-Mail Report

4 M select Reports o0 Set Mail Server Settings | €8 Set E-Mail Parameters f=

After selecting Report Name set Mail Server Settings, if you want to use different Mail
otherwise skip this page.
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Figure 4.78: Configuring Mail Server Settings
4. Define these fields to use different mail server settings for sending the selected report:
Outgoing Mail Server: Type the name of the mail server configured in your computer system
Port No: Type the Port no.
Sender’s Email Address: Type the email address of the sender

5. Type the username and password if the mail server requires authentication
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Figure 4.79: Entering User Server authentication for mail server settings

6. Click Set Email Parameters tab, after defining above-mentioned fields
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Figure 4.80: Setting Email Parameters

7. Give subject of the mail and email address of the recipient in required fields. Click Send Report
and the report will be sent

Manage Compliance Reports

With Manage Compliance Reports option, compliance reports can be updated and deleted very easily.
Update Existing Report

In order to update any compliance report, follow these steps:

1. Select Update Existing Report from the left pane. A new dialog box will appear to select
mode for report management.
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2. Select the report you want to update and click Next.

3. Change settings that you defined at the time of creation and click Finish.

Delete Existing Report
In order to delete any existing report, follow the steps given below:

1. Select Delete Report from the left panel. A new dialog box will appear to select mode for report
management.

2. Select the report you want to delete and click Next.

3. A confirmation message will appear. Click Delete and the report will be deleted.

Email Selected Compliance Report
To email selected compliance report, you will need to follow these steps:
1. Click Reports on menu bar. Select E-Mail Report from the left pane.

2. A dialog box "E-Mail Report" will appear. Select the report you want to email.
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Figure 4.81: Selecting report for emailing compliance report

3. Click Set Mail Server Settings tab to use different mail server settings
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E-Mail Report
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otherwise skip this page.

* L| ze Default Mail Server Settings:f

Uze Different b ail Server Settings
b ail Server Settings

Outgoing k ail Server | |

Port Mo I:I

Sender's E-M aill Address | |

Ilzer Mame : | |

Fazzwiord : | |

MOTE : Presz CTRL + TAE to switch page

Send Repaort | | Cloze

Figure 4.82: Configuring Mail Server Settings
4. Define these fields to use different mail server settings for sending the selected report:
Outgoing Mail Server: Type the name of the mail server configured in your computer system
Port No: Type the Port no.
Sender’s Email Address: Type the email address of the sender

5. Type the username and password if the mail server requires authentication
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Figure 4.82: Entering User Authentication for setting mail server

6. After defining above mentioned fields, click Set E-Mail Parameters tab
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Figure 4.83: Setting Email Parameters

7. Give subject of the mail and email address of the recipient in required fields. Click Send Report

and the report will be sent.

4.2.5. Manage Queries

Through Manage Queries section, a user creates updates and deletes queries that were used to view
any particular event detail. With the help of generated queries, you can generate reports and the user
can be able to view the desired entries only. Through this section, you will learn to create new queries,

update and delete existing queries and execute a query
details.

to view desired event logs and their relevant
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Creating a new query with Lepide Event Log Manager is very easy. Queries can be easily created by

following the steps given below:

1. Click Query from Menu bar:

.’5 = Lepide Event Log Manager = = &
[
—/ Home Manage Group Event Logs Reports Query Alerts Help
& & &6 2
A | W 1 N L e 1 &
Create Update Delete Execute
Mew Query Selected Query Selected Query Selected CQuery l_ E D | CJ E‘
Query
Query Name +1 | Query Creation Date / Time -7 | Query Created For <1 | Query Details
S5 ¥

Figure 4.84: Screen appearing after selecting the Query tab

2. Select Create New Query option, "Query Builder” dialog appears
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Query Builder,
Query Mame ; | |
Select Windows Event Type : |.-’-'«pp|icati:::n L |
(e Field Field Operatar Field W alue Cone
< k/
| Add Eit Fremave
| k. | | Cancel |

Figure 4.85: Entering information to create Query

3. Enter the Query Name and select the Event Type (application, system, security, DNS, File
Replication Server, Directory Service or Windows Power Shell and other logs) from drop-down
list

4. Click Add to add fields to Query, following dialog appears:
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Add Fields to Query X

Field Selected :  Ewvent Tupe

ventT ype
Computer ame
EwventD ate
EwventTime
EventSource
EventlD
dzeMame

Select Conditional Operatar

Select Operator: | [EQUAL TO] v

Set Field Value : | [nformation Lv |

| k. | | Cancel

Figure 4.86: Adding fields to dialog

5. Select fields i.e. Event Type, Computer Name, Event Date, Event Time, Event Source, Event ID,
and User Name as per your requirement.

6. Select the operator and set the field value as per your Search and click OK

7. Select field, operator and field value that will be added in Query Builder. Click OK to confirm
the creation of a Query
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Query Builder,
Query Hame ; |m |
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Figure 4.87: Newly created query enlisted

Execute Selected Query

By executing any query, you can view the number of entries that go with the fields that are defined in
that query. To execute any query, you just need to follow these simple steps:

1. Select the query you want to execute.
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.;) Lepide EventLog Manager - = X
[
Home Manage Group Event Logs Reports Query Alerts Help
& & & :
i L3
Create Update Delete Execute
Mew Query | Selected Query | | Selected Query Selected Query l_ E' D | (:J E
Query
Query Name -7 | Query Creation Date / Time -7 | Query Created For -7 | Query Details
3 @ ql 09 /12 /2010 15:41 Application Select * FROM Application WHERE { ComputerName [EQUAL TO] ‘web2
5 .

Query Name : g1
Query Details :

Select * FROM Application WHERE { ComputerMame [EQUAL TO] ‘web24")

Figure 4.88: Screen appearing after selecting Query tab

2. Click Execute Selected Query from available options. The query will be executed and all the
records matching to the criteria defined in query will get displayed.
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.’; 2% Lepide Event Log Manager = = -
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Home Manage Group Event Logs Reports Query Alerts Help
(~7) (x| & .
. L3
Create Update Delete Execute
Mew Query Selected Query Selected Query Selected Query l_ E D | CJ E‘
Query
Query Name +I | Query Creation Date / Time +i | Query Created For +1 | Query Details
» @ql 09 /12 /2010 15:41 Application Select * FROM Application WHERE { ComputerName [EQUAL TO] ‘web2
< k4

Yerifying Query : q1

Opening Database - lepide ......
Passed

Executing Query - ql.....

Mo Record{s) Found in Database.

Figure 4.89: Executing the Selected query

Update Selected Query

For updating any query follow these steps:
1. Select the query you want to update.

2. Click Update Selected Query from available options.
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o -‘\,_ Lepide EventLog Manager - B X
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—'/ Home Manage Group Event Logs Reports Query Alerts Help
568 8 ) - :
. W
Create Update Delete Execute
Mew Query Selected Query Selected Query Selected Query l_ E' D | Cj E‘
§| Update Selected Query - F2 Query
Query Name - uery Creation Date / Time -1 Query Created For +I | Query Details
3 @ ql 09712 /2010 15:41 Application Select * FROM Application WHERE { ComputerMame [EQUAL TO] ‘web2
£ >
Query Name : g1
Query Details :
Select * FROM Application WHERE { ComputerName [EQUAL TO] ‘web24")

Figure 4.90: Updating Selected Query

3. A dialog box ‘Query Builder’ will appear which allows you to alter the settings you have defined
at the time of query creation.
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Query Builder,
Query Hame ; |m |
Select Windows Event Type : |.-’-'«pp|icati:::n L |
(e Field Field Operatar Field W alue Cone
EventType [EQUAL TO] Information’
< | >
| Add | | Edt | | Remove |
| k. | | Cancel |

Figure 4.91: Query Builder Wizard

4. Once changes are made, click OK and the query will be updated

Delete Selected Query

Like creation of query, you can delete any created query by following few steps.
1. Select the query you want to delete.

2. Click Delete Selected Query from available options
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Create Update Delete Execute
Mew Query Selected Query Selected Query Selected Query L, E' D | d =2
[ §| Delete Selected Query - Del Query
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Query Name -T Query Creation Date ; Time -7 Query Created For -7 Query Details
» @ ql 09 /12 /2010 15:41 Application Select * FROM Application WHERE { ComputerName [EQUAL TO] ‘we
h.S >

(Query Name : ql
Query Details :

Select * FROM Application WHERE { ComputerName [EQUAL TO] ‘web24')

Figure 4.92: Deleting Selected query

3. A confirmation message will appear. Click Yes and the query will be deleted.

. Deleting any query will also delete all reports that are using it.

4.2.6. Manage Alerts

This section helps you attain the added advantage of Lepide Event Log Manager, as it guides you about
alert creation and updates. These alerts can prove to be an apt mode to get informed about any
important event, you can set alerts for events that are concerned with network security standards or
are useful for system troubleshooting. Monitoring network events can be made quite easier with alerts,
as they instantly inform you about occurrence of the event that you specified at the time of alert
creation.

Create New Alert

Alerts can be created to get informed about events that are essential. Creating alerts is quite easy, just
follow these steps and alerts will be created.
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1. Click Alerts from Menu Bar.
2. Select Create New Alert from available options, ‘Alerts’ dialog appears

3. Select Windows Events or W3C Events and click Next.

ﬂ 1 i Create Alert : Select the Alert Type |

Create Alert Far

WAL Events

| Mest || Cancel

Figure 4.93: Selecting Event type for creating alert
4. If you choose Windows Events, you will need to follow these steps:

a. After selecting Windows Events click Next. A dialog box will appear enter the alert name,
alert description and the computer(s) for which you want to create alert.
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Create Alert : Set Alert Details -

Enter lert Mame : || |

Enter &lert Description : |

Select Computer(z] :

[ 5elect Al
Computer Mame Group Mame
] [wER 24 GroupT
Back ” Mest ” LCancel

Figure 4.94: Entering Alert Name for creating alert

b. Click Next and a new dialog box will appear. Select the Event Type and Event Source and
Click Next.
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Alerts [E|
'ﬁ!& Create Alert : Set Alert Criteria -

Ewvent Type
[] Information
[] Success
[] Emor

[] warning
[] Failure

£

| W

Ewent Source

Back || Mest ” Cancel

Figure 4.95: Selecting Event Type and Source

c. Now set Event ID and Event Message for alert generation and click Next.
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Alerts E|

Create Alert : Set Alert Criteria -
o [Event D
# Equal To Less Than Greater Than

W Event Mezzage

% Equal To Containz

Back || Ment || Cancel

Figure 4.96: Setting Alert Criteria

d. Here a new dialog box will appear. Type the alert message or select event field(s) you want
to display in the pop up or e-mail message and click Next.
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ﬁ'ﬁ Create Alert : Set Alert Message .

# Send Alert With Following Text [ Press <CTRL: + <ENTER> keys For new line §

Send Alert “With Follawing Field[z]

Field Columns ~
[ ] EventID

[ ] Event Date / Time

[ ] Computer Mame

] Uszer Name

[] Event Source w

< b

| Back || Mest || Cancel

Figure 4.97: Adding text for sending Alert Message
e. The next dialog box is for defining alert generation method. Set the desired alert generation
method from available options i.e. Popup Message Box or Send Alert Through E-mail.
Choose anyone of them. Click Next and the alert will be created.
5. If you choose W3C Events:, you will need to follow these steps:

a. After selecting W3C events option click Next.

b. A dialog box will appear enter the Alert Name and Alert Description. Click Next.
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E L _ Create Alert : Set Alert Details |

Enter &lert Mame : | |

Enter &lert Description ; | |

| Back || et || Cancel |

Figure 4.98: Entering Alert Name

c. In the new dialog box set the criteria for alert generation. Enter Client IP, Server IP,
Requested Method, Requested URL, Requested Status as per the alert generation
requirement and click Next.

d. Here a new dialog box will appear. Type the alert message or select event field(s) you want
to display in the pop up or e-mail message and click Next.

e. The next dialog box is for defining alert generation method. Set the desired alert generation

method from available options i.e. Popup Message or Send through E-mail. Choose
anyone of them. Click Next and the alert will be created.

Update Selected Alert
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Updating any existing alert can be performed in the following way:

1. Select the alert which you want to update.

2. Click Update Selected Alert option.

Lepide EventLog Manager

=

@
ray.
— Home Manage Group Event Logs Reports Query Alerts Help
__."\ == =
@
O & 1
Create Update Delete
New Alert | | Selected Alert | | Selected Alert Lepide
1= Update Selected Alert
Alerts
Update Selected Alert - F2
Alert Name «I | Alert Description +1 | List of Computers +I | Alert Created For «I | Alert Creation Date... -7 | Alert Criteria
3 @ dfg alert WEB24 Windows Events 06 /0572010 16:24 Event ID Equal to : 6(
< ?
Alert Created For : Windows Events »~
Alert Generation Method : Message Popup
Alert Message : dffgd
Filter Events for following Computers :
WEBZ24
Alert Criteria : Event ID Equal to: 600 AND
EventType Equal to : Warning

Figure 4.99: Updating selected alert

3. A dialog box will appear, which allows you to alter the settings you have defined at the time of
alert creation. With this you can edit alert name, alert description, and computers selection area.
Change fields that you want to update and click Next.
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Alerts

Update Alert : Change Alert Details -

Enter dlert Mame : | ihigjh |

E nter &slert Description ; | higihg |

Select Computer(z] :

Select Al
Computer Mame Group Mame
wER24 abe
Mest ” Cancel

Figure 4.100: Updating Alert Details

4. A confirmation message will appear. Click Update and the alert will be updated.

Delete Selected Alert

Any alert can be deleted by following these steps:
1. Select the alert which you want to delete.

2. Click Delete Selected Alert from available options.
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3 Lepide Event Log Manager - = X
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L

Home Manage Group Event Logs Reports Query | Alerts | Help
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Alert Created For : Windows Events
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Alert Criteria : EventType Equal to : Information

3. A confirmation message will appear Click YES and the alert will be deleted.
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5.1 Free Trial Download

Free demo version of Lepide Event Log Manager is available to experience its potential and functions.
Demo version allows the user to add one computer and two groups and generate one report, one alert
and one query. The demo version of the software can be used for 7 days of trial period after which the
user needs to purchase the full version. After the trial period, if you wish to continue enjoying the
features of the software then you can purchase the product key of Lepide Event Log Manager.

5.2 Purchase and Register

You must purchase Lepide Event Log Manager software in order to meet your organization's compliance
and security requirements. You can purchase the software through Lepide Software website:

http://www.lepide.com/ (encrypted and secure site)

Payment and Delivery
Purchase the Lepide Software online with us.
After making the purchase transaction, we send you an email which consists of activation details and

download link of the full version comprising of activation code. This email is sent to the mail address
which you have used while processing the purchase transaction with us.

5.3 Support

Lepide Software provides Round the Clock Support to solve the technical and software related issues
Telephone Support:

Software Help line: +91-9818718513

Indian Help line: +91-9818718513

Email Support:
For General Queries: support@lepide.com

For Sales: sales@lepide.com
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For Technical Support: support@lepide.com

5.4: Troubleshooting

Issue:

Computer is added but the software is not getting events of that computer or showing access denied.

Solution:
1. Make sure that the added computer is switched ON.
2. Check the login credential of computer. Administrative rights of that computer should be
provided.
3. Check the network connection.
4. Start Remote Registry service of the computer for which you want to collect events as well as
that computer where software is installed.
5. Start Remote Access service of the computer for which you want to collect events as well as that
computer where software is installed.
6. Start Remote Procedure Service of the computer for which you want to collect events as well as
that computer where software is installed.
7. In case of Windows Vista, Windows 7 and Windows server 2008, uncheck the User Account
Control (UAC) option from Control Panel.
Issue:

Software is not able to configure database on remote computer and shows message “Failed to connect

to SQL

server",

Solution:

1.

2.

3.

Issue:

Make sure that the remote computer is switched ON.
Turn off the firewall settings of computer where software installed.

Check the Username and Password provided to connect to the remote SQL Server.

List of SQL Servers is not getting displayed in the "Configure Database" window.
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Solution:
Refresh list of SQL Servers using Refresh Server List Button. If you are not getting any SQL Server,

then check your network connection. If everything is fine and still you are not getting any SQL Server,
then you can manually type the name of the SQL Server where you want to configure the database.

Issue:
Software is not able to send Email.
Solution:

1. Check the internet connection.

2. Check the Mail Server Settings such as: mail server name, port humber, authentication required
or not and SSL is required or not.

Issue:
Software is not adding W3C path.
Solution:

If the software is not adding W3C path with computer name, then manually type the IP address instead
of computer name. W3C folder should be accessible through shares.

Issue:

Software is not collecting events as per new rule applied to the selected computer.

Solution:

If event collection has started for a computer and meanwhile you are setting event processing rule for

that computer, then the new rule will be applied when the event collection starts next time for that
computer. You can see the current status of event collection from activity log.

Issue:
Software is running on many computers but it is showing events and reports on only one computer.

Solution:
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The database created by software should be accessed from one computer at a time. If software is
running on more than one computer and all of them are accessing the same database, then events and
reports will be shown on one computer only.
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6.1 Copyright Notice

Lepide Software Private Limited, Lepide, accompanied user manual and documentation are copyright of
Lepide Software Private Limited, with all rights reserved under the copyright laws. This user manual
cannot be reproduced in any form without the prior written permission of Lepide Software Private
Limited. No Patent Liability is assumed, however, with respect to the use of the information contained
herein.

© Lepide Software Private Limited. All rights reserved.

6.2 Trademarks

Lepide Event Log Manager is a copyright work of Lepide Software Private Limited

Windows 95®, Windows 98®, Windows ME®, Windows NT®, Windows 2000 Server®, Windows 2000
Advanced Server®, Windows 2003 Server®, Windows XP®, and MS-DOS, are registered trademarks of
Microsoft Corporation.

All other brand and product names are trademarks or registered trademarks of their
respective companies.

6.3 Disclaimer

The Information contained in this manual including but not limited to any product specifications is
subject to change without notice. Lepide Software Private Limited provides no warranty with regard to
this manual or any other information contained herein and here by expressly disclaims any implied
warranties of merchantability or fitness for any particular purpose with regard to any of the foregoing.
Lepide Software Private Limited assumes no liability for any damages incurred directly or indirectly from
any technical or typographical errors or omissions contained herein or for discrepancies between the
product and the manual.

In no event shall Lepide Software Private Limited be liable for any incidental, consequential special or

exemplary damages, whether based on tort, contract or otherwise, arising out of or in connection with
this manual or any other information contained herein or the use there of.

6.4 License Agreement

Lepide Event Log Manager is Copyright © by Lepide Software Private Limited
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All Rights Reserved
Your Agreement to this License

You should carefully read the following terms and conditions before using, installing or distributing this
software, unless you have a different license agreement signed by Lepide Software Pvt. Ltd.

If you do not agree to all of the terms and conditions of this License, then: do not copy, install,
distribute or use any copy of Lepide Event Log Manager with which this License is included.

The terms and conditions of this License describe the permitted use and users of each Licensed Copy of
Lepide Event Log Manager. For purposes of this License, if you have a valid single-copy license, you
have the right to use a single Licensed Copy of Lepide Event Log Manager; if you or your organization
has a valid multi-user license, then you or your organization have - has the right to use up to a humber
of Licensed Copies of Lepide Event Log Manager equal to the number of copies indicated in the
documents issued by Lepide Software Pvt. Ltd. when granting the license.

Scope of the License

Each Licensed Copy of Lepide Event Log Manager may either be used by a single person or used non-
simultaneously by multiple people who use the software personally installed on a single workstation.
This is not a concurrent use license.

All rights of any kind in Lepide Event Log Manager, which are not expressly granted in this License, are
entirely and exclusively reserved to and by Lepide Software Pvt. Ltd. You may not rent, lease, modify,
translate, reverse engineer, decompile, disassemble, or create derivative works based on, Lepide Event
Log Manager, nor permit anyone else to do so. You may not make access to Lepide available to others
in connection with a service bureau, application service provider, or similar business, nor permit anyone
else to do so.

Warranty Disclaimers and Liability Limitations

Lepide Event Log Manager, and any and all accompanying software, files, data and materials, are
distributed and provided AS IS and with no warranties of any kind, whether expressed or implied. In
particular, there is no warranty for any harm, destruction, impairment caused to the system where
Lepide Event Log Manager is installed. You acknowledge that good data processing procedure dictates
that any program, including Lepide Event Log Manager, must be thoroughly tested with non-critical
data before there is any reliance on it, and you hereby assume the entire risk of all use of the copies of
Lepide Event Log Manager covered by this License. This disclaimer of warranty constitutes an essential
part of this License

In addition, in no event does Lepide Software Pvt. Ltd. authorize you or anyone else to use Lepide
Event Log Manager in applications or systems where Lepide Event Log Manager's failure to perform can
reasonably be expected to result in a significant physical injury, or in loss of life. Any such use is
entirely at your own risk, and you agree to hold Lepide Software Pvt. Ltd. harmless from any and all
claims or losses relating to such unauthorized use.

General

This License is the complete statement of the agreement between the parties on the subject matter,
and merges and supersedes all other or prior understandings, purchase orders, agreements and
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arrangements. This License shall be governed by the laws of the State of Delhi. Exclusive jurisdiction
and venue for all matters relating to this License shall be in courts and for a located in the State of
Delhi, and you consent to such jurisdiction and venue. There are no third party beneficiaries of any
promises, obligations or representations made by Lepide Software Pvt. Ltd. herein. Any waiver by
Lepide Software Pvt. Ltd. of any violation of this License by you shall not constitute, nor contribute to, a

waiver by Lepide Software Pvt. Ltd. of any other or future violation of the same provision, or any other
provision, of this License.
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