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Preface

About This Manual

This manual introduces the IntraSpection Personality Module for the fol-
lowing device(s):

[0 The Bay Networks System 2000 Ethernet Hubs (28xx
Models)

The manual defines a Personality Module and explains how to install
and use the Bay 28xx Personality Module.

A Important: For additional information on using
IntraSpection, refer to the IntraSpection User’s
Manual.

Chapter Contents
This manual is divided into the following chapters:

[0 Chapter 1,“Introduction,” defines an IntraSpection Per-
sonality Module and describes the components of the
Bay 28xx Personality Module.

0 Chapter 2,“Installation” explains how to install the Bay
28xx Personality Module.

[0 Chapter 3,“Management,”explains how to access the
Bay 28xx Personality Module’s Device Page and how to
perform some basic management functions.

L0 Chapter 4,“Menus,”is a reference section that describes
the Personality Module’s management menus and their
contents.
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Preface

Document Conventions
This manual uses the following conventions to convey instructions and
information:

[0 Commands and key words are in boldface font.

A Note: Noteworthy information, which contains
helpful suggestions or references to other sections
in the manual, is in this format.

A Important: Significant information that calls
attention to important features or instructions is in
this format.

Audience

This manual uses terms and concepts associated with Ethernet network-
ing and hubs; it is recommended that the user of this manual be familiar
with the basics of local area networking and Ethernet hubs.

This manual also assumes familiarity with IntraSpection.
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Introduction

IntraSpection Personality Modules

A Personality Module is a“plug-in”to the IntraSpection system that
allows for expanded management of an SNMP (Simple Network Manage-
ment Protocol) device by specifically addressing the device’s propri-
etary information (the “Private MIB”).

Management capabilities are accessed via the Personality Module’s
Device Page. See Figure 1-1.

o i ’
/ IntraSpection [
e e I- Device Information
= w179727.2[)3‘54.7162 - - —

Front Panel Image

Bay 2813
Management
Module

Bay 2803 Hub

@ Stafisties ]
2 Identify g Table
—Software

Personality Module -
Information (menus) (2 Control ]
2 Reset ]
[+ Security ]

Figure 1-1 Bay 28xx Personalty Module’s Device Page

For a description of the Device Page’s components, see “Device Page
Components”on page 3-3.
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Introduction

Bay 28xx Personality Module

The Bay 28x3 Personality Module allows for expanded management of
any of the following models in the Bay Networks System 2000 Ethernet

Hub family:

[0 Model 2803 — Ethernet Hub with AUI Interconnect
Port.

[0 Model 2813 (Option 04 and Option 05) — Managed
Ethernet Hub with AUI Interconnect Port and Advanced
or Standard IP/IPX Management Agent.

[0 Model 2813SA — Managed Ethernet Hub with AUI Inter-
connect Port and Advanced Analyzer Management Agent.

0 Model 2814 (Option 04 and Option 05) — Managed
Ethernet Hub with 10Base-FL Interconnect Port and
Advanced or Standard IP/IPX Management Agent.

[0 Model 2814SA — Managed Ethernet Hub with 10Base-

FL Interconnect Port and Advanced Analyzer Manage-
ment Agent.

Management Options

The Bay 28xx Personality Module supports the following management
options:

O

O
0

O
O

O

Device identification [0 Group and port partitions
information 0 Device, group,and port
SNMP agent information security

General device informa- [0 Trap receiver management
tion 0 Device Page validation
Software upgrades [0 Table statistics at the
Network access device/group/port levels
configuration [0 Graph statistics at the
Device or group resets device/group/port levels

See Chapter 3,“Management,” for information on performing some basic
management functions. See Chapter 4“Menus”for a complete descrip-
tion of each management option.
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IntraSpection Personality Modules

System Requirements

Server

O
O
O
O
O

0

Client
O

O

IntraSpection version 1.01.

PC with 80486 or faster microprocessor.
48MB RAM.

100MB free disk space.

Windows NT™ 3,51 or higher or Windows NT 4.0 (rec-
ommended).

Web server that supports Common Gateway Interface
(CGI) 1.1 (such as Netscape FastTrack Server™,
Microsoft 11S,NCSA HTTP etc.).

Any database management system that supports ODBC

(Open Database Connectivity), such as Microsoft
Access™, Oracle™, or Microsoft SQL Server.

Any Windows™ Windows NT, Macintosh™ or UNIX®
workstation.

Any World Wide Web browser with Java™ and Java-
script support such as Netscape Navigator® (version
3.0 required, 3.01 recommended) or Microsoft Inter-
net Explorer™,
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Installation

Installing a Personality Module

This chapter explains how to install the Bay 28xx Personality Module.

A

AWN

Important: Before installing the Personality Module,
make sure that IntraSpection (websuite.exe) is NOT
running on the computer.

Insert the Personality Module CD into the computer
where the IntraSpection Application Server is
installed.

Open the CD to display its contents.
Double-click the Bay.exe file.

Click Yes at the “IntraSpection Personality Module
for Bay Networks” dialog box.

The“IntraSpection Personality Module for the Bay Net-
works” window appears.

Click Finish to continue.
The Personality Module files are decompressed.

The “IntraSpection Personality Module Welcome” dia-
log box appears.

Click Next to continue.

The “Software License Agreement” window appears.
Review the agreement carefully.

Click Yes to accept the agreement and continue
with the installation; click No to exit the installation.
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Installation

The “IntraSpection Personality Module Read Me” win-
dow appears. Review the information carefully.

Click Next to continue

The decompressed Personality Module files are
installed onto your computer.

The “Decompression of the Source is Now Complete”
dialog box appears.

Click OK to continue with the installation.

The“Select Module to Install” window appears, dis-
playing the Bay.ipm file. See Figure 2-1.

Lk i R | EJ...‘JE.'HJ

Fiis pars | | [ |

Ll ” o 3 i |
Do i, oy

Figure 2-1 Select Module to Install window

10 Click once on the Bay.ipm file.

11
12

13

Page 2-2

Click Open.
The “Enter Product Serial Number” window appears.

Enter the serial number that came with your copy of
the Personality Module.

The serial number is located on the inside cover of this
User’s Manual.

A Important: The serial number is case-sensitive;
enter it exactly as shown.
Click OK.

The “IntraSpection Module Installation” window
appears.



14

15

Installing a Personality Module

A Important: This window should be pointing to
the directory that contains the IntraSpection
(websuite.exe) program. If it is not, click
Browse and locate that directory.

Click OK.

A Note: A“Select Database” window may appear.
If it does, select vendor.mdb, then click OK.

A Note: A*Updating IntraSpection System Files”
window may appear, if it does, click OK.

The installer program installs both Personality Mod-
ules into the IntraSpection Application Server.

Installation is complete when the “Installation Com-
pleted Successfully” dialog box appears.

Start the IntraSpection Application Server, following
the guidelines below:

00 Windows NT 3.51 users: double-click the
IntraSpection icon (located in the Programs
group).

O Windows NT 4.0 users: open the Start menu, select
Programs, then IntraSpection.

For information on accessing the Personality Modules’
Device Pages and performing some basic management
functions, see Chapter 3,“Management.”
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Management

This chapter explains how to access and use the Bay 28xx Personality
Module’s Device Page. The Device Page provides access to the Personal-
ity Module’s management options.

Accessing the Device Page

To access the Device Page for a Bay 28xx device, you must first create a
map of the network.

1 Make sure the Personality Module is installed and the
IntraSpection Application Server is running.

2 Access IntraSpection from any Java-enabled Web
browser (requires logging into IntraSpection).

A Important: For help on accessing and logging
into IntraSpection, refer to the IntraSpection
User’s Manual.

3 After you are logged into IntraSpection, click Auto
Discovery on the IntraSpection Main Menu.

The AutoDiscovery Page appears.

4 Complete each field on the AutoDiscovery Page, fol-
lowing the guidelines below:

[0 Type the IP subnet address of the Bay 28xx device
to be managed in the Segment field.
(This is the subnet address of the stack’s manage-
ment module; the default setting for this field is
the subnet address of the browser being used to
access IntraSpection.)

[l Type the management module’s community string
in the Community field.
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Management

[0 Make sure the Enterprise ID field has a value of all.

[0 Type the lowest (beginning) IP address on your
network in the Low IP Address field.

[0 Type the highest (last) IP address on your network
in the Hi IP Address field.

[0 Select New in the Discovery Mode field to create a
new map, or select Append to attach this map to the
map that is stored in your system’s buffer (if any).

5 Click Apply.
IntraSpection builds a map of your network. The map con-
tains icons which represent each “discovered” SNMP
device on the network. Figure 3-1 is an example map.

/ IntraSpection| -
(@ AutaDiscovery (& Map Manager

B e = = T

192.203.54.1 192.203.54.12 192.203.54.18 192.203.54.24 192.203.54.25 192.203.54.40
. | b P

1922035441 1922035447 1922035448 1922035444 1922035450 1922035464

P (B [Hjown poory Popes | o

1922035465 1922035487 1922035488 1922035493 1922035495 19220354120

| ) i | = [Bleem ppen) (R

19220354.149 19220354162 19220354173  19220354.180 19220354185  192.203.54.186

|[Eiee] ey [Hjowmy | o [Bhesn) [Bho

19220354.188 19220354189 19220354190 19220354200 19220354208  192.203.54222

| EEes

19220354238 19220354240  192.203.54.254

Figure 3-1 Discovered network map

6 Click once on the Bay 28xx device’s icon.
A Important: The Bay 28xx’s device icons are
labeled “Synoptics.”
The Device Page for the selected Bay 28xx device
appears (see Figure 3-2 on page 3-3).
For information on the Device Page’s components, see
“Device Page Components”on page 3-3.

For information on performing basic management functions,
see “Performing Basic Management Functions” on page 3-7.
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Device Information

Device Page Components

The Device Page consists of several components; including, device
information, a front panel image, and management menu items. See Fig-

ure 3-2.
ﬂntruSpecﬁoﬁ%
Device Bay 2800 Front Panel
Information 192.203.54.162
Front Panel
Image
(entire hub stack
. collectively re-
‘;cm,'::;:fm" ferred to as a
— — single device;
- each module re-
R ferred to as a
Management _| group)
Menus
(Personality
Module infor- > Partition
mation) % Security
. trapReceiver
Validate

Figure 3-2 Device Page components

Device Information
The following device information is displayed at the top of the Device
Page:
O A description of the device (i.e.,“Bay 2800 Front
Panel”).

[0 The device’s IP address.
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Front Panel Image Components
The front panel image contains the following components (as illustrated
in Figure 3-3):
[0 Device — the entire stack of hubs and the attached
management module.
[0 Group — each module within the device.
[0 Port — each port on each group.

[J Status LEDs — real-time LEDs that represent the LEDs
on the device. These LEDs indicate port activity.

S l—_ﬁ;p;rés;og Rzt oENENENe  oEEBs ==SynOptics —— Group
A = [int23ds Re-zaz Service Fort Lot 7833
T TS ST
RRwEL el RlalE Bt P bl B B B B -
_ e mn WP YWYV YV YEYYY —— Group
Device - S = wiE ]
i Expansion b ==SynOptics Latetn 213
R el e ) O N Group
S 1L L ALl ALl hLl)]
SEEEENS = AUl Partitien i WO ]

Figure 3-3 Front panel image components

A Important: Throughout this manual, the term device
refers to the entire stack of hubs; the term group refers to
an individual module; the term port refers to an individual
port.
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Selecting the Device for Management

Selecting the Device for Management

A Bay 28xx device can be managed at different levels; that is, at the
device, group, and/or port level.

For example, if a group is selected and you select the Graph menu, sta-

tistics for that group (single module) are displayed. If the device is
selected and you select Graph, statistics for the device (entire hub

stack) are displayed.

Selecting an Item

Target Item

Action

Device (entire hub stack)

Group (single module)

Port

Do not click anything on the front panel
image.

Click once on the group.

Click once on the port.

Deselecting an Item

Target Item Action

Device Click once on a group or port.
Group Click again on the selected group.
Port Click again on the selected port.
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Menu Components

The menus on the Device Page provide access to the different manage-
ment options supported by the Bay 28xx Personality Module.

Tables

Some menus contain tables with information that is configurable
directly on-screen from your Web browser while others contain informa-
tion that is read-only.

The following tables describe how to recognize configurable and read-
only information.

Configurable Information

Menu item Action
Drop-down menu Select from an available option.
White-colored fields Type information.

Read-only Information

Menu item Action

Green- or gray-colored fields None; read-only field.

Table Columns

Table columns can be resized by placing the mouse pointer on a column
title’s left or right side (until a double arrow appears) and dragging the
column to the left or to the right, as desired.

Buttons

Some menus contain buttons which allow you to edit/and or update the
page.

The table below describes the different buttons that are available and
their functions.

Button Action

Apply Applies any changes made to the device.
Refresh Updates the page with the latest information.
Modify Modifies a selected entry.

Add Adds an entry into the table.
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Menu Components

Performing Basic Management Functions

This section explains how to perform some basic management func-
tions with a Bay 28xx Personality Module.

A Important: This section describes only how to configure
and manage a Bay 28xx device via the functions available
with its Personality Module. For additional information on
configuring or managing a Bay 28xx device, refer to the
device’s User’s Manual.

This section covers the following tasks:

Configuration Tasks

Configuration Task Page
Setting community strings page 3-8
Configuring network access parameters page 3-10
Configuring identification information page 3-11
Performing a software upgrade page 3-12

Management Tasks

Management Task Page

Updating the Device Page page 3-13
Viewing general device information page 3-14
Viewing SNMP agent information page 3-15
Resetting a group or device page 3-16
Disabling a group page 3-17
Partitioning a port page 3-18
Managing trap receivers page 3-19
Setting device, group, and port security page 3-21
Viewing statistics page 3-24
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Setting Community Strings

Community strings define access rights for reading and writing SNMP
data objects for a device.

The community strings (read community and write community) for a
Bay 28xx device are manually set in the management module via the
module’s console port. In order to manage the device with IntraSpec-
tion, the community strings must be set in IntraSpection to match those
set in the device.

A Important: Itis recommended that you set the commu-
nity strings for a Bay 28xx device in IntraSpection before
you attempt to perform any network management func-
tions using the Personality Module

To set the community strings for a management module in IntraSpec-
tion:

A Important: You must know the device’s community
strings in order to enter them in IntraSpection. Refer to
the Bay 28xx device’s User’s Manual for instructions on
viewing the device’s community strings.

1 On the Device Page, click the map icon on the
IntraSpection navigation bar (located at the bottom of
the screen), as shown in Figure 3-4.

Map Icon

Figure 3-4 IntraSpection navigation bar

The most recently discovered map appears.

2 Click the Map Manager button.
The Map Manager Page appears, similar to Figure 3-5.
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Setting Community Strings

/intrn‘;padinl' i

Figure 3-5 IntraSpection Map Manager Page

3 Click the Edit Device button.
The Map Configuration Table appears, similar to Figure 3-6.

/TnlruSpectimir:%:

Alap Configuration Tobde

F Sl

]
Wirse U iy S

(eamey
Figure 3-6 Map Configuration Table
4 Enter the device’s IP address in the IP Address field.

5 Enter the device’s read community string in the Read
Community String field.

6 Enter the device’s write community string in the Write
Community String field.

7 Click Apply.

The read and write community strings for the device are
configured.
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Configuring Network Access Parameters

To configure and/or manage a Bay 28xx device over the network or via
out-of-band access, the device needs to be properly configured with net-
work access parameters. These parameters are initially set-up in the
management module via the module’s console port; however, some can
be modified using IntraSpection.

To configure network access parameters:

1 Do not select any item on the front panel image. (This
selects the entire hub stack.)

2 Click Network.

The Network Information table appears, similar to Figure 3-7.

~ Network Information

192.203.54.162: SynOptics hub

Metwork Access Parameters

Agents IPAddress  [[192 20354 162
P Addrass
Subnet Mask 265255 266.0
Default Gatewsay 192 20354 1
Sec DefGateway
Enahble RouterFing

RouterPing Interval

Out of Band Connection
Initialization String [
Baud Rate 1,200

Figure 3-7 Network Information table

3 To configure in-band parameters, click once in a Net-
work Access Parameters field.

To configure out-of-band parameters, click once in an
Out-of-Band Connection field.

A Important: For a description of each field, see
“Network“ on page 4-8.

Type the new information or select an option from the
drop-down menu.

5 click apply.

The network access parameters are configured. Click
Refresh to view updated information.

Page 3-10



Configuring Identification Information

Configuring Identification Information

To help with device identification, you can add certain details; such as,
the device’s physical address, name, location, and contact information.

To configure identification information:

1
2

Do not select any item on the Device Page’s front panel
image. (This selects the entire hub stack.)

Click Identify.
The Device ldentification table appears, similar to Figure
3-8.

Device Identification
192200 50162 BvwmOhpdics hmb

ol snaec] Dol B 10 1 . e TET1 TR

Figure 3-8 Device Identification table

Click once in the field to be edited.
For a description of each field, see “Identify“ on page 4-3.

A Important: Only those fields that are colored
white can be edited.

Type the new information.

A Important: A maximum of 254 characters
(including spaces) is allowed.

Click Apply.
The identification information is configured.

Click Refresh to view updated information.
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Performing a Software Upgrade
A Bay 28xx device’s software can be upgraded via IntraSpection.
To upgrade a Bay 28xx device’s software:

1 Click Software.

The Software Information table appears, similar to
Figure 3-9.

Sofitware Information
193,203, 54.1 62 SynCiptics hub

Figure 3-9  Sofware Information table

2 Type the software’s file name and network path in the
Boot File field.

3 Type the server’s address where the software file
resides in the Boot Server field.

4 Open the Boot Mode drop-down menu and select net
(sets the device to load the file from a server on the
network).

5 ciick Apply.

6 Reset the device, following the instructions on page 3-
16, to initiate downloading.
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Updating the Device Page

The files for a Bay 28xx Personality Module are stored within the
IntraSpection Application Server’s database. Occasionally, these files
should be updated from the Device Page to ensure that you are viewing
the hub stack’s latest information.

To update the Personality Module’s Device Page:

1 Click validate.

The Device Page is updated with the latest information
for the Personality Module.

After the Device Page is updated, the IntraSpection Map
Manager Page appears.

2 Click AutoDiscovery to rediscover the Device Page.

A Important: See“Accessing the Device Page”on
page 3-1 for instructions on discovering devices
with AutoDiscovery.
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Viewing General Device Information

You can view information on a Bay 28xx device’s hardware; such as, its
EPROM size, chassis type, and system status.

To view general device information:

1 Do not select any item on the Device Page’s front panel
image. (This selects the entire hub stack.)

2 Click Device.

The Device Information table appears, similar to Figure
3-10.

Device Infornuation
1920 50162 BamDipdics habe

Figure 3-10  Device Information table

A Note: The information displayed on this page is
read-only.

For a description of each field, see “Device” on page 4-5.

3 Click Refresh to view updated information.
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Viewing SNMP Agent Information

You can view information on a Bay 28xx device’s SNMP agent; includ-

ing, the agent type and mode, MIB level, and software configuration
load mode.

To view SNMP agent information:

1 Do not select any item on the Device Page’s front panel
image. (This selects the entire hub stack.)

2 Click Agent.

The Agent Information table appears, similar to
Figure 3-11.

Agent Information
192,200, 84162: Syn(iptics hub

Figure 3-11  Agent Information table

A Note: The information displayed in this table is
read-only.

For a description of each field, see “Agent” on page 4-4.

3 Click Refresh to view updated information.
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Resetting a Group or Device

You can reset a Bay 28xx device (resets the entire stack) or a group
(resets an individual hub or a management module).

To perform a reset:

1 To reset a group (an individual hub or a management
module), click once on that group. To reset the device
(the entire hub stack), do NOT select anything.

2 Click Reset.

Depending on what was selected (either the device or a
group), the Agent Control table or Group Reset table
appears, similar to Figure 3-12 and Figure 3-13, respec-
tively.

Agent Control
192.203.54.162: SynOptics hub

Agent Control
Reset Agent

noReset
noRestart

Restart Agent

Figure 3-12  Agent Control table (Device Reset)

Group Reset
192.203.54.162: SynOptics hub
Group: 2

Reset Group
Group Number 3

£ciion noReset

Figure 3-13  Group Reset table (Group Reset)

3 Open the Action drop-down menu and select reset.
4 Click Apply.
The selected group or device is reset.

A Important: To abort the reset, click on the browser’s
back arrow to go back one page.

Page 3-16



Disabling a Group

Disabling a Group

You can temporarily disable an individual group within a Bay 28xx

device.

A

Important: The device (entire hub stack) and the
device’s management module cannot be disabled.

To disable a group:

1
2

Select the group to be disabled on the Device Page’s
front panel image by clicking on it once.

Click Partition.

The Group Partition table appears for the selected group,
similar to Figure 3-14.

Group Partition

192.203.54.162: SynOptics hub
Group: 2

Partition Group
Slot Number [z
Action

enable Group

Figure 3-14  Group Partition table

Open the Action drop-down menu and select parti-
tion indefinitely.

4 Click Apply.

The group is disabled. It remains disabled until you man-
ually enable it.

Enabling a Group:

1

A WN

Select the group to be enabled by clicking on it once
on the front panel image.

Click Partition.

Open the Action drop-down menu and select enable.
Click Apply.

The group is enabled.
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Partitioning a Port

Port partitioning is an operation that is done automatically by the hub
in certain circumstances to stop transmission on a port, if the port is
enabled for automatic partitioning.

To enable or disable automatic partitioning:

1 Select the port to be partitioned by clicking on it once.

2 Click Partition.

The Port Partition table appears, similar to Figure 3-15.

Port Partition
192.203.54.162: SynOptics hub
Group: 2 o

Port: 5

Partition Part
Slot Number 2
Fort Number 5
Action

enahle port

APPLY WAEFRES

Figure 3-15  Port Partition table

3 Open the Action drop-down menu and select enable
port (to enable automatic partitioning) or disable
port (to disable automatic partitioning).

4 Click Apply.
The port’s partitioning state is modified.

Click Refresh to view updated information.
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Managing Trap Receivers

A Bay 28xx device can be set to generate traps. Traps are messages sent
across the network to an SNMP network manager (such as IntraSpec-
tion). They alert you to faults or changes that occur to the device.

A Important: Refer to the Bay 28xx device’s User’s
Manual for instructions on setting when traps occur.

This section describes how to add and delete trap receivers. Trap
receivers are management stations designated to receive traps when
they occur.

Adding a Trap Receiver
To add a trap receiver:

1 Do not select any item on the Device Page’s front panel
image. (This selects the entire device.)

2 Click trapReceiver.

The Trap Receiver Table appears, similar to Figure 3-16.

Trap Receiver Table

192.203.54.162: SynOptics hub

I Index \ Status \ Trap Receiver Address \ Cammunity String
192.203.52.197 public

Figure 3-16  Trap Receiver Table

3 Cclick Add.
The Add Dialog box appears.

4 Open the Status menu and select valid.

5 Type the IP address of the management station that is
to receive traps in the Trap Receiver Address field.

A Important: Do not type an IP address of 0.0.0.0.
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6 Type the community string of the management station
in the Community String field.

7 Click Apply.
An entry for the management station appears in the
table. If it does not appear, click Refresh.

Deleting a Trap Receiver
To delete a trap receiver entry:

1 Click once on the row containing the entry to be
deleted in the Trap Receiver Table.

Click Modify.
The Modify Dialog box appears.

Open the Status drop-down menu and select invalid.

Click Apply.

You are returned to the Trap Receiver Table

a W N

Click Refresh in the Trap Receiver Table.

The trap receiver is deleted.
Modifying a Trap Receiver
To change the IP address of a trap receiver entry:

1 Delete the trap receiver entry, following the directions
above.

2 Add a new trap receiver entry, following the instruc-
tions on page 3-19.
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Setting Device, Group, and Port Security

You can restrict access to a Bay 28xx device, to one of its groups, or to
one of its ports by turning on the device’s Security feature.

Device Security

To set device security:

1 Do not select any item on the front panel image. (This
selects the entire hub stack).

2 Click Security.

The Device Security table appears, similar to Figure 3-17.

Device Security
192.203.54.162: SynOptics hub

Device Security
Security Status

Rilel ) concSecure Off
Sec Violation Action [, -tion

Security Lock

ather

Figure 3-17  Device Security table

3 Open the Security Status drop-down menu and select
ConcSecureOn.

This sets security for the device; any node that is heard
on the device, which is not allowed on this device, will
cause the action specified in the Sec Violation Action
menu.

4 Open the Sec Violation Action menu and select the
action to occur if an unauthorized node attempts to
access the device.

See “Security” on page 4-11 for a description of each vio-
lation action.

5 ciick Apply.
Security for the device is configured.

Click Refresh to view updated information.

Page 3-21



Management

Group Security

To set group security:

1 Select the group for which security is to be set by click-
ing on it once on the front panel image.

2 Click Security.

The Group Security table appears, similar to Figure 3-18.

Group Security

192.203.54.162: SynOptics hub
Group: 2

Group Security
Group Mumber 2
Security Status off
Sec Yiolation Action

sendTrap

APPLY WREFRES]

Figure 3-18  Group Security table

3 Open the Security Status drop-down menu and select
On.

This sets security for the group;any node that is heard on
the group, which is not allowed on this group, will cause
the action specified in the Sec Violation Action menu.

4 Open the Sec Violation Action menu and select the
action to occur if an unauthorized node attempts to
access the group.

See “Security” on page 4-11 for a description of each vio-
lation action.

5 click apply.
Security for the group is configured.

Click Refresh to view updated information.
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Port Security

To set port security:

1 Select the port for which security is to be set by click-
ing on it once on the front panel image.

2 Click Security.

The Port Security table appears, similar to Figure 3-19.

Port Security

192.203.54.162: SynOptics hub
Group: 2
Port: 5

Port Security

Siot Number 7
Port Mumher 5
Security Status af

Sec Violation Action [0 actian

ArPLY WEFRES

Figure 3-19  Port Security table

3 Open the Security Status drop-down menu and select
on.

This sets security for the port; any node that is heard on
the port, which is not allowed on this port, will cause
the action specified in the Sec Violation Action menu.

4 Open the Sec Violation Action menu and select the
action to occur if an unauthorized node attempts to
access the port.

See “Security” on page 4-11 for a description of each vio-
lation action.

5 click Apply.
Security for the port is configured.

Click Refresh to view updated information.
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Viewing Statistics

Statistics for a Bay 28xx device can be viewed for the device, a selected
group, or a selected port in two different formats: table or graph. Statis-
tics collected include good frames, collisions, runts, and alignment

errors.

Table Statistics

1

2

4

Select a group or a port for which statistics are to be
gathered by clicking on it once. To view statistics for
the device, do not select anything.

Click Table.

Table Statistics appear for the group, port, or device
selected. Figure 3-20 displays statistics for a port.

Puri Stalistice Tahle
190 I S A Bvrrd Speiics bk
Ciroaap: 1

Farii LB

Figure 3-20  Table Statistics page

For a description of each object, see “Statistics” on

page 4-15.

Open the Sampling Interval drop-down menu and

select the number of seconds to poll for statistics.

Statistics are automatically gathered at the set number of

seconds in the following columns:

[0 Curr — (current) the number of occurrences each second.

[0 Peak — the largest number of occurrences since
opening or resetting the screen.

[0 Avg — (average) the average number of occur-
rences since opening or resetting the screen.

[J Total — the total number of occurrences since
opening or resetting the screen.

Click Reset to reset the table’s counters to zero.
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Graph Statistics

1 Select a group or a port for which statistics are to be
gathered by clicking on it once. To view statistics for
the device, do not select anything.

2 Click Graph.

Graph Statistics appear for the group, port or device
selected. Figure 3-21 displays statistics for a group.

Count-per-
second
display

Group Statistics Graph
192.203.54.162: SynOptics hub
Group: 2

Network Statistics:Good Frames

Scroll bar

Drop-down
menus:

Seconds
Statistics

6

Figure 3-21  Graph Statistics page

Open the Statistics drop-down menu and select the
object to be monitored.

For a description of each object, see “Statistics” on
page 4-15.

Open the Seconds drop-down menu and select the
number of seconds for which statistics are to be gath-
ered.

Use the scroll button to change the graph’s count-per-
second display (scroll up to increase the count-per-sec-
ond, scroll down to decrease it).

U Average per Second — the average number of
occurrences since opening or resetting the screen.

[ Peak per Second — the largest number of occur-
rences since opening or resetting the screen.

Click Reset to reset the graph’s counters to zero.
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Menus

This chapter describes each management menu and its contents on the
Bay 28xx Personality Module’s Device Page.

The table below provides a brief description of each menu; the sections
that follow explain each menu in detail.

Table 4-1 Personality Module Menu Descriptions

Menu

Description

Configuration

Title for the submenus listed below it; this menu cannot be
selected.

Identify Allows you to configure device identification information. See
“ldentify”” on page 4-3.

Agent Allows you to view the device’s SNMP agent information. See
“Agent” on page 4-4.

Device Allows you to view general device information. See “Device”
on page 4-5.

Software Allows you to determine the download filename, server
address, and boot method for the device. See “Software” on
page 4-6.

Network Allows you to view and configure network access information
(both in-band and out-of-band) for the device. See “Network”
on page 4-8.

Control Title for the submenus listed below it; this menu cannot be
selected.

Reset Allows you to reset the device or an individual group. See
“Reset” on page 4-9.

Partition Allows you to enable or disable a group or partition a port. See
“Partition” on page 4-10.

Security Allows you to enable security on the device, a group, or a port.

See “Security” on page 4-11.
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Menu Description

Trap Allows you to determine which management stations can

Receiver receive traps from the device. See “Trap Receiver” on page 4-
13.

Validate Updates the Device Page with the latest information from the
IntraSpection Application Server database. See “Validate” on
page 4-14.

Statistics Title for the submenus listed below it; this menu cannot be
selected.

Table Allows you to view real-time statistical data, in table format, on
the device, a group, or a port. See “Table” on page 4-15.

Graph Allows you to view real-time statistical data, in graph format, on

the device, a group, or a port. See “Graph” on page 4-16.

Page 4-2



Configuration

Configuration

This menu is not a management option; it is a title for the sub-menus
listed below it. This menu CANNOT be selected.

Identify

This menu allows you to view and configure identification information
for the device.

Table 4-2 describes each field in the Identify menu.

A Note: For instructions on using this menu, see “Con-
figuring Identification Information” on page 3-11.

Table 4-2 Identify Menu

Field Description

Physical Address Read-only field; displays the device’s hardware address.

Object ID Read-only field; displays the device’s SNMP identifying num-
ber.

Description Read-only field; displays a description of the device.

Name Configurable field; assigns a name to the device.
Note: A maximum of 254 characters (including spaces) is
allowed.

Location Configurable field; assigns a location (where the device is

physically located).

Note: A maximum of 254 characters (including spaces) is
allowed.

Contact Configurable field; assigns a name of the person responsible
for the device.

Note: A maximum of 254 characters (including spaces) is
allowed.

Up Time Read-only field; displays the amount of time (in days, hours,
minutes, and seconds) the device has been operational since
the last time it was off-line.

Interfaces Read-only field; displays the number of network interfaces
present on the device.
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Agent

This menu displays read-only SNMP agent information for a Bay 28xx

device.

Table 4-3 describes each field in the Agent menu.

A Note: For instructions on using this menu, see “View-
ing SNMP Agent Information” on page 3-15.

Field

Table 4-3 Agent Menu

Description

Agent Type

Read-only; displays the agent’s module type (such as m281x).

Agent Mode

Read-only; displays whether the management module is
operating in primary (1) or secondary (2) mode.

Note: A Bay 28x3 device can contain a secondary manage-
ment module. This menu displays the mode of the active
management module.

Mib Level

Read-only; displays the current release supported by the
agent.

Note: This field does not display periods within the release
number; “3.60” displays as “360.”

Agent Slotid

Read-only; displays the number of the group containing the
agent.

ConfigLoadMode

Read-only; displays where the agent is receiving its code at
start-up.

ConfigActualSource

Read-only; displays the configuration mode that was used at
the last start-up.

MgmtProtolMode

Read-only; displays the configuration mode the agent will use
at the next start-up.

AcutalMgmtProtocol

Read-only; displays the configuration mode the agent used at
the last start-up.

Agent Status

Read-only; displays the status of the agent: on-line or off-line.

UnAuth Community

Read-only; displays the community string of the last network
station with an unauthorized IP address that attempted to
access the management module.

UnAuthenticatedIP

Read-only; displays the IP address of the last network station
that attempted to access the device with an invalid commu-
nity string. (The community string that was used is displayed
in the UnAuth Community field.)
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Device
This menu allows you to view general information on a Bay 28x3 device.
Table 4-4 describes each field in the Device menu.

A Note: For instructions on using this menu, see “Viewing
General Device Information” on page 3-14.

Table 4-4 Device Menu

Field Description

MDA Version Read-only field; displays the device’s current version number.
O o—Rev.A

[0 1—Rev.B

|:| 2 —Rev. C, etc.

WriteEEPROM Read-only field; displays the device’s write EEPROM status.

EPROM Size Read-only field; displays the size (in bytes) of the device’s
EPROM.

EEPROM Size Read-only field; displays the size (in bytes) of the device’s
EEPROM.

DRAM Size Read-only field; displays the size (in bytes) of the device’s
DRAM.

Chassis Type Read-only field; displays the device’s chassis type. For exam-
ple, m2813.

Backplane Type Read-only field; displays the device’s backplane type.

Backplane Rev Read-only field; displays the device’s backplane revision num-
ber.

PowerSupply Type Read-only field; displays the device’s power supply type. If

the chassis has a redundant backplane, the agent returns
redundantCapable (5).

Flash EPROM Read-only field; displays the operational status of the flash
device of the agent.

[J OK— the flash device is operational.

L Fail — the flash device configuration on the board is
not valid or the flash EEPROMSs on the board have

failed.
PowerSupply Read-only field; displays the chassis’ power supply status.
Fan Read-only field; displays the status of the chassis’ cooling fan.
Retiming Read-only field; displays whether the device has retiming

turned on or off.

Security Read-only field; displays if the security features for the device
are active or inactive.
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Software

This menu allows you to view the agent’s software and firmware infor-
mation and set the download file name, server address, and boot
method for the device.

Table 4-5 describes each field in the Software menu.

A Note: For instructions on using this menu, see “Per-
forming a Software Upgrade” on page 3-12.

Field

Table 4-5 Software Menu

Description

Major Version

Read-only field; displays the agent’s major software version
number.

Minor Version

Read-only field; displays the agent’s minor software version
number.

Maintenance Version

Read-only field; displays the agent’s maintenance version
number.

License Code

Read-only field; displays the license code assigned to the
agent.

Firmware Version

Read-only field; displays the agent’s firmware version num-
ber.

Image Status

Read-only field; displays whether or not the agent has a valid
local image on board.

Image Major Version

Read-only field; displays the major software version humber
of the locally stored image.

Image Minor Version

Read-only field; displays the minor software version number
of the locally stored image.

Image Maint Version

Read-only field; displays the maintenance software version
number of the locally stored image.

ImageLoadMode

Read-only field; displays the boot mode for loading image
code.

[0 remoteBoot — from the network.
[J  localBoot — from the device (local)

[J  the device tries to load from network first and then
falls back to localBoot if the network boot fails.

Actual Image

Read-only field; displays whether the agent loaded code from
the network or used a local image.

Boot Protocol

Read-only field; displays the boot protocol used to load the
module with its software.
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Field Description
Boot File Configurable field; sets the name and network path of the
boot file for the device.
Boot Server Configurable field; sets the boot server’s IP address.
Boot Mode Configurable field; determines the method for loading the

image file for the device.

O eeprom — sets the device to boot from code stored
in device (default setting).

[0 net — sets the device to boot from a TFTP server on
the network.
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Network

This menu allows you to view and configure network access informa-
tion (both in-band and out-of-band) for the device.

Table 4-6 describes each field in the Network menu.

A Note: For instructions on using this menu, see “Configur-
ing Network Access Parameters” on page 3-10.

Field

Table 4-6 Network Menu

Description

Agent’s IP Address

Configurable field; displays the IP address of the device’s
SNMP agent.

IPX Address

Configurable field; only displays an address if the device is
using IPX or IP and IPX.

Subnet Mask

Configurable field; specifies the subnet address of the device.

Default Gateway

Configurable field; specifies the address of the default gate-
way to which the device is assigned.

Sec DefGateway

Configurable field; specifies a secondary gateway address (to
be used if there is a problem with the default gateway’s
address).

Enable RouterPing

Configurable field; determines whether or not the agent will
periodically send out pings to the default router.

O on— agent sends out pings to the default router.

O off— agent does not send out pings to the default
router.

RouterPing interval

Configurable field; determines the time interval that the agent
uses to send out pings to the default router.

Note: This value is in TimeTicks (hundredths of a second).

Initialization String

Configurable field; displays the initialization string used by
the network management station to establish an out-of-band
connection with the device.

Baud Rate

Configurable field; displays the baud rate for accessing the
device via out-of-band management.

The default is 9600.
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Reset

This menu is not a management option; it is a title for the sub-menus
listed below it. This menu cannot be selected.

Reset

This menu allows you to reset the device or a selected group within the

device.

Table 4-7 and Table 4-8 describe each field in the Reset menu (for the
device or a selected group).

A Note: For instructions on using this menu, see “Resetting
a Group or Device” on page 3-16.

Table 4-7 Reset Menu (Device Level)

Field Description
Reset Agent Configurable field; resets the device.

[J noReset — does not reset the device.

[0  reset— resets the device and performs a download
and restart.

Restart Agent Configurable field; restarts the device.

[J noRestart — does not restart the device.

[J  restart — restarts the device. This initializes all the
counters, re-reads the EEPROM data structure, and
starts executing from the beginning of the code.

Table 4-8 Reset Menu (Group Level)
Field Description

Group Number

Read-only field; displays the number of the selected group to
be reset.

Action

Configurable field; resets the selected group’s board.
[0 noReset — does not reset the group’s board.

[  reset— resets the group’s board.
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Partition

This menu allows you to disable or enable a group or configure a port
for automatic partitioning.

Table 4-9 and Table 4-10 describe each field in the Partition menu (for a
selected group or a port).

A Important: The stack’s management module CANNOT
be disabled.

A Note: Forinstructions on using this menu, see “Disabling a
Group”on page 3-17 and “Partitioning a Port” on page 3-18.

Table 4-9 Partition Menu (Group Level)

Field Description

Slot Number Read-only field; displays the number of the selected group to
be partitioned.

Action Configurable field; indicates if the group’s board is partitioned
or enabled.

O  enable Group — enables the selected group.
O partition indefinitely — partitions the selected group.

The group remains partitioned until the enable
Group option is selected.

Table 4-10 Partition Menu (Port Level)

Field Description

Slot Number Read-only field; displays the number of the selected group to
be partitioned.

Port Number Read-only field; displays the number of the selected port to be
partitioned.

Action Configurable field; indicated is the port is partitioned or
enabled.

0 enable port — enables the selected port.

O partition indefinitely — partitions the selected port.
The port remains partitioned until the enable port
option is selected.
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Security

This menu allows you to enable security for the device, a group, or a
port.

The security feature allows you to restrict access to the device, to a
group, or to a port. Any node that is heard on the device/group/port,
which is not allowed on the device/group/port (i.e., not in the Auth
Node Table with the slotindex equal to this board or O for all boards)
causes the action specified in the Violation Action field.

Table 4-11, Table 4-12,and Table 4-13 describe each field in the Security
menu (for the device, a group, or a port, respectively).

A Note: For instructions on using this menu, see “Setting
Device, Group, and Port Security” on page 3-21.

Table 4-11 Security Menu (Device Level)

Field Description

Security Status Configurable field; determines the security status for the
device.

[0 concSecureOn — security for the device is on and
activated for every port.

O portCheckOn — security for a port is on.
[0  slotCheckon — security for a group is on.

[J concSecureoff — security is off for the device.

Sec Violation Action Configurable field; determines the action to occur if an unau-
thorized node violation occurs.

O  no action — no action occurs.
O sendtrap — sends a trap to the receiving trap station.
O  Partition — partitions the target port.

O sendTrapPartition — sends a trap and partitions the
target port.

Security Lock Configurable field; determines the ability to set security.

0 locked — agent refuses all requests to modify the
security configuration.

0 notlocked — requests to modify security configura-
tion will be handled in the usual manner.
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Field

Table 4-12 Security Menu (Group Level)

Description

Group Number

Read-only field; displays the number of the selected group.

Security Status

group.
0

O

Configurable field; determines the security status for the

on — any node that is heard on this group, which is

not allowed on this group, will cause the action spec-
ified in the Sec Violation Action field.

off — security is off for the group.

Sec Violation Action

0

U
0
0

Configurable field; determines the action to occur if an unau-
thorized node violation occurs on the group.

no action — no action occurs.
sendtrap — sends a trap to the receiving trap station.
partition — partitions the target port.

sendTrapPartition — sends a trap and partitions the
target port.

Field

Table 4-13 Security Menu (Port Level)

Description

Slot Number

Read-only field; displays the number of the selected group.

Port Number

Read-only field; displays the number of the selected port.

Security Status

0

0

Configurable field; determines the security status for the port.

on — any node that is heard on this port, which is not
allowed on this port, will cause the action specified in
the Sec Violation Action field.

off — security for the port is off.

Sec Violation Action

0

O OO

Configurable field; determines the action to occur if an unau-
thorized node violation occurs on the port.

no action — no action occurs.
sendtrap — sends a trap to the receiving trap station.
partition — partitions the target port.

sendTrapPartition — sends a trap and partitions the
target port.
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Trap Receiver

Trap Receiver

This menu allows you to determine the management stations that will
receive traps from the device.

Table 4-14 describes each field in the Trap Receiver menu.

A Note: For instructions on using this menu, see “Managing
Trap Receivers”on page 3-19.

Table 4-14 Trap Receiver Menu

Field Description
Index Read-only field; displays the number of the table entry.
Status Configurable field; displays the status of the trap receiving

station.
O valid— trap receiving station is active.

O  invalid — trap receiving station is inactive (deletes
the trap receiving station).

Trap Receiver Address

Configurable field; sets the IP address of the management sta-
tion that can receive traps.

To change or add an address, see “Managing Trap Receivers”
on page 3-19.

Community String

Configurable field; sets the write community string of the
receiving management station.
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Menus

Validate

This menu updates the Bay 28xx Personality Module with the latest
information from the IntraSpection Application Server database. This
menu only needs to be used when you want to ensure you are viewing
the latest information on the Bay 28xx device.
When this option is selected, you are returned to the IntraSpection map
page.

A Note: See“Updating the Device Page” on page 3-13 for

instructions on using this menu.
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Table

Statistics

This menu is not a management option; it is a title for the sub-menus
listed below it. This menu CANNOT be selected.

Table

This menu allows you to view real-time statistical information, in a table
format, on the device, a selected group, or a selected port.

Table 4-15 describes each field in the Table menu.

A Note: For instructions on using this menu, see “View-
ing Statistics” on page 3-24.

Table 4-15 Table Menu

Field Description

Sampling Interval Configurable field; allows you to set the amount of time (in
seconds) that the device/group/port is polled for information.

Reset Button; resets the counters to zero in the statistics table.
Object Read-only fields; displays the objects for which statistics are
gathered.

[0 Good Frames — the total number of good or read-
able frames (frames without error).

0 Multicast Frames — the total number of frames that
are simultaneously received and are directed to an
active non-broadcast group address. This does not
include frames received with a frame-too-long, runt,
FCS, or alignment error.

O

Broadcast Frames — the total number of frames that
are successfully received and are directed to the
broadcast group address.

Collisions — the total number of collisions.

Frames TooLong Errors — the number of frames that
were longer than 1,518 bytes.

Runts — the number of frames that were shorter
than 64 bytes.

Alignment Errors —the number of frames that were
an integral number of octets in length and did not
pass the FCS check.

O Fragments — the number of frames received that are

less than the minimum permitted frame size and
have a bad FCS or alignment error.

O O OO

[0  Fcs Errors — the number of frames that failed Cyclic
Redundancy Check (CRC).

[0 Late Collisions — the number of collisions that
occurred after the 64-byte collision window.
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Menus

Graph

This menu allows you to view real-time statistical information, in a graph
format, on the device, a selected group, or a selected port.

Table 4-16 describes each field in the Graph menu.

A Note: For instructions on using this menu, see “Viewing
Statistics” on page 3-24.

Table 4-16 Graph Menu

Field Description
Seconds Drop-down menu; specifies the amount of time (in seconds)
that the device/group/port is polled for information.
Statistics Read-only fields; specifies the object for which statistics are to

be gathered.

0
O

|

O 0O oOod

O

Good Frames — the total number of good or read-
able frames (frames without error).

Multicast Frames — the total number of frames that
are simultaneously received and are directed to an
active non-broadcast group address. This does not
include frames received with a frame-too-long, runt,
FCS, or alignment error.

Broadcast Frames — the total number of frames that
are successfully received and are directed to the
broadcast group address.

Collisions — the total number of collisions.

Frames TooLong Errors — the number of frames that
were longer than 1,518 bytes.

Runts — the number of frames that were shorter
than 64 bytes.

Alignment Errors —the number of frames that were
an integral number of octets in length and did not
pass the FCS check.

Fragments — the number of frames received that are
less than the minimum permitted frame size and
have a bad FCS or alignment error.

FCS Errors — the number of frames that failed Cyclic
Redundancy Check (CRC).

Late Collisions — the number of collisions that
occurred after the 64-byte collision window.

Average per second

Displays the average number of occurrences since opening or
resetting the screen.

Reset Statistics

Button; resets the counters to zero in the statistics graph.

Peak per second

Displays the largest number of occurrences since opening or
resetting the screen.
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Graph

Count-per-second dis- Displays the amount of counts per second displayed on the
play graph.
Note: To control the count-per-second display, use the scroll
bar on the right side of the graph (scroll up to increase the
count-per-second; scroll down to decrease it).
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Technical Support

Contacting Asanté Technical Support

To contact Asanté Technical Support:

Telephone (800) 622-7464
Fax (408) 432-6018
Fax-Back (800) 741-8607

(408) 954-8607
Internet Mail support@asante.com
World Wide Web http://www.asante.com
Bulletin Board Service (BBS) (408) 432-1416
ARA BBS (guest log in) (408) 894-0765
AppleLink mail/BBS ASANTE
FTP Archive ftp.asante.com

Technical Support Hours
6:00 a.m.to 5:00 p.m. Pacific Standard Time USA, Monday - Friday.
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