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Preface

About This Manual

This manual describes operations and options that are unighe ®age DNA Data Management
module. This specifically treats the operations performed fwathin the Import, Export and
Management menus. In the Management menu the unique optiordeitickiEnrich Users DB and
Enrich Resources DB options. All other operations that cgreldermed from within the Sage DNA
Data Management module are common to the Sage DNA module and aifeedieiscthe Sage DNA
manual.

Chapter 1 provides an overview of the Sage items treated inattgamn

Chapter 2 provides details of how you can set up and manageASegses Permissions for an
organizations individual users and user groups.

Chapter 3 Covers details on how business and line managetseusellection of Workforms to
review and certify change requests, privileges and policies asdsigmedmbers of their teams and
organizational units.

Who Should Use This Manual

This manual is intended for Role Engineers who are resperisibihe installation of Sage software,
downloading and uploading of users and resources databasedjsavery and audit operations.
Role Engineers are typically well-trained professionals whoaamndi&r with the target organization.
This manual assumes that the Role Engineer has had professagmalb on a Sage system and is
familiar with the Sage documentation that accompanied the Sagéaiimtgbackage.

Familiarity with the Microsoft operating system and applicaiand relevant peripheral and remote
equipment is also assumed.

Document Conventions

To facilitate working with this user manual, Eurekify has aedphe following symbols in the body
of the manual to focus on issues of special importance. Thesheatd pay careful attention to
sections that contain the following conventions:

[
1 Important information. Read carefully.
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Recommended activity.

Contact Information

Should there be any questions regarding Eurekify produt#ase either contact us directly or
contact our local distributors.

Headquarters:
Eurekify, Ltd.
8 Hasadna Street

Raanana 43651, Israel

Telephone:+972-9-746-7346
Facsimile: +972-9-746-7347

Email: info@eurekify.com

Web:www.eurekify.com
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1 - Introduction

This manual provides a review and instruction of how to thee Administration and Business
Collaboration modules that are available from the Sage Portal.

The Sage Administration module provides you with an easyséoenvironment for setting up and
managing Sage access permissions for an organizations indivgfwaland user groups.

The Sage Business Collaboration module contains a collectidfodéforms that business and line
managers use to review and certify change requests, privilegeslamespassigned to members of
their teams and organizational units. The Business Collaboratiodule provides an easily
accessible environment for managerial and IT personnel to sharen&ramation and to ensure they
meet organization based and government driven compliance regulations

Version 3.2
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2 Administration

The Sage Administration module provides you with an easyséoenvironment for setting up and
managing Sage access permissions for an organizations indivsgualand user groups.

2.1 Installing Administration and Business
Collaboration Modules

You install the Administration and Business Collaboratiwmdules as part of the Sage Portal.
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Eurekify Sage

To install the Sage Portal:

1. From the Installation CD find and ruurekifySageERM-Portal Server-V32.msi to run
the Sage Portal installation wizard.. The Splash Screen appdeksNédt to advance
to the next step.

15

Sage Portal
Version 3.2

The Enterprise Role Management Company

Cancel | ¢ Back | H

2. The Sage PortAMelcome screen appears. Cliddext to advance to the next step.

Welcome to the Eurekify Sage Portal V3.2 Setup
Wizard

The installer will guide you thraugh the steps required ta inztall Eurekify S age Portal 43,2 on your
camputer.

‘wARMIMG: Thiz computer program is protected by copyright law and international treaties.
Unauthorized duplication or distribution of this program, or any portion of it map result in severe civi
or criminal penalties, and will be prozecuted to the masimum extent possible under the: law.

Cancel < Back
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3. ThelLicense Agreement appears. Read the agreement carefully and thelchgkee to
confirm you have read the agreement. Chlekt to advance to the next step.

_(cix

License Agreement

Pleaze take a moment ta read the licenze agreement now. |f wou accept the terms below, click
Agree’’, then "Mext". Othenmize click "Cancel’.

SOFINARE LICENSE AGR

({Clickwrap versi

{PRODUCT) , ¥you agree to the following:

copyright and other
< v|
marketinn riohts in

| Do Mot Agree = | bgree

4. TheGeneral Settings step appears.

General Settings

Pleaze enter the fallowing details

Sage Databaze Mame (leave blank to skip DB setup]:
fscb

SOL Server Mame [leave blank for default - local):

Mewss Bar URL:
Ihttp:.-’.-’www.eurekify.coma’inde:-c.marquee.asp?_l,l=1 A3

Active Directory Server [leave blank if not uged]:

Cancel | < Back

5. If you are connecting to a specific SQL Server Machine then emteadtiress for the
SQL Server in the SQL Server Name field. Otherwise leave thechiafuy.

6. If you are connecting to an Active Directory Server then entemdhee of the server in
the Active Directory Server field. Otherwise leave the field empty.
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7. Click Next to advance to thigentification Method step.

Identification Method

How would you like SagePartal ko connect ta ather servers?

(¢ |se Impersonation

" Use the S5PMET / Network Service Account

Cancel | < Back |

8. ChooseUse Impersonation if you want SagePortal to use the logged in user when
connecting to th&QL Server, Reports Server andAD Server.

9. Choose theUse the ASPNET/Network Service Account option if you want the IIS
account (ASPNET or Network Service Account) to be used inskeadther case, the
respective account should have the proper privileges on servers.

10.Click Next to advance to th&elect Installation Address step.

Select Installation Address

The inztaller will install Eurekify Sage Portal 3.2 to the following vitual directon.

Toinztall to thiz vitkual directony, click "Mext". Toinzstall to a different virtual directon; enter it below.

Wirtual directory:

lSageF‘ortaI Disk Cast... |

Port:

a

Cancel | < Back | et I

11.In the Virtual directory text field enter the name of the web site used for Sage Portal
(e.g. http://localhost/SagePortal ).

Page 6 Version 3.2
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12.Click Next and theConfirm Installation step appears.

Confirm Installation

The installer iz ready ta install Eurekify 5 age Paortal 3.2 on pour computer.

Click "Mest" ta start the installation.

Cancel | < Back

13.Click Next to install the Portal using the selected parameters. The psdzaesppears

while the installation is taking place.

Installing Eurekify Sage Portal V3.2

Eurekify Sage Portal W3 2 is being installed.

Please wai...

Cancel I < Back [ et

Version 3.2
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14.The Sage Portal Information step appears.
Eurekify Sage Portal ¥3.2 Information

IMPORTANT!

You must disable Anonvmous Access in IIS prior to using Eurekify
Sage Portal.

To do that, go to Control Panel, then Administrative Tools, then Internet
Information Services.

Under Default Web Site' right-click SagePortal and choose Properties'.
Then choose the Directory Security tab, edit Anonvmous Access and remove
the check from the top check box. Make sure the check box next to
Integrated Windows Authentication is checked.

Click Apply.

Cancel | ¢ Back |

15.Read the notice and comply with any procedures as required.
16.Click Next, thelnstallation Complete step appears.

Installation Complete

Eurekify Sage Portal 3.2 has been successtully inztalled,

Chick "Cloze" to exit.

Fleaze uzewindows Update to check for any critical updates tothe MET Frameworl.

Eancel | £ Bachk | Close I

17.Click Closg, to exit the installation wizard.
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2.2 Accessing the Administration Module

You access the Administration module from the Sage Portabuabrowser

To access the Administration module:

18.Run your browser.

19.In the Address text field typehttp://localhost/sageportahd type Enter on the keyboard.
The Sage Portal Home Page opens. The page displays icons andbanenior
connecting to various work modules.

L)
e U I' e I fy The Enterprise Role Management Company

Reports Business Collaboration Time Role Management interface for
IEM Tivell Identity Manager

Jan 9, 2006.
Eurekify Reports Record Growth for

Administration

Figure 1 Sage Portal Home Page

Portal and database information is displayed directly above #wves Mind Events area. The
information includes:

e  Sage Portal version number
e Current User connect to the portal

*  The name of the database to which the portal is connected

Version 3.2 Page 9



Eurekify Sage

20.Click the Administration icon. The Sage Administration module opens and displays
links to each of the Administration subunits:

¢ Manage Connections

¢ Mange Eurekify Portal Permissions
*« Manage Member Lists

¢ Managing Campaigns

*  Set Workform Defaults

¢ Self Service Settings

«  Manage Mail Server

® ‘\‘ \ a"ad
euvre Ify The Enterprise Role Management Company n BTl g

&y i e,

Home / Administration

Manage Member Lists Manage Connections

Manage Eurekify Portal Permissions Manage Mail Server

Manage Campaigns

Set Workform Defaults

Self Service Settings

Figure 2 Sage Administration Window
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2.3 Managing Connections

After installing Sage ERM and its components on your systeenof the first things you need to do
is define the connection details between Sage ERM and the SQL 8edvBratabase. You do this
from the Manage Connections window.

To access the Manage Connections window:

1. From theSage Portal home page click thé&dministration icon. The Administration
module opens.

2. From the Administration module click theManage Connection link. The Manage
Connections window opens.

Home / Administration / Manage Connections

Manage Connections User: EUREKIFYGREG\Grag

SQL Server EUREKIFY-Lab

Reporting Server Name localhost/reportservefsagereports
News & Events page urt |
Test Connection

Figure 3 Sage Connection Administration Window

To set the Connection Parameters:

1. In the SQL Server text field type the name of the server machine that functioftizeas
SQL Server.

2. In the Database text field type the name of the database that will house the daage
that you generate and save.

3. In the Reporting Serve Name text field type the name of the server and path to the
location of the Microsoft Reporting Services.

4. Click the Test Connection button to verify that a connection between the Sage ERM,
SQL Server and Database is established. When a connection isbsthtite Eurekify
Sage Database number and Version release number are displayed.

If a connection was not established check:
e The accuracy of the details that you entered.

e That theAnonymous Access parameter for IIS is disabled.

5. Click OK to save the connection details, exit fdanage Connection window and
return to the Sage Administration module.
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Eurekify Sage

2.3.1 News and Events URL Pane

The Sage Portal home page contains a pane designed to display yomywarand announcements.
By default the pane displays Eurekify announcements. The casteasily modified by setting the
address for the URL that contains information that you wadisplay.

To customize the contents of the News and Events URL Pane;:

1. From the Administration module click theManage Connection link. The Manage
Connections window opens.

Home / Administration / Manage Connections

Manage Connections User: EUREKIFYGREG\Grag

SQL Server EUREKIFY-Lab

Reporting Server Name Incalhost/reportsenvefsagereports
News & Events page R NN
Test Connection

Figure 4 Sage Connection Administration Window
2. In the News & Events Page URL text field enter the URL address for the page
containing your company’s news and events ticker.
3. Click the Test Connection button to verify that you are comruect

4. Click theOK button to exit the window and return to the Sage Admatish module.
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2.4 Managing Eurekify Portal Permissions

Different members of your organization will be involved dfedent levels in the Role engineering
and certification process. Their level of involvement in thegss is reflected in their varying needs
to view and manipulate data that is available from within the &M Portal. Sage ERM provides
you with the capability to set and manage user access permigsioagious data in the Sage ERM
portal, based on individual users and members of specifisialiig or workgroups in your

organization. In this way you can set Sage Permissions to rtiectype of operations that any
individual performs, and match the type of data that theymequorder to perform such operations.

TheManage Eurekify Portal Permissions window provides you access to either:

 Manage Individual Permissions
 Manage Multiple- User Permissions

« Manage Business Managers Permissions.

All permissions pages are arranged in a similar manner. The sppi@on of the window contains
fields for selecting the members of your organization to withiehaccess permissions apply. This is
called the Selection area. The fields that appear in the selection ayescearding to whether the
access permissions are being set for individuals, multigesusr business managers.

The lower section of the window contains fields for assigrtime type of information to make
available for viewing and for use by the members of your aegtan. This lower section of the
window is called the Operation area.

Home / Administration / Manage Eurekify Portal Permissions

Manage Eurekify Portal Permissions

~Day-to-Day (Manual) Selection Area

Campaign

Set Global Filters

o 8

- W Portal Root
+ Wl workforms
I T— Operation Area
-+ Ml Entity Browser
+ Bl Administration
Ml Eurekify Sage Discovery and Audit
Ml Eurekify Sage Data Manager

o« €

Figure 5 Manage Eurekify Portal Permissions Window
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2.4.1

2411

Manage Individual Permissions

You use the Sage permissions for individual users to allecatess permission to either individual
members of your organization or a recognized group withim poganization. When providing
access to a group then each member of the group receives an idehti¢geymissions. Sometimes
you may want to provide permissions to individuals wheehalready been treated as part of a group.
In such cases the individual receives the set of all permisgianted as an individual in addition to
those granted as part of the group.

Bootstrapping Sage Permissions

Bootstrapping the system is performed by a system adrainiston entering th&lanage Eurekify
Portal Permissions window for the very first time. This is a one-time onjyeration that is performed
when selecting a User Name and setting Access Permissions fostthiene. By bootstrapping the
Eurekify Portal Permissions initial system access is genemtdioef administrator. The administrator
can then add users and set permissions for those users.

To Bootstrap Sage Permissions:

1. From theAdministration module click theManage Eurekify Portal Permissions link. The
Manage Eurekify Portal Permissions window opens and displays the Selection Area
options.

The Campaign field is automatically populated with ttigay to Day (Manual) option. The
Set Permissions For field is blank.

Home / Administration / Manage Eurekify Portal Permissions
Manage Eurekify Portal Permissions

Campaign —-Day-to-Day (Manual) -

Set Global Filters

o B
o

Page 14
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2. Click the Select User button next to th&et Permissions For field. TheSdlect User window
opens.

ﬂi Select User - Windows Internet Explorer i ] 55

SEIECt User Campaign: Manual

® Existing Users

® Member Lists

® Member List Members

®Free Text

3. Select theExisting Users option. The adjacent drop down list is automatically popdlat
with your system login details. This takes the form ef<Domain Name>\<User Name>.
For example Eurekify-LAB\Admin.

4. Select the administrators’ User name from the drop down list.
5. Click OK. TheUser Name now appears in thget Permissions For field.

Home / Administration / Manage Eurekify Portal Permissions
Manage Eurekify Portal Permissions

Campaign -Day-to-Day (Manual) -

Set Permissions For  [ENNERICISEIECy

Set Global Filters

o €
o €

* Showing Direct Permissions only

6. Click the Get Permissions button. A list of initial permissions is displayedtie Operation
Area.
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7. Click the + symbol next to the permissions tree to expaadrée structure and reveal
the Administration group. Select th@®ermissions Management check box if it is not
already selected. This is the only Permission that is grafdleather access permission
check boxes should be cleared.

Home / Administration / Manage Eurekify Portal Permissions
Manage Eurekify Portal Permissions

Campaign -Day-to-Day (Manual) --

Set Global Filters
aopty R pack

- M Portal Root
+ [l workforms
+ M Reports
+ [ Entity Browser
- @ Administration

[ Permissions Management

M Connection Details

W Workforms General Settings
M Eurekify Sage Discovery and Audit
Ml Eurekify Sage Data Manager

8. Click the Apply button to add Permissions to tbieer.
9. Click theBack button to return to th®lanage Eurekify Portal Permissions window.

2.4.1.2 Setting Access Permissions

To Set Access Permissions for Individuals:

1. From theAdministration module click theManage Eurekify Portal Permissions link.
TheManage Eurekify Portal Permissions window opens.

2. Click the Sdect button next to theSet Permissions For edit field. TheSelect User
window opens.

3. Select either th&xisting Users or theMember List Members option.

4. Select a member of your organization from the User drop dstvard then click the
OK button. You are returned to the Manage Eurekify Portal Bsions page.

5. Click the Get Permissions button. The most recently saved set of permissions for the
selected user are displayed in the Operation Area. For a new eiparihissions check
boxes are all cleared.

Page 16
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Manage Eurekify Portal Permissions

-Day-to-Day (Manual) -

Campaign

Set Permissions For  [ERENE R
Set Global Filters

- W Portal Root
-+ [l workforms
-+ Ml Reports
+ M Entity Browser
-+ Ml Administration
M Eurekify Sage Discovery and Audit
B Eurekify Sage Data Manager

o« €9

6. Click the + symbol next to the permissions tree items tamche tree structure and
reveal the Permissions Categories and items.

7. Select the check boxes next to the Sage entities for which thesbi@eld receive
access permission.

o ©

- [ Portal Root
- E workforms
+ M@ User Certification/Attestation
+ M@ Role Certification/Attestation
@ Role Definitions

+ M@ Privileges Request - Roles

+ E Privileges Request - Resources

+ M Resource Certification/Attestation

8. Click the Apply button to save the selections in the database.

Version 3.2 Page 17



Eurekify Sage

2.4.2 Working with the Access Permissions Tree

The Access Permissions tree appears in the operation area of theeMauneakify Portal
Permissions window and is used to assign the set of AcaassisBions available to the users
selected in the Selection Area of the window. This section deschibw to manipulate and work
with the Access Permissions tree.

The Access Permissions tree is a hierarchically arranged tree tregemgrthe Sage ERM entities
and sub entities. Each entity throughout the tree is accomplayiadcheck box which is used to
indicate whether permission to access that level of Sage ERMritedror not. A selected check box
indicates that permission to access that Sage ERM entity iedrakitcleared check box indicates
that permission to access that Sage ERM entity is refused.

Manage Eurekify Portal Permissions

Campaign —-Day-to-Day (Manual) -

Set Permissions For  [EIER e oD
Set Global Filters
=

- W Portal Root
- [ workforms
+ E User Certification/Attestation
+ Ml Role Certification/Attestation
B Role Definitions
+ @ Privileges Request - Roles
+ [d Privileges Request - Resources
+ M@ Resource Certification/Attestation
+.Reports
+ M Entity Browser
-+ [l Administration
Ml Eurekify Sage Discovery and Audit
Ml Eurekify Sage Data Manager

Figure 6 Sage ERM Permission Access Tree

Figure 6 illustrates this showing that permission to aca#ssorkforms is granted except for the
Role Certification/Attestation and Role Definitions workferm

Selecting a specific level in the Access Permissions tree that ronsaibordinate levels
automatically selects all subordinate levels. So as in Figunge@nission to access the User
Certification/Attestation Work form and all its subordinateities is granted.
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2.4.2.1 Using the Access Permissions Filter

You can filter the access permissions so that within a givéty enty specific data that matches the
filter settings is available for use by the selected users.

To use an Access Permission Filter

1. Successively navigate to deeper levels within the Access Permissgenantil you
reach a level that displays a check box for a filter.

2. Set the filter by entering the name of the Category and the V@lube category to
which you want to provide access. For examplserName and Alex Patrick
respectively.

3. Click the Add button to submit and save the filter detailshie database. The filter
parameters are saved in the system but they are not displayedeiR&rmissions Tree
is updated.

Manage Eurekify Portal Permissions

Campaign --Day-to-Day (Manual) --

Set Permissions For (IR PNEINEE
Set Global Filters

o

- M Portal Root
- @ workforms
- Euser Certification/Attestation
+ @ Roles
+ @ Resources
+ [ Related Roles

+ @ Related Resources
CE:nter the d [ user alerts
ategory an
Value to be - Writer Category PR - [T (e
used by the M EXTRA --->UserName - Alex Patrick
filter + [ Role Certification/Attestation

™ Role Definitions

4. Click Get Permissions to update the screen and navigate to the level that for which you
set the filter. The filter Category and Value are now listedragxtra filter in the
Permissions Tree.
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2.4.2.2 Global Filters

Global filters are a means of providing access to data for aity #rat matches the filter settings
throughout the entire access permissions tree. This reduceseth¢onrepetitively set the same filter
for multiple entities throughout the access permissions tree.

Global Filters Administration e VAT
User: DOMAIN\Bean_Frank

@ User Filters  ‘# Role Filters #¥ Resource Filters

Remaove

Configuration [SRRNECE= M
(Sl OrganizationType hd

Enforce Global Filters Done

Figure 7 Global Filters Administration Window

The window into left and right regions: the left region teams the selection fields for defining the
filter; the right region lists the global filters.

To Set Global Filters:

1. From theAdministration module click theManage Eurekify Portal Permissions link.
TheManage Eurekify Portal Permissions window opens.

2. Select a Campaign from the Campaign drop down list.

3. Click the Sdlect button next to theset Permissions For edit field. TheSalect User
window opens.

4. Select a User and click OK. You have set the campaign and selectexthe assign
global filters to.

5. Click the SeGlobal Filters link that is next to th&et Permissions button. TheGlobal
Filters Administration window opens. Figure 7 shows how the Global Filters
Administration window appears after several Global Filters adedtb the Filter List.
Table 1 Global Filter Parameters and Descriptions.

Select the Entity Filter type from the Filter Entity opson

Select the Configuration from the Configuration drop ddistn

Select the Category and Value parameters from their respectiveavoists.
Click the Add Filter button to move the filter componeotshe Global Filter list.

© © N o
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Table 1 Global Filter Parameters and Descriptions

Parameter Description

Filter Entity Sets the Entity type, User, Role, or Resource, on which the
selected filters operate.

Configuration Select the Configuration for which you want to set global filters.

Category Select a Category to include it in the filter. Choose the All
Values (*) item from the drop down list to provide access to all
the categories in the configuration.

Value Select a Value from the Value drop down list to include the
value in the filter.
If All Values (*) is selected from the Category list box, then All
Values(*) is automatically selected for the Value list box.

Add Filter Click the Add Filter button to list the selected Category/Value
filter pair to the Filter list.

New Value New Values represent items that do not currently appear in the

configuration but that you want to be used as filters as soon as
they are added to the configuration.

Enter the Name of an item that you want to include as a part of
a filter.

Add to Categories

Adds the New Value as an entry in the Category drop down list.

Add to Values

Adds the New Value as an entry in the Value drop down list.

Enforce Global Filters

Imposes the listed Global filters on the workforms wherever
they are relevant and at the same time override all existing
Extra filters.

Done Imposes the listed Global filters on the workforms wherever
they are relevant without affecting the status of any Extra filters
that exist.
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2.4.3 Manage Multiple User Permissions

You can assign Access Permissions to a group of users that decessarily belong to a recognized
division or group within your organization. This mayleef itself by selecting members of your
organization that have similar positions but that are locatdajiointed business divisions.

You will need to create a permissions file that lists the usene for each member of the
organization that you will include in the multiple user yroand then use the file to create a
Members List.

To assign access permissions to multiple-users

1. From theAdministration module click theManage Eurekify Portal Permissions link.
TheManage Eurekify Portal Permissions window opens.

2. Click Sdect next tothe Set Permissions For edit field. TheSelect User window opens.

3. Select theMember Lists option and then select a member list from the Member List
drop down list. ClickOK and you return to thManage Eurekify Portal Permissions
window. The Member List name now appears inStdPermissions For edit field.

4. Click theGet Permissions button to open the Access Permissions tree.

5. Set permissions and save the permissions as described wankihgaccess
permissions. See secti@m.2, Working with the Access Permissions Tree.
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2.5 Manage Member Lists

You use the Manage Member Lists window to:

. Create member lists
e Add members to a list
«  Map attributes to list fields.

Member lists contain lists of Users and user associated &gibvou can use Member lists as the
input for Campaigns and for setting Portal Permissionu ¥peate member lists by importing

Member Files that are formatted as CSV text files and that cousain attributes. The attributes

commonly included in the member files include: Login, NameaiEr€@ategory and Category Value.

When opening a Member File Sage ERM refers to the first row lesader row and identifies the

values in the first row as parameters for list mapping.

Home / Administration / Manage Member Lists

Manage Member Lists

New st |

(NS VEYO Rl Documentation List (FilterUsers) - List Type [EIEIES = m

Add members to this list...

members Fic | I -7

Choose list mappings...
Loon |G| -
Email

category | - I

o

Figure 8 Manage Member Lists window

To create and map member lists:

1. From theAdministration module clickManage Member Lists. The Manage Member
Lists window opens.

2. Enter the name of the List in the New List text field.
3. Select a Filter option from the List Type drop down list.

4. Click the Add button next to the List Type drop down liche name is displayed in the
List Name text field.

Version 3.2 Page 23



Eurekify Sage

To add Users to a Members List and select the List Mapping

1. Select a List from theist Name drop down list.

Home / Administration / Manage Member Lists

Manage Member Lists

New List
IRV ETN TN Test List (FilterUsers) 2 :
) Uit Type «»

Add members to this list...

Members File C:\Documents and Settings\Greg\My Documents\Sample UsersDB.txt

Choose list mappings...

Logn [ERE G| Neme

Email b <

Category |[[sIvREWTS M| Value [EIS

2. Click the Browse button next to thévVlembers File text field to locate and select the
CSV formatted file that contains the Member list data.

3. Click theOpen button next to thdembers File text field. The Member File’s path and
file now appear in thdlembers File text field and the.ist Mapping fields display the
first value taken from the Members File.

4. Each List Mapping drop down list contains the Header namesaidn column in the
Member File. For eachist Mapping field select the column that contains the data that
you want to associate with thegin, Name, Email, Category andValue attributes.

5. Click the Load button and Sage ERM reads and records the mapped data from the
Members File. When Sage finishes loading the mapped data, theenofrows that
were successfully read and those that failed to be read is lestetbrthe Load button.

6. Click theBack button to return to thAdministration window.

2.5.1.1 Adding Users to the User List

You can add either an individual user or a group of usdteettJser list. The format for entering the
User and Group names is as follows.

Entry Type Format
User <Domain Name>\<User Name>
Group <Domain Name>\<Active Directory Group Name>
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To Add Users or Groups to the User List

1. From theAdministration module click theManage Sage Permissions link. The Sage
Permissions window opens.

2. Click the Manage Individual Permissions link. The Manage Individual Permissions
window opens and displays the Selection Area options.

Eurekify Sage Portal Privileges Management

o
D a2

3. Type theUser or Group Name in the Add text field. When entering a Group Name
select theGroup check box.

4. Click the Add button. The User Name is added toltrser drop down list.
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2.6 Managing Campaigns

Campaigns allow you to include a group of the organizatios&s in the business collaboration
process that provides department managers and business line mavilgéne capability to certify
and approve the access privileges for their employees.

This includes:

Defining the participating users

Defining the participant’s access rights to specific businesaboohtion processes
from within the Sage Portal.

Notifying the participating users via emalil

Allowing participants to individually request changes and eypithe access rights
of the employees functioning in their business units.

Allowing individuals to request changes to access rights.

Tracking the progress of participating users in their resmectBusiness
Collaboration process.

Sending automated reminders to managers and individuals paitigign their
respective Business Collaboration process.

Retrieve user requests that were made and implement such requests.

2.6.1 Working with Campaigns

To access and set campaign parameters:

1. From the Administration module click theManage Campaigns link. The Manage

Campaigns window opens and displays a series of links to performifspeampaign
operations. These include:

Adding a New Campaign
Changing Campaign Definitions
Remove Existing Campaigns

Start Campaigns

Stop Campaigns

Review Campaign Progress Status
Send Campaign Emails
Administrative Delegation

Manage Email Templates
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2. Select a link that matches the operation that you want to perfohe appropriate
Campaign page opens.

3. Make selections in the Selection Area to define the Campaign and $edect
appropriate Permissions file.

4. Click the + symbol next to the permissions tree items tamdphe tree structure and
reveal the Permissions Categories and items.

5. Select the check boxes next to the Sage entities for which the &hsmrkl receive
access permission.

6. Click the OK button to save the selections in the database.

7. Click theBack button to return to th8age Permissions window.

2.6.1.1 Campaign Parameters

When you create or modify campaigns you must set or alter pamsnikat define the campaign.
Table 2 lists the parameters used to define a campaign and prawdssription of each parameter.

Table 2 Campaign Parameters

Parameter Description

Campaign The campaign name.

Status A campaign can have one of 3 statuses that each indicates the
activity level of the campaign. These are:

New Recently created and not yet started.

Active The campaign is started and in process. A
campaign is active when it is started manually or
reaches the pre-set start date.

Stopped The campaign was either manually stopped or
exceeded the pre-set expiration date. The
campaign is not active.

Owner The name of the user that created the campaign.

Create Date

The date on which the campaign was created.

Start Date

The date from which users with access rights to the campaign
can participate in or interact with the campaign.

Expiration Date

The date on which users with access rights to the campaign
can no longer participate in or interact with the campaign.

Type

Indicates the type of workform that the campaign is based on.

Member List

A CSV list that includes the group of users that have rights to
participate in the campaign.

Configuration

The name of the configuration containing the Sage ERM
entities on which the campaign is performed.

AuditCard The name of the Sage ERM AuditCard used in the campaign.
Use an AuditCard in a campaign to restrict the access rights to
those that are identified by the AuditCard as being problematic.
Category Indicates that category in the configuration that forms that
subject of the campaign.
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2.6.1.2 Adding a New Campaign

To add a new campaign:

1.

From the Administration module click theManage Campaigns link. The Manage
Campaigns window opens.

In theCampaign edit field enter the name of the new campaign.

3. The parameter for th&atus drop down list is automatically set haw.

The current user is listed as the campdymer and theCreate Date and Time are
listed below thetatus edit field.

Enter the date for the campaign to begin in $fwt Date edit field. By default the
Creation date is listed as the Start Date. To change the Startchicktethe Set link
next to the edit field to open a calendar and select a new start date.

Enter the date on which you want to end the campaign iBXpieation date edit field.
By default the expiration date is automatically set to sevenldeysthan the campaign
creation date. To change the Expiration date, click the Set linkméle edit field to
open a calendar and select a new date.

7. From theType drop down list select the work form type for the campaign.

9.

From theMember List drop down list select thmember List to be included in the
campaign. You can set parameters to define the contents of alcAn&erated member
list. To do so click thé&ettings for Auto Generated Lists located under thlember List
drop down list.

Select &Configuration for the campaign from th@onfiguration drop down list.

10.Select arAuditCard for the campaign from th&uditCard drop down list. To disregard

the use of AuditCards in the campaign, chooseNbee item from the list. If you
choose an AuditCard then tRdter by AuditCard check box is displayed.

11.Select theFilter by AuditCard check box to limit the review to only those access rights

identified as problematic in the selected AuditCard.

12.From theCategory drop down list select the configuration category to be thgstiof

the campaign.

13.Click the OK button. If a campaign parameter is missing a warning isagisg next to

the field that needs to be treated. Supply the missing iatiwmand then clicloK. On
successfully adding a campaign a notice is displayed and you haveption of
allowing campaign members to view requests from previous cangpaig

14.Click the OK button to complete the process and return tGémepaigns window.
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2.6.1.3 Changing Campaign Definitions
Prior to activating and starting a campaign you can change aenafnparameters. These include;

e Campaign Status
»  Description

»  Start Date

*  Stop Date

This gives some flexibility when scheduling and implementiregcampaign.

To change Campaign Definitions:

1. From theAdministration module click theMlanage Campaigns link.

2. In the Campaigns window click theChange Campaign Definitions link. The Change
Campaign Definitions window opens.

3. Modify the Status, Description, Start date and Stop date paremast required.

4. Click OK. The changes are saved and you can cancel out of the windowrioteethe
Campaigns window.

2.6.1.4 Remove Existing Campaigns
When a campaign is either over or is of no further use youeraove it from the database.

To remove and existing campaign:

1. From theAdministration module click theMlanage Campaigns link.

2. In the Campaigns window click the Remove Existing Campaign link. The Remove
Existing Campaign window opens.

3. From theCampaign drop down list select the campaign to remove.

4. Select theRemove Associated Member List check box to remove the campaign’'s
member list along with the campaign. Clear the check box to anaitite member list
for later use.

5. Select the Remove Associated Certification Requests check box to remove the
campaign’s certification requests along with the campaign. Cleachkck box to
maintain the certification requests for later use.

6. Click OK to confirm the changes. A confirmation message is displayedrify that
you intend to remove the campaign. Clids to remove the campaign N to discard
your changes.
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2.6.1.5 Start a Campaign

You can use th&art Campaign link either to redefine a campaign's Start and Expiration dates
better suit your work schedule, or to restart a campaign &fteas manually stopped. You start a
campaign by resetting tt&art Date in theStart Campaign window.

Home / Administration / Campaigns / Start Campaign

Start Campaign

Campaign

Start Date BN EMEE
SO GO N VGG (5 Sep 2007, 14:01:41

B Go To Emails After Starting

Figure 9 Start Campaign Window

To Start a Campaign:

1. From theAdministration module click thevianage Campaigns link.

2. In the Campaigns window click theStart Campaign link. The Start Campaign window
opens.

3. Select the campaign you want to start fromG@aapaign drop down list.

4. The Start Date is automatically set to the current date and tiliok.tke Set link next
to the Start Date field to select a new start date for the campaign.

5. Click the Set link next to the Expiration Date field to select a new expiration ttat
the campaign.

6. Select the5o To Emails After Starting check box to display thgend Campaign Emails
window immediately after starting the campaign. Otherwise leagectieck box
cleared.

7. Click OK to confirm the changes. If th@o To Emails After Starting check box is
selected then th&end Campaign Emails window is displayed as in Figure 10.
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Home / Administration / Campaigns / Send Campaign Emails

Send Campaign Emails

Campain
Message Template Sending message to all (8) campaign members.
Subjct
Dear %%MNAMEY:%:

Our company IT security and compliance policies require that you certify
periodically the privileges of the people that report to you.

According to our records, in the "%%CAMPAIGN%%" campaign,
you are responsible for %%CATEGORY %% = %%VALUE%:%.
s sent to you by mistake, or you are not
%%ACCOUNT %% ), please reply and notify the Sage Administrator

il

Cancel

Figure 10 Send Campaign Emails window

2.6.1.6 Stop a Campaign

You can use the Stop Campaign link to immediately stop a campaitp redefine a campaigns
Expiration dates to better suit your work schedule. Yop ateampaign by resetting the Expiration
Date in the Stop Campaign window.

Home / Administration / Campaigns / Stop Campaign

Stop Campaign

Campaign -

Expiration Date R IIREFIRE Set

W Go To Emails After Stopping

Figure 11 Stop Campaigns window
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To stop a campaign:

1. From theAdministration module click thevianage Campaigns link.

2. In the Campaigns window click theStop Campaign link. The Sop Campaign window
opens.

3. Select the campaign you want to stop from@aenpaign drop down list.

4. The Expiration Date is automatically set to the current dateirsed Click the Set link
to open a calendar and select a different expiration date if needed.

5. Select the Go To Emails After Stopping check box to dispgiaySend Campaign
Emails window immediately after stopping the campaign. Otherwise ldaveheck
box cleared.

6. Click OK to confirm the changes. If th8o To Emails After Starting check box is
selected then th&end Campaign Emails window is displayed as in Figure 10.

2.6.1.7 Review Campaign Progress Status

At any point during a campaign you can view the campaign séatlishe progress of participating
members in the campaign. This information can be viewed iRa¥iew Campaign Progress Satus
window.

Review Campaign Progress Status

Campaign g B| Active

Members Status

Last F Worked Out Of which %

All Name q gory Value Deadline M=% = Completed 5 - =% =
All Name Target Category Value 95~ Deadline 8 of  Completed FEVVER 8 pleted
P szcier UserCert ManagerlD 54672910 05/09/2007 O 190 0 0%
I gfftde”‘a” UserCert ManagerID 88311130 05/09/2007 O 0 0 0

Herman = AG4E4 =/00/2007 o
o LEen UserCert ManagerlD 64646410 05/09/2007 O 8 0 0 0%
[ Katz Nancy UserCert ManagerID 87373330 05/09/2007 0 4 0 0 0%
¥ Levilay UserCert ManagerID 82922230 05/09/2007 0 7 0 o} 0%
¥ Purple Mary UserCert ManagerID 67762440 05/09/2007 0 10 0 0 0%
I g;’;;?a’ts UserCert ManagerID 67565330 05/09/2007 O 5 0 0 0%

Allen = SR
I =h UserCert ManagerID 99883135 05/09/2007 0 2 0 0 [0}

=herman

Mark members who completed less than m percent m

Send Emails to Selected Members m

Figure 12 Review Campaign Progress Status window

To review a campaigns progress:

1. From theAdministration module click thevianage Campaigns link.

2. In the Campaigns window click the Review Campaign Progress Status link. The
Review Campaign Progress Status window opens.

3. Select a campaign from th€@ampaign drop down list. The status of the selected
campaign is displayed to the right of the drop down Tike Members Status table is
updated to reflect the members list that belongs to the selemtgghign and indicates
the degree to which each member of the campaign has completed ttkeir wo
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4. Enter a numeric value in thidark members who completed less than edit field and
click Apply. The check box in thall column is selected for any member that meets the
set criteria.

5. Click the Send button to send email notifications to each of the selected campaig
members.

6. Click OK to exit and return to the Campaigns window.

2.6.1.8 Administrative Delegation

You can delegate administrative responsibility from one mewfeicampaign to any member in the
campaign member list.

To delegate administrative responsibility:

1. From theAdministration module click theMlanage Campaigns link.

2. In theCampaigns window click theAdministrative Delegation link. The Administrative
Delegation window opens.

3. From theCampaign drop down list select a campaign. Tember Satus table for the
selected campaign appears.

Administrative Delegation

Campaign fe@2_————— J| Active

Members Status

Of Which %

Modified Worked Out
Lemr Category Value At of Approved Completed

Completed
on

Cooper

- ManagerlD 54672910 0% Delegate
AMos

Goodman

ManagerID 88311130 0% Delegate
Bruce

Herman

46464 o
Tt ManagerlD 64646410 0% Delegate

Katz Mancy ManagerID 87373330 0% Delegate
Levi Jay ManagerlD 82822230 7 % Delegate

Purple Mary ManagerID 67762440 % Delegate

g;’:ﬁ‘ms ManagerlD 67565330 5 % Delegate
Allen - o
Sherman  ManagerlD 89883135 s Delegate
Page:

1

Figure 13 Administrative Delegation window
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4. In Members Status list navigate to the row containing the reethiat administrative
responsibility is being removed from and click the DelegatéobufThe Member to

Delegate window opens.

. From theChoose Target for Delegation drop down list select a configuration entity and
click the Get button. A list of Users appears. Navigate to the user shtd feceive
administrative delegation rights and click tBagect button at the end of the row. A
confirmation message appears below the list indicating that &tirative delegation
has been transferred.

Member to delegate:
Campaign: eyal2
Login: DOMAIN\Katz_Nancy
Target: ManagerlD - 97373330
Choose target for delegation:
I
PersonID Name Login Email
45485940  Steiven Pat DOMAINSteiven_Pat Steiven_Pat@company.com
47868650  Moris Bill DOMAIN'\Moris_Bill Moris_Bill@company.com Select |
52656727 Rodman Adam  DOMAIN‘Rodman_~Adam Redman_~Adam@company.com Select |
54672910 Cooper Amos DOMAINYCooper_Amos Cooper_Amos@company.com Select |
56765465  Greg Heiman Select |
Delegate To: Steiven Pat DOMAIN\Steiven_Pat
Steiven_Pat@company.com
«<»
6. Click theOK button to confirm the changes in the system.
2.6.1.9 Send Campaign Emails

At various times throughout the course of a campaign youmeay to send emails to campaign
members as reminders, or to inform them of changes in sththe campaign. Sage ERM provides
you with a number of default email templates that you can usentb such emails. These include:

Email Template Type Description

New Campaign Informs company members that there is a new campaign and that

they are participants in the campaign. Campaign data such as tasks
and targets are detailed in the mail. The email contains a link to the

campaign.
Campaign Reminder Reminds campaign participants of their tasks and target due dates.
The email contains a link to the campaign.
Campaign Stopped Informs campaign participants that the campaign was stopped.
Delegation Message Informs a participant in a campaign that they are no longer

responsible for their tasks and that the tasks were delegated to
another user.

Delegation Target Informs users that they were added to a campaign and that they were
Message delegated certain campaign activities. The email contains a link to the
campaign.
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To send campaign emails:

1. From theAdministration window selectManage Campaigns>Send Campaign Emails.
The Send Campaign Emails window appeatrs.

Home / Administration / Campaigns / Send Campaign Emails

Send Campaign Emails

Message Template |[IENEeEIGRE] M| Sending message to all (9) campaign members.
=1l Campaign Alert: New Campaign

According to our records, in the "%%CAMPAIGN%:%" campaign,

you are responsible for %%CATEGORY %% = %% VALUEY:%.

If this email was sent to you by mistake, or you are not

%% %MNAME% % (% %ACCOUNT%%), please reply and notify the Sage Administrator
at SageAdmin@company.com.

Your (account) %% ACCOUNT %%, was granted Access to
Eurekify Sage Enterprise Role Manager Portal in order to review
and certify privileges for users that match to the following criterion:

Cancel

2. Select a Message Template from lessage Template drop down list. The content of
the Subject and Body fields is updated to reflect the template.

3. Click the Send button, a confirmation message appears to verify that realljjoveend
mail.

4. Click Yesto send the emalil, or cliddo to discard the changes and refrain from sending
any email.

2.6.1.10 Manage Email Templates

Use the Manage Email Templates feature to modify the contentadltstipplied Email templates,
create new templates or translate the templates into additionaatgegyyou can modify the content
of the Subject and Body text however you can only use thergxgrameters. These include:

Email Template Description

Parameter

Name The user name of each participant in the campaign member list.

Campaign The Campaign name as selected from the Campaign drop down list.

Category The category assigned to the list member when the member list was
created.

Value The specific value for the category’s that is associated with the list
member when the member list was created.

Expiration The campaign expiration date.

Account The domain\User for each member in the selected campaign’s
member list

Link Directs the targeted user to their assignment in the selected
campaign.

For Sage ERM to correctly refer to the Parameters they mustbdiby a double set of % symbols.
For example: %%Name%%.
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To edit email templates:

1. From the Administration window select Manage Campaigns > Manage Email
Templates. TheManage Email Templates window appears.

Home / Administration / Campaigns / Manage Email Templates
Manage Email Templates Add New Template
Template Name _
«»

EUERS o mpaign Alert: New Campaign

Body EEHECCATIVEICH

Our company IT security and compliance policies require that you certify
periodically the privileges of the people that report to you.

According to our records, in the "%%CAMPAIGN%%" campaign,

you are responsible for %%CATEGORY %% = %%VALUEY% Y.

If this email was sent to you by mistake, or you are not

%% NAMEY% (%%ACCOUNT % %), please reply and notify the Sage Administrator

at SageAdmin@company.com. _lﬂ
»

2. From theTemplate Name drop down list select the template that you want to modify.
3. Select the text iBubject or Body fields and edit the text.
4. Click Apply to save your changes without closing the window.

5. Click OK to save your changes and return toGaapaigns window.

To add a new template:

1. From the Administration window select Manage Campaigns > Manage Email
Templates. TheManage Email Templates window appears.

2. Enter a name for the new template in #del New Template edit field and click the
Add button located below the edit field. The new name is adddwetdemplate Name
drop down list and the contents of the Subject and Bodisfizle deleted.

3. Enter content for the new message in the Subject and Body. fields
4. Click Apply to save your changes without closing the window.

5. Click OK to save your changes and return toGaapaigns window.
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2.7 Set Workform Defaults

For each workform type you must assign separate workform Itdskidtings. These are assigned in
the Sat Workform Defaults window and are reflected in the settings pane of the associated
workforms. For example default settings assigned toUtbes Certification/Attestation workform

type determine the campaigns that are available for use in Sqttamgs of theUser Privileges
Certification/Attestation workform.

Home / Administration / Set Workform Defaults

Set Workform Defaults

TSTi Dol ia il User Certification/Attestation M| FilterUsers

Allow User
Setting

MDcfault Campaign [N

W Allow Alternate Settings:

Configuration ||
audiecard - | =
category |

B D T

Figure 14 Set Workform Defaults window

To set workform defaults:

1. From the Administration window selectSet Workform Defaults. The Set Workform
Defaults window appears.

2. From the Workform drop down list select a workform typée workform default
setting fields are populated with previously assigned sstifnifpey exist. If this is the
first time that the workform settings are being assigned thersetting fields remain
empty.

3. Select the Default Campaign check box to allow the use of a defawiitaign.

4. From the Default Campaign drop down list select a campaigmtdién as the default
campaign. Select the adjacent Allow User Setting check box if woi to allow Users
access to any campaign other than the default campaign.

5. Select the Allow Alternate Settings check box if you want wanrkfusers to be able to
assess workform content based on the use of ConfigurattamditCards and
Categories irrespective of whether a default campaign has been as€igmawvise to
prevent the use of alternate settings leave the check box cleared.

Version 3.2 Page 37



Eurekify Sage

6. Select a Configuration from the Configuration drop dowh belect the adjacent check
box to allow workform users to choose other configurattbas that assigned.

7. Select an AuditCard fro m the AuditCard drop down liste&ethe adjacent check box
to allow workform users to choose other AuditCards thahdhksigned.

8. Select a Category from the Category drop down list. Select jheead check box to
allow workform users to choose other Categories than thghnassi

9. Click Apply to save your settings and click OK to save yseitings and exit the
window.
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2.8 Self Service Settings

Use the parameters in the Self Service Settings to set the @aibyp and AuditCards that are used
when requesting roles and resources. This affects the folldaligservice workforms:

* Request Role Privileges for Myself
* Request Role Privileges for My Team
* Request Resource Privileges for Myself

* Request Resource Privileges for My Team
An error message is displayed if you attempt to open ankeoSelf Service workforms without
setting the Self Service Settings.
To set the Self Service Settings

1. From theAdministration window selectSelf Service Settings. The Self Service Settings
window appears.

Home / Administration / Self Service Settings

Self Service Settings

9 Request Roles

® Request Resources

Configuration |[SRLLsCEE <

AuditCard |[olINT R T -

2. Select theRequest Roles option.

3. From the Configuration drop down list select the configuration to be used in the
Request Role Privileges for Myself and theRequest Role Privileges for My Team
workforms.

4. Click Apply to confirm and save your selections.

5. From theAuditCard drop down list select the AuditCard to be used inRémuest Role
Privileges for Myself and theRequest Role Privileges for My Team workforms.

6. Select theRequest Resources option and now select tHeonfiguration and AuditCard
to be used in th&equest Resource Privileges for Myself and theRequest Resource
Privileges for My Team workforms.

7. Click theOK button to save your selections and return toAtiainistration window.
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2.9 Manage Mail Server

The Manage Mail Server window is used to assign the Server adardscredentials for the server
from which you distribute campaign emails.

To assign mail server address and credentials:

1. From theAdministration window selectManage Mail Server. TheManage Mail Server
window appears.

2. Select the Mail Protocol option that your mail server uses.

3. In theMail Server (SMTP only) field enter the address for server machine from which
campaign mail is distributed.

4. In the UserName and Password fields enter the respective credentials if they are
required in order to access the server machine. lJ8eeName andPassword are not
required, then leave the fields blank.

5. In the From Address field enter the address that should appear inFttoen field on
each mail item sent for a campaign.

6. Click the Test Emails button to verify that the settingscareect.

Home / Administration / Manage Mail Server

Manage Mail Server

Mail Protocol
9 SMTP
® MAPI

mail server (e only) |

UserName (Service) —
Password
From Address |

7. Click OK to save the settings and exit the window.
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3 Business Collaboration

The Sage Business Collaboration module contains a collectidfodéforms that business and line
managers use to review and certify change requests, privileggmlrids assigned to members of
their teams and organizational units. The Business Collaboratiodule provides an easily
accessible environment for managerial and IT personnel to sharengramation and to ensure they
meet organization based and government driven compliance regulations

3.1 Accessing the Business Collaboration Module

The Business Collaboration module is accessed via a browsgrthsiSage Portal.

5 Eurchify Soge Portal - Windows Intemet Explorer eS|
OO o oo B[ feese ol

et e B ek Sage Portal B8 » Page - {F Tooks =

°
eure |fy The Enterprise Role Management Company

Administration

nnnnnn

[ @ [ koo xed)  [R100% ~ 4

Figure 15 Sage Portal Home Page
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To view business collaboration work forms via the Sage Poita

1. Open the Microsoft Explorer browser.

2. Enter the URLhttp://localhost/sageportalhe Sage Portal opens to the home page.

° AN
eUI'e Ify The Enterprise Role Management Company ® B by g »
@y il a Ea h, a

Administration Business Collaboration

Business

Collaboration
Lo Icon

Business Collaboration Jun 5, 2007.

Eurekify Nominated One of Top 5
Security Companies at IDC IT
Security Road Show 2007

Administration

Figure 16 Business Collaboration Icon

3. Either click theBusiness Collaboration icon in the body of the page, or tiBrsiness
Collaboration button from the menu bar at the top of the page, the Business
Collaboration page opens. Workform categories are displayeteifett pane of the
window. The remainder of the window serves to display lisis of work-forms
available for a given category.

4. Click a category folder to display the list of Workforms.

[E]Sage Portal

L)
€UIEKIfY e enterprise rote Management company

Workform Lists |—

Workform
Category Pane [

Figure 17 List of Workforms

5. Click a Workform from the list to open the Workform hretdisplay area.
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3.2 Workform Structure

Most Workforms are arranged in a similar manner where the aonkihas two tabs: Settings tab
and aMain tab. Each of the tabs can be divided into an upper and legent You use the options
on the Settings tab to select the parameters and attributesavbialed to extract information to be
displayed on the Main tab. In Figure 18 the ConfigurathuitCard and Category parameters are
assigned for use in displaying User Certification data.

User Certification

Choose the settings under which this workform will run:

igWVi
g

© Don't Use Campaign

Configuration Config\VithRoles =
AuditCard ConfigWithRalesAudit1 b
Category ManagerlD s

Figure 18 User Certification Settings Tab

Figure 19 shows how the Main tab of the User Certificatiorkiorm is divided. In the upper region
of the Workform you select a specific instance for which youtwaextract information. In this case
you select a Manager and then User Certification data for the manhaggployees is displayed in
the lower region of the Workform, the Operational Area. Theeforegion displays the extracted
information as defined in the upper region. It is in thedoregion that you perform operations to
review and certify user privileges, and to authorize role armires definitions.

User Certification
T e Lcrver <« Workform

Status: 18 Users (18 Not Reviewed, 0 Incomplete, 0 Completad) [WiHide reviewed privileges SeIeCtlon Area

+ Capellinds 58383830

Workform
“ Operational Area

&)
]
]
&)
&)
]
&)
&)

&

Figure 19 Workform Showing Selection and Operational Areas

Note: Some workforms such as those used for Role Approval and Role
Requests are organized differently to what is described in this section. The
arrangement and use of those workforms is described separately for each
individual workform.
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3.2.1 Workform Settings Tab

Use theWorkform’s Setting tab to select the type, and refine the amount of information ithat
displayed in th&\orkform Main tab. Choose Category and Value attributes to focus on subgyoup
the database entities. The fields that appear iisdttieng tab are dynamic, and vary according to the
Workform being used.

Figure 20illustrates the options available for thiser Privileges Certification Workform. These
include:

¢« Campaign

¢ Configuration
e AuditCard

«  Category

User Certification

Choose the settings under which this workform will run:

ousccompagn
9 Don't Use Campaign

Configuration CanfighVithRoles
Mi i

‘ -
AuditCard ConfigWWithRalesAudit1 B
Category IManagerlD hd

-—»

Figure 20 Workform Settings Tab

After selecting the settings click the OK button to view ttedrivtab.
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3.2.2 Workform Main Tab

The Workform Main Tab contains the upper selection area fronthwkiou select a set of
information based on the settings that were selected on thegSetb. The lower area called the
Operational are displays the data extracted from the databases Tassection of the workform that
you use to perform operations such as accepting or rejectingstegand performing periodic
reviews.

User Certification

ManagerID 67762440 -

Status: 10 Users (10 Not Reviewed, 0 Incomplete, 0 Completed) Bl Hide reviewed privileges

Susp. Susp. Prop.

UserName PersonID Org Org Type Country Location Heae Bonn: Core

+ Atek Rogers 87623490 Fifth-Ave Branch Branches US New York 16 Please Review | /"
+ Deer Alex 91238730 Fifth Ave Branch Branches US New York 16 Please Review |/

+ Eagle Richard 76329130 Fifth Ave Branch Branches US New York £ 25 Please Review | ./

+ German Tom 94738470 Fifth Ave Branch Eranches US New York ki 15 Please Review ;
+ Hill Gary 82653450 Fifth-Ave Branch Branches US New York & 25 Please Review \/
+ Hill silver 89213478 Fifth Ave Branch Branches US New York 16 Please Review V’
+ Mills Robert 84774680 Fifth Ave Branch Branches US New York 28 Please Review \/

+ Purple Mary 67762440 Fifth &ve Branch Branchez US New York 4 37 Please Review | /"

(%]

New York 15 Please Review | /"

[}

+ Saven Werner 87473220 Fifth Ave Branch Branches |

+ Sharon John=on 89123470 Fifth Ave Branch Branches US Mew York 16 Please Review {\/]

Figure21 Main Tab

3.2.2.1 Workform Operational Area

The Workform Operational area is divided into columns, where ealaimn displays a different type
of information taken from the database. Each row representgla sintry record in the database.
This is illustrated in Figure 22.

The business manager’s job is to review each entry in the evorlkdnd to approve the content, or to
request changes. Using Sage tools, Role Engineers identifytiexseas to the use of resources and
distribution of privileges amongst employees. These exceptaoasindicated as Suspected and
Proposed AuditCard Alerts and are colored Red in the workfdrme AuditCard Alerts are
suggestions for action which must be confirmed or rejecteédebBusiness Managers that have a day
to day understanding of the access privileges required byethgioyees to perform their jobs.
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UserName PersonID Org

Click on the +
sign to expand

H H u i . C . .
Conﬂguratlon ~ ser Conn nnnl = AuditCard
i Atek = 76234 fth Aw t hes US New York 16 . "
Data for a Slng'e » Atek Roger: 87623490 Fifth e Branch Branche [0} MNew Yorl < 7 A|ertS
database record + Deer Alex 91238730 Fifth Ave Branch Branches US New York 16 Please Review \/l
+ Eagle Richard 76329130 Fifth Awe Branch Branches US Mew York 3 25 Please Review \/l

+ German Tom 94738470 Fifth Ave Branch Branches US New York 7 15 Please Re

the entry and drill F=>»| + Hill Gary 82653450 Fifth Ave Branch Branches US New York 2 25 Please Review \/J
gownl for more + Hill Silver 89213478 Fifth Ave Branch Branches US New York 16 Please Review \/J
etal Revi
) eview
+ Mills Robert 84774660 Fifth Ave Branch Branches US Mew York 28 Please Review | ./ E . .
Confirmation

+ Purple Mary 67762440 Fifth Awe Branch Branches US Mew York 4 37 Please Review \/l
+ Saven Werner 87473220 Fifth Ave Branch Branches US MNew York 16 Please Review \/J

Susp. Susp. Prop.

Org Type Country Location

e Review
e Status

Figure 22 Operational Area

Information Type

Description

Configuration Data columns

Configuration data appears in black. Each column displays
information extracted from the database. The exact content
type is indicated at the top of each column by a Header.

In Figure 22, running from left to right these columns include
data on UserName, PersonID, Org, Org Type, Country and
Location.

Each row in the table represents information taken from a
separate record in the database. Depending on the Workform
and Configuration being referenced, these refer to Users,
Roles, or Resources.

AuditCard Alerts columns

AuditCard alerts appear in Red. These represent suggestions
for action to be taken on the data.

Suspected User Alerts indicate that the user is a collector.

Suspected Connection Alerts indicate that the access privilege
for the entity may need to be removed.

Proposed Connection Alerts indicate that the access privilege
for the entity may need to be added.

Review Status column

The review status column has three states and indicates
whether the row entry is waiting for review or has been
approved.

Please Review Entry is waiting to be reviewed.

Approved Entry was reviewed and confirmed without
changes.
Changes Requested Entry reviewed and confirmed with

requested changes

Review Confirmation column

This is the column that is located on the far right of the table
and contains a Green colored check mark. Clicking the check
mark records the status of each item within the record and
confirms that the record underwent review. Each time the
check mark is clicked the status of each item is written to the
database. Each instance is preserved in the database,
however only the last instance is presented in the user
interface.
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3.2.2.2 Drilling Down for Record Details

Each record in the Workform can be expanded to reveal greater l&delsib of data extracted from
the database. Again the type of information that is presentexhden the type of information that
is treated by the Workform. That is, whether the Workfaoou$ is on Users, Roles, or Resources.

A plus sign (+) appears to the left of the first colummeeath record. In Figure 22, in secti®R.2,
the record foHill Gary is highlighted and the plus sign is visible. The Pigs $ndicates that the
record contains internal levels of information and that youdcéindown into the record to view the
information. Figure 23 shows the first level drill dovem the same record. This reveals a list of roles
linked toHill Gary, some of which have audit card alerts associated with thenteR2§ualso shows
that the record containResources, Related Roles and Related Resources, which can each be
expanded to reveal a second internal level of information.

+ Sign indicates
that the record
contains internal
levels of
information

+ German Tom 34735470 OEMAYS  Branches Us New York 7 15 :gf"'“p'e‘e \/)
s o Fifth Ave Re e e T _ - Please f
- Hill Gary 82653450 Ay Sranches  US Mew York z 25 Review \/l
Title:Eranch Cost Lo
Officar/Clerk Centerizz3zi ~ versiond
Roles - 6 (1)
Name Description Link . it card Status History Remove Approve c,....nt
Type All All
BASIC ROLE  New Role Direct Show History [ H]
Organization - e
FthAve  ooalocllS g showHsery, [ T
Branch
Title - Branch  Characteristic - PR
Officer/Clerk  Role (50%) Bl Show fistory [T r AuditCard Alerts
s udi
Automation & S g —— X
UGTELSAVE  document Direct e T T T — for Roles linked to
management prairiatt
6:06:52 PM
the selected user
TS17611 Sage Role Direct show History [ i
BSAVETL Sage Role Direct Show History [ H]
+ Resources - 6 (1)
—>N Related Roles - 14
+ Related Resources - 11
+ User Alerts - 0
T . Fifth Ave e B Please A R
< r »

Figure 23 Record showing first level drill down

Within a Workform you can:

Expand/Collapse Workform entries

Display Workform entry details in tabular form

To expand/collapse Workform entries:

1.

Open a Workform and make selections in the selection area taydibel Workform
operational area.

. From within the Workform operational area place the mousegyaimt the + sign and

click. The entry expands to display internal levels of infoiomat

. Click the + sign again to collapse the level and hide the iratom
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To display Workform entity details in a table:

1. Open a Workform and make selections in the selection area taydidata in the
Workform operational area.

2. From inside the Operational area, place the mouse pointer ovéenarini the first
column of the Workform. The mouse pointer changes shapeand h

3. Click the mouse. A new window opens displaying informatielated to the selected
entity.

<3 User - Microsoft Internet Explorer

User details for German Tom

Person 1D 54738470

Marms Garman Tom
Organization Fifth Ave Branch
Organization Type Branches

Country us

Location Mew York

Title Branch Officer/Clerk
Cost Center 22321

Fields

Figlds

Link
Type

Name Description  Organization Owner  Type C'°2® Filter Org2 |Org3

Reviewer PPProve Approve
Code e

4/16/2008
37:00

Org  1/16/2008

BASIC ROLE  [New Role Enterprise Leviday |onf GioE am Leviday  |Approved Coorporate Direct

12:37:
FM
471672006
Characteristic  Fifth Ave Eagle org 171672008 g |
Rale (80%) Branch Richard  Role 9:31:00 am LEViday  Approved é;.a?.nm elaee il

Organization -

Title - Branch |Characteristic | Title - Branch 1/16/2008 Pre PR

OfficersClerk Role (50%)  OfficersClerk |1 Gary 5:31:00 AM Approyed (12:39:00 Eoniorts Riiac

M
4/16/2008

Automation &
rg |1/16/2006 Approved (12:39:00 Coorporate Direct
PM

o

UGSAVESYS  document Production Garr Jim Rl
management

4/16/2006

12:39:00 Coorporate Direct

FM

Autamation &
BRLIMEYS  |document Production Garr Jim
management

1/16/2008 Pre
9:31:00 AM Approved

4/16/2008

12:39:00 Coorporate Direct
M

4/18/2006

12:33:00 Coorparate Dirsct
PM

1/16/2008 Pre

BSAVESPRIY |Sags Role SageBank 3:31+00 &M pproved

1/16/2008 Pre

BSAVEIL Sage Role SageBank B e e

Figure 24 Workform details displayed in tabular form

3.2.2.3 Approving Workform Changes

Workforms are either opened by business line managers ondensiness line managers as part of
an organization’s review or periodic campaign. In either case thleiggtor the manager to review
each entry and assess whether the entity is correctly allocated.

An entry in a Workform may appear with or without an assedi&uditCard alert. The AuditCard
alerts show that the Role Engineer identified that the erffarslfrom other entities of the same type
in such a way as to raise suspicion. The manager’s job iséesawhether the alert is correct. When
reviewing each entry, the business line manager can add to, orereisers, roles, or resources from
the configuration, by accepting or rejecting the AuditCard al¥visere a record does not contain
any proposed changes the business line manager is still reguredew and approve the content.

In the case of a suspected alert the manger can remove the entiigkingdhe checkbox, or
disregard the alert by leaving the check box unselected. In the fcaderaposed alert the manager
can add the entity by clicking the checkbox, or disregard the layethe leaving the checkbox
unselected.
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Once reviewed and approved, the information is available to bedrégtrole engineers, and the
reviewed data may be loaded to the production machine.

To approve Workform changes:

1. Open a Workform and make selections to display data in the tifaioperational area.

UserMame PersonID Org Org Type Country Location 3':!5 E’:Islfl E:?l':l'_
+ Atek Rogers 87623490 Fifth Ave Branch Branches US New York 16 Please Review @
+ Deer Alex 91238730 Fifth Ave Branch Branches US New York 16 Please Review @
+ Eagle Richard 76329130 Fifth Ave Branch Branches US New York 3 25 Please Review @
+ German Tem 94738470 Fifth Ave Branch Branches US New York 7 15 Please Review @
+ Hill Gary 82653450 Fifth Ave Branch Branches US New York 2 25 Please Review @
+ Hill silver 89213478 Fifth Ave Branch Branches US New York 16 Please Review @
+ Mills Robert 84774660 Fifth Ave Branch Branches US New York 28 Please Review @
+ Purple Mary 67762440 Fifth Ave Branch Branches US Mew York 4 37 Please Review @
+ Saven Werner 87473220 Fifth Ave Branch Branches US New York 16 Please Review @

Figure 25 Workform showing selectionsin the Operational Area

2. Select an entry. The entry may or may not display AuditCardsaldrthe entry
contains alerts they can be Proposed connections or Suspect @mrieither way
they appear as red text.

3. Click the + sign to expand the record until you reach thé sl that contains a
column of check boxes for removing or approving changes.

L) AanBAd
eure |fy The Enterprise Role Management Company

Fifth Ave " - Please *]
Sranch Branches US New York 2 25 Review vy

Version:0

- Hill Gary 82653450
\seritancaament Title:Branch Cost
Officer/Clerk Center:22321
Roles - 6 (1)

'; Name Description

Role Management

Audit Card Status History Remove APProve comment

= € Remove / Approve
check box

Link
Type

EASIC ROLE  New Role Direct Show History

r
r

Organization -
Fifth Ave
Eranch

Characteristic

Role (80%) e Show History

Title - Branch  Characteristic

Officer/Clerk  Role (50 Bl Show History

Suspected
= Violation

7/10/2007

8106152 PM

Automation &
UGTELSAVE document Direct
management

TS17631 Sage Role Direct Show History
BSAVEIL Sage Role Direct Show History

Resources - 6 (1)

Related Roles - 14

Related Resources - 11

User Alerts - 0

Fifth Ave
Branch
ik e

Hill Silver 89213478 Branches

Figure 26 Operational Area showing Remove Checkboxes
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4. To accept the proposed change, place a check mark in the check box.dback laox
is selected, an edit field appears adjacent to the check box.

L)
eUI'e Ify The Enterprise Role Management Company

User Management

Role Management

Privileges Navigation
and Browsing

- Hill Gary

Title:Eranch
Officer/Clerk

82653450

ost
Center;22321

Roles - 6 (1)

Name

BASIC ROLE
Organization -

Fifth Ave
Branch

Title - Branch
Officer/Clerk

UGTELSAVE

TS17631

BSAVEIL

Characteristic
e (80%)
Characteristic
Role (50%)
Automation &

document

aaaaaa gement

Sage Role

Resources - 6 (1)
Related Roles - 14

Related Resources -
User Alerts - 0

89213478

Fifth Ave
Branch

Version:0

Link
Type

Fifth Ave
Branch
Eifth Aua

Audit Card Status

History

Show History

Show History

Show History

Remove Approve co. o
all Al

Figure 27 Roleidentified for removal

2538
T T
J ad dar sl a

2 ‘us o
Data Management Sage DNA Workstation Business Collaberation

Please )
Review o

5. Enter a comment in the edit field to indicate the reason for ymtion. This
information is used by the role engineer.

- Hill Gary

Title:Sranch
Officer/Clerk

82653450

Cost

Fifth Awve
Branch

Version

Center:22321

Roles - 6 (1)

Name Description
BASIC ROLE New Role
g;tghary%:tmn ©  Characteristic
Av %)
Eranch Role (80%)
Title - Branch  Characteristic
Officer/Clerk Role (50%)
Automation &
UGTELSAVE document
management
TS17611 Sage Role
BSAVEIL Sage Role
+ Resources - 6 (1)
+ Related Roles - 14
+ Related Resources -
+ User Alerts - 0

Link
Type
Direct
Direct
Direct
Direct

Direct

Direct

11

Branches

:0

Audit Card Status

us

Mew York

History Al
Show History [
Show History [
Show History [
Suspected
Violation
7/10/2007 ¥
6:06:52 PM

Show History [~

Show History [

Remove Approve

e

r

r

1

e Please
- Review (‘/) €

Review
Confirmation
button

Comment

IMn langer in use] <

Comment edit
field

Figure 28 Operational area showing reason for removal

6. To reject a proposed change leave the check box blank.

7. Repeat this process for each proposed alert for the entity.dbDwin to deeper levels

within the record where required.

8. Once you have reviewed each proposed change, click the Review Cadofirimatton
for that workform record.
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3.3 User Management

The User Management folder contains workforms that give y®uahability to:

* Review roles and resources assigned to users
»  Focus on exceptions as identified by audit card alerts
»  Approve or reject user access to roles and resources

Propose changes
The Users Privileges Certification folder contains the follaivorkforms:

* Request a New User Definition

* Request Changes to a User Definition

*  Request Removal of a User Definition

* Request Role Privileges for My Team

* Request Resource Privileges for My Team
* Request Role Privileges for Myself

* Request Resource Privileges for Myself

»  User Privileges Certification/Attestation

3.3.1 Request a New User Definition

Use theRequest a New User Definition to supply the details of a new user to be added to a
configuration. Details for a new user definition include

e User values for the configuration attributes
* Roles to assign the user

* Resources to assign the user
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To request a new user definition
1. From theBusiness Collaboration module select thser Management Folder, and then
click the Request a New User Definition link.
2. Click the Settings tab to bring it forward.

3. From theConfiguration drop down list select the configuration that you wanetpest
a new user definition for, and then cli€iK. TheMain tab opens displaying a text field
for each attribute in the selected configuration.

Request New User Definitions

ConfigWithRoles
Person ID*

User Name
Organization
Organization Type
Country

Location

Title

Cost Center
ManagerID

email

LoginID

Fields

4. Enter the appropriate values for the new user definition in efattte text fields. Fields
marked with an asterisk are mandatory. If you do not knevedinrect value for a given
field click the Find button to open a window displaying the range of valuesablail
for the selected attribute. Select the value and click OK to entewdlue in the
attribute text field.

5. Click the OK button, theRequest Modification to Existing User Definition window
opens. Review the details for the new user definition request.

Request Modification To Existing User Definition

User details for 66554443 (on request)

[66554443
[10hn satler

Actual Roles - none Select To Add
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6. Click Edit to open theEdit User Definition window and modify the user definition
details. Click theDK button to save changes and return toReguest Modification to
Existing User Definition window.

7. Now add Roles to the User Definition. Click tB&ect to Add button next to the Actual
Roles section just below the user details table.Hihé Roles window opens.

8. Enter role details in the filter text fields and click selectaBle of roles matching the
search details is displayed.

9. Mark the check box next to the role that you want to addedJter Definition and
then clickOK. The selected role is added to the list of Requested Roldlsefddser
Definition.

Find Roles

ConfigwithRoles

Where RoleName 4| Contains
Whre
Where RoleOrganization jd| Contains

Existing Roles

All
None

Role Name Description Organization Owner Approval
I~ BASIC ROLE New Role Enterprise 82922230 Approved

Organization - Database o a - Databasze . .
O T R http://localhost/temp/role_database_administrators.html e 99883135 Approved

Requested Roles

Cancel

10.Now add Resources to the User Definition. Click 8skect to Add button next to the
Actual Resources section just below the user details table-imtié&resources window
opens.

11.Enter resource details in the filter text fields and clekect. A table of resources
matching the search details is displayed.

12.Mark the check box next to the resource that you want to atltettdser Definition
and then clickOK. The selected resource is added to the list of Requested Resources
for the User Definition.

13.The request for a new user definition should now include Ustils, a list of Roles
and a list of Resources. Cli€K. The window is closed and the request for a new user
definition is stored for review and approval.

3.3.2 Request Changes to a User Definition

Use the Request Changes to a User Definition workform tofyrth@ details of an existing user.

To request changes to a User Definition:

1. From theBusiness Collaboration module select thedser Management Folder, and then
click theRequest Changesto a User Definition link.
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2. Click the Settings tab to bring it forward.

3. From theConfiguration drop down list select the configuration that User Definitio
belongs to and then clicdBK. TheMain tab opens.

Request Changes To User Definitions

ConfigWithRoles

(o

4. Enter thePerson ID in the text field for the User Definition that you wanttmnge.

If you do not know the Person ID cli@elect to Edit to search for the Person ID. The
Find User window opens.

6. Enter search strings in thénd User fields and clickSelect. A list of Users matching
the search string is displayed.

7. Select the check box next to the User for which you want to ehdwegdefinition and
click OK. The Person ID for the selected User is loaded int@¢haon D text field.

8. Click OK. The Request Modification to Existing User Definition window opens and
displays the details for the selected user.

9. Modify the User details in thérequest Modification to Existing User Definition
window by clicking Edit, changing the details in the Edit User Definitions window.
Click OK to save your changes and return toRbguest Maodification to Existing User
Definition window.

10.To add a role/resource to the Requested Roles/Resource distthaiSelect to Add
button adjacent to thé\ctual Roles or the Actual Resource list. Use theFind
Roles/Resource window to identify roles or resources that match a searaigsamd
click select to display matching roles or resources.

11.Select a role/resource from the list and cliik. The selected role/resource is added to
the Requested Roles/Resource list.

12.To remove a role or resource from the User Definition, selectchieck box in the
role’s or resources’ Remove column and click the OK buttoe. réquest is saved and
the window is closed.

3.3.3 Request Removal of a User Definition

Where a user is no longer required to be a member of a configuyatu can submit a request to
remove the user definition from the configuration.

To request removal of a User Definition:

1. From theBusiness Collaboration module select thser Management Folder, and then
click the Request Removal of a User Definition link. The Request User Removal
window opens.

2. Click the Settings tab to bring it forward.
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3. From theConfiguration drop down list select the configuration that User Definitio
belongs to and then cligBK. TheMain tab opens.

Request User Removal

ConfigWithRoles

Comment

4. In the Person ID text field, enter the Person ID for the Dsdmition that you want to
remove from the configuration.

5. If you do not know the Person ID, click Get Users. Thel isers window opens.

6. Enter search strings in theénd User fields and clickSelect. A list of Users matching
the search string is displayed.

7. Select the check box next to the User that you want to removeliakdOK. The
Person ID for the selected User is loaded intdP#reon ID text field.

8. You can add a comment in the Comment field if required.

9. Click OK. The request to remove the user definition is saved.

3.3.4 Request Role Privileges for My Team
Use the Request Roles for My Team workform to add access tigities to members of your team.
This form is a Self Service form and requires you to seCtuméiguration andAuditCard parameters

in the Salf Service Settings page before using the workform. If you open the workfevithout
assigning the parameters an error message is displayed.

Eurekify Sage Portal Info:

See sectioR.8 Self Service Settings for details.
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To request roles for you team:

1. From theBusiness Collaboration module select thser Management Folder, and then
click the Request Role Privileges for My Team link. The Request Roles for My Team
window opens.

Request Roles For My Team
Please select your team:
category Value

Person ID User ID User Name Org Org Type
88261730 Green Richard Human Rescurces Corporate

99883134 Ron Mark Human Resources Corporate

99883135 7 Allen Sherman Sales Corporate

i I

12345678 75 Greg Meyers Human Rescurces Branches

(oY coror

2. Select a Category from the Category list. This should be #iegGry that identifies
you as the Manager of a team.

3. Select the Value from the Value drop down list that matches §p@s manager or
team leader.

4. Click the Get Users button. The Users list is displayed@adked with the members of
your team.

5. Select the Users from the list that you are requesting rales fo
6. Click the Get Roles button. The list of roles is displayed.

7. Select the check box in thenk column for each role that you want to request for you
team.

(o Y coeer )

=] Currently Enrolled Roles

Role Name Role Description Org Role Owner Use In Selection Link

BASIC ROLE Mew Role Enterprise 82922230 1/4 25%
Sales Role By 2 Users Sales 99883135 1/4 25%

=] Almost Matching Roles

Role Name Description Org Role Owner Use In Selection Link

BASIC ROLE New Role Enterprise 82922230 1/4 25%
ADMGNRL Sage Role T 67565330 0/4 0% O

Proposed Roles

8. Click OK. The requests are saved and window closes.
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3.3.5 Request Resource Privileges for My Team

Use the Request Resources for My Team workform to add accefsstagksources to members of
your team.

This form is a Self Service form and requires you to seCtméiguration andAuditCard parameters
in the Saf Service Settings page before using the workform. If you open the workfevithout
assigning the parameters an error message is displayed.

Eurekify Sage Portal Info:

See sectio.8 Self Service Settings for details.

To request resources for your team:

1. From theBusiness Collaboration module select thedser Management Folder, and then
click the Request Resource Privileges for My Team link. The Request Resources for My
Team window opens.

Request Resources For My Team

2 select your team:

2. Select a Category from the Category list. This should be #tegGry that identifies
you as the Manager of a team.

3. Select the Value from the Value drop down list that matches fpas manager or
team leader.

4. Click the Get Users button. The Users list is displayed@adkd with the members of
your team.

5. Select the Users from the list that you are requesting resdarces
6. Click the Get Resources button. The list of resources itagleh

7. Select the check box in thénk column for each resource that you want to request for
you team.
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3.3.6

("o
=] Currently Enrolled Resources
ResNamel ResName2 ResName3 Use In Selection Link
UGADGEN1.Administration.[ROOT] NOVELADM Mowvells 1/4 25%
UGMPER RACFPROD RACF22 /4 25%
e-mail outlook WinNT /4 50%
office2003 2003 WinNT /4 50%
E Proposed Resources
=] Other Resources
ResNamel ResName2 ResName3 Link
BRLIMSYS RACFPROD RACF22

8. Click OK. The requests are saved and window closes.

Request Role Privileges for Myself

Use theRequest Roles for Myself workform to request access rights to roles that you requir

This form is a Self Service form and requires you to seCuméiguration andAuditCard parameters
in the Salf Service Settings page before using the workform. If you open the workfavithout

assigning the parameters an error message is displayed.

Eurekify Sage Portal Info:

See sectio.8 Self Service Settings for details.

Page 58

Version 3.2



Business Collaboration Eurekify

To request role privileges for your own use:

1. From theBusiness Collaboration module select thedser Management Folder, and then
click the Request Role Privileges for Myself link. The Request Roles for Myself window
opens.

Request Roles For Myself
Please select your Person ID:

All  Person ID User ID User Name Org Org Type
7 54672510 3 Cooper Amos IT Security Corporate

Get Roles
o

Select your Person ID from thélue drop down list.
Click Get Users, your user details are displayed in the Users list.

Click Get Roles, the list of roles is displayed.

ok 0D

Select the check box in the Link column for any role that yamtwo request for
yourself.

6. Click OK. A confirmation message is displayed indicating that the résjuesre
submitted. ClickOK, the message closes.
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3.3.7 Request Resource Privileges for Myself

Use theRequest Resources for Myself workform to request access rights to resources that you

require.

This form is a Self Service form and requires you to seCtiméiguration andAuditCard parameters
in the Salf Service Settings page before using the workform. If you open the workfavithout
assigning the parameters, an error message is displayed.

Eurekify Sage Portal Info:

See sectio.8 Self Service Settings for details.

To request resource privileges for your own use:

1. From theBusiness Collaboration module select thelser Management Folder, and then
click the Request Resource Privileges for Myself link. The Request Roles for Myself
window opens.

Request Resources For Myself

t your Person 10

Value  Fpfetw] X

Users

All Person ID User ID User Name Org Org Type
87635420 35 Bell Kim Marketing_Dept, Corporate

2. Select your Person ID from thé&lue drop down list.

3. Click Get Users, your user details are displayed in the Users list andsthef lavailable
resources is displayed.
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Request Resources For Myself

Configuration ConfigWithRoles i L IeC I C I Config\VithRolesAudit] =
PersonlID Value 57644540 -

User ID User Name Org

Alex Patrick Application Development

=] Currently Enrolled Resources

1 2 3 Use In Selection
DEVELGP RACFPROD RACF22 1/1 100%
DEVELOF RACFTEST RACF22 1/1 100%
TESTDEV RACFPROD RACF22 1/1 100%
TESTDEV RACFTEST RACF22 1/1 100%

Org Type

Corporate

yourself.

submitted. ClickOK, the message closes.

. Expand the resource trees to view the available resources.

5. Select the check box in thenk column for any resource that you want to request for

. Click OK. A confirmation message is displayed indicating that the résjuesre
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3.3.8 User Privileges Certification Workform

The User Privileges Certification Workform provides busimaasagers with the ability to certify the
addition or removal of user access to roles and resources.sBdoamd Suspected roles and
resources are based on generated AuditCard alerts.

To certify the user access to roles and resources:

1. From theBusiness Collaboration module select thelser Management Folder, and then
click the User Privileges Certification/Attestation link. The User Certification window
opens.

2. Click the Settings tab to bring it forward.

3. Choose the settings to match your requirements. Either se@@arhgaign or select a
combination ofAudit Card, Category and Value options from their respective drop
down lists.

4. Click OK to return to the Main tab.

5. Select a Manager ID from thanager 1D drop down list and click Get Users. A list of
users that match the selected parameters is displayed. Theitatésdhe number of
proposed and suspected proposed and suspected connections fmeeach

User Privileges Certification
figuration ConfigWvithRoles - & SR iy ith RolesAudit - Printable Version
[ ave e E D
UserName PersonlID Org .?;?)E Country Location Auditcard Status
Fifth &ve ;
+ Atek Rogers 87623490 Bearak Branches US Mew York Proposed Connections: 1 Approved v
Fifth Ave 5= i = T
+ Deer Alex 91238730 g Branches US New Tork Proposed Connections: 1 Please Review v
+ Eagle Richard 76329130 E‘f;hn?ge Branches US Mew Tork gr;;::;zdci?v::itﬁtoli?;;j \/’
+ German Tom 94738470 Ezhn:;e Branches US Mew York gf;;;:;z%i?:giﬁ;iz?ésj \/i
+ Hill Gary B2653450 E\:';hmn';fe Branches US Mew Tork gfgﬁs::adpia::itcgﬂff" Please Review \/i
: Fifth Ave = . - o
+ Hill Zilver 59213475 Beanek Branches US Mew York Proposed Connections: 1 Please Review ¥4
s Fifth fve ’ e . —
+ Mills Robert 84774660 il Branches US Mew rork Proposed Connections: 1 Please Review ¥4
+ Purple Mary 67762440 E\:';hmn';fe Branches US Mew Tork gfgﬁs::adcia::itcgﬂffj Approved \/i
f\tae\:'?;r 87473220 gi;hn:ge Branches US Mew York Proposed Connections: 1 Please Review v

4]

-

Figure 29 User Privileges Certification Workform-Populated

The table at the end of this section lists the types ofrirdtion, their values and provides a
description for the information included in the User Pewyés Certification list.
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6. Click the +symbol next to BserName to expand the Users privileges tree and view the

privileges to review. The user tree now shows the usergge4l divided according to
their type. These are Role, Resources, Related Roles, Related Resoutcdser
Alerts.

+ Deer Alex 91238730 E‘::Laf Branches US New York 16 Please Review J'
= Fifth Ave - . "
- Eagle Richard 76329130 ey Branches US New York 3 25 Please Review vy
Title:Branch Cost i
Officer/Clerle Center:22371  version:
+ Roles - 7 (1)
+ Resources - 7 (2)
+ Related Roles - 15
+ Related Resources - 10
+ User Alerts - 0
remTes Fifth Ave . -
+ German Tom 94738470 s Eranches US New York 7 15 Incomplete(5) [

. Click the +symbol next to the Roles node to expand the natigiaw the roles on the

privileges tree. Roles with either Suspected or Proposed Camseare indicated by
Red text that appears in the Audit Card Status column. Usdubi Card status
information as additional tool in deciding whether to Remowvépprove the User's
access rights to the role.

Roles - 7 (1)
Name Description %i::e Audit Card Status History ETI'I'IOVE fIIIJDI'DVE Comment
BASIC ROLE ~ New Role Direct Show History [~ ]
Crganization - -
Fifth Ave Characteo.n:_tt\c Direct Show History [© ]
Role (80%:)
Branch :
Title - Branch ~ Characteristic . .
Officer/Clerk  Role (50%)  Dret SizniEEy | N -
Autormnation & Euipfcted
UGTELSAVE document Direc “ICI:_UaIZCUnU“ [ |
management £i08:52 BM
T517611 Sage Role Direct Show History [ il
BSAVEMGR Sage Role Direct Show Histery [ |
BSAVEI1 Sage Role Direct Show History [ u
+ Resources - 7 (2)
+ Related Roles - 15
+ Related Resources - 10
User Alerts - 0
(None)

. To remove a role, mark the check box in Reeove column. To approve a role, mark

the check box in th&pprove column. After you mark a check box a text field appears
in the comment column for you to enter comments. You nmditate whether you
want to approve or Remove each and every role.

. Click the +symbol next to thBesources node to expand the node and vies the user’s

resources. Mark either the Approve or Remove check box for eacgvandresource.
Again you can use the Audit Card Status alert as to help makashoth.

10.Similarly, expand thé&elated Roles and theRelated Resources nodes. These nodes list

potential roles and resources that can be provided to theTsecontent of the lists is
extracted from the results based on the Audits performed erahfiguration. To
provide access rights to the related roles or related resourceshmatkeck box in the
Add column.

11.Collapse all the nodes and click tReview Confirmation check mark at the end of the

row to submit your changes.
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3.3.8.1 Operation Area Data

The operational area displays data for each user that is dividetthénfollowing categories:

. User Information

. Roles

. Resources

. Related Roles

. Related Resources

The table lists the data types that are displayed for each categlopyoaides a brief description on

each data type.

Information Type Value Description
User Information UserName The name of the User

PersonID A unique employee ID as taken from
the configuration file.

Org Lists the name of the Organization to
which the User belongs, as taken
from the configuration file

Org Type Lists the Organization Type with
which the user is associated, as
taken from the configuration file.

Country Lists the Country in which the user is
located, as taken from the
configuration file.

Location Lists the area in which the user is

located, as taken from the
configuration file.

AuditCard Status

List the number and type of AuditCard
exceptions associated with the User.

These are divided between 3
columns: Suspected Users,
Suspected Connections and
Proposed Connections.

Roles Name The name of the Role
Description The Role description
Link Type

Lists the way in which the User is
connected to the specific role. For
example Role-Based

AuditCard Status

Audit codes that explain the reason
that the system has designated the
record as suspicious.

Page 64

Version 3.2




Business Collaboration

Eurekify

Information Type

Value

Description

History

Indicates the date and time of the
previous request for the role.

Remove

Select the Remove check box to
indicate whether you want the link to
the Suspected role removed from the
user.

After selecting the Remove check
box an edit field appears to the right
of the check box for entering
comments.

Approve

Select the Approve check box to
indicate whether you want the link to
the Proposed role provided for the
user.

After selecting the Approve check box
an edit field appears to the right of the
check box for entering comments.

Resources

Namel
Name2
Name3

Namel, Name2, Name3 should
correspond to the format of other
resources in the Resources
Database. Res Name 1, Res Name 2
and Res Name 3 become key fields.

Manager ID-Owner

Lists the name of the entity to which
the resource belongs.

Link Type

Lists the way in which the User is
connected to the specific resource.
For example Role-Based

AuditCard Status

Audit codes that explain the reason
that the system has designated the
record as suspicious.

History

Indicates the date and time of the
previous request for the role.

Remove

Select the Remove check box to
indicate whether you want the link to
the Suspected resource removed
from the user.

After selecting the Remove check
box an edit field appears to the right
of the check box for entering
comments.

Approve

Select the Approve check box to
indicate whether you want the link to
the Proposed resource removed from
the user.

After selecting the Approve check box
an edit field appears to the right of the
check box for entering comments.
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Information Type Value Description

Related Roles Name The Name column lists the name of
the role that is being proposed as a
potential connection for the selected
user, based on the results of the
Audit.

Status The Status column indicates the
stage in the Audit workflow that the
Alert is currently located. When an
audit card is first generated, all alerts
are set by default as Suspected.

The remaining Statuses are OK,
Addressed and In Progress. These
are set manually by the Role
Engineer.

Score Represents the relative degree to
which the role is suitable for the User
based on a comparison between the
role identified by this alert, and other
roles identified by all other alerts of
the same type.

A role with a score of 50 is more
suited than a role with a score of 10.

Type The Type column lists the name of
the Audit Code that indicates the

reason for identifying the role as a
potential role for the selected user.

Alert Description Displays the text entered in the
Description column in the Audit Card
from which the Alert was generated.

Add Select the Add check box to indicate
whether you want the link to the
Suspected role added for the
selected User.

After selecting the Add check box an
edit field appears to the right of the
check box for entering comments.

Related Resources Namel The name of a resource that is being
Name2 proposed as a potential resource for
Name3 the selected user.

Page 66 Version 3.2



Business Collaboration Eurekify

Information Type Value Description

Status The Status column indicates the
stage in the Audit workflow that the
Alert is currently located. When an
audit card is first generated, all alerts
are set by default as Suspected.

The remaining Statuses are OK,
Addressed and In Progress. These
are set manually by the Role
Engineer.

Score Represents the relative degree to
which the resource is suitable for the
User based on a comparison
between the resource identified by
this alert, and other resources
identified by all other alerts of the
same type.

A role with a score of 50 is more
suited than a role with a score of 10.

Type Lists the name of the Audit Code for
the alert which indicates the reason
for identifying the role for potential
use by the selected user.

Alert Description Displays the text as entered in the
Description column in the Audit Card
from which the Alert was generated.

Add Select the Add check box to indicate
whether you want the link to the
Suspected role added for the
selected User.

After selecting the Add check box an
edit field appears to the right of the
check box for entering comments.
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3.4 Role Management

The Role Definitions and Approval folder contains workfothet give you the capability to:

« View a configuration’s roles filtered according to Role Catexgods they appear in
the Role Panel in the selected configuration file.

«  Focus on exceptions as identified by audit card alerts.

 Approve or reject links to roles by users, resources, pamast,rSub-roles,
Subsumed roles, and related entities.

Propose changes

The Role Definitions and Approval folder contains the follgywvorkforms:

* Role Approval

3.4.1 Request a New Role Definition

Use the Request a New Role Definition to supply the detaila aew role to be added to a
configuration. Details for a new role definition include

» User values for the configuration attributes
* Roles to assign the user

* Resources to assign the user

To request a new role definition:

1. From the Business Collaboration module select the Role Manag&wilder, and then
click the Request a New Role Definition link.

2. Click the Settings tab to bring it forward.

3. From the Configuration drop down list select the configonathat you want to request
a new role definition for, and then click OK. The Main tab @pdisplaying a text field
for each role attribute in the selected configuration.
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Request New Role Definitions

ConfigwithRoles

Role Name*
Owner

Rule
Organization
Organization2
Organization3
Type
Reviewer

Approval Code

Description

* Mandatory field

. Enter the appropriate values for the new role definition in eate text fields. Fields

marked with an asterisk are mandatory. If you do not knevetirect value for a given
field click the Find button to open a window displaying the range of valuesablail
for the selected attribute. Select the value and cbékto enter the value in the
attribute text field.

. Click the OK button, the Request Modification to Existing Role Ddiom window

opens. Review the details for the new role definition request.

Request Modification To Existing Role Definition

Role details for MPHR (on request)

|-—"‘ppr:‘_a Date
[Filter
|Crgan|zat\cn2
|Crganizat\cn3
[Expiration Date

Actual Users - none Select To Add

. Click Edit to open the Edit Role Definition window and modify tlie definition

details. Click theOK button to save changes and return to the Request Modifidation
Existing Role Definition window.

. Now add Users to the Role Definition. Click tBgtect to Add button next to the Actual

Users section just below the user details table. The Find Wastew opens.

. Enter user details in the filter text fields and cli&kect. A table of users matching the

search details is displayed.

. Mark the check box next to the user that you want to addet®tie Definition and

then clickOK. The selected user is added to the list of Requested Usdhe fRole
Definition.
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Role details for MPHR (on request)

MPHR.

‘-—"\pprc';e Code

‘Apprca e Date
‘Filter
‘Crganizatich

‘Crganizatian

‘Expiraticn Date

Actual Users - none

Requested Users
Person ID User Name Type Description Remove

99383134 |ch Mark |-—'-\dd ||,&_dd user to rale ]

Actual Resources - none Select To Add

10.Now add Resources to the Role Definition. Click 8Sskect to Add button next to the
Actual Resources section just below the user details table. Fhel Resources window
opens.

11.Enter resource details in the filter text fields and cliekect. A table of resources
matching the search details is displayed.

12.Mark the check box next to the resource that you want to atltetRole Definition
and then click OK. The selected resource is added to the IRegoksted Resources
for the Role Definition.

13.In a similar fashion add Parent Roles and Sub Roles to tleed@finition as required.

14.The request for a new role definition should now includesRigtails, a list of Users
and a list of Resources, a list of Parent Roles and Sub Riiels OK. The window is
closed and the request for a new role definition is storeteew and approval.

3.4.2 Request Changes to a Role Definition

Use the Request Changes to a Role Definition workform tafynibe details of an existing role.

To request changes to a Role Definition:

1. From theBusiness Collaboration module select thelser Management Folder, and then
click the Request Changes to a Role Definition link.

2. Click the Settings tab to bring it forward.

3. From theConfiguration drop down list select the configuration that the Role rid&din
belongs to and then cligBK. The Main tab opens.
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Request Changes To Role Definitions

ConfigWithRoles

«—»

4. Enter theRole Name in the text field for the Role that you want to change.

5. If you do not know th&ole Name click Select to Edit to search for the Role Name. The
Find Role window opens.

6. Enter search strings in thénd Role fields and clickSelect. A list of Roles matching
the search string is displayed.

7. Select the check box next to the Role for which you want togehtire definition and
click OK. The name for the selected Role is loaded into the Role Nakfeetdx

8. Click OK. The Request Modification to Existing Role Definition window opens and
displays the details for the selected role.

9. Modify the Role details in thdrRequest Modification to Existing Role Definition
window by clicking Edit, changing the details in tHedit Role Definitions window.
Click OK to save your changes and return toRkgquest Modification to Existing Role
Definition window.

10.To add a user/resource to tRequested User/Resource list click the Select to Add
button adjacent to théctual Users or the Actual Resource list. Use theFind
User/Resource window to identify users or resources that match a search string and
click select to display matching users or resources. Similarfpin the same actions
to add a Parent Role or Sub-Role.

11.Select a user/resource from the list and dék The selected user/resource is added to
the Requested User/Resource list.

12.To remove a user or resource from the Role Definition, sdahectheck box in the
user's or resourcefRemove column and click th€©K button. The request is saved and
the window is closed.

3.4.3 Request Removal of a Role Definition

1. From theBusiness Collaboration module select thedser Management Folder, and then
click the Request Removal of a Role Definition link. The Request Role Removal
window opens.

2. Click the Settings tab to bring it forward.

3. From theConfiguration drop down list select the configuration that User Definitio
belongs to and then cligBRK. TheMain tab opens.
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Request Role Removal

ConfigWithRoles

roevene I LI

Comment

4. In theRole Name text field, enter the Role Name for the Role Definitioat tyou want
to remove from the configuration.

5. If you do not know the Role Name, cli@et Roles. TheFind Roles window opens.

6. Enter search strings in tit@nd Roles fields and clickSelect. A list of Roles matching
the search string is displayed.

7. Select the check box next to the Role that you want to removeliahdK. The role
name for the selected Role is loaded intoRble Name text field.

8. You can add a comment in the Comment field if required.

9. Click OK. The request to remove the Role Definition is saved.

3.4.4 Role Definitions Certification/Attestation

The Role Definitions Certification/Attestation workform piges business managers with the ability
to certify the addition or removal of user and resource commmscto roles. Proposed and Suspected
roles and resources are based on generated AuditCard alerts.

To certify the user access to roles and resources:

1. From theBusiness Collaboration module select thRole Management Folder, and then
click the Role Definitions Certification/Attestation link. The Role Approval window
opens.

2. Click the Settings tab to bring it forward.

3. Choose the settings to match your requirements. Either se@@tpaign or select a
combination of Audit Card, Category and Value options ftbeir respective drop
down lists.

4. Click OK to return to the Main tab.

5. Select an item from th&ole Category drop down list and clickGet Role. A list of
Roles that match the selected parameters is displayed. The icsitésdif the role is
suspected and the number of proposed and suspected connecteathfmle.
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Role Approval

W Hide reviewed privileges

45489940 -

RoleReviewer

Status: 17 Roles (17 Not Reviewed, 0 Incomplete, 0 Completed)

RoleName Description Organization Owner Type Susp S PRO:

Role Conn. Conn.

+ Development ;L:r?an;t‘iﬁ;n%‘ document Production 77371120 gg‘ge 2 24 :Levaizsv @
+ micon pEsawanise  Amiwan oo supected 5 a5 pease (/)

Development
+ EJE;F;?:;P i él;a;a)cte"\stic Role Purchasing 82922230 < 2 :Levaiz:‘r @
i g:ags;{‘zat\cn - Stamford (CBF;JE;?:IETEHSUE Role B e 82639930 A 18 :Ieevaizew @
* e T meamen 45489940 supecied 8 43 piense ()
+ Title - Accountant (Csl'aaoia)cte\'\siic Hole Title - Accountant 91724340 4 45 :Levaizsv @
+ Title - Branch Manager E:;‘Ua.,:a)':te”stic Rale Iliglfa'gf:a“h 67762440 5 z| :LE‘::‘; @
+ offeericimn. oy e e ame  sT7sa supested 3 14 peaze (o

~haractarictie Dol

Titla - DB

-

The table at the end of this section lists the types of rirdtion,

Figure 30 Role Approval Workform

description of the information included in tRele Approval list.

6.

their values and provides a

Click the +symbol next to a RoleName to expand the Rolégumas tree and view the
conncetions to review. The Role tree now shows the role coansctiivided
according to their type. These are Current Resources, Current Rades, Current
Sub-Roles, Related Users, Related Resources, Related Parent Febddsd RSub-
Roles, Subsumed Roles, and Role Alerts.

. - Susp. Susp. Prop.
RoleName Description Organization Owner Type Role b (T
Autcmaticn &
o — Org Please
- Development document Production 371120 b 2 44 Reviow \/’
management
Current Users (4)
Person - " Org " Link - - Remove Approve
Name 75 Organization 779 Country Location Type AuditCard Status History - ah Comment
Request
to
Alex Application . approve
Patrick 57644540 o0 e ent  Corporate US Pennsylvania Direct Brioony | u
11:17:46
AM
Keren oogousqg Application - o Show
Cindy 77232450 (oF Lo O ot Corporate US Penncylvania Direct . I m
poSter g, Application = _ Show
Siin 94362210 (AR CONNT 1+ Corporate US Pennsylvania Direct . O C
Suspected
a Violation
Capel Application - o lolat -
Lnda 98383830 el iohment Corporate US Pennsylvania Direct f‘.éé‘é?”' ' ]
); PM
g Current Resources (7)
+ Current Parent Roles (0)
+ Current Sub-Roles (0)
+ Related Users (44)
+ Related Resources (D)
+ Related Parent Roles (0)

7. Click the +symbol next to a Role node to expand the node iamdtkie roles on the
roles tree. Roles with either Suspected or Proposed Conneat®imsdicated by Red
text that appears in the Audit Card Status column. Use thet ALatd status
information as additional tool in deciding whether to Remowv@pprove the User's
access rights to the role.
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8. To remove a user or role-connection, mark the check box indhm® column. To

approve a user or role-connection, mark the check box in theo¥@molumn. After
you mark a check box a text field appears in the comment columyoioto enter
comments. You must indicate whether you want to Approvesandve each and every
entry. Repeat this process for each entry in each node in the tree.

. Click the +symbol next to the Resources node to expand thearatlview the user’s

resources. Mark either the Approve or Remove check box for eactvandresource.
Again you can use the Audit Card Status alert as to help madesionh.

10.Similarly, expand the Related Users, Related Resources and renfRelatgd nodes.

These nodes list potential users and resources that can be corodttedole. The

content of the lists is extracted from the results of Augitsformed on the

configuration. To provide access rights to the related usemslaied resources mark
the check box in the Add column.

11.Collapse all the nodes and click the Review Confirmation check ataHe end of the

row to submit your changes.

The table list the information presented in the Operation Afeheomain tab and provides a brief

description for each type.

Information Type Value Description
Role RoleName The name of the Role

Description A unique employee ID as taken from
the configuration file.

Org Lists the name of the Organization to
which the Role belongs, as taken
from the configuration file.

Owner Lists the name of the role owner, as
taken from the configuration file.

Type Lists the Role Type as taken from

Type column in the configuration file.

AuditCard Status

List the number and type of AuditCard
exceptions associated with the Role.

This is divided into 3 columns as
follows; Suspected Role, Suspected
Connections, Proposed Connections.

Review

Click the check mark to indicate that
the Role has been reviewed and the
amendments can be viewed by the
role engineer.

Current Users Name

The name of the User that is linked to
the role

Person ID

A unique employee ID as taken from
the configuration file.

Organization

Lists the name of the Organization to
which the User belongs, as taken
from the configuration file
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Information Type Value Description
Org Type Lists the Organization Type with
which the user is associated, as
taken from the configuration file.
Location Indicates the office or region to which
the user is assigned.
Link Type The way in which the User and is

linked to the Role. Direct, Indirect or
Dual.

Audit Card Status

List the number and type of AuditCard
exceptions identified between the
User and the Role.

History

Indicates when the most recent
request was made with respect to the
role.

Remove

Select the Remove check box to
indicate whether you want the link to
the current user removed.

After selecting the Remove check
box an edit field appears to the right
of the check box for entering
comments.

Approve

Select the Approve check box to
indicate whether you want to create a
link to the current user.

After selecting the Approve check box
an edit field appears to the right of the
check box for entering comments.

Current
Resources

Namel
Name2
Name3

Namel, Name2, Name3 corresponds
to the format of other resources in the
Resources Database. Res Name 1,
Res Name 2 and Res Name 3
become key fields.

Link Type

Lists the way in which the Resource
is connected to the specific role. For
example Direct or Indirect

AuditCard Status

Audit codes that explain the reason
that the system has designated the
record as suspicious.

History Indicates when the most recent
request was made with respect to the
role.

Remove Select the Remove check box to

indicate whether you want the link to
the current resource.

After selecting the Remove check
box an edit field appears to the right
of the check box for entering
comments.
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Information Type

Value

Description

Approve

Select the Approve check box to
indicate whether you want to create a
link to the current resource.

After selecting the Approve check box
an edit field appears to the right of the
check box for entering comments.

Current Parent
Roles

Name

The name of the Role

Description

The Role description

Link Type

Lists the way in which the Parent Role
is connected to the specific role. For
example Direct or Indirect

AuditCard Status

Audit codes that explain the reason
that the system has designated the
record as suspicious.

Remove

Select the Remove check box to
indicate whether you want the link to
the Suspected role.

After selecting the Remove check
box an edit field appears to the right
of the check box for entering
comments.

Approve

Select the Approve check box to
indicate whether you want to create a
link to the proposed role.

After selecting the Remove check
box an edit field appears to the right
of the check box for entering
comments.

Current Sub
Roles

Name

The name of the Role

Description

The Role description

Link Type

Lists the way in which the Sub Role is
connected to the specific role. For
example Direct or Indirect

Audit Card Status

Lists the Audit codes that explain the
reason that the system has
designated the record as suspicious.
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Information Type

Value

Description

Remove

Select the Remove check box to
indicate whether you want the link to
the Suspected role removed.

After selecting the Remove check
box an edit field appears to the right
of the check box for entering
comments.

Approve

Select the Approve check box to
indicate whether you want to create a
link to the proposed role.

After selecting the Remove check
box an edit field appears to the right
of the check box for entering
comments

Related Users

UserName

The name of the User

Status

The Status column indicates the
stage in the Audit workflow that the
Alert is currently located.

Score

The value in the Score field provides
a relative indication as to the severity
of the audit card alert, compared to all
other audit card alerts.

A score of a very high value would
warrant a higher priority than a score
with a very low value.

Type

Displays the Audit Code listed in the
Audit Card for the Role.

Audit Card Status

Lists the Audit codes that explain the
reason that the system has
designated the record as suspicious

Add Select the check box to indicate you
want to create a link to the proposed
used.

Related Namel Namel, Name2, Name3 corresponds
Resources Name2 to the format of other resources in the
Name3 Resources Database. Res Name 1,

Res Name 2 and Res Name 3
become key fields.
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Information Type

Value

Description

Status

The Status column indicates the
stage in the Audit workflow that the
Alert is currently located. When an
audit card is first generated, all alerts
are set by default as Suspected.

The remaining Statuses are OK,
Addressed and In Progress. These
are set manually by the Role
Engineer.

Score

The value in the Score field provides
a relative indication as to the severity
of the audit card alert, compared to all
other audit card alerts.

A score of a very high value would
warrant a higher priority than a score
with a very low value.

Type

Displays the Audit Code listed in the
Audit Card for the Role.

AuditCard Status

Lists the Audit codes that explain the
reason that the system has
designated the record as suspicious.

Add

Select the Add check box to indicate
whether you want the link to the
Suspected resource to be added to
the selected Role.

After selecting the Add check box an
edit field appears to the right of the
check box for entering comments.

Related Parent
Roles

Name

The name of the Role

Description

The Role description

AuditCard Status

Indicates the stage in the Audit
workflow in which the Alert is
currently located. When an audit card
is first generated, all alerts are set by
default as Suspected.

The remaining Statuses are OK,
Addressed and In Progress. These
are set manually by the Role
Engineer.

Link Type

Lists the Audit codes that explain the
reason that the system has
designated the record as suspicious.
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Information Type

Value

Description

Add

Select the Add check box to indicate
whether you want the link to the
Suspected resource to be added to
the selected Role.

After selecting the Add check box an
edit field appears to the right of the
check box for entering comments.

Related Sub
Roles

Name

The name of the Role

Description

The Role description as taken from
the configuration file.

AuditCard Status

Indicates the stage in the Audit
workflow in which the Alert is
currently located. When an audit card
is first generated, all alerts are set by
default as Suspected.

The remaining Statuses are OK,
Addressed and In Progress. These
are set manually by the Role
Engineer.

Link Type

Lists the Audit codes that explain the
reason that the system has
designated the record as suspicious.

Add

Select the Add check box to indicate
whether you want the link to the
Suspected resource to be added to
the selected Role.

After selecting the Add check box an
edit field appears to the right of the
check box for entering comments.

Subsumed
Roles

Role Name

The name of the Role

Description

The Role description as taken from
the configuration file.

AuditCard Status

Indicates the stage in the Audit
workflow in which the Alert is
currently located. When an audit card
is first generated, all alerts are set by
default as Suspected.

The remaining Statuses are OK,
Addressed and In Progress. These
are set manually by the Role
Engineer.
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3.5 Resource Approval

The Resource Approval folder contains workforms that givetlyewcapability to:

* View a configuration’s resources filtered according to ResourcegBagés as they
appear in the Resource Panel in the selected configuration file.

«  Focus on exceptions as identified by audit card alerts.
< Approve or reject links to resources by users, roles, anadedsitities.

«  Propose changes
The Resource Approval folder contains the following workfrm

*  Resource Approval

3.5.1 Request a New Resource Definition

Use the Request a New Resource Definition to supply the defalsew resource to be added to a
configuration. Details for a new resource definition include:

e User values for the configuration attributes
¢ Resource Names

«  Manager ID-Owner

¢ Organization

. Location
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To request a new role definition:

1. From theBusiness Collaboration module selecthe Resource Management folder, and
then click theRequest a New Resource Definition link.

2. Click the Settings tab to bring it forward.

3. From theConfiguration drop down list select the configuration that you wanttpest
a new resource definition for, and then cl@K. TheMain tab opens displaying a text
field for each role attribute in the selected configuration.

Request New Resource Definitions

ConfigwithRoles

* Mandatory field

o Y oo

4. Enter the appropriate values for the new resource definiti@ach of the text fields.
Fields marked with an asterisk are mandatory. If you do mmivkhe correct value for
a given field click theFind button to open a window displaying the range of values
available for the selected attribute. Select the value and@HKcko enter the value in
the attribute text field.

5. Click the OK button, theRequest Changes to Resource Definition window opens.
Review the details for the new resource definition request.

Request Changes To Resource Definition

Resource details for gggqq-wwww-eeeee (on request)

[aaqa
‘ WWWW

[eseee

Actual Users - none Select To Add

Actual Roles - none SEEENDAL
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6. Click Edit to open theEdit Resource Definition window and modify the resource
definition details. Click theOK button to save changes and return to Request
Changes to Resource Definition window.

7. Now add Users to the Resource Definition. Click $akect to Add button next to the
Actual Users section just below the user details table. Fh Users window opens.

8. Enter user details in the filter text fields and click Seledialfle of users matching the
search details is displayed.

9. Mark the check box next to the user that you want to addet&résource Definition
and then clickOK. The selected user is added to the list of Requested Useitwefor
Role Definition.

Request Changes To Resource Definition

Resource details for gggg-wwww-eeeee (on request)

|Ras Namel |qqqq

|R.EE Name2 |wwww

|Res Name3 |eeeee
[Field1
[Fieldz
[Fieldz
[Fielda
|Fields
[Fields

Actual Users - none Select To Add

Requested Users
PersonID User Name Type Description Remove

98662230 Tortia Dan |—"\dd ||Add user to res u

Actual Roles - none Select To Add

-—»

10.Now add Roles to the Resource Definition. Click 8Ssfect to Add button next to the
Actual Resources section just below the user details table. Hied Roles window
opens.

11.Enter role details in the filter text fields and cli#lect. A table of roles matching the
search details is displayed.

12.Mark the check box next to the role that you want to adthéoResource Definition
and then clickOK. The selected resource is added to the list of Requested Radles fo
Resource Definition.

13.The request for a new resource definition should now indResmurce details, a list of
Users and a list of Roles. CliéBK. The window is closed and the request for a new
resource definition is stored for review and approval.

3.5.2 Request Changes to a Resource Definition

Use the Request Changes to a Resource Definition workfornodifynthe details of an existing
resource.

To request changes to a Resource Definition:
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1. From theBusiness Collaboration module select thResource Management folder, and
then click theRegquest Changes to a Resource Definition link.

2. Click the Settings tab to bring it forward.

3. From the Configuration drop down list select the configuration that the Resource
Definition belongs to and then cli€bK. TheMain tab opens.

Request Changes To Resource |

ConfigwithRoles

(o)

4. Enter theResource Name in the text field for the resource that you want to change.

5. If you do not know the Resource Name cligdect to Edit to search for the Resource
Name. The&=ind Resource window opens.

6. Enter search strings in tHend Resource fields and clickSelect. A list of resources
matching the search string is displayed.

7. Select the check box next to the resource for which you wasttaioge the definition
and click OK. The name for the selected resource is loaded int&ebmirce Name
text field.

8. Click OK. TheRequest Changes to Resource Definition window opens and displays the
details for the selected resource.

9. Modify the Resource details in thiRequest Changes to Existing Resource Definition
window by clicking Edit and changing the details in tlilit Resource Definitions
window. ClickOK to save your changes and return toRbguest Changes to Resource
Definition window.

10.To add a user/role to the Requested User/Role list clickStteet to Add button
adjacent to théctual Users or theActual Roles list. Use thd=ind User/Role window to
identify users or roles that match a search string, and thek Sdiect to display
matching users or roles.

11.Select a user/role from the list and cli@K. The selected user/role is added to the
Requested User/Role list.

12.To remove a user or role from the Resource Definition, séhectheck box in the
user's or rolesRemove column and click th€©K button. The request is saved and the
window is closed.

3.5.3 Request Removal of a Resource Definition

To request the removal of a resource definition:

1. From theBusiness Collaboration module select th&esource Management folder, and
then click theRequest Removal of a Resource Definition link. The Regquest Resource
Removal window opens.

2. Click the Settings tab to bring it forward.
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3. From the Configuration drop down list select the configuration that Resource
Definition belongs to and then cli¢kk. The Main tab opens.

Request Resource Removal

ConfigwithRoles

Comment -

4. In the Resource Name text field, enter the Name for the Resource Definition that yo
want to remove from the configuration.

5. If you do not know the resource name, cliGlet Resources. The Find Resources
window opens.

6. Enter search strings in theéind Resources fields and clickSelect. A list of roles
matching the search string is displayed.

7. Select the check box next to the resource that you want to remowdia@dnOK. The
name of the selected Resource is loaded int&ékaurce Name text field.

8. You can add a comment in the Comment field if required.

9. Click OK. The request to remove the Resource Definition is saved.
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3.5.4 Resource Access Certification/Attestation

The Resource Approval workform provides business managdrghgitability to certify the addition
or removal of user and role connections to resources. Propasefuspected connections to users
and roles are based on generated AuditCard alerts.

To certify the user access to resources:

1. From theBusiness Collaboration module select thResource Management folder, and
then click theResource Access Certification/Attestation link. The Resource Approval
window opens.

2. Click the Settings tab to bring it forward.

3. Choose the settings to match your requirements. Either sefgarhjgaign or select a
combination ofConfiguration, Audit Card, andCategory options from their respective
drop down lists.

4. Click OK to return to the Main tab.

5. Select an item from thBResource Category drop down list and clicket Resources. A
list of Resources that match the selected parameter is displayetistlindicates if the
resource is suspected and the number of proposed and suspectedioos for each
resource.

||

Resource Approval

Status: 17 Resources (17 Not Reviewed, 0 Incomplete, 0 Completed) MHide reviewed privileges

Susp. Susp. Prop.

Namel Name2 Name3 ManagerID-Owner Organization P e e

+ appldev UNXMARKT Sclaris26 89123140 Marketing Sun Server 21 Please Review @
+ public UNXMARKT Solaris26 89123140 Marketing Sun Server 15 20 Please Review @
+ purchase UNXMARKT Sclaris26 89123140 Marketing Sun Server Please Review @
+ root UNXMARKT Solaris26 89123140 Marketing Sun Server Please Review @
+ secmgr  UNXMARKT Solaris26 89123140 Marketing Sun Server 24 Please Review @
+ ucisdev  UNXMARKT Soclaris26 89123140 Marketing Sun Server Please Review @
+ uciemgr UNXMARKT Soclaris26 89123140 Marketing Sun Server Please Review @
+ ucisusr UNXMARKT Solaris26 89123140 Marketing Sun Server 3 23 Please Review @
+ ugrkdba UNXMARKT Sclaris26 89123140 Marketing Sun Server 4 21 Please Review @

Figure 31 Resource Approval Workform

The table at the end of this section lists the types of nrdton, their values and provides a
description of the information included in the Resource Ayglrlist.

6. Click the +symbol next to a ResourceName to expand the Regmiviteges tree and
view the connections to review. The Resource tree now showssibigrce connections
divided according to their type. These are Location, Users, RBlelated Users,
Related Roles, and Resource Alerts.
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7. Click the +symbol next to a Users node to expand the nodgiewdhe connections
on the resource tree. Resources with either Suspected or &toposnections are
indicated by Red text that appears in the Audit Card StatusnosluUse the Audit
Card status information as an additional tool in decidingtimdr to Remove or
Approve access rights to the resource.

8. To remove a user or role-connection, mark the check box indhsm®e column. To
approve a user or role-connection, mark the check box in theo¥gmolumn. After
you mark a check box a text field appears in the comment columyoioto enter
comments. You must indicate whether you want to Approvesand®e each and every
entry. Repeat this process for each entry in each node in the tree.

9. Click the +symbol next to the Roles node to expand the andeview the resource’s
roles. Mark either the Approve or Remove check box for each angl easwurce.
Again you can use the Audit Card Status alert as to help madesionh.

10.Similarly, expand the Related Users and Related Roles nodes. mhdss list
potential users and roles that can be connected to the resdueceoritent of the lists
is extracted from the results of Audits performed on theigor#tion. To provide
access rights to the related users or related roles mark the cheicktbe Add column.

11.Collapse all the nodes and click the Review Confirmation check ataHe end of the
row to submit your changes.

The table lists the types of information presented in thedliparArea of the Main tab and provides
a brief description for each type.

Information Type Value Description

Resources Namel Namel, Name2, Name3 corresponds
Name2 to the format of other resources in the
Name3 Resources Database. Res Name 1,

Res Name 2 and Res Name 3
become key fields.

Owner Displays the name of the resource
owner as taken from the roles panel
in the configuration file.

Organization The name of the organization to
which the resource is associated.

AuditCard Status Indicates the type and number of
audit card alerts identified with the
resource.

This is divided into 3 columns:
Suspected Resources, Suspected
Connections and Proposed
Connections.

Users Person ID A unique employee ID as taken from
the configuration file.

Name The name of the User that is linked to
the resource.
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Information Type Value Description

Org Lists the name of the Organization to
which the Resource belongs, as
taken from the configuration file

Org Type Lists the Organization Type with
which the resource is associated, as
taken from the configuration file.

Link Type The way in which the user is linked to

the Resource. Role-Based, Direct,
Indirect or Dual.

Audit Card Status

Lists the Audit codes that explain the
reason that the system has
designated the record as suspicious.

History

Indicates when the most recent
request was made with respect to the
resource.

Remove

Select the Remove check box to
indicate whether you want the link to
the Suspected resource removed
from the user.

After selecting the Remove check
box an edit field appears to the right
of the check box for entering
comments.

Approve

Select the Approve check box to
indicate that you want the link to the
Proposed connection approved for
the user.

After selecting the Approve check box
an edit field appears to the right of the
check box for entering comments.

Roles

Name

The name of the role

Description

The Role description

Link Type

The way in which the role is linked to
the Resource. Role-Based, Direct,
Indirect or Dual.

Auditcard Status

Lists the Audit codes that explain the
reason that the system has
designated the record as suspicious.

History

Indicates when the most recent
request was made with respect to the
resource.
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Information Type

Value

Description

Remove

Select the Remove check box to
indicate whether you want the link to
the Suspected resource removed
from the role.

After selecting the Remove check
box an edit field appears to the right
of the check box for entering
comments.

Approve

Select the Approve check box to
indicate that you want the link to the
Proposed connection approved for
the user.

After selecting the Approve check box
an edit field appears to the right of the
check box for entering comments.

Related Users

UserName

The name of the User

PersonID

A unique employee ID as taken from
the configuration file.

Status

The Status column indicates the
stage in the Audit workflow that the
Alert is currently located. When an
audit card is first generated, all alerts
are set by default as Suspected.

The remaining Statuses are OK,
Addressed and In Progress. These
are set manually by the Role
Engineer.

Score

The value in the Score field provides
a relative indication as to the severity
of the audit card alert, compared to all
other audit card alerts.

A score of a very high value would
warrant a higher priority than a score
with a very low value.

Type

Displays the Audit Code listed in the
Audit Card for the Resource.

Audit Card Status

Lists the Audit codes that explain the
reason that the system has
designated the record as suspicious.

Add

Select the Add check box to indicate
whether you want the link to the
Suspected user to be added to the
selected resource.

After selecting the Add check box an
edit field appears to the right of the
check box for entering comments.
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Information Type

Value

Description

Related Roles

Name

The name of the Role

Status

The Status column indicates the
stage in the Audit workflow that the
Alert is currently located. When an
audit card is first generated, all alerts
are set by default as Suspected.

The remaining Statuses are OK,
Addressed and In Progress. These
are set manually by the Role
Engineer.

Score

The value in the Score field provides
a relative indication as to the severity
of the audit card alert, compared to all
other audit card alerts.

A score of a very high value would
warrant a higher priority than a score
with a very low value.

Type

Displays the Audit Code listed in the
Audit Card for the Role.

AuditCard Status

Indicates the stage in the Audit
workflow in which the Alert is
currently located. When an audit card
is first generated, all alerts are set by
default as Suspected.

The remaining Statuses are OK,
Addressed and In Progress. These
are set manually by the Role
Engineer.

Add

Select the Add check box to indicate
whether you want the link to the
Suspected resource to be added to
the selected Role.

After selecting the Add check box an
edit field appears to the right of the
check box for entering comments.
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3.6 Privileges Navigation and Browsing

The Privileges Navigation and Browsing folder contains warks that give you the capability to
view the details of Users, Roles and Resources:

The Privileges Navigation and Browsing folder contains tHeviing workforms:

« Navigate a Hierarchy to Browse.
e Browse User Privileges.
«  Browse Role Privileges.

«  Browse Resource Privileges.

3.6.1 Navigate a Hierarchy to Browse

To navigate a hierarchy to browse:

1. From the Business Collaboration module select thePrivileges Navigation and
Browsing folder, and then click théNavigate a Hierarchy to Browse link. The

Hierarchy to Browse window opens.

Hierarchy Browse

Configuration

ConfiglloRales hd

Hierarchy Attributes

<None: B <None: B <MNone: B <None: hd m

2. Select &Configuration from theConfiguration drop down list box.

3. From theHierarchy Attributes drop down lists, moving from left to right, select ae®r
of attributes that describes the hierarchy that you want tevderoFor example

Organization Type, Organization, ManagerID.

Hierarchy Browse

Configuration

ConfigNoRales hd

Hierarchy Attributes

Organization Type = TR - or )
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4. Click OK. A Hierarchy tree appears and is structured according to yararddhy

Attribute selection.

Hierarchy Browse

Configuration

ConfigWithRoles -

Hierarchy Attributes

Organization
Type

+

- Branches

Organization ManagerID

_ Fifth Ave
Branch
67762440
_ Human
Resources
12345678
Silicon
- Valley
Branch
97373330

o Stamford
Branch

Users Roles Resources
71 92 62
22 27 19
10 11 ]
10 11 ]
1 (V] (V]
1 (V] (V]
4 11 10
4 11 10

7 13 12 -

5. Click on an entity in the Hierarchy tree and window opendaiism a list of users that
belong to the selected Hierarchy element.

/= http:/ flocalhost/SagePortal /Workfe 10l =|

Show Users per Page:

Users 1-10 of 10

Person ID
87623490
91238730
76329130
94738470
82653450
£9213478
84774660
67762440
87473220
89123470

= =
User Name
Atek Rogers
Deer Alex
Eagle Richard
German Tom
Hill Gary
Hill Silver
Mills Robert

Purple Mary

Saven Werner

Sharon Johnson

6. Click on a User in the list and open the User Details winfdowhat user.
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3.6.2 Browse User Privileges

Use the Browse User Privileges workform to view the userldétaia specific User.

To browse for user privileges:

1. From the Business Collaboration module select thePrivileges Navigation and
Browsing folder, and then click th&rowse User Privileges link. The Find Users
window opens.

2. On the Settings tab select a configuration from the Configmratrop down list and
click OK. The Main tab displays browsing fields for the seldatonfiguration.

3. Select attributes for the configuration and enter search striragjacent the text fields.

4. Click Select and a list of Users matching the search stringlisplayed.

Find Users

ConfigWithRoles

wihere
Where OrganizationType M| Contains

Person ID Name Org Org Type Country Location Title Cost Center
75675330 Davis Brett Database Administrators Corporate US Pennsylvania DB Admin Manager 2,933,311,234
88311130 Goodman Bruce Marketing_Dept. Corporate US New Jersey  Marketing Manager 2,533,111,234
98732770 Braazl Bill Application Development Corporate US Pennsylvania Developer 30111

5. Click the Person ID for any user on the list and the Usetilgeior that user is
displayed.

3.6.3 Browse Role Privileges

Use the Browse Role Privileges workform to view the detdits specific role.

To browse for role privileges:

1. From the Business Collaboration module select thePrivileges Navigation and
Browsing folder, and then click th&rowse Role Privileges link. The Find Roles
window opens.

2. On the Settings tab select a configuration from the Configmratrop down list and
click OK. The Main tab displays browsing fields for the seldatonfiguration.

3. Select attributes for the configuration and enter search sirirmghacent the text fields.
4. Click Select and a list of Roles matching the search stringssiaykd.
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5. Click a role name from within the list and the Role Detailsdeiv opens.

3.6.4 Browse Resource Privileges

Use the Browse Resource Privileges workform to view the dethé specific resource.

To browse for role privileges:

1. From the Business Collaboration module select the Privilegegation and Browsing
folder, and then click the Browse Resource Privileges link. Aihd Resource window
opens.

2. On the Settings tab select a configuration from the Configaratrop down list and
click OK. The Main tab displays browsing fields for the s&datonfiguration.

3. Select attributes for the configuration and enter search striraghacent the text fields.
4. Click Select and a list of Resources matching the search sti@gksplayed.

5. Click a resource name from within the list, and the Resouetail® window opens.
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