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1. General Description

NuDOG-301 is a two ports handheld network TAP
and streams generating equipment. Innovative
design makes it unique from other test equipment.
Unlike other network TAP equipment, NuDOG-301
has USB port for both system configuration /
management and network TAP. For TAP function,
streams flow through NuDOG-301 is tapped and
forwarded to PC via USB. Advanced criteria can filter

the packet wanted to reduce the traffic to PC
dramatically.

In addition to the passive mechanism, NuDOG-301 is also an active stream generator that can
generate test streams with variety of Ethernet frames and test protocols. Two ports of
NuDOG-301 can work as pair to have Rapid-Matrix stream test for the DUT. BERT pattern
loopback test can find the errors due to the DUT.

For network test equipment with such capability and availability, NuDOG-301 indeed reduces the
research and development lead-time, do great help to find the faulty product by batch network
test and also get the way to find the possible bottleneck of the network for MIS in office. Elegant
hairline surface coating outside and excellent feature inside make NuDOG-301 the best choice of
handheld network test device.

1.1 Features

¢ 10/100/1000 Mbps Wirespeed Stream generation, TAP, capture, and analysis

¢ Rapid-Matrix multi-streams generation for simultaneous network test

o Proprietary X-TAG frame tagging technique for examination of latency, packet loss, and
packet sequence...etc.

o SDFR technique make capture of Ethernet frame easy and convenient

e Stream Counter per port for detailed analysis of test result

o Pre-defined or user-defined patterns as trigger conditions of Multi-stream Counter

o Active TAP feature that analyze and filter all packets flows through without interfering the
original traffic

¢ Uni-directional streams between bi-directional network traffic can be redirected to PC for
analysis

o Complete real-time RMON counter for analysis

o Layer 1 and Layer 2 passive loopback mode for incoming traffic

e Supports 2 ports Cross-loopback or one port Local-loopback

o Verify oscillator's speed rate of DUT

XTRAMUS TECHNOLOGI ES® E-mail: sales@xtramus.com

Website: www.Xtramus.com
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e Variety of application software for different test requirement

1.2 Function Mode

1.2.1 Stream Generation Mode

For Streams Generation mode, the NuDOG-301 generates bi-directional network streams for
required test as the illustration below.

Both Port A and Port B of NuDOG-301 can generate and receive test streams. The test streams
are sent and return to original NuDOG-301 for analysis of the DUT (device under test).

Streams Generation Mode

Streams A

Streams B

Streams Generation
Application Software

1.2.2 TAP mode

For TAP mode, NuDOG-301 can monitor any data that flows through this equipment. Network
TAP is the way to monitor running network without intruding the network. NuDOG-301 can tap
bi-directional or uni-directional traffic from different sides and also provides abundant packet
counters

Network TAP Mode Network A
-2
Bi-directional A< - B Traffic
> N
Uni-directional >
Traffic A->B is
Tapped Network B
USB l
Network TAP
Application Software
XTRAMUS TECHNOLOGI ES® E-mail: sales@xtramus.com

Website: www.Xtramus.com



QY XTRAMUS.

1.3 Support Software

There are several software that can work with NuDOG-301 for different kind of test requirement.
Here is the introduction of these software. Please contact with distributor to purchase suitable
utility software for your test.

1.3.1 DApps-SG: Control Suite for Multiple Streams Generator

Please read the following chapter to know how to operate this software.

DApps-SG provides a powerful and sophisticated virtual front control panel to manage the
NuDOG-301. Two test ports can be independently configured with parameters to define multiple
streams, filters, and capture capabilities. Traffic for various network protocols can be customized,
transmitted, and received on each port. Comprehensive statistics provide users an in-depth
analysis of the performance of the DUT (Device Under Test).

1.3.2 DApps-TAP: Ethernet TAP Suite base on TAP and Loopback

For NuDOG-301, all data streams between two network ports can be duplicated and sent to PC
via USB port for monitor and analysis. Operator can specify criteria to filter the packets wanted
by DApps-TAP application software. It reduces the network traffic of USB port and also
decreases the resource of PC to deal with large quantity of packets.

*In theory, maximum speed of USB 2.0 is 480Mbps and maximum speed of UTP port is 1GMbps.
For data transmission over 480Mbps, the packets to USB port are dropped if all packets are
tapped by USB port. However, it does not affect the data transmission flows between two
network ports.

1.3.3 DApps-NIC: Network Card Simulation Suite

NuDOG-301 has a mini-USB port for connection to PC. In addition to network TAP, system
control and system upgrade of NuDOG-301, it also has the function of network interface card. By
the software control and hardware conversion of NuDOG-301, network data streams can flow
between USB and network port of NuDOG-301.

*In theory, maximum speed of USB 2.0 is 480Mbps and maximum speed of UTP port is 1GMbps.
Enable flow control can prevent packet loss if the network transmission is over 480Mbps

1.3.4 DApps-2544: Test Suit Based on RFC-2544

DApps-2544 is a user-friendly and automated test suite based on industry-standard RFC-2544. It
generates and analyzes the packets to evaluate the performances of Throughput, Latency,
Packet Loss, and Back-to-Back of Ethernet switches or routers via NuDOG-301. The real-time
display of test results and customized report provide an effective way to examine the DUT.

1.3.5 DApps-2889: Test Suit Based on RFC-2889

DApps-2889 is a user-friendly and automated test suite based on industry-standard RFC-2889 to
test the DUT. RFC 2889 provides methodology for the benchmarking of local area network (LAN)
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switching devices, forwarding performance, congestion control, latency, address handling and
filtering. It extends the methodology already defined for benchmarking network interconnecting
devices in RFC 2544,

1.3.6 DApps-MPT: Automated Batch Tests for Ethernet Device

DApps-MPT is an accurate and efficient software suite for mass production test or batch network
test. Various packet generation and reception testing items could be configured to pre-defined
testing modes. The utility of DApps-MPT is easy to load testing models. All simple and visualized
results and detailed testing logs are available to be accessed based on requirements.
DApps-MPT is a powerful and convenient tool to apply on NuDOG-301.

1.3.7 DApps-QoS: QoS Testing based on VLAN items

Network QoS (quality of service) is a way to classify the transmission priority of packets when the
packets that are going to transmit are beyond the throughput that the Ethernet switch or router is
able to deal with. Higher priority packets are processed and transmitted first.

For Ethernet frame, each packets can be tagged with a VLAN ID and CoS (class of service). For
Ethernet switch or router that supports QoS, packets with higher CoS priority should be
transmitted first if traffic is congested. DApps-QoS is able to limit acceptable network traffic at
receiving port and analyze the traffic distribution of packets with different priority received from
DUT (router or switch).

1.3.8 DApps-QoS3: QoS Testing Based on IP/UDP items of Layer3

The QoS (quality of service) of DApps-QoS3 is similar to DApps-QoS. Layer 3 IP/UDP packets
are marked according to the type of service they need. In response to these markings, routers
and switches use various queuing strategies to tailor performance to requirements. By the same
test mechanism, NuDOG-301 tests the performance of Layer 3 Router, Switch with QoS function.

1.3.9 DApps-RGW: Test for Router Gateway

DApps-RGW is an application software to test the router/ gateway. By this application,
NuDOG-301 simulates as a DHCP clients that request service or generate streams to test the
performance of the router/gateway. The volume of allowable DHCP clients, PPPoE
authentication, throughput, latency, QoS, sessions allowed and protocols such as FTP, UDP and
TCP can be tested or measured.

XTRAMUS TECHNOLOGI ES® E-mail: sales@xtramus.com

Website: www.Xtramus.com
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2. Appearance

2.1 Left Side

There are holes with fan for ventilation

USB Port

Power Jack

FAN

Diagnostic Port

Connection Ports

Port Type Label Description

USB Port E Management, configuration or firmware/FPGA update of
this machine.
For TAP mode, it also re-directs tapped packets to PC.

Power Jack 12v DC Plug power from DC 12V adapter

CaCal

FAN Fan hole with internal fan for ventilation.

Diagnostic Diagnostic Optional diagnostic port (reserved)

Port

2.2 Top side

Indication LEDs are all located here.

XTRAMUS TECHNOLOGIES®
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SG/TAP

USB Status

Power / Fail

Capture mode

LED Status

Type Label LED Description

Power Power Fail |Green Power is ON without problem
Yellow System is failed
(Amber)

Port Status USB Green USB of this device is linked to PC
Yellow No USB link
(Amber)

Operation Mode SG TAP |Green Stream generation mode is activated.
When it works with the utility software
below. LED is green.

e DApps-SG
e DApps-2544
e DApps-2889
e DApps-MTP
e DApps-QoS
o DApps-QoS3
Yellow TAP mode is activated. TAP is the
(Amber) method to monitor network traffic that
flows through this device. When it
works with DApps-TAP utility software,
the LED is Yellow
OFF When it works DApps-NIC, the LED is
off.

E-mail: sales@xtramus.com
Website: www.Xtramus.com
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Capture Port

Capture A

Green

Capture Mode of A port is activated

Capture B

Green

Capture Mode of B port is activated

2.3 Right side

Right side has ports that connect with physical transmission media.

Connection Ports

Port A: SFP port

Port A: Cable port

Port B: Cable port

Port B: SFP port

SFP port

Port Type Label Description
A SFP port A SFP port for 1G speed SFP Only one port
fiber connector can be used
Ethernet port for Ethernet port for simultaneously
RJ-45 connector 10/100/1000M speed
connection of RJ-45
connector
B Ethernet port for | B SFP port for 1G speed SFP Only one port
RJ-45 connector fiber connector can be used

Ethernet port for
10/100/1000M speed
connection of RJ-45
connector

simultaneously

XTRAMUS TECHNOLOGIES®
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LED Status
Type Label LED Description
UTP Port status for |Link/ACT ON Network is linked
RJ-45 connector Blinking Data is transmitting or receiving
Speed ON 1000Mbps connection
Blinking 100Mbps connection
OFF 10Mbps connection if Link/ACT is ON

or blinking

XTRAMUS TECHNOLOGI ES®
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3. DApps-SG Stream Generation Utility

DApps-SG provides a powerful and sophisticated virtual front control panel to manage the

NuDOG-301. Two test ports can be independently configured with parameters to define multiple

streams, filters, and capture capabilities. Traffic for various network protocols can be customized,

transmitted, and received on each port. Comprehensive statistics provide users an in-depth

analysis of the performance of the DUT (Device Under Test).

3.1 Installation of Software Ultility

Click to run the .EXE utility execution file provided by Xtramus to install the software. System

shows

Windows Ul

Description

“hield Wizand

welcome to the InstallShield wizard for
DApps-SG

The InstallShield{R) Wizard will install Dapps-5G on
waur computer, To continue, click Mexk,

WARMNING: This pragram is protected by copyright law and
international treaties.

Welcome to install NuDOG-301 Utility.

Please click Next button to continue

License Agreement

Please read the Following license agreement carefully,

To add ywour own license bext to this dislog, specify your license agreement file in the Dialog
editar.

Mavigate to the User Interface view.

Select the Licensefgreement dislog.

Choose to edit the dialog layout.

Once in the Dialog editor, select the Memo ScrollableText contral,
Sek FileName to the name of vour license agreement RTF file,

k=

After vou build vour release, wour license text will be displayed in the License Agreement dialog.

Prink |

¢ T accept the terms in the license agresment

= I do nok accept the terms in the license agreement

Inistalshield

< Back. I Mext = I Cancel I

License Agreement for End User. Click |
accept the terms in the license

agreement, and then click Next

XTRAMUS TECHNOLOGI ES®
14
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Customer Information

Flease enker wour information.

Uset Marne:

Qrganization:

Inistal|Stield

< Back I Mext = I Cancel I

Input User Name and Organization and
click Anyone who uses this computer

(all users) and Next

Setup Type

(Choose the setup type that best suits vour needs.

FPlease select a setup kvpe.

All program Features will be installed, (Requires the most disk
space. )

" Custom

“hoose which program features wou want installed and where thew
will be installed. Recommended For advanced users,

Inistal[5hield

< Back I Mext = I Cancel I

Select Complete setup type, and then
click Next. If you want to install the utility
other then default directory, then select

Custom.

Shield Wizard

Ready to Install the Program

The wizard is ready ta begin installation.

Click Install to begin the installation.

If you want ko review o change any of your installation settings, click Back. Click Cancel ko
exit the wizard.

Instal|Efield

< Back Cancel

The message prompt you that
installation is going to start. Click Next to

continue.

XTRAMUS TECHNOLOGIES®
15
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bicrosnit Visual C++ 2005 3P1 Redistobutable Pack

Pleasze read the following license agreement. Press the PAGE DOWH key
to zee the rest of the agreement.

MICROSOFT WISUAL C++ 2005 RUMTIME LIBRARIES

These licenze termz are an agreement between Microzoft Corporation
[or baged on where pou live, one of itz affiliates] and you. Pleaze read
them. They apply ta the software named above, which includes the
media on which pou recerved it if any. The terms alzo apply to any
icrozoft

* updates,

* supplements,

* |nternet-based services, and

* zupport services

for thiz goftware, unlesz other termz accompany thoze items. [F 20,
thoze terms apphy.

By uzing the zoftware, vou accept theze terms. If you do not accept LI

MICROSOFT SOFTwWARE LICEMSE TERMS ﬂ

Do you accept all of the terms of the preceding License Agreement? [F pou
choose Mo, [nstall will cloze. To install you must accept this agreement.

ez Mo |

The system prompts you that installation
of Microsoft Visual C++ SP1
Redistributable Package is required.
Click Yes to install it and the installation

is started.

InstallShield wizard Completed

The InstallShield Wizard has successfully installed DApps-5G
w0,9b002, Click Finish to exit the wizard,

= Bach Gance] I

Click Finish to close the installation

procedure

DApps-SG vx.xxxxx ("x" is version number) or k&
shown.

3.2 Operation Menu

The operation menu is located at top of this utility

at desktop, then main windows is

XTRAMUS TECHNOLOGI ES®
16
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-+ MU0 DG-3010

=i systen Infoemasian

L @SN DIDOGIn000

e B MAC  O0-E2-A2-22-KE-NK
L= TRt e

{ b --meda Cog : Auto 1000M Fu
| ~{=3-Mada Status

L Ok Uk U

{1 - GSpeed : ADODMFUl

L s TR Cope
Lokl Streams Generation

| L -Capfura CRtera

i b---Captum Buffar

=R NN

| ----Mea Calg ALt 10000 Fu
| =i=-pEdE Status

D Dbk Uk U

| - MGSpeed : 1DADMFul

L R3O Tyoe ; Oopper
LU Streams Gensration

! b---Captura Critera

| m-—-Captuma Buffar

3.2.1 File Sub-menu

Block in main window: A

Menu Choice Usage

Exit Exit and close this utility

3.2.2 Statistics Sub-menu

XTRAMUS TECHNOLOGI ES® E-mail: sales@xtramus.com

17 Website: www.Xtramus.com



&Y XTRAMUS.

Menu Choice

Usage

Control Panel

Real-time frame counters and control panel of Port A and Port B. The
counters contain frame counts generated and received that can

examine the DUT.

VLAN Stream

Counters Window

Add VID (VLAN ID) in specified range into the Ethernet frames that is
generated from port A and/or port B in order to test DUT that supports
VLAN tagged frame.

Complete VLAN stream counter can analyze the packet sent and

received.

X-TAG Stream

Counter Window

X-TAG is an Xtramus proprietary 12 bytes embedded tag that is
located at 49th~60th bytes of each testing frames that are generated

by Rapid-Matrix for multi-streams tests.

This counter can analyze many detailed problems of network
transmission of Port A, Port B and Port A+B. They contain counters
Current Tx Rate, Packets, Bytes, Loss Packets, S/N (serial number)
Miss and IPCS (IP Checksum) Error.

Port A Stream Configure the settings and contents of port A for the generation of
Gen packet streams
Port A Stream Configure the settings and contents of port B for the generation of
Gen packet streams

3.2.3 Control Sub-menu

File Statistics | Control  Serives Help

:; IR sl v Standand Mode (2K Sized
Feconnent | Conbiols  VLANSC Z-12 Jumbo Mode (16K Size)
Menu Choice Usage

Capture Buffer

Standard Mode (2K size): Active capture buffer (built-in memory)

mode for maximum 2K size packets

Jumbo Mode (16K size): Active capture buffer (built-in memory) mode

for maximum 16K size packets

E-mail: sales@xtramus.com
Website: www.Xtramus.com
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3.2.4 Service Sub-menu

File Statishes Contol | Serives Help

2k ek Syrstemn Tperade

Feconnent | Contils W1 FPGA Tpzrade
Ir:‘|ﬁ:|:rmati|:|n Log Window — Ctl+L
Menu Choice Usage

System Upgrade | Do system upgrade for

Firmware: Firmware in this machine

FPGA Upgrade Do system upgrade for
FPGA: (Field Programmable Gate Array) chip in this machine

Log Windows See instant log of current running command and result

10:28:20: Demo Wersion
10:28:21: Send Fill Tx Pkt

10:22:21: Send Config

10:28:21: Send Fill Tx Pkt

10:22:21: Send Config

11:26:46: 05/14/09 04:26:46

13:20:42: Send Set Rx Capture Configation

13:20:42: Send RxCapture Start

13:20:46: Send RxCapture Mext

13:21:30: Send Set Rx Capture Configation

13:21:30: Send RxCapture Start

13:21:35: Send RxCapture Mext

13:21:50: Send Set Rx Capture Configation

13:21:50: Send RxCapture Start

13:21:56: Send RxCapture Stop

13:21:56: Send RxCapture Mext

13:21:57: Send Stop Tx LI

3.2.5 Help Sub-menu

File Statistics Control Serives | Help

w | B = About NuDOG301
Menu Choice Usage
About (Model System information, such as Utility version and Hardware version of
Name) this device
Xtramus Web Connect to Xtramus Web directly.
3.3 Toolbar

The Toolbar is located below operation menu of this utility

Block in main window: B
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TR HILET AR e

rrasiloi s
ity e, -

aE  EH M ‘ ‘
Eeconment | Comtols  VIANSC XTAGEC | 804 2GB | CopC 4 CapC B
E F G H I J K L

Keys Usage

Reconnect For accident case such as power loss, cable disconnected that the
network is disconnected, press this button to reconnect the
network.

Controls Real-time frame counters and control panel of Port A and Port B.
The counters contain frame counts generated and received that
can examine the DUT. This button is the same as main operation
menu below

File | Ftatistice Contol Senver Help
B Control Panel
Fecon VLAN Streamn Comnter Window
Info E-TAG Stream Cownter Window
E Port & Stream Gren
Port B Stream Gen

VLAN SC VLAN Stream Counters
Add VID (VLAN ID) in specified range into Ethernet frame that is
generated from port A and/or port B in order to test DUT that
support VLAN tagged frame.
Complete VLAN stream counter can analyze the packet sent and
received.
This button is the same as main operation menu below
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File | Statistice Control  Serves  Help

+1 Control Panel

VLAN Stream Counter Window

Info  E-TAG Stream Covnter Window

Port & Stream Gen
Port B Stream Gen

X-TAG SC X-TAG is an Xtramus proprietary 12 bytes embedded tag that is
located at 49th~60th bytes of each testing frames that are

generated by Rapid-Matrix for multi-streams tests.

This counter can analyze many detailed problems of network
transmission of Port A, Port B and Port A+B.

This button is the same as main operation menu below

File | Btatistice Control Seriver Help

-ll Comntrol Panel
Fecon  FLAN Btream Conter Window
tmel  E-TAG Btream Counter Window

Port 4 Stream Gen
Poit B Stream Gen

SGA Configure the settings and contents of port A for the generation of

packet streams

This button is the same as main operation menu below

File | Btatistice Contol Server Help

Control Panel
YLAN Stream Counter Wmndow
H-TAG Stream Covnter Window:

Fort & Stream Gen

Poit B Stream Gen

SGB Configure the settings and contents of port B for the generation of
packet streams

File | Btatistice Contol Server Help

Control Panel
VLA Stream Covnter Window
H-TAG Stresm Covnter Window

Port 4 Stream Cren
Poit B Stream Gen

Cap,CA Configure the criteria to capture the packets from port A.
Cap,CB Configure the criteria to capture the packets from port B.
XTRAMUS TECHNOLOGI ES® E-mail: sales@xtramus.com
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3.4 Configuration and Information Zone

Block in main window: C

For different selections, there are System Information, Configuration and Status of Port A, Port B,
Report and Function Configuration in this block.

3.4.1 System Information

Click the item below to show the system information

Information
-1 g NUDOG-301C

I term Information
------------- & 5/ 0IDOGI0000KY
------------- i MAC : 00-22-A2-22- 0000

On the right side of the main window, it shows

System Information
Model MUDOGE-1007301
Agent AgentfCustomer
S/N 0IDOE30000%%
MAL 00-22-82-22-Xx-2X
Hardware Version v, MPOS
API Yersion w1.0b000
FPGA Version v1,0b000
Manufacture Date 2009/08/12
Type DEMO
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3.4.2 Port Status and Configuration

Click the item of ports to show the status or configuration

- E-Media Status

............. {7 Link : Link Up

............. 1z Speed @ 10000 Ful
............. HAA Type : Copper
............. Multi Streams Generation
............. Capture Criteria

............. Capture Buffar

3.4.2.1 Media Config

Click item below to configure the link mode. Port A and port B has the same configuration items

..... E""EE;F'DFt A
Media Config @ Auto 1000 Ful

User can view the media link status or force to run specified media link

Port A : Media Configuration

- M Autno - ™ Force
100 Half duplex £ Fatee 100 Half dusEs
0 10M Full duples: ! Faree 100 Full sl
100 Half duplex ' Fatee A0 HElf auElEs
 100m Full duplex £ Fatze A Full sl
& 10000 Full duplex = = = e
) [isatle

Lopapaliy | carcel |

Click Lml to take effect the configuration on this page or click L':Ell to resume

the original configuration

3.4.2.2 Media Status

Click items below to view the media status at its sub-tree.

XTRAMUS TECHNOLOGI ES® E-mail: sales@xtramus.com
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g------=|---r-'1edia Status

S — {Link : Link Up

------------- 1GSpeed : 10000 Ful
............. ;Q(T-!I.-DE v Copper

This window shows current link and media status

Port A : Media Status

Link Link Lip
Speed 1000 Full dulpes
Mode 1000 Full dulpes
Type opper

3.4.2.3 Multi Streams Generation

Click item below to view the Multi Streams Generation configuration window.

""'E""E'Ejp':'rt A

------------- Media Config : Auto 10000 Full
- =-Media Status

............. {3 Link : Link Up

------------- 1GSpeed @ 1000M Ful
............. AAType © Copper

Multi Streams Generation

P Capture Criteria

The configuration is the same as selection in operation menu or toolbar as below

File | Statistice Control Serives Help
Control Panel

VLAN Btream Counter Window
H-TAG Streamn Covnter Window

Port 4 Stream Cen

[ PortB Stream Gen

Operation Menu: or Toobar; =&

System shows the configuration window. User can configure the streams patterns for streams
generation. Maximum 64 entries are allowed for this configuration.
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Port A : Multi Streams Generation

| A
Save
Murnber of Strearns Il :I
B C D E E G H |
Stream & Select Length Rate A-TAG Append Frame Data Protocol
Stream (no CRC) PPS - En | %-ID CRC Config Type
1 &0 1000 [] Framne Edit LLC
Continued
J pa K sa L v M Nsummary O
Mode | Range Mode | Range Mode | Range IFG | IBG | Frames
Fixed - Fixed Fixed o6 Q09327904 1000

A: Save button: Save the configuration of current settings
B: Number of Streams: Volume of streams that will be generated
C: Select Stream o: User can tick the o to active the stream generation of this stream.
D: Length (no CRC): Frame length in bytes without CRC
E: Rate: Select the unit and input the value of the parameter that the packets will be generated.
v Packet per Second: PR3
tilizatiog: %
Line Rate: Mbps

PPS: Packet per second. Volume of packets that will be generated per second.

Utilization: Percentage of Wirespeed transmission

Line Rate: Mbytes per second in transmission
F: X-TAG En o: User can tick the o to active tag generation of X-TAG. When it is ticked, user can
select X-ID. Each X-TAG has an unique ID. If there are more than one product of Xtramus is
generating the data stream on the same network, their X-ID should be different

X-TAG that is used as stream tags for providing fundamental information for collecting statistics
of multi-stream traffic. Advanced tests like latency, packet loss, and packet sequence miss can
be realized by X-TAG.

X-TAG is an Xtramus proprietary 12 bytes embedded tag that is located at 49th~60th bytes of
each testing frames that are generated by Rapid-Matrix for multi-stream tests.

DA| SA [ Type | Header | X-TAG CRC

A A A A
49th 60th
—  Payload
Total Packet Length

From 64 ~ 16300 bytes
G: Append CRC: Add CRC checksum to the end of each frame. CRC checksum is the way to

XTRAMUS TECHNOLOGI ES® E-mail: sales@xtramus.com
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verify the correctness after data transmission. 4 bytes will be added at the end of the frame when
CRC checksum is added.

H: Frame Data Config: Configure the payload contents in frame. Click the Frame Editor

Frame Editar to edit the detailed contents in frame. For the detail of how to use Frame

Editor, please refer to 3.5 Frame Editor

I: Protocol Type: System shows the Protocol Type when frame content is configured in

Frarne Editar

J: DA: Mode: Show or configure current Destination Address Mode. It can be Fixed, Increase,
Decrease or Random. If increse or decrese mode is selected, configure range (0~255) is
required. The DA will increase or decrease according to the range and repeat again. For the
detail of this function, please refer to 3.5 Frame Editor

K: SA: Mode: Show or configure Source Address Mode. It can be Fixed, Increase, Decrease or
Random. If increse or decrese mode is selected, configure range (0~255) is required. The SA will
increase or decrease according to the range and repeat again. For the detail of this function,
please refer to 3.5 Frame Editor

L: VID: Mode: Show or configure VID Mode. It can be Fixed, Increase, Decrease or Random. If
increse or decrese mode is selected, configure range (0~4095) is required. The SA will increase
or decrease according to the range and repeat again. For the detail of this function, please refer
to 3.5 Frame Editor

Summary: The summary of the stream that user create
M: IFG: Interframe Gap. Ethernet devices must allow a minimum idle period between
transmissions of Ethernet frames. It is called interframe gap (IFG) as the illustration below

| Frame | IFG | Next Frame |

The minimum interframe gap is 96 bits time or 12 byte time. It is the time taken for

transmission of 96 bits raw data on the media.
N: IBG: Inter Burst Gap. Gap between each burst streams.
O: Frames: Total frames that will be sent

XTRAMUS TECHNOLOGI ES® E-mail: sales@xtramus.com
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Ten & Mokl Seies daenekn

Count |4UUU

Count: Create the number counts of streams generation
Apply: Apply to take effect.

3.4.2.4 Capture Criteria

Click item below to view the Capture Criteria configuration window.
----- =52 Port A

Media Config ; Auto 1000M F
----- E-Media Status

------------- {3 Link : Link Up

1GSpeed @ 10000 Ful
AA Type : Copper
Multi Strearns Generation

—Capture Criteria

Capture Buffer

The configuration is the same as selection in operation menu or toolbar as below

Toolbar; =Bt CapCE

System shows the configuration window. Users can configure the criteria that they want to
capture, from protocol or SDFR aspects

€ Protocol

Different protocols can be combined as unique criteria

XTRAMUS TECHNOLOGIES®
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Port A : Capture Criteria

potocol | spPR | Result

[T Ccapture all packets A

~MAC B— Metwork C ~Protocol D
[ Broadcast [T Ethernet-1I [ shap [ TP
™ mMulticast [ arP [~ erOU ™ uop
[ Unicast [ IPva [ Mone IPvd [ FTP
[ wLamn [ 1PvE [T IPwd with extension header [T RTP
M Qein-0 [ (=% [T 1Pvw4 checksumn error ™ osPr
[T CRC error [ 1cmp [T RswP
[T Over Size [ 1GMP
[T Under 64 bytes [ MPLS
[T Pause packet [T Multicast MPLS

M %Tag E

Packet length filter
';l_ Filter length |ec|ual j |III :I

A: Capture all packets: All packets are captured and sent to PC by USB port. Be attention that
packet loss is possible if the captured traffic is higher than traffic allowed for USB port.

B: MAC: MAC based criteria. Packets with MAC events in the list is captured and sent to PC by
USB port

C: Network: Network events criteria. Packets with network events in the list is captured and sent
to PC by USB port.

D: Protocol: Protocol Type criteria. Packets with protocol type in the list is captured and sent to
PC by USB port.

E: X-TAG: X-TAG is an Xtramus proprietary 12 bytes embedded tag. User can capture this kind
of packets from product of Xtramus

F: Packet length filter: Capture packet (frame) length in specified range of length

@ SDFR:

o SDFR (Self-Discover Filtering Rules) is a technique that make capture of Ethernet easy and
convenient
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o User-friendly interface that the value such as source IP, destination IP and other criteria for
capture and filter can be input directly without calculating mask.

o SDFR value for capture or filter includes several network event (such as DA, SA, DIP...),
varied length of frame (oversized, undersized) and varied of frame/packet type (CRC error, IP
checksum error...).

¢ Value of SDFR can be a unique value or a range of values between specified values. All
packets that fit the value are captured

o Multiple filter condition can be activated easily by just clicking different options

¢ Displays captured packet in real-time while network is still running.

o Value of SDFR and filter criteria can be changed dynamically during capture procedure.

Port A : Capture Criteria

Protocal SOFF, |
L] DA A 2 5 Patten Moge Patterns
] Sh = = -
0 wo D& |singe =] [00-00-D0-D0-00-00
% SIP 4 [snge =] [00-00-00-00-00-00
DIP _ .
] POt vID |singe x| |0 :I
% DPort DIF |singe x| |0 .0 .0 .0
D& & SA _
O DA & 54 & VD SP sngle x] |0 .0 .0 .0
% D& & SIP DPart [Single x| fao -
Da & DIP . X
|:| Sa & 5P SPort |5|r'|gle j |BEI :I
D 54 & DIP —Glossary
D SIP & DIF T DA Destination MAC Address
D SIP & SPart Sh Source MAC Address
] SIP & DRaort Vb AN
L] DIP & SPort ' i
] DIP & DPart DIF:  Destination IP Address
[] SIP & DIP & SPart - SIF: Source IP Address
« | _pl_l DPnrt:  Destinatinn nnee

A: SDFR items: User can tick the items that act as criteria. When user ticks one option, some
other options will be gray. It means the option what user tick has covered the range of those
options in gray.
B:Pattern

e DA: Destination MAC address

e SA: Source MAC address

e VID: VLAN ID that follows 802.11Q standard

e DIP: Destination IP address
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e SIP: Source IP address
o DPort: Destination port of IP address
e SPort: Source port of IP address

C: Pattern Mode: Select a pattern (Single, Pair, Range) to cover the value of criteria items.
D: Patterns: The unique value or range of values specified as the capture criteria of criteria
items.

For example, user wants to capture packets with VLAN ID 1 to 10.

Protocol SOFR
[] Da -
[] S,
| ] |wID
L] SIP
Plus
= Y|
WD [Range ¥ |1 = yip = [10 =

3.4.2.5 Capture Buffer

Click item below to view the Capture Buffer configuration window.

..... E...Ea]pgrt o

------------- Media Config : futo 1000M Fu
----- E-Media Status

------------- {Link ¢ Link Up

------------- 1G5Speed ; 1000M Ful
............. A Type @ Copper

------------- Multi Streams Generation
............. Capture Criteria

Capture Buffer

To view the contents of captured packets, user can select the captured packets from Capture
Buffer window
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Port A : Capture Buffer

(A

Save

ofo

B

C D

I¥| Bert Errar ‘ Start Capture | Stop Captirte |

Summary

Lenth{add CRC) DA

=111

F

1]

E

F G

2l

Surmary

CEC Ermor

Alignment Exror
Dribble Exror

Bert Eror

IP Fragment
IF Extension
oDr

TCF

IF

2nd CRC (D) Errar
IF Checksum Emor

J

[

Itemn Mame

K

A: Save: Save the captured packets to file

B: Tick this option to capture Bert Error packets
C: Start Capture: Starts the capture process.

D: Stop Capture: Stop the capture process

This block lists all captured packets

E: Summary: Summary of network items
F: Length (add CRC): Packet length that includes CRC
G: DA: Destination MAC Address
H: SA: Source MAC Address

I: Frame Data: Contents of captured frame (packet).

4]

00 01 02 03 04 05 06

07 03 09 0& OB O a|

J: Summary: List all summry items of network. When user select a packet, the summary items

that fit the packet is labels as black word, otherwise, labels as gray word that it does not fit the

packet. For the example below, the selected packet is IP packet and it does not has the other

property such as CRC Error, Alignment Error.
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Summany =
CRC Enror

Alignmant Efror £
Dribble Emor

2nd CRC (D) Emror

P Checksum Ermor

Bert Eror

[P Fragment

1P Extension

uop

TCP

B -

K: Item Name: Frame view of capture packets, such as Ethernet Il

3.4.3 Control Panel

Click item below to view the Control Panel window.

Information

~[=- B NUDOG-301C
----- = ¥ Systern Information
..... %F\Drt 'Il:'l'

B~ Control Panel
The configuration is the same as selection in operation menu or toolbar as below

File | 3tatistics Contol Seriver Help
Control Panel
Fecon VLAN Stream Counter Window
Info  E-TAG Strearmn Counter Window

CEt Port A Stream Gen 2

Operation meny: | - ~f__FotBSteamGen or Toolbar | Centils

Control button of this window can control packet generation and receiving, and also view the

result counter
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T Start Time

Tx End Time

First Error Time

Last Error Time

€ Control buttons

A: Save: Save current result of counters to Excel file

Control Panel

Ad | |B
Save | Clear
C Port A Port B Total: 2 Ports Operation
Tx Packet i ] 0 Fart &
Tx Byte 0 0 0 Transmit : I*| |'.'|
Tx Rate 1] 0 1] Cant w|rr
Rx Packet 0 o 0 apture : | I |
Rx Byte o o o Port B
Rx Rate 1] 0 0
Rx GAP Large ] 0 0 Transmit : I'F| |'.'|
Collision - - - Capture : I‘*l |'.'|
Error - - _
Packet Size Statistics - - _ &l Parts
Layer2 Packet Counts - - - Transmit : Pl I'.'|
SDFR(Self Discover Filtering Rules) - - - Capture >
Tx Pause 1] 0 0 IE‘—'—I

B: Clear: Clear all counters to zero and it is ready for next packet generation

C: Counter: Counters for streams generation
Counter with mark is expansible. Please click the mark

[=| Collision

-- Tx Collision

+- Tx Single Collision

+- Tx Multi Collision

| Collision S -- Tx Excess Collision

& Operation

Cperation

Port &

Transmit : I’*ll'.'l
Capture : I’*ll'.'l

This option can activate Transmit or Capture of port A, port B or port A + B individually.

Button Description

|E| Stop complete procedure of transmitting or capturing.

Start to transmit or capture procedure

IE' Pause transmitting or capturing procedure. System still measure the

XTRAMUS TECHNOLOGIES®
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this button does not affect the real counters values

statistics couter, however, the counter value is static for user to
watch the status when user click the E button. When user click

again, the counter status resume to real status instantly. Click

3.4.4 Report

Click item below to view the Report window.

Information

- g MUDOG-301C

----- - @ Systemn Information
..... % FIDr't 'll:l,'

..... % pDrt B

............. @, Comtral Panel
-1 Report

- =2 Function

3.4.4.1 VLAN Stream Counter Window

User can specify the range of VLAN ID for each port in order to view the stream counter

Click item below to view the VLAN Stream Counter window.

-0 Report
—WL AN Stream Counter Window
Bt H-TAG Stream Counter Window

The configuration is the same as selection in operation menu as below

File | Statistic: Contol  Serives  Help
*' Contol Panel

VLAN Stream Counter Window

Info  E-TAG Streamn Couvnter Window

“I=t Port A Steeam Gen I
I Port B Stream Gen VLAN 8

Operation Menu: or Toolbar:

XTRAMUS TECHNOLOGIES®
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VLAN Stream Counter Window
N P C

D \ 3 D
Q 00 0 (. & [ —
Port & VIDRange | O~ 63 | Port B WID Range [§Ek

Save Clear  |Hide Zero
Port A Port A I Port B Port B
Packet Count | Byte Count Packet Count | Byte Count
1] D o = 256 0 0 G
1 u] u] 257 u] u}
2 u] u] 258 u] u}
3 0 0 259 0 0
4 0 0 260 0 0
5 0 0 1 261 0 0
(i u] u] 262 u] u}
r u] u] 263 u] u}
8 0 o 264 0 0
g 0 0 265 0 0
10 0 0 266 0 0
11 u] u] 267 u] u}
12 u] u] 268 u] u}
13 0 0 269 0 0
14 0 0 270 0 0
15 0 0 271 0 0
16 u] u] 272 u] u}
17 u] u] 273 u] u}
18 0 0 274 0 0
A: Save: Save the current counters value to Excel file
B: Clear: Clear the current counters value to zero
C: Hide Zero: Hide counter items that its counter value is zero
D: Port AVID Range: Specify the range of VLAN ID of Port A
The range is based on 64 entries once a time, so the entries are 0~63, 64~127...4032~4095.
E: Port B VID Range: Specify the range of VLAN ID of Port B
The range is based on 64 entries once a time, so the entries are 0~63, 64~127...4032~4095.
F: Packet Counts and Bytes Counts of Port A
G: Packet Counts and Bytes Counts of Port B
3.4.4.2 X-TAG Stream Counter Windows
User can specify the range of X-TAG ID for each port in order to view the received stream
counter
Click items below to view the X-TAG Stream Counter window.
E‘li: Report
XTRAMUS TECHNOLOGI ES® E-mail: sales@xtramus.com
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The configuration is the same as selection in operation menu as below

File | Statistice Control  Serives Help

*' Control Panel
Eecon WLAN Streamn Counter Window

H-TAG Stream Comnter Window

CE Port A Stream Gen i
e e or Toolbar: |ETAGEC

Operation Menu:

X-TAG Stream Counter Window
le L 0 AB A B Port & ¥XID Range ID 63 'I Port B XID Range [ s

Save Clear  |Hide Zero} Port 2B Port & Port B

s B C D —E F G H

I %‘rl;';'t]; Packets Bytes Pala_&s:ts S/N Miss il
XID O u] ] u] ]
XID 1 u] ] u] ]
XID 2 u] ] u] ]
XID 3 u] ] u] ]
XID 4 u] ] u] ]
XID 5 u] ] u] ]
XID 6 0 o D O _|;|
4| | 3
PortB

E:l::;l;?; Packets Bytes P;S:Sests S/N Miss il

XID 64 ] 0 ] 0
XID 65 ] o ] 0
XID 66 u] ] u] ]
XID 67 u] ] u] ]
XID 68 u] ] u] ]
XID 69 u] ] u] ]
XID 70 u] ] u] ]

-
1| | 3

A: Save: Save the current counters value to Excel file.

B: Clear: Clear the current counters value to zero.

C: Hide Zero: Hide counter items that its counter value is zero.

D: Port AB: Lists counters value of port A and port B simultaneously.
E: Port A: Lists counters value of port A only.

F: Port B: Lists counters value of port B only.

G: Port A XID Range: XID (X-TAG ID) is the ID of Xtramus proprietary embedded tag in Ethernet
frame. The range cover from 0~255 that is divided by 4 groups. If more then one port of this
machine joins the test or more users use this device to join the test in the same network, different
XID can be identify as different packet generator

H: Port B XID Range: The same function above that is applied to Port B
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[: XID counter

(Eliariz Packets Bytes Lz S/N Miss IPCS Error

Tz Rate 4 Packets
XID 0 o 0 0 0 o o
XID 1 0 0 0 0 o o

Current Tx Rate: Current transmission rate (packets / sec)

Packets: Packets received

Bytes: Bytes received

Loss Packets: Packet loss found

S/N Miss: Sequence misses. X-TAG is able to detect the mis-ordered sequence.
IPCS Error: IP checksum error received

CRC Error: CRC error received

3.4.5 Function

Click item below to view the Function window.

Infarrnation

= Mg NUDOG-301C

----- - @@ Systermn Information
..... %purt 'll:l,'

----- w22, Port B

............. @,. Contral Panel

----- H-E o Repart

- [ Fuinction

3.4.5.1 DUT-Clock

In the sub-tree of Function
-2 Function
L DUT Clock Measurernent

This device is equipped with high precision 1 ppm temperature-compensated oscillator that can
generate precise speed network streams to DUT, or measures the speed rate of DUT's oscillator
for speed control of network streams.

By using this application software, operator is able to measure oscillator's speed of DUT that is
either faster or slower than standard speed in ppm scale, or use it as criteria to judge the result
of test.
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DUT Clock Measurement

AP

Save

~OUT Clock Measurernent A B €
- MMHz ppm Date
ar -
Port A D Max E 0 0
Mode(Speed) {4 00m = Min G 0 0
RunTime(Sec) 10 | Current I 0 0
Standard ] 25 (+f-150
OSC Test
Kg
=
0 1I ﬁ é :1 é IIS T:' il3 EII 1IEI 1|1 1|2 1|3 1|4 1|5 1IE 1|? 1|Ei 1IEI EIIZI 2|1 2|2 2|3 2|4 2|5 EIE EIT-' EIEE EIEI 30
L (sec)

M N
Stop Test I Start Test

D: Select Port: Select port that connect to DUT for test.

F: Mode (Speed): Select network speed that user wants to test the DUT.

H: RunTime(Sec): Configure the duration of the test.

A: MHz: The frequency of Quartz Oscillator.

B: ppm: ppm: faster (+) or slower (-) then standard speed. For example, +20 means 20ppm
faster then standard speed

C: Date: Date of this test.

E: Max: Maximum value of MHz or ppm during the test.
G: Min: Minimum value of MHz or ppm during the test.
I: Current: Current detected value.

J: Standard: Standard value for reference.

K: MHz: MHz scale in this curve graph.

L: Sec: Time (second) scale in this curve graph.
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M: Stop Test: Click this button to stop the test.
N: Start Test: Click this button to start the test.

P: Save: Save the test result.

3.5 Frame Editor

To create the pattern and contents of the streams what user want to generate, the utility has

Frame Editor function to create what user want.

Click '#5& putton on toolbar or

shows

L X

Conto] Fanel

VLAN Stream Counter Window
H-TAG Stream Counter Window

File | Statistice Contool  Serves Help

Port & Btream Gen

Port B Stream Gen

Port A : Mulii Streams Generation

on operation menu, system

Save
Murnber of Strearns |1 :I
Stream # Select Length Rate X-TAG Append Frame Data Protocol DA
Stream {no CRC) PPS - En | ¥-ID CRC Config Type Mode
1 60 1000 ] [ Framne Edit LLC Fixer]

Frarme Edit

Configure related parameters, then user can click

frame.

3.5.1 Overview

to edit the detailed contents in

This window shows all frame type that is configurable. User can also import user-defined file

(*.pcap of Ethereal or Wireshark) for test directly.
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Frame ey

LayEn = [NESHET

SR

3.5.1.1 Import

Click the A: button and import the file from PC

C: Protocal lllustration: The figure shows the structure of packet/frame that will be generated.
The figure is changeable, depending on the configuration of the packet/frame.

3.5.2 Frame View

This Frame View window shows the frame structure of the frame that user want to edit.
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Cverview

Itern Mare

Frarne Wiew

A

Destination
Source
Type: IP

- INTERMNET
~F-ICMP, Internet Control Message Protocol

Walie B

FFiFF:FFFFFFFF

00 00:00:00:00:00

0x0300

ooooooon
oooooalo
ooooo0z0
00000030

Kl

o0 0l 02 03 04 05 06
FF FF FF FF FF FF 00
00 14 00 01 1F FF 40
00 00 00 00 00 00 00
o0 0o o0 00 00 o0 oo

o7
oo
0l

oo

08 0% 04
o0 oo oo
o4 EA 00
o0 0o oo
o0 0o oo

0OE
oo
oo
oo
ulu}

OC 0> OE OF | 01234567594ABECDEF

08 00 45 00
00 00 00 00
00 00 00 00

I

A: Item Name: Network protocal type

B: Value: the value in the protocal type

C: Click ‘®- can expend the items in protocal type

D: Contents of the edited frame/packet.

3.5.3 Data Link layer

Data Link Layer type of streams generation

Chieryiey

Frame ‘wigw

=

Data Link Layer

= Mone
i~ Ethernet II

L IPK

Data Link layer: The Data Link Layer is Layer 2 of the seven-layer OSI model of computer

networking. The Data Link Layer protocols respond to service requests from the Network Layer

and they perform their function by issuing service requests to the Physical Layer.

Several protocols options can be chosen for the test.

3.5.3.1 Ethernet I

Ethernet II: The most common Ethernet protocol currently used on LAN

XTRAMUS TECHNOLOGIES®

41

E-mail: sales@xtramus.com
Website: www.Xtramus.com



&Y XTRAMUS.
=

e —Data Link Layer
Ethernet 11 " Mone

. @ Ethemet IT
Frame ‘Wiew 1Py

—MAC Address

Crverview Destination Address: |FF—FF—FF—FF—FF—FF
Bt T Source Address: |DEI—EID—EIEI—EIIZI—EID—E|E|
Frame “igw

Ether Type |R959rved j |

User can configure the MAC address of DUT.

Destination Address (DA): Default: FF:FF:FF:FF:FF:FF, means broadcast frame. To use
variation of DA function, this MAC address is the start MAC address

Source Address (SA): Default: 00:00:00:00:00:00, means the MAC address of this device itself.
To use variation of SA function, this MAC address is the start MAC address

3.5.3.2 Variation of DA, SA and VID

The DA and SA is variable if increase or decrease selection is selected
DA, SA of Default Multi Streams generation is fixed

Port A : Multi Streams Generation

Save
Murnber of Streams Il :I
DA SA VID S
Stream #
Mode | Range Mode Range Mode Range IFG
1 Fixed Fixed Fixed 05 oo

User can click the selection and change it to increase or decrease and also specify a range of

variation as the example below

DA S5A
Mode | Range Mode | Range
Increasze 100 Decrease 150

Assume that the DA is 00-00-21-5C-0A-22, Assume that the DA is 00-00-21-5C-0B-22

® \When increase mode is selected, the last 2 hexdecimal digits will be 22, 23, 24.. till the
counts of the range, for example, 100.

® \When decrease mode is selected, the last 2 hexdecimal digits will be 22, 21, 20.. till the
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counts of the range, for example, 150.

3.5.3.3IPX

IPX: Internetwork Packet Exchange (IPX) is the OSIl-model Network layer protocol in the
IPX/SPX protocol stack. The IPX/SPX protocol stack is supported by Novell's NetWare network
operating system.

=

Overvieny Drata Link Layer
— " Mane

" Ethernet 1I
Frame ‘iew o IF'}'(

This editor of IPX will added if required.

3.5.4 Tags

When Ethernet Il of Data Link Layer is selected, extra tag options is available.

When Ethernet Il is selected. Tags option is opened
—Data Link Layer —

3.5.4.1 VLAN
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Ethernet 11

WLAM

Frame ‘wigw

=
Civeryiem —Data Link Layer —

i~ Mone
¥ Ethernet II
L=

—Tags

A virtual LAN, commonly known as a VLAN, is a group of hosts with a common set of
requirements that communicate as if they were attached to the Broadcast domain, regardless of
their physical location.

The protocol most commonly used today in configuring virtual LANs is IEEE 802.1Q.

IEEE 802.1Q adds a 32-bit field between the source MAC address and the EtherType/Length
fields of the original frame. The VLAN tag field has the following format:

Etherﬂrpea'
Source MAC Size PaylLoad CRC/ FCS
1] 2] afa]sel 12 1] .07 .].ITn]1[z]za]a4
N=4&-1500
Ether Typi
Source MAC 802.10 Header Size PaylLoad
il 2]lal4]s51e6]i1]2 R, 1| . F . ] . I n
TP D= 00| PCR/CFIVID N=46-

VLAN Tag in Ethernet Frame

To configure the VLAN for streams generation, click the VLAN Tab

CrErview

Ethernet 11

WLAM

Frame ‘Wigw

WLAMN Tag Parameters
Llzer Priority CFI WID

IEI j IRESEt j IEI :I

User priority (also called COS, class of service) and VID are most common parameter for the test

3.5.4.2 Q-in-Q
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Chieryiey

Ethernet 1I

I (2-in-0

Frame ‘wigw

=

~Data Link Layer -
" Maone

& Ethernet II
IR

—Tags
" Maone
= yLAN

IEEE 802.1ad (Provider Bridges) is an amendment to IEEE standard IEEE 802.1Q-1998 and it is
called Q-in-Q or Stacked VLANs

EtherType!|
Source MAG Size Payload CRC/ FCS Irit
1]l 2] 3] 4] 5] 6 1l 10 .1 .1 .1[]n 1] 2] 3] 4 123l 4a4]5]
N=46-1500
Ether Typ
Source MAC 802.1Q Tag Size Payload CRC /FCS
1l 2]3lalsteali] 2 EN I I - T I I I I 1 ]l2]za]4 |
TPtE=0x8100] FCR/CFIVID N=46-1500
80210 OuterTag / EtherTyp
Source MAC MetroTag / PE-VLAN | 802.10Q InnerTag Size Payload
Tl 2] sl afJsfel 1 lelalal el alal T2l T T T Tnl 1]
TPID=0x2100) PCR/CRIVID| TPID=0x8100) PCRVCEVVID n=46-1500
Q200Ga00

To configure the Q-in-Q for streams generation, click the Q-in-Q Tab

Chverview

Ethernet 1I

—5-Tag

Ether Type Lser Priority CFL

WD

|ss:gs ||;.

j |Reset j |III

=

| (2-in-0

Frame ‘wigw

3.5.4.3 MPLS

—C-Tag

Ether Type User Priority CFI

WD

|81:EIIZI ||:|

j |Reset j |III

-
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2

a2 —Data Link Layer —
Ethernet II " None

& Ethernet II
MPLS I ol =
Frame Wi

—Tags

" Mone

O yLAN

= C-in-0

= MPLS:

In computer networking and telecommunications, Multiprotocol Label Switching (MPLS) refers to
a mechanism that directs and transfers data between Wide Area Networks (WANs) nodes with
high performance, regardless of the content of the data. MPLS makes it easy to create "virtual
links" between nodes on the network, regardless of the protocol of their encapsulated data.

MPLS works by prefixing packets with an MPLS header, containing one or more 'labels’. This is
called a label stack. Each label stack entry contains four fields:

> A 20-bit label value.

> A 3-bit Traffic Class field for QoS (Quality of Service) priority (experimental) and ECN (Explicit
Congestion Notification).

> A 1-bit bottom of stack flag. If this is set, it signifies that the current label is the last in the
stack.

> An 8-bit TTL (time to live) field.

This can be defined by the configuration of this utility.
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—MPLS Labels
Crveryieny Lakels
Ethernet II ;t:EE: ié
Frame View
Append Remave

3.5.5 Layer 3 Header

MPLS Latel ID :I
Experiential Lise IEI :I
Bottom of Stack Il :I
Tirme to Live ID :I

In the payload of frame, layer 3 header as the items below is configurable

Layer 3 Header
& None © ARP
C IPyd IR
Py Pause

3.55.11Pv4

A viEwn

Ethetnet 11

IPwd

=

Data Link Layer
' Mone

&+ Ethernet II
O IPK

Layer 3 Header
C Mone O ARP
@ Ipyd O IPK
CIPvEe O Pause

IPv4: Internet Protocol version 4 (IPv4) is the fourth revision in the development of the Internet

Protocol (IP) and it is the first version of the protocol to be widely deployed.

The structure of IP header is illustrated below
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bit 0-3 -7 8-15 16-18 19-31

offset
. Header . . .
] “ersion Differentiated Services Total Length
length

32 l[dentification Flags Fragment Offzet

64 Time to Live Frotocol Header Checksum

96 source Address

128 Destination Address

160 Options

160

or Data
192+

The utility has user configurable interface to match the structure of IPv4 header

—Internet Protocol Address

Destination ﬂddrezzl O .0 .0 .0

Source Address I O .0 .0 .0
A
(TOS Bit 0-2) Precedence |IIIIIIEI - Routine Identification |IZI
(TOS Bit 27 Delay IIII - Morrnal Fragrnemt IMay Fragrment

(TOS Bit 4) Throughput |III - Marrnal |Last Fragriert

e Ll e b gl

Led Lef Led Lef L] L]

(TOS Bit 5) Reliability |III - Marrmnal Fragrent Offsat (x8) |EI
(TOS Bit 6) Cost |III - Mormnal Time to Live |Eu4
(TOS Bit 3) Reserved |III Protocl B |255 - Reserved j

A: Differentiated Services (DS) was originally defined as the TOS (Type of Services) field; this
field is now defined by RFC 2474 for Differentiated services (DiffServ) and by RFC 3168 for
Explicit Congestion Notification (ECN), matching IPv6.

B: Most common protocols numbers are listed below and the utility has detail configuration of
these protocol.

1: Internet Control Message Protocol (ICMP)

2: Internet Group Management Protocol (IGMP)

6: Transmission Control Protocol (TCP)

17: User Datagram Protocol (UDP)
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IPv6: This protocol will be supported later.

3.55.2 ARP

=

Cverview Data Link Layer Layer 3 Header

Ethernet I " Mone " MNone ,&Rp
& Ethernet 11 [l (=7 Il (=)'

o T IPX T IPve Pause

ARP: Address Resolution Protocol (ARP) is the method for finding a host's link layer (hardware)
address when only its Internet Layer (IP) or some other Network Layer address is known. ARP is
primarily used to translate IP addresses to Ethernet MAC addresses.

The structure of ARP header is illustrated below

D;;tet 0-7 815 16 .31

0 Hardware type (HTYPE) Protocol type (FTYPE)

32 Hardﬁ";\h‘;”gth Protocol length (PLEN) Operation (OPER)

64 mender hardware address (SHA) (first 32 bits)

96 Sender hardware address (SHA) (last 16 bits) mender protocol address (SPA) (first 16 bits)
128 =ender protocol address (SPA) (last 16 bits) Target hardware address (THA) (first 16 hits)
160 Target hardware address (THA) (last 32 bits)

192 Target protocol address (TPA)

The utility has user configurable interface to match the structure of ARP header

Hardware Type |1 - Ethernet j

Sender Hardware Address |IIIIII 00:00:00:00:00

Protocol Type {og:00

. Sender Protocol Address | o .0 .0 .0
Hardware Address Length |6 :I

B Target Hardware Address |EIIII:IIIIII:IIIEI:IZIIII:IIIEI:E|E|
Protocol Address Length |4 :I

Target Protocal Address | o .0 .0 .0

Cperation |1 - BRP Request j

€ D: IPX: Reserve function for next version
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3.5.5.3 Pause

=

Overiew Data Link Layer Layer 3 Header

Ethernet II " Mone " Mone © ARP
& Ethernet II CoIPyd COIPX

Pause =" C e @ B

Pause: PAUSE is a flow control mechanism on full duplex Ethernet link segments defined by
IEEE 802.3x and uses MAC Control frames to carry the PAUSE commands.

—MAC Address

Cryervicny i Destination Address: ||:| 1-80-r2—00-=00-01

T

Ethernat 11 Source &Address: |F4—DEI—EIEI—IZIIZI—EIEI—E|E|

Pause ~Pause Quanta
Frame View || TYPE! [BB 08 B Opeade: 0001

> Pause: |32?5? j

Y

A: Destination Address: 01:80:C2:00:00:01. This particular address has been reserved for use in
PAUSE frames.

B: Opcode: The MAC Control opcode for PAUSE is 00:01 (0X0001 in hexadecimal)

C: A PAUSE frame includes the period of pause time being requested, in the form of two byte
unsigned integer (0 through 65535). This number is the requested duration of the pause.

3.5.6 Layer 4 Header

In the payload of frame, if IPv4 is selected

Layer 2 Header
" Mone O ARP
@ Pyd  OIPX
C Py ) Pause

Then Layer 4 header as below is configurable

~Layer 4 Header
C Mone O IGMPJIP
& TCR{IP
DR,
& ICMPJIR
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3.5.6.1 TCP/IP
o
Overview —Data Link Layer - ~Layer 23 Header
Ethernet II " HNone " Mone  ARP
& Ethernet II & IPvd O IPX
P ol (=% CIPvE  © Pause
TCR/IP
—Tags —Layer 4 Header
Frame Wiew & Mone C o Mone O IGMP/IR
£ yLAN = TP/
£ Qin0  UDP{IP
= MPLS = ICMPSIP

The Transmission Control Protocol (TCP) is one of the core protocols of the Internet Protocol

Suite.

The structure of TCP segment is illustrated below. The TCP header starts after bit 160 of the IP

header.

Bit
offset
0
32

64

96

128
160

160192+

TCP Header

8-15 16-31

Source port Destination port
Seguence number

Acknowledgment number

Data

Window Size
offset

Feserved EEWR ECE URG ACK P3H| RST| 5YM Fllﬂ

Checksum Lrgent painter

Options {optional)

Data

Flags (8 bits) (called Control bits) — contains 8 1-bit flags

e CWR (1 bit) — Congestion Window Reduced (CWR) flag is set by the sending host to
indicate that it received a TCP segment with the ECE flag set (added to header by RFC
3168).

o ECE (ECN-Echo) (1 bit) — indicate that the TCP peer is ECN capable during 3-way
handshake (added to header by REC 3168).

e URG (1 bit) — indicates that the URGent pointer field is significant

e ACK (1 bit) — indicates that the ACKnowledgment field is significant

e PSH (1 bit) — Push function
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e RST (1 bit) — Reset the connection
e SYN (1 bit) — Synchronize sequence numbers
e FIN (1 bit) — No more data from sender

The utility has user configurable interface to match the structure of TCP segment

— TCP Paramters

Overview Source Port |IZ|E| .00 Flags
— Diestination Part IDD o [ Urgent Paoirter walid T Reset Connection
[T acknowledge Walid T Synchronize Sequence
Pyt Sequence Number o0:00:00:00 ™ Push Function I Mo More Data From Sender
Acknowledgement Number [00:00:00: 00
TCR(IP .
Header Length (x4 |5 :I
Frarme ‘i Windo |ns 71
Urgent Painter {0001
3.5.6.2 UDP/IP
=
e —Data Link Layer 7 Layer 3 Header
Ethernet II " MNone " Mone " ARP
% Ethernet II = Py 1PN
TPva = = IPva Pause
DR/ TP
—Tags ~Layer 4 Header
Frame View * Naone " Mone 0 IGMPJIP
O WLAN & TCR/IP
C QinQ & UDp/IR
= MPLS TP, TP
UDP/IP

The User Datagram Protocol (UDP) is one of the core members of the Internet Protocol Suite,
the set of network protocols used for the Internet.
The structure of UDP segment is illustrated below. The UDP segment starts after bit 160 of the IP

header
bits 0-15 16 - 31
0 Source Port Destination Port
32 Length Checksum
64 Data
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The utility has user configurable interface to match the structure of UDP segment

~LIDP Pararmters
e Source Port |III 0-00
Ethernet 11 Destination Port |EIEI &0
= .
[Py Length | :I

Checksum | o0 - 00

LDP{IF

!

3.5.6.3 ICMP/IP
=
Overview —Data Link Layer 5 —Layer 3 Header
Ethernet 1T " None " MNone  ARP
&+ Ethernet 1I = [Pyd O IPX
IPvd = IPK T IPve T Pause
ICMPJTP
—Tags— 7 [ Layer 4 Header
Frame ‘iew ¥ Mone  Mone O IGMPSIP
" WLAN " TCR{IP
 OHn-0 " UDP{IP
" MPLS : :
ICMP/IP

The Internet Control Message Protocol (ICMP) is one of the core protocols of the Internet
Protocol Suite.

The structure of ICMP segment is illustrated below

The ICMP header starts after bit 160 of the IP header

Bits 160-167 168-175 176-183 | 184-191
160 | Type | Code Checksum
192 ] SEQUence

The utility has user configurable interface to match the structure of ICMP segment
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~ICMP Pararmters
Overvigw Type  |0-EchoReplay x|

Ethernet 11 Code [E
Checksum |IIIIII ]

IPv4

(] ] -
ICMP{IP | :I
Sequence |El :I

Ethernet 11

Frame ‘Wigw

3.5.6.4 IGMP/IP

=
Overview —Data Link Layer 5 —Layer 3 Header
Etherret II " Maone " Mone € ARP
+ Ethernet 11 & Pyt OIPX
TPva L (=) CIPve O Pause
IGMP/TP
—Tags—— [ Layer 4 Header
Frame iews * Mone C Mone % IGMPJIP
 WLAN T TCR{IP
 QHn-0 " UDP{IP
& MPLS O ICMP{IR
IGMP/IP

The Internet Group Management Protocol (IGMP) is a communications protocol used to manage
the membership of Internet Protocol multicast groups.

The structure of IGMP segment is illustrated below. The IGMP header starts after bit 160 of the
IP header

+ | BitsD -7 8-15 16 - 23 24 -3
0 Type hlax Hesp Time Checksum
32 Group Address

The utility has user configurable interface to match the structure of IGMP segment
There are three versions of IGMP
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Chverview
Ethernet 1I

IPvs

| IGMP{IP

~IGMP Paramters

Yersion |2 j
Type |Gr|:|ur:| Mernbership Query j
Max Respanse Time |B :I

Group Address I o.o .0 .0
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4. Operation of NuDOG-301 with DApps-SG

To chapter tell you how to use this device to test the DUT

4.1 Control from USB Port

NuDOG-301 comes with a GUI utility software for controlling of this machine. Operator can
operate this machine via USB port by Windows user interface, and also collect statistic counter

and do system upgrade.

Basic System Requirement for NuDOG-301 application software
Windows XP Windows Vista
CPU 800MHz CPU 1.6 GHz, 32 bits (x86) CPU
RAM 256MB RAM 1GB RAM
HDD 20MB available space 20MB available space
(available space means the space for | (available space means the space for
installation and operation) installation and operation)

USB cable with mini-USB connector comes with the package of this machine. If operator does
not have this cable, it is possible to purchase it from local electronic store. It is an industrial
standard cable with standard male USB connector and standard male mini-USB connector at

each side.
4.1.1 Installation of Driver

To active the USB connection, install driver for NuDOG-301 series is required
The procedure below shows the installation of driver

1. Power On the machine

2. Connect USB cable to both PC and mini-USB port of NuDOG-301

Mini-USB Port

USB Port of PC 1. Install driver

2. Run utility software
3. Remote control this machine

3. Windows will prompt you that new USB device is found and it needs driver. Manual select the
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driver location at the folder .\NuDOG-301 driver which operator gets it from Xtramus. Follow
the instruction of Windows to finish the installation.

4. If driver is installed correctly, when you click icon £ at right-bottom corner of Windows task
bar, it shows NuDOG-301 or NuDOG-101 device

4.2 Hardware connection

To use this device, user can connect it to DUT as the illustration below

Streams Generation Mode

Streams A

Streams B

USB J

Streams Generation
Application Software

Then NuDOG-301 can generate test stream to DUT and also receive data stream from DUT for

analysis

4.3 Operation of DApps-SG

4.3.1 Generate Test Streams to DUT

To generate the test streams, user should configure the pattern and contents of the test streams

Click '#&#  System shows

Port A : Multi Streams Generation

Save
Murnber of Streams Il :’
Stream # Select Length Rate 2-TAG Append | Frame Data | Protocol
Stream {no CRC) PPS B En | %-1D CRC Config Type Mode
1 &0 1000 ] Framne Edit LLC Fired

Select the streams volume user want to generate. It can be 1~64

XTRAMUS TECHNOLOGI ES® E-mail: sales@xtramus.com

57 Website: www.Xtramus.com



&Y XTRAMUS.

User can create many streams; however, only tick streams that user want to send

Select
Stream # Stream Length
1 [] 60
2 60

Double click value in the grid of length, then user can change the value. Select random or input
the length directly.

Length

50 -

G0
randorn

Select the unit and input the value of the parameter that the packets will be generated.

v Packet per Second: PR3
Ttilization: %
Line Rate: Mbps

PPS: Packet per Second. Volume of packets that will be generated per second.
Utilization: Percentage of Wirespeed transmission
Line Rate: Mbytes per second in transmission

Tick to activate X-TAG if user needs

H-TAG
En

[]

Click Frame Editor to edit the pattern and contents of stream packets. Please refer to 3.5 Frame

Editor about how to use frame editor
When all procedures are done, the read-only basic information at last few items if shown
automatically

Protocol Summary
Type IFG | IBG | Frames
LLC Q5 Q5 1000
LLC Q5 Q5 1000

Then input count and click LWI to take effect.

Count |4UUU
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4.3.1.1 Start to generate test streams

When all configurations is done, click Control Panel on Toolbar

i B | [ E‘@

Feconment | Confmls  [VLANBC E-TAGEC | BGA BGEH ‘ CapC A CapCH

Control Panel

= | 00D

Save |Clear

Port A Port B Total: 2 Ports ( Operation \

Tx Packet 0 0 ] Port A

Tx Byte a a a Transmit : I"‘l F.'l
Tz Rate 0 o o Cant T
Rx Packet 0 o o apture : | I |
Rx Byte D o o Port B

Rx Rate ] i} i}

Rx GAP Large i o 0 Transmit : I¥| r.'|
Collision - - - Capture : I'Fl r.'|
Error - - - B ——
Packet Size Statistics - - _ Al Ports
Layer2? Packet Counts - - - S— P

i i i - - - Mo | -
[+ SDFR(Self Discover Filtering Rules) Capture [W|P| 11
Tx Pause 0 0 0

Tx Start Time - - - N’
Tx End Time - - -

First Error Time - - -

Last Error Time - - -

Click control button on operation button to control the packet generation
Expend sub-item counter to see more details of counters.

4.3.2 Capture Specified Packets

To capture packets/frames of incoming streams to PC via USB port, configure capture criteria is
required.

Click ‘“=rE 2" pytton on toolbar. The system shows the capture criteria settings
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Port A : Capture Criteria

Protocol | SOFR |

~MAC— Network ~Protocol
™ Broadcast [T Ethernet-II [ smap ™ Tcp
™ mMulticast ™ arp ™ BPOU ™ uop
™ Unicast [ 1Pvd ™ Mone IPvd [~ FTP
™ wLaM [~ 1Pve ™ IPv4 with extension header [ RTP
M Qhin-g [ (=% ™ 1Pvw4 checksumn error ™ osPF
™ CRC error [ 1cmp [ RswP
[T Cwer Size [ 1G6Mp
™ Under 64 bytes ™ MPLS
™ Pause packet [T Multicast MPLS

M x-Tag

Packet length filter
|7|_ Filter length |equal =l |III :I

User can configure criteria of Protocol, SDFR according to section 3.4.2.4 Capture Criteria

Then Click Capture Buffer of selected port

..... E...Ea]pgrt B,

............. Media Canfig : Auto 10000 Full
----- E-Media Status

------------- {hLink : Link Up

------------- 1435Speed : 1000M Ful
............. XL Type  Copper

------------- Multi Streamns Generation
~Capture Criteria
—Capture Buffer

Start capture from the Capture Buffer window
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Start Capture || Stop Captire |

4
S QI GRGRL | 11w Lagtiih
| Sy Lnmthise 8] s il. | Frovalwts
] | i L] % FT PR P PR RPN 00 8 HE B 00 0 e 00 L 0 a0 i P 0 B
& | W ) FY FF FF FF FF FF G0 09 0080 N0 80 (RY 00 0: 00 000 66 B4 00 18 B0 6050 00 40 FF M B
a | W L] FT.FF FF. P FF-FF a0 08 0053, 0880 #2600 0. 08 00 0 06 B9 00 2. B0 0880 8 PP BT e
L] HT 5] FF(FFFF P FF FF_ a0 B oo bl B0 B8 00 ged: 08 060 Wk B 00 d 0BG g 0 oW s RO RS e
o (L1 L] FT-FY-FF.PE FF FF 00 B8 .00 &3 06 0 B3 00 &8 00 06 0d af B9 00 18 00 0008 40 48P MO
- T - FT FF-FF.FF FF FF a0 B DO 8 DB B0 RS £D: 00 B0 06 0o 65 B 00 L8 NE B0 0 E 0 P78 R O
T (L1 - FT_FFFFCFR PP FF A0 B8 .00 &8 08 80 B2 €000 000600 Al B 00 be BB S0, 8600 48P PR SO
" (L1 “ FP.FFOFF P FF IR 08 BB .00 00 B0 . B0 BE G0 &l B0 B 00 65 B 00 LA DD 0000 0E 40 FF M ORD e
5 (L3 L] FE-FF FF P FF FF 00 B8 0080 0B B0 (BE D0 o 00 B 00 8 B OO Ld NG G 0H PP 96 BT
an T “ BWLFF PR PR FF PR 00 00 bl B0 e 00 e RO 6D D00 b R0 O E R O
a4 | wm ] FT-FT FE:FE FFFF A0 B 0000 K000 |HE-00: ;000 A B 00 LA D0 N R O,

The result of captured frame is shown on Capture Buffer window.
4.3.3 View counter of captured packet and others

User can view the counters of captured packet by SDFR criteria
Click Control Panel on Toolbar

an | E B

Feconnent || Contwols | WLAN BC  X-TAG BC ‘ Brh BGE ‘ CapC 4 CapCH

Expand SDFR sub-counter item by clicking "+" of |+ SDFR{Self Discover Filtering Rules) | ser the
see the packet counts that is captured by SDFR criteria

User also can see conters of other events.

|—| SDFR{Self Discaover Filtering Rules) - - -

~- SDFR DA 3,900 1,950 5,850
-- SDFR SA 0 0 0
-- SDFR ¥ID 1,950 3,900 5,850
+- SDFR Q-in-Q 0 0 0
+- SDFR. MPLS 0 0 0
- SDFR Source IP Addr. ] 0 0
-- SDFR Destination IP Addkr. 0 0 0
-- SDFR Destination Port 0 0 o
-- SDFR Source Port ] 0 0
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