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Manufacturer's Disclaimer Statement

The information in this document is subject to change without notice and does not
represent a commitment on the part of the vendor. No warranty or representation,
either expressed or implied, is made with respect to the quality, accuracy or fitness for
any particular purpose of this document. The manufacturer reserves the right to make
changes to the content of this document and/or the products associated with it at any
time without obligation to notify any person or organization of such changes. Inno
event will the manufacturer be liable for direct, indirect, special, incidental or
consequential damages arising out of the use or inability to use this product or
documentation, even if advised of the possibility of such damages. This document
contains materials protected by copyright. All rights are reserved. No part of this
manual may be reproduced or transmitted in any form, by any means or for any
purpose without expressed written consent of its authors. Product names appearing in
this document are mentioned for identification purchases only. All trademarks,
product names or brand names appearing in this document are registered property of

their respective owners.

FCC STATEMENT

This product has been tested and complies with the specifications for a Class B digital device, pursuant
to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against
harmful interference in a residential installation. This equipment generates, uses, and can radiate radio
frequency energy and, if not installed and used according to the instructions, may cause harmful
interference to radio communications. However, there is no guarantee that interference will not occur
in a particular installation. If this equipment does cause harmful interference to radio or television
reception, which is found by turning the equipment off and on, the user is encouraged to try to correct
the interference by one or more of the following measures:

° Reorient or relocate the receiving antenna

° Increase the separation between the equipment or devices

° Connect the equipment to an outlet other than the receiver’s

] Consult a dealer or an experienced radio/TV technician for assistance

FCC Radiation Exposure Statement
This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment.
This equipment should be installed and operated with minimum distance 20cm between the radiator and

your body.
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INTRODUCTION

The 22Mbps Wireless PC Card delivers enhanced IEEE 802.11b high performance
for up to 22Mbps, which is double of that offered by most of the current wireless

products in the market.
| |

The 22Mbps high data rate is made
i possible by the latest advanced TI

wireless technology, which incorporates
the new PBCC modulation method.
Unlike the ordinary CCK modulation, not only the new PBCC modulation method

offers double data rate for up to 22Mbps, but also it gives 20% more distance coverage.

The 22Mbps Wireless PC Card is fully compatible with other 11Mbps wireless devices.
The simple step-by-step installation allows you to have the wireless network setup in
no time. The comprehensive configuration utility makes the setting control for the

PC Card easier than ever.
The 22Mbps Wireless PC Card is an ideal wireless device that truly makes the idea of

“wireless” come true. Please take a moment to read through this manual and get

acquainted with this cutting-edge product.

Product Features

»  Fully compatible with IEEE 802.11b standard for wireless.

» Interoperatable with existing IEEE 802.11b standard devices.

»  Supports new data modulation PBCC technology from Text Instrument, which
enables high data with double speed of up to 22Mbps.

»  20% more transmitting and receiving coverage supported by PBCC modulation.

» 4X mode enhancing the transmission speed to over 12Mbps throughput.

»  Supports auto data rate fallback under noisy environment or longer distance.

»  Enhanced security with WEP encryption from 64, 128 to the maximum of 256
bits.

»  Supports SiteSurvey function with profile.

»  Supports Roaming function to allow you to roam between different AP coverage

arcas.

»  Easy setup and installation with Install Wizard.



System Requirements

Windows 98, 98SE, Millennium Edition (ME), 2000 and XP computers
PC with Pentium III 600MHz system or above is recommended
Equipped with at least one PC Cardbus socket or PC Cardbus adapter.
One CD-ROM drive

V V V V



GETTING STARTED
Getting To Know The 22Mbps Wireless Network PC Card

WIRELESS NETWORK PC Card’S LEDs

» Power LED
ON when the unit is powered up
» WLAN LED

ON indicates WLAN connection; blink indicates wireless activity

Setting Up The Wireless Network

There two wireless network topologies that you can setup your wireless card with.
One is called “Ad-Hoc”, and the other is “Infrastructure”. On an Ad-Hoc network,
two or more computers each has at least one wireless network client device such as
wireless PC Card installed, establish point-to-point data communication with each
other. While on an Infrastructure network, every wireless station communicates

through Access Points.

Setting Up Ad-Hoc Network

Wireless Desktop Station

Wireless Notebook Station

The idea of Ad-Hoc Network is rather simple. All the wireless station are set to use the
same BSS ID and channel to establish communication linkage with each other to form

a point-to-point network for data transmission and reception.



Setting Up Infrastructure Network

Internet
Wireless Network

Wireless Station

/ AD e M
\/zmm SLiCable Modem

Aggess Point

@ SOHO Router . '
Mobile PDA

In order to setup an Infrastructure of a wireless network such as the example shown

Wireless Station

e

above, you will need the following:

1. Abroadband Internet connection.

2. ADSL or Cable modem provided by your ISP as part of the broadband connection
installation.

3. A Router that connects to the ADSL/Cable modem for internet connection sharing.

4. An Access Point to connect with the Router to form a wireless infrastructure
network.

5. Wireless clients equipped with wireless networking devices such as wireless PC

Card for wireless connection.

In this case, all the wireless clients and Access Point operate under the same channel
with the same ESSID. The wireless clients are all connected to the Access Point for

data transmission.



Installing Your 22Mbps Wireless Network PC Card

G Installing Utility Program

Make sure that the

22Mbps Wireless

Network PC Card is NOT Install | Uninstall | User Manual | CD Contents

inserted into the Cardbus @)
ereless LAN Product Senes

SlOt. Please select product. Install the appropriate software. 1

@ PC Card/PC| Card

v @® Access Point Router 2 ‘Zyﬁ$#s

@® Router
Wireless

Turn on the computer.
Insert the software CD
into the CD-ROM Drive.

Please note that the installation screens in this quick guide are captured from WindowsXP. The

other Windows systems will have similar screen for the installation procedure.

Click on the “PC
Card/PCI Card” option

on the left selection menu. Install | Uninstall | User Manual | CD Contents

@)
Wireless LAN Product Serles

Please select product. Install the appropriate software.

® ponnas P e

@ Router

Wireless




Click on “Install” button

to start Utility installation.

Install | Uninstall | User Manual | CD Contents

Wireless LAN Product Serles

Please select product. Install the appropriate software.

InstallShield Wizard
starts. Click “Next” to
continue.

Click “Next” to install the
program files in the
default folder.

@® PC Card/PCI Card
] x
nllq-
@ Access Point Router

@® Router

InstaliShield Wizard 3

Welcome to the InstallShield Wizard for 22M
WLAM Adapter Utility and Driver

Th: IngtallShield® \wWizard will install 220 WLAN Adapter

|tiliby and Driver on your computer. To continue, click
MHesut.

MHext » | Cancel

InstallShield Wizard

Choose Destination Location

Select folder where Setup will inztall files.

Setup will install 220 WLAN Adapter Utility and Driver in the following folder.

Tovinztall bo thiz folder, click Mest. Toinstall to a different folder, click Browsze and select
anather folder.

Destination Folder

C:AProgram Filesh22h WlLAN Browse...

<Back< Mest » | > Cancel |

#
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Select the second option,
and click “Finish” to

complete the installation.

Turn off your computer

notebook

Turn on your computer

Installation of Driver Files

Select the second option
and click “Next” to

continue.

InstallShield Wizard

InstallShield Wizard Complete

The InstallShield Wizard has successfully installed 220 WLAN
Adapter Utility and Driver. Before you can uge the program,
wou must restart your computer.

™ ‘s, | want to restart my computer nows.
(% Mo, | vill restart rmy computer later.

Rernowve any disks from their drives, and then click Finish to
complete setup.

Insert the 22Mbps Wireless Network PC Card into the CardBus slot in your

Continue with Driver Installation.

Found Mew Hardware Wizard

Welcome to the Found New
Hardware Wizard

Thig wizard helps pou install sofbware for:

Tl General Driver For Production

\'J If your hardware came with an installation CD
&2 or floppy disk. insert it now.

“What do wou wart the wizard to da?

10




Select first option then
click on the checkbox
click “Browse” button to
specify the driver file
folder.

Found Mew Handware Wizard

Pleaze choosze your search and installation options.

%@r the best driver in thielw@

sge the check boxes below to limit or expand the default search, which includes local
paths and removable media. The best driver found will be installed.

[] Search removable media [floppy, CO-ROM...]

L] Include this lacation in the search: >

() Dan't zearch. | will choose the driver b install

Chooze thiz option to zelect the device driver from a list. Windows does not guarantee that
the driver pou choose will be the best match far your hardware.

’ < Back ” Rl ]’ Cancel ]

Go to D:\Driver\WinXP
Click “OK”

Browse For Folder El E|

Select the Folder that contains drivers For vour hardware,

Please note that letter “D:\” represents the
CD-ROM driver letter, and select folder
“Win98” when installing under Windows 98 O/S
or WinME2000 for Windows XP.

[2) Auko Run A
() CIs_Domain
= [2) Driver_Utility
= 15 TI CardBusiCard
= IC5) Driver
) Wings
=

D winp 2

To view any subfolders, dlick a plus sign abowe,

[ ox R‘J[ Cancel

Click “Next” to continue

Hardware Update Wizard

Please choose your search and installation options.

(%) Search for the best driver in these locations.

Uze the check boxes below ta limit or expand the default search, which includes local
paths and removable media. The best driver found will be installed.

[] Search remavable media (floppy, CO-ROM..)
Include this location in the search:

E:\New FalderDriver_UtinhTI CardBusCard\Diivert

() Don't search. | will choose the driver ta install

Chooze thiz option to select the device driver from a list. ‘Windows does not guarantee that
the driver vou choose will be the best match for wour hardware.

P

MHext >

< Back Caticel




Click “Continue

Anyway” to continue

Click “Finish” to
complete new hardware

installation.

After successful installation, an utility program icon will appear

on your desktop screen.

Simply, double-click the icon to launch the utility.

Hardware Installation

] .j The software pou are installing far this hardware:
-
22Mbps Wirelezs Metwork PC Card

haz not paszed Windows Logo testing to werify itz compatibility
with windows =P, [Tell me why this testing iz important.]

Continuing your installation of this software may impair
or destabilize the correct operation of your system
either immediately or in the future. Microsoft strongly
recommends that you stop this installation now and
contact the hardware vendor for software that has
paszzed Windows Logo testing.

4<__.=..“

I Continue Anpway

STOP Installation

Found New Hardware Wizard

Completing the Found New
Hardware Wizard

The wizard has finizhed installing the software for:

22Mbps Wireless Metwork PC Card

Click. Finizh to close the wizard.

Finish

=F' Wireless LAN Monitor/Configuration Utility

Link Info.
Configuration
Security

SiteSurvey

About

|.-’-\ssociated B5510=00-03-2F-04-25-86

2ZPBCC Mbps
~ Link Quality/Signal Strength

Radio Off

7% Signal Strength 100%

0 Kbps Receive 0 Kbps

10000
1000
00
10
o]
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CONFIGURING YOUR WIRELESS NETWORK PC Card

Link Info. Page
This is the default page when the utility starts up.

Status: Shows the BSSID associated, which can be used to identify the wireless
network.

SSID: Shows current SSID, which must be the same for the wireless client and AP in
order for communication to be established.

TxRate: Shows the current data rate used for transmitting.

Channel: Shows the current channel for communication.

Radio Off button: When clicked, you disable the radio signal, and cut-off the wireless
connection.

Link Quality: Shows the link quality of the 22Mbps wireless PC Card with the Access
Point when operating under Infrastructure mode.

Signal Strength: Shows the wireless signal strength of the connection between the
22mpbs wireless PC Card with the Access Point.

Data Rate: Shows the statistics of data transfer, and the calculation is based on the

number of packets transmitted and received.

=i 'Wireless LAN Monitor/Configuration Utility

< Link Info. ’ Status |.ﬁ\ssnciated B5S5ID=00-03-2F-04-25-86
Conhguration s3I0 |F-‘Q*E

T« Rate Z2PBECC  Mbps

Security
Channel 10 Radio Off
SiteSurvey

— Link Quality/Signal Strength
About Lirk Quality 97 Sighal Strength 100%

— Data Rate

Tranzmit 0 Kbps Receive 0 Kbps
10000
000
100
10
u]
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Configuration Page

This is the page where you can change the basic settings of the Access Point with the

minimum amount of effort to adjust a secure wireless network.

~F!'Wireless AN Monitor/Configuration Utility

Link Info. 551D (BFOBAES
Lonfiguration wireless Mode |Inhastructure j 4 Config
Encryption — | J * 4 Dizable
SiteSurvey " 4% Enable
p— T=Rate |f-'n.ut0 ﬂ

Preamble |Lnng Preamble ﬂ

Fower Mode |E0ntinu0us Access Mode j

Lpply | Cancel ‘

SSID: Service Set Identifier, which is a unique name shared among all clients and
nodes in a wireless network. The SSID must be identical for each clients and nodes in
the wireless network.
BSS Type: There are two types available for selection
e Infrastructure — to establish wireless communication with LAN and other
wireless clients through the use the Access Points.
e  Ad-Hoc — to establish point-to-point wireless communication directly with
other wireless client devices such as wireless network PC Card.
Channel: The value of channel that AP will operate in. You can select the channel
range of 1 to 11 for North America (FCC) domain, 1 to 13 for European (ETSI) domain
and 1 to 14 for Japanese domain.
Tx Rate: Select the data rate for data transmission.
Preamble: Select Long or Short Preamble type. Preamble is a sequence of bits
transmitted at 1 Mbps that allows the PHY circuitry to reach steady-state demodulation
and synchronization of bit clock and frame start. Two different preambles and headers
are defined: the mandatory supported Long Preamble and header, which interoperates
with the 1 Mbit/s and 2 Mbit/s DSSS specification (as described in IEEE Std 802.11),
and an optional Short Preamble and header (as described in IEEE Std 802.11b). At the

14



receiver, the Preamble and header are processed to aid in demodulation and delivery of
the PSDU. The Short Preamble and header may be used to minimize overhead and,
thus, maximize the network data throughput. However, the Short Preamble is
supported only from the IEEE 802.11b (High-Rate) standard and not from the original
IEEE 802.11. That means that stations using Short-Preamble cannot communicate with
stations implementing the original version of the protocol.
Power Mode: There are 3 modes to choose from
e  Continuous Access Mode (default) — the PC Card is constantly operating
with full power and it consumes the most power
e  Maximum Power Save — the PC Card consumes the least power and only
operates when there is wireless network activity.

e  Power Save — the PC Card consumes the moderate level of power.

4X Config.: When “4X enable” is selected, you will be running 22Mbps PBCC+4X
mode, the wireless transmission speed can achieve over 12Mbps real throughput

assuming that the other wireless LAN devices are also running 22Mbps PBCC+4X.

Note!: 4X mode is proprietary transmission mode available only with our solution
chipset. In order to achieve superb speed by 4X or 22Mbps PBCC mode, both the

transmitting and receiving parties must be using our WLAN solution products.

For the changes made to any of the items above to be effective, click “Apply”. The
screen will be changed back to Link Info. Page

= 'Wireless LAN Monitor/Configuration Utility

Link Info. Statuz |Associated BSSID=00-03-2F-04-25-36
Confiquration s5ID |F-‘9*E

TxRate 22PBCC  Mbps

Security
Charnel IT Radio OFf

SiteSurvey . o
~ Link Quality/Signal Strength

About Link Quality 7% Sighal Strength 100%
— Data Rate

Tranzmit 0 Khps Feceive 0 Kbps
0000
1000
100
10
)
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Security Page

This is the page where you configure Security settings of your 22Mbps wireless PC
Card.

= 'Wireless LAN Monitor/Configuration Utility

e [~ Data Encrpption
- ~ Auth. Mode |ﬁ-‘-.ut0 Switch ﬂ
( Security
Default Ky Metwork Fey Key Length
SiteSurvey
g | | =
About ~ | | J
© | | =l
c | | =l
K.y Format | J
Apply | Cancel |

Data Encryption: Click the box to enable Data Encryption feature.
Aut. Mode: There are three modes available to choose from.

e  Open Authentication — the sender and receiver do not share secret Key for
communication. Instead, each party generates its own key-pairs and ask the
other party to accept it. The key is regenerated when the connection is
established every time.

e  Shared Authentication — the sender and receiver shares the common key
for data communication, and the key is used for extended length of time.

e  Auto — depend on the communication to establish, and automatically use the

proper authentication mode.

The following will only be activated to allow for configuration when Data Encryption
is enabled.

Default Key: select one of the 4 keys to use.

Network Key: enter values to these fields, either in HEX or ASCII formats. You only

have to enter the key that you will use

Key Length: select 64, 128 or 256 bits as the length of the keys

Key Format: ASCII or HEX (Please refer to Appendix G: Glossary for details about

these two formats).

16



SiteSurvey Page

This page allows to utilize the SiteSurvey function to scan for the available wireless
network (wireless clients and Access Points) and select one to establish wireless
communication.

~F 'Wireless LAN Monitor/Configuration Utility

1 Available Network

Link Info.

Confiauration BS5/BSSID | ssip | wEP| AP | Chanrel | Refiesh
i 00-03-2F-04-24FF ) Mo  Yer 1

Security i 00-03-2F-04-B7-33 Binatone ‘Yes Yes 8 Connect

i 00-03-2F-04-25-86 FAE Yes  Yes 10
< SiteSurvey

|~

About 45 !

eProﬁle
Add

Remowve

Froperties

i

QAvailable Network — displays the wireless networks (wireless clients and Access
Points) that are in your signal range. Select any one of them and establish
communication by simply mouse double-click or a single click on the “Connect”
button.

Click “Refresh” button to start scanning for available network again.

QProfile —You can create and manage the created profiles for Home, offices or

public areas.
By double-clicking on one of the created profile, the setting will adapt to the
configuration such as SSID, channel, and WEP settings saved by that particular
profile.
Click to select any one of the profiles, and you can

Click on “Remove” button to remove the profile, or

Click on “Properties” button to view and change its settings. The Properties is

very similar to that of adding profile.

Click “Add” to add a profile, and the following screen would appear.

17



Add Mew Profile

X)

Prafile M ame |'W'ireless

551D [wireless

B35 Type | Infrastiucture
Charrel |

Tr Rate |22 tbps FECC
Preamble

|L|:|ng Preamble

[ Data Encryption

Power Mode |D:untinuu:uus tccess Mode

-

Lol Led Lo L Lo

Auth Mode | Auto Switch

Drefault Key  pabwark =T

El

K.ey Length

=

[
[

< bis 7]

~
~
~

K.ey Farmat |

]9

Cancel |

[

All the detail information about each settings and configuration item are described in

previous Configuration and Security Page sessions. Please refer to those two sessions

for more information.

When you finish enter the setting for this profile, click “OK” to add a new profile.
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About Page

This page displays some information about the 22mpbs PC Card utility, which includes

the version numbers for Driver, Firmware and Utility.

When there is new version of software available for upgrade, you will be able to

identify by version numbers.

~I' Wireless!LAN Monitor/Configuration Utility

Link Info
Configuration
Secutily

SiteSurvey

About

22 Mbp

JITLESS 2T Mbps

Version Information

Diriver Version
Firrnware %ersion

LIkiliby erzian

Copyright 2002
WLAM Monitar/Canfiguration Lkl

19



APPENDIX A: TROUBLESHOOTING

This chapter provides solutions to frequently encountered problems that can occur
during the installation and operation of the 22Mbps Wireless Network PC Card. Please
read through the following to solve your problems.

1. The wireless clients cannot access the network in the infrastructure mode.

»  Check that the wireless network device is being installed and working

properly.

Go to “Start” >
Right mouse click

:\ Administrator

on “My Computer” / Internet _') My Documents
Internet Explorer
> “Properties” My Recent Documents ¢
ﬁ‘t E-mail ¥
d Outlook Express -
_f} My Pictures
b A ASUSUpdate ¥3.28.03 ) My Music
“ MSM Explorer i.. £ My Computeiii, %0
Explore
Search...
@ Windows Media Player E’ Contral Panel mare
Manage
{2 Printers and Fa )
@ Windaws Mavie Maker 3] Map Metwork Drive...
: Disconnect Metwork Drive, .,
2 @) Help and Suppc
'.@ Tour Windows P - v Show on Desktop
I') Search Rename
- Files and Settings Transfer .
Wizard 77 Fun... il
all Programs D

@| Log Off |6| Turn OFF Computer

20



Go to “Hardware”

System Properties

_Suztem Bestore Automatic Updates Remate

il General DEDmputer Mame Hardware Advanced

System:
Microzoft windows =P
Profeszional
Wersion 2002

' 1
Ul!_.ﬁ"

o

Registered too
TinGin

55274-337-5493834-22933

Computer;
Intel Celeron processzor
701 kHz
112 MB of Rak

(]9 H Cancel ]

Go to “Device

Manager”

System Properties

Syztemn Festore [ Automnatic Updates Femate |

General || Computer Mame | Hardware Advanced

&dd Hardware Wizard
% The Add Hardware "Wizard helps you install hardware.

Add Hardware Wizard

Device Manager

The Device Manager liztz all the hardware devices installed
on your computer. Use the Device Manager to change the
properties of any device.

e —

[ Diiver Signing T‘[\M&Mﬂﬂ,}/'

Hardware Profiles

Hardware prafiles provide a way far pou ta 2et up and store
different hardware configurations.

[ Hardware Profiles l

Ok l[ Cancel ]




Right mouse click
on the wireless

network adapter.

Go to “Properties”

Check and make
sure that the network

adapter is working

properly

L. Device Manager

File  #ction . Yiew  Help

E g TEST-13

W Computer

g Disk drives

@ Display adapters

£y DYDJCD-ROM drives

- i=} Floppy disk controllers

(g 3 Floppy disk drives

=) IDE ATAATAPT controllers
> Keyhoards

17y Mice and othier poinking devices
& Moritars
= E8 Mebwork adapters
= Bt Update Driver. ..
B8 Intel(R) PROML Disable
- “ely Other devices "
% PCMCIA adapters | minstal

5 Ports (COMBLPT)  Sean for hardware changes

& Processors ﬂ‘
@ sound, video ard Properties

) System devices
- Universal Serial Bus contrallers

Opens property shest For the current selection.

234 WILAN Adapter Properties

General |.-'-‘-.u:|vanu:eu:| | Diriver || Resources | Power Management

220 WLAN Adapter

Device type; Metwork. adapters

M anufacturer:

Location: CardBusz Slat 2 [PCl buz B5, device 0, functio
Device

[ This device iz working propeil

| vou are having problems with this device, click Troublezhoot to
| ztart the troubleshoater,

Troubleshnat. .

Device uzage:

!.LI =& thiz device [enable] v l

[ K ] [ Cancel

22




2.

7.

What is the difference between 22Mbps and 11Mbps wireless products?
What’s the benefit of 22Mbps Wireless Access Point?

The 22Mbps is made possible by the new modulation method called PBCC
developed by TI, which is different from the current CCK modulation method for
11Mbps. The 22Mbps Wireless Access Point offers double data rate than that of
11Mbps with 20% more distance coverage. The 22Mbps wireless products also
operate in the 2.4GHz ISM band and they are backward compatible with 11Mbps

wireless products.

What is Roaming?
Roaming is the ability of portable computers, e.g., Packet PC and notebook, to
have consistent and continuous data transmission/reception throughout an area
covered by more than one Wireless Access Point. In order to achieve seamless
connectivity, all the wireless clients and Access Points must be set to use the same
SSID. When a user walked out of the coverage area of one AP into another, the
wireless client network device will automatically reestablish connection with the
new AP.

What is a MAC Address?

The Media Access Control (MAC) address is a unique number assigned by the
manufacturer to any Ethernet networking devices, e.g. a network adapter, that
allows the network to identify it at the hardware level. Unlike IP addresses,
which can be changed or dynamically assigned by the network, the MAC address

of a networking device is permanent.

What is WEP?
Wired Equivalent Privacy (WEP) is a type of data encryption mechanism
described in the IEEE 802.11 standard. The 22Mbps Wireless Access Point
supports 64/128/256 bit shared key for WEP.

Would the information be transmitted securely in the air?
WLAN offers two layers of protection for security. First layer is on the hardware
level. As with Direct Sequence Spread Spectrum (DSSS) technology, it has the
inherent security feature of scrambling. Second of all, on the software level, the
security control is made possible by Wired Equivalent Privacy (WEP) for access

control.

What is ISM band?

23



8.

The FCC and their counterparts outside of the U.S. have set aside bandwidth for
unlicensed use in the ISM (Industrial, Scientific and Medical) band. The 2.4GHz
unlicensed ISM band is available worldwide, which presents the opportunity for

the global market of 802.11b high speed wireless products.

What is 4X mode?

This is a proprietary wireless data transmission mode provided by TI, which
enhances TI’s 22Mbps PBCC speed to reach data throughput to over 12Mbps.
Since it is not IEEE 802.11b standard wireless data mode, in order to allow 4X

mode, both the receiving and transmitting parties must be using TI solution.
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APPENDIX B: NETWORKING BASIS

This chapter will help you learn the basics of home networking.

Using the Windows XP Network Setup Wizard

Go to Start menu >
Control Panel >

Network Connections

In the menu on the left
side of the window,
select “Set up a home

or small office

Network Setup Wizand

Welcome to the Network Setup
Wizard

Thiz wizard will help you et up thiz computer to run on wour
network. WWith a netwark you can:

+ Share an Internet connection

+ Set up Internet Connection Firewsall
+ Share filez and folders

+ Share a printer

network”
Click “Next” to To continue, click MNest.
procced
Click “Next” to Network Setup Wizard
continue Before you continue. . %
Before you continue, review the checklst for creating a networks.
Then, complete the following steps:

+ Install the network cards, modems, and cables.
+ Turn on all computers, printers, and external maodems.
+ Connect to the |nternet.

When pou click Mext, the wizard will zearch for & shared Internet connection on your network,

[ <Eac:|<( H Hewst » ] Cancel
A Z
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Select the option Metwork Setup Wizard

that best describes Select a connection method. %
how you connect

your computer to the

Select the statement that best descibes this computer;

Internet.

() This computer connects directly b the Intemet. The ather computers on my netwark connect
to the Internet through this computer.

. Wiew an example.

In the case of using

@;This computer connects ta the Internet through anather computer on my network, ar through

router in the ia residential gateway,
Wiew an example.
network, choose the
. ) Other
second option.
Click “Next” to Learn more about home or zmall office netwark, configurations.

continue.

< Back (“ MNest > ] D Cancel ]

1. Enter a short Metwork Setup Wizard

description for your Give this computer a description and name. %
computer.

2. Enter a name for

Computer dezcription: |ﬁHEA 51 STATION Mo. B |

Examples: Family Foom Computer or Monica's Computer

your computer to be

recognized among

Camputer name: ‘;’-‘«LIENT ‘
Examples: FAMILY or MOMICA

the network.
3. Click “Next” to

continue.

The current computer name iz b,

Learn more about computer names ahd descriptions.

< Back g Mest » D[ Cancel
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Enter “Workgroup Metwork Setup Wizard
name” for your Name your network. %
home network.
Click “Next” to

. s MHame your network, by specifing a workgroup name below. All computers on your networl,
continue should have the same workgroup name.

“Workaroup name: AREART
Examples: HOME or OFFICE

< Back g MHest > >[ Cancel

Click “Next” and Metwork Setup Wizard

wait for the wizard Ready to apply network settings. .. %
to apply the settings.

The wizard will apply the following zettings. This process may take a few minutes to complete
and cannot be interrupted.

Settings:
Intemet connection zettings: ~

Cannecting through another device ar computer.

MHetwork settings:

Computer dezcription; ARES 51 STATIOMN Mo, B
Computer name: ALIENT
whorkgroup name: AREART

Tao apply these settings, click Mext.

< Back g Mest » D[ Cancel
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You may create a
network setup disk
which saves you the
trouble of having to
configure every PCs

in your network.

Select the first
choice, and insert a

floppy disk into your
disk drive

Click “Next” to

continue.

Metwork Setup Wizand
Please wait. .. %

Fleaze wait while the wizard configures this computer far home or zmall affice netwarking. Thiz
process may take a few minutes,

= e
I',g pg e )

Network Setup Wizand
You're almost done. .. %

® - You need o run the Metwark. S etup YWizard once on each of the computers an yaur
\!?) network. To run the wizard on computers that are not nning Windows XP, pou can use
the Windows #P CD or a Metwark. Setup Dizk.

What do you want to do?

() Lreate a Metwork Setup Diski

{7) Use the Metwark Setup Disk | alieady have
(7 Use my Windows =P CD

() Just finish the wizard; | don't need ta run the wizard on other computers
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Click “Format
Disk” if you wish to
format the disk.

Click “Next” to
copy the necessary
files to the disk.

Click “Next” to
continue with the
Network Setup
Wizard

NMetwork Setup Wizard
Insert the disk you want to use. %

Inzert a disk the into the following dizk drive, and then click Mext.

3% Floppy [#:]

o format the digk, click Format Digk.

Copying... E|

L/~ -~

Please wait while the wizard copies files. ..

[ J Cancel

Network Setup Wizard
To run the wizard with the Hetwork Setup Disk... %

= . Complete the wizard and restart this computer. Then, uze the Metwork Setup Disk to run
\lj) the Metwork, Setup Wizard once on each of the ather computers on pour network.

Here's how:

1. Inzert the Netwark Setup Disk, inta the nest computer you want to netwark.
2. Open My Computer and then open the Metwork Setup Dizk.
3. Double-click "netzetup.
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!Note: Now you may use the Network Setup Disk you just created in any PCs in your

network that you wish to setup. Simply insert the Network Setup Disk into the disk

drive of a PC, and open to browse the content of the disk with “My Computer” or

“Windows File Manager”.

to handle the rest.

Click “Finish” to
complete the
Network Setup
Wizard.

Hetwork Setup Wizand

Double-click and run the file “netsetup” for the program

Completing the Network Setup
Wizard

You have successiully zet up this computer for hame or small
office networking,

Far help with home or small office netwarking, see the
following topics in Help and Support Center:

* Uzing the Shared Docyments folder

= Dhanng hles and folders

To see other computers an wour network, click Start, and then
click My Metwork Places.

To cloze this wizard, click Finish.

| <Back (|| Finish

System will now
have to restart in
order for the new
settings to be

effective.

Click “Yes” to
restart the computer

System Settings Change

9 ¥au rusk restart vour computer before the new settings will take effect.

Do wou wank ko reskart wour computer now?
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Checking IP Address of Your Computer in Windows XP

Sometimes you will need to know the IP address of the computer that you are using.
For example, when you want to make sure that your computer is in the same network

domain as that of your Access Point for you can configure and access the AP.

Go to Start menu > Run @@
Run > type

« ’ Type the name of a program, folder, document, ar
command - Internet resource, and 'Windows will open it For wou,

Click “OK” Cpen: e

(i Ok, 2 Cancel H Browse. .

When the command prompt window appears, type command “ipconfig /all” and press
Enter. This command will display the IP addresses of all the network adapters in your
computer.

S E=E

C:“\Documents and Settings“Administrator?ipconfigrall

blindows IP Configuration

Primary Dns Buffix . . . . . . . =
Mode Twpe - . . . . . . - . . . . =
IP Routing Enabled. . . . . . . . 1 H
WIMS Proxy Enabled. . . . . . . . =

Ethernet adapter Wireless Network Connection 2:

Connection—specific DNS Suffix

Description . e e - = = - - . = 22H WLAN Adapter
Physical Addre e e e = - - - . = BA-AI-2F-BC-B1-55
Dhep Enabled. oSS EIHE N

IP Address. - -« = = = = = = = » » = 122.168.1.2
Subnet Mask . . . . . . . . . . . : 255.255.255.8
Default Gateway . . - - . . . . . &

C:“\Documents and Settings“Administrator?

In this case, the IP address of your network adapter is 192.168.1.2, which means your
Access Point must have an [P address of 192.168.1.xxx in order for you to be able to

access it.
If the IP address is assigned by DHCP server on the network, there are chances you

might have to release the IP and acquire it from DHCP server again. Here is how you
do it.
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Go to Start menu > Run @@
Run > type

« ’ Type the name of a program, folder, document, ar
command - Internet resource, and 'Windows will open it For wou,

Qpen:\_| A=) W

Click “OK”

(i Ok, 2 Cancel H Browse. .

Type command, “ipconfig /renew” in the command prompt window and press Enter.

This command releases the current IP address and acquire it from the network, i.e.

DHCEP server, once more.

v C:AWINDOWS\System32icommand.com

Windows IP Configuration

Host Name
Prinary Dns Suffix
Hode Type
IP Routing Enahled
UWINS Proxy Enabled

Ethernet adapter Wireless Hetwork Connection:

Connection—specific DHNE Buffix

Description : 22H ULAN Adapter
Physical Add : BA-B3-2F-B4-84-88
Dhecp Enabl : Mo

IP Address. :192.168.1.3
Subnet Mask : 255.255.255.8
Default Gateway : 192 .168.1.1

G “DOCUME™1NADMINI ™1 >

|

In this case, the IP address that we acquired is 192.168.1.3. However, it’s often that

the acquired IP address of the network adapter might would not be the same.

Note: To renew IP under Windows 98 and Windows ME, you will have to go to the
Start menu > Run > type winipcfg and click “OK”. The Windows IP Configuration
Menu window would appear, where you first click “release” button to release the
current IP address, followed by clicking of “Renew” to acquire a new IP address from
network.

If the above methods for IP renew fail, you will have to try and restart the computer,
which will reinitializes the network adapter settings during startup including renewing
IP address. Ifyou still have problems getting an IP address after computer restarts,
you will have to consult with your MIS in your office or call computer and network

technicians.
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Dynamic IP Address V.S. Static IP Address
By definition Dynamic IP addresses are the [P addresses that are being automatically

assigned to a network device on the network. These Dynamically assigned IP

addresses will expire and may be changed over time.

Static IP addresses are the IP addresses that users manually enter for each of the

network adapters.

Go to Start menu > Control
Panel > Network
Connections > Right-click on
the active Local Area
connection > Select

“Properties”

EER

File Edit Wiew Favorites Tools  Advanced  Help r‘f.,“'

3 Hach ) ‘? /.P ! Search | _ Folders '

Address 1_:5 Hetwork Connections

% Network Connections

Nebwork Tasks

[5] Create anew

connection

@ Set up 2 home or small View fvailable Wireless Metworks
office netwark

& Disabls this network Status
divvice Repair

ék Feepair this connection

Disable

Bridge Connections

@ Renarne this connzckion
& View status of this
connection

Change settings of this
conneckion

Create Shortcut

=t

Other Places

Note: There might be two or more Local Area Connection to choose from. You must

select the one that you will use to connect to the network.
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The Local Area Connection

Properties would appear.

Select “Internet Protocol
(TCP/IP)” and Click

“Properties” to continue.

- Wireless Network Connection Properties |E|rz|

General |Wireless Metworks | Authentication || Advanced

Connect uzing:

BS 22MwLAN Adapter

Configure...

Thiz connection uzes the following ikems:

% Client for Microsoft Networks
.@ File and Printer Sharing for Microzaft Metwarks

.@ o
ternet Protocol [TCPAR
(o)

Drezcription

Tranzmizzion Control Protocol/Intemet Protocal. The default
wide area netwark, protocol that provides communication
acrosz diverse interconnected networks.

(] 5how icon in notification area when connected

Ok ] [ Cancel
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Dynamically Assigned IP Address

The TCP/IP Properties window

appears.

Select “Obtain an IP address

Internet Protocol (TCP/IP) Properties

General | Altemnate Configuration

‘o can get |P settings azsigned autarnatically if pour netwark, supparts
thiz capability. Othensize, you need ta ask yaur netwark adminiztrator far
the appropriate IF settings.

automatically” if you are on a
DHCP enabled network.

Click “OK” to close the window

with the changes made

Static IP Address

Select “Use the following IP
address”

Enter the IP address and subnet
mask fields.

Enter the IP address of the Router=
in the Default gateway field.

Enter the IP address of the Router
in the DNS server field

Click “OKk” to close the window

»Qéi Obtain an IP address autaomatically >

(%) Obtain DMS server address autamatically

{1 Use the following DMS server addresses:

Cancel

oK

—

Internet Protocol (TCP/IP) Properties

General

ou can get |F settings assigned automatically if vour network, supports
thiz capability. Othenwize, you need to azk your network. adminiztrator for
the appropriate 1P settings.

i tically
(%) Usze the follawing IF'au:Idr}

IP address: [ 192. 168 . 1

2|

Subrnet mask: | pe5.255.255. 0 |

Default gateway: | . . . |

(%) Use the following DMNS server agak
Prefermed DNS server | . . . |

Alternate DMS server | . . . |

Cancel

]S

-
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!Note: The IP address must be within the same range as the wireless route or Access

Point.

Wireless Network in Windows 2000

Go to Start menu > Settings >
Network and Dial-up
Connections > Double-click on

the Local Area Connection

Select “Internet Protocol
(TCP/IP)” and click
“Properties”

Local Area Connection 5 Properties

General I Sharing I

Connect uzing:

I 22Mbps WLAN Adapter

LConfigure |

Components checked are used by this connection:

Clignt for Microgzoft Mebworks

[ g3 Metwork Load Balancing

File and Printer Sharing for Microsoft Mebworks
“ |riternet P [TCPAP)

Irztall... Uririztall W

~— e’

— Description

Tranzmizzion Control Protocol/intemet Protocol. The default
wide area netwark, protocol that provides communication
acrozs diverze interconnected networks.

[T Show icon in taskbar when connected

OF. | Cancel |

The TCP/IP Properties window

appears.

Select “Obtain an IP address
automatically” if you are on a
DHCP enabled network.

Click “OK” to close the window

with the changes made

Internet Protocol {TCP/IP) Properties

General

You can get [P settings azsigned autamatically if wour netwark. supparts
thiz capability. Othenwise, you need to ask your network. adminiztrator for
the appropriate P settings.

% Obtain an [P address automatim

|F addiess: I

Subret mazk: |

Default gateway I

¢ Obtain DNS server address automatically

—{" Use the following DNS server addresses:
Erefered DHE senver: |

Alternate DMNS server: I

Advanced. . |

C]?) Cancsl |

2%

—
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Select “Use the following IP
address”

Enter the IP address and subnet
mask fields.

Enter the IP address of the Router
in the Default gateway field.

Enter the IP address of the Router
in the DNS server field

Click “OKk” to close the window

x|

General

rou can get [P settings assigned automatically if wour network supports
thiz capability. Othenwize, you need to azk pour nebwork. admiristrator for
the appropriate P settings.

" Obts automatically
% |se the following |P addresg;
|P address:

| 192 168, 1 . 2

Subnet mazk: I 285 285 285 0

Drefault gatewan: |

| [btain DHS server address automatizally
% Usze the following DMS server agrireses
Preferred DMS zerver I

Alternate DMNS zerver: I

Advanced. .. |

ak, | Cancel |

Wireless Network In Windows 98 and Windows ME

Go to Start menu > Settings >
Control Panel > Double-click on
Network

Select TCP/IP of the network
device

Click “Properties” to continue

Configuration | Idantific’_atibn' Access Iinn'tmli

The tallawing network: components. arg installed:

[ I I——

Qs - 22Mbps WLAN Adapter >
B} 220 'W/LAN Adapter _I
538 22 "wLAN PCI Adapter

& ntellR) PROA00 5 Deskiop Adapter

Y TCRAP -» 220 WLAN Adapter
Prirman Metwork: Logor;
Windows Logon ;j

File ard Print Shating.. |

i~ Diezcnphion

TERAR 15'the protosol pou wze to-cohnect bo the Intamet:and
wide-area networks:

(E14 Cancel




The TCP/IP Properties window TCP/IP FropeiEs 2]

appears. Bindings | Advanced |
DMS Configuration I 5 ateway I WINS Caonfigurat IF Address J’

Select “Obtain an IP address An P address can be automatically assigned ta this compter.
. y If wour network. does not automatically aszign 1P addrezzes, azk
automatlcally if you ar¢ on a your netwark, administrator for an addrezs, and then type it in

the space below.

DHCP enabled network.

* ‘Obtain an [P address automatically

Click “OK” to close the window

with the changes made

—" Specify an IP address:

B ddress: | i I i |

Subret i aszk: | i H . |

¥ Detect connection ta netwark media

B . ” TCP/IP Properti HE
Select “Specify an IP address it 2] ]
f vahced 1
DNS Configuration | Gateway IDWINS Configuidon 1P Address )
Enter the IP address and subnet

mask fields. Ain [P address can be autamatically azzigned to thiz computer:
|Fwour network, does ot automatically azzigh IF addresses, ask
wour netwiork: admiistrator foran address, and then tepe it in
the space below, i

In the DNS Configuration Tab
Page, (1) enter the IP address of P _
Dbtain an P address autamatically

the Router in the Default
gateway field.

(2) Enter the IP address of the [PAddess: | [192.168. 1 . 2 |
Router in the DNS server field

Subnet Mask.| |255.255.255. 0 |

()& Cancel ‘
e
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APPENDIX C: 802.1x Authentication Setup

There are three essential components to the 802.1x infrastructure: (1) Supplicant, (2)
Authenticator and (3) Server. The 802.1x security supports both MD5 and TLS
Extensive Authentication Protocol (EAP). The 802.1x Authentication is a
complement to the current WEP encryption used in wireless network. The current
security weakness of WEP encryption is that there is no key management and no
limitation for the duration of key lifetime. 802.1x Authentication offers key
management, which includes key per user and key per session, and limits the lifetime
of the keys to certain duration. Thus, key decryption by unauthorized attacker
becomes extremely difficult, and the wireless network is safely secured. We will
introduce the 802.1x Authentication infrastructure as a whole and going into details of

the setup for each essential component in 802.1x authentication.

802.1x Authentication Infrastructure

802.11 Wireless
Access Point Support 802.1X

‘ Authentication Request
Public 802.11
Wireless
Networks

\ Radius Server

802.11 Wireless Authentication Success
Clients Support 802.11X
Internet /

Intranet

The Infrastructure diagram showing above illustrates that a group of 802.11 wireless
clients is trying to form a 802.11 wireless network with the Access Point in order to
have access to the Internet/Intranet. In 802.1x authentication infrastructure, each of
these wireless clients would have to be authenticated by the Radius server, which

would grant the authorized client and notified the Access Point to open up a

39



communication port to be used for the granted client. There are 2 Extensive
Authentication Protocol (EAP) methods supported: (1) MDS5 and (2) TLS.
MD)5 authentication is simply a validation of existing user account and password that
is stored in the server with what are keyed in by the user. Therefore, wireless client
user will be prompted for account/password validation every time when he/she is
trying to get connected. TLS authentication is a more complicated authentication,
which involves using certificate that is issued by the Radius server, for authentication.
TLS authentication is a more secure authentication, since not only the Radius server
authenticates the wireless client, but also the client can validate the Radius server by
the certificate that it issues. The authentication request from wireless clients and reply
by the Radius Server and Access Point process can be briefed as follows:
1. The client sends an EAP start message to the Access Point
2. The Access Point replies with an EAP Request ID message
3. The client sends its Network Access Identifier (NAI) — its user name — to the
Access Point in an EAP Respond message.
4. The Access Point forwards the NAI to the RADIUS server with a RADIUS
Access Request message.
The RADIUS server responds to the client with its digital certificate.
The client validates the digital certificate, and replies its own digital
certificate to the RADIUS server.
The RADIUS server validates client’s digital certificate.
The client and RADIUS server derive encryption keys.
The RADIUS server sends the access point a RADIUS ACCEPT message,
including the client’s WEP key.
10. The Access Point sends the client an EAP Success message along with the
broadcast key and key length, all encrypted with the client’s WEP key.

Supplicant: Wireless Network PC Card

Here is the setup for the Wireless Network PC Card under Windows XP, which is the
only Operating System that our driver supports for 802.1x. Microsoft is planning on
supporting 802.1x security in all common Windows Operating System including

Win98SE/ME/2000 by releasing Service Pack in 2003.

Please note that the setup illustration is based on our 22Mbps wireless PC Card.
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w =

Go to Start > Control Panel
double-click on “Network Connections”

right-click on the Wireless Network Connection that you use with our 22Mbps

wireless PC Card.
Click “Properties” to open up the Properties setting window.

Wireless Metwork Connection Status |E|[z|

General | Support

Caonnechion
Status:
Druration:

Speed:

Activity

Bytes:

Signal Strenagth:

| Properties J

[

Disable |

Connhected
01:47:43
220 Mbps
7 anill

Received

0

Cloze
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S.

Click on the “Wireless Network” tab.

-+- Wireless Network Connection Properties

General | Wwireless Netwarks | Authentication | Advanced |

21X

Connect uzing:

E® 22M WLAN Adapter

Thiz connection uses the fallowing items:

= Client for Microzaft Metworks
Q File and Printer Sharing for Microsoft Metworks
QQDS Packet 5cheduler

S Internet Protocol [TCPAP)

[ Irstall... ] [ [Irinztall ] [ Propertiez

Description

Alloves your computer to access resources on a Microzoft
nietwork.

Show icon in notification area when connected

(] ] [ Cancel
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6.  Click “Properties” of the available wireless network, which you wish to
connect or configure.
Please note that if you are going to change to a different 802.1x authentication
EAP method, i.e. switch from using MD5 to TLS, , you must remove the current

existing wireless network from your Preferred networks first, and add it in again.

-+- Wireless Metwork Connection Properties |E|[g|

General | 'wirgless Metwork s |.-'1'-.uthenti|:atinn Advanced

IJze windows to configure my wirelesz network settings

Available networks:
To connect to an available netwark, click Configure.
§ APFFFCO4 Configure

(core |
¢

Prefered networks:

Autamatically connect ta available netwark.s in the arder listed
bl

APFFFCO4

[ Add... H Remove H Properties ]

Learn about zefting up wirelezs netwaork,
configuration,

Ok H Cancel ]

To configure for using TLS authentication method, please follow steps 7 ~ 25.
Please follow steps 26 ~ for using MD5 authentication method.
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7.

TLS Authentication

Select “The key is provided for me automatically” option

Wireless Metwork Properties

Metwaork, name [S5I0]; |

Wirelezs netwoark, kep PWEP)
Thiz netwaork, requires a key for the following:

Data encryption [(WEP enabled)
[ ] Metwiark suthentication [Shared mode]

The key iz provided for me automatically

[ )4 ][ Cancel ]

Click “OK” to close the Wireless Network Properties window.
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9.  Click “Authentication” tab
10. Select “Enable network access control using IEEE 802.1x” option to enable

802.1x authentication.

11.  Select “Smart Card or other Certificate” from the drop-down list box for
EAP type.

PX

L Wireless Metwork Connection Properties

Authentication

Select thiz option ta provide authenticated network, access for
wired and wirgless Ethernet nebworks.

General | Wireless Metworkd hdvanced

Enable netwark. access control uging IEEE 8027

Smart Card or other Certificate w
MD5-Challenge

Smart Card or other Certificate

EAP type:

Authenticate az computer when computer information is available

[] Authenticate as guest when user or computer information iz
unavailable

K ] [ Cancel

12.  Click “OK” to close the Wireless Network Connection Properties window, thus

make the changes effective.

The wireless client configuration in the zero-configuration utility provided in Windows
XP is now completed for TLS configuration. Before you can enable IEEE 802.1x
authentication and have wireless client authenticated by the Radius server, you have to

download the certificate to your local computer first.
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TLS Authentication — Download Digital Certificate from Server

In most corporations, it requires internal I'T or MIS staff’s help to have the
certificated downloaded to your local computer. One of the main reasons is that
each corporation uses its own server systems, and you will need the assistance
from your IT or MIS for account/password, CA server location and etc. The
following illustration is based on obtaining a certificate from Windows 2000
Server which can act as a CA server, assuming you have a valid account/password
to access the server.

13. Connect to the server and ask for access, and the server will prompt you to
enter your user name and password.

14. Enter your user name and password, then click “OK” to continue.

Connect to 192.168.1.10

Connecting ko 192,168,1.10

Lser name: | 7| w |

Password: | |

[]remember my passward

[ O, ] ’ Cancel

Please note that we use IP addresses for connection with the server for our
illustration, and the IP of the server is 192.168.1.10.

15. After successful login, open up your Internet Browser, and type the following
in the address field.
http://192.168.1.10/certsrv

This is how we connect to the Certificate Service installed in Windows 2000

SCrvcer.
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16. Now we are connected to the Certificate Service. Select “Request a
certificate”, and click “Next” to continue.

) Microsoft Certificate Services - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help

eBack - \_/J \ﬂ @ _h /'._\J Seatch kE’?‘\'{Favc-rites eMedia @ Ej\’v =

Addres |@ httpe 192,168, 1, 10f certsref v| &

Links **

Microsoft Certific

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program.
Once you acquire a certificate, you will be able to securely identify yourself to other people over the web, sign

your e-mail messages, encrypt your e-mail messages, and maore depending upon the type of certificate you
recuest.

Select atask:

fficate or certificate revocation list
®Request a certificate

@ Daone

0 Internet
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17. Select “User Certificate request”, and click “Next” to continue.

2l Microsoft Certificate Services - Microsoft Internet Explorer

File Edit Wew Favorites Tools  Help E’
@ Back - J @ @ \,_:] p Search “E:? Favorites e Medis @ D:»—_—i - “*_\ﬁ
address |@ http:f{192, 168, 1. 10/certsryjcartrqus, asp V| Go | Links

Microsoft C

Choose Request Type

Flease select the type of request you would like to make:

@ User certificate request.

O Advanced request

&] Done & Internet
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18. Click “Submit > to continue.

2 Microsoft Certificate Services - Microsoft Internet Explorer

File  Edit Wiew Favorites Tools Help a’
.y Al O v . O Q- B

@Back ) @ @ \_h P Search . Favorites *MBCIIE @ &2 (5=

Address |@ http:ff192,168.1. 10fcertsrv/certrgbi,asp?type=0 V| [ta] Links **

Home

User Certificate - Identifying Information

All the necessary identifying information has already been collected. You may now submit your request.

[ hare Options == ]

&) Done B Internet
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19. The Certificate Service is now processing the certificate request.

2 Microsoft Certificate Services - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help ,-..
Y g . ) ; ™ A

@ Back - \_J @ @ :_:j p Search “;;:g’ Favorites e Media @ D}Z - .._!',.

Address |@ http:fi192, 168, 1. 10/ certsr/certrgbi,asp?hvpe=0 V| Go | Links *

Microsoft Cerifics 2y : Home

User Certificate - Identifying Information

Allthe necessary identifying information has already been collected. You may now submit your request.

[ hore Options == l

Waiting for server response...

@ Waiting For server response, .. ﬂ Inkernet
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20. The certificate is issued by the server, click “Install this certificate” to

download and store the certificate to your local computer.

2} Microsoft Certificate Services - Microsoft Internat Explorer

File Edit  Wiew Faworites Tools  Help #
e Back ~ [ @ @ | .j @) Search ‘«?’n" Favorites ﬁ Media @ _,-2 .~ E

J LA ] /_ U\f‘ [’_r-- B =
Address |@ http: 192,168, 1. 10/certsrvfcertfnsh. asp v| =0 Links **

Microsoft C 5 ! Wiire \ Home

Certificate Issued

The certificate you requested was issued to you.

Install this certificate

@ Done & Internet

21. Click “Yes” to store the certificate to your local computer.

Root Certificate Store .

": Do wiou wank ko ADD the Following certificate o the Rook Skore?
L]

Subject : WirelessCa, Th'

Issuer : Self Issued

Time Yalidity : Monday, January 06, 2003 through Thursday, January 06, 2005
Serial Mumber : 13271301 4F453763 41E04CF7 249709FA

Thumbprint (shal) : 244FCB3C ZDIFZFZ1 4DC262F9 2008DEFA B490D10E
Thurnbprint {rmdS) : 1EBALECO 203648070 6ES121 A6 AlSBEHAMC

fes (i []
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22. Certificate 1s now installed.

2 Microsoft Certificate Services - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help

@Back = J @ @ \f_:] pSearch *Favorites eMedia @ D}_—z' :\;

Address |@ http:fi192, 168, 1. 10/ certsry/certrmpn. asp V| Go | Links *

Microsoft Cerificate S - \ Home

Certificate Installed

Your new cerificate has been successiully installed.

&) Done £ Internst

All the configuration and certificate download are now complete. Let’s try to

connect to the Access Point using 802.1x TLS Authentication.
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23. Windows XP will prompt you to select a certificate for wireless network
connection. Click on the network connection icon in the system tray to

continue.

y Wireless Network Connection [Ead

Click here to select a certificate or other credentials For
conneckion bo the network APFFFCO4

L L % H15PM
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24. Select the certificate that was issued by the server (WirelessCA), and click

“OK” to continue.

Connect Wireless Hetwork Connection

chanc

Friendly name:
|zzuer WirglessCoh,
Ewpiration date: 1/6/2004 4:02:09 P4

(] ] [ Cancel

25. Check the server to make sure that it’s the server that issues certificate, and

click “OK” to complete the authentication process.

Yalidate Server Certificate

"’j The Root Certification Authority For the server's certificate is] WirelessCa
L]

Do you wank ko accept this connection?

Ok ] ’ Cancel




MD5 Authentication

26. Select “Data encryption (WEP enabled)” option, but leave other option
unselected.

27. Select the key format that you want to use to key in your Network key.
ASCII characters: 0~9, a~z and A~Z
HEX characters: 0~9, a~f
28. Select the key length that you wish to use
40 bits (5 characters for ASCII, 10 characters for HEX)
104 bits (13 characters for ASCII, 26 characters for HEX)
29. After deciding the key format and key length that you wish to use for network
key. Enter the network key in “Network key” text box.

Wireless Network Properties

Metwark. name [SSI0]:
Wireless netwaork, key MER)

This network, requires a key far the following:

I Data encryption MEP enabled)
[ ] Metwark, Authentication [Shared mode]

Metwork key, |7 1

K.ey format; A5CH characters b
K.ey length: 40 bitz [5 characters] »
K.ey index [advanced): 1]

[ ] The key is provided for me automatically

[ ok, H Cancel ]

Please note that that value of Network key entered, and key format/length used, must
be the same as that used in the Access Point. Although there are 4 set of keys can be
set in the Access Point WEP configuration, it’s the first set of key that must be the

same as that we used by the supplicant wireless client.

30. Click “OK” to close the Wireless Network Properties window, thus make the
changes effective.
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31. Select “Authentication” tab.

32. Select “Enable network access control using IEEE 802.1X” to enable
802.1x authentication.

33. Select “MD-5 Challenge” from the drop-down list box for EAP type.

-+ Wireless Network Connection Properties |E|E|

General | Wwireless Nelwu:urks| Authentication |.-'1'-.dvan|:ed

Select thiz option to provide authenticated nebwork, access for
wired and wireless Ethernet netwarks,

Enable network, access control uzing IEEE 8021

EAP type: | | MD5-Challenge L

Smart Card or other Certificate

Authenticate as computer when computer infarmation is available

[] &uthenticate as guest when uger or computer information iz
unavailable

[ ]9 H Cancel ]

34. Click “OK” to close Wireless Network Connection Properties window, thus

make all the changes effective.



Unlike TLS, which uses digital certificate for validation, the MD-5 Authentication is
based on the user account/password. Therefore, you must have a valid account used

by the server for validation.

35. WindowsXP will prompt you to enter your user name and password. Click on

the network connection icon in the system tray to continue.

-
-l
My Cornpuker

i) wireless Network Connection [

Click here to enter waour user name and passward for the
niekwork AFFFFCO4

Lo [ ood 4121 PM
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36. Enter the user name, password and the logon domain that your account belongs
if you have one or more network domain exist in your network.

37. Click “OK” to complete the validation process.

Wireless Metwork Connection

|Jzer name: “ |

Pazzword: ‘ |

Logan domain: ‘ |

[ ] 4 ] ’ Cancel
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Authenticator: Wireless Network Access Point

This is the web page configuration in the Access Point that we use.

| Tools

| wizard | Status | Basic Setting | IP Setting | Advanced Setting | Security |

802.1% * Epabled
' Disabled

Encryption Key Length ' 64 bits © 128 bits { 256bits

Lifetime ISD Minutes 'l
RADIUS Server 1 IP o .o .o .o
Port |1812
Shared Secret I
RADIUS Server 2
{optional) IP ID ) ID ) ID ) ID
Port |D

Shared Secret I

Apply | Cancel | Help |

Enable 802.1x security by selecting “Enable”.
If MDS EAP methods is used then you can skip step 3 and go to step 4.
Select the Encryption Key Length Size ranging from 64 to 256 Bits that you
would like to use.
Select the Lifetime of the Encryption Key from 5 Minutes to 1 Day. As soon as
the lifetime of the Encryption Key is over, the Encryption Key will be renewed by
the Radius server.

4. Enter the IP address of and the Port used by the Primary Radius Server
Enter the Shared Secret, which is used by the Radius Server.

5. Enter the IP address of, Port and Shared Secret used by the Secondary Radius
Server.

6. Click “Apply” button for the 802.1x settings to take effect after Access Point

reboots itself.
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Note!: As soon as 802.1x security is enabled, all the wireless client stations that are
connected to the Access Point currently will be disconnected. The wireless clients

must be configured manually to authenticate themselves with the Radius server to be

reconnected.
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Radius Server: Window2000 Server

This section to help those who has Windows 2000 Server installed and wants to setup
Windows2000 Server for 802.1x authentication, which includes setting up Certificate
Service for TLS Authentication, and enable EAP-methods.

1. Login into your Windows 2000 Server as Administrator, or account that has
Administrator authority.
2. Go to Start > Control Panel, and double-click “Add or Remove Programs”

Click on “Add/Remove Windows components”
4.  Check “Certificate Services”, and click “Next” to continue.

Windows Components Wizard

Windows Components
You can add or remove components of Windows 2000,

To add or remove a component, click the checkbox. A zhaded box means that only
part of the compaonent will be inztalled. To gee what's included in a component, click
Details.

Components:

.ﬁ.ccessories and Ltilities 121 MEB =

M E- Cerificate Services 1.4 MB

E Indexing Service 0.0 MB
%Intemet Information Services [I15] 21.7 MB
1 2=t ananement and bonitarinn T onks R MR LI

Dezcrption:  Installz a certification authority [CA] to izzue certficates for uge with
public key security applications.

Total dizk zpace required: 21 MB Details |
Space avalable on disk: 3524 4 ME

< Back I Mest » I Cancel |
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5. Select “Enterprise root CA”, and click “Next” to continue.

Windows Components Wizard

Certification Authority Type
There are four types of certification authorities.

Certification Authority tpes: Dezcription:
* Enterprize root Ca, The most trusted C&, in an ;I
enterprize. Should be installed
™ Enterprize subordinate Ca, before any other CA. Requires

Active Directary.
" Stand-alone root Cé

" Stand-alone subordinate Cé LI

[ Advanced options

¢ Back I Mext > I Cancel

6. Enter the information that you want for your Certificate Service, and click

“Next” to continue.

YWindows Components Wizard

CA Identifying Information
Enter information to identify thiz CA

CA name: IWireIessD‘-‘d

Organization:

Organizational unit;

State or province:

Country/region: ||_|5

E-mnail;

|
|
Ciby: I
|
|
|

CA description:

" alid for: |2 |Yea,s v| Expires: |1;ex200512:15 P

¢ Back I Mext > I Cancel |




7. Go to Start > Program > Administrative Tools > Certificate Authority

8.  Right-click on the “Policy Setting”, select “new”

9. Select “Certificate to Issue”

{& Certification Authority

|J Ackion  Wiew |J = o= | | |@

=101 %]

Tree I

@3 Certification Authority (Local)
E@ WirelessCa

[ Revoked Certificates
(L] Issued Certificates
(23 Pending Requests
(L] Failed Requests

Mame | Intended Purpose
EFS Recovery Agent File Recowvery
Basic EFS Encrypting File Swstem

il ation Authority

Wiew 3

Refresh
Export List...

Help

<

Client Authentication, Server Authentic
Server Authentication

Client Authentication, Server Authentic
Encrypting File System, Secure Email, ¢

Caode Signing, Microsoft Trust Lisk Signi

|F'.|:I|:I a Certificate Template to the list of Certificate Templates issued by this Certifica |

10. Select “Authenticated Session” and “Smartcard Logon” by holding down
to the Ctrl key, and click “OK” to continue.

i Select Certificate Template

Select a certificate template to izsue certificates

2 x|

F

Idzer Signature Only

@c R

Secure Email, Clier
Secure Email, Clier

Authenticated S

Smartcard Logan

Trust Ligt Signing

[ﬁ F rirnllrnemt Soent
4

@ Tode Signing

Code Signing

Microzoft Trust List

Cerhifirate P mst

]

Client &uthenticatic

Client Authenticatic

Cancel |
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11.

12. Right-click on domain, and select ”Properties” to continue.

Go to Start > Program > Administrative Tools > Active Directory Users and

Computers.

-.? Active Directory Users and Computers

J@ Consale  Window  Help

=101 %]

PRED|

| aton vew || & » O E0B 2| 0BG vYaED

Tree I

FAE.LOCAL 5 objects

1

@ Active Directaory Users | Mame

E@ w‘w‘ [EA i

= Delegate Contral...

I Type I Crescription
IFir BwilkinDomain
[ontainer Default container for upgr...

C Find... rganizational ... Default container For new ...
@ Connect to Domain. .. [ontainer Default container for secu..,
C Connect ko Domain Contraller... Fontainer Default container For upar...
F-  Operations Masters...

Mew 3

All Tasks 3

View 3

Mew Window from Here

Refresh
Export Lisk. ..

|O|JEI'IS pro

13. Select “Group Policy” tab and click “Properties” to continue.

FAE.LOCAL Properties

Generall Managed By| Group Folicy

Help

& Current Group Policy Object Links for FAE

Group Policy Object Links

| Mo Overide | Dizabled |

£ efault Domain Policy

Group Paolicy Objects higher in the ligt have the highest priarity.

Thiz lizt obtained frorm; fae0l

FAELOCAL

New | Add. Edi | ie |
(ptions... | Delete... Froperties | [t |

[™ Block Paolicy inheritance

21|

o

Cancel | Spply
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14. Go to “Computer Configuration” > “Security Settings” > “Public Key
Policies”

15. Right-click “Automatic Certificate Request Setting”, and select “New”

16. Click “Automatic Certificate Request ...”

_Iojx]

J Action  Wiew |J<:= - Ban B @ ‘

Tree I

Automatic Certificate Request  /

@ Default Domain Policy [Fae01.FAE.LOCAL] Palicy
=l @ Computer Configuration

[#-[] Software Settings

= D Wlndnws Settmgs

E lr Securlty Settings

Lgbdonan)

£
@ Restricked Groups
-8 System Services
l @ Reg|stry

Automatic Certificate Request, .,

----- D Enterprlse Trusk
I @ IP Security Policies on Active Directory
-] Administrative Templates Refresh
EI@ User Configuration

(L] Software Settings
-0 Windows Settings Help
-2 Administrative Templates

Wiew 3

Export List...

4]

Create a new Aukomatic Certificate Request object and add it ba the Security Configuration Editar,
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17. The Automatic Certificate Request Setup Wizard will guide you through the
Automatic Certificate Request setup, simply click “Next” through to the last
step.

Automatic Certificate Request Setup Wizard x|

Certificate Template %
The next time a computer logs on, a certificate based on the template you select i BENSRr
provided. =

A certificate template iz a set of predefined properties for certificates iszued to
computers. Select a template from the following list.

Certificate templates:

M ame Intended Purposes

Computer Client Authentication, Server Authenticatior
Cramain Contraller Client Authentication, Server Authenticatior
Eriollment Agent [Computer] Certificate Request Agent

IPSEC 1361608822

< >

< Back | Mest » | Cancel |

18. Click “Finish” to complete the Automatic Certificate Request Setup
19. Go to Start > Run, and type “command” and click “Enter” to open
Command Prompt.

20. Type “secedit/refreshpolicy machine policy” to refresh policy.

[¥]command Prompt

Civrzeceditsrefreshpolicy machine_policy u
Group policy propagation from the domain has been initiated for this computer. I.
t may take a few minutes for the propagation to complete and the new policy to t
ake effect. Please check Application Log for errors,. if any.

Gz
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Adding Internet Authentication Service

21. Go to Start > Control Panel > Add or Remove Programs
22. Select “Add/Remove Windows Components” from the panel on the left.
23. Select “Internet Authentication Service”, and click “OK” to install.

Metworking Services x|

To add or remove a component, click the check bow. A shaded box means that only part
of the compaonent will be inztalled. To zee what's included in a component, click Details.
Subcomponents of Metwarking Services:
O COM Intemnet Services Prosy
Domain Marme System [DMNS)

[ = Simple TCPAP Services
] ™ Site Server ILS Services 1.5 MB ;I

Deszcription:  Enables authentication, authorization and accounting of dial-up and YPH
uzers. [AS supports the RADIIS protocol.

Total digk zpace required: 0.4 MB Details
Space available on dizk: 3462 6 kB —l

(] I Cancel |
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Setting Internet Authentication Service

24. Go to Start > Program > Administrative Tools > Internet Authentication

Service
25. Right-click “Client”, and select “New Client”

"‘_::.F' Internet Authentication Service ;|g|5|
| action  iew |]<:=- = | Em| .2 |
Tree I Friendly MName I Address I Protocol

%3 Internet Authentication Service (Local)

S I

% : Mew Clierit
(= 3
Wi 4
Export List. ..
Help
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26. Enter the IP address of the Access Point in the Client address text field, a
memorable name for the Access Point in the Client-Vendor text field, the
access password used by the Access Point in the Shared secret text field.
Re-type the password in the Confirmed shared secret text field.

27. Click “Finish” to complete adding of the Access Point.

Add RADIUS Client x|

Client Information
Specify information regarding the client.

Client addrezs [IP ar DHS]:

|1 92.168.1.1 Werify... |

Client-vendor:

|RADIUS Standard =]
[ Client must always send the sighature attribute in the request

Shared secret: Ixxxx

Canfirn shared secret: Im’1

¢ Back I Finizh I Cancel
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28. In the Internet Authentication Service, right-click “Remote Access Policies”

29. Select “New Remote Access Policy”.

{_;;.F' Internet Authentication Service ;|g|5|
J Action  Wiew |J¢' -P|||@ |
Tree I Marne | order |
%3 Internet Authentication Service (Local) .ﬁ.llaw access if dial-in permission is enabled 1
1 Clienks

l:l Remote Access Logging

= 3
Wignn b
Expork Lisk...

Help

30. Select “Day-And-Time-Restriction”, and click “Add” to continue.

2l

Select the type of attribute ko add, and then click the Add button.
Attribute bypes:

M ame | Dezcription

Called-Station-1d Phone number dialed by user

Calling-Station-1d Phone number from which call onginated
Client-Friendly-H ame Friendly name for the BADILS client. [JAS only]
Client-|P-&ddress IP addreszs of RADIUS client. [IAS only)]
Client-vendor banufacturer of BADIUS prosy or HAS. [1AS onl
NEMGURANER S Time period: and daps of week during which us
Framed-Protocol The protocal to be used

MAS-ldentifier String identifying the MAS originating the request
MAS-IP-Address IP address of the MAS originating the request (1A
MAS-Port-Type Type of physical part uzed by the NAS anginatin
Service-Tupe Type of service user has requested
Tunnel-Type Tunneling protocols to be used
Windows-Groups Windows groups that uzer belongs to

1| | i

Add. Cancel |

70




31. Unless you want to specify the active duration for 802.1x authentication, click

“OK” to accept to have 802.1x authentication enabled at all times.

x
i 8§ C [ ok
12-2-4-6-8-10-12-2-4-6-8-10-12

Al Cancel |

Sunday
bl o ay
Tuesday

YWiednezday
Thurzsday

Friday

Saturday

Sunday through Saturday from 12 Ak to 12 AM

32. Select “Grant remote access permission”, and click “Next” to continue.

Add Remote Access Policy x|

Permizzions
Determing whether to grant or deny remote access permizsion.

You can uze a Remote Access Policy either to grant certain access privileges to a
aroup of users, or to act as a filker and deny access privileges to a group of users.

If & uzer matches the specified conditions:

{* Grant remote access permizsion

" Deny remote access pemission

¢ Back I Mext > I Cancel
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33. Click “Edit Profile” to open up

Add Remote Access Policy
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For TLS Authentication Setup (Steps 34 ~ 38)

34. Select “Authentication” Tab

35. Enable “Extensible Authentication Protocol”, and select “Smart Card or

other Certificate” for TLS authentication

Edit Dial-in Profile 21X

Diakin Constraints | IP | Multilink
Authentication | Ehryption I Advanced

Check the authentication methodz which are allowed for this connection.

v Extenzible Authentication Protocol

Select the EAP type which iz acceptable for thiz policy.

ISmarl Card or ather Certificate j Configure. .. |

[T Microsoft Encivpted Authentication version 2 [M5-CHAP +2)
[T Microsoft Encropted Suthentication [MS-CHAP)

[T Encrypted Authentication [CHAF]
[T Unenciypted &uthentication [PAP, SPAP)

nauthenticated Access

r Allow remote PPP clients to connect without negatiating
any authentication method.

QF. I Cancel Apply
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36. Go to Start > Program > Administrative Tools > Active Directory Users and
Computers

37. Select “Users”, and double-click on the user that can be newly created or
currently existing, who will be configured to have the right to obtain digital

certificate remotely.

{-; Active Directory Users and Computers

J@ Console  Window  Help

=10 x|

JNED|

“ Action  View |J®#||X|@|J’ﬁ@h?@ﬁ

Tree I Users 21 objects
@ Active Direckory Users and Computers | | Mame [ Type | pescription
El@ FAE.LOCAL €3 Administrator ser Built-in account For admini. ..

-2 Builkin

&3] Domain Contrallers

rurityPrincipals

!ﬁCert Publishers
€7 DHCP Users
ﬂiDns.ﬁ.dmins

ﬂiDnsUpdatePr. .
!ﬁDDmain Adrnins

ﬂzDDmain Guests

ﬂzDDmain Users

!ﬁGrDup Policy ...

ﬁﬁchema &drnins

€ 0HCP Adminis. ..

!ﬁDDmain Camp...
!ﬁDDmain Cantr...

ﬂzEnterprise &d..

€hras and 145 ..

Securiby Group ...
Securiby Group ...
Securiby Group ...
Securiby Group ...
Securiby Group ...
Securiby Group ..,
Securiby Group ..,
Securiby Group ..,
Securiby Group ..,
Securiby Group ..,
Securiby Group ..,
Securiby Group ..,

Security Group ...
Security Group ...

Enterprise certification an...

Members wha have admini. ..

Members who have view-. ..
DMS Administrators Group

DMS clients wha are permi...
Designated administrators...
Al workstations and serve, .,
Al domain controllers in th...

all domain quests
all domain users

Designated administrators...
Members in this group can...

%Guest ser Built-in account for guest ..,
ﬂ IUSR_FAEDL Iser Built-in account: for anoney...
ﬂ IWaArM_FAED] Iser Built-in account: for Inkern...
%krbtgt Iser Key Diskribution Center Se. ..

Servers in this group can ...

Designated administrators. ..

!: EINLETTIELLISET

T=er

TTiE USET GLCOU, 15 Ueed ..

Please note that in this case, we have a user called, test, whose account/password are

used to obtain the digital certificate from server.




38. Go to the “Dial-in” tab, and check “Allow access” option for Remote Access
Permission and “Neo Callback” for Callback Options.

Femote control I Terminal Services Profile

General I Addregz | Account [ Profile I T elephones I Organization
b ember OF Environment I Seszion:

— Remote Access Permizsion [Dialin or WPMN]

% Allaw access‘

" Deny access

£ Control access trough Femate Sceess Policy

I | werity Caller 0
— Callback Optionz
% Mo Calbac
" Set by Caller [Fouting and Remote Access Service only]
™ Always Callback to; I
™| Assign a Static [P Address I

= Apply Static Foutes

Drefing routes to enable for this Dial-in Ctatic Eoutes . |
connection.

aF. I Cancel | Apply |
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For MD5 Authentication (Steps 39 ~ 54)

39. Go to Start > Program > Administrative Tools > Active Directory Users and

Computers.

40. Right click on the domain, and select “Properties”

{; Active Directory Users and Computers - |EI|5|
| <5 Console  Window  Help | - |ﬁ'|5||
s vew || & 5 BmERE 288 vEs |
Tree | FAE.LOCAL 5 objects
@ Active Directory Users | Mame I Type I Description I
El@ W [T R silkim builkinDomain
C D.elegate Contral... Conkainer Defaulk container For upar...
C Find... _ Drganizational ... Defaulk container For new ...
@ Connect ta Du:uma!n... Conkainer Default container For secu.. .
C Connect to Domain Controller. .. Conkainer Default container For upar...
M- Operations Masters. ..
Mew 3
all Tasks 3
View k
Mew Window From Here
Refresh
Expork Lisk...
1 | Propetties

Jpens pro Help
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41. Select “Group Policy” tab, and click “Edit” to edit the Group Policy.

FAE.LOCAL Properties e |

Generall tanaged By  Graup Palicy |

& Current Group Palicy Object Links for FAE

Group Policy Object Links | Mo Ovemde | Digabled |

£ Default D omain Policy

Group Policy Objects higher in the list have the highest priarity.
Thig lizt obtained from: faell.FAE LOCAL

New | add. |

O ptions. .. | Delete... |

[™ Block Puolicy inheritance

Qk. I Cancel | Applp |




42. Go to “Computer Configuration” > “Windows Settings” > “Security Settings”

> “Account Policies” > “Password Policies”

¥ Group Policy

=101 x|

J Ackion  Wiew |J L] #||X|@

Tree I Palicy /# | computer Setting
E Diefault Domain Policy [Fae0l.Fé « EnFuru:e password history 1 passwords remembered
E@ Computer Corfiguration = Maximum password age 42 days
|21 Software Settings Minimum password age 0 days
Ell:l Windows Settings Minimum password length 0 charackers
Scripts (Startup/Shy g L IR e Sy Ebeliigablad

- Hf Security Settings

re password using reversible encryption F..

Dijmnk :l;‘!ij

EI@ Account Policies
n Passwiord P
Account Locl
- Kerberos Pol
Local Policies
Event Log
@ Restricted Group
@ Syskem Services
@ Reqistry

@ File: Svstem
I:l Public Key Policie
-8, IP Security Polici—
[ Administrative Templake:
EI@ Iser Configuration

| =-E3 SuFtwareISettings _ILI
P 5

..

43. Click “Define this policy setting”, select “Enabled”, and click “OK” to

continue.

Security Policy Setting
=N

W Define this policy setting:

Store pazsword wzing reversible encryption for all users in the
domain

¥ Enabled
" Dizabled

Cancel

o]

2
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44. Go to Start > Program > Administrative Tools > Active Directory Users and

Computers.

45. Go to Users. Right-click on the user that you are granting access, and select

“Properties”

£# Active Directory Users and Computers

J@ Console  Window  Help

=101 x|

T

ation vew | @ o |B@m X FEBE R EZETEE

Tree I

dsers 21 ohjects

@ Active Directory Users and Computers
=29 FaE.LOCAL

-2 Builtin

; [:I Computers

: {&] Domain Controllers

I:l ForeignSecurityPrincipals

4] | i

arme | Type

| Descripkion

ﬂ Adminiskrator User

ﬁCert Publishers — Security Group ...
ﬁDHCP Adminis... Security Group ...

€7 DHCP Users

man Copy. .,

ﬁDns Add members to & group...

ﬁDDr Disable Account
mDDr Reset Password. ..
ﬁDDr Mave. ..

!ﬁDnr Open hame page

Security Group ..,

Built-in account For admini, ..
Enterprise certification an...

Mermbers who hawve admini. ..

Mermbers whao have wview-. ..
MS Administrators Group

Ll domain quests
Ll domain users

ﬂEDDr Send mail
g?ﬁ Al Tasks v
%Gue Dielete

€ 10:  Rename
€ W, Refresh

uilk-in account For guest ..,
Lilt-in account for anony. .
uilt-in account Far Intern. ..

5T

ﬂ TsInternetUser User

This user account is used ...

M3 clients who are permi..,
esignated administrators. .,
Ll workstations and serve. ..
bl domain conkrollers inkh...

esignated administratars, .,
Members in this group can...

v Distribution Center Se. ..

ﬂER:IF Ervers in this group can ...

gScr HElR i-signated administratars...

|0|:|ens propetty sheet For the current selection.
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46. Go to “Account” tab, and enable “Store password using reversible
encryption”
47. Click “OK” to continue.

b ember OF I Dial-in I Environment I Seszion:
Remate contral I Terminal Services Profile
General I Addrezs  Acocount | Prafile I Telephones I Organization

|lzer logon name:

[test | @FaE LOCAL |
zer logon name [pre-Windows 2000]:
[FAEY [test

Logon Hours. .. LogOnTa... |

™| Bccount is locked|out

Account options:

[T User must change password at nest logon ﬂ
[ User cannot change password

W Stare pazsword using reversible encroption j
—Account expires

& Mever

 Endot | Fiday . February 07,2003 =l

QF. I Cancel | Apply |




48. Go to Start > Program > Administrative Tools > Internet Authentication
Service.

49. Go to Remote Access Policies

50. Make sure that MDS is moved up to Order 1

51. Right-click “MDS5”, and select “Properties”

";# Internet Authentication Service -10] x|

| action  iew |J<:=-b||><.||§“* +

Treel Mare I'C' # I

%3 Internet Authentication Service (Local)

: Mawe o
-2 Client T3 -
£ IS Move Down

Iﬂﬁ Eemobe i
%9 Remote Access Policies Delete

Rename

Properties |

Help

Opens property sheet For the current selection,
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52. Go to “Authentication” tab
53. Enable “Extensible Authentication Protocol”
54. Select “MDS-Challenge” for EAP type.

Edit Dial-in Profile 21X

Diakin Constraints | IP | Multilink
Authentication | Ehryption I Advanced

Check the authentication methodz which are allowed for this connection.

v Extenzible Authentication Protocol

Select the EAP type which iz acceptable for thiz policy.

=~

|MDE-Challenge

Configure...

[T Microsoft Encivpted Authentication version 2 [M5-CHAP +2)
[T Microsoft Encropted Suthentication [MS-CHAP)

¥ Encrypted Authentication [CHAF]
[T Unenciypted &uthentication [PAP, SPAP)

nauthenticated Access

r Allow remote PPP clients to connect without negatiating
any authentication method.

QF. I Cancel Apply

82



APPENDIX D: GLOSSARY

Access Point — An internetworking device that seamlessly connects wired and
wireless networks.

Ad-Hoc — An independent wireless LAN network formed by a group of computers,
each with an network adapter.

AP Client — One of the additional AP operating modes offered by 22Mbps Access
Point, which allows the Access Point to act as an Ethernet-to-Wireless Bridge, thus a

LAN or a single computer station can join a wireless ESS network through it.

ASCII — American Standard Code for Information Interchange, ASCII, is one of the
two formats that you can use for entering the values for WEP key. It represents English

letters as numbers from 0 to 127.

Authentication Type — Indication of an authentication algorithm which can be
supported by the Access Point:
1.0pen System : Open System authentication is the simplest of the available
authentication algorithms. Essentially it is a null authentication algorithm.
Any station that requests authentication with this algorithm may become
authenticated if 802.11 Authentication Type at the recipient station is set to
Open System authentication.
2.Shared Key : Shared Key authentication supports authentication of stations
as either a member of those who knows a shared secret key or a member of

those who does not.

Backbone — The core infrastructure of a network, which transports information from
one central location to another where the information is unloaded into a local system.

Bandwidth — The transmission capacity of a device, which is calculated by how
much data the device can transmit in a fixed amount of time expressed in bits per

second (bps).

Basic Rate — the fixed transmitted and receiving data rate allowed by the AP with the
value 1,2,5.5, 11 and 22 Mbps for selection.
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Beacon — A beacon is a packet broadcast by the Access Point to keep the network
synchronized. Included in a beacon are information such as wireless LAN service
area, the AP address, the Broadcast destination addresses, time stamp, Delivery
Traffic Indicator Maps, and the Traffic Indicator Message (TIM).

Bit — A binary digit, which is either -0 or -1 for value, is the smallest unit for data.

Bridge — An internetworking function that incorporates the lowest 2 layers of the OSI
network protocol model.

Browser — An application program that enables one to read the content and interact
in the World Wide Web or Intranet.

BSS — BSS stands for “Basic Service Set”. It is an Access Point and all the LAN PCs
that associated with it.

Channel — The bandwidth which wireless Radio operates is divided into several
segments, which we call them “Channels”. AP and the client stations that it

associated work in one of the channels.

CSMA/CA — In local area networking, this is the CSMA technique that combines
slotted time-division multiplexing with carrier sense multiple access/collision
detection (CSMA/CD) to avoid having collisions occur a second time. This works
best if the time allocated is short compared to packet length and if the number of
situations is small.

CSMA/CD — Carrier Sense Multiple Access/Collision Detection, which is a LAN
access method used in Ethernet.  When a device wants to gain access to the network,
it checks to see if the network is quiet (senses the carrier). If it is not, it waits a
random amount of time before retrying. If the network is quiet and two devices
access the line at exactly the same time, their signals collide. ~When the collision is
detected, they both back off and wait a random amount of time before retrying.

DHCP — Dynamic Host Configuration Protocol, which is a protocol that lets
network administrators manage and allocate Internet Protocol (IP) addresses in a
network. Every computer has to have an IP address in order to communicate with
each other in a TCP/IP based infrastructure network. Without DHCP, each computer
must be entered in manually the I[P address. DHCP enables the network
administrators to assign the IP from a central location and each computer receives an
IP address upon plugged with the Ethernet cable everywhere on the network.

DSSS — Direct Sequence Spread Spectrum. DSSS generates a redundant bit pattern
for each bit to be transmitted. This bit pattern is called a chip (or chipping code). The
longer the chip, the greater the probability that the original data can be recovered. Even
if one or more bits in the chip are damaged during transmission, statistical techniques
embedded in the radio can recover the original data without the need for retransmission.

84



To an unintended receiver, DSSS appears as low power wideband noise and is rejected
(ignored) by most narrowband receivers.

Dynamic IP Address — An IP address that is assigned automatically to a client
station in a TCP/IP network by a DHCP server.

Encryption — A security method that uses a specific algorithm to alter the data
transmitted, thus prevent others from knowing the information transmitted.

ESS — ESS stands for “Extended Service Set”. More than one BSS is configured to
become Extended Service Set. LAN mobile users can roam between different BSSs in
an ESS.

ESSID — The unique identifier that identifies the ESS. In infrastructure association,

the stations use the same ESSID as AP’s to get connected.

Ethernet — A popular local area data communications network, originally developed
by Xerox Corp., that accepts transmission from computers and terminals. Ethernet
operates on a 10/100 Mbps base transmission rate, using a shielded coaxial cable or
over shielded twisted pair telephone wire.

Fragmentation — When transmitting a packet over a network medium, sometimes
the packet is broken into several segments, if the size of packet exceeds that allowed
by the network medium.

Fragmentation Threshold — The Fragmentation Threshold defines the number of
bytes used for the fragmentation boundary for directed messages. The purpose of
"Fragmentation Threshold" is to increase the transfer reliability thru cutting a MAC
Service Data Unit (MSDU) into several MAC Protocol Data Units (MPDU) in smaller
size. The RF transmission can not allow to transmit too big frame size due to the heavy
interference caused by the big size of transmission frame. But if the frame size is too
small, it will create the overhead during the transmission.

Gateway — a device that interconnects networks with different, incompatible
communication protocols.

HEX — Hexadecimal, HEX, consists of numbers from 0 — 9 and letters from A — F.

IEEE — The Institute of Electrical and Electronics Engineers, which is the largest
technical professional society that promotes the development and application of
electrotechnology and allied sciences for the benefit of humanity, the advancement of
the profession. The IEEE fosters the development of standards that often become
national and international standards.

Infrastructure — An infrastructure network is a wireless network or other small
network in which the wireless network devices are made a part of the network through
the Access Point which connects them to the rest of the network.

ISM Band — The FCC and their counterparts outside of the U.S. have set aside
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bandwidth for unlicensed use in the ISM (Industrial, Scientific and Medical) band.
Spectrum in the vicinity of 2.4GHz, in particular, is being made available worldwide.

MAC Address — Media Access Control Address is a unique hex number assigned
by the manufacturer to any Ethernet networking device, such as a network adapter,
that allows the network to identify it at the hardware level.

Multicasting — Sending data to a group of nodes instead of a single destination.

Multiple Bridge — One of the additional AP operating modes offered by 22Mbps
Access Point, which allows a group of APs that consists of two or more APs to connect
two or more Ethernet networks or Ethernet enabled clients together. The way that

multiple bridge setup is based on the topology of Ad-Hoc mode.

Node — A network junction or connection point, typically a computer or workstation.
Packet — A unit of data routed between an origin and a destination in a network.
PLCP — Physical layer convergence protocol

PPDU — PLCP protocol data unit

Preamble Type — During transmission, the PSDU shall be appended to a PLCP
preamble and header to create the PPDU. Two different preambles and headers are
defined as the mandatory supported long preamble and header which interoperates
with the current 1 and 2 Mbit/s DSSS specification as described in IEEE Std
802.11-1999, and an optional short preamble and header. At the receiver, the PLCP
preamble and header are processed to aid in demodulation and delivery of the PSDU.
The optional short preamble and header is intended for application where maximum
throughput is desired and interoperability with legacy and non-short-preamble capable
equipment is not consideration. That is, it is expected to be used only in networks of
like equipment that can all handle the optional mode. (IEEE 802.11b standard)

PSDU — PLCP service data unit

Roaming — A LAN mobile user moves around an ESS and enjoys a continuous
connection to an Infrastructure network.

RTS — Request To Send. An RS-232 signal sent from the transmitting station to
the receiving station requesting permission to transmit.

RTS Threshold — Transmitters contending for the medium may not be aware of each
other. RTS/CTS mechanism can solve this “Hidden Node Problem”. If the packet size
is smaller than the preset RTS Threshold size, the RTS/CTS mechanism will NOT be
enabled.
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SSID — Service Set Identifier, which is a unique name shared among all clients and
nodes in a wireless network.  The SSID must be identical for each clients and nodes
in the wireless network.

Subnet Mask — The method used for splitting IP networks into a series of
sub-groups, or subnets. The mask is a binary pattern that is matched up with the IP
address to turn part of the host ID address field into a field for subnets.

TCP/IP — Transmission Control Protocol/ Internet Protocol. The basic
communication language or protocol of the Internet. It can also be used as a
communications protocol in a private network, i.e. intranet or internet. When you
are set up with direct access to the Internet, your computer is provided with a copy of
the TCP/IP program just as every other computer that you may send messages to or
get information from also has a copy of TCP/IP.

Throughput — The amount of data transferred successfully from one point to
another in a given period of time.

WEP — Wired Equivalent Privacy (WEP) is an encryption scheme used to protect
wireless data communication. To enable the icon will prevent other stations without the
same WEP key from linking with the AP.

Wireless Bridge — One of the additional AP operating modes offered by 22mpbs
Access Point, which allows a pair of APs to act as the bridge that connects two

Ethernet networks or Ethernet enabled clients together.
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APPENDIX E: TECHNICAL SPECIFICATION

Standard

Data Rate
Emission Type
Data Modulation

RF Frequency

Operating Channel

RF Output Power
Sensitivity

Security
Antenna Type
Interface
Dimension
Memory
Power Voltage

Power Consumption

802.11b compliant (wireless)
1/2/5.5/11/22 Mbps

Direct Sequence Spread Spectrum (DSSS)

1 Mbps — BPSK

2 Mbps — QPSK

5.5/ 11 Mbps — CCK

5.5/11/22 Mbps - PBCC

2412 MHz — 2462 MHz (North America)

2412 MHz — 2472 MHz (General Europe)

2412 MHz — 2484 MHz (Japan)

11 Channels (North America)

13 Channels (Europe)

14 Channels (Japan)

16 ~ 18 dBm (typical)

22Mbps PBCC -80 dBm (Typically @2501+5(7)
11Mbps PBCC - 85 dBm (Typically @2501+501)
11Mbps CCK - 82 dBm (Typically @2501+507)
Wired Equivalent Privacy (WEP) 64 / 128 / 256 bit
Diversity Patch with 2.0 dBi max. Antenna Gain.
PC CardBus, PC Card Standard v7.2

114 x 54 x 5 mm

8Kbytes EEPROM

33V+5%

Operation max. 650 mA by TX

350 mA by RX
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