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Copyright

This manual may not be copied, photocopied, transmitted, or translated into language or computer
language, in any form, or by any means, in whole or in part, without the prior written consent by the
manufacturer.

© Copyright 2004 All rights reserved.

Disclaimer

The manufacturer makes no representations or warranties, expressed, statutory or implied, regarding
the fitness or merchantability of this product for any particular purpose. Further, the manufacturer is
no liable for any damages, including but not limited to, lost profits, lost saving, or other incidental or
consequential damages arising out of the use of this product. The manufacturer also reserves the right
to make any improvements or modifications to the product described in this manual at any time,
without notice of these changes.
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Federal Communications Commission (FCC) NOTICE

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to Part 15 of FCC Rules. These limits are designed to provide reasonable protection against
harmful interference in a residential installation. This equipment generates, uses and can radiate radio
frequency energy and, if not installed and used in accordance with the instructions, may cause harmful
interference to radio communications. However, there is no guarantee that interference will not occur
in a particular installation. If this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the user is encouraged to try
to correct the interference by one or more of the following measures:

® Reorient of relocate the receiving antenna.

® Increase the separation between the equipment and receiver.

Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

®  Consult the dealer or an experienced radio / TV technician for help.

This unit was tested with shielded cables on the peripheral devices. Shielded cables must be used
with the unit to insure compliance. This statement can be deleted if unit was not tested with
shielded cables.

The manufacture is not responsible for any radio or TV interference caused by unauthorized
modifications to this equipment. Such modifications could void the user's authority to operate the
equipment.

This device complies with Part 15 of the FCC rules. Operation is subject to the following two
conditions:

1. This device may not cause harmful interference.

2. This device must accept any interference that may cause undesired operation.

CAUTION

Always disconnect all telephone lines from the wall outlet before servicing or disassembling this
equipment.
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IMPORTANT SAFETY INSTRUCTIONS

When using your telephone equipment, basic safety precautions should always be followed to reduce
the risk of fire, electric shock and injury to persons, including the following;

1. Do not use this product near water, for example near a bath tub, wash bowl, kitchen sink or
laundry tub, in a wet basement or near a swimming pool.

2. Avoid using a telephone (other then a cordless type) during an electrical storm. There may be a
remote risk of electric shock from lighting.

3. Do not use the telephone to report a gas leak in the vicinity of the Leak.

4. Use only the power cord and batteries indicated in this manual. Do not dispose of batteries in a
fire. They may explode. Check with local codes for possible special disposal Instructions.

SAVE THESE INSTRUCTIONS
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1

Introduction

Congratulations on becoming the owner of the SOHOSpeed ADSL Ethernet bridge/router.
Your LAN (local area network) will now be able to access the Internet using your high-
speed ADSL connection.

This User Guide will show you how to install and set up the SOHOSpeed ADSL
Bridge/Router, and how to customize its configuration to get the most out of your new
product.

Features

4
»

>

Internal ADSL modem for high-speed Internet access

10/100Base-T Ethernet router to provide Internet connectivity to all computers on your
LAN

USB port for connecting a USB-enabled PC (Option)

Network address translation (NAT), Firewall, and IP filtering functions to provide
security for your LAN

Network configuration through DHCP Server and DHCP Relay

Services including IP route and DNS configuration, RIP, and IP and DSL performance
monitoring

Configuration program you access via an HTML browser

System Requirements

In order to use the SOHOSpeed ADSL/Ethernet router, you must have the following:

>

>

ADSL service up and running on your telephone line, with at least one public Internet
address for your LAN

One or more computers each containing an Ethernet 10Base-T/100Base-T network
interface card (NIC) and/or a single computer with a USB port

An Ethernet hub/switch, if you are connecting the device to more than one computer
on an Ethernet network

For system configuration using the supplied web-based program: a web browser such
as Internet Explorer v5.0 or later, or Netscape v6.1 or later
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2 Getting to Know the SOHOSpeed

Parts Check

In addition to this document, your SOHOSpeed should arrive with the following:

» One SOHOSpeed ADSL Ethernet Bridge/Router
One Power adapter and power cord

One USB cable (Optional)

One Ethernet cable (“straight-through” type)
One RJ-11 telephone cord

One CD-ROM (This manual and/or USB Driver)

vvyYVvyyvyy

Front Panel

The front panel contains lights called LEDs that indicate the status of the unit.

(1 Port Router) (4 Port Router)
1 Port Router LED Indicators
LED Status Description
Glowing |Power on
POWER Dim Power off
LINK Glowing |The WAN port is successfully linked with ADSL line
WAN Dim The WAN port is not linked with any ADSL line
DATA Flashing |The WAN port is receiving/transmitting data
Dim The WAN port is not receiving/transmitting data
10 Glowing |The LAN port is connected to a 10M Ethernet device
LAN Flashing |The LAN port is receiving/transmitting data
100 Glowing |The LAN port is connected to a 100M Ethernet device
Flashing |The LAN port is receiving/transmitting data

4 Port Router LED Indicators

LED Status Description

POWER Glowing |Power on

Dim Power off

LINK Glowing |The WAN port is successfully linked with ADSL line

WAN Dim The WAN port is not linked with any ADSL line

Flashing |The WAN port is receiving/transmitting data

DATA

Dim The WAN port is not receiving/transmitting data

Glowing |The LAN port is ready

LAN 1/2/3/4 Flashing |The LAN port is receiving/transmitting data

Dim The LAN port is not connected.
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Rear Panel

The rear panel contains the ports for the unit's data and power connections.

oy

4 Port Router

ADSL Connects the device to the wall jack for Internet connection

RESET Resets the device to default configuration values.

USB (Optional) Connects to the USB port on your PC.

LAN Connects the device to your PC's Ethernet port, or to the uplink port on your

LAN's hub, using the cable provided.

CONSOLE (Optional) | Using a special cable to connect to your computer for configuration

DCIN Connects to the supplied power converter cable.
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3 Hardware Connection and PC configuration

Connecting Your SOHOSpeed

In this part, you connect the device to the phone jack, the power outlet, and your computer

or network.

The figure below illustrates the hardware connections. Refer to the steps that follow for

specific instructions.

include your computer(s), your LAN hub/switch (if applicable), and

i'i Before you begin, turn the power off for all devices. These
[ ]

WARNING the SOHOSpeed.
= [E L [F=
kil
| via LISE Cahle

l_{nptiunal}

via RJ45
Ethernet Cahle

‘Wall Socket
AOSL Line)

Overview of Hardware Connections

b - =
B =
Uiy
Fower Adapter
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Step 1. Connect the ADSL cable

Connect one end of the provided phone cable to the port labeled ADSL on the rear panel of
the device. Connect the other end to your wall phone jack.

Step 2. Connect the Ethernet cable.

If you are connecting a LAN to the SOHOSpeed ADSL/Ethernet router, attach one end of a
provided Ethernet cable to a regular hub port and the other to the Ethernet port on the
SOHOSpeed.

If you are using the SOHOSpeed with a single computer and no hub, you must use a
“crossover” Ethernet cable (not provided) to attach the PC directly to the device. The
crossover cable is wired differently than the cable you would use to connect to a hub.
When you compare the colored wires on each end of a straight-through cable, they will be
in the same sequence; on crossover cables, they will not. Contact your ISP for assistance.

Step 3. Attach the power connector.

Connect the AC power adapter to the PWR connector labeled DC IN on the back of the
device and plug in the adapter to a wall outlet or power strip.

Step 4. Power up your systems.
Turn on and boot up your computer(s) and any LAN devices such as hubs or switches.

Step 5: Install USB software and connect the USB cable. (USB port is optional)

You can attach a single computer to the device using a USB cable. The USB port is useful
if you have an USB-enabled PC that does not have a network interface card for attaching
to your Ethernet network.

Before attaching the USB cable, you must install a USB driver and configure the computer.
For complete instructions.

Configuring Your Computers

This part provides instructions for configuring the Internet settings on your computers to
work with the SOHOSpeed.

Before you begin
By default, the SOHOSpeed automatically assigns all required Internet settings to your PCs.
You need only to configure the PCs to accept the information when it is assigned.

In some cases, you may want to assign Internet information manually to
some or all of your computers rather than allow the SOHOSpeed to do so.
See "Assigning static Internet information to your PCs” for instructions.

» If you have connected your PC via the USB port, see the USB configuration
instructions.

» If you have connected your PC of LAN via Ethernet to the SOHOSpeed, follow the
instructions that correspond to the operating system installed on your PC.
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Windows® 95, 98 PCs:
First, check for the IP protocol and, if necessary, install it:

1. Inthe Windows task bar, click the Start button, point to Settings, and then click
Control Panel.

2. Double-click the Network icon.

The Network dialog box displays with a list of currently installed network components.
If the list includes TCP/IP, and then the protocol has already been enabled. Skip to
step 9.

3. If TCP/IP does not display as an installed component, click add

The Select Network Component Type dialog box displays.

4. Select Protocol, and then click .

The Select Network Protocol dialog box displays.

5. Click on Microsoft in the Manufacturers list box, and then click TCP/IP in the
Network Protocols list box.

6. Click LI to return to the Network dialog box, and then click

] 4 .
again.

You may be prompted to install files from your Windows 95/98 installation CD. Follow
the instructions to install the files.

7. Click LI to restart the PC and complete the TCP/IP installation.
Next, configure the PCs to accept IP information assigned by the SOHOSpeed:

8.  Open the Control Panel window, and then click the Network icon.

Properties

9.  Select the network component labeled TCP/IP, and then click

If you have multiple TCP/IP listings, select the listing associated with your network
card or adapter.

10. Inthe TCP/IP Properties dialog box, click the IP Address tab.
11. Click the radio button labeled Obtain an IP address automatically.

12. Click the DNS Configuration tab, and then click the radio button labeled Obtain
an IP address automatically.

13. Click LI twice to confirm and save your changes.

You will be prompted to restart Windows.

14. Click Ll

Windows NT 4.0 workstations:
First, check for the IP protocol and, if necessary, install it:

1. Inthe Windows NT task bar, click the Start button, point to Settings, and then
click Control Panel.

2. Inthe Control Panel window, double click the Network icon.
3. Inthe Network dialog box, click the Protocols tab.

The Protocols tab displays a list of currently installed network protocols. If the list
includes TCP/IP, then the protocol has already been enabled. Skip to step 9.
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4.

o

© N

10.

11.

If TCP/IP does not display as an installed component, click bdd..

In the Select Network Protocol dialog box, select TCP/IP, and then click
Ok,

You may be prompted to install files from your Windows NT installation CD or other
media. Follow the instructions to install the files.

After all files are installed, a window displays to inform you that a TCP/IP service
called DHCP can be set up to dynamically assign IP information.

Click Ll to continue, and then click LI if prompted to restart

your computer.
Next, configure the PCs to accept IP information assigned by the SOHOSpeed:
Open the Control Panel window, and then double-click the Network icon.

In the Network dialog box, click the Protocols tab.

In the Protocols tab, select TCP/IP, and then click Pioperties

In the Microsoft TCP/IP Properties dialog box, click the radio button labeled
Obtain an IP address from a DHCP server.

Click LI twice to confirm and save your changes, and then close the
Control Panel.

Windows 2000 PCs:

First, check for the IP protocol and, if necessary, install it:

1.

4.

©

In the Windows task bar, click the Start button, point to Settings, and then click
Control Panel.

Double-click the Network and Dial-up Connections icon.

In the Network and Dial-up Connections window, right-click the Local Area
Connection icon, and then select Properties.

The Local Area Connection Properties dialog box displays with a list of currently
installed network components. If the list includes Internet Protocol (TCP/IP), then the
protocol has already been enabled. Skip to step 10.

If Internet Protocol (TCP/IP) does not display as an installed component, click
| Inztall... I

In the Select Network Component Type dialog box, select Protocol, and then

click .

Select Internet Protocol (TCP/IP) in the Network Protocols list, and then click
OF.

You may be prompted to install files from your Windows 2000 installation CD or other
media. Follow the instructions to install the files.

If prompted, click LI to restart your computer with the new settings.
Next, configure the PCs to accept IP information assigned by the SOHOSpeed:
In the Control Panel, double-click the Network and Dial-up Connections icon.

In Network and Dial-up Connections window, right-click the Local Area
Connection icon, and then select Properties.
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10.

11.

12.

In the Local Area Connection Properties dialog box, select Internet Protocol

(TCP/IP), and then click ____-Pees

In the Internet Protocol (TCP/IP) Properties dialog box, click the radio button
labeled Obtain an IP address automatically. Also click the radio button labeled
Obtain DNS server address automatically.

Click Ll twice to confirm and save your changes, and then close the
Control Panel.

Windows Me PCs

1.

10.

11.

12.

13.

In the Windows task bar, click the Start button, point to Settings, and then click
Control Panel.

Double-click the Network and Dial-up Connections icon.

In the Network and Dial-up Connections window, right-click the Network icon,
and then select Properties.

The Network Properties dialog box displays with a list of currently installed network
components. If the list includes Internet Protocol (TCP/IP), then the protocol has
already been enabled. Skip to step 11.

If Internet Protocol (TCP/IP) does not display as an installed component, click
Add...

In the Select Network Component Type dialog box, select Protocol, and then
o I |

Select Microsoft in the Manufacturers box.

Select Internet Protocol (TCP/IP) in the Network Protocols list, and then click
OF.

You may be prompted to install files from your Windows Me installation CD or other
media. Follow the instructions to install the files.

If prompted, click LI to restart your computer with the new settings.
Next, configure the PCs to accept IP information assigned by the SOHOSpeed:
In the Control Panel, double-click the Network and Dial-up Connections icon.

In Network and Dial-up Connections window, right-click the Network icon, and
then select Properties.

In the Network Properties dialog box, select TCP/IP, and then click
Froperties

In the TCP/IP Settings dialog box, click the radio button labeled Server
assigned IP address. Also, click the radio button labeled Server assighed
name server address.

Click Ll twice to confirm and save your changes, and then close the
Control Panel.

10
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Assigning static Internet information to your PCs

In some cases, you may want to assign Internet information to some or all of your PCs
directly (often called ““statically ), rather than allowing the SOHOSpeed to assign it. This
option may be desirable--but not required--if;

» You have obtained one or more public IP addresses that you want to always
associate with specific computers (for example, if you are using a computer as a
public web server).

» You maintain different subnets on your LAN.

Before you begin, be sure to have the following information on hand. Contact your ISP
if necessary:

» The IP address and subnet mask to be assigned to each PC.

» The IP address of the default gateway for your LAN. In most cases, this is the
address assigned to the LAN interface on the SOHOSpeed. By default, the LAN
interface is assigned this IP address: 192.168.1.1. (You can change this number,
or another number can be assigned by your ISP.)

» The IP address of your ISP’'s Domain Name System (DNS) server.

On each PC, follow the instructions relating only to checking for and/or installing the IP
protocol. Once it is installed, continue to follow the instructions for displaying Internet
Protocol (TCP/IP) properties. Instead of enabling dynamic assignment of the IP addresses
for the computer, DNS server, and default gateway, click the radio buttons that enable you
to enter the information manually.

Your PCs must have IP addresses that place them in the same subnet as
the SOHOSpeed's LAN interface. If the IP addresses you manually assign to
your LAN PCs are in a different subnet than the LAN interface, change the
LAN interface IP address as needed.

Configuring a computer connected to the USB port

If the SOHOSpeed includes a USB port for connecting to a PC, you must install the
provided USB driver software on the PC. The driver enables Ethernet-over-USB
communication with the SOHOSpeed.

1. Ensure that the USB cable is not connected to the USB port on the PC. The
installation program will prompt you when to connect the cable.
2. Copy the USB installation files to a temporary directory on the USB computer.

3. Inthe folder where you copied the files, double-click on setup.exe to start the
DSL Modem Setup Wizard.

11
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The Welcome page for the DSL Modem Setup Wizard displays:

<1 DSL Modem Setup Wizard

Welcome!

Welcome to the DSL Modem Setup Wizard|

_ This wizard will install the drivers and the

related software for your DSL modem on your
computer.

Press Mext to move on to the next step!

LCancel |

DSL Modem Setup Wizard—Welcome! Page

4.  Click .
The License Agreement page displays:

License Agreement

Please review the following license agreement,
I and click Accept to cantinue.

This is a placeholder for a license

agreement. Please replace this with your
license agreement.

< Back

Decline |

DSL Modem Setup Wizard—License Agreement Page

5. Review the terms of the license, and, if you agree to the terms, click
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The Installing window displays as the Wizard prepares your system for the installation:

<3 DSL Modem Setup Wizard

Installing

The DEL Modem Setup Wizard is now

installing the drivers needed by Windows to
operate the modem.

Preparing system for installation..

USB Setup Wizard: Installing Page

If a Microsoft digital signature dialog box displays, click to continue.

The Installer begins copying the necessary installation files to the required locations. When
complete, a window displays, prompting you to connect the USB cable to your computer.

The DSL Installer is searching for installed hardware. If your moderm is
not yet plugged in to your computer, please plug it in now

USB Setup Wizard—Prompt for Hardware Plug In

6. Connect the USB cable to the ADSL-Ethernet router and to your computer.

The provided USB cable provided has a flat connector on one end (called Type A) and a

square connector on the other (Type B). Connect the flat connector to your PC and the
square connector to the SOHOSpeed. See the figure below.

e

: i

To ADSL- To PC
Ethernet router

USB Cable Connectors

If a Microsoft digital signature dialog box again displays, click L= to continue.

13
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A Reboot window displays to prompt you reboot your computer. Select “Yes, reboot the
computer now” and click =%

<1 DSL Modem Setup Wizard

—— The DSL Modem Setup Wizard now requires
I that you reboot your cormputer to complete the

installation. Would you like to reboot now or
I

+ Yes, reboot the computer now.

" Ma, | will reboot the computer later.

LCloze

DSL Modem Setup Wizard—Reboot Page

After reboot, the Finished page displays to complete the installation. Click

4% DSL Modem Setup Wizard
Finished

Cangratulations! The DSL Modem Setup
Wizard has completed the installation. Enjoy
your new DSL connection!

DSL Modem Setup Wizard—Finished Page

14
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4 Getting Started with the Configuration
Manager

The SOHOSpeed includes preinstalled program called the Configuration Manager, which
provides an interface to the software installed on the device. It enables you to configure the
device settings to meet the needs of your network. You access it through your web browser
from any PC connected to the SOHOSpeed via the LAN port.

The SOHOSpeed may already be configured to provide Internet connectivity
for your network. If it works properly with the preconfigured settings, then you
may not need to use the Configuration Manager. Contact your ISP to
determine which settings you may need to change, if any.

Accessing the Configuration Manager

The Configuration Manager program is preinstalled into memory on the SOHOSpeed. To
access the program, you need the following:

» A PC or laptop connected to the LAN port on the SOHOSpeed.

» A web browser installed on the PC. The program is designed to work best with

Microsoft Internet Explorer® version 5.0, Netscape Navigator® version 6.1, or later
versions.

You can access the program from any computer connected to the SOHOSpeed via the
LAN or USB ports.

1. From a LAN computer, open your web browser, type the following URL in the
web address (or location) box, and press <Enter>:
http://192.168.1.1

These are the predefined IP addresses for the LAN
and USB ports on the SOHOSpeed.

A login screen displays:

Connect to 192.168.1.1

2.  Enter your user name and password, and iking
then click Ok, . User name: ﬁ roak ¥
3. The first time you log into the program, use i
these defaults: [CIremember my password
Default User Name: root
Default Password: root
[ a4 l [ Cancel

You can change the password at any time while the user name cannot be
changed.

Not
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Functional Layout

Configuration Manager tasks are grouped into categories, which you can access by clicking
the tabs at the top of each page. You can click on these to display the specific configuration
options.

Tab Task bar

WAN . Bridging Routing '/ Services . Admin

LAN Config | DHCP Mode | DHEP Server | DHCP Relay

LAN Configuration

Use thig page W0 et the LAN conliguration, whech determmas how your deviea odentified an e nabwark,

_ tilithalliiil
Spstem Mode:  Routing And Bridging
&) Hanusl

Gad LAN Addrass: ) External DHCP Server
) Irternal DHCF Server

Lan 10 addross: 152 |66 |2 |2 |

A separate page displays for each task in the task bar. The left-most task displays by
default when you click on a new tab. The same task may appear in more than one tab,
when appropriate. For example, the LAN Configuration task displays in both the LAN tab
and the Routing tab.
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Commonly used buttons

The following buttons are used throughout the application.

Button

Function

Submit

Stores in temporary system memory any changes you have made on the current
page. See “Committing your changes” for instructions on storing changes
permanently.

Refresh

Redisplays the current page with updated statistics.

Clear

When accumulated statistics are displaying, this button resets the statistics
to their initial values.

Help

LLLL

Launches the online help for the current topic in a separate browser
window. Help is available from any main topic page.

The Home Page and System View Table

The Home
displaying,

page displays when you first access the program or, if another tab is already
when you click on the Home tab.

Home | System mMode | uick Conliguration

S EtEm Yiew

Upe B page bo gt the surmrenary on the enshng oohgeraben of yous devde

Device DEL
Model:  Wiking Oparational Statwe: i Sha s Tats
MW Verston: | $1000a Lest Tlate:  0xl)
AW Varidan: | P.04080783_ui_8_A BEE VaFTAaA:  T1.0.04
Serial Number: | 11MHI8TR st Stenderd;  Mulmade
#ode; | Roeting And Bridging (3 Do
up Thme: @532 Speed Latency Speed Latency
Fieme: | Thii 1en 01 0548018 1900 1% wbpr I e geed raTh wikgd merleaved
Tirme Fowe: | GHT
Darhight Saving Fivme: [}
Marmo
Domain Nawe
WAH Interaies
tnterface  Encapiulation 19 Address Haik Lateway m“"" LT NEatus
aoa-0 Bridged ITLATEAY | ISR25540 (0000 aali-0 Lkl o
LA Interface
Interface  Mac Address 19 Addross Haak b Speed Duslex Status
Imterface
L] RS ADIOLIOLIED (29228811 TRE LSS IR0 |« BOOBT Faudl [ ]
ush-01 10136400 MES2EE.288.0 - ! [~ ]
Bervices Summary
Interlace NAT 1P Filtar RIP DHEP Relay  DHCF Clieat  DHCP Bervar 1GHP
-0 o ealie = = £ kS — =
s W gubiide = E £ - = =
b0 " nside x b4 x b4 W x

System View Table
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The Home page contains the System View table, which provides a snapshot of your system
configuration. Note that some settings link to the related pages in Configuration Manager
where you can change the data or view details. The following table describes each section
of the System View table.

able Heading )lescription
Device Displays basic information about the SOHOSpeed hardware and software
versions, the system uptime (since the last reboot), and the preconfigured
operating mode.
DSL

Displays the operational status, version, and performance statistics for the DSL
line. You can click on DSL in the table heading or display the WAN tab to view
additional DSL settings.

WAN Interfaces

Displays the software name(s) and various settings for the device interface(s) that
communicate with your ISP via DSL. Although you only have one physical DSL
port, multiple software-defined interfaces can be configured to use it. Most users
need only one.

For each interface, a "Lower Interface" name, such as aal5-0, should display. You
can click on the lower interface name to view or change the ATM VC settings that
this interface uses.

LAN Interface

Displays the software names and various settings for the device interfaces that
communicate directly with your network. These typically include an Ethernet
interface named eth-0, and may include a USB interface named usb-0. Wireless
LAN interfaces are not shown. For information on modifying properties of these
interfaces.

Services
Summary

Displays the status of various services that the SOHOSpeed performs to help you
manage your network. A green check mark indicates the service is active and a
red X indicates that it is inactive:
NAT: Translates private IP addresses to your public IP address. The type of
NAT interface is indicated (inside/outside).
IP Filter: Allows setting up filtering rules that accept or deny incoming or
outgoing data.
RIP: Enables router-to-router communication
DHCP Relay: Enables dynamic assignment of IP information from your ISP
to your computers.
DHCP Client: Enables dynamic assignment of IP information from your ISP
or another computer on your network to the device’s LAN interface.
DHCP Server: Enables dynamic assignment of IP information from the
device’s built-in DHCP server to your LAN computers.
IGMP: Enables message forwarding from external sources such as your
ISP, based on the Internet Group Management Protocol.
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Modifying Basic System Information

You can modify the system date and time or configure the device to acquire this information
from an ISP server. You can also assign a hame to the SOHOSpeed and to the network
domain in which it resides.

Modifying the Date and Time or Configuring SNTP

You can set the system date and time manually or enable the SNTP feature so that the
device acquires this information from an ISP server.

» When you set the date and time manually, the information will be held only as long as
the device stays on; if power is turned off or you reboot, the date and time revert to
default values and must again be updated.

» When you enable SNTP (Simple Network Time Protocol), the device connects to an
ISP server that provides the date and time information. You cannot use Configuration
Manager to specify the IP address of this server; it must have been included as a
preconfigured software setting. Verify with the ISP that they have provided an SNTP
server address in the configuration before enabling this service.

Setting the SOHOSpeed date and time, whether manually or through SNTP, does
not affect the date and time on your PCs.

Not

Follow these instructions to change the system date and time or enable SNTP:

1. Atthe bottom of the Home page, click M

The System - Modify page displays in a separate browser window:
System - Modify
lestum Parameters
() Enable G Disable
Date: B
Time: ]

Time Zona: | GMT +0000 Greenwich Mean

@ ON
) OFF

Daylight Saving Time:

Marne! |

Domain Name: |

System - Modify Page
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2.  Modify the fields on this page as required. The following table describes each
field:
)ption lescription
SNTP To enable SNTP, click the Enable radio button. The remaining date and time fields

will be dimmed (unavailable for entry).

Date and Time Tg set the date and time manually, ensure that the SNTP field is set to Disable.

Click the date and time check boxes to select the appropriate values from the drop-
down lists. The time displays in military format.

Time_ Zone, If you are setting the date and time manually, you can select your time zone from
Day]lght . the drop-down list, and then click the appropriate radio button to indicate whether
Savings Time  Daylight Savings Time is currently in effect.

After you initially set the time, turning DST on or off will adjust the current displayed
time by one hour in the appropriate direction.

You must remember to change the DST option each spring and fall — it will not
change automatically.

When you are finished modifying the settings, click M and then click

Elose to return to the System View page.

To save your changes to permanent memory, click the Admin tab, and then click
Commit & Reboot in the task bar.

Click M to save your changes to permanent memory.

Specifying the SOHOSpeed ‘s Name and Network Domain Name

You can specify an easy-to-remember name for the SOHOSpeed and a domain name for
the network on which it resides. These are used only to simplify access to the Configuration
Manager program.

The Name and Domain Name fields display on the System-Modify page.

You can set a name only, or a name and domain name together.

>

>

If you specify a name only, then the next time you want to access Configuration
Manager, you can type this name in the location box in your Web browser instead of
typing the numeric IP address. For example, if you named the device myrouter (and left
the Domain Name field blank), then you could type the following in your Web browser
to access Configuration Manager:

http://myrouter

If you also specify a domain hame for the ADSL-Ethernet router, the next time you
access Configuration Manager, type the domain name and the device name in your
Web browser. For example, if you entered myrouter in the Name field and
mydomain.com in the Domain Name field, then you would type the following in your
Web browser to access Configuration Manager:

http://myrouter.mydomain.com

After you enter information in these fields, submitting the information. Click the Admin tab,
and then click Commit & Reboot in the task bar to save your changes.

Using a name/domain instead of the IP address to access Configuration Manager
will work only when the DNS relay feature is enabled. DNS Relay is automatically
enabled when the DNS server address configured on your PCs is also the address
assigned to the LAN interface on the SOHOSpeed.
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Quick Configuration

This page allows you to configure your Internet connection settings within one page.

Before you attempt to modify any settings, we strongly recommend that you contact your
ISP prior to changing the default configuration.

Quick Configuration
2 paga to quickly configure the syskam,

ATM Interface: O

Operation Mode: | Enabled v!

Encapsulation: 1443 Bridged [P LLC

ver: 3
ver: |
Bridge: | Enabled |
same: | Disabled ~|
e Address: |0 o |0
Subnet Masi: |0 |0 [0 |

piice. | (O Enable
se DHCE: | 2 Disable
Defaslt Route: | Disabled v
Gateway 1P Address: |0 |0 |0 |lo

PPP
==

"y Enable
(s} Disable

Primary DNS Server:

Secondary DNS Server:

Quick Configuration Page in Configuration Manager
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The fields are described in the following table. Work with your ISP to determine which
settings you need to change and refer to the relating chapter for more information about

each setting.

Field

Description

General Settings

ATM Interface

Selects the ATM interface you want to use (0). Your system may be configured
with more than one ATM interface if you are using different types of services with
your ISP.

Operation
Mode

Enables or disables the SOHOSpeed. When set to "Disabled”, the device cannot
be used to provide Internet connectivity or routing services for your network.

Encapsulation

Determines the type of data link your ISP uses to communicate with your
ADSL/Ethernet router.

VCl and VPI Determine the unique data path your modem uses to communicate with your ISP.

Bridge Enables or disables bridging between the SOHOSpeed and your ISP.

IGMP Used to enable the WAN interface to pass Internet Group Management Protocol
messages it receives to the LAN PCs. You must also enable the LAN or USB
interfaces for IGMP.

IP Address If your ISP has provided a public IP address to your LAN, enter the address and

and Subnet the associated subnet mask in the boxes provided. (Note: In bridge configurations,

Mask the public IP address may be entered on your PC rather than on the
ADSL/Ethernet router; check with your ISP.)

Use DHCP When enabled, your ISP will assign IP addresses to your WAN interface.

Default Route

When enabled, specifies that the WAN interface IP address specified above will
be used as the default route for your LAN. Whenever one of your LAN computers
attempts to access the Internet, the data will be sent via this interface.

Gateway IP Specifies the IP address that identifies the ISP server through which your Internet
Address connection will be routed.
PPP Settings

PPP User The user name and password you use to log in to your ISP. (Note: this is not the

Name and same as the user name and password you used to log in to Configuration

Password Manager.)

Use DNS Specifies whether the DNS server addresses that your LAN will use should be
supplied dynamically each time you connect to the ISP. If you click Disable, you
must configure DNS addresses manually on each PC or on the fields below.

DNS Settings

Primary/ Specifies the primary and secondary domain name system (DNS) server

Secondary addresses provided by your ISP.

DNS Server

1. When finished customizing these settings, click M

The settings are now in effect; however, if you reboot or if the power is disconnected, your
settings will be lost. In step 3, you save the changes to permanent memory:

2.  Click the Admin tab, and then click Commit & Reboot in the task bar.

3. Click ﬂl

A page will display briefly to confirm your changes, and then you will be
returned to the Commit & Reboot page.

You are now finished customizing basic settings. Read the following section to determine if
you need to change additional settings.

Note

On the Quick Configuration page, you can click M to remove all
existing Quick Configuration settings and return to the default values.
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Default Router Settings

The SOHOSpeed can provide a variety of services to your network. The device is
preconfigured with default settings for use with a typical home or small office network.

The table below lists some of the most important default settings; these and other features
are described fully in subsequent chapters. If you are familiar with network configuration,
review the settings in the table below to verify that they meet the needs of your network.
Refer to the Quick Configuration page instructions or to the document sections referenced
in the table for further instructions. If you are unfamiliar with these settings, try using the
device without madification, or contact your ISP for assistance.

Option Default Properties Explanation/Instructions

LAN interfaces — connecting to your network

Ethernet Static IP address: The LAN interface connects the device to your
192.168.1.1 Ethernet network. Typically, you will not need to
Subnet mask: change the IP address.
255.255.255.0 The DHCP service is enabled for operation over
DHCP server pool of this interface, with a pool of private IP addresses
addresses: for dynamic assignment to your LAN computers.
192.168.1.3 through
192.168.1.34

USB Static IP address: The USB interface can connect to a single USB-
192.168.1.2 enabled computer with an IP address in the same

Subnet mask: 255.255.255.0  subnet.

WAN interface — connecting to the Internet

ATMVC VPI=0 The VPI and VCI values make up a VC (virtual
VCI=35 circuit) that determines the path your data must
take to connect over the phone lines to the ISP.

These values must be changed as directed by

your ISP.
PPP PPPOE interface The PPP interface determines the method of
interface Login: guest communication with your ISP and logging in to

their servers. A particular type of PPP interface —
PPP over Ethernet (PPPoE) — is configured by
default, with the ISP login information shown. See
“Configuring PPP Interfaces” for instructions on
modifying this information as required by your ISP.

Password: guest

Services

NAT NAPT rule enabled Your computers’ private IP addresses (see DHCP
(Network above) will be translated to your public IP address
Address whenever they access the Internet.

Translation)
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Committing Your Changes and Rebooting the Device

Committing your changes

Whenever you use the Configuration Manager to change system settings, the changes are
initially placed in temporary storage. Your changes are made effective when you submit
them, but will be lost if the device is reset or turned off.

To save your changes for future use, you can use the commit function.

lﬁ Submitting changes saves them only until the device is reset or powered down.
Note Committing changes saves them permanently.

Follow these steps to commit changes to permanent storage.

® Click the Admin tab, and then click Commit & Reboot in the task bar.
The Commit & Reboot page displays:

Commit & Reboot

Uisg thas page b commit changs: abem remnory and reboot Your System with dfferent configuratons,

Reboot Made:

| commit | | Refresh B Help |
Commit & Reboot Page

® Click _t®MMit | pisregard the selection in the Reboot Mode drop-down list:; it
does not affect the commit process.)

The changes are saved to permanent storage.

The previous settings are copied to backup storage so that they can be recalled if your new
settings do not work properly.

Rebooting the device using Configuration Manager
To reboot the device, display the Commit and Reboot page, select the appropriate reboot

mode from the drop-down menu, and then click iz mTs ||
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You can select from the following three options when rebooting:

Option Description

Reboot Reboots using the settings currently in memory, including any
changes you made and committed during the current session.

Reboot from Default Reboots the device to default settings provided by your ISP or the

Configuration manufacturer. Choosing this option erases any custom settings.

Reboot from Backup Reboots the device using settings stored in backup memory. These

Configuration are the settings that were in effect before you committed new settings
in the current session.

Reboot from Last Reboots the device using the current settings in permanent memory,

Configuration including any changes you just committed.

Reboot from Clean Reboots the device with no configuration. This option will disable

Configuration access to the Configuration Manager, as no LAN interface will be

defined. This option is intended only for technicians who have a serial
port connection to the device and knowledge of its command line

interface.
Reboot from Minimum Reboots the device with only these settings:
Configuration 0 An Ethernet interface is configured with IP address 192.168.1.1
(mask 255.255.255.0).

0 The user login is set to the following:
User Name: root
Password: root

the SOHOSpeed to activate new changes. This button resets the
device settings to the manufacturer’'s default values. Any custom
WARNING  settings will be lost.

/'\ Do not reboot the device using the Reset button on the back panel of
u
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5 Configuring the LAN and USB Interfaces

This chapter describes how to configure the interfaces on the SOHOSpeed that
communicate with your LAN and USB computers.

Connecting Your PCs via Ethernet and/or USB

If you are using the ADSL/Ethernet router with multiple PCs on your LAN, you must
connect the LAN via an Ethernet hub or switch to the device's LAN port, also called the
Ethernet port.

If you are using a single PC with the ADSL/Ethernet router, you have two connection
options:

» You can connect the PC directly to the LAN port using a crossover Ethernet cable.

» |If the PC is USB-enabled, you can connect it directly to the device's USB port. Only
one computer can be connected in this manner.

You can also use the USB and Ethernet ports simultaneously, connecting your LAN via the
Ethernet port and a standalone PC to the USB port.

LAN and USB interfaces are preconfigured and cannot be created using
Configuration Manager. However, you can modify the properties of an existing
interface. If you require a LAN or USB interface that was not preconfigured, contact
your ISP for assistance.

Configuring the LAN (Ethernet) Interface

In order to use the device as a router on your LAN, Internet Protocol (IP) properties must
be assigned to the LAN interface. These properties must identify the interface as residing in
the same subnet as the PCs on your LAN.

Default IP properties are assigned to the LAN interface to enable you to connect to it when
you configure your PCs as described in the Quick Start.

If the IP addresses that you want to assign to your PCs are not in the same subnet
as the default LAN interface, you can use Configuration Manager to change the
LAN interface IP properties accordingly. However, because you must access
Configuration Manager from a PC in the same subnet as the LAN interface, initially
configure one PC as indicated in the Quick Start. Then, access Configuration
Manager and change the LAN IP address as required. When done, change the IP
properties on the PC to so that it is also in the appropriate subnet.

If your network uses a DHCP server (other than the ADSL/Ethernet router) to assign IP
addresses, you can also configure the device to accept and use a LAN IP address
assigned by that server. Similarly, if your ISP performs DHCP serving for your network, you
can configure the device to accept an IP address assigned from the ISP’s server. In this
mode, the ADSL/Ethernet router is considered a DHCP client of your (or your ISP’s) DHCP
server.

The SOHOSpeed itself can function as a DHCP server for your LAN computers,
but not for its own LAN interface.

Not

Follow these steps to change the default LAN IP properties or to configure the LAN
interface as a DHCP client:
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1. Log into Configuration Manager and click the LAN tab.
The LAN Configuration page displays:

LAN Conflguratlomn
1B thet Gags b sat the LAH corfiguratan, which detsrmanss hos your Sevice if slscbfied oo the ratsord

LA Conliguraliss
Epstom Mode: | Routing sd Bredgng

& Marwal
ot LAN Addrass: {3 Dxtwemad DMHCF Sarver
3 Infwenal DHHCE Sarver

LAN TP Addrecs;

LAN Nolwork Mavk:

LAN Configuration Page

Depending on the preconfigured settings, the LAN Configuration or USB
Configuration table may not display. You cannot create these interfaces using
Note  Configuration Manager. Contact your ISP for assistance.

The LAN Configuration table displays the following settings:

Setting Description
System Mode Identifies the system operating mode for your device, such as Routing mode,
Bridging mode, or both modes simultaneously.
ggg LAN Provides options for how the device’s LAN interface is assigned an IP address:
ress

0 Manual indicates that you will be assigning a static IP address, which you can
enter in the fields below.

o External DHCP Server indicates that your ISP will be assigning an IP address
from their own DHCP server, dynamically each time you log on.

o Internal DHCP Server indicates that you have a DHCP server device on your
network that will assign an address to the port.

If you choose either the internal or external server option, the LAN interface is called

a DHCEP client of the server.

Note that the public IP address assigned to you by your ISP is not your LAN IP

address. The public IP address identifies the WAN (ADSL) port on your

ADSL/Ethernet router to the Internet. (Or, in bridge configurations, it may be

assigned to your PC.)
LAN IP The IP address and network mask for the port.
Address and
Network Mask

Speed/Duplex  Speed indicates the speed of the Ethernet communication between the
ADSL/Ethernet router and the LAN PCs or hub. Duplex indicates the type of Ethernet
communication (i.e., full duplex, or half-duplex).

These settings are not user-configurable.
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IGMP Indicates whether this interface is enabled with the Internet Group Management

Protocol. When enabled, the Ethernet interface collects and consolidates requests
from the LAN PCs to receive IGMP messages from external computers. The
interface also forwards IGMP messages it receives on its WAN interface to the
appropriate hosts. The WAN interface must also be enabled for the IGMP protocol.

MTU The Maximum Transmission Unit specifies the size in bytes of the largest Ethernet

packet that the interface will accept. Packets larger than this size will be dropped.

2.

Enter an IP address and mask in the fields provided or enable an external or
internal DHCP server in the Get LAN Address field. Keep these points in mind:

Manually specifying an address: If you are using routing services on you LAN such
as DHCP and NAT, you must assign a fixed LAN IP address and mask to the interface.
The IP address must be in the same subnet as your LAN computers that connect to it.
If you change the LAN IP address, you may need to update the DHCP configuration

so that the addresses that the DHCP server dynamically assigns to your computers
are on the same subnet as the new LAN IP address.

Enabling DHCP: If you choose to have the LAN interface be a DHCP client of an
internal or external server, the LAN Network Mask field will be dimmed and made
unavailable for entry. The LAN IP Address field will remain editable, however. The
address that you specify here will be used as a request to the DHCP server. This is
referred to as a Configured IP Address in Configuration Manager. The configured IP
address is requested during communication with the DHCP server. If the configured 1P
address is not available, then system will accept another address from the server.
Even if another number is assigned, the same configured IP address will continue to
display in this field.

If you are using IGMP on your network, click the IGMP Enable radio button.

Click Submit |

If you changed the LAN IP address while working from a PC that is connected to the
device via Ethernet, then your connection will be terminated.

If you changed the LAN IP address while working from a PC connected to the device
via USB, a page will display to confirm your change and your connection will remain
active.

If you enabled the DHCP service, the ADSL/Ethernet router will initiate a request for an
IP address from your LAN's DHCP server. If a different IP address is assigned than
was previously configured, your current connection will be terminated.

Reconfigure your PCs, if necessary, so that their IP addresses place them in the
same subnet as the new IP address of the LAN interface. See “Configuring Your
Computers” for instructions.

Log into Configuration Manager by typing the new IP address in your Web
browser’s address/location box.

If you want the changes to be permanent, you need to execute the process of
Commit & Reboot on Admin tab to commit them.
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Configuring the USB Interface IP Address

1.

If the LAN Configuration page is not already displaying, click the LAN tab.

If the USB Configuration table does not display below the LAN Configuration table,
then your system does not support a USB connection. Contact your ISP for
assistance.

In the USB Configuration table, enter the IP Address and Network Mask for the
USB interface.

The IP address must place the USB interface in the same subnet as the USB
computer. The USB interface and USB computer can also be in the same subnet
as the LAN interface and the computers attached to it.

For example, if the LAN and USB interfaces are assigned addresses 192.168.1.1
and 192.168.1.2, respectively, then the PCs attached to either port can be
assigned addresses in the range 192.168.1.3 through 192.168.1.254.

If you are using IGMP on your network, click the IGMP Enable radio button.

In the MTU field, enter the Maximum Transmission Unit size in bytes. This
specifies the largest Ethernet packet that the interface will accept. Packets larger
than this size will be dropped.

Click __Submit |

If you changed the USB interface IP address while working from the USB-attached
computer, then the connection will be terminated.

If you were using the Ethernet interface, a page will display to confirm your change
and your connection will remain active.

If necessary, reconfigure your USB PC so that its IP address places it in the same
subnet as the new IP address of the USB interface. See “Configuring Your
Computers” for instructions.

Log into Configuration Manager by typing the new USB interface IP address in
your Web browser’s address/location box.

If you want the changes to be permanent, you need to execute the process of
Commit & Reboot on Admin tab to commit them.
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6 Configuring WAN Interfaces

The SOHOSpeed’'s WAN-side interfaces are used to communication via the DSL port.

A WAN interface comprises two layers—a lower-level ATM VC interface and a higher-level
protocol interface:

» The ATM VC interface enables the device to communicate using the Asynchronous
Transfer Modeprotocol. The ATM protocol provides a common format for transmitting
data over a variety of hardware systems that make up the backbone of the Internet.
The virtual circuit (VC) properties of the ATM VC interface identify a unique path that
your ADSL/Ethernet router uses to communicate via the ATM-based network with the
telephone company central office equipment.

» The higher-level protocol interface(s) operate “on top” of the ATM VC interface. The
higher-level interface handles the protocols needed to log onto and exchange data
with the ISP’s access server. ISPs can use several different protocols, including the
Point-to-Point Protocol (PPP), Ethernet-over-ATM (EoA) protocol, or the Internet
Protocol-over-ATM (IPoA). Be sure to create the specific type of WAN interface your
ISP requires.

The following section describes configuring the AMT interface properties. After you have
defined these properties, you can configure one of the higher level WAN interfaces to
enable communication with your ISP, as described in the subsequent sections.

Configuring the ATM VC

The device is preconfigured with an ATM VC interface called aal5-0. You may need to
change the default VC values associated with the interface to values assigned by your ISP.

To view the current values, log into Configuration Manager, click the WAN tab, and then
click ATM VC in the task bar. The ATM VC Configuration page displays:

ATM VC Configuration

This page is usad ta view and configure ATH WCs

Interface ¥P1 WCI Mus Type Mawx Proto per AALS Action(s)
aalE-L 13 (wc 2 & o
aals-0 3 35 |uc z ]
sal6-2 8 |3 |uc il

ATM VC Configuration Page

L The Quick Start instructions also include ATM interface configuration via
lﬁ Configuration Manager’s Quick Configuration page. You can use either page to
Note  configure the required values.
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The ATM VC Configuration table displays the following fields.

Field Description

Interface  The name of the ATM interface to which these VC properties apply. The ATM interface

names identify the type of traffic that can be supported, such as data or voice. Internet
data services typically use an AAL5-type interface.

Vpi, Vci,  These settings identify a unique ATM data path for communication between your
and Mux  ADSL/Ethernet router and your ISP.

Type

Max If you are using an AAL5-type of interface, this setting indicates the number of higher-
Proto level interfaces that the VC can support (the higher-level interfaces can be PPP, E0A, or
per IPOA interfaces). Contact your ISP to determine which type they require.

AALS

Actions Displays icons you can click on to modify (659 ) and delete ('ﬁ') the associated interface.

You cannot delete an ATM interface if another protocol such as PPP, EoA, or IPOA has
been defined to operate over the ATM interface. You must first delete the higher-level
interface.

Modifying ATM VCs

Your device may contain placeholder values that you must change to establish an ATM
connection. Contact your ISP to determine your ATM VC values. Follow these instructions
to modify a preconfigured VC:

1.

From the ATM VC Configuration page, click # in the Actions column for the
interface you want to modify.
The ATM VC Interface — Modify page displays:

ATM VG Interface - Modify

Basic Information
W Interface: aals-1

ver: 1|

3z
Mux Type: LLC »

Max Proto per AALS: F

ATM VC Interface — Modify Page

Enter the new VPI and VCI values, select the MUX type, or change the maximum
number of protocols that the VC can carry, as directed by your ISP.

Click _Submit |

On the confirmation page, click M to return to the ATM VC Configuration
page.

If you want the changes to be permanent, you need to execute the process of
Commit & Reboot on Admin tab to commit them.

If you already have defined a higher-level PPP, EoA, or IPoA interface that uses this VC,
then you can verify that the new settings work by attempting to access the Internet from a
LAN/USB computer. Contact your ISP for troubleshooting assistance.
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Adding ATM VCs

You can create an ATM VC interface if none has been predefined on your system or if you
use multiple services with your ISP. Each service may require its own VC. Follow these
instructions to add a VC:

1. From the ATM VC Configuration page, click aud .
The ATM VC — Add page displays:
ATM VC - Add

Basic Information

V& Interface: aal5-3 v

VP
e

Mux Type:

Max Proto per AALS:

submit el |
ATM VC — Add Page

2. Select an interface name from the VC Interface drop-down list.
The list begins with the next available ATM VC interface name, in sequential
order.

3. Enter the VPI and VCI values assigned by your ISP, and select the mux type from
the drop-down list.

4. Inthe Max Proto per AAL5 text box, enter the number of higher-level protocols
(PPP, Eo0A, and IPoA) that the ISP indicated that you will need to configure to
operate over this VC.

For many users, only one is required.

5 Click _Submit |

6.  When the confirmation page displays, click M to return to the ATM VC
Configuration page.
The new interface should now display in the ATM VC Configuration table.

7.  If you want the changes to be permanent, you need to execute the process of
Commit & Reboot on Admin tab to commit them.

34



SOHOSpeed ADSL Ethernet Router User's Manual

Configuring PPP Interfaces

The Point-to-Point Protocol (PPP) is one of several protocols used to enable
communication between ISPs and their customers. PPP handles tasks such as the
following:

» Identify the type of service the ISP should provide to a given customer

» Identify the customer to the ISP through a username and password login

» Enable the ISP to assign an Internet address and other IP information to the
customer’s DSL modem

PPP can be used only when your connection with your ISP is a routed connection (i.e., it
cannot be used for bridged connections). For more information on bridged and routed
connections, see “Configuring the System Operating Mode.”

A PPP interface can be either of two types: PPP over ATM (PPPoA) and PPP over
Ethernet (PPPoE). Although to the end user they function similarly, the ISP’s network may
be configured to handle only one protocol type. Furthermore, an ISP may not use the PPP
protocol at all, instead offering EoA-type connections. Contact your ISP before changing
the preconfigured WAN interface type.

Viewing Your Current PPP Configuration

To view your current PPP setup, log into Configuration Manager, click the WAN tab, and
then click PPP in the task bar. The Point to Point Protocol (PPP) Configuration page
displays:

Point to Point Protocol (PPP) Configuration
This page is used ta Configure and View PPP interfaces,

Inactivity TimeOui{mins) for startondata PPP Interfaces: _
Igrnore WAN to LAN traffic while monitoring inactivity:

Action

ppp-0 aal5-0 Public PPPoE 0.0.00 |0.0.0.0 Disable Disable Disable |Link Down ﬁﬁ'

P

Interface e

Ve Interface Sec Protocel WI.:N Gateway ‘ Default Use Use Oper.

Route DHCP DMS Status

Point to Point Protocol (PPP) Configuration Page

A PPP interface is configured as a group of software settings associated with an ATM VC
interface. Each PPP interface is given a name, such as ppp-0, ppp-1. Users typically need
only one PPP interface; in some cases, multiple interfaces are created to allow the user to
log on to more than one account with the ISP.)

You can configure the following settings on the PPP Configuration page:

» Inactivity TimeOut...: The time in minutes that must elapse before a PPP connection
times-out due to inactivity. This setting applies only to PPP interfaces that are
configured as “start-on-data” interfaces. This type of interface starts up only when it
receives data, and then returns to a down state after the specified amount of time. This
setting works with the following setting to determine what type of data can activate a
start-on-data interface.

» Ignore WAN to LAN traffic while monitoring inactivity.... When enabled, data traffic
traveling in the incoming direction—from the WAN interface to the LAN interface—wiill
not count as activity on the WAN interface for the purposes of determining whether to
make it inactive; i.e., incoming traffic will not activate a start-on-data interface. Only
LAN-to-WAN traffic will start the interface.
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The PPP Configuration Table displays the following fields:

Field Description

Interface The name of the PPP interface.

VC The virtual circuit over which this PPP data is sent. The VC identifies the physical path
the data takes to reach your ISP.

Interface The type of firewall protections that are in effect on the interface (public, private, or

Sec Type DMZ):

0 A public interface connects to the Internet (PPP interfaces are typically public).
Packets received on a public interface are subject to the most restrictive set of
firewall protections defined in the software.

o0 A private interface connects to your LAN, such as the Ethernet interface. Packets
received on a private interface are subject to a less restrictive set of protections,
because they originate within the network.

0 The term DMZ (de-militarized zone), in Internet networking terms, refers to
computers that are available for both public and in-network accesses (such as a
company's public Web server). Packets incoming on a DMZ interface -- whether
from a LAN or external source -- are subject to a set of protections that is in
between public and private interfaces in terms of restrictiveness.

Protocol The type of PPP protocol used. Your ISP may use PPP-over-Ethernet (PPPoE) or
PPP-over-ATM (PPPOA).

WAN IP The IP address currently assigned by your ISP to the interface.

Gateway The IP address, provided by your ISP, of the server that provides you access to the

P Internet.

Default Indicates whether the ADSL/Ethernet router should use the IP address assigned to this

Route connection as its default route. Can be Enabled or Disabled.

Use DHCP  When set to Enable, the device will acquire additional IP information from the ISP's
DHCP server. The PPP connection itself acquires the device's IP address, mask, DNS
address, and default gateway address. With Use DHCP enabled, the device will
acquire IP addresses for various other server types (WINS, SMTP, POP3, etc. — these
server types are listed on the DHCP Server Configuration page in the LAN tab).

Use DNS When set to Enable, the DNS address learned through the PPP connection will be
distributed to clients of the device's DHCP server. This option is useful only when the
ADSL/Ethernet Router is configured to act as a DHCP server for your LAN. When set
to Disable, LAN hosts will use the DNS address(es) specified in the DHCP pool and
specified in the DNS configuration.

Oper. Indicates whether the link is currently up or down or if a specific type of data exchange

Status is under way (e.g., password authorization or DHCP).

Actions You can use these icons to modify (& ), delete (Ti), and view additional details on

(4~ the PPP interface.

Not all settings are available on the PPP Interface - Modify page. To modify the other
settings, you must delete the interface and create a new one. Be sure to submit and
commit your changes if you make modifications.
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Viewing PPP Interface Details
When you click /= to view additional details, the PPP Interface - Detail page displays:

PPP Interface - Detail

Basic Information

PPP Interface: | ppp-0
ATM VC: | aal3-0
Interface Sec Type: |Public
Status: | Start
Protocol: FPFoE
Serwice Name:
Use DHCP: | Disable
tise DNS: | Disable
Default Route: |Disable
Actual MTU: | 1500
Configured MTU: 1500
Oper. Statas: |Link Down

Last Fail Cause: |NC down

PPP IP Status
WAN [2 Address:
Gateway IP Address:
DME:
SONS:

Security Information
Security Protocol: 1 PA&P

Login Name: FEE50F5@hinet. net

| close B Refresh B Help

PPP — Detail Page
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In addition to the properties defined, the Detail page displays these fields:

Field Description
Status Indicates which of the following interface statuses has been manually selected:

o Start: The connection will be established for use whenever the device is turned on or
rebooted.

0 Stop: The PPP interface has been manually disabled and cannot currently be used.
It can only be used after being manually returned to the Start state.

0 Start On Data: The PPP connection will be established automatically whenever data
is sent to the interface (e.g., when a LAN user attempts to use the Internet), and will
time-out whenever the interface is idle for a specified amount of time.

Service (This feature is available with PPPoE interfaces but not with PPPoA interfaces.) The
Name name of the ISP service you are using with this PPP connection. ISPs may offer different
types of services (for example, for online gaming or business services), each requiring a
different login and other connection properties.
Last Fail Indicates the action that ended the previous PPP session:
Cause 0 No Valid PADO Recvd: The device initiated a PPoE handshake but did not receive a
packet in reply from the ISP.

o No Valid PADS Recvd: After the initial handshake, the device did not receive a
confirmation packet from the ISP.

0 Stopped by User: The user stopped the connection (for example, by changing the
Configuration Manager settings for the PPP interface.)

o0 No Activity: The PPP communication timed out, in accordance with the timeout
period specified on the PPP Configuration page.

0 Auth Failure: The ISP could not authorize the connection based on the user name
and/or password provided.

o PADT Recvd: The ISP issued a special packet type to terminate the PPP
connection.

0 VC down: The Virtual Circuit between the device and the ISP is down.

o Internal failure: A system software failure occurred.

DNS The IP address of the DNS server (located with your ISP) used on this PPP connection.

SDNS The IP address of the secondary DNS server (located with your ISP) used on this PPP
connection.

Security  The type of PPP security your ISP uses: PAP (Password Authentication Protocol) or

Protocol CHAP (Challenge Handshake Authentication Protocol).

Login The name you use to log in to your ISP each time this PPP connection is established.

Name

Adding a PPP Interface

Follow this procedure to add a PPP interface.

If you need to use more than one PPP connection, you may be able to create
multiple PPP interfaces. The number and type of PPP interfaces you can create
depends on the lower-level ATM VC interface type (LLC Mux or VC Mux), the
Max Protocol setting for the ATM VC interface, the PPP interface type you want
to create (PPPoA or PPPoE), and whether other WAN interface types have
already been configured (EoA or IPoA). Contact your ISP for assistance.
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1.

From the PPP Configuration Page, click add .

The PPP Interface — Add page displays:
PPP Interface - Add

Basic Information

£EB Interface: | ppp-l V:

ATM FC: | aal5-0 ¥
Interface Sec Type: | Public |+

Status: Start

) PPPoA
(& PPPCE

Protocol:

Serwice Name:

() Enable

Use DHCF: (&) Disable

Enabile
() Disable

Enabile
Disable

Lse DNS:

Default Route:

M 1500

Security Information

PAP

Security Protocol: O CHap

Login Name: | |

Password:
submit | nelp.

PPP Interface — Add Page

Select a PPP interface name from the drop-down list, and then enter or select
data for each field.

Click Submit |

A page displays to confirm your changes.

Click M to return to the PPP page and view the new interface in the table.

If you want the changes to be permanent, you need to execute the process of
Commit & Reboot on Admin tab to commit them.
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Configuring EOA Interfaces

The Ethernet-over-ATM (EoA) protocol is often referred to as RFC1483, which is the
Internet specification that defines it. It is commonly used to carry data from an Ethernet-
based local area network over the ATM-based wide area network.

Unlike PPP, EoA can be implemented to provide a bridged connection between a DSL
modem and the ISP. In a bridged connection, data is shared between the ISP’s network
and their customer’s as if the networks were on the same physical LAN. Bridged
connections do not use the IP protocol. EOA can also be configured to provide a routed
connection with the ISP, which uses the IP protocol to exchange data. See “Configuring the
System Operating Mode,” for more information on bridged and routed Internet connections.

Before creating an E0A interface or modifying the default settings, contact your ISP to
determine which type of protocol they use.

PPP and EoA: Bridged Internet connections must use an EoA WAN interface.
_ Routed Internet connections can use an EoA (if configured with an IP address) or
Note a PPP interface.

To view your current EoA interface configuration, log into Configuration Manager, click the
WAN tab, and then click EOA in the task bar. The RFC1483/E0A Config page displays.
RFC1483/Ethernet over ATM{EoA) Config
This Page is used ko View, Add, Modify and Daelste EOA Intarfacas,

Interface Sec Lower Confg IP Use Default Gateway
Interface T Trtertacs Address  NEtmask poep Biouts Addreds) || o2 Activn

=aa- Fublic aalE-0 0.0.0.0 ug.0.0 Disable  |Dizable 0.0.00 ‘ &
#0a-1 Public aalg1 0.0,0.0 0,000 | Disable | Disable 00,0, o S

RFC1483/EoA Config Page

The E0A table contains a row for each EoA interface currently defined on the device. The
table may be empty.
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The following table describes the fields on this page:

Field Description

Interface The name the software uses to identify the EoA interface.

Interface The type of security protections in effect on the interface (public, private, or DMZ):

Sec Type 0 A public interface connects to the Internet (IPoA interfaces are typically public).

Packets received on a public interface are subject to the most restrictive set of
firewall protections defined in the software.

0 A private interface connects to your LAN, such as the Ethernet interface. Packets
received on a private interface are subject to a less restrictive set of protections,
because they originate within the network.

0 The term DMZ (de-militarized zone), in Internet networking terms, refers to
computers that are available for both public and in-network accesses (such as a
company's public Web server). Packets incoming on a DMZ interface—whether
from a LAN or external source—are subject to a level of protection that is in
between those for public and private interfaces.

Lower EoA interfaces are defined in software, and then associated with lower-level software

interface and hardware structures (at the lowest level, they are associated with a physical

port —the WAN port). This field should reflect an interface name defined in the next

lower level of software over which the EoA interface will operate. This will be an ATM

VC interface, such as aal5-0 .

Config IP The IP address and network mask you want to assign to the interface. If the interface

Address will be used for bridging with your ISP and you will not be using the SOHOSpeed as a

and router on your LAN, then you do not need to specify IP information. If you enable

Netmask DHCP for this interface, then the Configured IP address will serve only as a request to
the DHCP server. The actual address that is assigned by the ISP may differ if this
address is not available.

Use DHCP  When enabled, this setting instructs the device to accept IP information assigned
dynamically by your ISP’s DHCP server. If the interface will be used for bridging with
your ISP and you will not be routing data through it, leave this checkbox unselected.

Default Indicates whether the SOHOSpeed uses the IP address assigned to this interface, if

Route any, as its default route for your LAN. Your system can have only one default route.

Gateway The external IP address that the ADSL/Ethernet router communicates with via the EoA

Address interface to gain access to the Internet. This is typically an ISP server.

Status A green or red ball will display to indicate that the interface is currently up or down,
respectively. You cannot manually enable or disable the interface; a red ball may
indicate a problem with the DSL connection or the connection to the ISPs access
server.

Action Icons you can click on to edit (¢ ) or delete (IT) the associated EoA interface.

Not all settings are available on the EoA Interface - Modify page. To modify the other
settings, you must delete the interface and create a new one. Be sure to submit and
commit your changes if you make modifications.
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Adding EoA Interfaces

Follow these instructions to add an EoA interface:

1.

2.

10.

Click the WAN tab, and then click EOA in the task bar.

Click 49|
The EoA Interface - Add page displays:

EOQA Interface - Add

EO0A Information
EQA Interface: |eoa-0 v
Interface Sec Type: [Public =~
Lower Interface: |aals-0 v

Cont. IP Addrass: Z E E E

wetmask: [0 o |[o o

#ry:  |essas

) Enable
() Disable

Enable
Disabls

Use DHCP:

Default Route:

Gateway IF Address:

EoA Interface - Add Page

Select one of the predefined interface names from the EoA Interface drop down
list.

From the Interface Sec Type drop-down list, select the level of IP Firewall to be
used on this interface.

In the Lower Interface field, select the lower-level interface name over which this
protocol is being configured.

If the interface will be used to provide only a bridged connection to your ISP, skip
to step 8.

If you are creating the EoA interface to provide a routed Internet connection,
enter the IP address for the interface in the Conf. IP Address field, and enter the
network mask.

This address serves as the public IP address for your entire LAN and is usually
assigned by your ISP.

If your ISP will assign the IP address from their DHCP server, click the Enable
radio button in the Use DHCP field.

When DHCP is enabled, the address you entered in the Conf. IP Address field
will be requested from the DHCP server; the server many assign a different
address if necessary.

If you are using the EoA interface to provide a routed connection to your ISP and
you want the EoA interface to serve as the default route for Internet access for
your LAN, ensure that the Default Route: Enable radio button is selected. (If you
have more than on WAN interface, note that only one of them can be specified as
the default route.)

If you are using the interface to provide a bridged connection, then deselect this
field.

In the Gateway IP Address field, enter the address of your ISP’s access server.

Click Submit |

A confirmation page displays to confirm your changes.
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11. Click M to return to the EoA page and view the new interface in the table.

12. Click the Bridging tab.
The Bridge Configuration page displays:

Bridge Configuration

Usa this pags ko add and Modify Bridging information
Bridgirg:

WAK to WA dridging:
ZIPE:

Interface Hame Action

Bridge Configuration Page

The Bridge Configuration page provides links (shown in red) to the System Mode page,
where you can enable or disable the corresponding bridging services. The Bridge
Configuration page also displays a table for specifying the interfaces that support
bridging. The table may be empty if bridging has not yet been configured.

13. Inthe interface table, select all interface names on which you want to perform

bridging and click A_ddl.

To enable bridging with your ISP, select the EoA interface and the LAN
interface(s) (eth-0 and/or usb-0).

You can enable bridging on an IP-enabled EoA interface; in this case, the same
interface will be capable of handling both bridged and routed data packets.

14. Click the Bridging: Enable/Disable link.
The System Mode page displays:

Systam Mode

Aridging:

WK fo WAN Bridging:

BRAS:

System Mode Page

You can also access the System Mode page from the task bar in the Home tab.

15. Click the Bridging: Enabled radio button (if not already selected), and then click
Submit

A page will briefly display to confirm your changes, and will return you to the
Bridge Configuration page.
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16. If you want the changes to be permanent, you need to execute the process of
Commit & Reboot on Admin tab to commit them.

Configuring IPOA Interfaces

An IPoA interface can be used to exchange IP packets over the ATM network, without
using an underlying Ethernet over ATM (EoA) connection. Typically, this type of interface is
used only in product development and test environments, to eliminate unneeded variables
when evaluating IP protocol processing.

To configure an IPoA interface, log into Configuration Manager, click the WAN tab, and
then click IPoA in the task bar. The IPoA Configuration page displays:

Interface

poa-2

Interface Sec RFC

Public: ras aals-2

IP owver ATM (IPoA) Configuration

This Page is used ta Wiew, Add and Deleta [PoA Interfaces.

Peer IP
Address

Lower
Interface

Confg IF

Gateway
NdHaes Status  Action

Address
& T

2 Map

TiEe 1577 Hetmask

0.0,0,0 10,100,100, | 255.255.255.0 10,100.100.1

PoA Configuration Page

The table contains a row for each IPoA interface currently defined. The table may initially
be empty. The following table describes the fields on this page:

Field

Description

Interface

The name the software uses to identify the IPOA interface

Interface Sec
Type

The type of security protections in effect on the interface (public, private, or

DMZ):

0 A public interface connects to the Internet (IPoA interfaces are typically
public). Packets received on a public interface are subject to the most
restrictive set of firewall protections defined in the software.

0 A private interface connects to your LAN, such as the Ethernet interface.
Packets received on a private interface are subject to a less restrictive set
of protections, because they originate within the network.

The term DMZ (de-militarized zone), in Internet networking terms, refers to
computers that are available for both public and in-network accesses (such as a
company's public Web server). Packets incoming on a DMZ interface—whether
from a LAN or external source—are subject to a level of protection that is in
between those for public and private interfaces.

RFC 157

Specifies whether the IPoA protocol to be used complies with the IEFT
specification named “RFC 1577 - Classical IP and ARP over ATM" (contact your
ISP if unsure).

Lower interface

IPOA interfaces are defined in software, and then associated with lower-level
software and hardware structures (at the lowest level, they are associated with a
physical port — the WAN port). This field should reflect an interface name
defined in the next lower level of software over which the IPoA interface will
operate. This will be an ATM VC interface, such as aal5-0.

Peer IP The IP address of the remote computer you will be connecting to via the WAN
Address interface.

Config IP The IP address and network mask you want to assign to the interface. If DHCP
Address and is enabled, this address serves as a request to the remote computer's DHCP
Netmask server, which may assign another address.

Gateway The external IP address that the ADSL/Ethernet router communicates with via
Address the IPoA interface to gain access to the Internet. This is typically an ISP server.
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Field Description

Status A green or red ball will display to indicate that the interface is currently up or
down, respectively. You cannot manually enable or disable the interface; a
down interface may indicate a problem with the DSL connection, or with the
remote IPOA computer.

Action Icons you can click on to edit (555} ) or delete (ﬁ') the associated IPoA interface.
Not all settings are available on the IPoA Interface - Modify page. To modify the
other settings, you must delete the interface and create a new one. Be sure to
submit and commit your changes if you make modifications.

Adding IPoA Interfaces

Follow these instructions to add an IPoA interface:

1. Display the IPoA page and click A_ddl.
The IPoA Interface — Add page displays:
IPoA Interface - Add

IPoA Information

fPoA Imterfaca: _ipoa-D e

Conf. IP Address: :D il.'l
Interface Sec Type: | Public v

Metmask: :D il.'l

MTL 65535

aFc 1577: O T
@ Mo

() Enable
(s Disable

Enable
Digable

ee DECP:

Dafault Rowte:

Gateway IP Address: | | |

Csuomi [l concer [l veis

IPOA Interface — Add Page

2.  Select the next available interface name from the IPoA Interface drop-down list.

3. Inthe Configured IP Address and Net Mask text boxes, type the address and
mask that you want to assign to the IPoA interface.
If you enable the DHCP option (in step 6 below), then the IP address you enter
here will serve as a requested address; the DHCP server may assign another
address if necessary.

4.  From the Interface Sec Type drop-down list, select the level of firewall security for
the interface: Public, Private, or DMZ.

5. Inthe RFC 1577 field, click the Yes radio button if the interface complies with the
IETF specification RFC 1577 and click A_ddl.

6. If the remote IPOA computer provides a DHCP server, you can click the Enable
radio button in the Use DHCP field to have the IP address dynamically assigned
from the server.

7. If you want the IPOA interface to serve as the default route for your LAN, click the
Enable radio button in the Default Route field.
Only one WAN interface can be selected as the default route.

8. Inthe Gateway IP Address field, enter the address of the Internet computer to
contact to gain initial access to the Internet.
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9. Click _submit |

A confirmation page will display to confirm your changes.

10. Click M to return to the IPoA page and view the new interface in the table.

IPOA interfaces must be mapped to a lower ATM VC interface before they can be used.
Follow these instructions to map and IPoA interface to an ATM VC:

Map

11. Inthe IPOA interface table, click in the row corresponding to the IPoA

interface you want to map.
The IPoA Map Information page displays:

IPoA Interface - Map

IPoA Map Information

IPoA Interface: ipoa-Z
Lower L/F  Action

aal5-2 jinij

|au|SvIII w . Add

Lower Interface:

IPOA Interface — Map Page
12. From the Lower Interface drop-down list, select the ATM VC interface you want to

map the IPoA interface to, and then click A_ddl.

13. Click M to return to the IPoA Configuration page.

14. If you want the changes to be permanent, you need to execute the process of
Commit & Reboot on Admin tab to commit them.

To view all IPoA-to-ATM VC interface mappings, click ﬂl at the bottom of the IPoA
Configuration page (not in the table). The IPoA Interface — Global Map displays:

IPoA Interface - Global Map

Interface |Lower Interface Peer IP Address Action

ipoa-z | 54|3-2

IPOA Interface — Global Map Page

You can click T in the Action column to delete an IPoA mapping. The IPoA interface itself
is not deleted.
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7 Configuring the System Operating Modes

The SOHOSpeed can operate as a router, a bridge, or both. The system operating mode is
determined by how you configure the LAN and WAN interfaces to exchange data within
your network and with your ISP. This chapter provides an overview of how routers and
bridges work, and explains how to configure the device interfaces and other settings to
meet the needs of your network and ISP connection type.

Overview of System Operating Modes

The SOHOSpeed can operate in Bridging mode, Routing mode, or Routing and Bridging
mode. You can view the currently configured mode in the System View table on the Home
page, as shown below.

Home | System Mode | Quick Configuration

System Yiew

Use this page to get the summary on the existing configuration of your device,

Device DSL
Model: | Wiking | Operational Statas: |\ showtime/Data

H/W Version: 81001a | Last Stade: i)

5/W Version: i 2.1.040407a83_us_e_A .. D5L Version: .Y1.9.24

Serial Number: |123456259abcd [ Standard: | Multimode

frmeT i | Speed Latency Speed Latency
Time: |Thulan 01 05:49:18 1870 |512 Kbps | 1nterleaved | 2876 Kbps Interleaved
Time Zone: | GMT |
Daylight Saving Time: | OFF

Viewing the Operating Mode

The system mode that displays is not configured using a single setting. Rather, it is
determined at system startup based on whether the device’s LAN and WAN interfaces are
configured with IP information (i.e., are “IP-enabled”), and whether the Bridging setting on
the System Mode page is enabled or disabled. The System Mode page is located in the
Home tab.

» When the Bridging setting on the System Mode page is disabled, then the system
mode will display as “Routing.”

» When the Bridging setting is enabled and at least one LAN or WAN interface is IP-
enabled, then the system mode will display as “Routing and Bridging.”

» When the Bridging setting is enabled and no interfaces are IP enabled, then the device
is considered to be in Bridging Mode. Note, however, that in this case you would not
be able to access Configuration Manager; without being IP-enabled, the Ethernet
interface could not communicate using the Internet protocol HTTP which is used to
display information in your Web browser.

Instead of focusing on selecting a system mode of operation, users should ensure that the
appropriate settings are in place to enable communication with the ISP and to provide the
required LAN services. The correct operating mode will be selected automatically when
these settings are properly configured.

The following sections describe how to configure IP-enabled and bridge-enabled interfaces
and how to enable/disable the Bridging setting.
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Configuring Routable and Bridgeable Interfaces

Making Interfaces Routable (IP-Enabled)

A routable or IP-enabled interface is simply one that has been assigned an IP address. IP-

enabled interfaces are capable of forwarding IP packets. You can assign IP addresses to
any LAN or WAN interface.

» For information about assigning IP information to LAN interfaces (e.qg., eth-0 and usb-
0).
» For information about assigning IP information to WAN interfaces.
Making Interfaces Bridgeable (Bridge-Enabled)

When you make an interface bridgeable, you enable the software to receive Ethernet
packets through that interface, for forwarding through the device’s other bridgeable

interfaces. If an interface is not bridgeable, it can only forward IP packets (assuming the
interface has been IP-enabled).

If you create a LAN or WAN interface, it must be IP-enabled, bridge enabled, or

_ both. An interface that has no IP address and is not made bridgeable will not
Note  pass any data.

Follow these instructions to specify which interfaces can perform bridging.

1. Loninto Configuration Manager and click the Bridging tab.

The Bridge Configuration page displays:

Bridge Configuration

Uaa this page to Add and Modify Bridaing infermation

Bridaimg:
WA fo Was Aridging:
ZIPE;

Interface Mame Action
eth-0
eaa-0
#0a-1

eth-0 |

Bridge Configuration Page

The Bridge Configuration page provides links (shown in red) to the System Mode page,
where you can enable or disable the corresponding bridging services. The Bridge

Configuration page also displays a table for specifying the interfaces that support bridging
The table may be empty if bridging has not yet been configured.

2. Inthe interface table, select all interface names on which you want to perform

bridging and click A_ddl.
To enable bridging with your ISP, select the LAN interface
(eth-0 and/or usb-0) and the EoA interface you created for the bridging path.

After creating bridgeable interfaces, you must enable the bridging feature, as described in
the following section, “Enabling Bridging Mode.”
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To make an interface non-bridgeable, display the Bridge Configuration page and click T

next to the interface you want to delete. Click ok to confirm the deletion. The
interface remains defined in the system, but is no longer capable of performing bridging.
Enabling Bridging Mode

After you have created bridgeable interfaces, you must enable the bridging service on the
system as a whole.

1.  Click the Home tab, and then click System Mode in the task bar.
The System Mode page displays.

Systeam Mode
This page i3 used to anable/disable various systam featuras,

Feature Enabled Disabled
Aridging: (%) (_"

WAN to WAN Bridging: O
BRAS: ]
=

System Mode Page

You can also access the System Mode page from Bridging page. Click any of the links that
display in red near the top of the page.

2. Click the Bridging: Enabled radio button (if not already selected), and then click
Submit |

A page will briefly display to confirm your changes, and will return you to the
System Mode page.

3. If you want the changes to be permanent, you need to execute the process of
Commit & Reboot on Admin tab to commit them.

The other features shown on the System Mode page are described in “Configuring Special
Bridging Features”.

Configuring Special Bridging Features

Configuring WAN-to-WAN Bridging

WAN-to-WAN bridging refers to the bridging of data between WAN interfaces. This can
occur only when bridging is enabled on the device and it has two or more WAN interfaces.
With WAN-to-WAN bridging enabled, if a packet with an unknown destination address is
received from a WAN interface, that packet is forwarded to all the other ports — including
the other bridge-enabled WAN interface(s).

This ability may not, however, be desirable for all users, due to security concerns and
bandwidth constraints. If this is the case, WAN-to-WAN bridging should be disabled.

Follow this procedure to enable or disable WAN-to-WAN bridging:
1.  Click the Bridging tab.

2. Inthe interface table, select all WAN interfaces and any others on which you want

to perform bridging and click A_ddl.

3.  Click the WAN-to-WAN bridging: Enable/Disable link.
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4.  Onthe System Mode Page, click the WAN-to-WAN Bridging: Enabled (or

Disabled) radio button, and then click ﬂl

A page will display briefly to confirm your changes, and will return you to the
Bridge Configuration page.

5. If you want the changes to be permanent, you need to execute the process of
Commit & Reboot on Admin tab to commit them.

Configuring Bridge/Router AutoSense (BRAS) Mode

In Bridge-Router AutoSense (BRAS) mode, the SOHOSpeed chooses at startup whether
to operate in Routing and Bridging mode or in Bridging-only mode, based on information it
learns while communicating with the LAN PCs. This capability allows units to be delivered
to customers with one preconfiguration for both deployment types.

If BRAS is to be used, the modem must be preconfigured with both PPPoE and EoA
interfaces, and bridging must be enabled. When the modem is booted up with BRAS
enabled, the mode is determined as follows:

1. The modem comes up with both bridging and routing enabled, with its own
internal PPPoE client active.

2.  If the modem subsequently detects PPPoE traffic from the LAN PC's PPPoE
client (indicating a bridge deployment), then the modem automatically switches to
bridging mode by stopping its own PPPoE client, causing PPPoE packets to be
bridged from the LAN side.

3.  Otherwise (no PPPoE traffic is detected) the modem continues to operate as
before in bridging mode (non-PPPoE traffic) as well as routing mode.

Follow these instructions to enable Bridge-Router AutoSense:

1. Ensure that both a PPPOE and an EoA interface is established and that the EoA
interface has been made bridgeable (see “Making Interfaces Bridgeable (Bridge-
Enabled)”).

2.  Click the Home tab to display the Home page, then select System Mode in the
task bar.

3.  Ensure that the Bridging: Enabled radio button is selected.
4.  Click the BRAS: Enabled radio button, and then click M

A page displays briefly to confirm the change, and the System Mode page
redisplays.

5. If you want the changes to be permanent, you need to execute the process of
Commit & Reboot on Admin tab to commit them.

Enabling or disabling BRAS takes effect immediately; i.e., a system reboot is not required.

Configuring ZIPB Mode

The SOHOSpeed offers a special type of bridging mode called ZIPB (Zero Installation PPP
Bridge) mode. This mode enables the ISP to simplify the installation process for customers
who will be using the device as a bridge. ZIPB mode also allows customers to use the
embedded firewall features, which are normally not available on bridged connections.

Contact your ISP to determine if they offer this connection type before you
configure it.

Not
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With ordinary DSL modems that use a bridged connection to the ISP, the customer must
install a program on their PC called a PPP client. This program enables the customer to log
in to the ISP’s access server and acquire IP information that the computer needs for all
subsequent Internet communication. In ZIPB mode, the SOHOSpeed uses its own PPP
software to communicate at startup with the ISP. The ISP assigns the IP information to the
device’s PPP interface, which then uses its DHCP server to pass the information on to the
user's PC. Therefore, the PPP interface and the user’'s PC both use the same IP address.

Working with your ISP, follow this procedure to enable ZIPB mode:
Ensure that your PCs are configured to accept IP information assigned by a DHCP server.
1. Configuring Your Computers,” for instructions.

2.  Ensure that at least one PPPoE or PPPoA interface has been created on the.
SOHOSpeed.
The Status field for the PPP interface must be set to Start on Data. You can
modify an existing interface to set this property.

&  If you have more than one computer on your LAN and your ISP provides multiple
I public IP addresses for those computers, you must establish a PPP interface for
Note each public IP address.

3. Ifit does not already exist, create a DHCP server pool with poolid=0.
The pool should include at least one unique private IP address for each computer
on your LAN. The gateway IP address should be set to the address of the LAN
interface, which must be in the same subnet.

4.  Enable DHCP server, as described in “Setting the DHCP Mode”.

Click the Services tab to display the NAT Configuration page. If the NAT feature
is enabled, click the Disable radio button.

6. Click the Bridging tab to display the Bridging page, and then click the ZIPB:
Enable radio button.

7.  Click the Bridging: Disable radio button.

8 Click Submit |

A page displays briefly to confirm the change, and the System Mode page
redisplays.

9. If you want the changes to be permanent, you need to execute the process of
Commit & Reboot on Admin tab to commit them.
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8 Viewing System IP Addresses and IP
Performance Statistics

The interfaces on the SOHOSpeed that communicate with other network and Internet
devices are identified by unique Internet protocol (IP) addresses. You can use the
Configuration Manager to view the list of IP addresses that your device uses, and to view
other system and network performance data.

Viewing the SOHOSpeed’s IP Addresses

To view the SOHOSpeed’s IP addresses, click the Routing tab, and then click IP Addr in
the task bar. The IP Address Table page displays:

1P Address Table

Use this page to display all IP addresses associated with ports on your device, including the LAN (Ethernet) port and the WaAN (DSL)
part.

IP Address | MNetmask |IF Name

10.100,100.2 | 255 255.255.0 | ipoa-2
127001 [255.00.0  |lo-0
192.168.1.1 |255.255.255.0 |eth-0

| ciobot stats [l “netrozh [ oo

IP Address Table Page

The table lists the IP addresses, network masks (“Net Mask”), and interface names (“IF
Name”) for each of its IP-enabled interfaces.

The listed IP addresses may include:

» The IP address of the device’s LAN (Ethernet) port, called eth-0.
» The IP address of the device's USB interface, named usb-0.

» The IP address of the WAN (ADSL line) interface, which your ISP and other external
devices use to identify your network. It may be identified in the Configuration Manager
by the names ppp-0, eca-0, or ipoa-0, depending on the protocol your device uses to
communicate with your ISP. Your ISP may assign the same address each time, or it
may change each time you reconnect.

» The “loopback” IP address, named lo-0, of 127.0.0.1. This special address enables the
device to keep any data addressed directly to it, rather than route the data through the
default interfaces.

If your device has additional IP-enabled interfaces, the IP addresses of these will also
display.
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Viewing IP Performance Statistics

You can view statistics on the processing of Internet protocol packets (a packet is a
collection of data that has been bundled for transmission). You will not typically need to
view this data, but you may find it helpful when working with your ISP to diagnose network
and Internet data transmission problems.

To view global IP statistics, click ___Grebal Stats |
figure below shows the IP Global Statistics page:

on the IP Address Table page. The

IP Global Statistics

IP Datagrams Statistic Yalues
IP Received: ._ 396 Packets .
IP Received w/ Header Error: [0 Packers
IP Received w/ Wrong Address: |0 Packets
If Received wf Unknown Protocol: |0 Packets
IF Routing Discarded: |0 Packets
IF Datagrams Forwarded
Forwarded Datagrams: |40 Packets

Input IF Datagrams
Input [P Discarded: 0 Packets
Inpwt [P Delivered To User-Protocol: | 332 Packets
Cutput IP Datagrams

IP Requests For Transmission w/ User-Protocof: | 370 Packets
ouipul IP Discarded: |0 Packets

Cudput IP Discarded wf Mo Rowte: |40 Packets
IP Datagrams / Reassemble
Maximum # of Seconds IF Wails For Reassemble: |60 Second(s)
IF Recefved Which Needed To Be Reassembled: |0 Packets
IP Successfully Re-assembled: |0 Packets
IP Fails To Re-Assemble: |0 Packets

IP Datagrams / Fragmenk
IP successfully Fragmented: 0 Packets
IP Faifs To Fragment: |0 Packsts
IP Fragments Created: |0 Packets

cios I rerresn [l e |

IP Global Statistics Page

To display updated statistics showing any new data since you opened the page, click
Refresh
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9 Configuring Dynamic Host Configuration
Protocol

You can configure your network and SOHOSpeed to use the Dynamic Host Configuration
Protocol (DHCP). This chapter provides DHCP and instructions for implementing it on your
network.

Configuring DHCP Server

Before you begin, be sure to configure your PCs to accept DHCP information
assigned by a DHCP server. See “Configuring Your Computers,” for instructions.

Not

To set up DHCP server, you first define the ranges of IP addresses that you want to be
distributed to your PCs, called DHCP server address pools.

Guidelines for creating DHCP server address pools

An IP address pool typically includes a range private addresses that you define. LAN
administrators often define private IP addresses for use only on their networks. You also
use DHCP server pools to distribute multiple public IP addresses, if, for example, these are
to be shared among a larger set of LAN computers.

You can create up to two DHCP server address pools. You can define a single pool with
addresses that can be assigned to your LAN PCs (connected via the Ethernet port) and to
a USB-connected computer, as long you have assigned to the USB and Ethernet
interfaces static IP addresses that place them in the same subnet.

For example, assume you assigned the following addresses to the Ethernet and USB
interfaces:

Ethernet interface (eth- IP address 192.168.1.1
0): mask 255.255.255.0

USB interface (usb-0): 1P address 192.168.1.2
mask 255.255.255.0

Then you could create a single pool for assignment to all your PCs:

Pool 0: 192.168.1.3 through 192.168.1.20
mask 255.255.255.0

You can create a second pool — which must be in a different subnet than the first — if either
of these circumstances apply:

» You assigned static IP addresses to the device’s Ethernet and USB interfaces
that place them in different subnets (note that this is not required).0

» Your LAN configuration includes two subnets. For example, the following pool can
be created to distribute IP addresses over the Wireless LAN interface, which is
assigned IP address 192.168.2.1 by default (i.e., the interface is in a different
subnet than the Ethernet and USB interfaces):

Pool 1: 192.168.2.2 through 192.168.2.10
mask 255.255.255.0

The DHCP server distributes addresses to computers connected to one of its interfaces
only when that interface is in the same subnet as the pool addresses. In the examples
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shown above, the IP addresses in pool 0 would be assigned only over the Ethernet and
USB interfaces, and the addresses in pool 1 would only be assigned only over the Wireless
LAN interface.

Adding DHCP Server Address Pools
Follow these instructions to create an IP address pool:

1. Log into Configuration Manager, click the LAN tab, and then click DHCP Server

in the task bar.
The DHCP Server Configuration page displays:

Dynamic Host Configuration Protocol {DHCP) Server Configuration

Start [P Address End IF Address |D
192.168.1.3 192.168.1.34

| add |  Helo |
DHCP Configuration Page

Depending on your preconfigured settings, the table may display up to two address pools,
each in a row, or may be empty.

2. Click Add]
The DHCP Server Pool — Add page displays:

DHCP Server Pool - Add

DHCP Pool Information
Star? IP Address:

End IP Address:
Mac Address: | :| :| || | :

Metmask:

Domain Name:
Gateway Address:

DNS Address:

SDNS Address:

SMTF Address:

POPT Address:

MNTP Address:

WWW Address:

IRC Address:

WINS Address:

SWINS Address:

DHCP Server Pool — Add Page
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3.  Enter values for the Start IP Address, End IP Address, and Net Mask fields,
which are required, and any others as needed:

Field Description

Start/End IP Specifies the lowest and highest addresses in the pool, up to a maximum range of

Addresses 254 addresses. For example, if the LAN interface is assigned IP address
192.168.1.1, then you could create a pool with address range 192.168.1.2 —
192.168.1.254 for distribution to your LAN computers.

Mac Address A MAC address is a manufacturer-assigned hardware ID that is unique for each
device on a network. Use this field only if you want to assign a specific IP address
to the computer that uses this MAC address. If you type a MAC address here, you
must have specified the same IP address in both the Start IP Address and End IP
Address fields.

Net Mask Specifies which portion of each IP address in this range refers to the network and
which portion refers to the host (computer). For a description of network masks
and LAN network masks. You can use the network mask to distinguish which pool
of addresses should be distributed to a particular subnet.

Domain A user-friendly name that refers to the subnet that includes the addresses in this

Name pool. This is used for reference only.

Gateway The address of the default gateway for computers that receive IP addresses from

Address this pool. If no value is specified, then the appropriate LAN (eth-0) or USB (ush-0)
port address on the device will be distributed to each PC as its gateway address,
depending on how each is connected.

DNS/SDNS The IP address of the Domain Name System server and Secondary Domain

Address Name System server to be used by computers that receive IP addresses from this
pool. These DNS servers translate common Internet names that you type into your
web browser into their equivalent numeric IP addresses. Typically, these servers
are located with your ISP.

SMTP..SWI  The IP addresses of devices that perform various services for computers that

NS (optional)

receive IP addresses from this pool (such as the SMTP, or Simple Mail Transfer
Protocol, server which handles e-mail traffic). Contact your ISP for these
addresses.

4.  When you are done defining the pool, click M

A confirmation page displays briefly to indicate that the pool has been added
successfully. After a few seconds, the DHCP Server Pool — Add page displays
with the newly added pool.

5.  Follow the instructions in “Setting the DHCP Mode” to enable the DHCP Server.
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Viewing, modifying, and deleting address pools

To view, modify, or delete an existing address pool, display the DHCP Server Configuration
page, and click the icons in the corresponding row in the address pool table.

» Todelete an IP address pool, click T, then submit and commit your changes.

» To view details on an IP address pool, click /= . A page displays with the same
information that you entered when you added the pool.

» To modify the pool, click # . The DHCP Server Pool — Modify page displays:

DHCP Server Pool - Modify

DHCP Pool Information
Start IP Address: 192.168.1.3
End IP Address:  [192.163.1.34
Netmask: 255,255 .255.0
Domain Name:

. | (& Enable
Status: o) Disabla
Excluded IP Address Action

Excluded [2: Mo Excluded IP1
19z |[188 |[2 3 Add

DHCP Server Pool — Modify Page

You can change the domain name associated with an IP address pool or enable/disable
the pool. By default, a pool is enabled when you create it.

If you want the changes to be permanent, you need to execute the process of Commit &
Reboot on Admin tab to commit them.

Excluding IP addresses from a pool

If you have IP addresses that are designated for fixed use with specific devices, or for
some other reason you do not want to make them available to your network, you can
exclude them from the pool. Display the DHCP Server Pool -- Modify page, as shown in
previous figure. Type each address to be excluded in the Excluded IP field, and click

Ad | Submit |

) . When you are done specifying excluded addresses, click
use the Commit function to save your changes to permanent memory.

, and then

Viewing current DHCP address assignments

When the SOHOSpeed functions as a DHCP server for your LAN, it keeps a record of any
addresses currently leased to your computers. To view a table of all current IP address
assignments, display the DHCP Server Configuration page, and then click

Address Table
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A page displays similar to that shown below.

DHCP Server Address Table

IP Address Netmask Mac Address Pool Start | Address Type | Time Remaining

192.168.51.158|255.255.255.D|DD:SD:DA:5?:F4:F6|D.D.U.D |Static |D Secondis)

ciose [ weiresn [N rei |

DHCP Server Address Table Page

The DHCP Server Address Table lists any IP addresses that are currently leased to your
computers. For each leased address, the table lists the following information:

Field Description
IP Address The address that has been leased from the pool.
Netmas The network mask associated with the leased address. This identifies the network

ID and host ID portions of the address.

Mac Address  The unique hardware ID of the computer to which the IP address has been

assigned.
Pool Start The lower boundary of the address pool (shown here to identify the pool from
which the leased address was assigned).
Address Can be Static or Dynamic. Static indicates that the IP number has been assigned
Type permanently to the specific hardware device. Dynamic indicates that the number

has been leased temporarily for a specified length of time.

Time The amount of time left for the device to use the assigned address. The default
Remaining lease time is 30 days (31536000 seconds).

Configuring DHCP Relay

Some ISPs perform the DHCP server function for their customers’ home/small office
networks. In this case, you can configure the device as a DHCP relay agent. When a
computer on your network requests Internet access, the SOHOSpeed contacts your ISP to
obtain an IP address (and other information), and then forwards that information to the
computer. Follow these instructions to configure DHCP relay:

First, you must configure your PCs to accept DHCP information assigned by a DHCP
server:

1. Open the Windows Control Panel and display the computer's Networking
properties. Configure the TCP/IP properties to "Obtain an IP address
automatically” (the actual text may vary depending on your operating system).
For detailed instructions, see “ Configuring Your Computers” for instructions.

Next, you specify the IP address of the DHCP server and select the interfaces on your
network that will be using the relay service.
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2.  Log into the Configuration Manager, click the LAN tab, and then click DHCP
Relay in the task bar.
The DHCP Relay Configuration page displays:

Dynamic Host Configuration Protoc ) Relay Configuration

Interfaces Running DHCP Relay  Action
eoa-i
eoa-1
ipoa-2

=th-0 w

| cancel | | Help |
DHCP Relay Configuration Page

3. Inthe DHCP Server Address fields, type the IP address of your ISP’'s DHCP
server.
If you do not have this address, it is not essential to enter it here. Requests for IP
information from your LAN will be passed to the default gateway, which should
route the request appropriately.

4.  Select the device’s WAN interface from the drop-down list and click Add .
The WAN interface may be named ppp-0, eoa-0, or ipoa-0. Contact your ISP if
you are unsure which type to use.

(Note that you can also delete an interface from the table by clicking T in the
right column.)

5. Click _Submit |

A page displays to confirm your changes, and the program returns to the DHCP
Relay Configuration page.

6.  Follow the instructions in “Setting the DHCP Mode” to set the DHCP mode to
DHCP Relay.
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Setting the DHCP Mode

You must enable the appropriate DHCP mode to activate your DHCP relay or DHCP
server settings.

Follow these instructions to set the DHCP mode:

1. Click the LAN tab, and then click DHCP Mode in the task bar.
The DHCP Configuration page displays:

Dynamic Host Configuration Protocol {DHCP) Configuration

aues siade: L
Submit Refresh
| submit B cancel B Refresh [ Help

DHCP Configuration Page

2. From the DHCP Mode drop-down list, choose DHCP Server, DHCP Relay, or None.
If you choose none, your LAN computers must be configured with static IP
addresses.

Click Submit |

4. If you want the changes to be permanent, you need to execute the process of
Commit & Reboot on Admin tab to commit them.
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10 Configuring DNS Server Addresses

About DNS

Domain Name System (DNS) servers map the user-friendly domain names that users type
into their Web browsers (e.g., "yahoo.com") to the equivalent numerical IP addresses that
are used for Internet routing.

When a PC user types a domain name into a browser, the PC must first send a request to
a DNS server to obtain the equivalent IP address. The DNS server will attempt to look up
the domain name in its own database, and will communicate with higher-level DNS servers
when the name cannot be found locally. When the address is found, it is sent back to the
requesting PC and is referenced in IP packets for the remainder of the communication.

Assigning DNS Addresses to PCs

Multiple DNS addresses are useful to provide alternatives when one of the servers is down
or is encountering heavy traffic. ISPs typically provide primary and secondary DNS
addresses, and may provide additional addresses. Your LAN PCs learn these DNS
addresses in one of the following ways:

» Statically: If your ISP provides you with their DNS server addresses, you can assign
them to each PC by modifying the PCs' IP properties.

» Dynamically from a DHCP pool: You can configure the DHCP Server feature on the
ADSL/Ethernet router and create an address pool that specifies the DNS addresses to
be distributed to the PCs.

In either case, you can specify the actual addresses of the ISP's DNS servers (on the PC
or in the DHCP pool), or you can specify the address of the LAN interface on the
ADSL/Ethernet router (e.g., 192.168.1.1). When you specify the LAN interface IP address,
the device performs DNS relay, as described in the following section.

If you specify the actual DNS server addresses on the PCs or in the DHCP
pool, the DNS relay feature is not used.

Not
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Configuring DNS Relay

When you specify the SOHOSpeed's LAN interface IP address as the DNS address, then
the device automatically performs “DNS relay”; i.e., because the device itself is not a DNS
server, it forwards domain name lookup requests it receives from the LAN PCs to a DNS
server at the ISP. It then relays the DNS server’s response to the PC.

When performing DNS relay, the SOHOSpeed must maintain the IP addresses of the DNS
servers it contacts. It can learn these addresses in either or both of the following ways:

» Learned through PPP: If the device uses a PPP connection to the ISP, the primary

and secondary DNS addresses can be learned via the PPP protocol. To use this
method, the "Use DNS" checkbox must be selected in the PPP interface properties.
(See “Configuring PPP Interfaces” for related instructions. Note that you cannot
change this property by modifying an existing PPP interface; you must delete the
interface and recreate it with the new setting.)

Using this option is advantageous in that you will not need to reconfigure the PCs or
ADSL/Ethernet router if the ISP changes their DNS addresses.

Configured on the ADSL/Ethernet router: You can use the device's DNS feature to
specify the ISP's DNS addresses. If the device also uses a PPP interface with the
"Use DNS" property enabled, then these configured addresses can be used in addition
to the two addresses learned through PPP. If "Use DNS" is not enabled, or if a
protocol other than PPP is used (such as EoA), then these configured addresses will
be used as the primary and secondary DNS addresses.

Follow these steps to configure DNS relay:

1.

Configure the LAN PCs to use the ADSL/Ethernet router's LAN IP address as
their DNS server address using either of the following methods:

» by assigning the LAN IP address statically to each PC

» by inputting the LAN IP address or the address 0.0.0.0 as the DNS address in the
DHCP server pool used by the PCs.

If using a PPP connection to the ISP, click the "Use DNS" check box so that the
DNS server addresses it learns are used for DNS relay.

Or,
If not using a PPP connection (or if you want to specify DNS addresses in
addition to those learned through PPP), configure the DNS addresses on the
ADSL/Ethernet router as follows:

a. Click the Services tab, and then click DNS in the task bar. The DNS
Configuration page displays.

Domain Kamea Service (DNS) Configuration
Adding and deleting D FBIE P AC L a enabl NS relay from
O Erable @ Oisabie

ONE Reday Poll Btatus: W

ONE Relay Poli Timeouwt:

DNS Server [P Address Action
Nao DMS Entries!

o o oo || add

Submit Cancel

DNS Configuration Page
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b. Type the IP address of the DNS server in an empty row and click Add|

You can enter up to two addresses.

c. Click the DNS Relay Poll Status check box if you want the software to send
regular test messages to the DNS servers to ensure that they remain up
(recommended). If none of the specified DNS servers respond (including any
acquired by PPP, which do not display in the table), then an alert will display
in the System Log window (see the Admin tab, System Log page).

You can specify the interval in minutes between each DNS poll message in
the DNS Relay Poll Timeout text box.

d. Click the Enable radio button, and then click ﬂl

3. If you want the changes to be permanent, you need to execute the process of
Commit & Reboot on Admin tab to commit them.

DNS addresses that are assigned to LAN PCs prior to enabling DNS relay will
remain in effect until the PC is rebooted. DNS relay will only take effect when a PC's
DNS address is the LAN IP address.

Similarly, if after enabling DNS relay, you specify a DNS address (other than the
LAN IP address) in a DHCP pool or statically on a PC, then that address will be used
instead of the DNS relay address.
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11 Configuring IP Routes

You can use Configuration Manager to define specific routes for your Internet and network
data. This chapter describes basic routing concepts and provides instructions for creating
routes.

Note that most users do not need to define IP routes.

Viewing the IP Routing Table

All IP-enabled computers and routers maintain a table of IP addresses that are commonly
accessed by their users. For each of these destination IP addresses, the table lists the IP
address of the first hop the data should take. This table is known as the device’s routing
table.

To view the SOHOSpeed'’s routing table, click the Routing tab. The IP Route page displays
by default:

IP Route Table

MextHop |IF Hame Route Type Route Origin | Action
10.100.100.1 | ipos-2 Indirect Dryrarmiic
10.100.100.0 | 255.255.255.0 | 10,100,100, |ipoa-2 Dvirect Doy rarmic
10.100.100.1 | 255.255.295.255 | 10.100.100.2 | ipoa-2 Criract Crynamic
10.100.100.2 | 255.255.255.255 | 127.0.0.1 la-0 Direct Crymamie:
127.0.0.0 255.0.0.0 127.0.0.1 lo-0 Corect Dvy vl
192.1458.1.0 | 256256 255.0 | 192.148.1.1 |eth-0 Direct Dy rarmic:

192.168.1.1 | 255.255.295.295 127.0.0.1 lo-0 Diirect Doy niarmic:

IP Route Table Page

The IP Route Table displays a row for each existing route. These include routes that were
predefined on the device, routes you may have added, and routes that the device has
identified automatically through communication with other devices.

The routing table should reflect a default gateway, which directs outbound Internet traffic to
your ISP. This default gateway is shown in the row containing destination address 0.0.0.0.

The following table defines the fields in the IP Routing Table.

Field Description

Destination  Specifies the IP address of the destination computer. The destination can specified as
the IP address of a specific computer or an entire network. It can also be specified as
all zeros to indicate that this route should be used for all destinations for which no other
route is defined (this is the route that creates the default gateway).

Netmask Indicates which parts of the destination address refer to the network and which parts
refer to a computer on the network. The default gateway uses a netmask of 0.0.0.0.

NextHop Specifies the next IP address to send data to when its final destination is that shown in
the destination column.

IFName Displays the name of the interface on the device through which data is forwarded to
the specified next hop.
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Field Description

Route Indicates whether the route is direct or indirect. In a direct route, the source and

Type destination computers are on the same network, and the router attempts to directly
deliver the data to the computer. In an indirect route, the source and destination
computers are on different networks, and the router forwards data to a device on
another network for further handling.

Route Displays how the route was defined. Dynamic indicates that the route was created

Origin automatically or predefined by your ISP or the manufacturer. Routes you create are
labeled Local. Other routes may be created automatically (using RIP), or defined
remotely through various network management protocols (LCL or ICMP).

Action Displays an icon (ﬁ') you can click on to delete a route.

Adding IP Routes

Follow these instructions to add an IP route to the routing table.

1. From the IP Route Table page, click

Add

The IP Route — Add page displays:

IP Route - Add

IP Route Information

pestination: |0 |0 |0 |0

Netmask: 255 ||235 ||235 |0

Gateway/Nexttop: [0 |0 |0 [0

IP Route — Add Page

2. Specify the destination, network mask, and gateway or next hop for this route.

To create a route that defines the default gateway for your LAN, enter 0.0.0.0 in
both the Destination and Netmask fields. Enter your ISP’s IP address in the
Gateway/NextHop field.

Note that you cannot specify the interface name, route type or route origin. These
parameters are used only for routes that are identified automatically as the device
communicates with other routing devices. For routes you create, the routing table
displays system default values in these fields.

Click Submit |

On the confirmation page, click M to return to the IP Route table.
The IP Routing Table will now display the new route.

If you want the changes to be permanent, you need to execute the process of
Commit & Reboot on Admin tab to commit them.
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12 Configuring the Routing Information
Protocol

The SOHOSpeed can be configured to communicate with other routing devices to
determine the best path for sending data to its intended destination. Routing devices
communicate this information using a variety of IP protocols. This chapter describes how to
configure the SOHOSpeed to use one of these, called the Routing Information Protocol
(RIP).

Configuring the SOHOSpeed'’s Interfaces with RIP

The following instructions describe how to enable RIP on the SOHOSpeed.

% In order for the SOHOSpeed to communicate with other devices using RIP,
lﬁ you must also enable the other devices to use the protocol. See the product
Note  documentation for those devices.

1. Log into the Configuration Manager, click the Services tab, and then click RIP in
the task bar.
The RIP Configuration page displays:

Routing Information Protocol (RIP) Configuration

Roiiters on your LAN

® £rable  § Disable

Age(secomds):
update Time(seconds): NN

IF Mame Send Mode Receive Mode Actlon
RIFL RIFL =
RIFL RIFL &
RIFL RIF1 B

| [RIpLzoMPAT ] [RIPL 1w Add

| submit | | scresh [ elp
RIP Configuration Page

The page contains radio buttons for enabling or disabling the RIP feature and a table listing
interfaces on which the protocol is currently running. The first time you open this page, the
table may be empty.

2. If necessary, change the Age and Update Time values.
These are global settings for all interfaces that use RIP.

» Age is the amount of time in seconds that the device’s RIP table will retain each
route that it learns from adjacent computers.

» Update Time specifies how frequently the SOHOSpeed will send out its routing
table to its neighbors.

3. Inthe IFName column, select the name of the interface on which you want to
enable RIP.
For communication with RIP-enabled devices on your LAN, select the LAN
interface (usually eth-0).
For communication with your ISP or a remote LAN, select the PPP, EOA, or other
WAN interface used for that connection.
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4.  Select a metric value for the interface.
RIP uses a “hop count” as a way to determine the best path to a given destination
in the network. The hop count is the sum of the metric values assigned to each
port through which data is passed before reaching the destination.
Among several alternative routes, the one with the lowest hop count is
considered the fastest path.
For example, if you assign this port a metric of 1, then RIP will add 1 to the hop
count when calculating a route that passes through this port. If you know that
communication via this interface is slower than through other interfaces on your
network, you can assign it a higher metric value than the others.
You can select any integer from 1 to 15.

5. Select a Send Mode and a Receive Mode.
The Send Mode setting indicates the RIP version this interface will use when it
sends its route information to other devices.
The Receive Mode setting indicates the RIP version(s) in which information must
be passed to the SOHOSpeed in order for it to be accepted into its routing table.
RIP version 1 is the original RIP protocol. Select RIP1 if you have devices that
communicate with this interface that understand RIP version 1 only.
RIP version 2 is the preferred selection because it supports “classless” IP
addresses (which are used to create subnets) and other features. Select RIP2 if
all other routing devices on the autonomous network support this version of the
protocol.

6. Click Add],
The new RIP entry will display in the table.

7. Click the Enable radio button to enable the RIP feature.

If you disable the RIP feature, the interface settings you have configured will remain
available for future activation.

Not

8 Click . Submit |

A page displays to confirm your changes.

9. If you want the changes to be permanent, you need to execute the process of
Commit & Reboot on Admin tab to commit them.

You can delete an existing RIP entry by clicking T in the Action column.

Not
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Viewing RIP Statistics

Global stats

From the RIP Configuration page, you can click to view statistics on
attempts to send and receive route table data over RIP-enabled interfaces on the
SOHOSpeed.

RIP Global Statistics

RIP Active Sessions

Reguest Sent: 0 Packets

Response Sent: 0 Packets
Request Received: 0 Packsts

RIP Packets w/ Error
Packets Received w/ Bad Version: 0 Packets
Packets Received w/ Bad Address Family: 0 Packets
Packets Received w/ Bad Request Format: 0 Packets
Packets Received w/ Bad Metrics: 0 Packets

Packets Received w/f Bad Response Format: 0 Packets
Packets Received w/ Invalid Port: 0 Packets

Packets Rejected: 0 Packets

Response Recefved: 0 Packets

Hnknown Packets Raceived: 0 Packets

Packets Received from Non-Neighbor Router: 0 Packets
Packets Rejected for Authentication Failure: “lJ Fackets.
Fackets w/ Route Changed: |0 Packets

RIP Global Statistics Page

You can click ﬂl to reset all statistics to zero and Ml to display any newly

accumulated data.
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13 Configuring Network Address Translation

This chapter provides Network Address Translation (NAT) instructions for modifying the
SOHOSpeed's default configuration.

Your Default NAT Setup

By default, NAT is enabled, with a napt rule configured to perform the following translation:

These private IP addresses: ...are translated to:

192.168.1.3
192.168.1.4

Your ISP-assigned
public IP address

192.168.1.34

This default NAT setup assumes that, on each LAN computer, you configured TCP/IP
properties as follows:

» You selected the check box that enables them to receive their IP addresses
automatically (that is, to use a DHCP server);
or,

» You assigned static IP addresses to your PCs in the range 192.168.1.3 through
192.168.1.34.

If your computers are not configured in one of these ways, you can either change the
IP addresses on your computers to match the NAT setup or delete this NAT rule and add a
new one that matches the addresses you assigned to your computers.
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Viewing NAT Global Settings and Statistics

To view your NAT settings, log into Configuration Manager, and click the Services tab. The
NAT Configuration page displays by default:

Network Address Translation {(NAT) Configuration

dd

NAT Options: DR

@ Enable Q Disable

NAT Global Information
TCF [die Timeout(sec): | a6400
TCP Close Wait(sec): .
TCF Daf Timeouwt(sec):
e Timeowt(sec): [
ICMP Timeout(sec):
GRE Timeowt{sec):
EEP Timeowd{sec):
Default Mat Age(sec):

HAPT Port Starl:

MNAPT Part End:

| submit | | cancel {8 Refresh [ Help
NAT Configuration Page

The NAT Configuration page contains the following elements:

» The NAT Options drop-down list, which provides access to the NAT Configuration page
and Global Information table, the NAT Rule Configuration page, and the NAT

Translations page.

» Enable/Disable radio buttons, which allow you to turn on or off the NAT feature.

» The NAT Global Information table, which displays the following settings that apply to all
NAT rule translations:

Field Description

TCP Idle Timeout When two computers communicate via the Internet, a TCP-based

(sec) communication session is created between them to control the exchange of

TCP Close Wait data packets. The TCP session can be viewed as being in one of three

(sec) states, depending on the types of packets being transferred: the

. establishing state, where the connection is being set up, the active state,

TCP Def Timeout o . :

(sec) where the connection is being used to transfer data, and the closing state,
in which the connection is being shut down. When a NAT rule is in effect on
a TCP session in the active state, the session will timeout if no packets are
received for the time specified in TCP Idle Timeout. When in the closing
state, the session will timeout if no packets are received for the time
specified in TCP Close Wait. When in the establishing state, the session
will timeout if no packets are received for the time specified in TCP Def
Timeout.

UDP Timeout (sec) Same as TCP Idle Timeout, but for UDP-based communication sessions.

ICMP Timeout (sec) Same as TCP Idle Timeout, but for ICMP-based communication sessions.

GRE Timeout (sec) Same as TCP Idle Timeout, but for GRE-based communication sessions.

Default Nat Age For all other NAT translation sessions, the number of seconds after which a

(sec) translation session will no longer be valid if no packets are received.

NAPT Port When an NAPT rule is defined, the source ports will be translated to

Start/End sequential numbers in this range.
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If you change any values, click M Then click the Admin tab and commit your

changes to permanent system memory.

You can click

Global Stats

| to view accumulated data on how many NAT rules have

been invoked and how much data has been translated. A page displays similar to the one

shown below.

The table provides basic information for each NAT rule you have set up. You can click

Clear

NAT Rule Global Statistics

Total NAT Sessions

Total Transiation Sessions: 0 Sessions

Number of FTE ALG Sessions: 0 Sessions

Mumber of SNMP ALG Sessions: 0 Sessions

Number of Real Audio ALG Sessions: |0 Ssssions
Number of Remote-Command Sessions: | 0 Sessions
MNumber OFf L2TP ALG Sessions: 0 Sessions

MNumber OFf MIRC ALG Sessfons: 0 Sessions
Number OF ICQ ALG Sessfons: | 0 Sessions

Number OFf ICQ BUDDY ALG Sessions: 0 Sessions
Muamber OFf CHCME ALG Sessions: 0 Sessions
Number OF K323 Q931 ALG Sessfons: 0 Sessions
Number OFf H323 RAS ALG Sessions: 0 Sessions
Number Of H323 H245 ALG Sessions: l o Sessiunsl
Mumber OF K323 RTP ALG Sessfons: 0 Sessions
Number Of CUSEEME UDE ALG Sessions: 0 Sessions
Number OFf PPTP ALG Sessions: 0 Sessians

Mumber Of RTSP ALG Sessfons: 0 Sessions

Number OF Timbukiu ALG Sessfons: 0 Sessions
Number Of T120 ALG Sessions: 0 Sessions
Nomber OFf LDAFP ALG Sessions: 0 Sessions

Number OF SGI Compeore ALG Sessfons: [0 sessions
Number OFf MSN Messenger ALG Sessions: 0 Sessions
MNumber Of INE ALG Sessions: | 0 Sessions

Mimber OFf FRP AFG Seccione: N Sesqinng

NAT Rule Global Statistics Pag

Viewing NAT Rules and Rule Statistics

to restart the accumulation of the statistics at their initial values.

To view the NAT rules currently defined on your system, select NAT Rule Entry in the NAT
Options drop-down list. The NAT Rule Configuration page displays:

Each row in the table lists & rule for translating addresse

Network Address Translation (NAT) Rule Configuration

WAT Options: L Rule Entry %

Rule ID IF Mame Rule Flavor Protocol |Local IP From | Local IP To

i

ALL

NAPT AN |EI.IZI.D.EI

NAT Rule Configuration Page

Help for instructions on creating MAT rules.

Action

255.256.255.255 [ 0 Stats
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The NAT Rule Configuration table displays a row containing basic information for each rule.
For a description of these fields, refer to the instructions for adding rules.

Add

From the NAT Rule Configuration page, you can click to add a new rule, or use the

icons in the right column to delete (@) or view details on (&) a rule. To view data on how
Stats

often a specific NAT rule has been used, click
displays similar to the one shown below.

in the Action(s) column. A page

MAT Rule Statistics

MAT Rule Statistic
Rale 10: |1
Total Number of Transiation w/ This Ruele: 0 Sessions
Total Number of Inbound Packets w/ This Rule: |0
Total Number of Qutbound Packets w/ This Rule: |0
NAT Rule Status
Active Transiation w/ This Rule:

0 Sessions

NAT Rule Statistics Page

The statistics show how many times this rule has been invoked and how many currently

active sessions are using this rule. You can click ﬂl to reset the statistics to zeros

Refresh |

and to display newly accumulated data.

Viewing Current NAT Translations

To view a list of NAT translations that have recently been performed and which remain in
effect (for any of the defined rules), select NAT Translations from the NAT Options drop-
down list. The NAT Translations page displays:

Network Address Translations (NAT)

This page displays the current NAT translations

NAT Options: DGICIGEEEIEENS

Trans Index Rule ID Interface Protocol ALG Type |NAT Direction Entry Age  Action
Mo MAT Translations!

[ vereesn [ el |

NAT Translations Page
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For each current NAT translation session, the table contains the following fields:

Field Description

Trans The sequential number assigned to the IP session used by this NAT translation

Index session.

Rule ID The ID of the NAT rule invoked.

Interface The device interface on which the NAT rule was invoked (from the rule definition).

Protocol The IP protocol used by the data packets that are undergoing translations (from the
rule definition) Example: TCP, UDP, ICMP.

Alg Type The Application Level Gateway (ALG), if any, that was used to enable this NAT
translation (ALGs are special settings that certain applications require in order to
work while NAT is enabled).

NAT The direction (Inside or Outside) of the translation. A NAT direction is assigned to

Direction each interface; the Ethernet and USB interfaces are defined as inside, and the WAN
interfaces are defined as outside. The NAT direction is determined by the interface
on which the rule is invoked.

Entry Age  The elapsed time, in seconds, of the NAT translation session.

You can click /' in the Action column to view additional details about a NAT translation

session:

NAT TRANSLATION - Details

Translation Information

Translation Index:
Rule ID:

16
1

IF Name:
FProtocol:

ppp-0
uDP

ALG Type: =
Cutside

Transiation Direction:

NAT Age:

209

Transiated InAddress:
In Address:

10.0.20.102
192.1668.14

Qut Address:
In Packets:

192.165.1.255
i}

Qut Packets :
In Ports:

39
137

Oul Ports:

157

Translated In Ports:

NAT Translation — Details Page

In addition to the information displayed in the NAT Translations table, this table displays the
following for the selected current translation sessions:

Field Description

Translated InAddress The public IP address to which the private IP address was translated.

In Address The private IP address that was translated.

Out Address The IP address of the outside destination (web, ftp site, etc.).

In/Out Packets The number of incoming and outgoing IP packets that have been
translated in this translation session.

In Ports The actual port number corresponding to the LAN computer.

Out Ports The port number associated with the destination address.

Translated In Ports

The port number to which the LAN computer’s actual port number was
translated.
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Adding NAT Rules

This section explains how to create rules for each NAT flavor.

Not

You cannot edit existing NAT rules. To change a rule setup, delete it and add a
new rule with the new settings.

The NAPT rule: Translating between private and public IP addresses

Follow these instructions to create a rule for translating the private IP addresses on your
LAN to your public IP address. This type of rule uses the NAT flavor NAPT, which was used
in your default configuration. The NAPT flavor translates private source IP addresses to a
single public IP address. The NAPT rule also translates the source port numbers to port
numbers that are defined on the NAT Global Configuration page.

1.

Click the NAT tab, and then select NAT Rule Entry from the NAT Options drop-
down list.

Click _~dd

From the Rule Flavor drop-down list, select NAPT.
The page redisplays with only those fields that are appropriate for the NAPT rule
flavor:

to display the NAT Rule — Add page.

MAT Rule - Add
AT Rule Information
Rule Mavoer: HAFT  |w
Rurfe I:
¢ Marme: ALL

Ltocal Address From:

Local Address To:

Global Addrase:

NAT Rule — Add Page (NAPT Flavor)

Enter a Rule ID.

The Rule ID determines the order in which rules are invoked (the lowest
numbered rule is invoked first, and so on). If you define two or more rules that act
on the same set of IP addresses, be sure to assign the Rule ID so that the higher
priority rules are invoked first. It is recommended that you specify rule IDs as
multiples of 5 or 10 so that, in the future, you can insert a rule between two
existing rules.

When a data packet matches a rule, the data is acted upon according to that rule
and is not subjected to higher-numbered rules.

From the IFName drop-down list, select the interface on the device to which this
rule applies.

Typically, NAT rules are used for communication between your LAN and the
Internet. Because the device uses the WAN interface (which may be named ppp-
0, eoa-0, or ipoa-0) to connect your LAN to your ISP, it is the usual IFName
selection.
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10.

11.

In the Local Address From field and Local Address To fields, type the starting and
ending IP addresses, respectively, of the range of private address you use on
your network that you want to be translated.

You can specify that data from all LAN addresses should be translated by typing
0 (zero) in each From field and 255 in each To field. Or, type the same address in
both fields if the rule only applies to one computer.

In the Global Address From and Global Address To fields, type the public IP
address assigned to you by your ISP.

If you have multiple WAN interfaces, in both fields type the IP address of the
interface to which this rule applies. This rule will not be enforced for data that
arrives on other WAN interfaces.

If you have multiple WAN interfaces and want the rule to be enforced on a range
of them, type the starting and ending IP addresses of the range.

Click Submit |

When a page displays to confirm your change, click M to return to the NAT
Configuration page.
The new rule should display in the NAT Rule Configuration table.

Ensure that the Enable radio button is selected, and then click M
A page displays to confirm your changes.

If you want the changes to be permanent, you need to execute the process of
Commit & Reboot on Admin tab to commit them.

The RDR rule: Allowing external access to a LAN computer

You can create an RDR rule to make a computer on your LAN, such as a Web or FTP
server, available to Internet users without having to obtain a public IP address for that
computer. The computer’s private IP address is translated to your public IP address in all
incoming and outgoing data packets.

Not

Without an RDR rule (or Bimap rule), the SOHOSpeed blocks attempts by
external computers to access your LAN computers.

The following example illustrates using the RDR rule to provide external access to your
web server:

» Your ADSL/Ethernet router receives a packet containing a request for access to your

>

Web server. The packet header contains the public address for your LAN as the
destination IP address, and a destination port number of 80. Because you have set up
an RDR rule for incoming packets with destination port 80, the device recognizes the
data as a request for Web server access. The device changes the packet's destination
address to the private IP address of your Web server and forwards the data packet to it.

Your Web server sends data packets in response. Before the ADSL/Ethernet router
forwards them on to the Internet, it changes the source IP address in the data packets
from the Web server's private address to your LAN's public address. To an external
Internet user then, it appears as if your Web server uses your public IP address.
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The figure below shows the fields used to establish an RDR rule:

AT Rule Informatien

Hule Flavor: ROR &
e 12
IF Mare: ALL L
Profocol: ANY W

Local Address From:

Locel Address Fo:

lobal Address From: (1] ] il
Gl Addresy Tor 1] o 0 (1]
Destination Port From: Any other poet w0
Destingtion Fort To: Ay alber post W B550%
Local PFori: Any other port (w0

Bulbimil Cancel

NAT Rule — Add Page (RDR Flavor)

Follow these instructions to add an RDR rule (see steps 1-4 under "The NAPT rule" for
specific instructions corresponding to steps 1 and 2 below):

1.

Display the NAT Rule — Add Page, select RDR as the Rule Flavor, if necessary,
and enter a Rule ID.

Select the interface on which this rule will be effective.

Select a protocol to which this rule applies, or choose ANY.

This selection specifies which type of Internet communication will be subject to
this translation rule. You can select ANY if the rule applies to all data. Or, select
TCP, UDP, ICMP, or a number from 1-255 that represents the Internet Assigned
Numbers Authority (IANA)-specified protocol number.

In the Local Address From and Local Address To fields, type the same private IP
address, or the lowest and highest addresses in a range:

» If you type the same IP address in both fields, incoming traffic that matches the
criteria you specify in steps 5 and 6 will be redirected to that IP address.

» If you type a range of addresses, incoming traffic will be redirected to any
available computer in that range. This option would typically be used for load
balancing, whereby traffic is distributed among several redundant servers to help
ensure efficient network performance.

These addresses should correspond to private addresses already in use on your network
(either assigned statically to your PCs or assigned dynamically using DHCP, as discussed
in "Configuring Your Computers”).

5.

In the Global Address From and Global Address To fields, type the public IP
address assigned to you by your ISP.

If you have multiple WAN (PPP) interfaces, note that this rule will not be enforced
for data that arrives on WAN interfaces not specified here.

If you have multiple WAN interfaces and want the rule to be enforced on more
than one of them (or all), enter a range of IP addresses that includes them.
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6. From the Destination Port From and Destination Port To drop-down lists, select
the port type of the computer you are making publicly available, or leave them set
to Any other port.

If you want to specify a port type that is not available in the drop-down lists, you
can instead type the port ID number in text boxes to the right. You can specify a
range using the From/To fields if you want the rule to apply to a range of port
types, or enter the same port number in both fields.

If you leave the selection set to Any other port, then incoming data will not be
checked for the destination port type.

A port ID identifies the specific function of the computer connected to it, and
therefore can limit the types of data that pass to and from the computer. For
example, Web (HTTP) servers are usually identified by port number 80; packets
containing traffic destined for a Web server will contain this port ID. The Internet
Assigned Numbers Authority (IANA) assigns port numbers for common types of
servers and functions.

7. If the LAN computer that you are making publicly available is configured to use a
non-standard port number for the type of traffic it receives, type the non-standard
port number in the Local Port field.

This option translates the standard port number in packets destined for your LAN
computer to the non-standard number you specify. For example, if your Web
server uses (non-standard) port 2000, but you expect incoming data packets to
refer to (standard) port 80, you would enter 2000 here (and select HTTP or type
80 in the Destination Port fields). The headers of incoming packets destined for
port 80 will be modified to refer to port 2000. The packet will then be routed
appropriately to the web server.

8.  Follow steps 8-11 under "The NAPT rule" to submit your changes.

The Basic rule: Performing 1:1 translations

The Basic flavor translates the private (LAN-side) IP address to a public (WAN-side)
address, like NAPT rules. However, unlike NAPT rules, Basic rules do not also translate
the port numbers in the packet header; they are passed through untranslated. Therefore,
the Basic rule does not provide the same level of security as the NAPT rule.

The figure below shows the fields used for adding a Basic rule.

NAT Rule - Add

MAT Aule Information
Aule Flaver: BASIC |

Rl IEr:

I Name:

Protocol:

Local Address From:
Loonl Address Tor
Global Address From:

Global Address To:

Cancel

NAT Rule — Add Page (Basic Flavor)

Follow these instructions to add a Basic rule (see steps 1-4 under "The NAPT rule" for
specific instructions corresponding to steps 1 and 2 below):

1. Display the NAT Rule — Add Page, select BASIC as the Rule Flavor, and enter a
Rule ID.

2. Select the interface on which this rule will be effective.
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3.  Select a protocol to which this rule applies, or choose ANY.
This selection specifies which type of Internet communication will be subject to
this translation rule. You can select ALL if the rule applies to all data. Or, select
TCP, UDP, ICMP, or a number from 1-255 that represents the Internet Assigned
Numbers Authority (IANA)-specified protocol number.

4. Inthe Local Address From and Local Address To fields, type the starting and
ending IP addresses that identify the range of private address you want to be
translated. Or, type the same address in both fields.

If you specify a range, each address will be translated in sequence to a
corresponding address in a range of global addresses (which you specify in step
5).

You can create a Basic rule for each specific address translation to occur. The
range of addresses should correspond to private addresses already in use on
your network, whether assigned statically to your PCs, or assigned dynamically
using DHCP.

5. Inthe Global Address From and Global Address To fields, type the starting and
ending addresses that identify the pool of public IP addresses that the private
addresses should be translated to. Or, type the same address in both fields (if
you also specified a single address in step 4).

6. Follow steps 8-11 under "The NAPT rule" to submit your changes.

The Filter rule: Configuring a Basic rule with additional criteria

Like the Basic flavor, the Filter flavor translates public and private IP addresses on a one-
to-one basis. The Filter flavor extends the capability of the Basic rule. Refer to “The Basic
Rule” for a general description.

You can use the Filter rule if you want an address translation to occur only when your LAN
computers initiate access to specific destinations. The destinations can be identified by
their IP addresses, port type (which identifies it as a FTP or Web server, for example), or
both.

The figure below shows the fields used to establish a Filter rule.
MAT Fule = Add
MAT Rule Infarmation
Rele Flavor: FILTER »

Fke Tiv:
IF Meme:
Profocol:
Loncsind Acfdfress Fron:
ool Addrass Tor
Globel Address From:

Gilobal Address To:

s tinetion Address Froms

freslivalion Address Tos

e sfinetton Porf From: Any othér port &

e sttnaiion Fort Too ANy ather port =

Cancel

NAT Rule—Add Page (Filter Flavor)
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Follow these instructions to add a Filter rule (see steps 1-4 under "The NAPT rule" for
specific instructions corresponding to steps 1 and 2 below):

1. Display the NAT Rule — Add Page, select FILTER as the Rule Flavor, and enter a
Rule ID.

Select the interface on which this rule will be effective.

3.  Select a protocol to which this rule applies, or choose ANY.
This selection specifies which type of Internet communication will be subject to
this translation rule. You can select ANY if the rule applies to all data. Or, select
TCP, UDP, ICMP, or a number from 1-255 that represents the Internet Assigned
Numbers Authority (IANA)-specified protocol number.

4. Inthe Local Address From and Local Address To fields, type the starting and
ending IP addresses that identify the range of private address you want to be
translated. Or, type the same address in both fields.

If you specify a range, each address will be translated in sequence to a
corresponding address in a range of global addresses (which you specify in step
5).

The address (or range of addresses) should correspond to private address (or
addresses) already in use on your network. These may be assigned statically to
your PCs or dynamically using DHCP.

5. Inthe Global Address From and Global Address To fields, type the starting and
ending address that identify the range of public IP addresses to translate your
private addresses to. Or, type the same address in both fields (if you also
specified a single address in step 4).

6. Inthe Destination Address From/To fields, specify a destination address (or
range) if you want this rule to apply only to outbound traffic to the address (or
range).

If you enter only the network ID portion of the destination address, then the rule
will apply to outbound traffic from all computers on network.

7.  From the Destination Port From/To drop-down lists, select a port type if you want
the rule to apply only to outbound traffic to servers of this type. Otherwise, leave
them set to Any other port.

If you want to specify a port type that is not available in the drop-down lists, you
can instead type the port ID number in the text boxes to the right. You can specify
a range using the From/To fields if you want the rule to apply to a range of port
types, or enter the same port number in both fields.

If you leave the selection set to Any other port, then outbound data will not be
checked for the destination port type.

See step 6 for creating an RDR rule for an explanation of port IDs.

8. Follow steps 8-11 under "The NAPT rule" to submit your changes.

The Bimap rule: Performing two-way translations

Unlike the other NAT flavors, the Bimap flavor performs address translations in both the
outgoing and incoming directions.

In the incoming direction, when the specified SOHOSpeed interface receives a packet with
your public IP address as the destination address, this address is translated to the private
IP address of a computer on your LAN. To the external computer, it appears as if the
access is being made to the public IP address, when, in fact, it is communicating with a
LAN computer.

In the outgoing direction, the private source IP address in a data packet is translated to the
LAN'’s public IP address. To the rest of the Internet, it appears as if the data packet
originated from the public IP address.
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Bimap rules can be used to provide external access to a LAN device. They do not provide
the same level of security as RDR rules, because RDR rules also reroute incoming packets
based on the port ID. Bimap rules do not account for the port number, and therefore allow
external access regardless of the destination port type specified in the incoming packet.

The figure below shows the fields used to establish a Bimap rule.

AT Rule Infarmation
Hule Flaver: BIMAP »*
Farde Fie
IF Namw: ALL L
Ltocal Address:
Globel Address: 0 ] ] 1]
Submiit Cancel Help

NAT Rule — Add Page (Bimap Flavor)

Follow these instructions to add a Bimap rule (see steps 1-4 under "The NAPT rule" for
specific instructions corresponding to steps 1 and 2 below):

1. Display the NAT Rule — Add Page, select BIMAP as the Rule Flavor, and enter a
Rule ID.

Select the interface on which this rule will be effective.

In the Local Address field, type the private IP address of the computer to which
you are granting external access.

4. Inthe Global Address field, type the address that you want to serve as the
publicly known address for the LAN computer.

5. Follow steps 8-11 under "The NAPT rule" to submit your changes.

The Pass rule: Allowing specific addresses to pass through untranslated

You can create a Pass rule to allow a range of IP addresses to remain untranslated when
another rule would otherwise do so.

MAT Rule Infarmation
Ruple Flavor: FASS w

Hule 10

AF Name BLL -
Local Addfreis Froum: ] (] 1] (1]
Local Address Tar 55 | 255 ||255 ||255
St Cancel Help

NAT Rule — Add Page (Pass Flavor)

The Pass rule must be assigned a rule ID that is a lower number than the ID assigned to
the rule it is intended to pass. In you want a specific IP address or range of addresses to
not be subject to an existing rule, say rule number 5, then you can create a Pass rule with
an ID number from 1 to 4.
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Follow these instructions to add a Pass rule (see steps 1-4 under "The NAPT rule" for
detailed instructions corresponding to steps 1 and 2 below):

1.

Display the NAT Rule — Add Page, select PASS as the Rule Flavor, and enter a
Rule ID.

Select the interface on which this rule will be effective.

In the Local Address From and Local Address To fields, type the lowest and
highest IP addresses that define the range of private address you want to be
passed without translation.

If you want the Pass rule to act on only one address, type that address in both
fields.

Follow steps 7-12 under "The NAPT rule" to submit your changes.
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14 Configuring Firewall Settings

Configuration Manager provides built-in firewall functions, enabling you to protect the
system against denial of service (DoS) attacks and other unwelcome or malicious
accesses to your LAN. You can also specify how to monitor attempted attacks, and who
should be automatically notified.

Configuring Global Firewall Settings

Follow these instructions to configure global firewall settings:

1. Log into Configuration Manager, click the Services tab, and then click Firewall in
the task bar.
The Firewall Configuration page displays:

FireW all Configuration
This Paga is used to view FiraWall Configuraton,

Firewall Global Configuration

() Enable

Blacklist Staius: ) Disabla

Blackiist Pertod({min): b1

") Ensble

Attack Protection: ) Disatle

) Enable

MPE Protection: ) Disable

Max Hall opan TCP Conm.:

25
Max FCMP Conn.: F13
I

Max Single KHost Conn.:

Ernad

r |E
Log Destination: [] Trace

E-Mail ID of Admin I:
E-Maif ID of Admin 2;

E-Mall ID of Admin 3:

[ susrme Il concer M oiock st I view oo [ wereesn [ vl

Firewall Configuration Page
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2.  Configure the following settings as needed:

Field

Description

Black List Status

If you want the device to maintain a blacklist, click the Enable radio button.
Click the Disable radio button if you do not want to maintain a list. For more
information, see “Managing the Blacklist”.

Black List
Period(min)

Specifies the number of minutes that a computer's IP address will remain on
the blacklist (i.e., all traffic originating from that computer will be blocked from
passing through any interface on the ADSL/Ethernet router).

Attack Protection

Click the Enable radio button to use the built-in firewall protections that
prevent the following common types of attacks:

o0 IP Spoofing: Sending packets over the WAN interface using an internal
LAN IP address as the source address.

0 Tear Drop: Sending packets that contain overlapping fragments.

o Smurf and Fraggle: Sending packets that use the WAN or LAN IP
broadcast address as the source address.

0 Land Attack: Sending packets that use the same address as the source
and destination address.

0 Ping of Death: lllegal IP packet length.

DoS Protection

Click the Enable radio button to use the following denial of service protections:

o SYNDoS
o ICMP DoS
0 Per-host DoS protection

Max Half open
TCP Connection

Sets the percentage of concurrent IP sessions that can be in the half-open
state. In ordinary TCP communication, packets are in the half-open state only
briefly as a connection is being initiated; the state changes to active when
packets are being exchanged, or closed when the exchange is complete.
TCP connections in the half-open state can use up the available IP sessions.

If the percentage is exceeded, then the half-open sessions will be closed and
replaced with new sessions as they are initiated.

Max ICMP
Connection

Sets the percentage of concurrent IP sessions that can be used for ICMP
messages.

If the percentage is exceeded, then older ICMP IP sessions will be replaced
by new sessions as the are initiated.

Max Single Host
Connection

Sets the percentage of concurrent IP session that can originate from a single
computer. This percentage should take into account the number of hosts on
the LAN.

Log Destination

Specifies how attempted violations of the firewall settings will be tracked.
Records of such events can be sent via Ethernet to be handled by a system
utility (Trace) or can e-mailed to specified administrators.

E-mail ID of
Admin 1/2/3

Specifies the e-mail addresses of the administrators who should receive
notices of any attempted firewall violations. Type the addresses in standard
internet e-mail address format, e.qg., jxsmith@onecompany.com.

The e-mail message will contain the time of the violation, the source address
of the computer responsible for the violation, the destination IP address, the
protocol being used, the source and destination ports, and the number
violations occurring the previous 30 minutes. If the ICMP protocol is being
used, then instead of the source and destination ports, the e-mail will report
the ICMP code and type.

Click Submit |

4.  If you want the changes to be permanent, you need to execute the process of
Commit & Reboot on Admin tab to commit them.
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Managing the Blacklist

If data packets are received that violate the firewall settings or any of the IP filter rules, then
the source IP address of the offending packets can be blocked from such accesses for a
specified period of time. You can enable or disable use of the black list using the settings
described above. The source computer remains on the black list for the period of time that

you specify.

To view the list of currently blacklisted computers, click MI at the bottom of
the Firewall Configuration page. The Firewall Blacklisted Hosts page displays:

Fireviall Blacklisted Hosts

Host IP Address |[Reason IPF Rule ID | Action(s)
Mo Black Listed Host!

o e

Firewall Blacklisted Hosts Page

The table displays the following information for each entry:

Field Description

Host IP Address The IP address of the computer that sent the packet(s) that caused the
violation

Reason A short description of the type of violation. If the packet violated an IP filter
rule, the custom text from the Log Tag field will display. (See “Creating IP
Filter Rules”.)

IPF Rule ID If the packet violated an IP filter rule, this field will display the ID assigned to
the rule.

Action(s) Displays an icon (Ti) you can click on to delete the entry from the list, if you

want it to be removed prior to its automatic timed expiration.
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15 Configuring Filters and Blocking Protocols

This chapter describes Configuration Manager features that enable you to control the data
passing through your network:

» The IP filter feature enables you to create rules to block attempts by certain computers
on your LAN to access certain types of data or Internet locations. You can also block
incoming access to computers on your LAN. Although IP filter rules provide a very
flexible and powerful tool to enhance network security and control user activity, they can
also be complex and generally require an advanced understanding of IP protocols.

» The bridge filter feature is similar to the IP filter feature but operates at a lower protocol
level. While IP filter rules act on IP data packets (known as “layer 3" data), bridge filter
rules act on Ethernet and similar packets (often referred to as “layer 2” or “MAC layer”
data).

» The blocked protocols feature enables you to select from a predefined list the protocol
that you want to block. All data passed to the ADSL/Ethernet router using a blocked
protocol will be discarded, without consideration of the source computer, destination
computer, or the device interface on which it was received.

Configuring IP Filters

When you define an IP filter rule and enable the feature, you instruct the SOHOSpeed to
examine each data packe it receives to determine whether it meets criteria set forth in the
rule. The criteria can include the size of the packet, the network or internet protocol it
carries, the direction in which it is traveling (for example, from the LAN to the Internet or
vice versa), the IP address of the sending computer, the destination IP address, and other

characteristics of the packet data.

If the packet matches the criteria established in a rule, the packet can either be accepted
(forwarded towards its destination), or denied (discarded), depending on the action
specified in the rule.
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Viewing Your IP Filter Configuration

To view your current IP filter configuration, log into Configuration Manager, click the
Services tab, and then click IP Filter in the task bar. The IP Filter Confirmation page
displays:

IP Filter Configuration

iem and Modify 1P File: | and Rule Configuration.

Security level: m Public Default Sction: @
Private Default Action: m DAZ Default Action: m

Action(s)
e Disabl I i D LA Drisabl e
sable nooming | Dreny f isshble -
Stats
- 5 y . 1.Dest [P equal in S OB
LTI Disable Incomineg | Deny WA Disazle gl

255.255.255.235

d

3.Dest Pert equal be 25
1_Pratocol eq TCP

2.TCF Fag &1
3. Dest Port egual be 110

LY
Ao
8}

Private  |Enatl i ing |mocept | WA Disabl [* ] Lon
T ahe e FPDOITMIYg TLED ! 5 e |-
Stats
Privafe | Enabl Dok Socept | ALL Disabh o ZoW
rvais atle wipoing | Sccepl isable -
Stats
Privaie  |Enable Ouigoing | Soccpt | DME Disable | 1-Protocol g UDE 9 LEW
= Fooeg o SENE 2 Dest Port equal bz 53 Stats
1.Protocol eq TCP J =l
(1] Prvatz | Enable Owtpaineg | Accept DMz Disable | 2.TCP Fag &
3.Diest Part equal ba 53 ﬁl
1.Protocol eq TCP Fa=l—
70 Private | Enable Ouipoiny | Bocept DHZ Disable |2.TCF Flag &1 J Stat

£

IP Filter Confirmation Page

The IP Filter Configuration page displays global settings that you can modify and the IP
filter rule table, which shows all currently established rules. See “Creating IP Filter Rules”
for a description of the items that make up a rule. When rules are defined, you can use the
icons that display in the Actions column to edit (&), delete (), and view details on (/=)
the corresponding rule.

Configuring IP Filter Global Settings

The IP Filter Configuration page enables you to configure the following global IP filter
settings.

» Security Level: This setting determines which IP filter rules take effect, based on the
security level specified in each rule. For example, when High is selected, only those
rules that are assigned a security value of High will be in effect. The same is true for the
Medium and Low settings. When None is selected, IP filtering is disabled.

» Private/Public/DMZ Default Action: This setting specifies a default action to be taken
(Accept or Deny) on private, public, or DMZ-type device interfaces when they receive’
packets that do not match any of the filtering rules. You can specify a different default
action for each interface type. (You specify an interface's type when you create the
interface; see the PPP configuration page, for example.)

(0]

A public interface typically connects to the Internet. PPP, EoA, and IPoA interfaces are
typically public. Packets received on a public interface are subject to the most restrictive set
of firewall protections defined in the software. Typically, the global setting for public interfaces
is Deny, so that all accesses to your LAN initiated from external computers are denied
(discarded at the public interface), except for those allowed by a specific IP filter rule.

A private interface connects to your LAN, such as the Ethernet interface. Packets received
on a private interface are subject to a less restrictive set of protections, because they
originate within the network. Typically, the global setting for private interfaces is Accept, so
that LAN computers have access to the ADSL/Ethernet routers' Internet connection.

The term DMZ (de-militarized zone), in Internet networking terms, refers to computers that
are available for both public and in-network accesses (such as a company's public Web
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server). Packets received on a DMZ interface — whether from a LAN or external source—
are subject to a set of protections that is in between public and private interfaces in terms of
restrictiveness. The global setting for DMZ-type interfaces may be set to Deny so that all
attempts to access these servers are denied by default; the administrator may then configure
IP filter rules to allow accesses of certain types.

Creating IP Filter Rules

To create an IP filter rule, you set various criteria that must be met in order for the rule to be

invoked. Use these instructions to add a new [P filter rule.

1. Onthe IP Filter Configuration page, click A_ddl.
The IP Filter Rule — Add page displays:

Rule ID:

Direction:

In Interface:

IP Filter Rule - Add
O Enable @ Disable
Basic Inlor_mntlon
] Action:

() Incoming .
() Outgoing Interface:

aL v Log Option:

(O Accept
(&) Deny

CALL ¥

Enable
= Disahle

Sacurity Lavel:

Ltog Tag:

[] High
[[] Hedium
[w] Lowe

[ 1]

Blackiist Status:

() Enable
® Disahle

Start Time
(Fist MM S5):

Sre IP Address:

Dest [P Address:

End Time
(HE M8 55):

o0 Joo o |

any )| O | O | O

23 ||59 ||59

[T | N

Protocol:

Apply Stateful Inspection:

Dest Pord:

TCP Flag:

ICHP Type:

ICHe Code:

If Frag Pki:

| () Tes
3 Mo P Option PRE:
@ Ignore

() Tes

) Ne
(.) Ignore

FPacket Size:

ToD Rule Status:

any v [0
(% Enable
() Disable

IP Filter Rule — Add Page
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2.  Enter or select data for each field that applies to your rule. The following table
describes the fields:

Field

Description

Rule ID

Each rule must be assigned a sequential ID number. Rules are processed from
lowest to highest on each data packet, until a match is found. It is recommended
that you assign rule IDs in multiples of 5 or 10 (e.g., 10, 20, 30) so that you leave
enough room between them for inserting new rules if necessary.

Action

The action that will be taken when a packet matches the rule criteria. The action can
be Accept (forward to destination) or Deny (discard the packet).

Direction

Specifies whether the rule should apply to data packets that are incoming or
outgoing on the selected interface.

Incoming refers to packets coming from the LAN, and outgoing refers to packets
going to the Internet.

You can use rules that specify the incoming direction to restrict external computers
from accessing your LAN.

Interface

The interface on the SOHOSpeed on which the rule will take effect

In Interface

The interface from which packets must have been forwarded to the interface
specified in the previous selection. This option is valid only for the outgoing direction.

Log Option

When Enabled is selected, a log entry will be created on the system each time this
rule is invoked. The log entry will include the time of the violation, the source address
of the computer responsible for the violation, the destination IP address, the protocol
being used, the source and destination ports, and the number violations occurring in
the previous x minutes. (Logging may be helpful when troubleshooting.) This
information can also be e-mailed to designated administrators. See “Configuring
Firewall Settings” for instructions.

Security
Level

The security level that must be enabled globally for this rule to take affect. A rule will
be active only if its security level is the same as the globally configured setting
(shown on the main IP Filter Configuration page). For example, if the rule is set to
Medium and the global firewall level is set to Medium, then the rule will be active; but
if the global firewall level is set to High or Low, then the rule will be inactive.

Black List
Status

Specifies whether or not a violation of this rule will result in the offending computer's
IP address being added to the blacklist, which blocks the ADSL/Ethernet router from
forwarding packets from that source for a specified period of time. See “Configuring

Firewall Settings” for instructions.

Log Tag

A description of up to 16 characters to be recorded in the log in the event that a
packet violates this rule. Be sure to set the Log Option to Enable if you configure a
Log Tag.

Start/End
Time

The time range during which this rule is to be in effect, specified in military units.
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Field

Description

Src IP
Address/Dest
IP Address

IP address criteria for the source computer(s) (from which the packet originates) and
the destination computer. In the drop-down list, you can configure the rule to be
invoked on packets containing:

any: any source IP address.
It: any source IP address that is numerically less than the specified address.

Iteq: any source IP address that is numerically less than or equal to the specified
address.

gt: any source IP address that is numerically greater than the specified address.
eq: any source IP address that is numerically equal to the specified address.
neq: any source IP address that is not equal to the specified address.

range: any source IP address that is within the specified range, including its
endpoints.

out of range: any source IP address that is outside the specified range.

self: the IP address of the ADSL/Ethernet router interface on which this rule takes
effect.

bcast: (destination address only) Specifies that the rule will be invoked for any
packets sent to the broadcast address for the receiving interface. (The broadcast
address is used to send packets to all hosts on the LAN or subnet connected to the
specified interface.) When you select this option, you do not need to specify the
address, so the address fields are dimmed.

Protocol

The basic IP protocaol criteria that must be met for rule to be invoked. Using the
options in the drop-down list, you can specify that packets must contain the selected
protocol (eq), that they must not contain the specified protocol (neq), or that the rule
can be invoked regardless of the protocol (any). TCP, UDP, and ICMP are common
IP protocols; others can be identified by number from 0-255, as defined by the
Internet Assigned Numbers Authority (IANA).

Apply
Stateful
Inspection

When this option is enabled, packets are monitored for their state (i.e., whether a
packet is the initiating packet or a subsequent packet in an ongoing communication,
etc). This option provides a degree of security by blocking/dropping packets that are
not received in the anticipated state. Such packets can signify an unwelcome
attempt to gain access to a network.

Source/Desti
nation Port

Port number criteria for the source computer(s) (from which the packet originates)
and destination computer(s).

Port numbers identify the type of traffic that the computer or server can handle and
are specified by the Internet Assigned Numbers Authority (IANA). For example, port
number 80 indicates a Web server, 21 indicates an FTP server.

You can choose a port type by name from the drop-down lists or, if not available in
the list, specify the IANA port number in the text boxes. Select Any other port if the
criteria will not be used.

These fields will be dimmed (unavailable for entry) unless you have selected TCP or
UDP as the protocol.

See the description of Src IP Address for the statement options (any, eq, gt, etc.)

TCP Flag

Specifies whether the rule should apply only to TCP packets that contain the
synchronous (SYN) flag, only to those that contain the non-synchronous (NOT-SYN)
flag, or to all TCP packets. This field will be dimmed (unavailable for entry) unless
you selected TCP as the protocol.

ICMP Type

Specifies whether the value in the type field in ICMP packet headers will be used as
criteria. The code value can be any decimal value from 0-255. You can specify that
the value must equal (eq) or not equal (neq) the specified value, or you can select
any to enable the rule to be invoked on all ICMP packets. This field will be dimmed
(unavailable for entry) unless you specify ICMP as the protocol.

ICMP Code

Specifies whether the value in the code field in ICMP packet headers will be used as
criteria. The code value can be any decimal value from 0-255. You can specify that
the value must equal (eq) or not equal (neq) the specified value, or you can select
any to enable the rule to be invoked on all ICMP packets. This field will be dimmed
(unavailable for entry) unless you specify ICMP as the protocol.
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Field Description

IP Frag Pkt Determines how the rule applies to IP packets that contain fragments. You can
choose from the following options:

0 Yes: The rule will be applied only to packets that contain fragments.
o0 No: The rule will be applied only to packets that do not contain fragments.

o Ignore: (Default) The rule will be applied to packets whether or not they contain
fragments, assuming that they match the other criteria.

IP Option Pkt Determines whether the rule should apply to IP packets that have options specified
in their packet headers.
O Yes: The rule will be applied only to packets that contain header options.
o0 No: The rule will be applied only to packets that do not contain header options.

o Ignore: (Default) The rule will be applied to packets whether or not they contain
header options, assuming that they match the other criteria.

Packet Size Specifies that the IP filter rule will take affect only on packets whose size in bytes
matches this criterion. (It = less than, gt = greater than, lteq = less than or equal to,

etc.)
TOD Rule The Time of Day Rule Status determines how the Start Time/End Time settings are
Status used.

o0 Enable: (Default) The rule is in effect for the specified time period.

o Disable: The rule is not in effect for the specified time period, but is effective at
all other times.

3. When you are done selecting criteria, ensure that the Enable radio button is

selected at the top of the page, and then click ﬂl

After a confirmation page displays, the IP Filter Configuration page will redisplay
with the new rule showing in the table.

If the security level of the rule matches the globally configured setting, a green
ball displays in the Status column for that rule, indicating that the rule is now in
effect. A red ball displays when the rule is disabled or if its security level is
different from the globally configured level.

4.  Ensure that the Security Level and Private/Public/DMZ Default Action settings on
the IP Filter Configuration page are configured as needed, then click M
A page displays to confirm your changes.

5. If you want the changes to be permanent, you need to execute the process of
Commit & Reboot on Admin tab to commit them.

Viewing IP Filter Statistics

For each rule, you can view statistics on how many packets were accepted or denied.

Display the IP Filter Configuration page, and then click _>tat*

to the rule. The IP Filter Rule — Statistics page displays:

in the row corresponding

IP Filter Rule - Statistics

IP Filter Rule Statistic
Rula ID: 1010

Number of Packets Matching this Rufe: |0 Packets

IP Filter Rule — Statistics Page
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You can click ﬂl to reset the count to zero and ﬂl to display newly

accumulated data.

Managing Current IP Filter Sessions

When two computers communicate using the IP protocol, an IP session is created for the
duration of the communication. The SOHOSpeed allows a fixed number of concurrent IP
sessions. You can view information about each current IP session and delete sessions (for
security reasons, for example).

To view all current IP sessions, display the IP Filters Configuration page, and then click

Session

Session
Index

. The IP Filter Sessions displays:

IP Filter Session

Time to

In Rule In Out
expire Protocol IfF |IP Address Port

Index Action Action

TP g |192.168.1.7 11047 0 Unknawn Unknown

192.168.1.1 &0 |0 Unknown Unknown

" |192.168.1.7 1046 1040 Accept Accept
192.168.1.1 80 |0 Unknown Unknown

[ciose [ rerrosn (N e

IP Filter Sessions Page

The IP Filter Session table displays the following fields for each current IP session:

Field Description
Session The ID assigned by the system to the IP session (all sessions, whether or not they
Index are affected by an IP filter rule, are assigned a session index)
Time to The number of seconds in which the connection will automatically expire
expire
Protocol The underlying IP protocol used on the connection, such as TCP, UDP, IGMP, etc.)
I/F The interface on which the IP filter rule is effective
IP Address  The IP addresses involved in the communication. The first one shown is the initiator

of the communication.

Port The hardware addresses of the ports involved in the communication
In/Out The number of the IP filter rule that applies to this session (assigned when the rule
Rule Index  was created)
In/Out The action (accept, deny, or unknown), being taken on data coming into or going out
Action from the interface. This action is specified in the rule definition.
Actions

Provides an icon you can click on ('ﬁ') to delete the IP session. When you delete a
session, the communication is discontinued.

You can click Ml to display newly accumulated data.
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Configuring Bridge Filters

Bridge filter rules can be created to control the forwarding of incoming and outgoing data
between your LAN and the Internet and within your LAN. Bridge filter rules make decisions
based on the structure of the "layer 2" data packets (e.g., Ethernet packets) sent or
received on the device interfaces, unlike IP filter rules, which are based on the structure of
"layer 3" (e.g., IP) packets.

Bridge filtering is also referred to as raw filtering.

When the bridge filtering feature is enabled, the bridge/router examines each incoming
layer 2 packet and compares it to the bridge filter rules. The bridge filter rules specify which
bits of the packet are to be examined, and what criteria those bits must meet in order to
qualify as a match for the rule.

When a packet matches a rule, it can either be accepted (forwarded towards its
destination), or denied (discarded), depending on the action specified in the rule.

Bridge filters can be used when the unit is configured in either bridge or router
mode.

Not

Configuring Global Bridge Filter Settings

To display the Bridge Filter Configuration page, click the Services tab, and then click Bridge
Filter in the task bar.

Bridge Filter Con

and mod

» Enabdde O Disabie

Defsult Action: TR
Rule  Swhrule _ . . Oper. Action
m P I/F Im IfF Direction Rule Action Log Option st s}
15 Privabs - In Desy Disabie [ ] Stats
al 2 bytes with mask 0=FFFF ot offset 12 Bytes from Link Header bes between (3863 and 2
Ox8B54
18 Privahe AL Out Desy Dasablle o Stats
1 2 bytes with mask D=FFFF ot offsst 12 Bytes from Link Header bes between 0x3853 and 3
DxBE54
17 Privshe = In Dy Disshie [+ ] Stats
1 4 bytes with mask D=FFFFFFFF at offset 15 bybes from IP Header bes betwesn \J
DxED00000 and (EFFFFFFF
//A\
~
38 DMF = In CallMgmt Disable ™ ] Statbs
1 2 bytes with mask 0=FFFF at offsst 12 Bytes from Link Header hes between 03553 and IJ
Dx8554

[ submit W concel [ ndd i stacs [ meiresh [ neis |

Bridge Filter Configuration Page

The Bridge Filter Configuration page displays a table for viewing, adding, and managing
rules, and enables you to configure global bridge filter settings. For descriptions of the
items in the table, see “Adding Bridge Filter Rules”.
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You can also configure the following global settings on this page:

Field Description

Enable/Disable  You can click the Enable and Disable radio buttons to activate/deactivate the

service. Although each rule can be independently enabled and disabled, no
rules will be effective unless the Enable radio button is selected here.

Default Action Your selection in the Default Action drop-down list determines the action to be

taken on all packets that do not match a bridge filter rule. The available options

are:

0 Accept: All packets are accepted on all interfaces — except those
specifically denied by a bridge filter rule. (Packets may still be denied due to
firewall or IP filter restrictions.)

o Deny: All packets are denied on all interfaces — except those specifically
accepted by a bridge filter rule.

Do not select CallMgt option — it is for manufacturer use only.

Adding Bridge Filter Rules

Adding and enabling a new bridge filter rule is a multi-step process:

>

>

»

First, you add the rule, which defines general information such as the rule number, the
direction of traffic it applies to, and the action to be taken when a match is detected.
Next, you add one or more subrules, which specify the specific criteria that the bits in

the packet must meet. A packet must match the rule criteria and all criteria in its
subrules in order for the rule action to taken.

Finally, you enable the rule and any subrules that you want to be in effect, and then
enable the bridge filtering service.

Follow this process to add a rule, then proceed to the next set of steps to add subrules:

1.

On the main Bridge Filter page, click e to display the Bridge Filter Rule - Add
page:
Bridge Filter Rule - Add
@ Enable O Disable
Mew Rule Information

Interface: | ALL b

(" Incoming .
& outgaing  1» Interface: AL~

(Accept v Log Option: Disable |»

Bridge Filter Rule — Add Page
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2.  Enter or select data for each field that applies to your rule, defined as follows:

Field

Description

Rule ID

Each rule must be assigned an ID number. Rules are processed from lowest to
highest on each data packet, until a match is found. Rule numbers up to 99 are
reserved for preconfigured system rules. Rule IDs must start at 1000 or above so that
they do not interfere with system-defined rules. It is also recommended that you assign
rule IDs in multiples of 5 or 10 (e.g., 1000, 1010, 1020) so that you leave enough room
between them for inserting new rules if necessary.

Interface

The interface on which the rule will take effect.

Direction

Specifies whether the rule should apply to packets that are incoming or outgoing on
the selected interface. Incoming refers to packets coming in to the LAN on the
interface, and Outgoing refers to packets going out from the LAN. You can use rules
that specify the incoming direction to restrict external computers from accessing your
LAN.

In Interface

The interface from which packets must be forwarded in order for this rule to be
invoked. For example, if the Interface criteria is set to ppp-0, then the In Interface could
be set to usb-0. This specifies that the rule applies only to packets passed from the
USB computer through the router's PPP interface. This option is valid only for rules
defined for the outgoing direction.

Action

Specifies what the rule will do to a packet when the packet matches the rule criteria.
The action can be Accept (forward to destination) or Deny (discard the packet). Do not
select the CallMgt option.

Log Option

When Enabled is selected, a log entry will be created on the system each time this rule
is invoked. Logging may be helpful when troubleshooting. You can also disable
logging, log only packets that match rules, or log only packets that do not match rules.
This information can be e-mailed to designated administrators. See “Configuring
Firewall Settings” for instructions.

When you are finished, you can enable the rule by clicking the Enable radio
button at the top of the Bridge Filter Rule - Add page.

Note, however, that a newly created rule, even when enabled, will not have any
effect on traffic until at least one subrule has been added and enabled. You can
leave the rule disabled for now (the default) and enable it after configuring
subrules.

Click ﬂl and then click M on the confirmation page.

The Bridge Filter Configuration page displays with the new rule at the bottom of
the table.
Now, you can add subrules to specify criteria for the rule:

On the Bridge Filter Configuration page, click __*dd Subrule |4 1he Action(s)
column of the rule for which you want to created a subrule.

The Bridge Filter Subrule - Add page displays:

Bridge Filter Subrule - Add
® Enable © Bisable

New Subrule Information

Rule ID: subrale 1D: |

offset: || Offset From: |Lin!< Header |

Mask: | ox Cmp. Type: L) b

Lower Value: Higher Value: |

Bridge Filter Subrule — Add Page
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The page displays Enable and Disable radio buttons you use to determine whether this sub
rule is in effect. A rule will be in effect if the rule itself and at least one of its subrules is
enabled.

6. Inthe New Subrule Information table, specify the criteria for the rule, as follows:

Field Description

Subrule ID A unigue ID number for this subrule. These numbers are independent from the main
rule number. The bridge filter processes subrules in sequential order; if a packet fails
to match the criteria of any subrule, then the rule will not be invoked and bridge filter
processing will continue to the next rule.

Offset The number of bits into a packet, starting from a designated location where the
subrule comparison should begin.

Offset from The location in a Layer 2 packet where the subrule comparison should begin, taking
into account any offset bits specified in the previous setting. The comparison can
start at the beginning of:

0 alink header (i.e., the start of an Ethernet packet)
0 an IP header
o aTCP, UPD, or ICMP header

Mask The bits of the packet, specified in hexadecimal, starting at the header and offset
location, that should be used when comparing data to this rule. A mask of FOFF, for
example, would look only at the 1st, 3rd, and 4th bits from the starting location.

Cmp. Type Comparison Type - The method for comparing the selected hits, after the mask is
applied, to a reference value (or range of values) that you specify (see the next
setting). Compared to the reference value, the selected bits can be:

eq: equal to

neq: not equal to

It: less than

lteq: less than or equal to

gt: greater than

gteq: greater than or equal to

range: any source IP address that is within the specified range, including its

endpoints.

o any: all packets of any type will match this subrule. This selection makes
irrelevant any other criteria in the subrule.

WARNING: The comparison type any should only be used when all packets of any

type are to be accepted or denied. This selection, combined with a rule type that

denies matching packets, may disable your access to the Web interface.

O OO0 o0 o0 o0 o

Lower The reference values, in hexadecimal, to which the selected bits will be compared. If
Value/Higher  range is selected as the comparison type, enter values in both fields; otherwise
Value enter a value only in the Lower Value field.

7. When you are finished entering criteria and are ready to make this subrule
effective, you can click the Enable radio button at the top of the Bridge Filter

Subrule - Add page and then click ﬂl

and edit the subrule to enable it later.)
A page displays to confirm your changes.

. (You could also leave it disabled

8. Click M to return to the Bridge Filter Configuration Page. The subrule
should now display in the table beneath the general rule it was added to.

Next, if you have not already done so, you can enable the rule, any of its subrules, and the
bridge filtering service in order to make the rule effective.

On the Bridge Filter Configuration page, a red ball displays in the Oper. Status column of
the table for rules and subrules that are disabled, and a green ball displays for rules that
are enabled. (When creating rules and their subrules, you may have chosen to leave them
disabled - the default.)
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To make a rule active, enable the following three settings:
» The Bridge Filter service: At the top of the Bridge Filter Configuration page, click the
Enable radio button.

» The rule: On the Bridge Filter Configuration page, click # in the Actions column in the

row for the rule. On the Bridge Filter Rule - Modify page, select the Enable radio button
and click _Submit_|

> At least one subrule: On the Bridge Filter Configuration page, you can enable a
subrule by editing it. Click # in the Actions column in the row for the subrule. On the
Bridge Filter Subrule - Modify page, select the Enable radio button and click

Submit |

If a rule is enabled but none of its subrules are enabled, then the rule will have no effect on
network traffic. A rule can be in effect, however, when some of its subrules are disabled.

If want your changes to be permanent, be sure to commit them.
Bridge Filter Rule Example

The following instructions create a rule for preventing Telnet access to the device from a
specific WAN interface:

1. Add rule #100 with the following settings:

» Interface: ppp-0
» Direction: Incoming
» Action: Accept

2. Click the Enable radio button at the top of the Bridge Filter Rule - Add page, and

then click M

3. Add subrule #1 with the following settings:

> Offset=2

Offset from = TCP Header
Mask = OXOFFF

Cmp Type = eq

Lower Value = 0x0017

(The hexadecimal number 0x0017 is binary port number 23, the well-known port
number for Telnet packets.)

>
>
>
>

4. Click the Enable radio button at the top of the Bridge Filter Subrule - Add page, and
then click M

5. If necessary, enable the Bridge Filter Service by clicking the Enable radio button at
the top of the Bridge Filter Configuration page.

All TCP packets incoming on the ppp-0 interface will now be dropped.
Editing and Deleting Rules and Subrules

In the table on the Bridge Filter Rule page, the following items display in the Actions column
for each rule and subrule:

Button Description

oF Edits the rule or subrule. The Bridge Filter Rule - Modify or Bridge Filter Subrule -
Modify page displays. See Adding Bridge Filter Rules for a description of the items on
these pages.

| Deletes the rule or subrule. Before deleting a rule, you must first delete all of its
subrules. A page displays to enable you to confirm or cancel the deletion.
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The above icons do not display for rules that are preconfigured by the ISP; these rules and
related statistics can be viewed but not otherwise accessed via the Web-based interface.

Viewing Rule Statistics

You can view statistics for each rule and total statistics for all rules:

» To view statistics for an individual rule, click ﬂl in the corresponding Action(s)
column on the Bridge Filter Configuration page. The Bridge Filter Rule - Stats page
reports the accumulated number of packets that have been received that match this
rule.

» To view the total number of packets received that match any of the rules, click ﬂl
at the bottom of the Bridge Filter Configuration page. The Bridge - Filter Rule Stats
page, which shows the number of packets that have been received that match any of
the rules.

On either page, you can click ﬂl to reset the count to zero and Ml to

display newly accumulated data.

Blocking Protocols

The Blocked Protocols feature enables you to prevent the ADSL/Ethernet router from
passing any data that uses a particular protocol. Unlike the IP filter feature, you cannot
specify additional criteria for blocked protocols, such as particular users or destinations.
However, when you are certain that a particular protocol is not needed or wanted on your
network, this feature provides a convenient way to discard such data before it is passed.

To display the Blocked Protocols page, click the Services tab, and then click Blocked
Protocols in the task bar. The Blocked Protocols page displays:

Blocked Protocols
This page is used ta Block/UnBlock the pratacols running across the system,

Protocol Blocked
PRFROE | '
IP Multicast
RARF

AppleTalk
MetBEUI

IR
BPOU
ARF

IPVG Multicast

O
O
O
O
O
O
1
O
O
O

202.1.0

Blocked Protocols Page

/\ Blocking certain protocols may disrupt or disable your network
/ I communication or Internet access. If you are unfamiliar with how your
L8 network or Internet connection uses these protocols, contact your ISP

WARNING  before disabling.
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The following list describes each of the available protocols.

Protocol

Description

PPoE

Point-to-Point Protocol over Ethernet. Many DSL modems use PPOE to establish
and maintain a connection with a service provider. PPoE provides a means of
logging in to the ISPs servers so that they can authenticate you as a customer and
provide you access to the Internet. Check with your ISP before blocking this
protocol.

IP Multicast

IP Multicast is an extension to the IP protocol. It enables individual packets to be
sent to multiple hosts on the Internet, and is often used for handling e-mail mailing
lists and teleconferencing/videoconferencing.

RARP

Reverse Address Resolution Protocol. This IP protocol provides a way for
computers to determine their own IP addresses when they only know their
hardware address (i.e., MAC addresses). Certain types of computers, such as
diskless workstations, must use RARP to determine their IP address before
communicating with other network devices.

AppleTalk®

A networking protocol used in for Apple Macintosh® networks.

NetBEUI

NetBIOS Enhanced User Interface. On many LAN operating systems, the
NetBEUI protocol provides the method by which computers identify themselves to
and communicate with each other.

IPX

Internetwork Packet Exchange. A networking protocol used on Novell Netware®-
based LANSs.

BPDU

Bridge Protocol Data Unit. BPDUs are data messages that are exchanged across
the switches between LANSs that are connected by a bridge. BPDU packets
contain information on ports, addresses, priorities, and costs, and are exchanged
across bridges to detect and eliminate loops in a network.

ARP

Address Resolution Protocol. Computers on a LAN use ARP to learn the hardware
addresses (i.e., MAC addresses) of other computers when they know only their IP
addresses.

IPV6
Multicast

IP Multicasting under IP Protocol version 6. See IP Multicast above.

802.1.Q

This IEEE specification defines a protocol for virtual LANs on Ethernet networks. A
virtual LAN is a group of PCs that function as a local area network, even though
the PCs may not be physically connected. They are commonly used to facilitate
administration of large networks.

To block a protocaol, click the appropriate check box, and click M After you have
verified that the device continues to function as expected, if you want the changes to be
permanent, you need to execute the process of Commit & Reboot on Admin tab to

commit them.
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16 Managing Access to the Configuration
Program

This chapter describes how to manage access to the Configuration Manager program,
including creating user logins and passwords and enabling or disabling external access
through the WAN port.

Managing User Logins

The SOHOSpeedis configured with a default user name and password combination, or
login, for accessing Configuration Manager. If you want to allow other users to access the
program, you can create additional user logins and specify their privilege levels. You can
also change the password for the default login or for any logins you create.

The default login allows the user full access to all Configuration Manager features,
including creating up to four additional user logins. You can assign one of the following
privilege levels to each additional login:

» Root-level privileges enable users to modify all the features available in Configuration
Manager. The default login has root-level privileges.

» Intermediate-level privileges enable users to change their own passwords. They can
also change the PPP interface username and password, and the ATM VC interface
values. (Note, however, that Intermediate users can change these only on the PPP and
ATM VC pages — not on the Quick Configuration page.) These users can view—but not
create or modify— all other system information.

» User-level privileges enable users to change their own passwords. They can view—but
not create or modify— all other system information.

To create additional logins or modify existing logins, follow these instructions:
1. Log into Configuration Manager using the default user name and password, and

then click the Admin tab.
The User Configuration page displays by default:

User Configuration

This page displays user information, Use this page to add/de c r password. Your new username/password can
be up to 128 3 YE.

User ID Privilege Action{s}
13184 Root |

=3 e

User Configuration Page
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Add

2. Click to display the User Config-Add page:

user Config - Add

New User Information

User FD:

() Root
Privilege: y Intermediate

(&) User

Password:

confirm Password:

User Config-Add Page

3. Type the User ID and Password in the text boxes provided, and then select the
privilege level for this user.
The user name can be up to 128 characters, but cannot contain spaces or
special characters.
The password can also be up to 128 characters. Be sure to retype the password
in the Confirm Password text box, exactly as before, including lowercase and
uppercase characters.

Click _Submit |

If you want the changes to be permanent, you need to execute the process of
Commit & Reboot on Admin tab to commit them.

You cannot change or delete the default login. To delete a subsequently created login, click
fiif in the corresponding Action(s) column in the table on the User Configuration page.

Changing Login Passwords

Users of all privilege levels can modify their own password. Only users with Root privileges
can modify other users’ passwords. Follow these instructions to change a login password.

This user ID and password are used only for logging into the Configuration
_ Manager; it is not the same as the PPP login you may use to connect to your
Note ISP.

1.  From the User Configuration page, click # next to the login whose password
you want to modify.
The User Config-Modify page displays:

User Config - Modify

User Password Modification

User ID: root

Old Password: |

Mew Password: |

Confirm Mew: |

[ submis I concer [ i |

User Config-Modify Page
2. Type your current password in the Old Password text box.
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3.  Type your new password in both the New Password and Confirm New text boxes.
The password can be up to 128 ASCII characters long. When logging in, you
must type the new password in the same uppercase and lowercase characters
that you use here.

Click Submit |

If you want the changes to be permanent, you need to execute the process of
Commit & Reboot on Admin tab to commit them.

Configuring SNMP

The Simple Network Management Protocol (SNMP) enables a host computer to access
configuration, performance, and other system data that resides in a database on the
modem. The host computer is called a management station and the modem is called an
SNMP agent. The data that can be accessed via SNMP is stored in a Management
Information Database (or MIB) on the modem.

When SNMP is enabled, the modem responds to SNMP requests from the host. The host
may ask to read data from the MIB or, when its privileges allow, write data to it.

Privilege levels are defined by the SNMP communities configured on the modem. A
community is a named group of IP addresses. These addresses identify the hosts that are
permitted to act as SNMP management stations for accessing the MIB. Each community
is defined as having either read-only or read/write privileges.

The data stored in the MIB includes the standard items defined for the SNMP protocol and
custom items defined by the ISP. The MIB contents are preconfigured by the ISP and
cannot be managed via the Web-based interface.

A complete SNMP setup includes the following items:

» A management station equipped with an SNMP manager client that enables sending
messages to an SNMP agent (e.g., the modem). This configuration is not described
here.

» A MIB stored in the modem’s memory. This must be preconfigured in the software
image by the ISP.

» The SNMP service enabled on the modem, including defined communities that allow
read-only or read/write accesses from specific hosts. This configuration is described
below.

Creating Communities

1. Log into Configuration Manager, click the Admin tab, and then click SNMP Config
in the task bar.
The SNMP Configuration page displays:

SNMP Configuration
This page is used to view, add and modify SHMMP Community and Host Configuration,
SNMP Trap: © Erable @ Oisable

Community MName Access Action
Mo Community Entries!

| |[read only V| Add Comm I

[“suom [l concer [l view osts [l Giobai stats [l etresh |

SNMP Configuration

2. Onthe SNMP Configuration page, type a community name in the empty text box
in the left column of the table.
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3. From the Access column of the table, select the privileges (Read-Only or
Read/Write) to assign to all hosts that are part of this community.

4. Click __*dd Comm
A page displays briefly to confirm your changes, and then the SNMP
Configuration page redisplays with the new entry.
Now, you can add hosts to the new community:

Adding Hosts to Communities

5. Inthe Action column, click M.

The SNMP - Add Host page displays in a separate window:

SNMP Host - Add

SMMP Host Information

Host address: [0 |0 oo |

Community Mame: PP

SNMP Host — Add Page

6. Enter the IP address of the host computer you want to add and click ﬂl
A page displays briefly to confirm the addition, and the SNMP - Add Host page
redisplays.

7.  Continue adding hosts as required and click M when done.
The newly added hosts now have access to the MIB with the privilege level
associated with the community.

Viewing Hosts

Yiew Hosts

To view all hosts and the communities to which they are assigned, click
on the main SNMP Configuration page.

Viewing Global SNMP Statistics

To view statistics relating to SNMP packets received and sent and packet errors, click

Global Stats Ion the main SNMP Configuration page. The SNMP Global Statistics

page shows the number and type of packets transmitted.
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17 Monitoring System Status and Performing
Diagnostics

This chapter shows you where to find information related to system events (alarms) and
DSL line performance, and how to run a diagnostic program to troubleshoot problems.

Viewing System Alarms

You can use the Configuration Manager to view information about alarms that occur in the
system. Alarms, also called traps, are caused by a variety of system events, including
connection attempts, resets, and configuration changes. This information may be helpful in
working with your ISP to troubleshoot problems you encounter with the device. (Despite
their name, not all alarms indicate problems in the functioning of the system.)

Viewing the Alarm Table

To display the Alarm page, log into the Configuration Manager, click the Admin tab, and
then click Alarm in the task bar. The Alarm page is shown below.

Alarm

ta system avents, Ses Malp for & it of events St caue slirms

p———

AlarmsfTraps Infarmstien
Thay dan 08 05:54:07 1 HAMR ALARM : Fadled To Get [P Addreid © [nterface -
Thay Jan 08 05:53:01 ¥ HANHR ALARM : Falled To Get [P Addraid = [nterface
Thay 2 00 054958 1 HAML ALARHM : Fadlgd To Get [P Addreis = [nterace
Thas 2an 00 05:4F:5T 1 HAMML ALARHM : Fadled To Get [P Addredd = [nterface
Thas 2an 00 05:45:53 1 HAMHL ALARHM : Fadled To Get [P Addredd = [nterace
Thas 2an 00 05:435:48 1 STATUS ALAEM : Syitaf Up

Alarm Page

Each row in the table displays the time and date that an alarm occurred, the type of alarm,
and a brief statement indicating its cause.

You can click on the Refresh Rate drop-down list to select a recurring time interval after
which the page will redisplay with new data.

You can click __3ave Alarm |to display a Windows File Download dialog box that

enables opening or saving the contents of the log to your PC. The file is assigned the
default name alarm.vif, and can be viewed with any text editor.

To remove all entries from the list, click ﬂl. New entries will begin accumulating and

will display when you click ﬂl.
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Viewing the System Log

You can view data generated or acquired by routine system communication with other
devices, such as the results of negotiations with the ISP’s computers for DNS and gateway
IP addresses. This information does not necessarily represent unexpected or improper
functioning and is not captured by the system traps that create alarms.

This information accumulates and displays in a system log window. To view the system log,
click the Admin tab, and then click System Log in the task bar.

System Log

This page is used to display the system logs,

Help
System Log page

You can click wl to display a Windows File Download dialog box that enables
opening or saving the contents of the log to your PC. The file is assigned the default name
syslog.vif, and can be viewed with any text editor.
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Viewing DSL Information

To view configuration parameters and performance statistics for theSOHOSpeed’'s DSL
line, log into Configuration Manager, and then click the WAN tab. The DSL Status page
displays by default:

DSL Status
This page displays DSL Status Information

Refresh Rate: BT EES

Lacal
Intrlvd Fast |Intrlvd Fast
:o0 . o 0
! ! ; To

DSL Status

L:J Startup Handshake

Operational Status:

Loop Stop

Last Failed Status: | 0347
Startup Progress: |D>r.ﬂ.u

DSL Param

DSL Status Page

The DSL Status page displays current information on the DSL line performance. The page
refreshes according to the setting in the Refresh drop-down list, which you can configure.

In the DSL Status table, the Operational Status setting displays a red, orange, or green ball
to indicate that the DSL line is idle, starting up, or up-and-running, respectively. You can

click Loop Stop

Loop Start

| to end the DSL connection. To restart the connection, you can click

Although you generally will not need to view the remaining data, it may be helpful when
troubleshooting connection or performance problems with your ISP.

You can click ﬂl to reset all counters to zero, and MI to redisplay the page
with newly accumulated values.
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You can click __PSL Param [, display the DSL Parameters page, which provides data

about the configuration of the DSL line:

DSL Parameter

DSL Parameters and Status
Vender ID: 00BSGSPH
Revision Number: W.1,28.14
Serial Number: 123456759sbcdx Config Data
tocal Tx Power: 0.0d& |
Remote Tx Power: 0.0 dB
AS1(kbps): |
Local Line Atten.: 0.5 dB
- LSO{kbps): |
Remote Line Aften.: 05 dB |
0

Up
_ Intrlvd| Fast |Intrlvd  Fast
ASO(kbps): -

T LSifkbps):
Local SHNR Margin: 0.0 d&

Rialue:
Remote SHNR Margin: 0.0 dB
Svalue:

DVafue: o

Self Test: Passed

DSL Standard: |T1413

Treliis Coding: | Disable
Framing Structure: | Framing-0

DSL Parameters Page

» The DSL Parameters and Status table displays settings preconfigured by the product
manufacturer or your ISP.

» The Config Data table lists various types of error and defects measurements found on
the DSL line.

You cannot modify this data.

From the DSL Status page, you can also click ﬂl to display DSL line performance
statistics.

DSL Statistics

No. of 15 Min. Valid Data Intervals: 0
No. of 15 Min. Invalid Data Intervals: O

Current 15-Min Interval Statistics
Elapsed Time(MM:55): 0:0
Errored Seconds:

Severely Errored Seconds:
Unavailable Seconds:
Current Day Statistics
Elapsed Time{HH: MM:55):
Errored Seconds:

Severely Errored Seconds:

tinavailable Seconds:

Previous Day Statistics
Monitored Time(RH: MM:55):
Errored Seconds:

Severely Errored Seconds:
Unavailable Seconds:

Detailed Interval Statistic (Past 24 hrs)

1-4 5—3|g-1‘2 13-16 1?-‘2l]|21—24

DSL Statistics Page
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The DSL Statistics page reports error data relating to the last 15-minute interval, the current
day, and the previous day.

At the bottom of the page, the Detailed Interval Statistic table displays links you can click on
to display detailed data for each 15-minute interval in the past 24 hours. For example,
when you click on 1-4, data displays for the 16 intervals (15-minutes each) that make up
the previous 4 hours. The figure below shows an example.

DSL Interval Statistics

15-Min Interval No, |Errored Seconds | Severely Errored Seconds Unavallable Seconds |Valid Data
lo 0 |o
(o o

|D

oslee|e|la ale

lwm W B W e

T

|o
lo
o
To
|o
i
|o

Detailed Interval Statistic (Past 24 hrs)
1-4 |5-8 0-12 |13-16 |17-20 |21-24

DSL Interval Statistics Page
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Using Diagnostics

The diagnostics feature executes a series of test of your system software and hardware
connections. Use this feature when working with your ISP to troubleshoot problems.

Running the Diagnostics Program
Follow these instructions to begin the diagnostics program:

1. Log into Configuration Manager, click the Admin tab, and then click Diagnostics
in the task bar.
The Diagnostics page displays.

Diagnostics
This page is used for performing diagnostics on the system,

WAN Interface: [ERgUES

Testing Connectivity to modem
Testing Ethernet connection UMK NOWK

Testing ADSL line for sync UMK NCWH

Testing Ethernet connection to ATHM UMKNCWH
Testing Telco Connectivity
Testing ATHM OA&M segment ping UMENCWEH

Testing ATHM &M end to end ping UMENCWR
Testing ISP Connectivity

Testing PPPoE server connectivity UMK N CW R

Testing PPPoE server session UMK N CW R [

Testing authentication with server -UNKNOWN"

Validating assigned IP address 0.0.0.0 UMENCWEH

Testing Internet Connectivity

Ping default gateway 0.0.0.0 UMK NCWH
Ping Primary Damain Mame Server UMK NCWH
Query DNS for www.globespanvirata.com LMK N O R

Ping www . globespanvirata.com LMK NCWR

Diagnostics Page

2. From the WAN Interface drop-down list, select the name of the WAN interface
you want to test.

3. Click __Submit |

The diagnostics utility runs a series of test to check whether the device's connections are

up and working. This takes only a few seconds and the results for each test are displayed
on screen (Pass, Fall, or Skipped). A test may be skipped if the program determines that

no suitable interface is configured on which to run the test.

You can click Help to display an explanation of each test. Work with your ISP to interpret
the results of the diagnostic tests.

Using the Ping Utility

Ping is a command you can use to check whether your PC can recognize other computers
on your network and the Internet. A ping command sends a message to the computer you
specify. If the computer receives the message, it sends messages in reply. To use ping,
you must know the IP address or domain name of the computer you want to communicate
with.
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For example, you can test whether the path to the ISP is working if you know the IP
address of their access server.

The Diagnostics page provides a utility for executing ping. Follow these steps:

1. Display the WAN tab, click Diagnostics in the task bar, and click PINg | ot the
bottom of the Diagnostics page.

The Diagnostics - Ping page displays:

Diagnostics - Ping

() Pest IP Address: | | |

"y Dest Hostpame: | |

Packets Transmitted Packets Received |Percent Packet Loss

Ping Results

Diagnostics — Ping Page

2. Inthe Dest IP Address text boxes, type the IP address of the computer you want
to ping.
Or, in the Dest Hostname text box, type the domain name of the target site (such
as yahoo.com or mydomain.net).

3. Click __Submit |

In a few seconds, the lower table will display values indicating the results after 4 ping
packets have been transmitted. If a connection is detected, the Packets Received value will
also equal 4. If no connection can be detected after 4 attempts, then the Packets Received
value will be 0 and the Percent Packet Loss will be 100%.

Using the Traceroute Utility

You can use the traceroute utility to view the IP addresses of all the hops that an IP packet
makes from the SOHOSpeed on its way to an Internet destination. You can use the results
of a traceroute to determine where a delay or transmission error is occurring.

The traceroute utility sends a specified number of ping or UDP packets (3, by default) to the
first router in the path toward the specified destination computer. These packets carry a
time-to-live (TTL) value of 1. The TTL value is a counter which is reduced by 1 by each
router that receives the packet. The first receiving router reduces the TTL from 1 to 0 and
responds with an ICMP message indicating that the packet has been discarded. The
receipt of this message enables the SOHOSpeed to determine:

» that the ping/UDP packets reached the initial router, and
» the packet's approximate time in transit.
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The traceroute utility then sends out packets with a TTL of 2. The First router that receives
the packet reduces the TTL to 1 and routes the packet to the next hop. The second router
that receives the packet reduces the TTL to 0 and responds with an ICMP timeout reply.
The next set of traceroute packets has a TTL of 3, and so on, until the traceroute packets
reach the destination computer. The destination computer replies with an error message
that signals the completion of the traceroute.

To perform a traceroute, you must know the destination IP address or host name. Follow
these steps to perform a traceroute:

1. From the Diagnostics page, click L_Traceroute |

The Diagnostic — Traceroute page displays:

Diagnostics - Traceroute

Destination
O Dest [P Address: ‘ |

O Dest Hostname: ‘

Config Data

. (&) Ping
Probe Message Type: &) uDP

Mo. of Probes per TTL:

Maximum hops:

Traceroute Timeout(secs):

Destination UOP pord:

[rraceroute [ conce [l oerour: (i el |

Traceroute Results

Diagnostics Page - Traceroute

2. Click either the Destination IP Address or Dest Hostname radio button, and then
type the appropriate data in the corresponding text box.
The destination host name must be in the form of a fully qualified domain name,
such as yahoo.com.
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3. Inthe Config Data section, change any of the following parameters, as needed:

Field Description
Probe The traceroute can use ping/UDP messages to conduct the traceroute. Some routers in
Message the path may not support one or the other method. Try one, and if not working, try the
Type other.
No. of The number of redundant packets that will be sent in each transmission (to account for
Probes per packets dropped due to connection or server problems).
TTL
Maximum The maximum number of hops that can be discovered in a traceroute before it
hops terminates.
Traceroute The number of seconds after sending ping/UDP packets that the traceroute will timeout if
Timeout no reply is received.
(secs)
Destination When the Probe Message Type is specified as UDP, the traceroute commands includes
UDP port an invalid destination UDP port address in the UDP packets. When a packet reaches the

destination, it is dropped and the computer replies with an error message. This error
message is used to identify the completion of the traceroute.

This field specifies the invalid UDP port number to use. This field is not used if the Probe
Message Type is ping.

4. Click Traceroute l

The results display in the window at the bottom of the page and include the IP address of
each router or computer reached, from the first to last hop, and the access time for each
packet sent.

to begin the trace.
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18 Upgrading the Software and Storing and

Restoring the Configuration Data

All system software is contained in a single file, called an image. The image is stored in
system flash memory and contains the operating system, device drivers, application code,
and configuration data. The configuration data includes all the customizable settings
described in this User's Manual.

You can upgrade the image by installing a new one provided by your ISP. You can also
save the current configuration data to a file, which you can later restore to system flash.

Upgrading the Image

Your ISP may from time to time notify you that a software upgrade is available. Upgrade
files may be provided to you in two ways:

» OnaCD-ROM or other media. You can use Configuration Manager to upload the file
from the CD-ROM drive or your PC'’s hard drive (or shared network drive) to system
flash.

» Onremote ISP server. You can use Configuration Manager download the file and load
it to system flash.

Upgrading Using an Image Stored Locally

Follow this procedure if you have obtained an updated image from your ISP and stored the
file on your PC, CD-ROM, or other media.

1. Insert the media containing the file in your PC’s CD-ROM/disk drive. You can
access the file from there or copy it to your hard drive or to any shared network
drive.

The name of the upgrade file must be either TEImage*.bin or TEPatch*.bin,
where * represents any number of characters.

2. Log into Configuration Manager, click the Admin tab, and then click Local Image
Upgrade in the task bar.
The Local Image Upgrade page displays.

Local Image Upgrade

This page is used to upload & new image ta the system,

lipgrade File: | |

Local Image Upgrade Page

3. Inthe Upgrade File text box, type the path and file name of the file. You can click

Browse. . to search for it.
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4. Select the file, and then click _Upload |

The following message box displays at the bottom of the page:

Loading New Software

Please do not interrupt the upgrade process. A status page will appear automatically when loading is
completed (about 1 minute).

When loading is complete, the following message displays (the file name may differ):

|Fi|e: TEImage.bin successfully saved to flash. Please reboot for the new image to take effect.

5. Turn off power to the unit, wait a few seconds, and turn it on again.

The new software will now be in effect. If the system fails to boot or is not working properly,
contact your ISP for assistance.

Uploading an Image Stored Remotely

Follow this procedure if the upgrade file is available by downloading from your ISP. Contact
your ISP to obtain the server and logon information required.

1. Log into Configuration Manager, click the Admin tab, and then click Remote
Image Upgrade in the task bar.
The Remote Image Upgrade page displays.

Remote Image Upgrade

This page is used to upload a new image to the system from a remote location.

Ie Address:

Upgrade Fife:

Hsername:

Password:

Remote Image Upgrade Page

If the page does not display a table, but displays only the Upload button, skip to
step 5. In this case, the download server IP address, filename, and logon
Note information has already been hard-coded into your system.

2. Inthe IP Address text boxes, type the IP address of the server from which the file
is to be downloaded.

3. Inthe Upgrade File text box, type the complete name of the file to be downloaded
and installed.
The file name can be either TEImage*.bin or TEPatch*.bin, where * represents
any number of characters.

4. Inthe Username and Password fields, type the logon information to the ISP's
server (if the ISP requires it).

5.  Click _Upload |

An alert window pops up displaying the following message:

Ilmage upgrade may take a few minutes after which the system will reboot.
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6. Click LI to start the image upgrade.

The file begins downloading from the ISP’s server and loading the image into
flash. When image upgrade is complete, the following message displays:

|Remote Image Upgrade Successful...

The system will proceed to reboot itself automatically. Wait 1 minute to allow the
reboot to complete. You must refresh your browser and log in again if you want to
continue using Configuration Manager.

Storing and Restoring Configuration Settings

Many of the SOHOSpeed'’s software features, such as those documented in this User’s
Manual, can be configured in various ways to address your needs or your ISP’s
requirements. This configuration data becomes part of the software image. You can extract
configuration data from the software image and save it on your PC as a text file. If you later
change the system configuration, but then want to revert to the previous settings, you can
load the configuration file back to the system.

This feature may be especially useful when you receive an image upgrade file from your
ISP containing software updates. Uploading the new image may overwrite your customized
settings with default values. Before you load the new image, you can store the
configuration settings. Then, after you load the image, you can restore your previous
configuration.

Follow these instructions to save and restore the configuration file:

1. Ensure that any changes you have made in the current session have been
committed (click the Admin tab, click Commit & Reboot in the task bar, and then

click Commit )

2. Inthe Admin tab, click Backup/Restore Config in the task bar.
The Backup/Restore Config page displays:

Backup/Restore Config

This page i5 used to backup/restare system configuration toffram the local machine.

Configuration File: | |

save cornic W uoioaa [ cancer (N iio |

Backup/Restore Config Page
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3.

» To save the current configuration, click

Perform either of the following:

Save Config

A Windows dialog box will display to enable you to choose where to save the file.
The file is named commitedcfg.cfg and can be opened with any text editor.

You can change the file name to identify the date or characteristics of the
configuration; however, you must change it back to commitedcfg.cfg before
restoring it.

To restore a saved configuration file, click B”:'il
A Windows dialog box will display to enable you to select the file, which must be
named commitedcfg.cfg, from your PC or network. Double-click the file and then

dick _Upload |

uploaded:

. The following message displays while the file is being

Loading New Software

Please do not interrupt the upgrade process. The system will reboot soon. Please open a new browser
window to continue browsing.

When the system reboots, your connection to the Configuration Manager will be
suspended and may appear to hang. If you want to continue to use Configuration Manager,
wait about 30 seconds and Refresh the browser window (e.g., press <F5> if using Internet
Explorer). You may need to log in again.

115




SOHOSpeed ADSL Ethernet Router User's Manual

19 Modifying Port Settings

This chapter describes how to modify the Port ID numbers associated with the
SOHOSpeed's Web, FTP, and Telnet servers.

Modifying the SOHOSpeed’s Port Numbers

In some cases, you may want to assign non-standard port numbers to the HTTP and
Telnet servers that are embedded on the SOHOSpeed. The following scenario is one
example in which changing the HTTP port number may be necessary:

>

You have an externally visible Web server on your LAN, with a NAT rule (RDR flavor)
that redirects incoming HTTP packets to that Web server. When incoming packets
contain a destination IP address of your public IP address (which is assigned to the
ADSL/Ethernet router’'s WAN interface) and the standard Web server port number of 80,
the NAT rule recognizes the port number and redirects the packets to your Web
server’s local IP address.

Assume in this scenario that you also want to enable external access to the
SOHOSpeed's Configuration Manager, so that your ISP can log in and manager your
system, for example. Accessing Configuration Manager requires accessing the
SOHOSpeed's own Web server (also called its HTTP server). In this case, you would
want to use the Port Settings feature to assign a non-standard port number to the
SOHOSpeed's HTTP server. Without a non-standard port number, the NAT rule would
redirect your ISP’s log in attempt to your LAN HTTP server rather than to the HTTP
server on the SOHOSpeed.

Thereafter, when your ISP wants to log on to your Configuration Manager, they would
type your IP address in their browser, followed by a colon and the non-standard port
number, as shown in this example:

http://10.0.1.16:61000

Your ISP may also have special circumstances that require changing the port numbers;
contact them before making any changes here.
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Follow these steps to modify port settings:

1. Log into Configuration Manager, click the Admin tab, and then click Port
Settings in the task bar.
The Port Settings page is shown below.

Part Settings

This page is used to modify various port settings across t

HTTP Port:
(80, 61000-62000)

Telnet Port:
(23, 61000-62000) 23
FTE Port:

(21, 61000-62000) 2N

Port Settings Page

2. Type the new port number(s) in the appropriate text box(es) and click ﬂl
The default port numbers are shown in previous figure. You can enter non-
standard port numbers in the range 61000-62000.

3. Click Commit & Reboot in the task bar, and click ﬂl to save your
changes to permanent memory.

4.  On the Commit & Reboot page, click M.

Note that the new settings will not be effective until you reboot the system.
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Appendix: Troubleshooting

This appendix suggests solutions for problems you may encounter in installing or using the
SOHOSpeed, and provides instructions for using several IP utilities to diagnose problems.

Contact Customer Support if these suggestions do not resolve the problem.

Problem

Troubleshooting Suggestion

LEDs

POWER LED does
not illuminate after
product is turned on.

Verify that you are using the power cable provided with the device and that it is
securely connected to the SOHOSpeed and a wall socket/power strip.

LINK WAN LED
does not illuminate
after phone cable is
attached.

Verify that a standard telephone cable like the one provided is securely connected to
the ADSL port and your wall phone jack. Wait 30 seconds to allow the device to
negotiate a connection with your ISP.

LINK LAN LED does
not illuminate after
Ethernet cable is
attached.

Verify that the Ethernet cable is securely connected to your LAN hub or PC and to the
SOHOSpeed. Make sure the PC and/or hub is turned on.

Verify that you are using a straight-through type Ethernet cable to the uplink port on a
hub or a cross-over type cable to a stand-alone PC. If you connected the device to an
ordinary hub port (not Uplink), you must use a straight-through cable. (Hold the
connectors at each end of the cable side-by-side in the same position. If the order of
their color-coded wire pairs is the same, it is a straight-through type.) Contact
Customer Support if your cable is not the correct type.

Verify that your cable is sufficient for your network requirements. A 100 Mbit/sec
network (10BaseTx) should use cables labeled Cat 5. 10Mbit/sec cables may tolerate
lower quality cables.

Internet Access

PC cannot access
Internet

Use the ping utility, discussed in the following section, to check whether your PC can

communicate with the SOHOSpeed’s LAN IP address (by default 192.168.1.1). If it

cannot, check the Ethernet cabling.

If you statically assigned a private IP address to the computer, (not a registered public

address), verify the following:

0 Check that the gateway IP address on the computer is your public IP
address. If it is not, correct the address or configure the PC to receive IP
information automatically.

o Verify with your ISP that the DNS server specified for the PC is valid.
Correct the address or configure the PC to receive this information
automatically.

o Verify that a Network Address Translation rule has been defined on the
SOHOSpeed to translate the private address to your public IP address. The
assigned IP address must be within the range specified in the NAT rules.
Or, configure the PC to accept an address assigned by another device. The
default configuration includes a NAT rule for all dynamically assigned
addresses within a predefined pool.

PCs cannot display
web pages on the
Internet.

Verify that the DNS server specified on the PCs is correct for your ISP, as discussed in the
item above. You can use the ping utility, discussed in the following section, to test
connectivity with your ISP’s DNS server.
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Configuration Manager Program

You forgot/lost your
Configuration
Manager user ID or
passwor.

If you have not changed the password from the default, try using “root” as both the
user ID and password. Otherwise, you can reset the device to the default
configuration by pressing the Reset button on the back panel of the device (using a
pointed object such as a pen tip). Then, type the default User ID and password shown
above. WARNING: Resetting the device removes any custom settings and returns all
settings to their default values.

Cannot access the
Configuration
Manager program
from your browser.

Use the ping utility, discussed in the following section, to check whether your PC can
communicate with the SOHOSpeed's LAN IP address (by default 192.168.1.1). If it
cannot, check the Ethernet cabling.

Verify that you are using Internet Explorer v5.0 or later, or Netscape Navigator v6.1 or later.
Support for Javascript® must be enabled in your browser. Support for Java® may also be
required.

Verify that the PC’s IP address is defined as being on the same subnet as the IP address
assigned to the LAN port on the SOHOSpeed.

Changes to
Configuration
Manager are not
being retained.

Be sure to use the Commit function after any changes.

Diagnosing Problem using IP Utilities

ping

Ping is a command you can use to check whether your PC can recognize other computers
on your network and the Internet. A ping command sends a message to the computer you
specify. If the computer receives the message, it sends messages in reply. To use it, you
must know the IP address of the computer you are trying to communicate with.

On Windows-based computers, you can execute a ping command from the Start menu.
Click the Start button, and then click Run. In the Open text box, type a statement such as

the following:

ping 192.168.1.1

Click LI You can substitute any private IP address on your LAN or a public IP
address for an Internet site, if known.

If the target computer receives the message, a Command Prompt window displays like that

shown below.

Using the ping Utility

If the target computer cannot be located, you will receive the message “Request timed out.”

Using the ping command, you can test whether the path to the SOHOSpeed is working
(using the preconfigured default LAN IP address 192.168.1.1) or another address you

assigned.
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You can also test whether access to the Internet is working by typing an external address,
such as that for www.yahoo.com (216.115.108.243). If you do not know the IP address of a
particular Internet location, you can use the nslookup command, as explained in the
following section.

From most other IP-enabled operating systems, you can execute the same command at a
command prompt or through a system administration utility.

nslookup

You can use the nslookup command to determine the IP address associated with an
internet site name. You specify the common name, and the nslookup command looks up
the name in on your DNS server (usually located with your ISP). If that name is not an entry
in your ISP’s DNS table, the request is then referred to another higher-level server, and so
on, until the entry is found. The server then returns the associated IP address.

On Windows-based computers, you can execute the nslookup command from the Start
menu. Click the Start button, and then click Run. In the Open text box, type the following:

nslookup

Click Ll A Command Prompt window displays with a bracket prompt (>). At the
prompt, type the name of the Internet address your are interested in, such as
www.microsoft.com.

The window will display the associate IP address, if known, as shown below.
e =10l x|

- 2746177182

Using the nslookup Utility

There may be several addresses associated with an Internet name. This is common for
web sites that receive heavy traffic; they use multiple, redundant servers to carry the same
information.

To exit from the nslookup utility, type exit and press <Enter> at the command prompt.
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