HEeSS

Read This First

Supplemental
User’s Manual
For the Model
PM Controller

Environmental Stress Systems, Inc. 21089 Longeway Road, Sonora, CA 95370 USA ©ESS, Inc. Feb. 2011
Tel: +1.209.588.1993 Fax: +1.209.588.1997 Email: support@essproducts.com Web: http:// www.essproducts.com




This page is left intentionally blank

ESS, Inc. Supplement to PM User’s Manual

© ESS, Inc. February 2011



Table of Contents

0L Lo To Lo 10 gl o o L= B Y ot o] [T USSR 4
Front panel diSPIays ANa KEYS.........ciuiiiieiiie ettt et e e e e e e st et e besbesteese et s ess e st e eesbesteeReasee e esbesbeabesbeeaeeseessenbeseesrenrs 4
Understanding model PM controller Pages and MENUS..........coviieioiiieie e seesee e sttt sre e eseeaeaestesaessessaeseessenseseessesses 6
AACCESSING TNE PIM PAJES. ... c.vitiitiitiitietietee e e ettt e et st et e s te e teeteese e s ee e e s teste e eesEe a8t a8 e e seen e ee s e e EeaRe e R e eneeneesee e e beaRenaeeneeneeseeneeneenrens 7
L0 T aTo L= Sy e=TaTo LT a0 IR € o 1) ] o PSSP 9
REMP L0 SEEPOINT ...ttt bbbt bbb bbb e £ b e bR e bbb £ bbb £ ek b £ b b e bt e b b et et e b et st b 10
(g (01 1111 o [T TS O O S T S O S T O OO T POV TOUR P POPRPO 11
Creating @ NBW PFOTIIE ...tk b ettt bt b e s bt b e s bt b e b et b e sb et et s bt et bttt 13
CUSTOMIZING ThE HOME PAJE ...ttt b bbb e bt bt et et e b eh e e b e e bt e bt e e e n b e nbeeb e e be e bt eb e e s enbenbesbenbeaneas 17
COMIMUNICALIONS ...ttt ettt b etttk b etk h et b e e b e ek 4 b £ e h e AR e e e b £ 4R £ e b e AR e e e b e 4 E e A e e b e A h e R e e b e A b e R e b e e b e s b e b e e b et e b e e b et et e r et et n e 20
F U (0 (U L= TP OP TP 23
g Yo = =To T g VL /N - U g O] o o 1L OSSR 25
USET SETLINGS SAVE & RESTOTE......itiiiiciiieiieie ittt st e vt te e e e e et e te st e st e s beeteatease et s e s es b e eeabeEeabeateeseesbese e besbeabeabeeneesee e enbeneentenreans 27
[T R T 1= ol | 1 S 28
A0 V=T Tor=To B T- ol U 1 P 29

ESS, Inc. Supplement to PM User’s Manual © ESS, Inc. February 2011 -3-



Using your model PM controller

Your model PM controller is completely configured and ready to use. The upper red display shows the
current thermal platform temperature. The lower green display shows the current set point. Use the UP
arrow key A to increase the set point value and the DOWN arrow key ¥ to decrease the set point value.
That’s all there is to it to begin using your model PM controller.

However if you would like to do more than just change the set point, you’ll need to familiarize yourself with
the many different keys, displays, pages, menus and features of your PM controller.

Front panel displays and keys

Displays

The front panel of your model PM controller is made up of a display area and several keys or buttons. The
controller will have either five or six keys depending on which model you have. The main portion is divided
into an upper and lower alpha-numeric seven segment LED display. The display also has several other
indicating symbols. During normal use of your model PM controller you will use the Home Page. The
Home Page is the default display after the initial power-up. A detailed description of the different pages and
their functions will be explained later in this manual.

The following descriptions apply when you are at the Home Page or normal operating display of the
PM controller.

The upper red LED display shows the current thermal platform temperature. The lower green LED display
shows the current set point. The temperature unit (°C) is shown to the right of the upper display. The
number LEDs going from top to bottom on the right side of the display indicate which control outputs are
active. Outputs control active controller functions such as heating, cooling, compressors, limits, alarms, etc.
The table below lists the outputs and their typical assignments for the various types of systems:

Output single channel dual channel Thermal plate system with | MRTP System
No. thermal plate system | thermal plate system integrated limit/alarm
1 Heating Heating channel 1 Heating Heating
2 Cooling Cooling channel 1 Cooling Cooling
3 Not present Heating channel 2 Cooling undertemp. alarm | Compressor
4 Not present Cooling channel 2 Heater overtemp. limit Spare

The LED that looks similar to a line graph indicates that a profile is running, if your model PM has the
profiling feature. The LED that looks like a telephone handset J indicates when the PM controller is
communicating with another device such as a PC.
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Keys

The model PM controller has either 5 or 6 keys depending on what model you have. The EZ key is a “soft”
or programmable key that can be configured by the user to perform a specific task but has no function until
one is assigned to it by the user. Some PM controllers will have two EZ keys labeled EZ1 and EZ2. The
ADVANCE key scrolls through all of the information or commands that are available from the Home Page
or can be used to scroll though menus in the other pages. The model PM page structure will be discussed in
more detail later in this manual. The UP and DOWN arrow keys are used to raise or lower the set point or to
change parameter values. The INFINITY key is used to back up one level or to return to the Home Page
from any other page. If your controller has the integrated limit/alarm control, the INFINITY key will be
labeled with the word RESET instead of the Mobius * symbol. The RESET key has the same function as
the INFINITY key and can also be used to “reset” the controllers after a limit or alarm condition has been
rectified. The optional integrated limit/alarm control will be discussed later in this manual.

Temperature Units:

Upper Display: 1/8 DIN (Ma) Horizontal

In the Home Page, displays the process
value, otherwise displays the value of
the parameter in the lower display.

Indicates whether the temperature
is displayed in Fahrenheit or Cel-
sius.

ercent Units:

Lights when the controller is dis-
playing values as a percentage or
when the open-loop set point is dis-

Zone Display:
Indicates the controller zone.
1to9=zones1to9

A = zone 10 E = zone 14 played.

b = zone 11 F = zone 15

C = zone 12 h = zone 16 Output Activity:

di=%one 13 Number LEDs indicate activity of
outputs. A flashing light indicates

Lower Display: output activity.

Indicates the set point or output power Profile Activity:
value during operation, or the param- " : .

4 Lights when a profile is running.
eter whose value appears in the upper Finehes when & profile is parsed.
display.

EZ Key/s:

This key can be programmed to do Communications Activity
various tasks, such as starting a pro-

Flashes when another device is
file.

communicating with this control-
ler.

Channel Display:

Indicates the channel for any given
EZ-ZONE module.

= Available with the PM4, 8 and 9
only.

Up and Down Keys 0 O

In the Home Page, adjusts the set

point in the lower display. In other
pages, changes the upper dis-

play to a higher or lower value, or

changes a parameter selection.

Advance Key ©

Advances through patameter
prompts.

Infinity Key @

Press to back up one level, or
press and hold for two seconds to
return to the Home Page. From
the Home Page clears alarms and
errors if clearable.
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Understanding model PM controller pages and menus

The model PM controller uses a page based system of organization. All of the controller parameters and
functions are organized into five sections known as pages. The five sections are named the Home Page, the
Operations Page, the Setup Page, the Profiling Page and the Factory Page. If all you want to be able to do
is raise and lower the set point you will never need to leave the Home Page and the only keys you will
ever have to use are the UP and DOWN arrow keys.

The Home Page

The Home Page is the location where you will access all the information and commands you use on a daily
basis. The model PM controller automatically goes to the Home Page at power up. The Home Page is where
you will raise or lower the set point, view the current thermal plate temperature, view the device under test
temperature if your PM has the second sensor option and create, edit, start and stop profiles if your PM
controller has the profiling option. Most uses will never need to leave the Home Page. You can edit the
Home Page to add or remove features and this will be discussed later in the manual. After power up, the
Home Page will show the current thermal platform temperature in the upper red display and the current set
point in the lower green display. Pressing the up or down arrow key will increase or decrease the set point.
The green ADVANCE key will allow you to scroll through additional information displays or commands
that have been defined in the Custom Setup menu in the Factory Page. The Custom Setup menu and the
Factory Page will be covered in more detail later in this manual.

The Operations Page

The operations page contains additional information and commands. Most users will have everything they
need for typical operation already available at the Home Page. The Operations Page contains information or
commands that are typically used much less frequently if at all by most users. For example, the Operations
Page is where manual or automatic (Autotune) adjusting of the PID values occurs. For most users, the
default PID values are sufficient and manual or Autotuning is not necessary.

The Setup Page

The Setup Page is where all of the critical information that the PM controller needs to properly perform its
task is located. For example, the Setup Page is where the sensor inputs and control outputs are defined. For
this reason it is very important to only make changes to the Setup Page if you are absolutely certain that the
change you make will not alter a critical parameter that will cause the PM to function improperly. In most
cases the user never needs to enter the Setup Page. However, there are some features located in the Setup
Page that a user may want to have access to. The Ramp to Set Point feature, EZ key function assignment,
User Settings Save & Restore command and remote Communications parameters are all located in the Setup
Page. Use caution when entering the Setup Page and be sure to make changes only to the features mentioned
above. Never change Analog Input, Limit, Control Loop (other than Ramp Action), Output, or Alarm
parameters. Always contact the ESS, Inc. support department before making a change to the Setup Page if
you are unsure about how it will affect the PM controller.
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The Profiling Page

If your model PM controller has the Profiling option then the Profiling Page is where all of the information
that defines the Ramp & Soak Profiles is located. The Profiling Page is accessed from the Home Page by
pressing and holding down the ADVANCE key for three (3) seconds). Ramp and Soak profiles are
discussed in more detail in the Profiling section below.

The Factory Page

The Factory Page contains critical information and commands not directly associated with the day to day
operational functions than must be performed by the model PM controller. For example, the Factory Page is
where the Custom Setup Menu is located. The Custom Setup Menu stores what information and commands
are shown in the main display area of the Home Page after power-up and what information and commands
are available to the user when the ADVANCE key is pressed from the Home Page display. The Factory
Page is also where Security, Diagnostic and Calibration information and tasks are stored and performed. For
most users, the Factory Page like the Setup Page will rarely if ever be accessed. Use caution when entering
the Factory Page. Do not make changes in the Security Menu without first reading and understanding the
Security section of this manual. Never make changes to the Calibration menu unless you completely
understand and are fully qualified to perform the calibration process.

Accessing the PM Pages

The PM controller has five pages where all of the information, commands and functions for its operation are
located. The Home Page is the default location when the PM controller is powered-up and where most of
the day to day tasks are performed from. The Home Page can be reached from any other page by pressing
the INFINITY (RESET) key. The Operations Page is reached from the Home Page by pressing the UP and
DOWN arrow keys simultaneously for three (3) seconds. The Setup Page is reached from the Home Page by
pressing the UP and DOWN arrow keys simultaneously for six (6) seconds. The Profiling Page is reached
from the Home Page by pressing the ADVANCE key for three (3) seconds. The Factory Page is reached
from the Home Page by pressing the ADVANCE key and the INFINITY (RESET) key simultaneously for
six (6) seconds. See the guide below for a quick reference on how to access the various pages. See the
Security section of this manual for more information on accessing pages and menus. You will need to
change the Write Security level to make page & menu changes. You can always view (Read) all of the
pages & menus from t he front panel of the PM controller.

Always use considerable caution when entering the Operations, Setup and Factory Pages of the PM
controller. Critical operational information is stored in these pages. Incorrectly altering the set up parameters
in these pages can cause the PM controller to function improperly or not work at all. Always make notes of
the settings before making changes in case you need to re-enter them later.
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Factory Page from Home Page: Press both the Advance @ and Infinity @ keys for six
seconds.
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Understanding the display

Display

Visual information from the control is displayed to
the observer using a fairly standard 7 segment dis-
play. Due to the use of this technology, several char-
acters displayed need some interpretation, see the
list below:

M=1 [@m=0_ |&=i [el=r
@=2 (A=A |g=J |@-=8
I =3 |Bl=b |HW=K |[E=t
=4 |@@0=c [0=L [@=u
G =5 [d=d [P1=M [[=v
B =6 [E=E |ma=n [LJg=w
W=7 |F=F |ol=0 [@=y
B=8 [@=g |P=P |@=2
9 =9 [(Al=h _[@ =g
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Ramp to Set Point

The PM controller has a ramp to set point feature that allows the user to define the rate that the thermal
platform temperature changes when a new set point is entered. The temperature ramp rate can be whatever
rate of change you want in degrees C/minute up to the maximum rate that the thermal platform is capable of.
To use the Ramp to Set Point feature you will need to enable it. The Ramp to Set Point feature is located in
the Control Loop menu of the Setup Page. Use the following instructions. The text boxes will show what
you should see in the PM display. Go to the Setup Page:

Ai

SEt

Press the UP or DOWN arrow key until you see:

LooP

SEt

Press the ADVANCE key until you see:

oFF

rP

Press the UP or DOWN arrow key until you see:

StPt

rP

Press the ADVANCE key again and you shoud see:

Min

r.SC

If you see hoUr in the upper display then the Ramp Scale is set to hours instead of minutes. Press the UP or
DOWN arrow key until you see Min in the upper display. Press the ADVANCE key again and you should
see: where n is the current rate of change in °C/second

n

r.rt

Press the UP or DOWN arrow key until you see your desired rate of change in °C/second in the upper
display.

Press the INFINITY (RESET) key for three (3) seconds to return to the Home Page. The next time you enter
a new set point the PM will automatically ramp the thermal plate to the new set point at the rate you entered.
You will see rP1 in the upper display and Attn in the lower display alternating with the normal Home Page
display to indicate the ramp to set point is in progress.
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Profiling

Profiling is a feature that allows the PM controller to automatically execute a series of ramps & soaks. A
ramp is a controlled temperature rate of change to desired set point. A soak is a period of time that the
thermal platform will soak or “dwell” at the desired set point temperature. The PM is capable of storing up
to four profiles named 1 through 4. Each profile can have up to ten (10) steps. A step tells the profile what
action to perform next. For example, a step can be a ramp rate with a set point temperature, a soak period in
hours/minutes/seconds or an end type to terminate the profile. You can use a jump loop step — jump count to
repeat a profile. Using the jump loop — jump to step links profiles and allows the creation of a profile with

up to forty (40) steps.

A typical profile would require a minimum of seven (7) steps and be comprised of three (3) rate steps, three
(3) soak steps and one (1) end step. If you want the profile to repeat itself you would need to add one (1)
jump step so then a minimum of eight (8) steps would be required. You can use an Unused Step type as a
place holder for step #7 in the table below if you do not want the profile to repeat now but may want to add
a Jump Loop — Jump Count step to be able to repeat the profile later. More on repeating profiles will be
explained later in this section. See the table below:

Step

1 Step Type | Target Set Point Rate Eventl* Event2*
Rate 85 10° C/min off off

2 Step Type Hour Minute Second Eventl Event2
Soak 0 15 0 off off

3 Step Type | Target Set Point Rate Eventl Event?2
Rate -50 10° C/min off off

4 Step Type Hour Minute Second Eventl Event2
Soak 0 15 0 off off

5 Step Type | Target Set Point Rate Eventl Event2
Rate 25 10° C/min off off

6 Step Type Hour Minute Second Eventl Event2
Soak 0 15 0 off off

7 Step Type Jump Step Jump Count Eventl Event2
Jump Loop 1 10 off off

8 Step Type End Type Eventl Event2
End Hold off off

* The Eventl & Event2 condition sets the state of these outputs during the step and is only used in
special custom control applications.
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Notes on Steps

A Wait for Event step will wait for up to two Wait Events to be satisfied while maintaining up to two
Event outputs. A Wait for Process step will wait for the Process Value (PV) to match the Wait for Process
value, while maintaining up to two Event outputs. A Wait for Process or Event step will wait for the
Process Value (PV) to match the Wait for Process value, and wait for any specified Event input conditions
to be satisfied.

A Wait for Both step will wait for the process value to match the Wait for Process value and up to two
Wait Events to be satisfied while maintaining up to two Event outputs. These step types are typically used
only in custom applications and are not part of a typical thermal platform profile.

A Jump Loop step will jump to the Jump Step the number of times designated in Jump Count, while
maintaining up to two Event outputs. To repeat a profile typically you would jump to step 1.

Setting up a Loop

You can repeat steps by setting up a simple loop. Use Jump Step to select a step to jump to. Use Jump
Count to set the number of jumps from 1 to 9999. A value of 0 creates an infinite loop. If you only want
the profile to run once then do not use the Jump step. You can use the Unused Step as a placeholder if
you would like to add a Jump Count step later.

An End step will set up to two Event outputs and end the profile. If a profile doesn’t include an End step,
control will move to the next step. If no End step in encountered, after step 40, control will default to the set
point in effect before the profile started. An Unused Step is, in effect, an empty step that can be used to
erase a step in the profile. Event outputs are only used in custom control applications.

Use End Type to select what the PM will do when the profile ends.

End Types

* User reverts to the previous set point. We do not recommend using End Type - User

* Off sets Control Mode to off. We recommend that you do not use End Type — Off because you will not be
able to enter set points manually from the Home Page using the UP and DOWN arrow keys until you set
Control Mode back to Auto. The Control Mode command is found in the Control Loop menu of the
Operations Page. It is not made accessible in the default PM setup with the ADVANCE key from the Home
Page unless the user has added this command to the Custom Parameter menu in the Factory Page™.

+ Hold will switch control to the last closed-loop set point. We recommend using End Type — Hold

* The reason we do not recommend using Off as the End step type is that this choice will put the PM
Control Mode into the Off state. No set points can be entered from the Home Page if the PM Control Mode
is set to Off. The PM controller needs the Control Mode set to Auto in order to be able to manually enter
closed loop set points from the Home Page. The only way to change the Control Mode from Off to Auto is
from the Control Loop menu in the Operations Page. We purposely do not add the Control Mode command
to the Custom Setup menu so as to make it unavailable by using the ADVANCE key from the Home Page.
This is because Control Mode has a third option called Manual. In Manual Control Mode, the PM
controller becomes an open loop controller. An open loop controller drives the heat or cool output at a
percentage from 0% to 100% regardless of the temperature based on the percentage value that is entered
from the Home Page. We do not want a user to inadvertently enter Manual Control Mode so we do not
make it accessible from the Home Page. If you ever see the red % symbol illuminated on the PM display
you are in Manual mode. You will need to change the Control Mode back to Auto.
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Creating a New Profile

From the Home Page press the ADVANCE key for three (3) seconds. You should see:

P1

ProF

If you don’t see P1 in the upper display, use the UP or DOWN arrow key to select Profile 1

Press the ADVANCE key. You should see:

1

Pl

If you don’t see 1 in the upper display, use the UP or DOWN arrow key to select Step 1. Press the
ADVANCE key and you should see:

rAtE

S.tyP

If you don’t see rAtE in the upper display, use the UP or DOWN arrow key to select Step Type rAtE. Press
the ADVANCE key and you should see:

85

t.SP1

The 85 in the upper display is the first set point in the profile. Use the UP or DOWN arrow key to enter the
set point. Press the ADVANCE key and you should see:

10

rAtE

The 15 in the upper display is the ramp rate in © C/minute for first set point in the profile. Use the UP or
DOWN arrow key to enter the ramp rate in © C/minute. Press the ADVANCE key and you should see:

oFF

Ent 1

Press the ADVANCE key again and you should see:

oFF

Ent 2

You have completed programming the 1% step.
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Press the INFINITY (RESET) key then use the UP or DOWN arrow key to begin editing step 2. You should
see:

2

P1

Press the ADVANCE key and then use the UP or DOWN arrow key to choose soak for step 2. You should
see:

SoAh

S.tyP

Press the ADVANCE key and then use the UP or DOWN arrow key to set the soak time in hours for step 2.
In this sample we are soaking for less than 1 hour so we enter a 0. You should see:

0

hoUr

Press the ADVANCE key and then use the UP or DOWN arrow key to set the soak time in minutes for step
2. In this sample we are soaking for 15 minutes so we enter 15. You should see:

15

Min

Press the ADVANCE key and then use the UP or DOWN arrow key to set the soak time in seconds for step
2. In this sample we are soaking for 15 minutes and no seconds so we enter 0. You should see:

0

SEC

Press the ADVANCE key and you should see:

oFF

Ent 1

Press the ADVANCE key again and you should see:

oFF

Ent 2

You have completed programming the 2nd step of the profile. You can enter any value you want for the
hours/minutes/seconds in the soak step. Use this same procedure for steps 3, 4, 5 & 6; creating two more
rate steps and two more soak steps to create a three temperature ramp & soak profile similar to what is in the
profile table above. Next we will describe the Jump Step and End Step.
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Go to step 7 of Profile 1. Press the ADVANCE key and then use the UP or DOWN arrow key to select
Jump Loop for step 7. You should see:

JL

S.tyP

Press the ADVANCE key and then use the UP or DOWN arrow key to Jump Step 1. This will instruct the
profile to return to step 1 after the third soak period is complete. You should see:

1

JS

Press the ADVANCE key and then use the UP or DOWN arrow key to set Jump Count to 3. The value you
enter in your own profiles can be a number from 0 to 9999. This will instruct the profile how many times to
repeat. 0 will cause the profile to loop infinitely. If you do not want the profile to repeat, do not enter a Jump
Loop step or make this step an Unused Step as a place holder in case you want to add a Jump Loop — Jump
Count step later. You should see:

3

JC

Press the ADVANCE key and you should see:

oFF

Ent 1

Press the ADVANCE key again and you should see:

oFF

Ent 2

Go to the 8" step and enter an END step type. You should see:

End

S.tyP

Press the ADVANCE key and then use the UP or DOWN arrow key to set the end step type to HOLD. This
will instruct the profile to hold at the last set point when the profile has completed. You should see:

holLd

End

You have completed programming a typical three temperature profile. Press the INFINITY (RESET) key
for at least 3 seconds to return to the Home Page.

You can start (ProF), stop (End), pause (PAUS) and resume (rESU) a profile with the P.AC1 (Profile
Action) command. If you decide to take no action when at the P.AC1 command prompt then select nonE in
the upper display. The P.AC1 command is accessible from the Home Page by pressing the ADVANCE key.
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Starting a Profile
From the Home Page press the ADVANCE key until you see:

1

P.Stl

If you want to run a profile other than Profile 1 use the UP or DOWN arrow key to select the profile step
you want to start with in the upper display. Profile 1 starts with step 1. Profile 2 starts with step 11. Profile 3
starts with step 21 and profile 4 starts with step 31.

Press the ADVANCE key again and then use the UP or DOWN arrow key to choose Profile to begin
execution. You should see:

ProF

P.ACI1

Press the ADVANCE key and the profile should start. You will see the red LED that resembles a line graph
light up on the right hand side of the display. Press the Infinity or RESET key to get back to the Home Page
display. You will see the target set point shown in the lower green display. The target set point will change
based on the ramp rate you entered for each rate step. If you entered a ramp rate that is faster than the
thermal platform is capable of achieving the target set point will adjust the rate to allow the thermal platform
to “catch-up”.

Guaranteed Soak

Guaranteed Soak is a feature used with a profile to be sure that the thermal platform reaches the set point
before the soak time clock starts and maintains the set point within a tolerance in order for the soak time
clock to continue counting down. When Guaranteed Soak Enable is operating the Guaranteed Soak
Deviation value is active. The Guaranteed Soak Deviation is the + tolerance in degrees around the set point
that the thermal platform temperature must stay within in order for the soak clock to start and keep counting
down. The Guaranteed Soak Deviation must be satisfied for the profile to continue. The default Guaranteed
Soak Deviation value is 2 degrees but can be modified in the Global Menu of the Setup Page. During a ramp
the target set point is adjusted if the thermal platform is unable to maintain the programmed rate of change.
Once the desired set point is reached the thermal platform temperature must stay within the deviation
tolerance. If it does not, the soak clock will pause until it comes back into tolerance. For example, if you
program a set point of 100 degrees, the soak clock can start when the thermal platform reaches 98 degrees.
As long as the thermal platform temperature stays between 98 and 102 degrees (£2 degrees) the soak clock
will continue counting down. If the temperature is outside of the deviation tolerance, the soak clock will halt
until the temperature returns to within tolerance. This guarantees that the DUT soaks the required time.

on

9SE

Guaranteed Soak Enable - ON

2

9Sd1

Guaranteed Soak Deviation - +2 degrees
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Customizing the Home Page

Your PM controller has all of the features, commands and information necessary for typical
operation already available to the user from the Home Page by pressing the ADVANCE key.
However, based on your specific application or how you use your PM controller, you may want to add
additional features, commands or information to your Home Page. Every feature of the PM controller is
either already available from the Home Page or by entering one of the PM’s menus in the other pages. For
example, if Ramp Action is enabled and you would like to be able to enter a new Ramp Rate from the Home
Page without having to enter the Setup Page, you would need to add this feature to the Custom Setup menu.
Manually tuning the PID values or using the PID Autotune feature is also not accessible from the Home
Page unless it is added to the Custom Setup menu. You will have to enter the Control Loop menu of the
Operations Page to access these features.

Bear in mind that the PM controller comes ready to use and in the vast majority of applications needs
no changes to the PID values. Do not modify the PID values unless you are experience with PID
tuning. Always record the PID values before altering them in case you need to re-enter them later.
Make sure you have saved your PM’s parameter setup configuration into the User Set 2 memory
location using the User Settings Save feature before altering any of the PM’s setup parameters. The
User Settings Save feature is explained in more detail later in this manual.

You can edit the Custom Setup menu in the Factory Page to add features to your Home Page that will then
be accessible by pressing the ADVANCE key. Pressing the ADVANCE key allows you to scroll through all
of the information or commands that are assigned to the twenty (20) Custom Setup parameter locations.
Custom Setup parameter locations one and two are by default allocated to the Home Page upper and lower
display at power up. While you can edit what is assigned to these two parameter locations we
recommended that you leave them as they are and use the unassigned parameter locations to add
information displays or commands to your Home Page display. An unassigned parameter location will show
NonE in the upper display with PAr in the lower display.

nonE

PAr

To edit the Custom Setup parameters, go to the Custom Setup menu in the Factory Page. You should see:

CUSt

FCty

Press the ADVANCE key and then the arrow keys to display the parameter location you would like to edit.
For example, if you would like to edit Custom Setup menu parameter #8 you should see:

8

CUSt
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Press the ADVANCE key to see what is assigned to this location. If the parameter location is not already
assigned to something you see NONE in the upper display. If something is already assigned to this parameter
location then look for an unassigned location. Use the arrow keys to scroll through the parameter options to
make your selection. For example, if you would like to add the ability to change the Guaranteed Soak
Deviation value from the Home Page, you would see:

9Sd1

PAr

Custom Setup Menu Parameter List

Parameter | Display Description of Display Notes
1 nonE None Nothing assigned
2 9Sd1 Guaranteed Soak Deviation Value 1 | Use with profiles
3 9Sd2 Guaranteed Soak Deviation Value 2 | Use with profiles
4 P.ACr Profile Action Request Use with profiles
5 P.Str Profile Start Use with profiles
6 idLE Idle Set Point Used with Event States
7 t.tUn TRU-TUNE+ enable Use when TRU-TUNE is enabled
8 r.t Ramp Rate Use when Ramp Action is enabled
9 C.hy Cool Hysteresis Use when manually tuning PIDs
10 C.Pb Coll Proportional Band Use when manually tuning PIDs
11 h.hy Heat Hysteresis Use when manually tuning PIDs
12 h.Pb Heat Proportional Band Use when manually tuning PIDs
13 db Dead Band Use when manually tuning PIDs
14 td Time Derivative Use when manually tuning PIDs
15 ti Time Integral Use when manually tuning PIDs
16 C.Pr Cool Power View Cool Output Power in %
17 h.Pr Heat Power View Heat Output Power in %
18 CM Control Mode Use to change the control mode
19 AUt Autotune Use to perform an Autotune of the PIDs
20 oP Open Loop Set Point Use to view or set the open loop set point
21 AC.SP | Active Set Point View or change the current set point
22 AC.Pu | Active Process Value View the current process value
23 StPt Set Point View or change the set point
24 CUSt Custom Menu Not used
25 A.hY Alarm Hysteresis View or change the alarm hysteresis
26 A.hi Alarm High Set Point View or change the alarm HI set point
27 A.Lo Alarm Low Set Point View or change the alarm LO set point
28 USr.r User Restore Set Use to restore a setup parameter set
29 CF Display Units Use to change display units Cto F/ F to C
20 1.CA Input Calibration Offset View or change the input calibration offset
31 Pro Process View the current process value
32 CU.r Current Read Read monitored current value
33 LL.s Limit Low Set Point View or change the Limit LO set point
34 Lh.s Limit High Set Point View or change the Limit HI set point
35 L.hY Limit Hysteresis View or change the Limit hysteresis
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If you review the parameter chart above you can see that there are a lot of available features that would
either not use or you may not want easily accessible from the Home Page. For example, you may not want
all users to be able to initiate an Autotune or manually change PID values from the Home Page. We
recommend that you only place commonly used features that you want all users to have quick and easy
access to from the Home Page in the Custom Setup menu. Below is a table of the Custom Setup parameters
that we recommend based on what options come with your PM controller.

Typical Custom Setup Parameter Table

Location Parameter Display Notes
1 AC.Pu - Active Process Value View the current thermal platform temperature
2 AC.SP - Active Set Point View or change the current set point
3 Pro — Process Instance ID 2 Use to view the optional sensor input 2 (DUT) temperature
4 P.Str - Profile Start Use when you have the profile feature
5 P.ACr - Profile Action Request | Use when you have the profile feature
6 Lh.sl - Limit 1 High Set point Use when you have the Limit/Alarm option
7 A.Lo3 - Alarm 3 Low Set Point | Use when you have the Limit/Alarm option
8
9
10

User’s Custom Setup Parameter Table (use this table to record your changes)

Location

Parameter Display

Notes

1

AC.Pu - Active Process Value

View the current thermal platform temperature * default

AC.SP - Active Set Point

View or change the current set point * default

O |0 |J || |H (W N
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Communications

Serial

Every PM controller comes with Standard Bus EIA-485 serial communications. Standard Bus is a
proprietary communications protocol designed to work exclusively with the Configurator software.
Configurator is a free software utility that allows you to perform everything that can be done from the front
panel of the PM from a remote PC. In addition to using Configurator as a remote control panel for the PM,
you can save and restore configuration parameter setup files to and from the PM controller to your PC.
Configurator is supplied on the Controller Support Tools CD that you received with your PM controller.
Optionally your PM controller can be supplied with ModBus RTU protocol EIA-485 and EIA-232 serial
communications. To learn more about the Modbus protocol go to http://modbus.org. Two free software
utilities are available to help you with communicating with your PM controller using the Modbus RTU
protocol. Contact customer support at ESS, Inc. and request MBreader2 or ModbusTest.

The setup parameters for the PM serial communications are found in the Communications menu of the
Setup Page. Here you can setup the Standard Bus protocol for use exclusively with the free Configurator
software utility and the Modbus RTU protocol for use with programs like NI LabVIEW, Agilent VEE etc.
You can set the Standard or Modbus address, change the baud rate, parity and change display units for the
serial communications. The temperature units for the front panel display & serial communications can be set
independently. The default setting is in °C for both but either can be set to read in °F. You can also set the
Modbus word order (Lo/Hi — Hi/Lo), and select which data map to use. We recommend that you leave the
Non-volatile Save feature turned off. If you enable Non-volatile Save then all values written to the control
will be saved in the EEPROM. The EEPROM is good for 1,000,000 writes.

PM DB -9 connector for connection to your PC - EIA-485 Standard & Modbus RTU Protocols

PM Pin | Function PC Pin
2 T-/R- 2
3 T+/R+ 3
4 Common 4

PM DB -9 connector for connection to your PC - EIA-232 Modbus RTU Protocols

PM Pin | Function PC Pin | Function
2 RD 2 TX
3 TX 3 RD
5 Common 5 Common

For more about using serial communications with the PM controller and for a complete list of the Modbus
Relative Addresses please see the PM User’s Manual supplied with your system.
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GPIB-488

If your model PM controller is fitted with the GPIB (IEEE-488) remote communications option then this
section will cover the basics. When the GPIB communications option is installed, the EIA-485/232
communications interfaces remain usable. However, only one communication interface can be used at a
time.

The default address for the GPIB interface for the PM controller is 4

To set a new GPIB address use the following command:

“SYST:COMM:GPIB:ADDR n”

Where n is the new address

Note: Provide a 0.1 second delay after sending the new address before querying the new address setting.
To query the new address setting use the following command:

“SYST:COMM:GPIB:ADDR?”

The GPIB port on the instrument should respond with “n Where n is the new address

Remember to be sure to use the new GPIB address for all commands sent after changing the address.

If the instrument responds with the correct new address then it should be saved to non-volatile memory. Do
so with the following command:

“*SAV<sp>0" or *SAV 0

Sample HP Basic program to change the GPIB address to 20

10 OUTPUT 704;”SYST:COMM:GPIB:ADDR 20”
20 WAIT 0.1

30 OUTPUT 720;”SYST:COMM:GPIB:ADDR?”
40 ENTER 720;A$

50 DISP A$

60 WAIT 3

70 OUTPUT 720;”*SAV 0”
80 END
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The command registers used by the GPIB interface on the PM controller are the same as the ones used for
the serial EIA-232/485 interfaces. The command is represented by a register number followed by a comma
and data value for a write command. See the chapters covering the Operations, Setup, Profiling and Factory
pages in the PM User’s Manual for a complete list of command registers. Use the Map 1 register values.
The most commonly used registers will be listed in a table below.

A simple HP Basic sample program showing some typical command strings is shown below:

10 OUTPUT 704;”RF? 8” * read the current PM firmware version
20 OUTPUT 704;”WF 360,85” * write a new set point of 85 degrees

30 OUTPUT 704;”RF? 2160” * read input # 1 temperature

40 ENTER 704;A

50 DISP “SENSOR #1 TEMPERATURE = “;A

60 WAIT 2
70 GOTO 30
80 END

Floating Point Variables

The PM series controllers use two consecutive registers to control a value or to read back a process variable.
The two registers hold an IEEE-754 32-bit floating point word. The registers are read and written to in the
low word-upper word order.

Floating Point Write

The WF command writes the num value in floating point format to two consecutive registers starting with
the low word register.

WEF 2160,75 'writes to registers 2160 and 2161

Floating Point Read

The RF? query reads a 32-bit floating point value from two sequential registers

in low word-upper word order. The RF? does not require the number of registers to read since it is fixed at
two registers.

RF? 360 'reads registers 360 and 361

Table for commonly used registers using Map 1

Register Name Description Rear/Write | Register No.
Process Value Instance 1 Sensor # 1 current temperature R 360
Process Value Instance 2 | Sensor # 2 (DUT) current temperature R 440
Closed Loop Set point 1 Channel 1 set point temperature R&W 2160
Closed Loop Set point 2 Channel 2 set point temperature R&W 2240
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Autotune

Your PM controller has been configured with a robust set of flexible PID values that should in most
applications, allow your thermal platform temperature to be controlled with precision and stability. If
the default PID values are not providing the kind of control you require you may need to modify them.
Proper PID values will result in the following:

1. Minimal or acceptable initial overshoot of the set point when heating or cooling
Minimal or acceptable temperature oscillations when the thermal platform is at the set point

3. Minimal or acceptable temperature error between the actual thermal platform temperature and the set
point when the thermal platform has stabilized at the set point temperature

You may need to adjust one or more of the PID values if you are experiencing the following:

1. Large or unacceptable initial overshoot of the set point when heating or cooling
Large or unacceptable temperature oscillations when the thermal platform has stabilized at set point
3. Large or unacceptable temperature error between the actual thermal platform temperature and the set
point (droop) when the thermal platform has stabilized at the set point temperature

A lot has been written about PID and this section is meant only to give a very brief overview. PID stands for
Proportional — Integral — Derivative. The PM controller utilizes PID control because a simple ON/OFF
control approach would not deliver the necessary temperature precision and stability. ON/OFF control is
adequate for temperature control applications not requiring precision & stability or that change very slowly.
A thermal platform requires temperature precision & stability and has very rapid temperature changes.

The Proportional value allows the PM controller to begin reducing the heating or cooling power as the
thermal platform temperature approaches the set point. The Integral and Derivative values minimize initial
overshoot, eliminate droop and help with reaction to changes in the load to the heating and cooling. If you
are experienced with modifying PID values based on the needs of your control application you can do so
manually in the Control Loop menu of the Operations Page. The PM controller allows a value to be
manually entered for the Heat Proportional Band, the Cool Proportional Band, the Time Integral and the
Time Derivative. The Time Integral and the Time Derivative values are shared by the heating & cooling.

Always write down the current PID values before you make any changes to them so that you can
return them to their previous values if necessary. You should also save the PM’s configuration setup
parameters to the User Save Set 2 memory location before editing any parameters in case you need to
restore them. You can also save the PM’s configuration setup parameters as a back-up file on your
PC using the Configurator software. You can restore the PM’s configuration setup parameters later if
necessary. The User Save & Restore feature is explained in more detail later in this manual.
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If you have determined that you need to modify the PID values to improve an aspect of the temperature
control and you are not experienced with modifying the PID values manually or you would just like to save
the time of manually tuning the PID values, you may want to use the Autotune feature of your PM
controller. The Autotune works best when allowed to perform over a wide change in temperature. For
example, if your typical range is from -50°C to +80°C then start the Autotune for heating with the thermal
platform at room temperature (+22°C to +25°C) and use a set point for the Autotune of +80°C. When the
Autotune is finished you will have a new value for the Heat Proportional Band, the Cool Proportional Band,
the Time Integral and the Time Derivative. Write down the values for the Heat Proportional Band, Time
Integral and the Time Derivative. You can find the PID values in the Control Loop menu of the Operations
Page. You will need these values later when you have completed the Autotune operation for cooling. The
Time Integral and the Time Derivative values are shared for heating & cooling so we recommend using the
average of the Time Integral and the Time Derivative values that are generated by the heating and cooling
Autotune operations. The Heat Proportional Band value may change during a cooling Autotune so you may
have to manually re-enter the Heat Proportional Band value that was generated by the heating Autotune.

When the heating Autotune is finished and you have recorded the Heat Proportional Band, Time Integral
and the Time Derivative values, you are now ready to perform the Autotune for cooling. Enter a set point
value of -50°C and start the Autotune. You can start the cooling Autotune at either the heating Autotune
temperature (+80°C ) or you can cool the thermal platform down to room temperature (+22°C to +25°C)
prior to performing the cool Autotune. When the cooling Autotune is finished you will have a new value for
the Heat Proportional Band, the Cool Proportional Band, the Time Integral and the Time Derivative. Write
down the values for the Cool Proportional Band, Time Integral and the Time Derivative. You can find the
PID values in the Control Loop menu of the Operations Page. You should now have two sets of PID values.
One generated form the heating Autotune and one generated form the cooling Autotune. They would look
something like this:

Heating Autotune Values

Heat Proportional Band 9
Time Integral 33
Time Derivative 46

Cool Autotune Values

Cool Proportional Band 4
Time Integral 37
Time Derivative 40

Go to the Control Loop menu of the Operations Page and enter 9 for the h.PB value, 4 for the C.Pb value,
35 for the ti value (the average of the heating & cooling Autotune Time Integral value 33 + 37 x 0.5 = 35)
and 43 for the td (the average of the heating & cooling Autotune Time Derivative value 46 + 40 x 0.5 = 43)

To start an Autotune, go to the Control Loop menu of the Operations Page and select YES at the Autotune
prompt. You should see:

YES

AUt

Return to the Home Page and enter the heating or cooling set point for the Autotune. You should see TUn1
in the upper red display and Attn in the lower green display to indicate that the Autotune is in process.
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Integrated Limit/Alarm Controller

The PM controller can be ordered with an optional integrated FM approved limit/alarm controller. This is
the equivalent of a separate stand alone limit/alarm controller built right into the PM controller. It has its
own sensor for monitoring the thermal plate or device under test temperature. The dedicated limit/alarm
outputs are used to turn off power to the heating or cooling circuits in the event of an over or under
temperature condition. The integrated limit/alarm controller shares the display and keys with the PM
temperature controller. There is a user settable high limit set point and low alarm set point. The limit and
alarm set point values are accessible from the Home Page using the ADVANCE key or from the Limit menu
and Alarm menu in the Operations Page.

When the integrated limit/alarm is included in you PM controller, outputs 3 & 4 are used for the limit and
alarm control functions. Output 3 is the low alarm control output and output 4 is the high limit control
output. The high limit control output works by opening the contacts of the limit relay in the PM controller
that opens the “hold” circuit on a mechanical relay or contactor, interrupting the current supplied to the
heaters. The low alarm control outputs works by opening the contacts of an alarm relay in the PM controller
that interrupts the current supplied to a solenoid valve, shutting of the supply of coolant to the thermal
platform. Both outputs are of the latching type meaning they must be manually reset after they trip.

Please be aware that the cool alarm control circuit is only capable of removing the current to the
solenoid valve. If an under temperature condition is being caused by a solenoid valve that is stuck
open from a mechanical failure such as debris preventing the valve from closing, then removing
current to the solenoid valve will not stop the valve from continuing to cool the thermal platform. If
your application requires protection from an under temperature condition caused by a mechanical
failure of the solenoid valve then additional precautions must be taken such as the installation of a
redundant solenoid valve to the cooling circuit. Contact the technical support department at ESS, Inc.
for more information about protection from mechanical failure of solenoid valves.

To change the limit high set point value, use the ADVANCE key at the Home Page or go to the Limit menu
of the Operations Page and enter a new limit high set point value. (This example is for 100°C) You should
see:

100

Lh.S

To change the alarm low set point value, use the ADVANCE key at the Home Page or go to the Alarm
menu of the Operations Page and enter a new alarm 3 low set point value. (This example is for -50°C) You
should see:

-50.0

A.Lo3

ESS, Inc. Supplement to PM User’s Manual © ESS, Inc. February 2011 -25-



When the PM controller with the integrated limit/alarm controller feature is operating within normal
temperature conditions, the red output 3 display LED should be illuminated and the red output 4 display
LED should not be illuminated. In the event of an over temperature condition, the red output 4 display LED
will illuminate and the attention message Li.hl will alternate in the upper red display with Attn shown in
the lower display indicating that an over temperature condition has occurred. You will see:

Li.hl

Attn

You must make sure that the second user sensor provided with the integrated limit alarm controller is
securely attached to the device under test (DUT) or the thermal platform surface in order for the limit/alarm
controller to be able to protect the DUT from an over or under temperature condition. We recommend using
a reliable mechanical method such as a machine screw & flat washer to clamp the junction of the limit/alarm
sensor to the DUT or thermal platform surface. If you do not connect the second user sensor to the DUT or
the thermal platform surface, the limit/alarm controller will still consider the temperature of the sensor to be
the current DUT or thermal platform surface temperature. If the sensor is reading the room air temperature
near the thermal platform then that is the temperature that it will compare to the limit high and alarm low set
points. Regardless of the actual DUT or thermal platform temperature, the limit/alarm controller will see the
sensor’s measured temperature as the actual DUT or thermal platform surface temperature. The thermal
platform has a failsafe thermostat that will disconnect current to the heaters when the thermal platform
temperature reaches about 150°C to protect the thermal platform itself from damage due to over heating.
However, this failsafe circuit is designed to protect the thermal platform and not the DUT that may be
damaged or destroyed at that temperature.

In the event of an under temperature condition, the red output 3 display LED will turn off and the attention
message AL.L3 will alternate in the upper red display with Attn shown in the lower display indicating that
an under temperature condition has occurred. You will see:

AL.L3

Attn

To recover from either an over or under temperature condition it is necessary to first correct the condition
that caused the over or under temperature condition to occur. Contact the support department at ESS, Inc. if
you need assistance in determining what caused the over or under temperature condition to occur or if you
need assistance in correcting the cause. Secondly, the thermal platform will have to be at a temperature that
is within the limit high and the alarm low set point range. Lastly, press the RESET key on the front panel of
the PM controller to clear the limit or alarm condition. You will also have to press the system START
button to reset the mechanical failsafe system. This is the same START button that must be pressed any
time the thermal platform system is powered up. We highly recommended that you test the limit/alarm
controller function before relying on it. You can enter limit high and alarm low test set points that are
just above and below room temperature for the test and then enter the actual limit high and alarm
low set points after the test is completed.
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User Settings Save & Restore

The model PM controller has two memory locations that can be used to store initial and custom setup
parameter sets. When your PM controller is initially setup, the setup parameters are stored in both locations.
If you make changes to the PM setup we recommend that you save the modified parameter set into User Set
2 and leave our initial setup in User Set 1. You save parameter sets by using the User Settings Save feature
in the Global Menus of the Setup Page. Using this method you will always be able to restore either the
initial setup or your customized setup. You can restore the initial or your modified parameter set by using
the User Settings Restore command in the Global Menu of the Setup Page.

To save a modified parameter set into the User Set 2 memory location, go to the Global Menu in the Setup
Page. You should see:

SEt2

USr.S

User Settings Save — User Set 2 location

To restore a modified parameter set from the User Set 2 memory location, go to the Global Menu in the
Setup Page and chose User Set 2. You should see:

SEt2

USr.r

To restore the initial parameter set from the User Set 1 memory location, go to the Global Menu in the Setup
Page and choose User Set 1. You should see:

SEtl

USr.r

Do not choose FCtY (Factory) when restoring a saved parameter set. The Factory set is only used to
reset all of the PM parameters to the pre-configured condition. The Factory set would only be used in
preparation for manual parameter setup if the initial and custom parameter sets were lost and all of
the setup parameters need to be entered manually from the PM front panel using a printed parameter
setup list as a guide.

FCtY

USr.r
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Basic Security

The PM controller comes with multiple levels of security. The Home Page and Factory Page are always
accessible. However some menus within the Factory Page are not. Your controller has been setup to allow
you access to all of the pages without a password. You can view all of the pages. However to edit the
Operations and Setup Pages or the Custom Setup and Calibration menus of the Factory Page, you will need
to change the “Write Security” level. We have put the most commonly used features into the Custom Setup
menu that you access using the ADVANCE key from the Home Page. To change the Write Security level,
go to the Lock menu in the Factory Page. The table below shows the default security levels of the various
pages and menus. A page with a security level of zero (0) or one (1) is always accessible to read or write to.

Page Security Levels

Pages Security Level
Home Page 0
Operations Page 2
Setup Page 4
Profile Page 1

Security Levels for Factory Page Menus

Menus Security Level
Custom Setup 5
Diagnostic 1
Calibration 5

Default Security Settings

Security State
Password Enable Off
Read Lock 5
Write Security 1

The tables above show the default security levels for the Pages & menus and the default Read & Write
security settings for the Pages & menus. Since Read Lock is set for level 5, the highest access level, you are
able to view any Page or menu. Since the Write Security is set for level 1, the next to lowest access level,
you can only make changes to the Profile Page. The Diagnostics menu is a “read only” menu. In order to
edit or “write” to a Page or menu, the Write Security must be set to a number that is equal to or greater than
the security level for that Page or menu. For example, if you would like to edit the Operations Page, you
would need to change to Write Security level to 2. To edit the Setup Page, you would need to change the
Write Security level to 4. To edit the Calibration menu of the Factory Page, you would need to change the
Write Security level to 5. We highly recommend that if you change the Write Security level to edit a
Page or menu, that you change the Write Security level back to one (1) when you are done. We also
recommend that you save your PM’s parameter setup configuration into User Set 2 memory location before
making changes to Pages or menus in case you need to restore the previous configuration.
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Advanced Security

There are three different levels of security on the EZ-ZONE® controller family.

The lowest level of security is when Password Enable is turned Off; and is defined as: EZ-ZONE" Security
Clearance. This low level is explained in more detail, in Chapter 1 of this white paper.

The middle level of security is when the Password Enable is turned On, and the Rolling Password is turned
Off. This is defined as: EZ-ZONE" Security Lockout, Mid Level. This mid level is explained in more
detail, in Chapter 2 of this white paper.

The highest level of security is when the Password Enable is turned On, and the Rolling Password is turned
On. This is defined as: EZ-ZONE® Security Lockout, High Level. This high level is explained in more
detail, in Chapter 3 of this white paper.

CHAPTER 1: EZ-ZONE® Security Clearance.

Let’s explain how the EZ-ZONE® Security Lockout with the Password Enable turned off, operates.

The EZ-ZONE® parameters are broken down into 9 different groups. These groups are:
1. The Home Page.

The Set Up Page.

The Factory Page.

The Diagnostic Menu, located under the Factory Page.

The Lockout Menu, located under the Factory Page.

The Calibration Menu, located under the Factory page.

The Custom Menu, located under the Factory page.

The Operations Page.

The Profile Page.

CoeoNoOORWLD

Of these nine groups, the first seven of these groups have a fixed Security level.
The fixed Security levels, for these seven groups are:
1. The Home Page : 1
The Set Up Page : 4
The Factory Page :1
The Diagnostic Menu, located under the Factory Page : 1
The Lockout Menu, located under the Factory Page : 1
The Calibration Menu, located under the Factory page : 5
The Custom Menu, located under the Factory page : 5

NookWN

The remaining two of these nine groups have an adjustable Security level. The default and range for
these two groups are:

1. The Operations Page: Default is 2, and Range is 1 — 3.

2. The Profile Page: Default is 3, Range is 1 — 3.

These two prompts are located at the Factory Page, in the Lockout menu. To reach this menu press
the ADVANCE Key and the Infinity Key at the same time until FCtY is displayed on the bottom screen.
Then press the down arrow key until LoC is displayed on the top screen.
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Press the ADVANCE Key, and the LoC.o prompt will be on the lower screen. A value between 1
to 3, should be on the top screen; and this is the security level for the operations page.

Press the ADVANCE Key, and the LoC.P prompt will be on the lower screen. A value between 1
to 3, should be on the top screen; and this is the security level for the profile page.

Now we know what the security level numbers for each group are, but what significance do these
numbers mean. This security level number is now compared to the Read Lockout Security number, and
the Set Lockout Security number.

If the Read Lockout Security number is greater than or equal to the security level number
of the particular group, then that particular group can be read. And if the Read Lockout Security
number is less than the security level number of the particular group, then that particular group
cannot be read.

If the Set Lockout Security number is greater than or equal to the security level number of
the particular group, then that particular group can be written to. And if the Set Lockout Security
number is less than the security level number of the particular group, then that particular group
cannot be written to.

Another way to look at it is that you have 5 different keys, (labeled 1,2,3,4, and 5). If you only
have the #1 key, you can only enter the group that has #1 for its security level. Also if you have the #5
key then you can access any of the groups.

Keep in mind, that there are two different sets of keys. One set of keys is used to allow it to read,
and the other set is to allow it to write.

The set of keys that allows it to read is called the Read Lockout Security Number, and the set of
keys that allow it to write is called the Set Lockout Security number.

The prompts for these two keys are located at the Factory Page, in the Lockout menu. To reach this
menu press the ADVANCE Key and the Infinity Key at the same time until FCtY is displayed on the
bottom screen. Then press the down arrow key until LoC is displayed on the top screen.

Press the ADVANCE Key three times, and the rLoC prompt will be on the lower screen. A value
of 1 to 5, should be on the top screen, (default is 5). This is the Read Lockout value, (or the #5 key when
at default).

Press the ADVANCE Key, and the SLoC prompt will be on the lower screen. A value of 0 to 5,
should be on the top screen, (default is 5). This is the Set Lockout Value, (or the #5 key when at default).
If a value of 0 is entered then, then no changes are allowed to any parameters, except to this parameter —
SLoC.

Example 1

A customer would like to read the Operations page, but keep it from been written to. They want to be
able to keep the Setup Page, the Calibration Menu, and the Custom Menu from being read and written
to. The customer also wants to be able to read and write to the Home Page, Diagnostics Menu, Lock
Menu and Profiling Page. To accomplish this you can set the: LoC.O =2, LoC.P = 3, rLoc = 3, SLoc
= 3.

Example 2

A customer would like to Read any parameter, but not allow any to be written to. To accomplish this
you can set the: LoC.O=2,LoC.P=3,rLoc =5, SLoc =0.
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When the Set Lackout Security Mumber is
greaterthan or equal to the Security Lewvel,
then write access to that Page or Menu is
allowed.
When the Read Lockout Security Mumber is
greaterthan or equal to the Security Level,
then read access to that Page ar Menu is

Haome Page
(Security Level is abways "1")

Setup Page
(Security Level is abways "4")

then the Set Lockout Security Mumber; then
the Read Lockout number takes precedent.
This means that you cannatwrite to a
parameter, ifyou cannot read it

The Read Lockout Security nurmber, and Set
Lockout Security number are set in the
Factory Page, under the Loc Menu.

Prampts in Factory Page, Loc Menu

LoC.O
2
{2 is default, 1-3 Range)

LoC.P
3
{3 is default, 1-3 Range)

rLoC
..... 5 |
{5 i5 default, 1-5 Range)

Sloc
: g
(515 default, 0-5 Range)
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Factory Page
(Security Level is abways "1")

Ciag Menu
(Security Level is abways "1")

Loc Menu
(Security Level is abways "1")

Cal Menu
(Security Level is ahkways "5")

Cust Meny
(Security Level is always "5".

Operation Page
{Security Level defaultis "2".
Ta change the level, goto LoC.o,
and the level can he adjusted frorm 1
1o 3}

Profiling Page
(Security Level defaultis "3" .
To change the level, goto LoC PR,
and the level can be adjusted from 1
o3}

The Horme FPage, the Diagnostics
menu, and the Lock menu are
always readable; since the rLoC
rinurmum value is 1", and these
three groups have a fixed security
level of 1.
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CHAPTER 2: EZ-ZONE" Security Lockout, Mid Level

The mid level of security is when the Password is turned ON, and the Rolling Password is turned off.

1.

bl

To activate this level of security, go to the Factory Page, and the LOC Menu.
Set the Password Enable to “On”, and the Rolling Password to “Off”.
Now set the User Password setting number, and the Administrator Password number.

/% Watlow EZ-ZONE™ CONFIGURATOR

Edit Device Settings On-Line. Configuring Model Number: PMSEZFJ-DCFICAL,

Farameters are setin the device as you editthem. Click Mextto see more parameters, or click a Mer

Farameter Menus Parameters: Factory: Lock 1
— Factory“—.__._. ey 0 .
perations Page |2
+|- Custorn Setup #1

—|- Lock / Profiling Page |3
Lock 1

Paszword Enable -
= Unlock, |Dn J
Unock 1 Read Lock |5
—I- Diagnastics Wirite: Securit
Diaghostics 1 PP 7
2. Calibratian Locked Accesz Level |/
Calibration 1 Foling Pazsword [ -
Calibration 2

Calibration 3 User Password
—I- Profile Adrinistrator Passwaord Im— #3
—I- Profile 1 Step

Profile 1 Step 1
Prafile 1 Stean 2

*#%* These numbers, the User Password and Administrator Password, are very important and need
to be documented. Because once this LOC menu is exited, or power is turned off; these numbers,
and the Lock Menu are no longer accessible®***,

The keyword is that these are PASSWORDS. Passwords need to be remembered. If you feel that
the password for this EZ-ZONE® cannot be remembered than this is the incorrect level of
security.

But if this is the correct level of security, and there is no other place to document the password, write
them down here, and file this document where you can find it. User Password is
Administrator Password is .

For this white paper I will use the EZ-ZONE®s default passwords. User Password = 63, and
Admin. Password = 156.

For this level of security, four other parameters must also be set. They are the Operations Page, the
Profiling Page, the Read Lock, and the Locked Access Level. For this white paper, let’s set them to
2, 3, 3, and 2 respectively.
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#2 Watlow EZ-ZONE™ CONFIGURATOR

Edit Device Settings On-Line. Configuring Model Number: PMSE2FJ-DCFJCAR
Farameters are setin the dewvice as you editthem. Click Mext to see more parameters, or click a Menu in the
Parameter Menus Parameters: Factory: Lock 1
=) Ffacm'-"' Operations Page !2—
[+ Custom Setup
= Lock Profiling Page ig
- bock 1* Password Enable o -
= Unlock.
o Urnlack 1 Read Lock ig ‘ #9
;_:] D:iagn.l:lStiCS . 'W'rite SECUT"}' iE—
o Diagnostics 1
= Calibration Locked Access Level !2
- Calibration 1 :
: Rolling Password -
i - Calibration 2 : inf —1
: . Calibration 3 Uszer Password ;53
&= Profile Administrator Faszword i155
[=I- Profile 1 Step
© - Profile 1 Step 1
10. © L Prfile 1 Stan 2

11. So let’s power the EZ-ZONE® down, and when we power the EZ-ZONE® back on; we will now
have three different possible scenarios.
a. Operator does not know the User Password, or Administrator Password.
b. Operator does know the User Password, but does not know the Adminstrator Password.
c. Operator does know the User and Adminstrator Password.
12. Also since we powered down and back up, then the Password itself has been Reset to 0. This
password is located at the Factory Unlock menu.

7 Watlow EZ-ZONE™ CONFIGURATOR

Edit Device Settings On-Line. Configuring Model Number: PMSB2FJ-DCFJCAAL,

Fararmeters are setin the device as you editthem. Click Nextto see mare parameters, or click a Menu

Farameter Menus Farameters: Factary: Unlock 1

EFEZZINERM Pubickey [68
= Operations
£ Pazsword |D #

[+ Analag Input
i Linearization
Process Yalue
Digital [/0
tanitar
Control Loop
Alarm
Math
Special Output Function
© [+ Profile Status
= Factory
[=1- Unlock
- Unlack 1
=) Diagnastics
“ Diagnostics 1

13. So let’s look at the first scenario, in which the Operator does not know the User Password or
Administrator Password.
a. In this scenario, the operator will only have access to the parameters that are defined by the
Locked Access Level; which we set to 2.
b. Ifthe Locked Access Level is equal to, or greater than the Security level number of that
particular group; than that group is accessible.
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C.

3

There are 9 different pages or menus. Of these 9 nine groups, the first seven (7) of these
groups have a fixed Security level. The fixed Security levels, for these seven groups are:
The Home Page : 1

The Set Up Page : 4

The Factory Page :1

The Diagnostic Menu, located under the Factory Page : 1

The Lockout Menu, located under the Factory Page : 1

The Calibration Menu, located under the Factory page : 5

The Custom Menu, located under the Factory page : 5

The remaining two of these nine groups have an adjustable Security level. The default and
range for these two groups are:

NoOOAWN S

1. The Operations Page: Default is 2, and Range is 1 —3. Which we set to 2, as shown above.

2. The Profile Page: Default is 3, Range is 1 — 3. Which we set to 3, as shown above.
Now using EZ-Zone configurator we can see, when looking at the unlock submenu, that the
password is set to 0, showing that the User does not know the password. See Screen Capture
labeled “e”
Then lookmg at the what Pages and Menu’s that are accessible, are the Pages/Menus that
have a number of 2 of less. This is because earlier we set the Locked Access Level to 2 :
1. Operations Page is accessible. See Screen Capture labeled “f1”.
ii. Factory Page is accessible. See Screen Capture labeled “f ii”.
iii. Diagnostics Menu is accessible. See Screen Capture labeled “f iii”.
Then looking at the what Pages and Menu’s are not accessible, are the Pages/Menus that
have a number greater than 2; since earlier we set the Locked Access Level to 2 : Notice in
the screen capture that these Pages/Menus are not visible on the screen capture for EZ-Zone
Configurator.
i. Setup Page is not accessible.
ii. Calibration Menu is not accessible.
iii. Custom Menu is not accessible.
iv. Profile Page is not accessible.

Edit Device Settings On-Line. Configuring Model Number: PMSEZFJ-DCFJCAA

Farameters are setin the device as wou editthem. Click Mextto see more parameters, or click &

|Parameter Menus Farameters: Factory: Unlock 1

o e e o O R e

= Factom

= Unlock

=1 Diagnostics

|| = EZ-Z0ME F'M 5 Public Key |66

- Dperatlons+- g A
+ - &nalog Input Fassword |

Lirearization =

Frocess Walue e

Cigital 140

M onitor

Control Loop

Alarm

I ath

Special Dutput Function

+ Profile Status

llf iil‘l

Unlock 1 < @

Diagnogtics 1 +— llf iiiu

ESS, Inc. Supplement to PM User’s Manual © ESS, Inc. February 2011 -34 -



14. So let’s look at the second scenario, in which the Operator does know the User Password, but does
not know the Administrator Password.

a. In this scenario, the operator will have not have access to the Factory Lock; and will be
limited to what the administrator had set. This is defined by the Read Lockout Level
parameter; which we set to 3.

b. Ifthe Read Lockout Level is equal to, or greater than the Security level number of that
particular group; than that group is accessible.

c. Now if the operator enters the proper User Password, in the unlock menu, which for this
white paper is set to 63.

d. Then looking at the what Pages and Menu’s are accessible, for this white paper, are the
Pages/Menus that have a number of 3 of less are; since earlier we set the Read Lockout Level
to 3:

i. Operations Page is accessible.
ii. Factory Page is accessible.
iii. Diagnostics Menu is accessible.
iv. Profile Page is accessible

e. Then looking at what Pages and Menu’s are not accessible, are the Pages/Menus that have a

number greater than 3; since earlier we set the Read Lockout Level to 3:
1. Setup Page is not accessible.
il. Calibration Menu is not accessible.
iii. Custom Menu is not accessible.

15. So let’s look at the third scenario, in which the Operator does know the Administrator Password.
a. In this scenario, when the operator enters the Administrator Password, in the unlock menu,
which for this white paper is 156, means that they will have access to all the parameters. The
lock menu is the main menu, that is now accessible for the Administrator.
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ow EZ-Z0 0 IR DR

Edit Device Settings On-Line. Configuring Model Number: PMSEZFJ-DCFJCAAL

Farameters are setin the dewvice asyou editthem. Click Nextto see more parameters, ot

Parameter henus Farameters: Factory: Unlock 1
= EZ-Z0MNE PM T :
- Setup Notice that all Public: K.ey 1—1—8‘5—
[+ Operations menus are i ]E.E—_ -
= Factary j *
. @) Custom Setup aFCESSIbIE:
= Lock since
 leskl administrator
= Unlock

Unlack 1 password is
iagnostics correct’ and

+ Calibration Read Lock is
[+ Profile ng

/% Watlow EZ-ZONE™ CONFIGURATOR

Edit Device Settings On-Line. Configuring Model Number: PM3EZFJ-DCFICAA

Farameters are setin the dewvice as you edit them. Click Next to see more parameters, or click a b

Pararneter Menus Parameters: Factory: Lock 1
= EZ-Z0ME P -
. Operations Page
+1- Setup Notice that all ) 2
+- Operations menus are Profiling Page |3
I Factary = Pazsword Enable =
5 CustomSetp - @CCESSIDIe, On
= Lock since Read Lock. |5 ‘—
- Lock 1 P ; ;
"__._.Unbjf administrator Wiite Secury [5
Unlock 1 password is Locked Access Level |2
+ EITgan_StICS COrrect, and Fiolling Passward Im
+- Calibration =
+- Profile Read LO‘CK Is User Pazsword |63
nmgn
5 . Administrator Pazsword  [156 ‘—

c. This Read Lockout parameter is located in the Lock Menu; and it’s function is described in
Chapter 1 of this White Paper.

d. Therefore, if the Read Lock parameter is not set to 5, the Administrative Operator, has access
to the Lock Menu; where the Read Lockout can be changed.
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CHAPTER 3: EZ-ZONE" Security Lockout, High Level

Highest level of security is when the Password is turned ON, and the Rolling Password is turned ON.

To activate this level of security, go to the Factory Page, and the LOC Menu.

Set the Password Enable to “On”, and the Rolling Password to “On”.

Now set the User Password setting number, and the Administrator Password number.

By setting these enables “ON”, and setting these two numbers; is the responsibility of the
administrator of this system.

P

Edit Device Settings On-Line. Configuring Model Number: PMBB2FJ-DCFJCAA
Farameters are setin the device as vou editthem. Click Nextto see mare parameters, or click a Menu in the tree to view and e
| Parameter Menus Parameters: Factory: Lock 1
= EZZONE P Operations Page |2
+- Setup -
+- Operations Prafiling Page |3
= Factory‘_____—. Pagzsword Enable [on =
+- Custom Setup #1
2 Lock ‘_,- Read Lock |5
Lock 1 Wribe Securiby lai #2
= Unlock.
Unlock 1 Locked Access Level |2
= Diagnostics Fioling Password [op -
Diagnostics 1
= Calibration |Jser Password Eg *____
Calibration 1 - #3
Adriniztrator Pazsword ‘———
Calibration 2 138
Calibration 3
+| Profile

5. **** These numbers, the User Password and Administrator Password, are very important and need
to be documented. Because once this LOC menu is exited, or power is turned off; these numbers are
no longer accessible™***,

6. The keyword is that these are PASSWORDS. Passwords need to be remembered. If you feel that
the password for this control cannot be remembered than this is the incorrect level of security.

7. But if this is the correct level of security, and there is no other place to document the password, write
them down here, and file this document where you can find it. User Password is
Administrator Password is .

8. The rolling password utilizes the “Public Key”, (Code), parameter. This “Public Key”, (Code),
parameter will change or roll to a new number, every time power is cycled. This “Public Key”,
(Code), 1s a variable in a formula to determine what the correct password will be. Then when this
correct password is entered; it will allow a User or an Administrator; to gain access to the User level,
or the Administrator level.

9. To determine the rolling password for a User, follow this formula.

e. [(User Password * Code) Mod 929] + 70
f. This value will be entered into the Password, (Pass), parameter in the Unlock Menu.
g. So for our example:

i. User Password = 63

il. Code =37
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iii. [(63 * 37) Mod 929] +70 = 543
h. So the Password value in the Unlock menu of 543, will now allow a User it’s access.

‘£ Watlow EZ-ZONE™ CONFIGURATOR

Edit Device Settings On-Line. Configuring Model Number: PMSB2FJ-DCFJCAA

Farametaers are setin the device as you editthem. Click Mextto see mare parameters, or click a Menu inthe free tax

Farameter Meanus

Farameters: Factory: Lock 1
= EZ-Z0ME PM

Operations Fage |2
Setup .
Operations Frofiing Page |3
El F?'Cto'}' Password Enable Ign vI
- [ Cuztom Setup
E Lack Fiead Lock |5
P Lock‘lk ‘write S ecurity |3
- Unlack,
. " Unlock 1 Locked Access Level |2
i D_iaQ"_DS“CS . Rolling Paszward Im
. Diagnostics 1
=)+ Calibration ﬁ User Passweord [63
Calibratian 1 Administrator Password 156
- Calibration 2
: - Calibratian 3
Profile
1.

' #7 Watlow EZ-ZONE™ CONFIGURATOR

Edit Device Settings On-Line. Configuring Model Number: PMSE2FJ-DCFJCAA

Farameters are setin the dewvice as you editthem. Click Mextto see mare parameters, or

Fararmeter Menus Farameters: Factory: Unlock 1
[=1- EZ-Z0ME PM

— Public Key |3?
Setup

- Dperations = Password [543
- Factom

[+ Cusgtom Setup
= Unlock,
e Unlock 1
[=)- Diagnostics
. Diagnostics 1
[=) Calibration
- Calibratian 1
- Calibration 2
- Calibration 2
- Profile

Sy s

k. To help with this formula, and the Mod function; consider using the Microsoft calculator.
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E Calculator ‘:”:| g|

|OHE:-: @®Des Q0Oct OBin | ®Degess  ORadisns O Grads |
[inw [ Hwp ’7 li Backspacel CE ] C - Mod
(o) ()]0 (o) (][] [eoffre] | FURSHON
Lome JL&w ][ ] (e ] (e ] JLe JL J{Lo ]
(o] [we] 72 ]2 [ (][
=)= ) 1w
= @EEE

10. To determine the following password for an Administrator, follow this formula.
m. [(Administrator Password * Code) Mod 997] + 1000
n. This value will be entered into the Password, (Pass), parameter in the Unlock Menu.
0. So for our example:
i. Administrator Password = 156
ii. Code =285
. [(156 * 285) Mod 997] +1000 = 1592
p. So the Password value in the Unlock menu of 1592, will now allow an administrator, it’s
access.
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¥ Wallow 2 ZONE™ CONTIGURA TOR

Edit Device Settings On.Line, Confiquiing Model Numbes: PV3EIFLDCFICAA

Paramatare are £81in the denace &t you eda them Click Nextta see mone paramaters, of click & Manu in the ¥aa 10 view and adit i sesings Clck Finish 1o 2ave and et

Parametars: Factory: Unlock | Parameter Help
= EZZONE PM Pkl [
= Do sbons it el
= Analog lnput Pauwvond [159

Ronge: 1590 10 #06E

il ]

r. Carcel Help. I + Dack Het Firith a|
s.  To help with this formula, and the Mod function; consider using the Microsoft calculator.
E Calculator %

Edic Yiew Help

1532, |

(O Hex & Dec OOt OBin (%) Degrees ) Radians () Grads
Ciny [CIHyp I_ I_ lBackspace] [ EE ] [

OO & DO
nEon
- HE & OEEOEE
% | 3 3
=i B e e o

Mod Function
= Key

(]
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