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Preface

Preface

About this User's Guide

This user guide is written for system integrators, PC technicians and
knowledgeable PC users who intend to configure the IPMI settings supported by
the Nuvoton WPCM450 BMC Controller embedded in Supermicro’'s motherboards.
It provides detailed information on how to configure the IPMI settings provided by
the Nuvoton WPCM450 chip.

" Note: Nuvoton Technology is a subsidiary of Winbond Corp.

User's Guide Organization
Chapter 1 provides an overview on the Nuvoton WPCM450 Controller chip. It also
introduces the IPMI, its features and functionality.

Chapter 2 provides detailed instructions on how to configure the IPMI settings
supported by the embedded WPCM450 Controller.

Chapter 3 provides the answers to frequently asked questions.

Conventions Used in the User's Guide
Special attention should be given to the following symbols for proper installation and
to prevent damage done to the components or injury to yourself.

Warning: Important information given to prevent erroneous RAID configu-
Aration and to ensure proper system setup.

& Note: Additional Information given to ensure correct RAID configuration
setup.
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Chapter 1: Introduction

Chapter 1

Introduction

1-1 AnOverviewoftheNuvoton WPCM450BMC Controller

The Nuvoton WPCM450 Controller, a Baseboard Management Controller (BMC),
supports the 2D/VGA-compatible Graphics Core with support of PCl interface, multi-
media virtualization, and Keyboard/Video/Mouse Redirection (KVMR) modules. The
WPCM450 Controller is ideal for server management platforms.

The WPCM450 interfaces with the host system via a PCI interface to communicate
with the Graphics core. It supports USB 2.0 and 1.1 for remote keyboard/mouse/
virtual media emulation. It also provides LPC interface to control Super IO functions.
The WPCMA450 is connected to the network via an external Ethernet PHY module
or shared NCSI connections.

The WPCM450 communicates with onboard components via six SMBus interfaces,
Platform Environment Control Interface (PECI) buses, and General Purpose /O
ports.

WPCM450 DDR2 Memory Interface

The WPCM450 supports a 16-bit DDR2 memory module with a speed of up to
220 MHz. The motherboard supports 128 MB memory that is shared between the
BMC and onboard graphics card. For best signal integrity, the WPCM450 provides
point-to-point connection.

WPCM450 PCI System Interface

The WPCM450 provides 32-bit, 33 MHz 3.3V PCl interface, which is compliant with
the PCI Local Bus Specification Rev. 2.3. The PCI system interface connects to the
onboard PCI Bridge and is used by the graphics controller.

Other Features Supported by the WPCM BMC Controller

The WPCM450 supports the following features:
°® |PMI 2.0

® Serial over LAN

® KVM over LAN
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® | AN Alerting-SNMP Trap

® FEvent Log

® X-Bus parallel interface for I/O expansion

® Multiple ADC inputs, Analog and Digital Video outputs

® Two serial ports (optional)

® DDR2 SDRAM memory for frame-buffer, firmware support and data storage
® SPI Flash Host BIOS and firmware bootstrap program supported

® Reduced Media Independent Interface (RMII)

® (S (Operating System) Independency

® Provides remote Hardware Health Monitoring via IPMI. Key features include
the following:

. Temperature monitoring

. Fan speed monitoring

. Voltage monitoring

. Power status monitoring, chassis intrusion monitoring

. Remote power control to power-on, power-off or reboot a system

. Remote access to text-based, graphic-based system information,
including BIOS configurations and OS operation information (KVM)

. Remote management of utility/software applications

® Provides Network Management Security via remote access/console redirection.
Key features include:

. User authentication enhancement

. Encryption support enhancement, allowing for password configura-
tion security to protect sensitive data transferring via Serial over
LAN

® Supports the following Management tools: IPMIView, CLI (Command Line
Interface)

® RMCP+ protocol supported

1-2
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1-2 WPCMA450 Block Diagram

The following diagram represents a typical system setup for the WPCM450 Con-
troller.

1-3 A Brief Introduction to the IPMI
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The Intelligent Platform Management Interface (IPMI) Specification defines a set of
common interfaces to a computer system that provides remote access to multiple
users from different locations for networking. It also allows a system administrator
to monitor system health and to manage the computer events remotely.

IPMI operates independently of the operating system. When used in conjunction with
the IPMIView, an IPMI-compliant management application software loaded into a
PC, the WPCM450 BMC Controller, embedded onto a server board, provides serial
link connections between the South Bridge and other onboard system components,
allowing for network interfacing via remote access. With WPCM450 Controller and
the IPMIView software, the Supermicro motherboard allows an administrator to
access, monitor, diagnose and manage a computer system from a remote site. It
also provides remote access to multiple users from different locations for system
maintenance and management.
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1-4 An Important Note to the User

The graphics shown in this user's guide were based on the latest information
available at the time of publishing of this guide. The IPMI screens shown on your
computer may or may not look exactly like the screen shown in this user's guide.
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Chapter 2

Configuring BMC the IPMI Settings

With the Nuvoton WPCM450 BMC Controller chip built in, the Supermicro moth-
erboard allows the user to access, monitor, manage and interface with systems in
remote locations. The necessary utilities for accessing and configuring the IPMI
settings are included on the bootable CDs that came with your motherboard. This
section provides detailed information on how to configure the IPMI settings.

2-1 Configuring the IP/MAC Addresses

# Note: The DHCP (Dynamic Host Configuration Protocol) is on by default.
To change the manufacturer default setting, please use the ipmicfg utility
or the BIOS firmware.

Using the IPMICFG Utility to Set the IP/MAC Addresses

1. Run the ipmicfg utility from the bootable CD that came with your shipment.

2. Follow the instructions given in the Readme.txt file to configure Gateway IP/
Netmask IP addresses, to enable/disable DHCP and to configure other IPMI
settings.

IPMICFG Version 1.10 (Build 080711) Copyright 2008 Super Micro Computer, Inc.
Usage: IPMICFG Parameters (Example: IPMICFG -m 192.168.1.123)

-m Shows IP and MAC

-m IP Sets |P (format: ### . ##H# H##HH H#H)

-a MAC Sets MAC (format: ##:##.## ## . ##.##)

-k Shows Subnet Mask

-k Mask Sets Subnet Mask (format: ###. ### ### ###)
-dhcp Gets the DHCP status

-dhcp on Enables the DHCP

-dhcp off Disables the DHCP

-9 Shows Gateway IP

-gIP Sets Gateway |P (format: ###.### ### H##H)
-r BMC color reset

-garp on Enables the Gratuitous ARP

-garp off Disables the Gratuitous ARP
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-fd Resets to the factory defaults
-ver Gets the firmware revision
-vlan Gets VLAN status

-vlan on (VLANtag) | Enables the VLAN and sets the VLAN tag (If VLAN
tag is not given, it uses previously saved value.)

-vlan off Disables the VLAN

-raw Sends a RAW IPMI request and print the re-
sponse. Format: NetFn LUN Cmd [Datal...Data]

Using the BIOS Settings to set the IP/MAC Addresses
1. Go to the BIOS by pressing the <Del> key during system boot.

2. Select IPMI from the Advanced Menu.
3. Select LAN Configuration from the IPMI submenu.

4. Click on the item - IP Address Source. Select the option Static and hit <En-
ter>. The onboard BIOS will automatically set the IP Address, MAC Address,
Gateway, and Subnet Mask.

5. Once the IP, MAC Addresses, Gateway and Subnet Mask are set, click on the
item Update LAN Settings. Select Yes and hit <Enter> to update IPMI LAN
settings.

6. Go to the Exit menu. Select Save Changes & Exit and hit <Enter> to save
changes and exit the BIOS.

Accessing the BMC

1. Connect a LAN cable to the onboard LAN1 port or the dedicated IPMI LAN
port.

2. Choose a computer that is connected to the same network and open the
IPMIView utility.

3. Go to File>New>System. Enter System Name, IP Address of LAN1 or the
dedicated LAN, Description in the appropriate fields and press <Enter>.

4. Select the system from the IPMI Domain. Enter the Login ID and Password in
the appropriate fields to log-in to the IPMIView utility.
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Using the Internet Browser

Connect a LAN cable to the onboard LAN1 port or the dedicated IPMI LAN
port.

Choose a computer that is connected to the same network and open the
browser.

Enter the IP address of each server that you want to connect to in the ad-
dress bar in your browser.

Once the connection is made, the Log-In screen as shown on the next page
will display.

Notes:

1. If you wish to use the IPMI-dedicated LAN port for your network con-
nections, be sure to connect an RJ45 cable to your dedicated LAN port
before you activate the BMC (at first power-on or cold reset). Otherwise,
the BMC will look for a shared LAN port to connect to if the IPMI-dedicated
LAN cable is not detected upon BMC activation.

2. However, should you decide to use the IPMI-dedicated LAN port for a
network connection, please perform a BMC cold reset or power cycle reset
in order for the dedicated LAN to be detected.

2-3



SUPER® Embedded BMC IPMI User's Guide

2-2 Using IE* to Access the BMC IPMI Settings from
Your Computer

2.2.1 To Log In

SUPERMICR®"

Please Login
Plasse log in o pcoess the devce
username |

Password

Once you are connected to the remote server, the following screen will display.

1. Enter your Username in the "Username” box.

2. Enter your Password in the "Password" box and click "Login."

3. The Home Page will display as follows.

» Note 1: To use the IPMIView Utility to access the BMC IPMI settings, please
refer to the IPMIView User's Guide for instructions.
Note 2: The manufacturer default username and password are ADMIN. Once
you have logged into the BMC using the manufacturer default password, be sure
to change your password for security purpose.
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2.2.2 The IPMI Main Page
Once you are logged in the IPMI utility, the IPMI Main page will display.

Hovst i emtific;
Server: SHCMMLADOEECE | 1921661192 )
ILbae AL { Adminisinaio |

SUPERMICR®

Eysiem irfiormation | Server Healh | Corfigawtion | Aemole Confrol | Mainimmance | Miscellsneous | Language:

R Thiz aection conaine general informatian shout e sysem

Summary
Optiens
Firrwara Ravtsion : 1 (2

B Lystom indsmasion Farrmyare Bl Time ; pr B 2008 10028

<, Rudresh Pege

% Logon

& o B v

The IPMI Main page contains a submenu bar (Top), the Options window (Left), and
the main display area (Right).

1. Submenu Bar (Marked 1 on the top)

The submenu bar on the top lists the following submenus:

Submenu Bar #1 (Top)

System Information | This submenu displays system information.

Server Health This submenu displays server health monitoring
status.

Configuration This submenu allows the user to configure the IPMI
settings.

Remote Control This submenu allows the user to launch KVM Console
and perform power control & Management.

Maintenance This submenu allows the user to update firmware and
reset the unit.

Miscellaneous This submenu allows the user to post snooping codes
and to launch the SOL console.

Language This submenu allows the user to select a language
setting. (Currently, only English is available.)

? Help Click this item to find an answer when you have a
guestion.
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2. Options window (#2)

The Options window on the left side allows the user to navigate through different
options, including the following:

Options window #2 (Left)
Refresh Page Click this icon to refresh the page.
Logout Click this icon to logout from the IPMI utility.

3. The Main Display Area (#3)

This area displays the items included in a submenu. The items included on the
Main page are as follows.

Main Display Area #3 (Right)
Device Power Status | This item displays the status of the device: On or
Off.
Firmware Revision This item displays the firmware revision#.
Firmware Built Time | This item displays time and date when the

firmware was built.

2-6



Chapter 2: Configuring BMC IPMI Settings

2.3 Server Health

This feature allows the user to set Server Health Settings. When you click on the
Server Health icon (#1) on the submenu bar, the following screen will display:

r m;I*";::;;Dﬂu[EEEI‘|B!‘|BS‘|‘|B!'I
;
SUPERMICR® i ADMB | Aaminarse

Syrsam nl Server Haslth | Confiquestion | Remole Controd | Maimernance | Miscelaneous | Lengusgs ? HELP

Server Health
[ Thiz sacion shaws you data refaied to the sareers heath, such a3 senzarreadings and the ewntlog

Options
Sensar Aeacings S e raadings om the varncus sansors
Sanesir Raadings Wth Thrasholds Sea e 1 N ITONTI U1 VORI ST OF5, WATY 1 S S ERclisdiad i G 1abie.
Eventiog Ses# the mverts wiiten o e sent g

i [nieimet i -

The Server Health submenu (#1) contains Sensor Readings, Sensor Readings with
Thresholds, and Event Log. When clicking an item in the Options window on the
left (#2), or on the Main Display area (#3), a pop-up menu will appear to display
the category of sensor types (#4).

- & Host U
SUPERMICR® |

ipm ipormmann | Server lipwin | Comdgurabion | HemoseComern | Manimence | Seceneogs | Languags

i Server Health
This sectian shows jau daty retyled 43 e meners hEakh such 2z sarm readngs snd e sen g

ations ST & T Od e SAN ATy

.. Al Senzars * Sansur Raadings: 17 sansars
i Ifme Siwue Reading
i CPUTang taimal Law
Sysiem Temp hiarmai 4 dogroas €
CPUVeare hiarmai 1184 vaits
H——— -1 Hammal 114978 Yol
AW Naithal JM4valn
i onun armal 1BVt
1 haarmal & 52 Vaits
1E harmai 12182 o
~33¥E8 Hamal A4V
WBAT narmal 3246V
Fanl al wsilatia Ha Reaing
Fand harmal HSAPKH
Fand ol éwaiiabin o Fiparing
Fand Nl silate Ha Rearing
Fans Hat wsilatia W2 Rganing
Inmsisn Darka ki
S Blaus [

Refresh Shom Threshouts Ierusion Reses |
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2.3.1. The Categories of Sensor Types (#4)

The Sensor Type Category includes the following:
® All Sensors: This item displays the readings for all sensors
® Temperature Sensors: This item displays the system temperature.

® \/oltage Sensors: This item displays the following items: CPU voltage, CPU
Core, voltage, DIMM (memory) voltage, +3.3v, +12v, +5V, -12v.

® Fan Sensors: This item displays the status of onboard fans.

® Physical Security/(Chassis Intrusion): This item displays the status of chas-
sis intrusion.

® Power Supply:
® (PS Status OK): This item displays Power Supply Failure status.

® OEM Reserved: This item reserved for OEM use.

2. Refresh (#5)

Click on this bottom to refresh this page.

3. Show Thresholds (#6)

Click on this bottom to display the thresholds of selected sensor- reading items.

4. Intrusion Reset (#7)

Click on this bottom to reset the chassis intrusion settings.
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EUPERM]{? R. I.|I-.-.-:-|I|lr-":l|.|wr\cl rrr—

- adn ey |

et | W T il | o mem G |

A b L

2.3.1 Sensor Readings Display-All Sensors

When you select All Sensors (#1) from the Sensor Type Category pop-up submenu,
the sensor readings for the following items will be displayed as shown below:

® CPU Temperature: This item displays the status of the CPU temperature.

® System Temperature: This item displays the status of the system tempera-
ture.

® CPU Vcore: This item displays the status of the CPU core voltage.

® +12V: This item displays the status of the +12V power supply .

® +3.3V: This item displays the status of the onboard 3.3V power supply.

® DIMM : This item displays the status of DIMM modules.

® +5V: This item displays the status of the onboard +5V power supply.

® -12V: This item displays the status of the onboard -12V power supply.

® +3VSB: This item displays the status of the onboard +3.3VSB power supply.
® .12V: This item displays the status of the onboard -12V power supply.

® Fanl~Fan5: This item displays the status and the RPM reading of each on-
board fan.

® (Chassis) Intrusion: This item displays the status of chassis intrusion to indi-
cate the security setting of the system.

® PS Failure: This item indicates whether a power failure has occurred.
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2.3.2. Event Log

This feature allows the user to configure Event Log settings. When you select Event
Log (1) in Options Window and click on the item Event Log Category (2), the fol-
lowing event log categories will display in a pull-down submenu (3) as shown in

the screen below.

[P—

i Sorver Health
l! R N T S Rt

ExentLog
Cptians
- Eatre w0 tably e e ey A Ve chome popgry e o palldoe bom il a0 e pori ey nicing v # colms basdee
- B e oy
r—— LY

EmstiD Tiew Bamp Semerimy Samser Tyow

s vt

!} Thars wena averd bag ardres presank o tis b,

Dwar EramiLog

Sensor-Specific Events: This item displays the event log for sensor-specific

events.

BIOS-Generated Events: This item displays the event log for BIOS-generated

events.

System Management Software Events: This item displays the event log for system

management software events.

After you have selected an event log category, a screen will appear to show the

status of the event log as shown below.

Evusi Loy

Dribem ke g o He B4 o fiprgbas U S — R
T! Server Health
j! T i B T SR A R e P e B R e Pt g
Euenilag
Dptions
e 3 . . e Fomgerom enr e S 4
| B i b 7 o o T g Yo choe oy o Dol i Ve e e 00 0 e By kg o ok ey
——— Balach i wewst by seeg
e 4 5 EvriLom € et arkin
T Rk P
s S Rarmerilams Samew Ty Dasmripion

i Lot

Cimar EreiLog
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4. Sensor Name: This item indicates the name of the sensor (device) to which
the event occurred.

5. Sensor Type: This item indicates the type of the event.
6. Description: This item provides a brief description of the event.

7. Event Log: This item indicates the number of events included on the event
log.

8. Clear Event Log: Click the button to clear the event log.
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2.4 Configuration

This feature allows the user to configure various network settings. When you click on
the Configuration icon (#1) on the submenu bar, the following screen will display:

SUPERMICR®' [‘“""““"n.".“.."‘m“m.

Configuration
Useihess pages to confguss vanous sefings, such 35 alers. USSrs, of networi

Options
B Configure Aerts. Add et or remove alert destinatons
« iierts
e Dot & Time Conigure NTP Server or Dishe & Time Sefings
s 3
LoAR Conguie Setings o Julentcate 30 3ccess T LOAR serer
» Uousa lode Active DHrectony Conbguin SMINGS 1o AUMENNCIte 300 3008 Tib ACtish Doy ST
« Networt
« e Seanen Mouse mods (hanga the mouse moda
- suTP
.58 Natwork See e LAC 33833 of changs nebwerk SE8INgs, Including dynamic and stabe P assignment
Usern
Remote Session | Coniigure Remole session safings.
= et | [enu—
& Looool S50 Cormncatn S0 o AtaUR COMMCIIN And prval ke, 0f UPIoad an S5, Gomcats
Usars. Add, acit, ox ramove users

P btemat 100

The Configuration submenu includes the items shown in the Options window on
the left (2) or in the Main Display area on the right (3).

Select an item on the list to configure the settings for the item selected.

® Alert

® Date & Time

® |DAP

® Active Directory
® Mouse mode

® Network

® Remote Session
® SMTP

® SSL Certificate
® Users

# Note: To set up an email alert, please enter the IP address of your mail
server in the SMTP (Simple Mail Transfer Protocol.)
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2.4.1 Configuration - Alerts

This feature allows the user to configure Alert settings. When you click on the Alerts
icon in the Options window (1), the following screen will display.

2 Hr’;l u““ﬁ?ﬂ:‘;}dbﬁ!& 19R1861.19%
o o
SUPERMICR® [ o s e )|

Systom Indomason | Servar Hoan | Confguration | RemossConwol | Msitmance | Msclandmis | Langusgs
T + T
I 1 S Configuration
RBERR U mese paoss v carturs venous samngs, such s akans, usees, o natees:
1
Ligt of Alerts
Options
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1. Alerts: Click this item to add, to modify, to delete or to define the setting of an
alert.

2. Alert#: This item lists Alert item numbers.

3. Alert Level: This item indicates the alert level for each alert.

4. Destination Address: This item indicates the target address of an alert.
5. Modify: Click on the Modify icon to configure or modify a selected alert.

6. Send Test Alert: Click on this icon to send a configured alert to its destination
(the target address) for testing.

7. Delete: Click on this icon to delete an alert.

Modifying Alerts

When you select an item (2) and click on Modify (5), the Modify Alert submenu will
display as shown below.
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To modify an alert, enter the information needed for the following items:

® Alert Type: This item allows you to specify the alert type. You can select Snmp
Type or Email from the pop-up menu.

® Event Severity: This item allows you to decide how to classify or label an alert
according to the seriousness of the alert. You can choose an item from the pop-
up menu to categorize the alert: Disable All, Informational, Warning, Critical or
Non-recoverable.

® Destination IP: This item allows you to specify the IP address of the server that
you want to send your alert to.

® Email Address: This item allows you to specify the e-mail address that you want
to send your alert to.

After entering the information in the fields, press <Save> to save the information
you've entered or press <Cancel> to cancel it.

» Note: To set up an email alert, please enter the IP address of your mail
server in the SMTP (Simple Mail Transfer Protocol.)
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2.4.2 Configuration - Time and Date Settings

This feature allows the user to configure time and date settings for the host server
and client computer. When you click on the Time and Date icon in the Options
window (1), the following screen will display.
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1. Time and Date: Click on this item to configure the Time and Date settings.
2. Date: Enter month, date and year in this row.

3. Time: Enter hour, minute and second in the (hh:mm:ss) format.

4. NTP Server: Enter the name of the NTP server in this field.

5. Enabling Synchronizing: Check this box to enable synchronization of time and
date of the client computer with the NTP server.

6. Refresh: Click this button to refresh the page.

7. Save: Click on this icon to save any changes done to the Time and Date set-
tings.
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2.4.3 Configuration - Light-Weight Directory Access Protocol
(LDAP) Settings

This feature allows the user to configure Light-Weight Directory Access Protocol
(LDPA) settings. When you click on the LDAP icon in the Options window (1), the
following screen will display.
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Examples and Explanations of the LDAP settings are shown below:

1. Port: 389-This item indicates the LDAP server port number.
2. IP Address: xx.xx.xx.xx- This item indicates the LDAP server IP address
3. Bind Password: Secret- This item indicates the LDAP server password

4. Bind DN: cn=manager, dc=administrator, dc=com-The bind DN is the user or
the LDAP server that is permitted to do search in the LDAP directory within a
defined search base.

5. SearchBase: dc=administrator, dc=com-The research base shows the client
which port in the external directory tree to search.

After entering the information in the fields, click Save to save the information you've
just entered.
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2.4.4 Configuration - Active Directory Settings

This feature allows the user to configure Active Directory settings. When you click
on the Active Directory icon in the Options window (1), the following screen will
display.
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1. Active Directory: Click on this item to configure Active Directory settings.
2. If Active Directory is currently disabled, click <Here> to enable it.

3. Number of Configured Role Group: This item displays the number of config-
ured role groups.

4. Role Group ID: This item displays the role group ID.
5. Group Name: This item displays the name of the role group.
6. Group Domain: This item displays the domain of the role group.

7. Group Privilege: This item displays the user privilege of the role group.
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2.4.4.a Configuration - Active Directory - Advanced Settings

This feature allows the user to configure Active Directory-Advanced settings. When
you click on the Active Directory icon in the Options window (1) and checked the
Enable box indicated on the previous page, the following screen will display.
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1. Active Directory: Click on this item and check the Enable box on the previous
page to configure Active Directory settings.

2. Check the Enable box to enable Active Directory Authentication.

3. User Domain Name: This item allows the user to enter the user domain
name.

4. Time Out: This item displays the Time-out settings.

5. Domain Controller Server Addresses 1~3: These items allow the user to enter
the IP addresses for the Domain Controller Servers 1~3.

6. Default Active Directory Certificate: This item displays the information of the
default active directory certificate.

7. Upload New Default Active Directory Certificate: Click <Browse> to select
and upload the new default active directory certificate.

After the required information is entered, click <Save> to save the information you've
entered or click <Cancel> to cancel it.
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2.4.5 Configuration - The Mouse Mode Setting

This feature allows the user to configure mouse mode settings. When you click on
the Mouse Mode icon in the Options window (1), the following screen will display.
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1. Mouse Mode: Click on this icon to configure the mouse mode setting.

2. Set Mode to Absolute: Check the radio button to use the Absolute mode for the

Windows OS. (This is the default setting.)

3. Set Mode to Relative: Check the radio button to use the Relative mode for the

Linux/Unix OS.

# Note: IPMI is an OS-independent platform, and KVM support is an added
feature for IPMI. For your mouse to function properly, please configure the

Mouse Mode settings (above) according to your OS type.
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2.4.6 Configuration - Network Settings

This feature allows you to configure network settings. When you click on the Network
icon in the Options window (1), the following screen will display.
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1. Network: This item allows you to view or modify network settings.
2. MAC Address: Enter the MAC address for networking in the box.

Check the first radio button to obtain an IP address automatically by using DHCP
(Dynamic Host Configuration Protocol).

Check the second radio button to use the IP address entered below.

3. IP address: If the second radio button above is checked, please enter your IP
address in the box.

4. Subnet Mask: Enter the address for the subnet mask of your network.

5. Default Gateway: Enter the IP address for the default gateway of your net-
work.

6. Primary DNS Server: Enter the IP address of your primary domain name
server.

7. Secondary DNS Server: Enter the IP address of your secondary domain name
server.

8. Enable VLAN: Check this box to enable Virtual LAN support

9. VLAN Tag: This item allows you to use VLAN Tagging or Frame Tagging to
encapsulate specific data, so it can be transparently transmitted through multiple
platforms without information leakage.

After entering the required information in the fields, click <Save> to save the infor-
mation you have entered.
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2.4.7 Configuration - Remote Session

This feature allows the user to configure remote session settings. When clicking on
the Remote Session in the Options window (1), the following screen displays.
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Virtual Media Attach Mode: Click the pull-down menu to display the follow-

® Attach: Select this mode to activate a virtual media in order to make it available
for remote access. A virtual device will always be seen in the system BIOS even

when it is not active.

® Auto Attach (Default): Select this mode to automatically enable virtual media
support and make it available for remote access. Virtual devices will only be
shown in the operating systems and BIOS when a device or an ISO image is
connected through the virtual media wizard.

® Detach: Select this mode to disable virtual media for remote access.

w

. Floppy Emulation: Click the pull-down menu to see the following:

Off (Default): Select this item to disable floppy emulation when you wish to con-

nect the USB Flash drive via virtual media redirection.

® On: Select this item to enable floppy emulation when you wish to connect a
floppy drive or floppy ISO image through virtual media redirection.

Warning: Be sure to close all Java sessions before changing floppy emula-

tion to avoid unexpected errors.

2-21



SUPER® Embedded BMC IPMI User's Guide

2.4.8 Configuration - SMTP Settings

This feature allows the user to configure SMTP (Simple Mail Transfer Protocol)
settings for email transmission through the network. When you click on the SMTP
icon in the Options window (1), the following screen will display.
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1. SMTP: Check this item to configure SMTP (Simple Mail Transfer Protocol) set-
tings for email transmission across the IP network.

2. Mail Server IP: Enter the SMTP Mail Server IP address for your network in the
box.

3. Save: Click on this icon to save any changes to the SMTP setting.
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2.4.9 Configuration - SSL Upload Settings

This feature allows the user to configure upload settings for encrypted data to
transmit across the internet by using the Secure Sockets Layer (SSL) protocol.
When you click on the SSL Upload icon in the Options window (1), the following
screen will display.
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1. SSL: Check this item to configure SSL Upload settings for the encrypted data
to securely transmit through the internet.

2. Default Certificate: This item allows the user to enter the default certificate
information. Once entered, it will display the default certificate information.

3. Default Private Key: This item allows the user to enter the default private key
information. Once entered, it will display the default private key information.

4. New SSL Certificate: This item allows the user to enter the new SSL Certificate
information.

5. Upload: Click on this button to upload encrypted data to the network for trans-
mission.
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2.4.10 Configuration - Users Settings

This feature allows you to change users settings. When you click on the Users icon
in the Options window (1), the following screen will display.

. Homt ientifcat
SUPER_N”CR. Serve: SHCOM0AIIEECE | 1921084192 |
her ALRAN § Admings raior |
Sysiem Informadon | Server Heakh | Comdpuration | Aemote Consrnl | Mamienance | Miscellanenos | Language 7 v
l Configuration
U heae pagas i carfguns van ou s srkings, such @ ke, uaem, of nework
Usar List
Optisns
The fi51 ke GG TG CUTAN 1E1 OF CORRIUNG LGRS, 04 Woulk) 14 (D 0GR MOl 3 USer, Selodt (T e in Mo K5t and prias Dok Usar ar Mol Lae. To
B Configura a4 3 newuzar, sl an uncanfigured siotand press sdd Ler
-
« Diaéw mnd Tarm: Bnhe-ul'wﬁwvd users: 1
= Lhap UsariD lisar Hame Reatmork Priviige
# Acive Direcizry 1 anonmous Mo Acoess
= Upse e H ADWH Administratoe
« Matmat 3 = =
 Farwir Sessie :
. NP -]
- BiL 5
:
B
=, Rudrush Pagu 8
n
W LopoR
Ak User [re—— | [L—r— |
O
6 L/ 3]
o & s F

1. Users: Select this item to configure the user settings. The current users list is
displayed. To delete or to modify a user setting, select the name and press <Delete
User> or <Modify User>.

2. UserlD: This item displays the ID# of a user.
3. User Name: Use this item to enter and display a user name.

4. Network Privileges: Use this item to set the network access privileges for a
user.

® Privileges for an Administrator: An administrator has full power in accessing,
controlling and managing the network, including creating accounts for users and
changing network configuration settings.

® Privileges for an Operator: An operator has limited access to the network in
order to perform tasks that have been pre-assigned or approved by the Admin-
istrator. He/she is not allowed to issue commands or modify network settings,
for example.

5. Number of configured users: This item displays the number of the users that
are set up for the network. The maximum of 16 user profiles can be made.

6. Add User: Click on this icon to add a new user to the network. When prompted,
select an empty slot from the users list to add an user.

7. Modify User: Click on this icon to modify the information or the status of a user.
When prompted, using the arrow keys, select a user from the users list to modify
the user information.

8. Delete User: Click on this icon to delete a user from the network. When prompted,
using the arrow keys, select a user from the users list to delete it from the list.
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2.5 Remote Control - the Main Menu

This section allows the user to carry out activities and perform operations on a
remote server via remote access.
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The Remote Access Main Menu includes the following items:

1. Remote Control: Click on this icon to configure Remote Control settings.
2. (Launch) Remote Console: Click this button to launch Remote Console.
3. (Launch) SOL: Click this button to enable Serial_Over_LAN support.

4. (Server) Power Control: Click this button to display server power state and to
configure server power settings.

5. Refresh: Click this button to refresh the page.

6. LogOut: Click this button to log out from the remote console.
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2.5.1 Remote Console

This feature allows you to perform various activities on the server. When you
click on the Remote Console icon in the Options window (1) to activate Remote
Console settings, the following screen will display.
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1. Remote Console: Check this item to enable the remote console and manage
the server from a remote site via Java or ActiveX (for Internet Explorer).

2. Launch Console: Click this button to launch the remote console via the Java
script.

3. Java Starting: Upon launching the remote console, a screen displays, indicating
that Java is starting.

Once the process is completed, a screen will display as shown below.
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2.5.1.1 Remote Console - Video

This feature allows you to configure video settings for your remote console. When
you click on the Video icon in the Menu bar (1), the video settings of the remote
console will display as shown below.

1. Video: Click this item to configure and manage the video settings of a server on
a remote site via the Remote Console.

2. Video Options: The pull-down submenu contains the options listed below.

® Pause: Click this item to freeze the screen.
® Resume: Click this item to re-activate a frozen screen.
® Refresh: Click this item to refresh the system.

® (Capture Current Screen: Click this item to capture the current screen dis-
play.

® Full Screen: Click this item to use the full screen mode.

® [Exit: Click this item to exit the Remote Console.
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2.5.1.2 Remote Console - Keyboard

This feature allows you to configure keyboard settings for your remote console.
When you click on the Keyboard item in the Menu bar (1), the keyboard settings
of the remote console will display as shown below.
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1. Keyboard: Click this item to configure and manage the keyboard settings of a
server on a remote site via the Remote Console.

2. Options: The pull-down submenu contains the options listed below.

Hold Right Alt Key: Check this item to emulate right alt key press.
® Hold Left Alt Key: Check this item to emulate left alt key press.

® | eft Window Key: Click on this item to display the Left Window Key submenu
as follows:

® 3. Hold down: Check this item to emulate left window key press.

® 3. Press and Release: Click on this option to press and release the left
window key.

® Right Window Key: Click on this item to display the Right Window Key sub-
menu as follows:

® 3. Hold down: Check this item to emulate right window key press.

® 3. Press and Release: Click on this option to press and release the right
window key.
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Macros: Click this item (1) to display and to use the Macros hot keys listed in
its pull-down submenu as shown in the screen below.

v [imhaTiat Expiarnes ok vidwsie.

® Ctrl+Alt+Del
® Alt+Tab

® Alt+Esc

® Cirl+Esc

® Alt+Space

® Alt+Enter

® Alt+Hyphen
® Alt+F4

® Alt+PrntScrn (Print Screen)
® PrntScrn

e F1

® Pause
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® Keyboard pass-through: Click this item (1) to use your local keyboard for the
remote console.

# Note: This feature-"Keyboard Pass-through" provides full keyboard sup-
port. It will send all keys, including special key combinations to the host

b 11 ot il Roryomannl pases- il omg

1. Soft Keyboard: Select the item Soft Keyboard (1) to use soft keyboard for
the remote console as shown below.

et

2. Language: From the pull down menu, select the following language settings:
English (United States), English (United Kingdom), Japanese, and Germany.

3. Modifier Key (CRTL, Alt, Shift) - Select the keys: <Ctrl>, <Alt>, and <Shift> to
work as a special key combination or as a single key. Check the box in front
of "Lock" to lock the key combination.

2-30



Chapter 2: Configuring BMC IPMI Settings

2.5.1.3 Remote Console - Mouse

This feature allows you to configure the mouse settings for your remote console.
When you click on Mouse in the Menu bar (1), the Mouse settings of the remote
console will display as shown below.
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The pull-down submenu contains the option listed below.

Synchronize Mouse Cursor Alt+M (2): Click this item (or press <Alt> and <M>

keys simultaneously) to synchronize your local mouse cursor and the mouse cursor
of your remote console.
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2.5.1.4 Remote Console - Options

This feature allows you configure color modes for your remote console. When you
click on Options in the Menu bar (1), the (Color mode) Options settings of the
remote console will display as shown below.
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The pull-down submenu displays the option listed below.

Color Mode (2): Click this item to choose the color mode of your remote console
from the pull-down submenu:

® 15-bit

® 7-bit
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2.5.1.5 Remote Console - Media

This feature allows you to configure media virtualization settings for your remote
console. When you click on Media in the Menu bar (1), the Media settings of the
remote console will display as shown below.
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Virtual Media Wizard (2): Click on this item on the pull-down submenu to launch
the Virtual Media Wizard, which allows you to configure Virtual Media settings as

shown below.
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Virtual Media

-4 Virtual Media

Floppy/USE Key Media

i@ Floppy Image Hidiisa g Connect Floppy |
A
CD Media
® IS0 Image Browse E; Connect CD/OVD
26
H status
Target Drive | Connected To | Read Bytes |
virtual Floppy Mot connected nra
Yiual CD Mot connected nia
‘ Close |
1. Floppy/USB Key Media: This item allows the user to configure the Floppy/

USB Key Media settings. You can choose from the following items:
Floppy Image

A (Disk Drive A of the remote console)

Browse: Click Browse to select the location of the Floppy ISO image.

Connect Floppy: After selecting the Virtual Media for your Remote Console,
click on the Connect Floppy icon to connect to the remote console via the
Floppy drive you chose.

CD Media: This item allows the user to configure CD Media settings. You can
choose from the following items:

ISO Image
<Drive letter> (CD/DVD Drive)
Browse: Click Browse to select the location of the CD/DVD ISO image.

Connect CD/DVD: After selecting the Virtual Media for your Remote Console,
click Connect CD/DVD to connect to the remote console via the CD/DVD you
chose.

Status: This window displays the status of the target drive of the remote
console.
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2.5.3 Remote Control-Launch SOL

This feature allows you to launch the remote console by using Serial_over_LAN.
When you click on the Remote Control icon in the Menu bar (1) to activate the
Remote Control settings, the Remote Control Main Page will display.

. m:!l*";::;?mmﬁﬂi | 19216196 |
n
SUPERMICR® e, - ADMB | i

Sysiem Informagon | Sarver Healh | Configorat l {emte Condrnl | Manbmance | MWecelbinems | Language

Options

% Rarmats Contnal Launch Tia emols consak via Aawa ar Ackeax [k meat Equlans on b vive s

+ Rewile CoRSRE

= Bewyer Pymer Coninol
Power Confrol G Hix merver parwer shale and perform pewer condral ndhiaes

% Aefresh Fege

= Lopos

Launching SOL

1. Launch SOL: Click on this item in the left Options window to activate SOL
(Serial Over LAN) support, which provides serial port connections over LAN
and allows the user to access a host server via Console Redirection. It also
allows a system administrator to monitor and manage a server from a remote
site.

2. The Launch SOL Button: Click on this button to launch SOL. The following
screen displays to indicate the progress of SOL launching as shown on the
next page.
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Opbans
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Launching SOL

1. Security Warning: Once you've launched SOL, a security warning will ap-
pear, indicating that the application's digital signature cannot be verified

2. Always trust content from this publisher: Click on this item to give full ac-
cess to this publisher, eliminating further security warnings.

3. Click Run to continue with SOL launching. Click Cancel to cancel SOL launch-
ing. If you continue with SOL launching, the following screen will appear.

SUPERMICR®

System informaton | Servor Heatth | Configuration | Remote Control | Maintenance | Mscelanecus | Language

Bud:070615

D & Lt Hioom -

i@ tedernet S -

4. Click on the v to pull down the Baud Rate submenu, which will allow you to
select the Baud Rate for serial line transfer.
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SUPERMICR®'

Dixem & i #100% -

5. Baud Rate (bps): You can select a Baud rate from the list as your SOL trans-
fer rate. The options are: 9600 bps (bit-per-second), 19200 bps, 38400 bps,
57600 bps, 115200 bps, and default. Make sure that the Baud Rate selected
here matches the Baud Rate set in the BIOS.

6. Once you've selected the Baud rate, press <Start> to start the session.

SUPERMICR®’

8 :"““m“ £ It 1921 68.1. 1981 page SULapplet, hitml - Windows Internet Explorer
JEe nese D
£ hiep[192,168.1,198/page S0 appiet himl 7

SOL Cons| Faud Reat {bps) 115200 | v Stop Bu070615

@ trernct e -

7. You can also press <Stop> to abort the SOL session.

2-37



SUPER® Embedded BMC IPMI User's Guide

2.5.3 Server Power Control

This feature allows you to configure power management settings for your remote
console. When you click on the Remote Control icon in the Menu bar (1) to activate
the Remote Control settings, the Remote Control Main Page will display.

: Hast Ideniicriian
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Click Server Power Control in the left Options Window (2) to display the Power
Control submenu as shown above.

Power Control and Status

3. Power Control and Status: This submenu indicates the status and the current
power control settings of the host server (the remote console). The status of the
remote server are displayed as below:

® Reset Server: Click on this radio button to reset the power control settings for
the remote server.

® Power Off Server - Immediately: Click on this radio button to immediately power
off the remote server.

® Power Off Server - Orderly Shutdown: Click on this radio button to power off
and shut down the remote server in an orderly manner.

® Power On Server: Click on this radio button to power on the remote server.

® Power Cycle Server: Click on this radio button to power cycle the remote
server.

4. Perform Action: After selecting a power setting from the list above, click on this
item to execute the command and perform the action.
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2.6 Maintenance

Use this feature to manage and configure IPMI devices.When you click on the
Maintenance icon (1) in the Menu bar, the Maintenance Main page will display.

= Haxt idantiicaian
1 14
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Options: Click on the Options window on the left (2) to use Maintenance settings.
The options include the following:

® Firmware Update (3): Click this item to update the BMC firmware (the BIOS) of
the remote server. The Firmware Update screen is shown in the next section.

® Unit Reset (4): Press the <Unit Reset> button to reboot the BMC (IPMI) Con-
troller.
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2.6.1 Maintenance - Firmware Update

When you click on the Maintenance icon in the Menu bar, the Maintenance Main
page will display as below.

SUPERMICR®

Miscellancous | Language

System informaton | Servor Health | Configuration | Remote Control | Maintenance |

5@ ihese pages ta maintain ihe IPUI cevice, Such as Lodate frmware of reset ne (PMI device.

Firmware Update

Bross Entor Updat pait
Ihat aficws Please note that
e device will resel if the update process is canceled.

2, Rotrash Pagh

1 Logout

Dene : @ trhernet e -
Firmware Update
Enter Update Mode: Click on this item to enter the update mode.
A Warning: Once you've entered the firmware update mode, the device will
be reset even if you cancel the process of firmware updating.

" Notes:

1. When updating firmware, you are given the option to "Preserve Con-
figuration." Uncheck this option to load the factory default settings, and all
the configuration settings will be lost.

2. If you are using the Static IP mode, it is not recommended to uncheck
the option-"Preserve Configuration," since it will reset the network settings
to the DHCP (Dynamic Host Configuration Protocol) mode.
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2.7 Miscellaneous

This feature allows the user to perform network activities.Click on the Miscellaneous
icon (1) in the Menu bar to display the Miscellaneous page.

Sysiem Informpdon | Server Heslh | Commuration | Remots Comenl | sainisnencs | Biecellanenm | Lanquans

o
. Miscellaneous
Bk ['ehese pagas b perform various leshures. such 3= query e pol snoaping cade

Optiens
Oplions
Pl Enpopmg I Query e pt aracping code DMLY for BIXE LPC par B
I Hedresh Page
= Logoin

Miscellaneous

Options: Click on the Options window on the left (2) to use Miscellaneous set-
tings. The options include the following:

® Post Snooping: Click on this item to query the POST (Power_On_Selt-Test)
Snooping code for BIOS LPC Port80.
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2.8 Language

This feature allows you to configure Language Settings for your IPMI connections.

Click on the Language icon (1) in the Menu bar to display the Language page as
shown below.

a Haet |dantiication
SUPERI\"I IC R. Sarver BMCIIIMEDOEEBE | 192168115
Lissar: Al 1 Ba3Td T S B
Sysiem Informaton | ServerHeakh | Configuration | Remofe Corfrnl | Manienance scellanas anquy
i Language Setting
Hare pau can sedect the lanpuage far the web appication
] s
Language
Oplians
Sakact an daad ek e puage bam Nie ik o ow and prics &pply. Fleass note hat e wod inrfaca will racd fo redoad for ha chan pa o taie ofact
% Hedresh Pege
B Logau Ardilabie LAMUas

Language Settings

Available Languages (2): The Available Languages submenu displays language
setting options. (Currently, English is the only language available for this utility.)
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Chapter 3

Frequently Asked Questions

3-1 Frequently Asked Questions

A. Questions: How do | flash the IPMI firmware?
Answer:

1. Log onto the web interface page of the IPMicfg utility by typing the IP address
of the system.

2. Click the Maintenance button. Browse to choose the correct file to flash the
firmware.

3. Click the "Update Firmware" button to proceed with firmware flashing.

B. Questions: How do | set up the IP address and MAC address for remote
access?

Answer:

1. Boot the system into DOS.
2. Run the utility-IPMICFG from DOS.

3. Follow the prompts to set up the IP address and MAC address for remote
access.

You can also go to the BIOS to configure the IP address.
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FLASH Tools
Flash Tools:

1) The Flash Tools are Command line utility programs used to upgrade Firmware
using different medium like KCS, USB, and LAN.
2) The tools which are going to be focused in this guide are as follows,

a. YafuFlash
b. YafuKCS

YafuFlash:

Yet Another Firmware Upgrade Flash is a tool used for flashing BMC. This utility is
used for flashing in both Linux and Windows environment. Two types of medium used to
flash the BMC are as follows,

1) Network
2) USB

Both mediums are applicable for Windows and Linux environment. The medium can be
selected accordingly by usage.

YafuKCS:

Yet Another Firmware Upgrade Keyboard Controller Style is a tool used for Flashing
Firmware. This Utility is used for flashing in DOS environment. And particularly used in
Keyboard Controller Style (KCS) interface.



DOS flash firmware utility

YAFUKCS (Yet another Firmware Upgrade Flash) is a tool used for flashing BMC. This
utility is used in DOS Environment. through KCS interface.

Usage
1)  Copy Yafukcs.exe into DOS machine
2)  Run Yafukces utility.

3) Note
Format:

Yafukcs [OPTION] [FW_IMAGE_FILE]
[OPTION]
-info Displays information about existing firmware and new firmware
-auto Option to do automatic upgrade by comparing Flash Module Header
- full Options to do full upgrade

- force-boot  Option to FORCE BootLoader upgrade during full upgrade
By default boot loader will be preserved
-C Option Preserve configuration module during full upgrade

[FW_IMAGE_FILE]
Firmware image file name [rom.ima].

Ex1:

JYafukcs —info rom.ima
Description:

Displays the details of both Existing Firmware and new firmware.
Ex2:

JYafukes —full rom.ima
Description:

This command starts to flash the new rom.ima to the firmware.
Ex3:

IYafukcs —full —force-boot rom.ima
Description:

This command starts to flash the new rom.ima to the firmware with
FORCE BootLoader upgrade.



Windows Flash utility

1) Open Command Prompt and go to YafuFlash\Windows\ path.
2) There will be two files

a.Yafuflash.exe

b. LIBIPMI.dII
3) Now, run the Yafuflash.exe in the command prompt

Format:
Yafuflash [OPTIONS] [MEDIUM] [FW_IMAGE_FILE]
Note:
[OPTIONS]
- info Displays information about existing FW and new FW
- auto Options to do auto upgrade by comparing Flash Module Header
- full Options to do full upgrade

- force-boot Option to FORCE BootLoader upgrade during full upgrade.
By default boot loader will be preserved

-C Option Preserve configuration module during full upgrade
[MEDIUM]

-cd Option to use USB medium

-nw & -ip Option to network medium with —ip followed by ipaddress.

[FW_IMAGE_FILE]
Firmware image file name [rom.ima].

4) Examples:
Network Medium:
Ex1: Yafuflash —nw —ip 155.166.132.12 —info rom.ima
Description:

This command works with network medium using the ip 155.166.132.12,
which displays the details of both Existing Firmware and new firmware.

Ex2: Yafuflash —nw —ip 155.166.132.12 —full rom.ima
Description:

This command works with network medium using the ip 155.166.132.12,
which start to flash the new rom.ima to the firmware.

Ex3: Yafuflash —nw —ip 155.166.132.12 —full —force-boot rom.ima
Description:

This command works with network medium using the ip 155.166.132.12,
which start to flash the new rom.ima to the firmware with FORCE BootLoader Upgrade.



USB Medium:

Ex1: Yafuflash —cd —info rom.ima
Description:

This command works with USB medium which displays the details of
both Existing Firmware and new firmware.

Ex2: Yafuflash —cd —full rom.ima
Description:

This command works with USB medium which start to flash the new
rom.ima to the firmware.

Ex3: Yafuflash —cd —full —force-boot rom.ima
Description:

This command works with USB medium which start to flash the new
rom.ima to the firmware with FORCE BootLoader Upgrade.

e C:AWINDOWS\System32\cmd.exe
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Linux flash utility

1. Open Terminal and go to YafuFlash/Linux path.

2. The file libipmi.so.1 should be accessible to linux system. Usually when running
an application Linux searches for the dependent libraries in the default locations
like /usr/lib /lib folders.

3. Copy libipmi.so.1 to /lib or /usr/lib and run 'ldconfig’
OR
Copy libipmi.so.1 to some folder and issue the following command
# LD _LIBRARY_PATH=<location_of libipmi_so> ./Yafuflash
You may have to create a link to libipmi.so.1.0 (In —sf libipmi.s0.1.0
libipmi.so.1)

4. Now, run the Yafuflash.exe in the terminal

Format:
JYafuflash [OPTIONS] [MEDIUM] [FW_IMAGE_FILE]
Note:
[OPTIONS]
- info Displays information about existing FW and new FW
- auto Options to do auto upgrade by comparing Flash Module Header
- full Options to do full upgrade

- force-boot Option to FORCE BootLoader upgrade during full upgrade
By default boot loader will be preserved
-C Option Preserve configuration module during full upgrade
[MEDIUM]
-cd Option to use USB medium
-nw & -ip  Option to network medium with —ip followed by ipaddress.

[FW_IMAGE_FILE]
Firmware image file name [rom.ima].

Examples
Network Medium:
Ex1:
JYafuflash —nw —ip 155.166.132.12 —info rom.ima
Description:

This command works with network medium using the ip 155.166.132.12,
which displays the details of both Existing Firmware and new firmware.



Ex2:

JYafuflash —-nw —ip 155.166.132.12 —full rom.ima
Description:

This command works with network medium using the ip 155.166.132.12,
which start to flash the new rom.ima to the firmware.

Ex3:

JYafuflash —-nw —ip 155.166.132.12 —full —force-boot rom.ima
Description:

This command works with network medium using the ip 155.166.132.12,
which start to flash the new rom.ima to the firmware with FORCE BootLoader upgrade.

USB Medium:

Ex1:

JYafuflash —cd —info rom.ima
Description:

This command works with USB medium which displays the details of
both Existing Firmware and new firmware.

Ex2:

JYafuflash —cd —full rom.ima
Description:

This command works with USB medium which start to flash the new
rom.ima to the firmware.

Ex3:

IYafuflash —cd —full —force-boot rom.ima
Description:

This command works with USB medium which start to flash the new
rom.ima to the firmware with FORCE BootLoader upgrade.



=" root@localhost:/home/siva/SPISP/pilot-ii/development/proprietary/software/YafuF lash/linux_86 |Z||E”z|
[root@localhost linux B6]# ./Yafuflash -nw -ip 10.0.6.36 -full -c rom.ima A

(C)Copyright 2008, American Megatrends Inc.
Please enter login information:

User ! root

Password

Creating IPMI session via network with address 10.0.6.36...Done
Doing Full Firmware upgrade

kkkkhkhkhkhkhkhhkbhhkhhhhhhbdhhbdhhbdhhbhhbhhhbdhbbhhbdhhbhhhdhbddbhhhbhhhbhdhbhhhbdhhdhhkhhk

WARNING!
FIBMWARE UPGRADE MUST HOT BE INTERRUPTED OHCE IT IS STARTED.
dkkkkhkhkhhkhhkhkhkkhhkhkhhkhkhhkhhkhhhkhhhkhhkkhhhkhhkhkhhkhhkhhkhhkhhkhhkhhhkhhkhhhkhhhhhkhk

Preserving Env Variables ... Done
Upgrading Firmware Image : 100% done
Setting Env variables ... Done

Resetting the firmware..........
[root@localhost linux 86]# I

< root@localhost:shome/siva/SP/SPipilot-iildevelopment/proprietary/software/YafuF lash/linux_B6 E|@|Z|
M

[rootélocalhost linux 86]# /Yafuflash -nw -ip 10.0.6.36 :www rom. ima

(C)Copyright 2008, American Megatrends Inc.
Please enter login information:

User . root

Password

|Creating IPMT session via network with address 10.0.6.36...Done

AERERERREEREERRRRER AR R AR RER TR RRER AR R ARk khkhkkkkkhkhkhhkkk

WARNING!
FIRMWARE UPGEADE MUST HOT BE INTERRUPTED OHCE IT IS STARTED.
ok ok o ok ok o ok ok ok ok ok ok ok ok ok skoteok ok ook ok ok ok ok ok ok ok ok sk ok ok kb ok ok ok ok ok ok ok ok ok ok ek ok
Ipdating the module www .. ... Done
Resetting the firmware..........
[root@localhost liuux_ﬂﬁ]# I




Firmware Recovery

If the firmware upgrade was interrupted due to any reason, when the flashing was in progress,
it can be recovered using Yafukcs

Steps:

1. Power cycle the system by removing the power cord.
2. Boot to DOS and flash the FW using Yafukcs.
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VMCLI

VMCLI (Virtual Media Command line interface):

The Virtual Media Command Line Interface (VMCLI) is a command-line interface that
provides virtual media features from the Client system to the Host.

VMCLI is used to redirect the virtual media from the Client system to the host. VMCLI
comes in two versions to support Windows and Linux clients.

VMCLI can redirect the following medias
CD/DVD ROM

ISO image

USB Key

Floppy drive

Floppy image

YVVYVYYVY

In Linux

1) Open Terminal and go to VMCLI /Linux path.
2) There will be one file

a. VMCLI
3) Now, run the VMCLI in the terminal

4) Syntax:

VMCLI -r <RAC-IP> -u <RAC-USER> -p <RAC-PASSWD>
[ -f <FLOPPY-IMG> | -f <FDDrive:\> | -c <ISO9660-IMG> -c <CDDrive:\>] -e

5) Note:
<RAC-IP> - string of the form: 'RAC-IP[:https_port]'
<ISO9660-IMG> <FLOPPY-IMG> are bootable image files
<-c <CDDrive:\> and <-c <FDDrive:\> are valid CD and floppy drives
<RAC-USER> - RAC user ID, with 'virtual media’ privilege
<RAC-PASSWD> - RAC user password
-e - Enable encrypted data transfer through SSL

6) Examples:

Egl: ./VMCLI -r 10.0.3.230::443 -u root -p superuser -f /dev/sdc
Description:
This command is to redirect the floppy disk media from Client System to Host
Eg2: . /VMCLI -r 10.0.3.230::443 -u root -p superuser —c /dev/cdrom
Description:
This command is to redirect the CD/DVD media from the Client System to Host



Eg3:./VMCLI -r 10.0.3.230::443 -u root -p superuser —c /dev/cdrom —f /dev/sdc

Description:
This command is to redirect the USB floppy, CD/DVD media from the Client System to

Host

Eg4: ./VMCLI -r 10.0.3.230::443 -u root -p superuser -f /tmp/myfloppy.img
Description:
This command is to redirect the floppy image file from the Client System to Host

Eg5: . /VMCLI -r 10.0.3.230::443 -u root -p superuser —c /tmp/mydvd.img
Description:
This command is to redirect the CD/DVD image file from the Client System to Host

Eg6: . /VMCLI -r 10.0.3.230::443 -u root -p superuser —f /tmp/myfloppy.img
—C /tmp/mydvd.img
Description:
This command is to redirect the floppy, CD/DVD image file from the Client System to
Host

> root@fedoracoreB:/home/megarac/SPfwinbond/development/proprietary/software/MMCLI. .. EJ @|g|

[rootAfedoracored Linux]# ./VMCLI -r 10.0.3.75 —-u root -p sSuperuser -c Senigma-i
jge-disczZ.isa

3P Vircual Medis Commwatd Line Interface VWersion 1.0

Copyright (o) Awerican Megatrends Inc., 2003

111 Rights Reserwved

Redirecting Image... /fenigma-iisSe-discz.iso

Enter the Media to be stopped from redirecting. ..
Floppy iz not redirected at this cime ..
1.Cdraom




In Windows

1) Open Command prompt and go to VMCLI /Windows path.
2) There will be one file
a. VMCLI.exe
3) Now, run the VMCLI in the Command prompt
4) Note: To run VMCLI in Windows, Wget utility should be installed in the system.

5) Syntax:
VMCLI.exe -r <RAC-IP::https_port> -u <RAC-USER> -p <RAC-PASSWD>
[ -f <FLOPPY-IMG> | -f <FDDrive:\> | -c <IS09660-IMG> -c <CDDrive:\> ] —e
6) Note:
<RAC-IP> - string of the form: 'RAC-IP[:https_port]'
<ISO9660-IMG> <FLOPPY-IMG> are bootable image files
<-c <CDDrive:\> and <-c <FDDrive:\> are valid Cd and floppy drives
<RAC-USER> - RAC user id, with 'virtual media' privilege
<RAC-PASSWD> - RAC user password
-e - Enable encryted data transfer through ssl'
7) Examples:

Egl: VMCLI.exe -r 10.0.3.230::443 -u root -p superuser -f a:\
Description:
This command is to redirect the floppy disk media from the Client System to Host

Eg2: VMCLI -r 10.0.3.230::443 -u root -p superuser —c d:\
Description:
This command is to redirect the CD/DVD media from the Client System to Host

Eg3: VMCLI.exe -r 10.0.3.230::443 -u root -p superuser —c d:\ —f a:\
Description:
This command is to redirect the floppy, CD/DVD media from the Client System to Host

Eg4: VMCLI.exe -r 10.0.3.230::443 -u root -p superuser -f c:\myfloppy.img
Description:
This command is to redirect the floppy image file from Client System to Host

Eg5: . /VMCLI.exe -r 10.0.3.230::443 -u root -p superuser —¢ ¢:\mydvd.img
Description:
This command is to redirect the CD/DVD image file from the Client System to Host

Eg6: VMCLI.exe -r 10.0.3.230::443 -u root -p superuser —f c:\myfloppy.img
—c ¢:\mydvd.img
Description:
This command is to redirect the floppy, CD/DVD image file Client System to Host



D:\WINDOWS\system32\cmd.exe - VMCLl.exe -r 10.0.3.75 -u

D:>Documents and SettingssrevanthamisDesktopXIMCLI .exe —» 18.8.3.75 —u root —p =
uperuzer —c e:swredhat?.2%enigma—-i3Bb6—discl.diso

SP Uirtual Media Command Line Interface Uersion 1.8

opyright <{c? fAmerican Megatrends Inc.. 2088

All Rights Reserved

Hedirecting Image... e:sredhat?. 2 enigma—ilB86—discl.iso

Enter the Media to be stopped from redirecting...
Floppy is not redirected at this time ..

D:\WINDOWS\system32\cmd.exe - VMCLl.exe -r 10.0.3.75 -u

D:>Documents and SettingssrevanthamisDesktopXMCLI .exe —» 18.8.3.75 —u root —p
uperuzer —f a:™

SP Uirtual Media Command Line Intewrface Uersion 1.8

opyright <{c? fAmerican Megatrends Inc.. 2088

All Rights Reserved

Hedirecting Floppy drive.. A
Enter the Media to be stopped from redirecting...

D iz not redirected at this time ..
-Floppy
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