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1 Introduction

This document describes installation and use of the "NMC Tool” which provides the following functions:

e Discovery of Network Management Cards connected to the network.
e Update of their « on-board software» also called « micro-software» or « Firmware ».
e Save, import and modification of NMCs configuration. Mass deployment of NMC configuration.

For a list of compatible solutions, refer to the card compatibility list.

2 Pre-requisites

2.1 Installation pre-requisites

You can install the NMC Tool on a machine running with Windows 2000/XP (Home or Pro) / 2003 / Vista

To avoid access conflicts on the network ports 8080 (http), we recommend you install the NMC Tool on a
machine on which there are no other Web servers using this port. If absolutely necessary, this port can be
configured in:

C:\Program Files\MGEOPS\NetworkManagementCardTool\bin\webserver\conf\Config.pi3

Note: remote access to the NMC Tool is disabled.

2.2 Web browser

The NMC Tool graphical interface has been tested with:
e Mozilla Firefox 1.5 and 2
e Microsoft Internet Explorer v6 and 7

2.3 Card compatibility list

MGE has tested the compatibility of the NMC Tool with the following network communication cards:

Name of EATON Device Image Discovery Access Upload Configuration
to Web
Server
Network Management OK OK OK OK
Card Minislot 2006 Edition (Minimum
SNMP/Web — 66102 technical
(Minimum technical level: EA)
level: BA)
Network Management OK OK OK
Card & Modbus/JBus — (Minimum
66103 (through Ethernet technical
Network) level: EA)
Network Management OK OK Not available
Card Transverse
SNMP/Web — 66074
Network Management OK OK Not available
Card Minislot SNMP/Web
— 66244
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3 Installation and Use

To get started with the NMC Tool, perform the following steps:

3.1 Step 1 (Installation)

e On aWindows 2000/XP (Home or Pro)/2003/Vista workstation, start the « NMC Tool » installer with an
administrator account.
At the end of installation, your Web browser is launched on the following HTML page:

o Select an action m

Status Hame -MAC address Location - Contact Login Password Class Selection ~Link

To discover devices, click 'Quick Scan’

«Power device list» window

3.2 Step 2 (Discovery)

e In the Power device list page, click Quick scan .
In a few seconds, you can discover the following cards:
> Network Management Card ref 66102 /BA, 66103 & 66074 & 66244.

Guick Scan h Clear List i Select an action m

‘Status Hame MAC address . Location. Contact  Login Password Clags Selection. Link
Computer Roam MR (BEO74) Transverse
[ upsoa0 UO-E0-DS-04-03.0F  Compiter Room T8 S @ FO0h3 (51 O @
[ upsoEs O0-E0-DB-D&-25-53  Labo S5 DUz (4] ;Ngdg Egsujgéggn”g;;rse 0 (5
E2-B015 MultiSlat  B.TH MMC (66074) Transverss
SR supaite OO0-E0-DE-DA-SEED s bursau B S5 @ 1 GB (SN 49EE49455) r e
[ upskod 00-E0-DE-09-BE-40 ComputerRoom  Computer ) 'EJS"‘LC 4(5[?;:;%:"‘;';'3"’" = T

List of cards discovered by the NMC Tool

3.3 Step 3 (Select cards)

You can select the discovered cards in one of the following ways:
e Select the line
e Select the tools in the Select an action drop-down list
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3.4 Step 4 (Configure the password)

From the Select an action ->Access configuration drop-down list, to be able to upload the firmware, you must
fillin the Login and Password fields (these are the identifiers to access the card).

You can configure the access information for the selected cards.
The checkbox option iz mandatory to apgply the configurstion.

Access infarmation

Login Im\,f_lu:ugin "

Passwoard |"""""""| I’

A pply | Clase |

Notes :

e In the Access configuration , window, use the ‘check box’ option located to the right of the input field to
force configuration of more than one card at the same time when the values already configured are not
identical.

e Inthe Power Device List window, you can check if the Login and Password are correctly configured.
The following window shows the three statuses possible for access information (Login and Password):
Correct / Verification underway / Incorrect

-Login. Password Class

MW [BE074)

@ MEZELPS Transverse F GCh3
[5M ]
MWIC (BEDT 4]

@ MGECPS  H Transverse fGB (SN
49EE20056)

MR (GEOT4)
@ Transverse § GB (SN
49EE49455)

3.5 Step 5 (Upload firmware)

Perform this procedure to upload the firmware:
e Select the cards in the main interface (Step 3)
e Configure the access password for these cards (Step 4) (mandatory)
e From the Select an action -> Add firmware... list box; the uploading window appears.
(1) Click Add... to display the selection dialog box
> Click Browse ... to select the firmware from a disk accessible from the PC.

Usze the "Browse. ' button to add the firmwars to upload

Cloge | Add

Firmw are to add |K:".Packa§esﬁ.r-”.1c Firmwsaresinmc_ghb. kin Browse .. |

(2) Select this firmware from the drop-down list.
The status of the cards with respect to the firmware selected is updated.
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The following four statuses are possible:

(5 Up to date
Ji‘l. Should be updated
Not compatible
@ Unknown check access status

Bad login and password
Communication lost

First select a firmware to upload (Click "&dd' if necessary)
Then select the cards to upgrade (depending on their current version and compatibility)
Firmwrare to upload | rrac_v_a_ns bin | Delete I A |
Upload the firmuware on;
Hame SCurrent version. - Status Selection ;I
1724716240  MMC (66102) 2006 Edition / BA B srould b upssted v
1724717 254 MMC (B6102) 2006 Edition / BA, A spioiig be upristed |
1721718234  MWMC (66102) 2008 Editior 1% _3_11_0 A shouid be ipristed V
172471825  MMC(BE102) 2006 Edition § % _4_05 @ Lo to date [
17217185 MMC(E6102) 2006 Edition / BA B o b updiied 3
mis_ups NMC (BE0T4) Transverse § GB (SN 49DC25001) @ et gy e 4
pazsword
ups0gat MRC (BE074) Transverse [ GH (SM 49EDOE043) @ Mot compstible | -:
Cloze rl Uplozd
(3) Select the cards to upload (check box)
(4) Click Upload
A bar-graph displays the uploading progression for each card
— Metweork Management Card 7 Minislat £ GB (SH (TR 15 % ™

49004 50467
When uploading is complete, the status switches from «& Should be Updated » to «@ Up to date »

Note : You can select as many cards as you like; these cards are uploaded simultaneously.
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Card configuration

NMC Tool allows the configuration of all compatible NMCs to be displayed and managed.
Proceed as follows to access card configuration:

4.1

select one or more compatible cards from the list
then select Card configuration from the drop-down list of actions
after a few seconds, the configuration window appears:

Veillez choisir une carte parmis celles sélectionnées dans 'Soran principal gui servira de modéle
Sélectionner une configuration : | B 182.168.1.1 |63] @ @ | @ @ @
77\
Groupes de paramétres Paramétres réseau U 4

Teus | Nom dhitet st SN

Paramétres résean @ )| Adresse P 19216811 @ a

Paramétres systems @ [ | Masque de sous-réssaut 55,255 2550 @ a

Prise principale @ O rassersler 921681254 @0

Prise #2 @ D | memeedonsine ups.Moeops.com &0 (3 )

Prise #3 @ 0| e Activé £ Desactivé & e 0

Parsmétres daccés @ o =

Serveur DNS primaire I @ a

Motification par email @ & ] M

2 Serveur DNS secondaire I @ U

2 Ermail #1 @0 T :

= Serveur SMTP (mail) ! @ 0

Email #2 e O =

o @ 0 Authentification du serveur Activé € Désactivé cd @ a
Ermail #4 [S 8]
Programmation Wis @ @)
Platetorme NS @0
Température @ ]
Hurmicité @ (8]
Ertrée #1 @ 0
Enttrée #2 e 0
Réglage de Iheure @ 8]

Fermer

Communication card configuration window

The drop-down list and scroll keys (1) at the top of the window allow you to browse through the
configurations.

The various configuration parameters of an NMC are split into groups. Zone (2) can be used to switch
from one group to another in order to display the group’s settings.

Zone (3) shows the configuration parameters. Each group is followed by a code indicating whether the
parameter values are the same for each NMC:

The value of the parameter is the same for all selected NMCs
@ Not all values are identical
And zone (4) allows the following 3 operations to be carried out:

Copy the currently displayed configuration. This creates a modifiable configuration based on the
current configuration. See “4.1 Defining a new configuration”.

Save the currently displayed configuration to a file.

Load a configuration file that has previously been saved in the configuration interface.

Defining a new configuration

NMC configurations cannot be directly modified. A user copy must first be created before the configuration
parameters can be modified.

To do this, select the NMC to be used as a model from the card configuration window, then click on the modify
button @.

You may now enter a configuration name in the dialogue box that pops up, or keep the default name.
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New configuration (%]

Pleaze enter a name for the new configuration

INEW configuration|

Ok I Cancel |

New configuration prompt

Once it has been created, the display automatically switches to the new configuration.

Pleaze chooze a card from the list that will be used as a model.
Select & configuration : IE 92.168.01 [:J @ @ @ @ @
Parameters groups Network Settings
All Hostname® |u,ps)'p( @ Lj
Hetivark Settings S0 | P sdoress? [182.168.0.1 [ e
System Settings @ i | Subnet Mask* |255.255 2550 @ ]
Master Cutiet ® O | ocaewsy [fa2.168.0.284° @0
Outlet #2 @ a Damain MName r.lja_smjr_n_am com @ 0
i) @ O onerr Enabled & Disabled e en
Abcess o) @ L_J Primary DS server 192168.012 @ (]
Ermail Motification &0 _ - 3
) = Secondary DMS server 182.168.013 @ m
E:::: :; % 8 SMTP Server (email) Ismtpsexver. @ [_j
Email #3 @ [:! SMTP Authertification Enabled & Disabled i @ O
Enai #4 e 0
Shutdown Settings @ 0
M &0
Temperature @ 5 |
Humicity en
Ingaut #1 @0
Input #2 @0
Time settings @ O
| Close |

User-defined configuration

Note that the icon in the drop-down list has changed ([i?) to indicate that you are now working on a user defined
configuration.

e You are able to modify the values in the user configurations fields.

e After each modification, the new values are temporarily saved automatically. It is therefore possible to
close the configuration window, or even the browser, and come back to the configuration later.
Note: the configuration is lost after a period of inactivity of one hour or if NMC Tool is restarted. To keep

a configuration beyond this period, simply click on the % button to save your work.
e Specific types of values are required in some fields. If necessary, an information box will appear when
the mouse cursor is passed over the field.

P Address* frazi681 24
Subriet Mazk! 2552552550 : @ 0
Galaveay® [192.168.1.254 il o | e 0O

Example of an information box
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In addition, a visual indicator tells you if the value entered is not of the correct type.
The red background in the example below indicates that the IP address entered contains an error.

P Address 1521681 355

Subnet Mask [bss 255 255 1) @ O

Example of a value error

e Once the modifications have been made, they can be propagated to all selected NMCs. See
“4.2 Card configuration synchronisation”.

4.2 Card configuration synchronisation

NMC Tool allows the values of one or more parameters to be synchronised to any number of NMCs.

e To do this, first select the parameters to be synchronised by ticking the box to the right of the parameter
).
Note: if the parameter input field has a red background, the box cannot be ticked until the value has
been corrected. Furthermore, if a parameter is “unique” (e.g. IP address or host name), there will only be
a box that can be ticked if a single NMC has been selected, so as not to duplicate the value to several
NMCs.

e All the parameters of a group can be selected by ticking the box to the right of the group name (2). All the
parameters of all the groups can be selected by clicking on “All” (3) at the top of the list of groups.

Please choose & card from the list that will be used as & model
Select & configuration : |]§New configurstion [!] @ @ @ @ @
Parameters groups Network Settings
3 >
O Ll Al Hostname* IupsS?
hetwork Seftings: © (| Paddess |192 1681 22
System Settings @ (O | Subnetmask [255 2552550 @0 l/@
Master Outlet @ O | ocazway [1521881 254 Q0 “
Qutlet #2 e l‘,) Comain Mame Iups domain.com e L_J
S @ O e Enabled & Disabled c a0
et Corral =
ceess Lomie e 0 Primary DN server |D.0.D.D e a
Email Matification e (]
= Secondary DME server ID.U.D.D e [_]
Email #1 1 2
i g t‘]] SMTR Server (email) |sm1p.mgeops.com e 0
mail
gz e o SMTP Authertification Erabled " Disabled (3‘ @ @)
Email #4 Q0
Shutdown Settings ® 0
hbS: e@n
Temperature @ (8]
Humiciity e 0
Inpout #1 @ (]
Input #2 en
Titme settings @ ]
o O ===
N

e When you are happy with the selection of parameters to be synchronised, click on “Apply” (4) to send the
configuration parameters to the NMCs. Parameter synchronisation can be observed via the &/@
synchronisation symbols.

Note: creating an intermediary user configuration is not compulsory if you wish to synchronise the parameters of
an NMC with other NMCs without modifying their values. Simply select the parameters to be synchronised directly
in the “source” NMC configuration and start synchronisation.
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5 Appendices

5.1 Installation result

e At the end of installation, the following shortcuts are created in the Program group:
Start -> Programs -> " MGEOPS " ->"Network Management Card Tool"

Name Description
1. Starts the main graphical interface for NMC Tool and
@ 1.5tarting Metwork Management Card Tool the services
Q 2, Stopping Metwork Management Card Tiool 2. StOpS the services
R ot 3. Uninstalls the program

e The « MGE NMC Tool — Acquisition engine» service is created; this is the acquisition engine for the
database. The program queries the UPSs connected to the network on a regular basis to determine the
state.

The Web server service called « MGE NMC Tool — Web Server» is also created.

5.2 Uninstall the product

To uninstall, you can:

e Use the icon group "Start -> Programs -> MGEOPS -> Network Management Card Tool -> 3.Uninstall "
to uninstall the NMC Tool.
e You can also select NMC Tool program in the Control Panel and Add/Remove programs.

5.3 « Power Device List» page

5.3.1 Functions and information

e  Quick discovery
In the Power device list bar, click on Quick Scan .
In just a few seconds, you can discover the following cards:
> Network Management Card ref 66074 & 66244 and 66102 /BA, 66103

The discovery process is based on network queries in broadcast mode; access to the cards can be
limited by the configuration of routers and switches

e Clear list
Perform this operation to delete all devices discovered in the previous operation.

s Quick Scan h Clear List h Remove selected devices

Status Hame MAC address Location Contact ‘Login. Password Clags S_elec_ﬁo_rr Link
[} upsOsaf 00-E0-DE-04-05-8F  Muttislot Haut D.CUZIN (@] ?g":fi:ggg;ég?”“ersex(}a O e
[ ups28ss O0-E0-DE0A-25-53  Labo SSW D.CLZIN (11 ] E\Isr\ur'l\l(:“(:ggz?'go)gg)ansverse 48 [ e
[ ups4ssar 00-E0-DS-04-44-47  Computer Raom ;i:s;‘:r RO (7] (Ng'fﬂfffgfggi 42)3”3\'”33 i - Q
= namnns SN s @ s [ i

List of discovered cards

The following information appears in this page:
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Name
MAC address

Location
Contact

Login
Password
Class
Selection
Link
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This icon represents the status of the device and can have the following values:

Icon Device status

Normal . The status of the device is normal.

Loss of network communications  between the card and the NMC
Tool.

or Loss of serial communication  between the UPS and the card.

IP address (or DNS name)

Unique identifier of a device connected to the Ethernet network. This MAC (Medium
Access Control) address is printed on the card and can therefore be used to find the
IP address when it has been allocated by a DHCP server.

The location of the device (value of the syslocation object or value configured on a
dedication page of the device).

the « contact » person in charge of the device (value of the syscontact object or
value configured in the Configuration->Supervisor device page).

The user account used to access the card.

The access password for the card.

information describing the card: Commercial name/Firmware version.

Check box used to Select/deselect the card and display its link selection status.
Link to the device Web server (if available).

"UPS properties” access using NMC Tool

on the Web link associated with this Q icon available in the Status tab.

5.3.3

E-T-N

Fowering Busiress Worldwide

UPs

¥ UPS Properties

i UPS Control

! Weekly Schedule

i Shutdown Parameters

Logs and Notification
! Measuremenis
Event Log
) Systemlog
Email Notification

Settings

i Metwork

! System

i Motified Applications
Access Control
Time

Firmware Uplcad

Network Management Card

UPS Properties

Help
i AC Dutput
@ BEAR Voltage 231V
Carte 16 Mo P Current 024
= Freguency 500 Hz
Load leve 0%
Apparent Power 0.0 KVA
Active Power 0.0 kA
i UPS Status vi
Power source : AL Power
Output load level : 0%
@ Master On
Output @ Groupt: On
@ GroupZ: On
Battery
Battery load level CELEEEEELE] 100%  Charging

Environment
Slatus

I Settings
Log

Remaining backup time : ShiZmn43s
Battery status oK

Last update : 200810408 11:25:28

Access to "UPS properties"

Select discovered cards

To select the cards, you can:
Select the line in the interface or

NMC Tool — User manual
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e Use the tools in the Select an action drop-down list

Status: Hame

[ ups0se
[ ups2853
[ upsdaer
upssEod
! upsSdce
[} | ups9ish

Selection possibilities

MAL address:
00-E0-Di5-04A-05-AF
00-E0-DF-04A-28-53
00-E0-DE-04-44-47
OD-ED-DS-0A-56-CD
00-E0-D8-04-5D-CE

00-E0-DE-09-91-58

Selection using the interface

e Click on the corresponding line to select/unselect an element.
=> The check box is then selected and the line turns dark orange
e With the left button of the mouse pressed, move the cursor to perform a multiple selection

Selection via the scrolling list

Location
Muttizict Haut
Labo S2W

Computer Room

E2-B023, MultiSlat
=0Us bureau

Computer Room

Lozl Onduleurs

services

These possibilities are provided in the list box:

Contact.

D.CUZIM

D.CUZIN

Camputer Room
Manager

Betnard THOMAS,

ST, 3363

Computer Room
Manzcer

Patoche sav

NMC Tool

User manual

Quick Scan h Clear List h Select an action

Login. Passwor

@

@ © e 0 @

Configure access..
Upigrade firmyare
Remove selected devices
Select all devices

Un=elect all devices
Invert selection

| Select by keysweordd

HMC (BE244) Minislct £ 38 (5N
490002091 )

g

g

0 o0 O 0 0 e

Select all devices

Select the devices in the list.

Unselect all devices

Unselect all devices in the list

Invert selection

Invert the selection underway.

Select by keyword.

You can select the lines according to the words contained in

these lines.

The selection is exclusive (the new elements replace the

selection underway).
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6 FAQ and error messages

Uploading problem .
After uploading, the firmware of the card has not been updated and the status of the card is still set to «
Should be updated ».

Solution: With 66102 card when upgrading from /BA to /CA version the reset is not always performed
at the end of downloading process.

Problem with discovering the cards configured by default

Solution: To discover the Network Management Cards in their factory configuration (172.17 .XXX.XXX)
from a computer housing the NMC Tool and configured in another network, you can change the

routing table of your PC with the following command:
ROUTE ADD 172.17.0.0 MASK 255.255.0.0 «IP address of the computer»

Operating problem after uploading

Solution1: Check if your card has changed it's IP address (e.qg. if it is configured in DHCP)
Solution2: Consult the release note of the firmware and check if a specified operation is necessary
after software update (reset to factory configuration, save Trap receptors, for example)

Problem : 66074 or 66244 card not accessible after uploading

Solution: If the 66074 or 66244 cards are no longer accessible after a problematic uploading operation,
use the uploading by Msupgrade.exe serial link utility available with the EATON software support.

Problem : 66102 card not accessible after uploading

Solution: If the 66102 card is not accessible after a problematic uploading operation, request a
reprogramming procedure in TFTP for the card 66102 available from EATON software support.

Problem : 66074 / 66244 or 66102 card impossible to upload

Solution : For the 66074 / 66244 cards, check that the option « update by network » in the « IP
configuration » page has not been deactivated.

For the card 66102, check the configuration in the Configuration-->System page.

Problem : NMC Minislot 2006 66102 card impossible to discover with the NMC Tool

Solution : Check the firmware version in the NMC card.

The AA version is not compatible with the tool.

To make the card compatible with the tool, you must first upload firmware to the card with a minimum
technical level of: BA (by using the Web server of the card).

Problem : On 66102 card it is not possible to download a previous firmware version

Solution: The downgrade from version /CA to version /BA is not allowed. Contact the software support
for the right compatibilities.

Problem : On 66102 card the firmware versions detected by NMC Tool are inconsistent

Solution: Don’t change the firmware names.

Problem : Accessing the web interface of the card is slow or impossible, update or configuration
operations from NMC Tool fail
Solution : If the security mode of the card is set to SSL, choose a non-SSL security mode instead
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