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1 Introduction

Thank you for purchasing an SMC product. The SMCHPAV-ETH2 is a fast
200Mbps* Powerline HomePlug AV Ethernet Adapter which allows you to
connect computers, or Ethernet-enabled devices in your home or office and to
share an Internet connections through the in-house electrical wiring .

*200Mbps—is the physical data rate. Actual data throughput may be lower.

1.1 Minimum System Requirements

For Configuration Utility, computer with

- 200MHz above CPU with 128MB RAM

- 20MB free disk space

- 10/100Mbps Ethernet Adapter with RJ-45 connector

- Windows 7, Vista, XP (with SP2) or 2000 (with SP4)

For Hardware Installation

- At least 2 HomePlug AV devices

- Available power outlet

- Available Ethernet port with RJ-45 connector on each computer or

networking device

1.2 Package List

1 SMCHPAV-ETH2 HomePlug AV Ethernet Adapter
1 CD-ROM with software utility and user manual
1 RJ-45 Ethernet cable

1 Quick Installation Guide

1 Warranty Information Card



2 Safety Cautions

This device is used for connection to the AC electrical wiring. In order to use the

device correctly and safely please read the instructions before using the device.

For installation instructions, please refer to the installation section of this user
guide.

Follow all the warnings and instructions marked on the product.

Before cleaning the device, unplug it from the wall outlet. Use a dry cloth
for cleaning. Do not use liquid or aerosol cleaners.

Do not place the device near water.
Do not place the device near or over a radiator or heat register.
Do not use an extension cord between the device and the power outlet.

Only professional technicians should service the device. Opening or
removing covers may result in exposure to dangerous voltage points or
other risks.

Unplug the device from the power outlet and refer to professional service
personnel for the following conditions:

— Ifliquid has been spilled into the product.
—  If the device has been exposed to rain or water.

—  If the device does not operate normally when following the operation
instructions.

—  If the device shows a significant change in performance.



3 Hardware Overview

3.1 Ethernet Interface

Use one end of the network cable included in the box to connect to the Ethernet
port (RJ-45) of the SMCHPAV-ETH2. Use the other end of the cable to connect
to the Ethernet port (RJ-45) of a computer or any other Ethernet-enabled
networking device.

3.2 Buttons

Reset Sync ‘

Figure 3-1 Side panel

Reset: Restore the factory default settings.

Sync: Activate network security. Refer to chapter 6 for more information.

3.3 LEDs

As shown in Figure 3-2, there are 3 LEDs on the front panel to indicate the status
of the adapter:



Power LED

- Green LED: Power on.

- OFF: Power off.

Ethernet LED
- Green LED: The Ethernet connection is ready.
- Blinking: The Ethernet connection is transmitting or receiving data.
- OFF: No Ethernet network activity.

Data LED

- Blinking: The Powerline connection is transmitting or receiving data.
- Red LED: Low link speed (Data rate is slower than 30Mbps)

- Yellow LED: Normal link speed (Data rate is between 30-50Mbps)
- Green LED: Excellent link speed (Data rate is faster than 50Mbps)

- OFF: No Powerline network activity

SMC

/ Power LED

e Ethernet LED

Data LED e

Figure 3-2 Top view
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4 Installing the Configuration Utility for Windows

° Before installing the configuration utility for Windows 7/Vista/XP/2000,
please make sure that no other Powerline utility is installed on the
computer. If another Powerline utility is already installed, please uninstall it
and reboot the computer.

o Insert the CD-ROM with the utility into the CD-ROM drive of the computer.
Select SMCHPAV-ETH2 Utility Installation and double-click Setup.exe.
Follow the on-screen instructions to install the utility. No password or
CD-Key is needed.

The installation process is similar to the one shown in Figures 4-1 to 4-4:

i Power Packer Utility

Welcome to the Power Packet Utility Setup Wizard

The installer will guide you through the steps required to install Power Packet Lkility on your
computer.

WARNIMNG: This computer program is protected by copyright law and international treaties.
Unauthotized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law

fE— Nex‘t e

Figure 4-1 Setup wizard



i Power Packet Utility

Select Installation Folder

The installer will install Fower Packet Ltility to the following folder.

Toinstall in this folder, click "MNext". To install to a differentfolder, enter it below or click "Browse".

Eolder:

C:Program Files'SMC\Power Packet Utility Browse...
Disk Cost

Install Fower Packet Liility far yourself, ar for anyone who uses this computer:

eryon

 Justme

Cancel < Back | Tlext » |

Figure 4-2 Select installation folder




iw Power Packet Utility

Confirm Installation

The installer is ready ta install Power Packet Utility on yaur computer.

Click "MNext" to start the installation

Cancel < Back

Figure 4-3 Confirm Installation

Click Next to start the installation.



i Power Packer Utility

Installation Complete

Fower Packet Utility has been successfully installed

Click "Close" to exit.

Figure 4-4 Installation complete

Click Close to complete the installation.

5 Working with the Configuration Utility for

Windows

5.1 Main Tab

The Main screen provides a list of all HomePlug AV devices logically connected
to the computer where the utility is running on.

The top panel shows all devices that are found locally connected to the
computer where the utility is running on. In most cases, only one device will be
listed here.. Select it and click the Connect button. The utility automatically



scans the Powerline network periodically for other HomePlug AV. If no local
HomePlug device has been found, the status bar displays NO HOMEPLUG
ADAPTERS DETECTED.

Power Packet Utility == =]
WMain | Privacy | Diagnostics | About |

Local Device(s) on vour computer: )
Device Type MAC Address Connected to HomePlug &Y Device

% HomeFlug &V Device  OD1EE3.00.85E7 Correct
Upgrade Firmware

1 Powerline Device detected: Metwork Type: Public Autoscan On
| Device Mame Pagzword | Quality | FRate [Mbps] | MAC Address
E’ Device 2 - 183.00 00:1E:E3:00:85:CE

SMC Rename Enter Password Add ‘ Scan ‘
Networks
Close

Figure 5-1: Main tab information

The lower panel provides detailed information about all HomePlug AV devices
found in the Powerline network. The total number of devices connected to the
network is displayed in a line above the device names (1 Powerline Device
detected in Figure 5-1). Network type (Public or Private) depends on the
network name of the local device (please refer to the chapter 5.2 for more
information). Autoscan/Scanning... shows whether the autoscan function is on
and active. The following information is displayed for all devices that appear in
the list:

Device Name

This column shows the default device name, which may be modified. To change
the name of a device, select the device and click Rename or click the name and
9



edit it in the list.

Password

By default, this column is blank. You can select a device and click Enter
Password to change it (see below).

Quality

This shows the signal quality in form of a progress bar.

Rate (Mbps)

This column indicates the current data rates in Mbps.

MAC Address

The last column shows the MAC address of the each device.

Enter Password

The password is necessary to activate security in the Powerline network and to
control all HomePlug AV devices from one computer. To activate security you
need to create a so-called “private network” by changing the private network
name in all HomePlug AV devices. This will only be possible after entering the
password for all these devices.

The procedure for setting the password of the device (required when creating a
private network) is as follows:
° Click the device name to select the device in the lower panel.

° Click Enter Password. A dialog box appears, showing the device name,
MAC address and a field to enter the password. See Figure 5-2.

10



Set Device Password

Device: Device 2 [001E:E3:00:E5:13]

Pazzwiord: |

The Pazsword typically
appears a3 a humber and
letter code, in groups of four,

SMC- separated by dazhes.

Hetworkz2 [ie =k a8 -GH26-BR1K-LZ5A)
[t iz found on the device or
packaging.

Cancel |

Figure 5-2: Set device password

° Enter the password (typically a number and letter code in groups of four,
separated by dashes, to be found on the backside of the device or the
packaging) and click OK to verify the password. The password field
accepts the device password in any format, with or without dashes.

A confirmation box appears if the password was entered correctly. If a device

was not found, a message appears, providing suggestions to solve the problem.

Add

This button is used to add a device to the existing Powerline network by entering
the password of the device. A dialog box as in Figure 5-3 appears. Enter a
device name and the password to add the device.

If the device was found and the password was entered correctly, a confirmation

1



box appears. If a device was not found, a message appears, providing
suggestions to solve the problem.

Add Device to Network [2 [0 [X]

Device Mame: |Stuu:|_l,l Fioom

Passward: |F'.ﬂ-.SS-WEIHD-GEIES-HEFIE

The Password tppically
appears a: a humber and
letter code, in aroups of four,

SMC zeparated by dazhes.

Metworks [ie #K8T-GHZE-BR1E.-LZ54])
[t iz Found an the device or
packaging.

Cancel

Figure 5-3: Add remote device

ANote: The device must be in the Powerline network (plugged in), so
that you can confirm the password and add the device to the network. If
the device is not located, a warning message appears.

Scan

This button is used to perform an immediate search for HomePlug devices
connected to the Powerline network. By default, the utility automatically scans
every few seconds and updates the displayed information accordingly.

5.2 Privacy Tab

In the Privacy screen, you can maintain security for the logical network and

12



select the devices that should be able to communicate in the same network. See
Figure 5-4.

Out-of-the-box, all HomePlug devices are pre-configured to be used in a public
network with “HomePlugAV” as network name. In the Privacy screen, you can
create a private network by changing the private network name of the relevant
devices. Only devices with the same private network name will be able to
communicate.

Click Use Default (Public Network) or enter HomePlugAV as network name, to
change from a private network back to a public network.

Power Packer Unility

Main  Privaey | Disgnosties | About |

Uze this screen to create a Private Metwork that provides you with extra security.

Frivate Network Name

OF [ UssDefaul (Public Network] |

Do not share the netwark. name with others you do not want to be part of this netwoark.
After setting the name above, chooze haw it will be applied below:
Place On This Metwork.
e coe st U VLA O ok

OR
ALL devices whoze Password has been entered.

[They communicate together but are izalated from devices with Set All Devices
a different network, name]

Figure 5-4: Privacy screen

ANote: If the network name changes to anything other than Homeplug,
the network type in the main screen is displayed as Private.
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Set Local Device Only

This button is used to change the private network name of the local device only.
If a new private network name (other than HomePlugAV) is entered, all the
devices that appeared in the lower panel of the Main screen will disappear,
effectively isolating the local device from the other devices in the logical network.
Only devices that were previously set up with the same private network name
still appear in the device list.

Set All Devices

This button is used to change the private network names of all the devices that
appear in the lower panel of the Main screen and whose password has been
entered. For these devices a dialog box appears, indicating successful operation.
For devices whose passwords has not been entered, a dialog box appears
indicating operation failure.

Ay
&Note: Before clicking “Set All Devices” please make sure that the
password for all HomePlug AV devices that should join the private network
has been entered . If you skip this step and you lose connectivity to some
devices, please reset the private network name to default, click on “Set All
Devices” and start all over.

5.3 Diagnostics Tab

The Diagnostics screen shows the system information and a history of all
devices that appeared in the network over a period of time. See Figure 5-5.

The Upper panel shows technical data about the software and hardware of the
host computer where the utility is running on. It includes the following:

u Operating System Platform/Version

] Host Network Name

] User Name

| ] MAC Address of all NICs (Network interface card) connected

14




to the host
] Identify versions of all Driver DLLs and Libraries used (NDIS)
and optionally

HomePlug chipset manufacturer name
MAC Firmware Version
MAC addresses of all devices connected locally to the host

Version of the Configuration Utility

Vendor name

Power Packer Unility

Main | Privacy Di&gmms]ﬁbout |

Syztem Information | ~
On NIC #1 MAC = 00:1E:8C:42:90:1F

SMCHPAYV-ETHZ Device #1 MAC = 001E:E3:00ES: 14

Metwark pazsword: HomePlugal'

Yendor SMC

Firrnweare: INT6400-MAC-4-0-4011-00-3430-20090501-FINAL-C

On NIC 2 MALC = 00:1D:E0:61:FE:3D o

Fiemote Device History [Log)

Device | MAC Addiess | Pagsword | Rate [(Mbps) | Metwark | Last Seen

Device 2 O01E:EZORESTI - nat entered - 189 HomePlug...  Jan 08 03:15PM

< >
Delete Save Report Print Report

Figure 5-5: Diagnostics screen

The Lower panel displays the history of all devices that appeared on the
computer over a certain period of time. All the devices and the parameters of the
devices on the powerline network are listed. Devices that are active on the
current logical network show a transfer rate in the rate column. Devices on other
networks, or devices that no longer exist are shown with a “?” in the rate column.
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The following remote device information is available from the diagnostics screen:

Device Name

MAC Address

Password

Last known data rate

Last known network name

Homeplug chipset manufacturer name

Date when the device was last seen on the network

MAC Firmware Version

The displayed diagnostics information can be saved to a text file for later use, or
be printed for reference for a technical support call. Click Delete to delete the
devices which are no longer part of the network. A dialog box will pop up with a
confirmation message if you want to delete a device whose password has been

entered.

5.4 About Tab

The About screen shows the software version and provides an HTML link to a
website, such as www.smc.com. Clicking the web address, will open the website
in your web browser.

16



Power Packet Utility

Meain | Privary | Disgnosties About |

Networks

Power Packet Utility “erzion: %50, Build 2.0 Released: Dec 24, 2009
Copyright (& 2009 SMC Metworks Inc.

WAL ZMC, COM

License Copyrights :

Copyright [] 1999 - 2005 NetGroup, Politechica di Torina [Italy]. s
Copyright [c] 2008 - 2009 CACE Technologies, D avis [California).
Al rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that
the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the
fallowing disclaimer.

Preferences:

Figure 5-6: About screen

6 SYNC button Usage

This section describes how to add or remove devices from a Powerline network
by using the SYNC button on the devices. This process allows to create a
Powerline network without using the configuration utility for Windows and works
independent from the operating system.

6.1 Creating a private network

When two devices with different SYNC values are connected to the same
Powerline private network, they need to be synchronized to be able to
communicate:

1. Press the SYNC button on device A for less than 3 seconds.
2. Press the SYNC button on device B for less than 3 seconds.
17



The button on device B must be pressed within 1 minute.
3. Wait for the SYNC process to complete.

The Power LED on both devices will blink evenly at 1-second intervals until the
operation succeeded or failed. If the connection succeeded, it illuminates
steadily. If an error occured, the Power LED on the ‘adder’ (Device B) blinks
unevenly until the SYNC button on the ‘adder’ (Device B) is pressed again or the
‘joiner’ (Device A) is reset by pressing the SYNC button down for more than 10

seconds.
~ . e I

A and B are not the member of the AVLN

A and B wants to join this AVLN

Press Sync button on A less than 3 seconds

Press Sync button on B less than 3 seconds

B determines A's MAC address < B's MAC address
B becomes “adder”

A accepts Sync from B

** AVLN : AV in-home Logical Network **

SR IRV IR

Figure 6-1: Creating a Homeplug AV private network

6.2 Joining a Network

In this scenario a Powerline private network exists and a new device, the ‘joiner’,
should join the network. Any device on the existing Powerline network can
become the ‘adder’.

1. Press the SYNC button on the ‘joiner’ (new device) for at least
3 seconds.

2. Pressthe SYNC button on any network device for less than 3
seconds, making it the ‘adder’ (existing device). Please press
this  SYNC button within 1 minute.

3. Wait for the connection to complete.

The Power LED on both devices will blink evenly at 1-second intervals until the
operation succeeded or failed. If the connection succeeded, it illuminates
steadily. If an error occured, the Power LED on the ‘adder’ blinks unevenly until

18



the SYNC button on the ‘adder’ is pressed again or the ‘joiner is reset by
pressing the RESET button down for more than 10 seconds.

a8
PLC
v e
H

A and B from AVLN

C wants to join this AVLN

Press Sync button on B less than 3 seconds
Press Sync button on Cless than 3 seconds
Bis “adder” and Cis “joiner)

C acceptsSync from B

** AVLN : AV in-home Logical Network *~*

sl Ll g R Lo P

Figure 6-2: Joining a network

6.3 Leaving a Network

In this scenario a Powerline network exists and one device, the ‘leaver’, should
be removed from the network. The user either wants to remove the device
completely or have it join another logical network.

1. Press the SYNC button on the ‘leaver’ for at least 10 seconds. The
device resets and restarts with a random SYNC.

2. Wait for the reset to complete.

The Power LED on the ‘leaver momentarily extinguishes during reset, blinks
during restart, then illuminates steadily. No error occurs.

The user can disconnect the device from the medium or join it to another logical
network on the same medium when the reset process is completed.

19



A
PLC PLC

1. Aand B are the member of the AVLN

2. Awant to leave the AVLN

3. PressSync button A more than 10 seconds

4. Device Anow resets and restarts with arandom
SYNC

S. Waitfor the resetto complete

** AVLN : AV in-home Logical Network **

Figure 6-3: leaving a network
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Appendix A  Specifications

Protocol

Compliant with HomePlug AV 1.0
Co-existing with existing HomePlug 1.0

System Support

Windows 98SE, Windows 2000, Windows
ME, Windows XP 32/64 bit and Windows
Vista 32/ 64bit

Powerline Data Rate

200 Mbps

Modulation Band

2MHz~30MHz

Modulation Schemes

Support QAM 1024/256/64/16/8, QPSK,
BPSK and ROBO

Encryption 128 AES

LED Indicators Power LED
Ethernet LED
Data LED

Buttons

Reset: Restore the default factory settings
SYNC: Set up network password
automatically

Consumption 3.5 W Max.
Operating Temperature | 0°C~45°C
Storage Temperature -20°C~70°C

Operating Humidity

10%~90%, non-condensing

Storage Humidity

5%~90%, non-condensing

Power Supply

100 V~240 V AC, 50Hz~60Hz

Certifications

CE, UL, FCC Part 15 Class B

Green Standard

RoHS
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Appendix B

Acronyms and Abbreviations

AVLN AV In-home Logical Network, the AVLAN is the set
of STAs that possess the same network
Membership key, every AVLN is managed by a
single CCo

CCo Central Coordinator, the CCo is a superset of a
STA which includes terminal equipment identifiers
and global link identifiers

CSMA/CA Carrier Sense Multiple Access / Collision
Avoidance

DAK Device Access Key

DM Device Manager

IGMP Internet Group Management Protocol

NEK Network Encryption Key

NID Network ID (ldentification)

SYNC Synchronize Device

PLC PowerLine Communication

PIB Parameter Information Block

STA Station, a STA in the network with a connection to
the Powerline network and being able to source or
sink traffic

TDMA Time Division Multiple Access

TEI Terminal Equipment Identifier

TOS Type of Service

VLAN Virtual Local Area Network

22




Appendix C  About QoS

The SMCHPAV-ETH2 allows 4 levels of Channel Access Priority (CAP, 0 — 3).
The 8 levels of VLAN Ethernet tags must be mapped to the 4 levels of CAP
priority, where CAP 3 is the highest priority and CAP 0 is the lowest. CAP 3
priority is used for voice and network management frames, CAP 2 is used for
streaming video and music while CAP 1 and CAP 0 are used for data.

Default CAP

The Default CAP group allows default priority mapping of packets that do not

have a VLAN tag. Settings are available for unicast (directed to a host).

° IGMP - (default CAP 3) - set the channel access priority for IGMP frames -
these are the group management frames, not the stream data

L] Unicast - (default CAP 1) - set the default channel access priority for
unicast frames not matching any other classification or mapping.

° IGMP managed Multicast Stream (Fixed to CAP 2) - set the default
channel access priority for stream data belonging to a snooped IGMP
multicast group.

° Multicast/Broadcast - set the default CAP for multicast frames not in a
snooped group and for broadcast frames.

The following are the factory default settings for VLAN Tags and TOS Bits:

VLAN Tag Default CAP TOS Bit User | Default CAP
User priority Priority Priority Priority

0 CAP1 0 CAP1

1 CAPO 1 CAPO

2 CAPO 2 CAPO

3 CAP1 3 CAP1

4 CAP2 4 CAP2

5 CAP2 5 CAP2

6 CAP3 6 CAP3

7 CAP3 7 CAP3
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Edificio Conata Il
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Phn: +34 93 477 4920

TECHNICAL SUPPORT
From U.S.A. and Canada (24 hours a day, 7 days a week)
Phn: (800) SMC-4-YOU / (949) 679-8000
Fax: (949) 679-1481

English: Technical Support information available at www.smc.com

English (For Asia Pacific): Technical Support information available at
www.smc-asia.com

Deutsch: Technischer Support und weitere Information unter www.smc.com

Espaiol: En www.smc.com Ud. podrd encontrar la informacién relativa a servicios
de soporte técnico

Francais: Informations Support Technique sur www.smc.com

Portugués: Informacdes sobre Suporte Técnico em www.smc.com

Italiano: Le informazioni di supporto tecnico sono disponibili su www.smc.com
Svenska: Information om Teknisk Support finns tillgdngligt p& www.smc.com

Nederlands: Technische ondersteuningsinformatie beschikbaar op www.smc.com
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Cestina: Technicka podpora je dostupna na www.smc.com

Magyar: Mliszaki tamogat informacio elerheté -on www.smc.com
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