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This guide details the use of NTP Software File Reporter™. Upon completion of the
steps within this document, NTP Software File Reporter will successfully report on
your enterprise community.
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Executive Summary

Thank you for your interest in NTP Software File Reporter™. NTP Software File
Reporter is a critical component of an overall file data management (FDM)
architecture and is part of the NTP Software integrated suite of products. Together,
these products are designed to help organizations control and report on their
current and ever-growing Windows® storage infrastructure.

NTP Software File Reporter provides a complete view of storage consumption within
enterprise organizations. Providing reports on users, files, directories, volumes, sites,
mailbox folders, and servers across your entire organization, NTP Software File
Reporter is the premiere enterprise reporting application. By using the NTP Software
File Reporter drill-down filtering technology, administrators can focus on the most
important and growing concerns within their enterprise environments.

NTP Software File Reporter reports on enterprise storage resources; for example,
some of the built-in reports display data related to the following:

e End-user storage consumption
e File type utilization
e Prediction and trend analysis

NTP Software File Reporter is different from all other storage-reporting applications
in several important ways. In particular, it has the lowest labor cost, which industry
analysts agree represents 75% or more of total cost of ownership (TCO). To assist
with lowering costs, NTP Software provides and supports multiple installation
methods for NTP Software File Reporter, including Microsoft® SMS installations, MSI
installations, and Active Directory group policy object installations. NTP Software File
Reporter supports virtually any installation method your organization customarily
uses.
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Installation

For installation instructions, please refer to the following:

e Installation Guide — NTP Software File Reporter Analysis Server _4464EF for
details about installing NTP Software File Reporter™ Analysis Server.

e Installation Guide — NTP Software Data Collection Agent for Active
Directory 4458EF for details about installing NTP Software Data Collection
Agent for Active Directory.

e Installation Guide — NTP Software Data Collection Agent for
Windows_4463EF for details about installing NTP Software Data Collection
Agent Windows Version.

e Installation Guide - NTP Software Data Collection Agent for NAS
NetApp®_4461EF for details about installing NTP Software Data Collection
Agent for NAS, NetApp Edition.

e Installation Guide - NTP Software Data Collection Agent for NAS
EMC®_4460EF for details about installing NTP Software Data Collection Agent
for NAS, EMC Edition.

e Installation Guide — NTP Software Data Collection Agent for SharePoint
Server_4462EF for details about installing NTP Software Data Collection
Agent for SharePoint Server.

e Installation Guide — NTP Software Data Collection Agent for NAS EMC®
Isilon_4595EF for details about installing NTP Software Data Collection Agent
for NAS, EMC Isilon Edition.

This guide covers two main topics: configuring NTP Software Data Collection
Agent™ and configuring and managing NTP Software File Reporter.

In This Guide

The screenshots within the user manual do not necessarily reflect your
environment. The screenshots here are meant to reflect all Data Collection
Agents supported with NTP Software File Reporter.
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NTP Software Data Collection Agent Administration

NTP Software Data Collection Agent™ is a critical component of an overall file data
management (FDM) architecture and is part of the NTP Software integrated suite of
products. Together, these products are designed to help organizations control and
report on their current and ever-growing storage infrastructure.

The NTP Software File Reporter supports the following Data Collection Agents:
e NTP Software Data Collection Agent for NAS, NetApp Edition

e NTP Software Data Collection Agent for NAS, EMC Edition

e NTP Software Data Collection Agent Windows Version

e NTP Software Data Collection Agent for SharePoint Server Edition

e NTP Software Data Collection Agent for Active Directory Edition

e NTP Software Data Collection Agent for NAS, EMC Isilon Edition

NTP Software Data Collection Agent Configuration

Depending on the platform adapted in your environment, you will have to configure
one type of NTP Software Data Collection Agent from the list above. Before using
NTP Software Data Collection Agent, the new configuration settings must be created
for each storage unit (Filer®, VNX, etc.) that the agent will scan. Follow these steps
to create a new configuration:
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Configuring New Active Directory Server

1. From the NTP Software File Reporter™ Analysis Server machine, open the NTP
Software Data Collection Agent™ Administration by clicking Start > All Programs
> NTP Storage Software File Reporter > NTP Software File Reporter Data Agent
Administration.

2. In the left-hand main menu, click New AD Configuration to open the Active
Directory Configuration window.

@ Active Directory Configuration

General Departiments Logging

General

Active Directary Server [AD Server |

The domain must match the domain faund in Active Directary Users and Computers

Aetive Directory Damain [AD Domain |

Seanning Machine ‘Maulline? |

LD#P Port

Active Directary Description (250 characters)
[Enter description]

Add

3. In the General dialog box, enter the AD server, AD domain, scanning machine,
LDAP port, and description (if desired) and then click the Add button.

@ Active Directory Configuration

General Departiments Laqaing

General

Active Directory Server ‘AD Server |

The domain must match the domain found in Active Directory Users and Computers

Active Directary Damain [AD Domain |

Scanning Machine ‘Macllinez |

LDAP Part

Active Directory Description (250 characters)
[Enter description]

Add

4. From the Home page, under the Active Directory Configurations section, click
the AD server name you want to update/configure.

|
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5. In the Departments dialog box, enter the Active Directory Department attribute
name and then click the Update button.

@ Active Directory Configuration (AD Server)

General Departments Logaing

Departments

File Reporter Department reports reguire the name of the Active Directory attribute that contains the
departrment name assigned to each user. Please supply the narme of the Active Directory Department
atttibute

Active Directary Department Aftribute Name 7

Update | ‘ Reset | ‘ Delete

6. In the Logging dialog box, specify how you want the system to log events as they
occur. Select any of the logging options and then click the Update button.

e No Logging: Prevents logging events to the log file.
e Minimal Detail: Logs a few event details to the log file.

e Full Detail: Logs all the details to the log file.

NOTE: The agent writes to a log file located in the install directory.

@ Active Directory Configuration (AD Server)

General Departments Logaging

Logaing

This section contrals how verbose the systern logs events as they occur. The agentwrites to 2 log file
located in the install directory

@ Mo Logging
@) hinimal Detail
O Full Detail

Update ‘ | Reset ‘ | Delete

I
Copyright © 2011-2015 NTP Software 7



Configuring NTP Software Data Collection Agent for
Windows

1. From the NTP Software File Reporter™ Analysis Server machine, open the NTP
Software Data Collection Agent™ Administration by clicking Start > All Programs
> NTP Storage Software File Reporter > NTP Software File Reporter Data Agent

Administration.

2. In the left-hand main menu, click New Windows Configuration to open the

Agent Configuration window.
e

’3 Agent Configuration

General Volumes Directories File Owners File Types Aging Policies File Content Loagging Exclusions

General

Windows Machine Name

Scanning Machine

Windows Machine Description (250 characters)

g

Clone Configuration v | | Clone Configuration
To copy values of an existing profile, select the application profile from the dropdown list and click the "Clone Configuration” button.

Add

3. In the General dialog box, enter the Windows Server Name which will be
scanned, and the name of the Scanning machine (a Windows server with NTP
Software Data Collection Agent, Windows Edition installed) and a description (if
desired) and then click the Add button.

NOTE: To copy values of an existing profile, select the application profile
from the Clone Configuration dropdown list and then click the Clone

Configuration button.

’3 Agent Configuration

General Volumes Directories File Owners File Types Aging Policies File Content Logaing Exclusions

General

Group Marme [Group Hame 2

Group Description {250 characters)

Clone Configuration » | Clone Configuration
To copy values of an existing profile, select the application profile fram the dropdown list and click the "Clane Configuration”
huttan.

Add
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4. From the Home page, under the Windows Configurations section, click the
group name of the Windows Configuration you want to update/configure.

5. In the Volumes dialog box, select the resources you want to include in the data
scan and then click the Add button.

NOTE: To include all the volumes in the scanning operation, click the Include all
Volumes checkbox.

’3 Agent Configuration

General Volumes Directories File Owners File Types Aging Policies File Content Logging Exclusions

Volumes

[ scan &l valumes

Ifthis hoxis checked all ¥olumes will be scanned.

(SR
ENE
E:
F:y
[ERY
HYv =

Select the volumes you wish to scan from the list above. Haold down the CTRL key to select mutliple volumes.

Add
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6. In the Directories dialog box, click the Include All Directories check box if you
want the agent to report all directories scanned. Click the Update button.

NOTE: You still can limit the directory depth; in this case, you need to
specify a depth value at which directories will be included to minimize
your Database size. The agent will still scan all the directories on the

specified volumes.

:a Agent Configuration

General Volumes Directories File Owners File Types Aging Policies File Content Logging Exclusions

Directories

The Data Collection Agent will scan all directories gathering information for reparting. The agent can report all directories scanned
or can limit the directory depth for reporting. Please specifywhether to include all directories or specify the depth of directories to
include.

© Include All Directories
@ Specify Max Directary Depth

Additional Directories To Include. Example: CProgram FilestApplication

Add
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7. In the File Owners dialog box, click the Include All Owners checkbox to let the
agent track consumed space for all file owners during the scan. Click the Update
button.

NOTE: You still can choose to include only specific owners; click the
Include Specified Owners checkbox to minimize your Database size
(use the Add and Remove buttons to add/remove owners to/from the
list). The agent will still scan all files owned by all file owners for the
specified volumes.

’3 Agent Configuration

General Volumes Directories File Owners File Types Aging Policies File Content Logaging Exclusions

File Owners

The Data Collection Agent can track consumed space for file owners. Please selectwhetherto include all owners or choose to only
include specific owners.

@ Include All Gwners

@ Include Specified Owners

Add
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8. In the File Types dialog box, enter the file extensions you want to include in the
business file types, temporary file types, and other file types during the scan.
Click the Update button.

NOTE: You can select to include/exclude other file types entered or
select to include/exclude duplicate files.

[_] Agent Configuration (Default)

General Volumes Directories File Owners File Types Aging Policies File Content Loaaing Exclusions

File Types

File Reporter will generate the core business file type reports based on the following file edensions. Use a comma-separated listto specity multiple file extensions. Example: doc, s, ppt

Business File Types  [100" xis', xIt, vsd, pst’, mdb, one’,

File Reporterwill generate the temporary file type reports based on the following fle extensions. Use a comrma-separated listto speciy muliple file extensions. Exarnple: tmp, termp, zar

Temporary File Types  [tmptemp

File Reporter will generate the other iracked file type reports based on the following file extensions. Use a comma-separated list to specity multiple file extensions. Example: mp*, waw

Other File Types [oop, avi,

ed ahove

© nelue the Other File Types

O Exclude the Otfer File Types entered above

Duplicate Files
[#linclude Duplicate Files

|
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9. In the Aging dialog box, set the number of files to collect per age category and
per volume. Enter a date (or select it in the calendar), or enter a number and
select a value from the drop-down list to determine how old a modified file
needs to be for reporting purposes. Enter a date (or select it in the calendar), or
enter a number and select a value from the drop-down list to determine how old
an accessed/not accessed file needs to be for reporting purposes. Click the
Update button.

Aging

Enter the number of files to collect that meet the aging criteria below. The numher of files
collected is per age category and pervolume.

Files to Collect 100

Enter a date, (or selectitin the calendar below), or enter a numher and select a value from the drop
down listto determine how old a file needs to be for reporting purposes. Use the format MM/DDYYYY
for the Date or 999 for the Days, Months and Years.

@ Not Modified in the Last |36 [Months > ]

€ Not Modified Since | s

Enter a date, {or select it in the calendar below), or enter a number and select a value from the drop
down listto determine how old a file needs to he for reporting purposes. Use the format MMIDDYYYY
for the Date or 994 for the Days, Months and Years.

@ NotAccessed in Last [36 I

@ NotAccessedSince| I X

I
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10. In the Policies dialog box, specify whether you want to include/exclude your NTP
Software QFS® policy information in the NTP Software File Reporter™ reports.

NOTE: NTP Software QFS must be installed on an NTP Software Data
Collection Agent server to report policy information for that server.

:3 Agent Configuration (Default)

General Volumes Directories File Owners File Types Aging Policies File Content Logging Exclusions

Policies

The Data Collection Agent can gather palicy information from QFS. Please select whether the agent
should gather policy infarmation from QFS.

Include QFS Policies

Update | | Reset

|
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11. In the File Content dialog box, check the Scan File Content checkbox to be able
to specify the file content search options. Search options include browsing to a
desired .csv file containing search words or choosing from standard content
types; specifying the file types/file names/file locations to be searched; and
including/excluding binary files. Please check the Data Agent Administration
Web Application Settings for Content Scanning for further explanation.

File Content

Irthe Scan File Content hoxis checked the Data Collection Agentwill uge the criteria helow to determine which file tyes are indexed and the content types that are scanned for,
[¥] 8can Fils Content

File Content Search Types
Custom Content Types
A0d Content Tne

Content Type Name [ |

File Location [ [ Browse. |
Mate: Enter the |ocation ofthe csv file which cantains the search phrases forthis content type This file must be a valid csv file.
Add

Existing Content Types
Mo content fioes exist for this configuration.

Standard Content Types
[T Gredit card Number
[ 8 0cial Security Mumber
[ClEmail Address

File Content Indexing Options

[Cindex Binary Files
Files to Index

[¥]Index All Available Files

Update || Resel

|
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12. In the Logging dialog box, specify how you want the system to log events as they
occur. Select any of the logging options and then click the Update button.

e No Logging: Prevents logging events to the log file.
e Minimal Detail: Logs a few event details to the log file.

e Full Detail: Logs all the details to the log file.

NOTE: Enabling logging will enter events into the DataAgent_<machine
name>_YYYY_MM_DD.log file found in the install directory. This feature
is very useful for troubleshooting purposes.

:g Agent Configuration (Default)

General Volumes Directories File Owners File Types Aging Policies File Content Logging Exclusions

Logging

This section contrals how werbose the system logs events as they occur. The agent writes to a log file
located in the install directary.

) Mo Logging
) Minimal Detail
@ Full Detail

Update | | Reset

Copyright © 2011-2015 NTP Software 17



13. In the Exclusions dialog box, you can see the directories that will be excluded
from the Duplicate Files and Aging Files reports. These default directories are
areas in which the server and administrator create files. Click Update to save
your changes when the configuration is complete.

E Agent Configuration (Default)

General Yolumes Directories File Owners File Types Aging Policies File Content Logging Exclusions

Exclusions

The fallowing directories will be excluded from the duplicate files and aging files reports.

Excluded Dire

cz'temp
o vindoyy s
o temp
o wvinciony s
e:temp

&incaw s

Update | | Reset
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Configuring NTP Software Data Collection Agent for
NAS, NetApp

1. From the NTP Software File Reporter Analysis Server machine, open the NTP
Software Data Collection Agent Administration by clicking Start > All Programs >
NTP Storage Software File Reporter™ > NTP Software File Reporter Data Agent
Administration.

2. In the left-hand main menu, click New Filer Configuration to open the Filer
Configuration window.

3. Specify the Filer type: (Cluster-Mode or 7-Mode)
4. Fill the information required.

5. In the General dialog box, enter the Filer name and other information required
along with the Filer description (if desired) and then click the Add button.

NOTE: To copy values of an existing profile, select the application
profile from the Clone Configuration dropdown list and then click the
Clone Configuration button.

7-Mode Configuration

@ Filer Configuration

General Volumes Directories File Owners File Types Aging Policies File Content Logging Exclusions

General

Filer ONTAP Version ® 7 Mode Cluster Mode
Filer Name

This is a viiler hosted by filer
Scanning Machine

Filer Description (250 characters)

e

Clone Configuration v | | Clone Configuration
To copy values of an existing profile, select the application profile from the dropdown list and click the "Clone Configuration” button.
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Cluster-Mode Filer configuration:

Filer Configuration

General Volumes Directories File Owners File Types Aaqing Policies File Content Loagging Exclusions

General

Filer ONTAP Version 7 Mode ® Cluster Mode
CIFS Server Name
Cluster IP Address
Scanning Machine

Flease enter the credentials to access the Cluster to retrieve configuration information.
User Name

Set/Change Password ¢/

Password

Confirm Password
Filer Description (250 characters)

=)

Clone Configuration v | | Clone Configuration
To copy values of an existing profile, select the application profile from the dropdown list and click the "Clone Configuration” button.

Add

For cluster-mode filers, enter the name of your CIFS server, preferred connector IP address,
cluster IP address, user name and password for account on the cluster.

The account entered must be a local account on the cluster and has admin role for the
ontapi application. Use the following command to create this user:

$ security login create -username ntp_user -application ontapi -
authmethod password -role admin

6. From the Home page, under the Filer Configurations section, click the Filer®
name that you want to update/configure.

7-Mode Filer Configurations

Listed below are the current Filer Configurations. To view an existing Filer Configuration click on the "Filer Name". To create a new Filer Configuration, click
the "New Filer Configuration” button.

g e e

| ntp-Filer | | DCAMain | |

Cluster-Mode Filer, Configurations

Listed below are the current Filer Configurations. To view an existing Filer Configuration click on the "Filer Name". To create a new Filer Configuration, click
the "New Filer Configuration” button.

rssa | s Scamn e

|vs1gacil5 |1EI.3D.3.253 |DCAMain |C mode scan |

|
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7. In the Volumes dialog box, select the resources you want to include in the data
scan and then click the Update button.

NOTE: To include all the volumes in the scanning operation, click the
Scan all Volumes checkbox.

E[B Filer Configuration (Filer 1)

General Volumes Directories File Owners File Types Aging Policies File Content Logging Exclusions

NetApp Filer Volumes

Selectwhich Filer Yolumes will be scanned.

@ Sean allVolumes

©) Scan Specified Yolumes

Update | | Reset | | Delete

|
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8. In the Directories dialog box, click the Include All Directories check box if you
want the agent to report all directories scanned. Click the Update button.

NOTE: You still can limit the directory depth; in this case, you need
to specify a depth value at which directories will be included to
minimize your Database size. The agent will still scan all directories.

E@ Filer Configuration (Filer 1)

General Volumes Directories File Owners File Types Aging Policies File Content Logging Exclusions

Directories

The Data Collection Agent will scan all directaries gathering information for reporting. The agent can report all directories scanned
ar can limit the directory depth for reporting. Please specify whether to include all directories or specify the depth of directaries to
include.

@ Include All Directaries
@ Specify Max Directary Depth

Additional Directories To Include. Example: wolApplication

Update || Reset | | Delete
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9. In the File Owners dialog box, click the Include All Owners checkbox to let the
agent track consumed space for all file owners during the scan. Click the Update
button.

NOTE: You still can choose to only include specific owners; click the
Include Specified Owners checkbox to minimize your Database size
(use the Add and Remove buttons to add/remove owners to/from
the list). The agent will still scan all files owned by all file owners for
the specified volumes.

@ Filer Configuration (Filer 1)

General Yolumes Directories File Owners File Types Aging Policies File Content Logging Exclusions

File Owners

The Data Collection Agent can track consumed space for file owners. Please selectwhether to include all owners or choose to only
include specific owners.

@ Include All Cwners

@ Include Specified Cumners

Update | | Reset | | Delete

|
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10. In the File Types dialog box, enter the file extensions you want to include in the
business file types, temporary file types, and other file types during the scan.
Click the Update button.

NOTE: You can select to include/exclude other file types entered or
select to include/exclude duplicate files.

File Types

File Reporter will generate the core business file type reports based onthe following file extensions. Use a comma-separated listto specify multiple file extensions. Exarmple:
doe, ¥ls, gpt

Business File Typeg  |doc’, xls®, xlt*, vsd®, pst*, mdb*, one*,

File Reporter will generate the ternporary file type reports based on the following file extensions. Use a comma-separated listto specify multiple file extensions. Bxarnple: trmp,
ternp, Zar

Termporary File Types ﬁmpgtemn

File Reporter will generate the other tracked file type reports based on the following file extensions. Use a comma-separated list to specify multiple file extensions. Example: mp®,
i3y

Othet File Types mp*, avi, wma, way, mov, aiff, aac,

¥ Include the Dther File Types entered abave
€ Exclude the Other File Types entered above

Duplicate Files
W Include Duplicate Files

Update  |[ Resat ][ Delete

|
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11. In the Aging dialog box, set the number of files to collect per age category and
per volume. Enter a date (or select it in the calendar), or enter a number and
select a value from the drop-down list to determine how old a modified file
needs to be for reporting purposes. Enter a date (or select it in the calendar), or
enter a number and select a value from the drop-down list to determine how old
an accessed/not accessed file needs to be for reporting purposes. Click the
Update button.

Aging

Enter the number of files to collect that meet the aging criteria below. The number of files
collected is per age category and per volume.

Files to Collect 100

Enter a date, {or selectitin the calendar below), or enter a numher and select a value from the drop
down listto determine how old a file needs to be for reporting purposes. Use the format MM/DDYYYY
for the Date or 994 for the Days, Months and Years.

& Not Modified in the Last [36 [Months ¥

(& NotModiﬁedSincel I he

Enter a date, {or select it in the calendar below), or enter a number and select a value from the drop
down list to determine how old a file needs to be for repotting purposes. Use the format MM/DDAYYYY
for the Date or 9949 for the Days, Months and Years.

@ NotAccessed in Last [36 |

@ NotAccessedSinceI ] i

I
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12. In the Policies dialog box, specify whether you want to include/exclude your NTP
Software QFS policy information in the NTP Software File Reporter reports.

NOTE: NTP Software QFS® must be installed on an NTP Software Data
Collection Agent™ Filer® to report policy information for that Filer®.

ﬁ@ Filer Configuration (Filer 1)

General Volumes Directories File Owners File Types Aging Policies File Content Logging Exclusions

Policies

The Data Collection Agent can gather policy information from QFS. Please selectwhether the agent
should gather policy information from GF 5.

[#Include GFS Policies

Update | | Reset | | Delete

I
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13. In the File Content dialog box, check the Scan File Content checkbox to be able
to specify the file content search options. Search options include browsing to a
desired .csv file containing search words or choosing from standard content
types; specifying the file types/file names/file locations to be searched; and
including/excluding binary files. Please check the Data Agent Administration
Web Application Settings for Content Scanning for further explanation.

L) Filer Configuration (Filer 1)

Geners| Volumes Directories File Cwners File Types Aging Folicies File Content Logaing Exdusions

File Content

fthe Sean File Contant box is checked the Data Collsction Agent will usa the critsria blom to detsrmine which fils types are indaxed and tha content types that ars scanned for.
Sean File Content

File Confert Search Types
Custom Content Types:

£dd Content Type

Contant Type Name [ ]

T [ B ]

@ loeation of the cev file which eantains the seareh phrases far this content type. This fils must be avalid cav il

Existing Content Types
Ao eantent types exist for this canfiguration.

Standard Content Types:
[Fcredit card Humber

[ secial Security Number
[ClEmail Address

Files to Index:

Index Al Available Files

Upsse | [ Remt || oele

|
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14. In the Logging dialog box, specify how you want the system to log events as they
occur. Select any of the logging options and then click the Update button.

e No Logging: Prevents logging events to the log file.
e Minimal Detail: Logs a few event details to the log file.

e Full Detail: Logs all the details to the log file.

NOTE: Enabling logging will enter events into the DataAgent_<Filer®
name>_YYYY_MM_DD.log file found in the install directory. This feature
is very useful for troubleshooting purposes.

@ Filer Configuration (Filer 1)

General Volumes Directories File Owners File Types Aging Policies File Content Logging Exclusions

Logaing

This section controls how verbose the system logs events as they occur, The agentwrites to 2 log file
located in the install directory.

) Mo Logging
@ Minimnal Detail
() Full Detail

Update || Reset || Delste
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15. In the Exclusions dialog box, you can see the directories that will be excluded
from the Duplicate Files and Aging Files reports. These defaults are areas in
which the Filer® and administrator create files. Click Update to save your
changes when the configuration is complete.

Filer Configuration (Filer 1)

General Volumes Directories File Owners File Types Aging Policies File Content Logging Exclusions

Exclusions

The fallowing directories will he excluded from the duplicate files and aging files reparts.

Excluded Directories

clitemnp
o vindon s
o 'temp
o wvinclon =
e'temp

e wvinconw s

Update | | Reset | | Delete
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Configuring NTP Software Data Collection Agent for
NAS EMC

1. From the NTP Software File Reporter™ Analysis Server machine, open the NTP
Software Data Collection Agent™ Administration by clicking Start > All Programs
> NTP Storage Software File Reporter > NTP Software File Reporter Data Agent
Administration.

2. In the left-hand main menu, click New VNX Configuration to open the VNX
Configuration window.

VNX Configuration

General Yolumes Directories File Owners File Types Aging Palicies File Content Logaing Exclusions

General

YNX CIFS Server Name | |

Conlrol Station Host Name | |

Seanning Wachine | |

Flease enter the credentials to actess the contral station to retrieve configuration infarmation

User Name | |

SetiChange Password
Password [ |

Canfirm Password | |

WhX CIFS Server Deseription

Clone Configuration = | Clone Configuration

To copy values of an existing profile, selest the application profile from the dropdown list and click the "Clone Configuration” button

Add
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3. In the General dialog box, enter the VNX CIFS server name and other required
information along with the VNX server description, and then click the Add

button.

NOTE: To copy values of an existing profile, select the application profile
from the Clone Configuration dropdown list and then click the Clone

Configuration button.

@ VNX Configuration

General Volumes Directories File Owners File Types Aging Policies File Content Logging Exclusions

General

VMK CIFS Server Name [ ]

Control Station Host Name | ]

Scanning Machine | ]

Please enter the credentials to access the conirol station to retrieve eonfiguration information.

User Name | ]

SetiChange Password

Paseword [ ]

Confirm Password | ]

VMH CIFS Gerver Deseription

Clone Configuration * | Clone Configuration

To copywalues of an existing profile, select the application profile fram the dropdown list and click the " Clane Configuration” button.

Add

4. From the Home page, under the EMC VNX Configurations section, click the CIFS
server name you want to update/configure.

A
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5. In the Volumes dialog box, select the resources you want to include in the data
scan and then click the Update button.

NOTE: To include all the volumes in the scanning operation, click the
Scan all Volumes checkbox.

VNX Configuration

General Yolumes Directories File Owners File Types Aging Policies File Content Logging Exclusions

VNX Volumes

Selectwhich VMX Volumes will be scanned.

@ Scan all Volumes

(0 Scan Specified Volumes

Add

|
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6. In the Directories dialog box, click the Include All Directories check box if you
want the agent to report all directories scanned. Click the Update button.

NOTE: You still can limit the directory depth for storing in the
database; in this case, you need to specify a depth value for
directories to minimize your Database size. The agent will still scan all

directories.
EQ VNX Configuration
General Volumes Directories File Owners File Types Aging Policies File Content Logging Exclusions
Directories

The Data Collection Agentwill scan all directories gathering information far repoding. The agent can repart all directories scanned ar can limit the
directory depth for reporting. Please specify whether to include all directaries or specify the depth of directories to include.

@ Include Al Diractories
@ Specify Max Directary Depth

Additional Directories To Include. Example: \publictipplicationd

Add
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7. In the File Owners dialog box, click the Include All Owners checkbox to let the
agent track consumed space for all file owners during the scan. Click the Update
button.

NOTE: You still can choose only to include specific owners; select the
Include Specified Owners checkbox to minimize your Database size
(use the Add and Remove buttons to add/remove owners to/from the
list). The agent will still scan all files owned by all file owners for the
specified volumes.

@ VNX Configuration

General Volumes Directories File Owners File Types Aging Policies File Content Logaging Exclusions

File Owners

The Data Collection Agent can track consumed space for file owners. Flease selectwhether to include all owners or choose to only
include specific owners.,

@ Include All Owners

2 Include Specified Owners

Add
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8. In the File Types dialog box, enter the file extensions you want to include in the
business file types, temporary file types, and other file types during the scan.
Click the Update button.

NOTE: You can select to include/exclude other file types entered or
select to include/exclude duplicate files.

File Types

File Reporter will generate the core business file trpe reports based on the following file exensions. Use a cormma-separated listto specify multiple file exensions. Example
doc, 1, ppt

Business File Types  |doc’, xis®, s, vsd®, pst*, mdb*, one®,

File Reporter will generate the termporary file type reports based on the following file extensions. Use a comma-separated list to specify rmultiple file exensions. Example: tmp,
termp, Zar

Temporan File Tupes |tmD,temn

File Reporter will generate the other tracked file type reports based on the following file extensions. Use a comma-separated listio specify multiple file extensions. Exarnple: mp*,
WA

Other File Types mp*, avi, wma, wav, mov, aiff, aac,

& Include the Other Fila Types enterad ahove
1 Eyclude the Other File Types entered above

Duplicate Files
[¥ Include Duplicate Files

Update ‘ ‘ Reset ‘ | Delete

|
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9. In the Aging dialog box, set the number of files to collect per age category and
per volume. Enter a date (or select it in the calendar), or enter a number and
select a value from the drop-down list to determine how old a modified file
needs to be for reporting purposes. Enter a date (or select it in the calendar), or
enter a number and select a value from the drop-down list to determine how old
an accessed/not accessed file needs to be for reporting purposes. Click the
Update button.

Aging

Enter the number of files to collect that meet the aging criteria below. The numher of files
collected is per age category and pervolume.

Files to Collect 100

Enter a date, (or selectitin the calendar below), or enter a numher and select a value from the drop
down listto determine how old a file needs to be for reporting purposes. Use the format MM/DDYYYY
for the Date or 999 for the Days, Months and Years.

@ Not Modified in the Last |36 [Months > ]

€ Not Modified Since | s

Enter a date, {or select it in the calendar below), or enter a number and select a value from the drop
down listto determine how old a file needs to he for reporting purposes. Use the format MMIDDYYYY
for the Date or 994 for the Days, Months and Years.

@ NotAccessed in Last [36 I

@ NotAccessedSince| I X

|
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10. In the Policies dialog box, specify whether you want to include/exclude your NTP
Software QFS policy information in the NTP Software File Reporter reports.

NOTE: NTP Software QFS must be installed on an NTP Software Data
Collection Agent server to report policy information for that server.

E@ VNX Configuration

General Volumes Directories File Owners File Types Aging Policies File Content Logaging Exclusions

Policies

The Data Collection Agent can gather policy information from QF 5. Please select whether the agent
should gather policy information from QFS.

¥ Include QFS Policies

Add

|
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11. In the File Content dialog box, check the Scan File Content checkbox to be able
to specify the file content search options. Search options include browsing to a
desired .csv file containing search words or choosing from standard content
types; specifying the file types/file names/file locations to be searched; and
including/excluding binary files. Please check the Data Agent Administration
Web Application Settings for Content Scanning for further explanation.

File Content

Irthe Scan File Content hoxis checked the Data Collection Agentwill uge the criteria helow to determine which file tyes are indexed and the content types that are scanned for,
[¥] 8can Fils Content

File Content Search Types
Custom Content Types
A0d Content Tne

Content Type Name [ |

File Location [ [ Browse. |
Mate: Enter the |ocation ofthe csv file which cantains the search phrases forthis content type This file must be a valid csv file.
Add

Existing Content Types
Mo content fioes exist for this configuration.

Standard Content Types
[T Gredit card Number
[ 8 0cial Security Mumber
[ClEmail Address

File Content Indexing Options

[Cindex Binary Files
Files to Index

[¥]Index All Available Files

Update || Resel

|
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12. In the Logging dialog box, specify how you want the system to log events as they
occur. Select any of the logging options and then click the Update button.

e No Logging: Prevents logging events to the log file.
e Minimal Detail: Logs a few event details to the log file.

e Full Detail: Logs all the details to the log file.

NOTE: Enabling logging will enter events into the DataAgent_<VNX
name>_YYYY_MM_DD.log file found in the install directory. This
feature is very useful for troubleshooting purposes.

@ VNX Configuration

General Volumes Directories File Owners File Types Aging Policies File Content Logging Exclusions

Logging

This section contrals how verbose the systern logs events as they occur. The agent writes ta a log file
located in the install directory.

@ Mo Logaging
@ Minimal Detail
) Full Detail

Add

Copyright © 2011-2015 NTP Software 39



13. In the Exclusions dialog box, you can see the directories that will be excluded
from the Duplicate Files and Aging Files reports. These defaults are areas in
which the VNX and administrator create files. Click Update to save your changes
when the configuration is complete.

VNX Configuration

General Volumes Directories File Owners File Types Aging Policies File Content Logging Exclusions

Exclusions

The following directaries will be excluded from the duplicate files and aging files reports.

citemp

cwvindoones
o temp
o wvindoes
& tEmp

& wvincdoes

Add

|
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Configuring NTP Software Data Collection Agent for
SharePoint

1. From the NTP Software File Reporter Analysis Server machine, open the NTP
Software Data Collection Agent Administration by clicking Start > All Programs >
NTP Storage Software File Reporter > NTP Software File Reporter Data Agent
Administration.

2. In the left-hand main menu, click New SharePoint Configuration to open the
SharePoint Configuration window.

Eﬁ SharePoint Configuration

General Web Sites Lists File Authors File Types Ading  Logaing

General

SharePomtSeNer|

Server Description (250 characters)

Add

3. In the General dialog box, enter the SharePoint server name and server
description (if desired) and then click the Add button.

?ﬂ SharePoint Configuration

General Web Sites Lists File Authors File Types Aging Logging

General

SharePaint Server ‘Seruem

Server Description (250 characters)
[Enter description -

Add

4. From the Home page, under the SharePoint Configurations section, click the
server name you want to update/configure.
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5. In the SharePoint Root Web Sites dialog box, select the web sites you

want to
include in the data scan and then click the Update button.

NOTE: To include all the root websites in the scanning operation,
click the Include all Root Web Sites checkbox.

?ﬂ SharePoint Configuration (Server 1)

General Web Sites Lists File Authors File Types Ading  Logaing

SharePoint RootWeh Sites

Selectwhich rootweb sites will be scannad

€ Sean All RoatWeb Sites

¥ Sean Specified Volumes

Yolurmes To Include (Mote: Enter just the volume name. For instance: vol0 or public)
hﬂp:tfdrﬂﬂpersnnnl!ljserl‘ ”

Add | Remuoe

http:/idr01/personaliusert.

Update ‘ | Reset ‘ | Delete

6. In the Lists dialog box, click the Include All Lists and Documents checkbox if you

want the agent to report all folders scanned. Click the Update button.

NOTE: You still can limit the lists and documents depth; in this case,
you need to specify a depth value at which lists and documents will
be included to minimize your Database size. The agent will still scan
all lists and documents for the specified web sites.

"?ﬁ SharePoint Configuration (Server 1)

General Wb Sites Lists File Authors File Tvpes Asing  Logging

Lists

The Data Collection Agent will stan all SharePoint folders gathering information far reporting. The falders collected for reporting can be limited by the maximurn folder depth and
bwwhether or notthe folder is aszociated with a list or document. Please specify whether to include folders in all lists and documents or specific ones.

 Include Al Lists and Dacuments

& Include Specified Lists and Documents

Maxirnurm Folder Depth D

Lists or Documents to Include. Example: "Shared Documents”, " Converted Forms”
Shared Documents “ Add || Remave

Update || Resst  [[  Delete

|
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7. In the File Authors dialog box, click the Include All Authors checkbox to let the
agent track consumed space for all file authors during the scan. Click the Update
button.

NOTE: You still can choose to only include specific authors; click the
Include Specified Authors checkbox to minimize your database size
(use the Add and Remove buttons to add/remove owners to/from
the list). The agent will still scan all files owned by all file authors on
the specified web sites.

?‘f{ SharePoint Configuration (Server 1)

General Web Sites Lists File Authors File Types Aging  Logaing

File Authors

The Data Collection Agent can collect file detail for files that are authored by specific users or by any user, Files collecied are al=o hased on the File Type and Aging criteria
Please selectwhether to include all authors or specific authors

 Include A1l Authors
@ Include Specified Authaors

Authars To Include. Enter SharePoint Mames, example: Administrator or DomaintAdministratar

Administrator | [ a0 ][ Remow

Update ‘ | Reset | | Delete
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8. In the File Types dialog box, enter the file extensions you want to include in the
business file types, temporary file types, and other file types during the scan.
Click the Update button.

NOTE: You can select to include/exclude other file types entered,
exclude other file types with blocked content or select to
include/exclude file versions.

File Types

File Reporter will generate the core husiness file type reports based on the following file extensions. Use a comma-separated listio specify multiple file extensions. Example
doc, ¥ls, ppt

Business File Types  [doc?, Ris?, xit, vsd®, pst’, mdb*, one,

File Reporter will generate the temparary file type reports based on the following file extensions. Use a comma-separated listto specify multiple file extensions. Example: tmp,
ternp, zar

Ternporary File Types |(mPJEmP

File Reporter will generate the other tracked file type reporis based on the following file extensions. Use a comma-separated list to specify multiple file extensions. Example: mp*,
WaY

Other File Types [P, aui, Wima, wau, mou, aiff, aac,

& Include the Other File Types entered above
" Exclude the Other Fila Types entered above
© Exclude the Other File Types entered above along with blocked file types defined in SharePaint

SharePaint File Yersions
¥ Callect File Versions

Update | | Reset ‘ | Delete

|
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9. In the Aging dialog box, set the number of files to collect per root web site.
Enter a date (or select it in the calendar), or enter a number and select a value
from the drop-down list to determine how old a modified file needs to be for
reporting purposes. Click the Update button.

El?i SharePoint Configuration (Server 1)

General Wsb Sites Lists File Authors File Types Aqing  Logging

Aging

Enterthe nurmber of files to collectthat meetthe aging criteria below. The number offiles
collected is par rootweb site.

Files ta Collect

Enter & date, (or selectitin the calendar below), or enter a number and select a value from the drop
down list to determine how old & file needs to be for repotting purposes. Use the farmat MWDDIYYY
for the Date or 999 for the Days, Months and Years.

@ NotModifed inthe Last® | [Months >
€ WotModfessinee |7

Update ‘ | Reset ‘ | Delete

|
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10. In the Logging dialog box, specify how you want the system to log events as they
occur. Select any of the logging options and then click the Update button.

e No Logging: Prevents logging events to the log file.
e Minimal Detail: Logs a few event details to the log file.

e Full Detail: Logs all the details to the log file.

NOTE: Enabling logging will enter events into the DataAgent_<server
name>_YYYY_MM_DD.log file found in the install directory. This
feature is very useful for troubleshooting purposes.

%’1 SharePoint Configuration (Server 1)

General Web Sites Lists Fils &uthors File Tyges Ading  Logding

Logging

This section controls how verbose the system logs events as they occur. The agentwrites to a log file
located in the install directory,

€ Mo Logging
 Winimal Detail
 Full Detal

Update ‘ ‘ Reset ‘ ‘ Delete
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NTP Software Data Collection Agent Database
Configuration

To configure the database of NTP Software Data Collection Agent™, do the
following:

1. In the left-hand main menu, click Database to open the Database Configuration
window.

% Database Configuration

Home

Seheduls Database Configuration

Enter the name ofthe database that will be used to stare the data collected by the data collection agents. To change a File Reporter's Report
WUBH SN 0 al50 Get s data oM his database, you must change the OUHC System USN I0Cated O The repans server. 1he name of e
DSM can be found in the reports Weh.Config file.

i={ Database

[l8), Erieaion

= New Windows =
£ Configuration Database [TPSoftwareFileReporter |

Database Server [devip2ker2 ‘

[ fncaers

Configuration

E Newa‘narqP?“rt

ae Agent Status

£ Maintain Data

2. In the Database Configuration dialog box, update the database server and the
database.

@ Database Configuration

Database Configuration

Enter the name of the database to be used to store the data collected by the agents.

Database Server |crlestb-ox.ntpgreat.{:om |

Database |NTP50ﬂwareFiIeRep-orler |

Update | | Cancel
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3. Click the Update button to save your changes.

NOTE: To change a File Reporter’s Report Web Site to get data from the specified
database, please make sure to change the ODBC System DSN located on the
reports server. The name of the DSN can be found in the reports Web.Config file.

Configuring NTP Software Data Collection Agent for
NAS EMC Isilon

1. From the NTP Software File Reporter™ Analysis Server machine, open the NTP
Software Data Collection Agent™ Administration by clicking Start > All Programs
> NTP Storage Software File Reporter > NTP Software File Reporter Data Agent
Administration.

2. In the left-hand main menu, click New Isilon Configuration to open the Isilon
Configuration window.

-] Isilon Configuration

General Yolumes Directories File Owners File Types Ading Policies File Content Logoing Exclusions

Genenal

EMC Isilon MAS Mame
Scanning Machine

Isilon Description (250 characters)

o

Clone Configuration | =1 [ clone configuration |
To copywalues of an existing profile, select the application profile from the dropdown list and click the
"Zlone Configuration” button,

Add
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3. In the General dialog box, enter the EMC Isilon NAS machine name, the scanning
machine along with the description, and then click the Add button.

NOTE: To copy values of an existing profile, select the application profile
from the Clone Configuration dropdown list and then click the Clone
Configuration button.

-] Isilon Configuration

General ¥olumes Directories File Owners File Types Ading Policies File Content Logoing Exclusions

Genenal

EMC Isilon MAS Name
Scanning Machine

I=zilon Description {250 characters)

Clone Conﬂguration' ;I | Clone Canfiguratian |
To copywalues of an existing profile, select the application profile from the dropdown list and click the
"Clone Coanfiguration” button.

Add

4. From the Home page, under the EMC Isilon NAS Configurations section, click the
Isilon name you want to update/configure.

|
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5. In the Volumes dialog box, enter the root share and then click the Update
button.

@ Isilon Configuration (Isilonl)

General Yolumes Directories File Owners File Types Ading Policies File Content Logoing Exclusions

Isilon Root Share

Root Share (Mote: Enter justthe share name. For instance: ifs)

Irs |

Update | | Reset | | Delete

6. In the Directories dialog box, click the Include All Directories check box if you
want the agent to report all directories scanned. Click the Update button.

NOTE: You still can limit the directory depth for storing in the
database; in this case, you need to specify a depth value for
directories to minimize your Database size. The agent will still scan all
directories.

@ Isilon Configuration (Isiloni)

General ¥olumes Directories File Owners File Types Aging Puolicies File Contend Logoing Exclusions

Directories

The Data Collection Agentwill scan all directories gathering infarmation far reparting. The agent can report all directories scanned ar can limit the directary depth
for reporting. Please specify whether to include a1l directaries or specify the depth of directories to include.

© Include Al Directories
@ Specify Max Directory Depth D

Additional Directories To Include. Example: lifstApplication

Il Add [ Remaove

Update | Reset | | Dielete

|
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7. In the File Owners dialog box, click the Include All Owners checkbox to let the
agent track consumed space for all file owners during the scan. Click the Update

button.

NOTE: You still can choose only to include specific owners; select the
Include Specified Owners checkbox to minimize your Database size
(use the Add and Remove buttons to add/remove owners to/from the
list). The agent will still scan all files owned by all file owners for the

specified volumes.

@ Isilon Configuration (Isilon1)

General Yolumes Directaries File Owners File Types Ading Policies File Content Logging Exclusions

File Owners

The Data Collection Agent can track consumed space for file owners. Please selectwhether to include all owners or choose to only include specific owners
& Include All Owners
 nclude Specified Owners
Owners To Include. Enter Active Directory User Logon Names, example: Administrator
| || Add || Remove |
=l
| Update | | Reset | | Delete
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8. In the File Types dialog box, enter the file extensions you want to include in the
business file types, temporary file types, and other file types during the scan.
Click the Update button.

NOTE: You can select to include/exclude other file types entered or
select to include/exclude duplicate files.

File Types

File Reporter will generate the core business file trpe reports based on the following file exensions. Use a cormma-separated listto specify multiple file exensions. Example
doc, 1, ppt

Business File Types  |doc’, xis®, s, vsd®, pst*, mdb*, one®,

File Reporter will generate the termporary file type reports based on the following file extensions. Use a comma-separated list to specify rmultiple file exensions. Example: tmp,
termp, Zar

Temporan File Tupes |tmD,temn

File Reporter will generate the other tracked file type reports based on the following file extensions. Use a comma-separated listio specify multiple file extensions. Exarnple: mp*,
WA

Other File Types mp*, avi, wma, wav, mov, aiff, aac,

& Include the Other Fila Types enterad ahove
1 Eyclude the Other File Types entered above

Duplicate Files
[¥ Include Duplicate Files

Update ‘ ‘ Reset ‘ | Delete

|
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9. In the Aging dialog box, set the number of files to collect per age category and
per volume. Enter a date (or select it in the calendar), or enter a number and
select a value from the drop-down list to determine how old a modified file
needs to be for reporting purposes. Enter a date (or select it in the calendar), or
enter a number and select a value from the drop-down list to determine how old
an accessed/not accessed file needs to be for reporting purposes. Click the
Update button.

Aging

Enter the number of files to collect that meet the aging criteria below. The numher of files
collected is per age category and pervolume.

Files to Collect 100

Enter a date, (or selectitin the calendar below), or enter a numher and select a value from the drop
down listto determine how old a file needs to be for reporting purposes. Use the format MM/DDYYYY
for the Date or 999 for the Days, Months and Years.

@ Not Modified in the Last |36 [Months > ]

€ Not Modified Since | s

Enter a date, {or select it in the calendar below), or enter a number and select a value from the drop
down listto determine how old a file needs to he for reporting purposes. Use the format MMIDDYYYY
for the Date or 994 for the Days, Months and Years.

@ NotAccessed in Last [36 I

@ NotAccessedSince| I X

|
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10. In the Policies dialog box, specify whether you want to include/exclude your NTP
Software QFS policy information in the NTP Software File Reporter reports.

NOTE: NTP Software QFS must be installed on an NTP Software Data
Collection Agent server to report policy information for that server.

@ Isilon Configuration (Isilon1)

General Yolumes Directories File Cwners File Types Aging Policies File Content Looging Exclusions

Policies

The Data Caollection Agent can gather policy information fram QFS. Please selectwhether the agent
should gather palicy information from QFS.

M Include QF S Palicies

Update

| Reset | ‘ Delete

11. In the File Content dialog box, check the Scan File Content checkbox to be able
to specify the file content search options. Search options include browsing to a
desired .csv file containing search words or choosing from standard content
types; specifying the file types/file names/file locations to be searched; and
including/excluding binary files. Please check the Data Agent Administration
Web Application Settings for Content Scanning for further explanation.

File Content

Ifthe Scan File Content box s ehecked the Data Collection Agent will use the eriteria below to determine which file types are indexed and the content types that are scanned for
[¥I5can File Content

File Content Search Tyes
Custom Content Types:
Add Content Tyne
Content Type Name [ |

File Location [ [ Browse |

Mote: Enter the |ocation of the csv file which contains the search phrases far this content type This file must be a valid csv file.
Existing Cortent Types
N conitent dnes exist for this configuration.

Standard Content Types:
[C] Credit Card Number
[ 5 0cial Security Mumber
[ClEmail Address

File Content Indexing Options
[Tl Index Binary Files
Files to Index

[Zindex All Available Files

Update | [ Resel
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12. In the Logging dialog box, specify how you want the system to log events as they
occur. Select any of the logging options and then click the Update button.

e No Logging: Prevents logging events to the log file.
e Minimal Detail: Logs a few event details to the log file.

e Full Detail: Logs all the details to the log file.

NOTE: Enabling logging will enter events into the DataAgent_<Isilon
name>_YYYY_MM_DD.log file found in the install directory. This
feature is very useful for troubleshooting purposes.

@ Isilon Configuration (Isilon1)

General ¥olumes Directories File Owners File Types Aging Policies File Content Logging Exclusions

Logging

Thiz section controls how verbose the system logs events as they ocour. The agent wiites to a log file
lacated inthe install directory.

(8 Lagaing
& Miniral Detail
" Full Detail

Update ‘ | Reset | Delete

|
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13. In the Exclusions dialog box, you can see the directories that will be excluded
from the Duplicate Files and Aging Files reports. These defaults are areas in
which the Isilon and administrator create files. Click Update to save your changes
when the configuration is complete.

@ Isilon Configuration (Isiloni)

General Yolumes Directaries File Owners File Types Ading Policies File Content Logoing Exclusions

Exclusions

The following directories will be excluded from the duplicate files and aging files reparts.

‘C:\temp |

o bwincione s
‘d.\temp |
o bivinciones
‘e:\temp |

e lwindows

Update | | Reset | | Delete

|
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Data Agent Administration Web Application
Settings for Content Scanning

A File Content settings group exists in the Windows, Filer, VNX, Hitachi, and Isilon

configurations. This settings group allows for the specification of the standard file
content search options.

L:g Agent Configuration (Default)

General Wolumes Directories File Owners File Types Aging Policies File Content Logoing Exclusions

File Content

Ifthe Scan File Content hox is checked the Data Collection Agentwill use the criteria balow ta determine which file types are indexed and
the content types that are scanned far.

¥ Scan File Content

File Content Search Types

Custam Caontent Types:
Add Content Type
Content Type Namel |

File Location | [ Browse... |

mlote: Enter the location ofthe csw file which contains the search phrases far this content type This file must be a walid csv file.
Add

Existing Content Types

Remove Content Type Search Phrases
* Customer Addresses 827 Washington, 173 Main, 929 Main, 825 West Main, 243 Whipporwill, 22
» Emplayes Mames John Srmith, Sam Adams, Sarah Roberts, Jeff, James Thibault, David Fahe........

Standard Content Types:
¥ Credit Card Mumber
[T Social Security Mumber
[T Email Address

File Content Indexing Options

I~ Index Binary Files
Files to Index:

¥ Index Al Available Files

Use a caomma-separated listto specify multiple file or folder filters,
Exarmple: *.doc® Zxml myfile.bd MFaldertlamen®

Include File Filters | |

Exclude File Filters | |

Lipdate | | Reset |
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In the File Content Search Types pane, the content types that will be searched for are
specified. The standard content types available are:

e Credit Card Number
e Social Security Number
e Email Address

Custom content types can also be specified by importing a .csv file of search phrases.
These custom search phrases may be a single word or multiple words separated by
commas. Each phrase must match all the words specified in the phrase in order to
generate a hit or occurrence (content type occurrences are reported in the File Reporter
reports). If any phrase in a content type is matched, then a hit or occurrence is
generated and reported in the File Reporter reports for that content type. The search
that results from the .csv file is equivalent to a Boolean “or” search of all the phrases
that are specified.

In the File Content Indexing options pane, the types of files that will be indexed and
subsequently scanned for content types are specified.

Binary files may either be included or excluded from indexing. Binary files are files that
are not recognized as documents. Examples of binary files include executables and file
fragments or blocks of data that have been recovered or obtained by applications. If
binary files are included in indexing, text will be extracted from the unrecognized files
using an algorithm that scans for sequences of single byte, UTF-8, and Unicode text.
Indexing binary files is recommended for use with forensic data.

In addition, the option exists to index all files on the system (“Index All Available Files”)
or, alternatively, to specify include and exclude filters. Include and exclude filters can be
specified as a comma-separated list of file and folder filters for example: *.doc*, *.xml,
myfile.txt, *\FolderName\*. A file will be indexed if it matches one of the “Include
Filters” and does not match any of the “Exclude Filters.” A filter without a slash
character will be matched against the file name only when the files are indexed,
whereas a filter that contains a slash will be matched against the entire file path.

Certain files types that are recognized as container files will automatically be treated as
multiple documents, where each document within the container file is indexed and
scanned for content types. Each container file that contains files with content hits will
be reported in the File Reporter reports, along with information about the individual
files within the container. The file types that are treated as container files are: .zip, .dbf,
.csv, Microsoft Access (.mdb and .accdb), .mbox, Outlook Express (.dbx), and Outlook

(.pst).

Offline files are automatically skipped and will not be indexed, as they would need to be
recalled to the system being scanned in order to retrieve their text.
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NOTES:

e The credit card number content type will recognize any sequence of
numbers that appears to satisfy the criteria for a valid credit card number
issued by one of the major credit card issuers. Credit card numbers are
recognized regardless of the pattern of spaces or punctuation within the
number. Numerical tests used by the credit card issuers for card validity are
used to exclude sequences of numbers that are not credit card numbers.
These numerical tests may detect some numbers that are not actual credit
card numbers.

e The Social Security number content type will match a sequence of numbers
that conforms to the pattern xxx xx xxxx. Since hyphens are indexed as
spaces, this pattern will match U.S. Social Security numbers that contains
spaces or hyphens. Since other numbers can conform to the same pattern,
some numbers that are not actual Social Security numbers may be detected.

In the default mode of operation, the Data Collection Agents will transfer any indexes
that were created or updated locally, to the web server on which the Data Agent
Administration website exists, through the Data Agent Administration web service. The
location is configurable through an application setting in the web.config file of the Data
Agent Administration website:

<add key="IndexLocation" value="\\ServerName\INDEX"/>

During installation, the “IndexLocation” in the web.config is set to the path specified by
the user in the “File Content Index Location” dialog box. If the user specifies to locate
the indexes within the Data Agent Administration web application installation folder,
the application setting would look like this, for example:

<add  key="IndexLocation" value="C:\Program Files\NTPSoftware \File
Reporter\ConfigService\INDEX" />

In the default mode of operation wherein index transfer functionality is enabled, the File
Reporter web application requires read access and the Data Agent Administration web
application requires write access to the index storage location on the web server. This is
accomplished during installation for a user-specified index location if a local path on the
server is chosen. If a share is specified, the installer will not be able to set permissions
because by default, the File Reporter and Data Agent Administration web applications
application pools are configured to run under local accounts. In this case, the web
applications will need to be configured appropriately so they can access the share
located on another server in addition to the permissions on the specified share. This can
be accomplished, for example, by creating a domain user or users, setting the
application pools for the web applications to run under these identities, and assigning
the appropriate permissions to these users on the share location. Also, if the “Index
Location” setting is changed from its initial value by manually modifying the web.config
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file in the Data Agent Administration web application, these permission requirements
will need to be manually configured for the new “IndexLocation” folder and/or share.
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NTP Software Data Collection Agent Schedule

Configuration

To configure the schedules of NTP Software Data Collection Agent, do the following:

1. In the left-hand main menu, click Schedule to open the Schedule Configuration
window.

112 Sutturars Vata Sollaztion Ageui™ Adwlulsteatios NP

E Schedule Configuration

Agent Schedule

Flease select the schedule for the Data Caollection Agent

New AD Type Weekly -
I“—*B Configuration Day Saturday -

| . New Windows Time 1:00 am -

Configuration
)

i) Mew ceern
|,_ Configuration

ion
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2. In the Agent Configuration dialog box, select daily/weekly/monthly scan
schedule and set the time to run the scan.

E Schedule Configuration

Agent Schedule

Please select the schedule for the Data Collection Agent
Type | Daily [=]

Time | 10:00 am El

| Update | | Cancel

NOTE: As scans use a lot of network resources during the scanning

operation, it is strongly recommended to run weekly or monthly scans
instead of daily scans.

3. To run forced scan, navigate to the installation folder and run the DataAgent.exe

For example: To run Hitachi scan, in the command prompt navigate to
installation folder,

C:\Program Files\NTPSoftware\Data Collection Agent\HNAS>

Then execute the command DataAgentHNAS.exe
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Viewing NTP Software File Reporter Agent Status
Utility

NTP Software File Reporter is an agent-based application. Each server in your
environment has its own NTP Software Data Collection Agent, which is responsible
for scanning, processing, and reporting the individual server’s data to the database.
Network communication problems can cause an agent to fail to report its complete
dataset to the database. NTP Software provides a status utility to help determine
whether a communication problem might have occurred, and if so, where it
happened.

To view the agent status utility, do the following:

1. In the left-hand main menu, click Agent Status. The Agent Status Information
screen shows the date and duration of the last successful scan of each server on
the network.

&3 Agent Status

Agent Status Information
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192168100 22 Active Directory Feb 18, 2011 0 Howrs O minutes 6 seconds Success
New Wms SERVERZKITEST2 FleSystem Apr 0, 2011 ‘1 Houw's 6 mintes 21 seconds Success
9 Configur SPICI0SERVER FieSystem Apr 01, 2011 Io Hours 20 mirvtes 32 secands ucce!

'
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|='
\l
3

F :
i

Mk
1l

NOTE: Click the headers of the view displayed in the figure to sort the
data in ascending or descending order.

2. In the Agent Status Information dialog box, click a server name to open its
details page.
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©3) Agent Status

Anent Status Information

192165100 22 Active Directory 3 0 Hours 0 minutes 6 s=conds

SERWERZHMITESTZ

FieSystem O Houwrs 6 mindes 21 seconds

SPFMI10SERVER FiaSystem 0 Howrs 20 minutes 32 saconds

3. In the Agent Status Details window, you can view all the scans that have run on
that server.

@ Server Status

Agent Status Details

Server. 5QA13563
Run Date: 9/M14/2010 10:00:28 AM

EEEEEN

Run Duration Status Code|Records Inserted/Scanned

Step Description

‘Scan Phase (Farm) |U Hours 0 minutes 37 secunds‘ Success ‘ 9034‘ U‘

Data Transfer Phase (WebServices) 0 Hours 0 minutes 0 seconds Success 2 0
Data Tranzfer Phase (WebAapps) |D Hours 0 minutes 0 seconds ‘ Success ‘ 4‘ D‘
Data Tranzfer Phase (RootWebSites) 0 Hours 0 minutes 0 seconds Success 5 o
Data Transfer Phase (WebSites) |U Hours 0 minutes 0 seconds ‘ Success ‘ 3‘ U‘
Data Transfer Phase (Lists) 0 Hours 0 minutes 1 seconds Success 20 0
Data Transfer Phase (ListSiteXrefs) |E| Hours 0 minutes 0 seconds ‘ Success ‘ SD‘ EI‘
Data Transfer Phase (Folders) 0 Hours 0 minutes 3 seconds Success 541 o
Data Transfer Phase (FolderNames) |0 Hours 0 minutes 15 secunds‘ Success ‘ 541 ‘ U‘
Data Transfer Phase (FolderAging) 0 Hours 0 minutes 4 seconds Success 541 i}
= |

IMPORTANT: If a scan did not complete successfully, the status
utility shows a breakdown for each agent’s status to help
determine where the problem occurred.

NOTES:

e Clicking a server’s name displays a full report about the scans
that have run on that server.
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e This report includes a description of the phase (whether
scanning, data analysis, or data transfer), the time duration of
the phase, and the phase status (whether Success or Failed).

e |t also shows the number of records for a data transfer
operation or scanned records for a scanning operation.

e Use the 2 | ++] or - -] buttons to increase or decrease the
number of records displayed per page.

o Use the 2| button to obtain a hard copy of the results.
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Purging the NTP Software File Reporter Database

By default, NTP Software File Reporter performs weekly scans on all of your
enterprise servers with NTP Software Data Collection Agents installed. Because NTP
Software does not impose size limits on the NTP Software File Reporter database,
the database could grow extremely large over time. We recommend using the
database purging utility routinely to clean your NTP Software File Reporter database.

NOTE: Purging data from the database also removes the data from report
displays.

To purge NTP Software File Reporter database, do the following:
1. In the left-hand main menu, click Maintain Data.

&/ Maintain Data

Home

@ Qopioga Maintain data settings

— Dilabas [IPurge data collected on selected date

IB New AD Report Dates Purge data collected before selected date
i Configuration
[TIPurge data collected about the selected Server

New Windows
Configuration

T |
ur; o
—— ["IEnable Automatic Purging (Purge data older than...)

Year(s)
purge data previously summarized
[CJEnable Automatic Summarization (Summarize data older than...)

Year(s) v (old

Configuration

\r % )
ﬁo Agent Status
{s7 Maintain Data
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NTP Software File Reporter Database Maintenance offers four sets of criteria for
purging data:

e Purging data collected on a selected date
e Purging all data collected about a selected server
e Enabling Automatic Purging (purge data older than a specific time period)

e Enabling Automatic Summarization (summarize data older than a specific time
period)

NOTE: The Automatic Purging and Automatic Summarization will execute
on a daily basis at the time specified.

2. Inthe Maintain Data Settings window, select the purging criteria you want to
apply based on the criteria sets specified previously. Click the Save button.

g Maintain Data

Maintain data settings

I” Purge data collected on selected date

Repart Dates : Tl [ Purge data collected before salactad date

I” Purge data collected about the selected Server

Servers 'I

[ Ensble Purge Button |[ Purge General Data Now

I™ Enable Automatic Purging (Purge data alder than...)

o e —

W purge data previously summarized

I™ Enable Autnmatic Sumrmarization (Surimarize data older thar. .}

1 IVEﬂr(s) ~|ald
Schedule fime: | 12:00 am 2
Sane
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3. Press the Enable Purge button to enable the Purge General Data Now button.

NOTE: Because of the permanent nature of the data deletion, an
administrator is required to enable the function before performing a
purge. We also recommend performing a backup before any purge takes
place.

’;gf Maintain Data

Maintain data settings

¥ Purge data collected on selected date

Repart Dates *| [ Purge data collected before sslected date

[ Purge data collected ahout the selected Server

Servers : 'I

[ Enahle Purge Buton ][ Purge General Data Mow

¥ Enable sutomatic Purging (Purge data alder than..)
B [erm o
¥ purge data previously summarized

¥ Enahle Autnmatic Summearization (Surmarize data older than...)

1 [reass  >lad
Schedu\etime:lﬂ:nn am -
Sawe

4. Click the Purge General Data Now button to purge the data from the NTP
Software File Reporter Database.

NOTE: Verify your selections and make changes as needed before clicking
this button.
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About NTP Software

NTP Software puts users in charge of their file data and is the only company
providing file data management solutions that deliver all of the enterprise-class
features needed to understand, manage, monitor, and secure file data completely.
NTP Software is a global leader and has been chosen by the majority of Fortune
1000 companies and thousands of customers in private and public sectors for
providing leadership through superior solutions, professional services, experience,
and trusted advice. NTP Software delivers a single solution across the entire data
storage environment, from individual files and users to an entire global enterprise
across thousands of systems and sites. NTP Software reduces the cost and
complexity associated with the exponential growth of file data and is located on the
web at www.ntpsoftware.com.

NTP Software Professional Services

NTP Software’s Professional Services offers consulting, training, and design services
to help customers with their storage management challenges. We have helped
hundreds of customers to implement cost-effective solutions for managing their
storage environments. Our services range from a simple assessment to in-depth
financial analyses.

For further assistance in creating the most cost-effective Storage Management
Infrastructure, please contact your NTP Software Representative at 800-226-2755 or
603-622-4400.
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The information contained in this document is believed to be accurate as of the date
of publication. Because NTP Software must constantly respond to changing market
conditions, what is here should not be interpreted as a commitment on the part of
NTP Software, and NTP Software cannot guarantee the accuracy of any information
presented after the date of publication.

This user manual is for informational purposes only. NTP SOFTWARE MAKES NO
WARRANTIES, EXPRESS OR IMPLIED, IN THIS DOCUMENT.

NTP Software and other marks are either registered trademarks or trademarks of
NTP Software in the United States and/or other countries. Other product and
company names mentioned herein may be the trademarks of their respective
owners.

NTP Software products and technologies described in this document may be
protected by United States and/or international patents.

NTP Software
20A NW Boulevard #136
Nashua, NH 03063
Toll Free: 800-226-2755
International: 1-603-622-4400
E-mail: info@ntpsoftware.com

Web Site: http://www.ntpsoftware.com

Copyright © 2011-2015 NTP Software. All rights reserved. All trademarks and
registered trademarks are the property of their respective owners. Doc#4395EF
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