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1 Preface

1.1 Purpose

The purpose of the NETira™ Connect for AirWatch® User Guide is to provide step-by-step instructions to
complete basic tasks to set up and use NETira Connect for AirWatch.

1.2 Steps Covered in this User Guide

This User Guide covers the following steps:
¢ Installing NETira-CA software
e Configuring AirWatch Server
e Adding and setting up system printers using NETira-CT
e Testing system printers

e Managing system printers

1.3 Who Should Use this Guide

IT staff

System administrators

System integrators
e AirWatch Ecosystem users

Note: Itis important that users have some familiarity with AirwWatch ecosystems and know how to manage
and navigate AirWatch consoles because this User Guide does not cover operation of the Airwatch
Console. For information, guidance and training on AirWatch systems and products, including the AirWwatch
Console, contact AirWatch.

1.4 Legal Disclaimers

1.4.1 Permissions of Use

This document may not, in whole or in part, be copied, photocopied, reproduced, translated, or reduced to
any electronic medium or machine-readable form without prior written consent from Datamax-O’Neil
Corporation (“Datamax-O’Neil”). The information in this documentation is subject to change without notice.

1.4.2 Liability Limitations

In no event shall Datamax-O’Neil, or anyone else associated with the creation, content and delivery of this
guide, be held liable for any error or for any incidental, indirect, special or consequential damages (including
but not limited to any lost revenues, profits, business opportunity, data or use) in connection with the
furnishing, performance, or use of this manual and/or the use of the software/hardware associated with
Datamax-O’Neil or the examples herein.




1.4.3 Warranty Disclaimer

Although every effort has been made to ensure the accuracy of the content of this manual, Datamax-O’Neil
makes no warranties with respect to the content or accuracy of this documentation. Datamax-O’Neil
warrants that the NETira™ software will perform in substantial compliance with published specifications,
and will be free from defects in materials and workmanship, under normal use, for the corresponding
warranty period specified on Datamax-O’Neil's website. This limited warranty is in lieu of all other
warranties, express or implied, including warranties of merchantability or fithess for a particular purpose.
The rights and remedies provided herein are exclusive and in lieu of any and all other rights or remedies.

1.4.4 Trademarks

NETira™ is a registered trademark of Datamax-O’Neil, in the United States and certain international
markets. Datamax-O’Neil is licensed to use other trademarks in the United States and internationally, all of
which are the property of their respective owners.

Microsoft Corporation, Windows®, Windows® NT, Windows Server®, and Active Directory are either
registered trademarks or trademarks of Microsoft Corporation in the United States and/or other countries.

Other product names mentioned in this manual may be trademarks or registered trademarks of their
respective companies and are the sole property of their respective owners.

©2015, Datamax-O’Neil Corporation. All rights reserved.




2 Introduction

2.1 System Overview

The overall system is composed of three programs/systems: NETira Connection for AirwWatch (NETira-CA)
or NETira Printer Service (NETira-PS), AirWatch and NETira Configuration Tool (NETira-CT). NETira-CA /
NETira-PS and AirWatch are the primary programs utilized on a day-to-day basis and work together to
control and monitor the printers. NETira-CT is used to setup/configure the system and printers.

2.1.1 NETira Connect for AirWatch & NETira Printer Service
2.1.1.1 NETira-CA

NETira Connect for AirWatch (NETira-CA) is software from Datamax-O’Neil that resides on your server,
works over the Internet with a remotely installed system called AirWatch and interfaces with the Datamax-
O’Neil printers on your printer network. NETira-CA serves as the intermediary control between the remote
AirWatch system and your network printers through its AirwWatch Console interface that is accessed on your
computers. The AirWatch Console functions also provide extensive information regarding printer usage and
diagnostics.

Some of the available managed tasks are:

e Alerts/status/enrollment requests sent from the printers to the Airwatch Console
¢ Files and settings sent from the AirwWatch Console to the printers

2.1.1.2 NETira-PS

NETira-CA software will run as a Windows Application, hence It can be launched only after a user logs into
the server. Instead, NETira-PS software can be used if the application has to be run as a windows service.

NETira-PS provides all functionalities similar to NETira-CA application. NETira-PS will be launch
automatically after the server is powered on. Installation and configuration of NETira-PS can be done in the
same way as that of NETira-CA.

2.1.2 AirWatch

AirWatch is a proprietary printer control system hosted and maintained by AirWatch, a division of VMware®
that resides on a remote site and communicates/works with your NETira-CA system via the Internet.

2.1.3 NETira-Configuration Tool (NETira-CT)

NETira-Configuration Tool (NETira-CT) is software from Datamax-O’Neil used to set up and configure the
NETira-CA system and printers.

2.2 Requirements for Installation and Configuration

e PC-based computer running Windows 7 or newer
e Windows Server 2008 R2 or newer
o All printers equipped with the latest firmware: 8.05.0066 or 18.05.0066 or newer

e NETira-CT version 1.0.0.65 or newer. Available on the Datamax-O’Neil website at www.datmax-
oneil.com > Supports & Downloads > Downloads & Drivers and select your product (RL4e or
RL3e). Under Software & Tools, select Utility and download NETira-CT Configuration Utility, v.65
or later.

¢ Datamax-O’Neil Package Builder v1.0.0.12 (available on the Datamax-O’Neil website at
www.datamax-oneil.com > Support & Downloads > Downloads & Drivers > RL4e > Utility > D-O
Package Builder)

e AirWatch Console version 8.x or newer already installed

e Subscription to AirWatch services and AirWatch customer number
e Printer manuals may be required to create the printer profiles
e Signed Certificate



http://www.datmax-oneil.com/
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e Private Key File for Certificate
e FQDN name associated with Signed Certificate
e Public-facing IP address of WiFi network of server hosting NETira-CA




2.3 Supported Printers

Datamax-O’Neil RL3 (Firmware version 8.05 0066 or newer)
Datamax-O’Neil RL4 (Firmware version 8.05_ 0066 or newer)
Datamax-O’Neil RL3e (Firmware version 18.05_0066 or newer)
Datamax-O’Neil RL4e (Firmware version 18.05_0066 or newer)

It is highly recommended that you utilize the current firmware version on your printers.




3 Installation

3.1 Required AirWatch Information

NOTE: You must already have an AirWatch account and AirWatch Console Version 8 or newer installed.

1.

To set up the AirWatch Console software for NETira CA, you must have available or create and
write down the following information that will be required for later steps:

a.
b.

C.

User Name. This is the user name you use to long onto the AirWatch Console.
Password. This is the password you use to log onto the AirWatch Console.

Login Screen URL Address. This is another name for the ‘Environment URL’ or the unique
company URL to access your company’s AirWatch admin console. This should have been
provided to you by your AirwWatch Account Manager or other AirWatch representative at time
of installation of the AirWatch system, along with the login credentials.

The Login Screen URL Address is the site where you will set up the connection between your
NETira-CA system and AirWatch. This will be used later in Section 4.2, Step 1.

Printer Server Registration URL. You will need to create your Printer Server Registration URL
using the following example as a guide:

https://<Environment URL>/deviceservices/peripheralservice/vl/register

The Environment URL is the unique company URL to access your company’s AirWatch
console you wrote down in the previous step. This should have been provided to you by your
AirWatch Account Manager or other AirWatch representative at the time of installation of the
AirWatch system, along with the login credentials. The remainder of the URL is static and
must be entered exactly as shown.

The Printer Server Registration URL is required for the NETira-CA software to register the
print server with Airwatch during the setup process. This will be entered later in Section 4.1,
Step 6.

If you have any questions or need assistance regarding the steps above, please contact your
AirWatch account representative or AirWatch support.

3.2 Installing NETira-CA

1. Go to the Datamax-O’Neil website at www.datamax-oneil.com > Support & Downloads and
download NETira-CA_Setup.msi.

NOTE:

a) The NETira-PS software also can be downloaded from the same location.
b) NETira-CA and NETira-PS is not printer specific.

2. Once it has downloaded, unzip the file NETira_CA_Setup_XXXX.zip (XXXX represents the
version humber and will change as the software is updated). Once the file has unzipped, run
NETira-CA_Setup.msi



http://www.datamax-oneil.com/

a. This will take you to the Welcome to the NETira Connect for Airwatch Setup Wizard screen which
starts the installation program. Click “Next >.”

i NETira Connect for AirWatch = O
1

Welcome to the NETira Connect for Airwatch
Setup Wizard

The installer will quide you through the steps required ta install NE Tira Connect for Aifw/atch on your
computer.

WARNING: This computer program is protected by copyright law and international treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

} Cancel | < Back

b. Next, select the “I Agree” radio button on the End User License Agreement to continue and then
click “Next >.”

15 NETira Connect for AirWatch = &

License Agreement

W
=)

Please take a moment to read the license agreement now. If you accept the terms below, click "I
Agree”, then "Next". Otherwise click "Cancel”.

End User License Agreement A

This is an Agreement between the end user (“you”) and Datama-
O’Neil, its affiliates and/or subsidiaries, including without limitation
Datamax-O’Neil Corporation (“we”, “us” or “our”). This Agreement
covers executable files that you may download (the “Applications™)
and written materials related to the Applications that we make
available to you (the “Documentation”). Any patch, update, upgrade,
modification or other enhancement provided by us with respect to

thn Annlicatinne ar tha Nacumantatinn chall ha includad within tha

()1 Do Not Agree @) | Agree

Cancel | | < Back ’ Next >




c. On the Shortcut screen, check Create Desktop Shortcut if you want to create a convenient
NETira-Connect for Airwatch (NETira-CA) shortcut icon on the Desktop to quickly access NETira-
CA when needed. Check “Launch on Windows Startup” if you want NETira-CA to start up
automatically when the user first logs into the computer. Click “Next.>.”

i NETira Connect for AirWatch = O

Shortcut LA

Setup can create shortcut to NETira Connect for Aifw atch on your Desktop or can configure to
launch automatically after system login. *ould you like Setup to enable those?

Create Desktop Shortcut

Launch on Windows Startup

Cancel < Back

d. On the Select Installation Folder screen you can choose the location where the NETira-CA
software will be installed. To change the suggested default location, click “Browse” and select the
desired location. When you have selected where it will be installed, click “Next >.”

! NETira Connect for AirWatch = & “

Select Installation Folder el

The installer will install NE Tira Connect for Aifw/atch to the following folder.

To install in this folder, click "Next". Ta install to a different folder, enter it below or click "Browse".

Folder:
C:\Program Files (x86)\D atamax-0'Neil\NE Tira Connect for Aifw/atch® Browse...

Disk Cost...

Cancel < Back Next >




e. On the Confirm Installation screen, click “Next >” to start installation of NETira-CA.

ﬁl NETira Connect for AirWatch - o IEl|

Confirm Installation

The installer is ready to install MNE Tira Connect for Aifwatch on your computer.

Click "Next" to start the installation.

Cancel | ' < Back l | Nexst >

f.  When you receive the screen message telling you that installation is complete, click “Close” to
exit the installation program.

ﬂ NETira Connect for AirWatch =

Installation Complete

NETira Connect for Aitw'atch has been successfully installed.

Click "Close" to exit.

Please use Windows Update to check for any critical updates to the .NET Framework.

Cancel ¢ Back




4 NETIira-CA and AirWatch
Configuration

4.1 NETira-CA Configuration, Part 1

&
1. After installing NETira-CA.exe, a shortcut icon to NETira-CA that looks like this = will appear on
the desktop.

2. Double-click on the shortcut icon to create a shortcut in the sistray at the bottom right of the
screen.

Double-click on the NETira-CA icon in the sistray.
Enter admin for the User Name and admin for Password. Click “Login.”

NOTE: The User Name is not case sensitive; the Password is case sensitive.

Login (METira-CA)

|ser Mame |E|dmir1 |

Pasaword |"'“'“1 |

Login

5. From the NETira Connect for AirWatch (Configuration) screen that appears with pre-populated
data, write down the data in the Print Server UID section. The data in the Print Server UID section
will be used later in the AirWatch Add Print Server dialog box in Section 4.2, Step 6.

Example of PrintServer UID: 9ab41b5c-D70a-4ad8-9alc-05efeabc3d7e

NETira Connect for AirWatch (Configuration) - ADMIN = “
PrintServer Configuration - .
Prnt Server UID | YA R T e s Refesh |
AilWatch Notify Poirt | | Save Data
Certficate file ‘NEﬁra-CApfx 7; 77 ‘
Nomal Port o0 | Secure Port [1oo00 | |
Group ID [ Pint Server Version [10.12 | ‘ Register Server ‘
AirWatch Server Configuration ‘ m ‘
HMAC Key ‘ i
Reaistration URL il | Menage Users |
Enolment URL | | \ Manage Prnters |
Command URL [ \
Alett URL |
ArWatch Version | | {Please registerthe server}
Other Settings
Maximum Number of Enroliable Printers [1000 |
Curent Number of Enolled Printers [0 |
[T] Enable Logging Enable Data Logging
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6. Enter the Printer Server Registration URL information from Section 3.1, Step 1d in the AirWatch
Registration URL box.

Example of Print Server Registration URL:
http://do_airwatch.airwatch.com/deviceservices/periperalservice/vl/register

NETira Connect for AirWatch (Configuration) - ADMIN = = "

PrintServer Configuration 2
Print Server UID 9ab4 1b5c-070a-4ad8-a Tc-D5efeaboddTe fisiinels
ArWatch Notfy Point | | e
Certficate file [NETira-CA pix ;

Nomal Port 9090 Secure Port 1 0000
Group ID ‘ Prirt Server Version |1.0.1.2 Register Server

AirWatch Server Configuration ; VChange Password |
HMAC Key ' : :

Registration URL :lﬂ,-" irwatch.airwatm.com/devicesefvi eripheralservi g

Enroliment URL ‘  Manage Printers
Command URL , ‘ ;
Aert URL |
AirWatch Version { Please register the server }

Other Settings
Maximum Number of Enrollable Printers | 1000
Cument Number of Enrolled Printers 0

[] Enable Logging Enable Data Logaing

7. Enter the Fully Qualified Domain Name (FQDN) name associated with a signed certificate in the
AirWatch Notify Point line. Follow the FQDN name with a colon and the appropriate port number
followed by /aw-notify. You can find the non-secure port number listed next to Normal Port, and
the secure port number listed next to Secure Port. You can use either port number.

a. FQDN name examples:

b. https://airwatchNETira-CA.com:10000/aw-notify (Secure site URL)
http://airwatchNETira-CA.com:9090/aw-notify (Non-secure site URL)

NETira Connect for AirWatch (Configuration) - ADMIN = =
PrintServer Configuration
Prnt Server UID | Sab41b5c-070a4ad8 9aTo-05efeabcdTe ez
AirWatch Notify Point [ saveData
Cettficate file NETira-CA pfx j :
Nomal Port 9090 Secure Port 10000
Group ID [ | Print Server Version [1.0.1.2
AirWatch Server Configuration [ Change Password
HMAC Key Z B
Registration URL ﬁﬂps:ﬁdo_airwét&.éirwaﬁ:h.com/de\)iceserviéeéfpedpﬁeralservice/vT/EQiﬁer Manage e |
Ewolment URL | [ Manage Printers. |
Command URL 7
Alett URL
AirWatch Version | { Please register the server }
Other Settings

Maximum Number of Enrollable Printers | 1000
Current Number of Enrolled Printers |0

[[] Enable Logging Enable Data Logging View Activity Logs ~
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https://airwatchdops.com:10000/aw-notify
http://airwatchdops.com:9090/aw-notify

8. Enter the AirWatch Organization Group ID into the NETira Connect for Airwatch Configuration
screen. See the AirWwatch User Manual for instructions to create an organization group.

NETira Connect for AirWatch (Configuration) - ADMIN - o
Print Server Configuration _
Prnt Server UID | 9ab41b5c-070s-4ad8-9a1c-05efeabodd7e || [ | ‘
AirWatch Notfy Point | https://ainvatchNETira-CA.com: 10000/aw-notify \WI
Certificate file | NETira-CA pfx
Normal Port Wl Secure Port i e
Group ID Print Server Version |
AirWatch Server Configuration 1m]
HMAC Key [ [N i—=
Registration URL i;rt!;;://du_airwatah.airwatch4com/deviceservices/peripheralsewice/v1/register ‘ 1 Mnage Uses }
Enolment URL | || Manage Prrters |
Command URL ! |
Aert URL [ \
AirWatch Version 7‘ { Please register the server }
Other Settings

Maximum Number of Enrolable Printers [1000 |
Current Number of Enolled Printers |0 |
["] Enable Logging

View Activity Logs ~

The Airwatch Console Organizations Group Details screen is shown below for reference.

+ * 2 ©
S Search AirWatch
airwatch console @ Datamax-O'Neil ~ S o i Add Saved Account Help

Groups & Settings » Groups » Organ

Organizalgion Group Détai

~ v Groups

& %

Is

Getting =
Started v Organization
Groups

- SLon |
= List View [N ELTFZETT Rt =Tl Add Child Organization Group

Organization
Group Details Name* | Datamax-O'Neil

Organization GroupD )

Group Types

Type | Customer ¥
User Groups
Country | United States x
Smart Groups
Locale | English (United States) [English (United States)] ¥
App Groups
Time Zone | (GMT-08:00) Pacific Time (US & Canada) ¥
(] Admin Groups
Content
All Settings

=4

Email
=

Telecom

9. Click “Save Data” to update changes into the NETira-CA database.

12



4.2 AirWatch Console Configuration

1. Go tothe Login Screen URL Address that you wrote down in Section 3.1 Step 1c. When you get
to the AirWatch Console login screen, enter the user name and password you wrote down in
Section 3.1, Steps 1a and 1b to log in.

N
A

+Console

2. On the first screen that appears after you have successfully logged in, click on the Devices icon
on the left and then select Printers > Printer Settings > Print Server from the drop-down menu
that appears. This starts the process of adding NETira-CA services to the Airwatch Console.

3. Select Add Print Server to add a new print server. Here, you will be adding NETira-CA as the
print server.

@ Datamax-O'Neil ~

System System / Peripherals / Print Server

Getting Started
Branding

Enterprise Integration
Help uiD Notification Endpoint Username Organization Group HMAC Token Version
o

© Add Print Server Search Lst ¢

'y »

NOTE: If you currently have print servers already installed on your AirWatch Console, they will be
listed. If no printers are installed, none will be shown.

13



You will be able to enroll printers later in Section 6.

i "
Settings @ Datamax-O'Neil ~ °
System System / Peripherals / Print Server
Getting Started
‘Add Print Server Bearch List
Branding ° L ¢
» Enterprise Integration
Lelo o WotlficationEndpolnt  Username  Orgaelzation Grow  HMA Token Version  Davica Count
> Security STTobS4FS030-45cbaet 2., Pending Reghsiration MRsircild Datamax O'Nell O9b2ceR 38714322 8e723.. ° %
» Localization
~ Peripherals 885684 Sacc 468F96Oe... hEtz/JI0.170311489050)_ MPoirchld  DatamaxONell SacSGel6ATSe 005 1001 1 P
Print Server
> Reports & Alerts Shechcde 4150305 Be1s-.. hHp//I86578199090/ow.. do_userl  DatamaxONell 10T OBABBbAS T 1001 1 ’
Terms of Use:
S/MIME dankyast hitpe:/fnetirac.com10000... dankyt Datamax-ONeil STbITICTEIsdadtased .. 1003 11 7
»  Advanced
nems 14 0F 4 moesie[s0 <

Devices & Users
Apps

Content

Email

Admin

Installation

4. Write down the HMAC Token that is automatically provided in the HMAC Token section of the
page. You will need it while completing configuration of NETira-CA in Section 4.3, Step 2.

Add Print Server

HMAC TOKEN

The HMAC key auto-generated below will be used to associate the print server to the appropriate Organization Group in Airwatch. This key will need to be entered into the
relevant Print Server configuration File.

LU CICL N e e5c849-8363-4d0c-b087-da2e694 1fedf]

5. Select the User Name you wrote down in Section 3.1,Step 1a in the User ID* box in the User
section of the page.

Add Print Server

|

HMAC TOKEN

The HMAC key auto-generated below will be used to associate the print server to the appropriate Organization Group in AirWatch. This key will need to be entered into the
relevant Print Server configuration file.

HMACToken | dce5c849-8363-4d0c-b087-da2e694 1fedf
USER

Select the appropriate enroliment user that will be associated to the Print Server. This user may be associated to multiple Print Servers.

Userid* | dankyt v

6. Enter the Print Server UID of NETira-CA that you obtained in Section 4.1, Step 5 in the Service
UID* box in the UID section of the page.

Add Print Server

|

HMAC TOKEN

The HMAC key auto-generated below will be used to associate the print server to the appropriate Organization Group in AirWatch. This key will need to be entered into the
relevant Print Server configuration ile.

HMACToken | dce5c849-8363-4d0c-b087-da2e6941fedf

USER

Select the appropriate enrollment user that will be associatec to the Print Server. This user may be associated to multiple Print Servers.

Useric* [ dankyt v

uiD

Ll 9ab4 1b5c-070a-4ad8-9a1c-05efeabe 3d 7 ol

14



7. Click “Save” and the NETira-CA print server will be shown as Pending Registration.

@ Datamax-O'Neil ~

System System / Peripherals / Print Server
Getting Started
Branding

Enterprise Integration
Help uiD Notification Endpoint Username Organization Group HMAC Token Version

© Add Print Server =

-

-

Security

Localization

Peripherals B | >
Print Server

Reports & Alerts

Terms of Use

S/MIME

Advanced

-

92b41b5c-070242d8... Pending Registration  dankyt Datamax-0'Nei dee5cB49-8363-40¢- PaE

4

v

-

15



4.3 NETira-CA Configuration, Part 2

Go back to the NETira Connect for AirWatch (Configuration) screen.
2. Enter the HMAC Token from Section 4.2, Step 4 in the box next to HMAC Key and click “Save

Data.”
NETira Connect for AirWatch (Configuration) - ADMIN - U R
PrintServer Configuration —_
Pint Server UID | Sab41b5c-070a-4ad8 SaTc-UbefeabicddTe I -G ‘
Airtatch Notfy Point | hitps://ainvatchNE Tira-CA com:10000/aw-notify | s ‘
Cetficate file NETiraCApx | ==
Nomal Port 9090 Secure Port 10000 | SApDeneE
Group ID ida;amaxoned Print Server Version 1701727 e et
AirWatch Server Configuration [ Change Password |
HMAC Key icebcBAS-8363-4d0c-b087-da2eb94 e d] [
Registration URL i"l;n-tt?as:}/ﬂo_a-i-rwatc-h .airwatax.com./d-eﬁcesenl.iées./b.e;ip.hec.al.sew-icé/.\.lijreéi;ter ‘ 1 Moyiage Users ‘w
Enolmert URL | || Manage Prnters |
Command URL 1
At URL \ |
AirWatch Version { Please register the server }
Other Settings

Maximum Number of Enrollable Printers (1000 |
Current Number of Envolled Printers |0
[[] Enable Logging En

View Activity Logs ~

3. Click “Register Server” to register NETira-CA to AirWatch and you will see a message box with
“Registration request success.”

METira-CA ﬂ

@ Reqgistr ation request success
-

OK

16



4. Upon successful registration of NETira-CA, the AirWatch Server will automatically update the
following fields on the NETira-CA configuration form: Registration URL, Enrollment URL,
Command URL, Alert URL, and AirWatch Server Version. Write down the number in the box next
to Secure Port. It will be needed to enroll printers in Section 6.1.1, Step 3c.

NETira Connect for AirWatch (Configuration) - ADMIN A=) “

Print Server Configuration

Print Server UID Sab4 1b5c-070a-4ad8 9a lc-D5efeabc3de feies

AirWatch Notify Point | https://airwatchNETira-CA.com:10000/aw-notify

Certificate file NETira-CA pfx

Nomal Port 9090 Secure Port 10000 Slop Senver

Group ID datamaxoneil Print Server Version 1 1.0.1.2 Begister Server
AirWatch Server Configuration Change Password

HMAC Key dce5c849-8363-4d0c-b087-da2e634 fedf

Registration URL https://do_airwatch airwatch.com/deviceservices/peripheralservice /v 1/register Morege e

Enroliment URL https://do_airwatch airwatch.com/Device Services/peripheralservice/v 1/enrolldevice Manage Printers

Command URL https://do_airwatch .airwatch.com/Device Services/peripheralservice /v 1/checkin

Alert URL https://do_airwatch airwatch.com/Device Services/peripheralservice /v 1/alert

AirWatch Version i)-\irwatch 8.0

Other Settings
Maximum Number of Enrollable Printers | 1000

Curment Number of Enrolled Printers 0

["] Enable Logging View Activity Logs ~

NOTES:

e The Stop/Start Server button can be used to start and stop the NETira-CA. If
Normal/Secure port value is changed the user must stop and restart the NETira-CA.

e The Change Password button can be used to change the password of the currently
logged-in user.

e Only Admin can use the Manage Users to add/delete users and/or to reset the password
of a user.

e Manage Printers allows admin user to manage currently enrolled printers.

e Check the box next to Enable Logging to log all activities. The Open Logs Folder button
will show you the logged activity file.

e Check the box next to Enable Data Logging to log all data transmitted through the
networks among NETira-CA printers and the AirwWatch Console.
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4.4 NETira-Printer Service

If NETira-PS software is used instead of NETira-CA, then make sure that NETira-PS Service is added in
the Windows services list and also confirm that service is started.

1. Go to Windows > Control Panel > Administrative Tools > Services.
2. Search for NETira-PS Service in the services list.
3. Confirm NETira-PS Service is started as seen below.
. Services
File Action Niew Help

= |EE2HE »onn

Q&} Services (Local)

NETira-PS Service Name Description Status Startup Type Log On As

S.o) Met Driver HPZ12 Started Automatic Local Service
S.o) Met.Msmq Listene... Receives act... Disabled Metwork Service
S.o) Met.Pipe Listener... Receives act... Disabled Local Service

Stop the service
Restart the service

Qo) Met.Tep Listener A.. Receives act... Disabled Local Service
2:;?::;:,10;;”& of NETira Printer S.e) Met. Tcp Port Shari.. Provides abi.. Disabled Local Service
Service Q METira-PS Service  Service Inst... Automatic Local Service
i Netlogon Maintains a ... Started Automatic Local System
-%NetworkAccess P.. The Networ... Manual Metwork Service
-%Network Connecti.. Manageso..  Started Manual Local System
‘".,.o) Metwork List Service Identifies th... Started Manual Local Service
S.o; Metwork Location ... Collects an...  Started Automatic Metwork Service
Qo) Metwork StoreInt... This service ... Started Automatic Local Service E

Extended / Standard /

4. If NETira-PS Service is not started, right click on the service name and choose start option from
the context menu.
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5 Installing .pfx Certificate File
for NETira-CA

This step requires that you already have the following:
e Signed Certificate file
e Private Key file for Certificate

To create a .pfx file, combine the Signed Certificate file and the Private Key file. Assign this .pfx file to the
Certificate file from the Configuration screen of NETira Connect for AirWatch.

To create the .pfx file:
1. Create a new folder. The name of the folder is not important.
2. Place the Private Key file and the Signed Certificate file into the new folder.

3. Create the .pfx file by using openssl.exe or a similar tool. You can obtain openssl.exe from
https://www.openssl.org.

Here is an example of a command line to use with openssl to create the .pfx file:
>openssl pkcs12 —export —out NETira-CA.pfx —inkey private.key —in cert.crt
Explanation of the example above:

¢ NETira-CA.pfx is the name of the .pfx file we are creating to use as the certificate file for
NETira-CA

e private.key is the name of the private key of the signed certificate
e cert.crt is the name of the signed certificate file

4. After you have created the .pfx file, go to the currently open Configuration screen of NETira-CA.

Click on the E] button next to the Certificate file line to browse for the .pfx file.
Select the .pfx file and click the “Open” button.

_ ——
Choose Certificate file |
r <« Local Disk (C:) » Program Files (x86) » Datamax-O'Neil » NETira Connect for AirWatch v & Search NETira Connect for Air... ©
Organize v New folder = @M @
/¢ Favorites 2 Name Type S
B Desktop html File folder
18 Downloads | (3 NETira-CA.pfx Personal Informati.. KB
% Recent places o -
& Google Drive
e . ¥
File name: | NETira-CA.pfx v| | Certificate Files (*.pfx) v
7. The .pfx file will now be listed in the box next to Certificate file.
NETira Connect for AirWatch (Configuration) - ADMIN = 8
Print Server Corfiguration
Print Server UID 9ab4 1b5c-070a-4ad8-9a 1c-D5efeabead e B

AirWatch Notify Point | hitps://airwatchNETira-CA.com:10000/aw-notify
Certfficate file : [NETira-CA pfx]
Normal Port 9090 Secure Port 10000

Stop Server
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6 Setting Up and Testing
Printers

NETira-CT from Datamax-O’Neil is used to get information about and update printers. If you have not
already downloaded NETira-CT, do so now by going to the Datamax-O’Neil website at
www.datamaxoneil.com > Support & Downloads > Downloads & Drivers and select your product (RL4e or
RL3e). Under Software & Tools, select Utility and download NETira CT Configuration Utility, Ver .65 or later.

NOTE: The software is not printer specific.

Once the NETira CT Configuration Utility has downloaded, unzip NETira-CT_Setup-XXXX.zip to install it.
Open NETira-CT_Setup.exe to launch the install program and add a shortcut icon to NETira-CT on your
desktop.

do Customer Center login Contact us Print page

Search aQ
by Honeywell
Home AboutUs Printers & Software Supplies JUTILLR N IILILELLE Knowledge Library Where to Buy  About Partners

Downloads & Drivers Home > Support & Downloads > Downloads & Drivers >
I Remote Access Support

I> FAQs Select your product |RL2e v

[> standard Warranty

Service Programs

Technical Downloads Software & Tools

I Certified Service Centers

RMA Request < Accessory/Option Guides » Drivers
: e SDK
Discontinued Products Al RL2.8ay Charger >

Al RLMuttiple Unit Charging Adapter - Utility
d et for Wavelink

I Warranty Registration

Printer Express Request dll RLPower Converter

5 @ ; © D-0Package Builder
Contact Technical Support gl RLprinter Mounting System

© NETira CT Configuration Utility, Ver .59
dll RL swivel Lock Bracket Kit

Size: 2853.51 ko
Date: 16/07/2014
Download document
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6.1 Enrolling and Testing a Printer

This section will show you how to enroll a printer and test it to be sure it is communicating properly with the
AirWatch Console.

To complete this section, you will need the following:
e The public facing IP address of the WiFi network of the server hosting NETira-CA.
e The normal and secure port number you recorded in Section 4.3, Step 4.

e A printer connected to the network of the host computer running NETira-CT.

6.1.1 Enrolling a Printer with AirWatch
1. Click on the NETira-CT shortcut icon on the desktop.
2. Click on “Auto Update” in the list under Printer Component on the left.

File | Settings | Tools Help
b = | & 55 | RS232

Printer Component
=@ Printer Information ~

m» Smart Battery

/= Media Label

<2 Memory Modules

{44 Print Control

~ System Settings
@ Sensor Calibration
(g Miscellaneous
A Fonts
&) 1mages
<» Stored Labels
4% Menu Language Files
Ao Upaste
@ Avalanche Enabler
. Airwatch
@ RS232
2a General Network
482 wireless General Netwol
fieil \ANCL N

< >

3. On the Auto Update window, perform the following tasks:

a. On the Print Server Connection Mode line, select HTTP for normal or HTTPS for secured
connection in the New Value column.

b. On the Print Server IP Address line, type the address of the server hosting NETira-CA in the
New Value column.

On the Port line, enter the normal or secure port number recorded in Section 4.3, Step 4.

d. On the Type line, select “AirWatch” from the drop-down menu in the New Value column.
e. When done, Click “Send.”
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4,

o

Ready...

® NETira Configuration Tool Software - 100,65 - oM
File Setings Tools Help
3 B | 7 [E] R RO = v &Y BB 8 P @& T Pwerrdioon @
Printer Component Auto Update
B Friner niomiaton Include  Name ~ Current Value Staus  NewValue S sena |
& Smart Battery
@ Media Label O] |Beeper on © |on
< Memory Modules []  Configuration File Name (255 chars Max) | "DOMF/UP1lupdate.cig’ © |'DOMFIUPIupdate.cig’
{% Print Control []  |FTP FeedoackFile Mode Disabled @ |Disabled
 System Setings e 7 © I
% Sensor Calibration .
5 Miscellaneous [  |FTP Feedback Template File )
A Fonts [J TP Password (WRITE-ONLY) @)
1 Images [] | FTP Server Name (255 Chars Max) or P a... | "182.168.99.1° © |192.168.99.1°
%> Stored Labels O FrPsenerpor 2 © |z
é rj\:“u:a::‘:age i ] |FTPusemame “dankyuser © |'dankyuser
@ Avalanche Enabler [] | MenuName Display Mode after Auto Updat... DisplayAways © |DisplayAways
~ Airwatch [] | MenuName to be displayed after Auto Upd... |- © |
@ RS232 [ PrintMessage Mode after Auto Update Pro... PrintAlways © |Prntaways
2. General Network -
Print Message Stored Label for Auto Updat... |~ 2
422 wireless General Network Ll 4 L o
P W Prnt Server Connection ode HTTPS HTTPS
£ Bluetootn » M Print Server IP Address 192.168.09.1' 192.168.99.1°
Print Server Name
[ ] Print Server Port 10000 ( 10000
[]  Printing Mode for Status Message Print Rotate' status mes... | ) | Print'Rotate’ status mes...
(] |Security Credential File Format Default ©  Default
[ | TFTP Sener IP Address 0.00.0° © 0000
Type Disable AWatch
| [ Upgrade Package Version 201501/14_1432" 2015101/14_1432
[ SelectAll . SendAuto Update Request |

(COMT: 9600, 8, One, None):(Control Code: Standard) _.:

Click on the “AirWatch” button in the Printer Component menu at left.

Type in the friendly
“Send.”

name for the connected printer in the New Value column. When done, click

@ NETira Configuration Tool Software - 1.0.0.65 -0
File Settings Tools Help
=8| & & ([rs22 Fllasii@=v &8 3382 &% rowerkadioon |@
Printer Component Airwatch
& Print Control 73 (S sena

> system Settings

4 Sensor Calibration

g Miscellaneous

A Fonts

IE Images
st

Al anal:

Include  Name ~ Current Value New Value

Printer Name to be used with Aiwatch | DANKY_RL4E_J_2 ‘DANKY_RL4E_J_2'

Remove and reinstall the battery in the printer you are enrolling and restart it. (On printer start up,
a printer enrollment request will be sent to Airwatch).

Click on the AirWatch console.

Under the Devices

icon on the left, select Printers > List View to see the currently enrolled

printers. If the friendly name of the printer is on this list, the printer is enrolled.

> Compliance Policies

> Certificates

Filters
Devices || > Products
" [®
|| v printers
a
List Vi
-

Details View

Alerts

+ *x 2 0

Account  Help

Q Search AiWatch

- Add Ssaved

' c]= ]| ‘
Last Seen Friendly Name Type Model  Organization Group
- W T
. DANKY_RL4E_J 2 Datamax-O'Neil Printer RLde Irvine
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6.1.2 Testing a Printer with AirWatch

To test whether a printer and the AirWatch console are communicating properly, send the printer a soft
reset command. The soft reset command will not change any printer settings. If the printer resets as
commanded by the AirWatch console, then the printer and AirWatch console are communicating properly.

1. Inthe AirWatch console, go to Devices > Printers > List View and click on the friendly name of the
printer to see the specific details of this printer.

‘Search AirWatch + * 1 o
® Datamax ONei/ Ivine = 5 LB e

airwatch console

DANKY_RL4E_J_2 Py S

Ri4e | Ownership: Corporate - Dedicated

Dashboard

List View

> Lifecycle
> Profiles General | Battery  Medialabel  PrintControl  System Settings  Miscellaneous ~ Wi-Fi ~ More ~
> Compliance Policies
> Certificates Type Datamax-O'Neil Printer
> Products Model RL4e
© Printers Name DANKY_RL4E_J_2
Model Number RL4e
Printer Serial No DANKY_RL4E_J_2
Alerts Date/Time 03/18/2015 13:51:33
> BrinteiSetings Boot1 Version 11.00 0000
Status. @ Enrolled
DevicesSetdogs Boot1 Architecture 3.0
Last Seen 43/18/2015 8:54:43 PM
Boot2 Version 12.00 0000
EnrollmentDate  3/18/2015 8:48:41 PM
Boot2 Architecture 30
uDID DANKY_RL4E_)_2
Version Info VER: RL4e, 18.05_0062 0004 Mar 15 2015;
AVR_VER: 04.2; XAVR_VER: A.14.12.17
Wi-Fi MAC Address 008092682800
WIFI Type 4
Odometer 0
Bluetooth Device 008092682801
Address
< 4§ »

2. Select “More” on the upper right (next to “Query”), and on the drop-down menu click on “Soft
Reset” under the Management column to initiate a soft reset of the printer.

; tx .20
airwatch console @ Datamax-O'Neil / Irvine ~ Add Saved Account Help

Dashboard

w >

Devices > Printers > List Viev
DANKY_RL4E_J_2 © Quer ¥ More

LEEView Rl4e | Ownership: Corporate - Dedicated —

Query Management  Admin
> Lifecycle -
Query All Soft Reset Change Organization Group

> Profiles General | Battery  Medialabel  Print Control  System Setting Factory Reset Edit Device
Delete Printer

» Compliance Policies

> Certificates Type Datamax-O'Neil Printer

> Products Model RL4e

v printers Name DANKY_RL4E_J 2

List View Model Number RL4e

Printer Serial No DANKY_RL4E_J 2

3. Click “OK” when asked if you are sure you want to perform the soft reset action on the printer.
4. Click “OK” when the message appears indicating the soft reset command was sent to the printer.

5. The printer will reboot if the AirWatch console and the printer are communicating properly.
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7 Creating and Installing
Printer Profiles

This section explains how to create and install printer profiles. A printer profile is a set of printer settings that
can be applied to other printers to save setup time.

7.1 Creating a Printer Profile

Open and log into the AirWatch console.
2. Select the “Devices” icon on the menu on the left, then go to Printers > Printer Settings > Printer
Profiles.

3. From the Printer Profiles screen, click “Add Profile” located directly under the Printer Profiles
header to add a new printer profile.

@ Datamax-O'Neil ¥

airwatch console

Printer Profiles

© Add Profile

Soiieh Ut =¢

» Profiles Status Publish Platform Setting Group
et ERL E E] El

» Compliance Policies

» Certificates.

Organization Group: Datamax-O'Mell Status Active Publish: Al PIatform Any  Setting Groug: All

» Products

- Printers

4. Click on the Datamax-O’Neil logo.

Add Profile

Datamax-O’'Neil
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5. You will now be on the General screen. On the first two lines, fill in the Name* and Description of
the profile.

General
Media Label
= prink Control Name* Required Field
&k System Settings
Version 1
£ Auto Update
Description
© General Network
Assignment Type Auto K]
I RS232
Managed By Datamax-0"Neil
= Wi
Assigned Smart Groups
Start typing to add a smart group Q
Miscellaneous.
Exclusions
3 Buetootn

¥ Custom Settings View Devic Assignment

‘Save & Publish Cancel

6. For Assignment Type, select one of the two choices from the dropdown list:

e Auto: The profile will be sent automatically to the printers within the Assigned Smart Groups
[For information and instructions on using Smart Groups, contact AirWatch].

e Optional: The profile will be assigned to select Smart Groups, but it must be manually sent
to the printers belonging to the selected Smart Groups.

7. The Device menu on the left will list a number of profile categories. Any of the items in the profile
categories can be reconfigured as necessary. To configure a profile category, select the desired
profile category and click “Configure.”

© General
& Print Control
## System Settings
£ Auto Update
© General Network sedia Label
RSz Configure
= WiFi
Miscellaneous
3} Bluetooth

7% Custom Settings

Save & Publish Cancel
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8. The profile for that profile category will appear with some of the data already populated. Change
any settings as necessary. You may need to consult the printer manual to complete some of the
fields. Below is the Media Label category as an example.

imperial
0

v

200
1000

Continuous

412
25

[Auto

Save & Publish Cancel

Here is an example of the typical data that could be used for the Media Label profile:
Units of Measure = | (Imperial)
Present Distance = 0
Allow Present Backup = E (Enabled)
Label Length = 200
Maximum Label Length = 1000
Sensor Type = C (Continuous)

Gap Alternate Mode = D (Disabled)
Back After Print = N (No)

Label Width = 412

Paper Out Distance = 25

TOF Precedence = N (No)

Clean Head Counter = 0

Stop Location = A (Auto)

9. When you have completed entering the desired fields in the profile category, click “Save &
Publish.”

NOTE: Airwatch will immediately send (“push”) the printer profiles to the printers belonging to the
selected smart groups with an Assignment Type of “Auto” set in Section 7.1, Step 6.
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7.2 Managing Printer Profiles with “"Optional”
Assignment Type

The following describes how printer profiles should be sent to printers with their Assignment Type set to

“Optional”.

1. From the AirWatch console, navigate to Devices > Printers > Printer Settings > Printer Profiles.

i © Add Profile e Ut =6
5 Profies staus Publish Plttorm setting Group

Actve | o | Any zl L =
» Compliance Policies

Devices

» Cestificates

Organieton Grous Detamar-O'Ned Status Actve PublENC AL Pltfo: Any Setting Groe: All 1 Resul Found
» Products Tyoe  Platforn Managed By Published Version nstallad/Assigned
-~ printers ko DotamarONel mintse Dvammanst 2 v sBav

st view . .
weses (0 o]

Printer Profiles
p—
—
2 [
Seith o Devices Settings
<

2. Click on the magnifying glass icon on the right of the printer profile that you want to install. It must
be “Optional” under “Type”.

Q S h AirWatch

Priﬁter Prorﬁles

List View

© Add Profile = ¢ e
Details View

Status Publish Platform Setting Group
Alerts Active v Al v Any v Al v

v Printer Settings

Organization Group: Datamax-O'Neil / Irvine Status: Active Publish: All Platform: Any Setting Group: All 2 Result(s) Found
Active Profile Name Type  Platform Managed By  Published Version Installed/Assigned

PHREEERES, @® Denly PP MecisSett.. Auto  Datemax-O'NeilPrinter Datemax-O'Neil 2 8/1 Q

@ Mediz_Printer_Profile alan‘axO'Ne\ Printer Irvine 1 0/2 7% v

ltems 1-2 0f 2

Print Server
Smart Groups

Devices Settings

p———g

3. Alist of printers for the selected Smart Group will appear. Click on the arrow down circle icon on
the line of the selected printer in order to send the printer profiles to that printer. Status column will
display “Pending Install” and Updated column will display current day/date.

View Devices - Media_Printer_Profile

Last Update: Wednescay, March 18, 2015 2:26 PM All ¥ g sl Cer RN
Status Friendly Name C/E/S User Platform / 05 / Model Phone  Organization Group Updated
Notlnstalled  DANKY_RL4E_J_2 c dankyt DatamaxONeilPrinter /.00 / Invine @ <«
Notlnstalled ~ HUNG_RL4_001 c dankyt DatamaxONeilPrinter /0.0.0 / Irvine o P

ttems 1-2 of 2 Page Size: [20 v
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8 Sending Install File
Commands to a Printer

This section provides guidelines for using the AirWatch console to create a group of files that contain items
such as firmware, fonts, graphics, etc. to be sent to printers.

1. Download and install the Datamax-O’Neil Package Builder from the Datamax-O’Neil website. Go
to www.datamax-oneil.com, select Support & Downloads > Downloads & Drivers. In the drop-
down menu to the right of “Select Your Product”, select Remote Management and download the
file Datamax-O’Neil Package Builder. It must be version 1.0.0.12 or later.

do |

a
by Honeywell
Home AboutUs Printers & Software  Supplies JNTTILE N LIDIEELEY Knowledge Library Where to Buy  About Partners
Downloads & Drivers Home > Support & Downloads > Downloads & Drivers >
Remote Access Support
FAQ's Select your product | Remote Management v]
Standard Warranty
Service Programs Software & Tools
Certited Service Centers
RMA Request ¥ Uthty

© D-0Package Builder

For use with ORMS, NETira RM, MSP Agents, Waveiink,
Warranty Registration and NETira CT's Auto-Update function

Discontinued Products

Size: 500.00 ko
Printer Express Request Date: 2610372013

Dounioad document

Contact Technical Support

2. Double-click on the downloaded .zip file called PackageBuilder to install the Package Builder and
put a shortcut icon on your desktop. Click on the “Package Builder” icon to launch the application.

3. Click on the “New Package” button.

@3 Datamax-O'Neil Package Builder - =
[ Manage Package £ About...

I@NewPackage ”@EchPackage H @Close ‘

Version: 1.0.0.12

4. “Enter a New Package File Name” screen will appear. Select a folder to save the new update
package. Enter the name of the update package on the “File Name” line and click “Open.”

(do] Enter a new package file name
®© v 4 L » ThisPC » WD2TB(F) » Temp » UpdatePackage v ¢ | SearchUpdatePackage o
Organize v New folder §= - m (7]
A Mame g Date modified Type si
¢ OneDrive

No items match your search.

i@ Homegroup

8 This PC
= Desktop
| Documents
18 Downloads o n
File name: | v‘ ‘ Update Packages *.pkg v ‘
Com |
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5. The Manage Update Package screen will appear. Locate and select the desired files and firmware
you wish to upload to the printer(s) to create one package for a specific printer and click “Save.”

5 Manage Update Package @

Information
Selecta Package |F:\Temp\UpdatePackage update pkg i \. Save |

File Version 00003 Package Version |2015/03/18_1453 Printer Name |RL4 | [ st | [Bsavens. |
HEpAR Coponats ————— [@Dme |
Fimware  |F:\Temp\UpdatePackage\RL4_8.05_0062_S6755bin | ver 8.05_0062 0000 | Fimware...

_—
Boot1 |F\Temp\UpdatePackage\RL4_Boot1_V1.26_S5508 bin | Ver 1.26 0000 Boot1... |@OCancel |
Boot2 |F\Temp\UpdatePackage\RL4_Boot2_V2.26_S5441bin Ver 2.26 0000 Boot2...
Corfigurton
Special Character:

L) Bte [<soH> @01 |

0 < Insert Character

| Forts | Graphics | StoredFomat | Database Fies | Script Fes | Menu Fies | Corfig Fies | Web Page Fies | Certficate Fies | Generc Fie |

[ T Frename Type D Module Label Size (bytes)  TypeValue |

FeCout:0 [ Remowe

Create JSON File: | F\Temp\UpdatePackage \update pkg JSN | Browse..
Ready

6. Find the folder with the update package files and compress it into a *.zip file.

Manually change the file extension from “.zip” to “.dat”. AirWatch will not allow “.zip” extensions for
files. Make a note of where this file is located because you will need it in Section 8, Step 19.

8. Inthe AirWatch console on the menu on the left, go to Devices > Printers > Printer Settings >
Printer Files. Then, click on “+ Add New File” at the top of the Printer Files screen.

airwatch censole @ Datamax-O'Neil ~

ashboard - -
? Printer Files

List View

> Lifecycle © AddNewFile

] » Profiles Stakus Publish Platform
Active v Al v Zebra-Printer v
» Compliance Policies

» Certificates Organization Group: Datamax-O'Neil Status: Active Publish: All Platform: Zebra-Printer Setting Group: All

> Products Active  File Name Type Platform Managed By

+ Printers @0 ebeFile Auto Zebra-Printer Datamax-0'Neil

Lisk View . Package3 Auto Zebra-Printer Datamax-0'Neil
Content Alerts Items 1-2 of 2
w Settings

-]

Email Printer Profiles

- Printer Files

Telecom
Print Server

Settings

9. Select Datamax-O’Neil.

Add Profile

Datamax-O’Neil

10. On the next screen, name the file. For example, “Update Packet 1.”
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11. Type in any desired description.
12. Select “Auto” or “Optional” for Assignment Type.
13. Select any desired Smart Groups.

14. Click on “File” in the left column and select “Config.”

Add New File (<]

1 General
Name# UpdatePackage1
Version 1
Description Update Firmware Package
Assignment Type Optional b
Managed By Irvine

Assloriad Smark Groups RL4_RL4e_Smart_Group @ Irvine

asmatgoup Q@

Exclusions No

View Device Assignment

Save & Publish Cancel

15. Type the name you want to call the file in “File Name.”
16. Type any version number you want to use in “File Version.”

17. For the line Upload New File, select “Upload.”

Add New File (<}

© General
0 I
File Name% | FirmwareUpdatePackage
File Version® 1
Usload New Filew update.dat Upload
@ 12xSiz= 100 1B
|
J
| =
Save & Publish [[ROR
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18. Select “Choose File.”

19. Click “Browse” and locate the “.dat” file from Section 8.7.
20. Click “Open.”

21. Click “Save.”

22. The “.dat” file will show under Upload New File.

23. Click “Save & Publish.”

24. Screen will show a list of the printers in the selected Smart Groups that will receive the new files.

View Device Assignment

Assignment Status [ Al v Filter Grx ¢
Assignment Status Friendly Name User Platform / OS / Model Phone Number Organization Group
° Unchanged DANKY_RL4E_J_2 dankyt DataMaxONeilPrinter / / RL4e Irvine
Items 1-1 of 1
Page Size: |20 x

25. Click “Publish.”

26. Screen will show a list of the printer files. Click on the magnifying glass icon next to file with Type:
Optional to install.

R\ ‘Search AiWatch + *x 4 O
el o ® DatamaxONeil/Irvine ~ i s e

“ > Lfecycle ices > Printers » Printer

e Printer Files
> Compliance Policies © Add New File h s Eom
> Certificates Status Publish Platform Setting Group
Active v Al v Any v Al v
» Products
v Printers ) :
Organization Group: Datamax-O'Neil / Irvine Status: Active Publish: Al Platform: Any  Setting Group: All 5 Result(s) Found
List View Active  File Name Type  Platform Managed By  Published Version Installed/Assigned
Details View @® UpdatePackage! Optional Datamax-O'Neil Printer Irvine 1 0/1 Va rEEv
Alerts
v Printer Settings
printer Profiles ||

'

Print Server -

27. Click on the arrow down circle button to install the files.

View Devices - UpdatePackage1

Last Update: Wednesday, March 18, 2015 3:18 PM Al v earch tisl e R
Status Friendly Name C/E/S User Platform / OS / Model Phone  Organization Group Updated
Notinstalled  DANKY_RL4E_J_2 c dankyt DatzmaxONeilPrinter /0.0.0 Irvine E S
Items 1-1 of 1 Page Size: (20 v

28. The LCD screen on the printer will show the progress/status of the installation and the File status
in Airwatch will be labeled as Installed upon completion.
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9 Receiving and Testing Alerts
from a Printer

In this section, you will conduct a test to confirm that the AirWatch console receives alerts from the printer.
1. Inthe AirWatch console, using the menu on the left, go to Devices > Printers > List View.

2. Select the printer you want to test from the list.

airwatch console [ —
Dashboard 4
' ; List View
Lt View
P ST Filters > ag
» Profles Last Seen Friendly Name Type Model  Organization Group
1
BN . Compliance pabcies
Products
a
List View
-
Detait View = L3 35208011 Datamax-0'Nell Printer s
a
= Alerts
» Printer Settings n . DANKY_RL3_01V7 Datamax-0 Nl Printer A3
- a
R Devices sttings
1335208008 Datamax-ONei Prnter w3
. B
B DANKY.RL4E_J1_2 Datamax-O'Neil Printer Ate  tvine
a
< Items 1-12 of 12 Page Size:[50 ¥

airwatch consol le
Oashboard > >
DANKY_RL4E_J,

st View W

g > Uifecycle
> Profiles General Battery  Medialabel  PrintControl  System Settings  Miscellaneous  Wi-Fi | More ~
> Compliance Policies
Aut
> Certificates Type Datamax-O'Neil Prite
Gen
» Products Model Rlde
Bluetooth
v Printers Name DANKY_RL4E_J 2
Lt View Model Number Rlde o
Printer Serial No DANKY_RL4E_J_2
Alerts Date/Time 03/18/2015 14:32: Hles
Alerts
> printer Settings Boot! Version 11.00 0000 -
Status ©Enrolled
Devices Settings Boot1 Acchitecture 30
Last Seen A 3/18/2015 10:13:14 PM

Dashbosrd 4
DANKY_RL4E_J_2

Vst View Ride | Ownership: Corporate - Dedicated

Ufecyde
Profiles General  Battery  Mediatabel  PrintControl  SystemSettings  Miscollaneous  WiFI | Alerts
Compisnce Policies
Certficates
products

Frinters

Devices Settings

0000000000000

5. Physically open the media door on the printer and leave it open. Be sure the printer is powered
ON.

6. Wait 10 seconds and then press the “F5” key on the computer keyboard to refresh the screen.
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7.

10.

In the Alert Type column, you should now see the “Head Open” alert with an orange triangle with
an exclamation mark in the Status column for that printer.

DANKY_RLA4E_J_2

Ride | Ownership: Corporate - Dedicated

Close the media door on the printer.

Wait 10 seconds and then press the “F5” key on the computer keyboard again to refresh the
screen.

After the screen refreshes, you should see the “Head Open” alert, but the orange triangle with an
exclamation mark should have been replaced by a blue circle with a check mark showing that there
is no longer an alert for that function. If this test is successful, you have verified that the printer is
able to send alerts to the Airwatch console.

DANKY_RL4E_J_2

Ride = Ownership: Corporate - Dedicated

1

NOTE: Both the Status icon and the Sample Time will update on the Alerts screen each time the
status changes.
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10 Managing Datamax-O’Neil
Printers from AirWatch

This section coves the management of Datamax-O’Neil printers from AirWatch console by sending Query
All, Soft Reset and Factory Reset Commands.

10.1 Query All

Displays printer attributes and settings on a detail page on Airwatch console.

1. Go to Devices > Printers > List View and a list of printers will appear. Select the desired printer by
clicking its friendly name.

(Q svarcn Arwatcn

airwatch comsole

o Dsshboard

List View

2 oo Filters > ag

Profies Last Seen Friendly Name Type Model Organization Group

a

Certiicates

-
|
= A

airwatch console

Dashboard & .
DANKY_RL4E_J

Ride | Ownership: Corp

st View

Lifecycle s

Profiles General Battery  Medialabel  Print Control  System Settings  Miscella Factory Reset

> Complisnce Policies

> Certificates. Type Datamax-O'Neil Printer
Products Model RLde
v printers Name DANKY_RL4E_J 2
List View Mode! Number Rlde

Printer Serial No DANKY_RL4E_J_2
Alerts Date/Time 03/18/2015 14:32:22
> Printer Settings Boot1 Version 11,00 0000
Status ©Enrolled
Oevices Settings Boot1 Architecture 30
Last Seen 43/18/201510:28:11 PM
Boot2 Version 12.00 0000
Enrollment Date 3/18/2015 8:48:41 PM
Boot2 Architecture 30
uoID DANKY_RL4E_J 2
Version Info VER: RL4e, 18.05_0062 0004 Mar 15 2015;
AVR_VER: 04.2; xAVR_VER: A.14.12.17
WiFi MAC Address 008092682800
WIF Type 4

3. After 10-15 seconds, hit the F5 key to refresh the screen and a list of updated printer attributes
and settings will appear.
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10.2 Soft Reset

Sends command to reboot the printer but not change any settings.

1. Go to Devices > Printers > List View and a list of printers will appear. Select the desired printer by
clicking its friendly name.

(W searcn avarn )
airwatch console @ oat S Semcn v Aty
m  Oashboard
e List View
) ‘ Wrecre Fiters ag
» Profiles Last Seen Fri iame. Type Mode! Organization Group =
1
Datamax.0 el Printer ) =

» Compliance Policies

» Certificates

z

« printers
List View ANKY_RL4E_J_2 Datamax-O'Nel Printer BLde irvine
- =
a Details View
< tems ' Pag 50

airwatch console ® Datamax-O'Neil /ivine ~ SRNWID )| A% S et il

Dashboard .
DANKY_RL4E_J_2

Ride | Ownership: Corporate - Dedicated

st View

Query
Query All

Ufecydle

> Profles General  Battery  Medialabel  PrintControl  System Settings  Miscellane

Datamax-O'Neil Printer

Rlde

DANKY_RL4E_J 2

Model Number Rlde
Printer Serial No DANKY_RL4E_J_2
slerts Date/T 03/18/2015 14:32:22

Printer Settings

Boot1 Version 11.00 0000
Status @ Enrolled
Devices Settings Boot1 Architecture 30
Last Seen 43/18/201510:28:11 PM
Boot2 Version 12.00 0000
EnrollmentDate  3/18/2015 8:48:41 PM
Boot2 Architecture 30
upID DANKY_RL4E_J 2
Version Info VER: RL4e, 18.05_0062 0004 Mar 15 2015;
AVR_VER:04.2; xAVR_VER: A.14.12.17
Wi-Fi MAC Address 008092682800
WIFI Type 4

3. Printer will reboot.
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10.3 Factory Reset

Restores factory setting for printer attributes.

1. Go to Devices > Printers > List View and a list of printers will appear. Select the desired printer by
clicking its friendly name.

(A searcn avwarn )

airwatch console © Datamax-O'Neil / Irvine ~

= Dashbosrd

List View

Ust View

g ’ e Fiers

Profiles Friendly Name Type Model

)

» Certificates

:

© printers

=

Detailz View

< ems 1-12 0f 12 Page size: 50 ¥

airwatch comole

Dashboard P .
DANKY_RL4E_J 2

Ride | Ownership: Corporate - Dedicated

st View

Lifecycle
Query Al

Profiles General Battery  Medialabel  PrintControl  System Settings  Miscellane

Complisnce Policies

Datamax-O'Neil Printer

» Certificates Type
Products Model RLde
v printers Name DANKY_RL4E_J 2

List View RLde

DANKY_RL4E_J_2

Alerts 03/18/2015 14:32:22
> Printer Settings Boot1 Version 11.000000
Status ©Enrolled
Devices Settings Boot1 Architecture 30
Last Seen A 3/18/2015 10:28:11 PM
Boot2 Versia 12.00 0000
Enrollment Date 3/18/2015 8:48:41 PM
Boot2 Architecture 30
uoiD DANKY_RL4E_J 2
Version Info VER: RL4e, 18.05_0062 0004 Mar 15 2015;
AVR_VER: 04.2; xAVR_VER: A.14.12.17
WiFi MAC Address 008092682800
WIFI Type )

3. All currently installed attributes and settings will be replaced by factory attributes and settings.
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Appendix A: Definitions and
Alerts

A-1 Definitions
AirWatch Notify Point: Address (or URL) at which NETira-CA receives all the requests (or Notifications)
from Airwatch.

Connection Mode: Type of connection between NETira-CA and Printers, secure (HTTPS) or normal
(HTTP).

Factory Reset: Command to restore the factory setting for a printer. Factory Reset will not alter the
Networking Settings (e.g., Wi-Fi setting of the printer is remained the same).

FQDN: Fully Qualified Domain Name.
Group ID: The ID associated with an Organization Group of AirWatch.

HMAC Key: Hash-based Message Authentication Code — AirWatch generates this key automatically for
each Print Server.

NETira-CA: NETira Connect for AirWatch — Middleware software solution that allows AirWatch to manage
Datamax-O’Neil printer.

NETira-CT: NETira Configuration Tool — Software program for configuration of the Datamax-O’Neil printer.

PFX File: Personal Information Exchange File — In NETira-CA context, this file contains the Certificate and
Private Key information.

Print Server UID: A unique ID to represent an instance of NETira-CA (or Datamax-O’Neil Print Server) on
AirWatch.

Signed Certificate Files: Certificate signed by a known Certificate Authority.

Private Key File: Information used to decrypt the cipher data.

Registration URL: Address (or URL) that NETira-CA uses to register itself to Airwatch.
Soft Reset: Command to reboot the printer.

System Files: Files on printer including LUA Script file, JSON Menu File, Configure File, and Database
File.

Trusted Certificate Authority: Known organization that issues Certificates.
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A-2 Alerts

SL No | Alert Description Alert

1 Print-head is not locked-on position HEAD OPEN

2 Print-head temperature reached above max. HEAD TOO HOT

3 Top-of-form not found TOF FAULT

4 Out of paper PAPER OUT

8 Verifier fault VERIFIER FAULT

10 A/D conversion error ADC ERROR

11 Dma faults DMA FAULTS

12 Software faults SW FAULT

13 PIP position fault POSITION FAULT

14 Head needs cleaning CLEAN PRINTHEAD
15 Dots out after dot check BAD DOTS

16 Stop signal asserted STOP SIGNAL

17 RFID fault RFID FAULT

19 Soft headup fault CLOSE HEAD LATCH
20 Motor temperature reached above max MOTOR HOT

21 Invalid data INVALID DATA

22 Battery voltage too low to move paper BATTERY VOLT TOO LOW
23 Battery missing BATTERY MISSING
24 Print-head temperature is above the ambient temperature | HEAD WARM

26 Low voltage warning LOW VOLTAGE

27 TPH 24v high TPH HIGH

28 Power down POWER DOWN

29 Head needs cleaning HEAD NEED CLEANING
30 Ribbon is below the fixed threshold REWINDER FULL

31 Head mismatch HEAD MISMATCH

32 Motor temperature is above the ambient temperature MOTOR WARM

33 Media low sensor MEDIA LOW

34 Battery charge low BATTERY LOW
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Appendix B: Troubleshooting

B-1 NETira-CA Troubleshooting Messages and Solutions

NETira-CA Registration

Error Message Cause/Solution

Occurs when incorrect data sent to Airwatch from NETira-CA.
Enter correct values (Print server UID, Group ID, Registration
URL) and try registering Print server.

“Registration failed:
(500)InternalServerError”

Occurs when incorrect data sent to AirWatch from NETira-CA.
“Registration failed: (400)Bad Request”| Enter correct values (Registration URL) and try registering Print
server.

Occurs when authentication provided, but user does not have
access requested.

AirWatch provided HMAC key for particular print server has to
be used in NETira-CA configuration window.

Occurs when Print server UID provided in the NETira-CA does

“Registration request failed: not match with UID of Print server added in AirWatch.
(403)Forbidden” Provide correct Print server UID which is added in AirWatch
console.

Occurs when Group ID provided in NETira-CA does not match
with Group ID set in AirWatch under Organizational group
details

(Groups & settings-> Groups->Organizational groups).

Provide correct Group ID which is provided in AirWatch console.

Printer Enrollment

Error Message on Printer Ul Cause/Solution

Occurs when "Print Server IP Address”, "Port Number" and
"Print Server Connection Mode" configuration on printer are
incorrect.

] Reconfigure printer with correct values and try to enroll printer.
"Enroliment request Failed"

Occurs when NETira-CA is not registered with AirWatch.
Register NETira-CA with Airwatch and enroll printer.
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NETira-CA Logs

Error Message on Ul

Cause/Solution

Printer : Command error: (Printer is not
connected or not alive.)

Occurs when Print Server Connection Mode is set to secure
connection (HTTPS) and Certificate files are not installed.
Printer will enroll but will not be able to receive and respond to
commands from NETira-CA.

Install Printer Certificate files in the correct Printer Module path
and Restart the printer.

Occurs when printer has lost Network IP.
Check the Wi-Fi configuration on the printer.
Check if the network that is being used is active.

Occurs when Print server IP, Port Number, Print Server
Connection Mode and AutoUpdate type is modified on the
printer.

Re-configure the printer with correct settings and reboot.

Occurs when CLC terminal is open for printer by other
interfaces.
Close CLC terminal used by other interfaces.

Printer : Command error: (Connection
to printer is failed in between!...) for
device

Occurs when printer has lost Network connection during
package/profile download or Printer Query.
Restore the Network Connection of the printer.

Error : A connection attempt failed
because the connected party did not
properly respond after a period of time,
or established connection failed
because connected host has failed to
respond

Occurs after firmware upgrade using AirWatch autoupdate.
NETira CA will acquire connection with printer after upgrade and
reboot.

“MDM, Wrong command payload
received.”

Occurs when AirWatch sends command request other than
Reset, ResetDefaults, Delete, PrinterQuery, InstallProfile,
InstallFile.

NETira-CA application version is outdated.

Install the new version of NETira-CA.

“MDM, Alert request< AlertType>
<alert.ltem> failed, from device
<Deviceld>"

Occurs when printer is deleted from AirWatch console and
Printer Delete Notification is missed at NETira-CA.

Re-enroll the Printer if it is to be added to Airwatch
Reconfigure the printer [Set Auto-update type to a value other
than AirWatch (5)].

“Printer, Wrong enrollment request
received.”

Occurs when Printer has sent incorrect payload values in
enrollment request.
Firmware is outdated. Update printer firmware.

MDM, Enroliment request failed, from
device <PrinterUID>

Occurs when enrollment URL is incorrectly set on NETira CA.
Register NETira-CA application again with AirWatch.

“Printer, Wrong status alert received
from DevicelD:<PrinterUID>"

Occurs when printer has sent incorrect payload values in the
Alert request.
Firmware is outdated. Update the printer firmware.
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"NETira CA, Failed to copy <filename> | Occurs when Install File command from AirWatch fails.

to Device:<filename>"

Printer is not accessible to NETira-CA. Reboot printer.

B-2 HTTP Status Codes

Status Code
200 Ok
401 Unauthorized

403 Forbidden

404 Not Found

500 Internal Server Error

Cause
Indicates HTTP GET or HTTP POST was successful.

Indicates that printer either needs to authenticate with the server or failed
to authenticate with the remote server.

Indicates that the authentication was provided and valid; however, the user
does not have access to the requested resource.

Indicates that the remote URL provided points to an invalid location on the
server.

Indicates that the server encountered an unexpected condition that
prevented it from fulfilling the request.
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