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1 Introduction

1.1 General description

TSX Gateway is a highly secure RDP-VPN solution which encapsulates the
standard Remote Desktop Protocol (RDP) over HTTPs to establish a secure
and encrypted connection between remote users in the internet and your
local network resources on which your productive applications are running.

Using TSX Gateway you can connect to internal resources that are hosted
behind the firewall.

i——}J| Active Directory
(optional)

RDP

Terminal Servers
(Multi-session hosts)

Gomputers with RDP enabled
(Single-session hosts)

\“" Thinstuff

Private Network © 2013 Thinstuff s.r.o

Network resources can be any RDP enabled hosts, such as:
Multi-session hosts
« Thinstuff XP/VS Server
» Microsoft Remote Desktop Session Host (RDSH/Terminal Server)
Single Session Hosts
» Thinstuff Remote Desktop Virtualization Host (RDVH)
« Thinstuff Remote Desktop Host (RDH)
e Microsoft Remote Desktop Virtualization Host (RDVH)
TSX Gateway is not only a proxy but has to be seen as Terminal Service VPN:

» Secure Connection - RDP over HTTPS Proxy using SSL/TLS encryption
and standard HTTPs port 443.

« User Authentication: TSX Gateway allows to set up different rules for
authorized remote users to connect remotely.

» Access to authorized network resources: Only specified users can use
TSX Gateway to access the specified resources in the network.
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TSX Gateway combined with RDP file signing and server authentication
secures internet access from mobile workers.

2 Requirements

TSX Gateway is only available with XP/VS Server Professional.
Further information regarding our terminal server software XP/VS Terminal
Server you will find on our website®.

2.1 Server

2.1.1 Supported operating systems:

TSX Gateway supports all x86 (32 Bit) and x64 (64 Bit) versions of the
following server-side operating systems:

e Windows XP (Service Pack 3)

» Windows Vista

e« Windows 7 (Starter, Home Basic, Home Premium, Professional /
Service Pack 1)

« Windows 8 (Standard, Professional, Enterprise)

e Windows Server 2003 (also SBS)

e Windows Server 2008

« Windows Server 2008 R2 (also SBS)

* Windows Server 2012

2.2 Client

The client computer has to run Remote Desktop Protocol (RDP) 6.0 or better.

We also offer our free own RDP-client “TSX Connection” which is part of the
TSX RemoteApp installation package. You can use it independently from TS
RemoteApp and it offers additional functions compared to Microsoft's RDP
Client.

Further information you will find in our FAQ Site : TSX Connection?

! http://www.thinstuff.com/products/xpvs-server/
2 http://www.thinstuff.com/fag/index.php?solution_id=1088
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3 Software installation and maintenance
3.1 Installing
1. Download the TSX Gateway installer from here:

http://www.thinstuff.com/releases/ThinstuffTsxGateway-latest.exe and
run the installation

2. Welcome Dialogue - Select "Next"
'@ TSX Gateway 1.0.84 Setup E"ﬁ'e"

Welcome to the TSX Gateway
1.0.84 Setup Wizard

This wizard will guide you through the installation of TSX
Gateway 1.0.34,

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

instuff

Click Mext to continue.

’

‘& [h

\I’

Mext = ] [ Cancel

Now select “Install” to proceed
[ TSX Gateway 1.0.84 Setup o @ |3

Ay TSX Gateway 1.0.84 choose bootstrapper action
‘«.' Thinstuff Choose bootstrapper action

Choose the bootstrapper action.
Install installs components,
Uninstall removes components!

(@) Install

Uninstall

I < Back “ Next > | [ Cancel ]
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3. To proceed with installation you have to agree to the "End-user License
Agreement" and the press “Next”.

[ TSX Gateway 1.0.84 Setup o] @ [k
\lr, ‘ License Agreement
& Thinstuff Please review the license terms before installing TSX Gateway
1.0.84.

Press Page Down to see the rest of the agreement.

hhinstuff END-USER LICENSE AGREEMENT. Before using -
this Thinstuff PRODUCT, carefully read the following [_]
term=s and conditions. In=stallation, copying or use
of the Thinstuff software by you indicates your
acceptance of this agreement. This i=s a legal and
binding agreement between you and Thinstuff s.r.o. if
yvou do not accept this agreement, no license is
granted to yvou for use of the software and you muast
immediately return the unused software and all

If you accept the terms of the agreement, dick I Agree to continue, You must accept the
agreement to install TSX Gateway 1.0.54.

< Back ][ I Agree ] [ Cancel

4. Choose Install Location
Per default TSX Gateway will be installed in “C:\Program

Files\Thinstuff\TSX-Gateway”. If you want to change install location
select “Browse...”

{ TSX Gateway 10.84 Setup ] & =

A7, Choose Install Location
‘& Thinstuff  choose the folder in which to install TSX Gateway 1.0.84.

Setup will install TSX Gateway 1.0.84 in the following folder. To install in a different folder,
dick Browse and select another folder. Clidk Next to continue.

Destination Folder

C:\Program Files\THINSTUFFTSX -Gatewa

Space required: 20.0MB
Space available: 2.9GE

< Back ][ Mext = ] [ Cancel

click “Next”
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5. TSX Gateway x.x.xx server certificate
Enter now the “Hostname”. The CN (Certificate Name) must match the

DNS name that the client uses to connect to the TSX Gateway Server.
You have to use internal hostname (NetBIOS) only for testing
purposes!

[ TSX Gateway 1084 Setup = o

Ay T5X Gateway 1.0.84 server certificate
".’ Thinstuff Spedify certificate hostname

Please enter the hostname which is used for creation of the selfsigned
TSX Gateway server cerfificate:

TSX Gateway Name
This is the hostname, which the rdp dient uses to connect to the TSX Gateway server.
Please use the INTERMAL hostname (Nethios or FQDM) OMLY for testing purposes.
For production usage you should use the EXTERMAL hostname (Full Qualified Domain Mame)
which is known on the internet, because usually the TSX Gateway server is installed behind

a firewall inside your private network or DMZ.

For further information please consult the user manual.

Thinstuff s.¢ o, —

[ < Back Install ] [ Cancel

Click “Install’ to start the installation

6. TSX Gateway is installing corresponding to progress bar.

@ T5X Gateway 1.0.84 Setup = EERES

iy Installing
rd -
‘@ Thinstuff  rlease wait whie 75X Gateway 1.0.84is being installed.

Execute: "msiexec” fi “ThinstuffTsxGateway-1.0.84-EN-x64.msi" fgh! /norestart INSTALLDIR =
| ——,,— - |

Extract: ThinstuffTsxGateway-1.0.84-EMN-x&4.msi... 100%
Execute: "msiexec” /i "ThinstuffTsxGateway-1.0.84-EN-x64.msi” jgb! /norestart INS. ..

Thinstuff TSX Gateway 1.0.84.0

_ld| Please wait while Windows corfigures Thinstuff TSX Gateway 1.0.84.0
[
IR,

Gathering required information...

L EEe—————

Thinstuff s.r.0. -
« Back MNext > Cancel
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7. The installation is finished. Now you have to reboot the computer to
use TSX Gateway

[ TSX Gateway 1.0.84 Setup o @ | =

Completing the TSX Gateway 1.0.84
Setup Wizard

TSX Gateway 1.0.84 has been installed on your computer.

Click Finish to dose this wizard.

\I’

‘& Thinstuff

Now TSX Gateway is successfully installed, reboot is not required.
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3.2 Update

You can update TSX Gateway any time. TSX Gateway
The latest software is always available on our -

. TSX Gateway is a highly secure RDP-VPN
website’ Remote Desitop Droatol (RDP) sver HITP
- press green “"Download” button. connection between remote users in the

internet and remote desktop hosts in your
local network.

DOWNLOAD!
Learn more ... Bz fully featured
14-day version!

BUY NOW!

from webshop

Or you can download the latest version here:
http://www.thinstuff.com/releases/ThinstuffTsxGateway.exe

To update the software, you only need to run the installation and restart the
computer.

During this process the old version will be un-installed automatically.

Your settings and licenses will be kept during that procedure.

3.3 Un-Installing

If you want to uninstall TSX Gateway, do the following:

1. Click on the Start-Button, open the “Control Panel” and click
“Programs”

1
é Total Commander

@ Mozilla Firefox

¥ Control Panel

— Akt Shor L)ov @ + Control Panel + - & I Search C{jtral Panel
| Getting Started 3
=X Documents _ " "
! et o Projecine Adjust your computer's settings View by: Category ™
= Pictures
_a‘ Calculator ) P System and Security User Accounts and Family Safety
i Music e‘ Review your computer's status ‘?_.j‘Add or remove user accounts
e Y 5 Back up your computer ] 18 Set up parental cantrols for any user
Sticky Notes Counits = Find and fix problems - .
- Appearance and Personalization
\% Sripping Tocl E—— _ Hetwork and Internet Change the theme
Control Panel u- View network status and tasks = p  Change desktop background
. At e Choose homegroup and sharing options Adjust screen resolution
‘j},/‘l Paint Devices and Printers e Hardware and Sound e, Clock, Language, and Region
¢ View devices and printers it Change keyboards or other input
<& XPS Viewer Default Programs 7 Add a device methads
= g% Easeof Access
T = | Programs 4 .
&5 Windows Faxc and Scan Help and Support l"‘ F I | LetWindows suggest settings
% 7] | Uninstal 2 program _/' Optimize visual display

% Remote Desktop Connection
A2

‘”, Thinstuff TSX USE Server
Administrator

3 All Programs

I Search programs and files l!i]] Shutdown |

3

http://www.thinstuff.com/products/tsx-gateway
© 2006-2013Thinstuff s.r.o / http://www.thinstuff.com Page 10 von 52
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2. Now click on “Uninstall a program” in the menu “Programs and
Features”

ﬁprograms -0l x|
e —
e( )C/ H ~ Control Panel ~ Programs - Y. m I Search Control Panel [ﬂ‘
Control Panel Home =3 Programs and Features
l;'., | Uninstall a program | ' Turn Windows features on or off
System and Security ' View instaled updates
Metwork and Internet Run programs made for previous versions of Windows
How to install
Hardware and Sound N A
e = Default Programs
rOgrams lﬁ Change default settings for media or devices
User Accounts and Family Safety s Make a file type always open in a spedific program
Appearance and Personalization Set your default programs
- Desktop Gadgets
Elock; Language ; and Heglon Add gadgets to the desktop | Get more gadgets online
Ease of Access "™ Uninstall a gadget  Restore desktop gadgets installed with Windows

3. Select TSX Gateway - right mouse click — select “Uninstall”

Uninstall or change a program

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

Organize *  Uninstall Change Repair = ~ @
Name = Publisher
5 Mlicrosoft .NET Framework 4 Client Profile Microsoft Corporation
[ Thinstuff TSX Gateway 1.0.62.0 = = Tnstuff sro
5% Thinstuft T5X Rernote Desktop Co 1 \muu 2O
Change

NG

Repair

4. To start the un-installing process click "Yes" in the following dialogue
box.

Programs and Features

!_ Are you sure you want to uninstall Thinstuff T5X Gateway XXX 7
=

[7] Inthe future, do not show me this dialog box [ Yes ] [ Mo l

5. Software will be un-installed corresponding to process bar

P a

Thinstuff TSX Gateway 1.0.62.0

_E[ Please wait while Windows corfigures Thinstuff TSX Gateway ¥

—_— |

Un-Installation completed, no reboot required.
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4 Licensing

4.1 General
TSX Gateway is always licensed per server, no matter if that server is a
physical computer or a virtual machine.

TSX Gateway license is only available for free with Professional XP/VS
Terminal Server license (with your invoice you will get license code for XPVS
Server and for TSX Gateway).

But of course you can purchase the software at any time directly in our
webshop®.

There are principally 2 different types of TSX Gateway licenses:
a) Demo licenses which are only valid for 14 days after installation
b) Full licenses

TSX Gateway licenses (except demo licenses) are one-off-payment and will
never expire.

By activating a TSX Gateway license is bounded to the hardware of the
machine and tied to a Thinstuff Account.

You can only activate those licenses, which are available in your "Thinstuff
Account"!

If you have to switch the license to a different hardware you have to send an
email to “support@thinstuff.com” with license ID and reason and we will
release the license for reactivation (for free).

4.2 Trial period

In the first 14 days after installation, TSX Gateway can be used freely for non-
commercial purpose test. When trial period has expired, the demo license is
loosing its validity.

That means — as soon as 14-days trial-period has expired, it is not longer
possible to open a remote-connection to your “Host” Computer, using the
Gateway service. To continue the usage of "TSX Gateway" you need to import
a valid purchased "TSX Gateway license" or install XP/VS Server Professional.

4.3 Registration

As registered user you have several possibilities in your “Thinstuff Account”:
« to manage and activate licenses
» to create once a 14-days trial license

*  https://www.thinstuff.com/licensing/
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To register, please proceed with the following:

1. Open your web browser and enter the following address:
https://www.thinstuff.com/licensing/index.php?action=login

2. Now click on “Create new account”:

3. Select whether you want to register as “company” or as “private
person”. As a precaution you may change this selection in the next
step. You will be redirected automatically to the next registration step.

Thinstuff License Tool and Online Shop

Sign Up for a Thinstuff License Management Account
Please complete this form to gain access to trial licenses, downloads, product information and many other resources.
An email with your password will be sent to your email address.

Start by selecting your account type:

fCompany ‘~|* Account type

All fields with * are mandatory

Return to the login page

4. To create a valid “Thinstuff Account” please fill the mandatory fields,
marked with “*” and confirm with “Sign Up”.
Sign Up for a Thinstuff License Management Account

Please complete this form to gain access to trial licenses, downloads, product information and many other resources.

An email with your password wil be sent to your email address.

IWI‘ Account type
|cfﬁce@company.com % Email address
ICcmpanyAG *  Company name
[mr =]= Title

IMax = First name
IMuslermann * Last name
|Germany Ll* Country

| Telephone number

Address data (optional)
Add address data now!

Al fields with * are mandatory

[¥i Iagree to the Thinstuff Terms and Conditions (in a new window)

> Sign Up!

5. Now you have successfully created your “Thinstuff Account”, and
within a short time you will receive an email with your password.

6. Now you can sign in your “Thinstuff Account” with your user-name and
password.

© 2006-2013Thinstuff s.r.o / http://www.thinstuff.com Page 13 von 52
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4.4 Licenses

If you purchase as end-customer directly in our web-shop the license will be
created and ready for activation as soon as payment succeeded.

As payment method we accept credit card (Visa, MasterCard), PayPal or bank
transfer (for bank account detail please contact sales@thinstuff.com)

© 2006-2013Thinstuff s.r.o / http://www.thinstuff.com Page 14 von 52
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4.5 Activation

4.5.1 General

The license for TSX Gateway is available for free in each purchased,
valid license of XP/VS Server Professional or you purchase the license
for TSX Gateway directly in our webshop®

4.5.2 Online Activation

1. Start activation

fig.1 Open the “TSX Gateway License Manager’ on the your server
machine and switch to tab “License Activation” and then click “Start
internet activation” button bottom right.

.-Q, Thinstuff TSX Gateway Licensing E@

File  View Options Help

(W TSX Gateway License Manager

i__{;_x_G__aEevg_agf_L_\_cgps_eE | License Activation |

Licenses requiring (re-Jactivation

I Type/State Activation Expiration Grace Expiration  Allowsd Connections Filename

Activation information

hardwarekeyVersion=3 o
hardwarekey[0]=65327299

hardwarekey[1]=617499620

hardwarekey[2]=0

hardwarekey[3]=4021692930 -

Stark internet activation ... Copy hardware key to clipboard

0 licensed connections Mo error

2. Log into your Thinstuff account
Further information concerning registration you will find in chapter
4.3 Registration.

fig.1 Your web browser will be opened and you have to login with
your user name and your password.

> https://www.thinstuff.com/licensing/
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Login or create an account

A Thinstuff license management account is necessary for getting evaluation licenses for Thinstuff prodcuts and for managing bought licenses.
Are you already registered in the license management?

Existing User

I already have a Thinstuff license management account:
office@company.com  E-Mail Address

| d

|

[ —

1 forgot my password, please send me 3 new one

3a. If you have bought a license directly in our web-shop

fig.1 You have to select “activate” next to your license. After that click
on “Activate/download selected license”

Activate or Download existing licenses

This list shows 2 list of licenses which can be activated. Afready checked licenses are those from the License Administration Utility where you launched this website.

License 66784-47BXKZMRQKWSH zazﬁg@wate

6|| ivate selected i JI

Now the hardware information of your server will be transferred

encrypted to the web server, which creates your license file.
Proceed here: 4. Download activated license

3b. (Optional) You want to buy now

fig.1 bottom left you will find the second possibility to get a TSX

Gateway license — click the link “Buy Thinstuff products”
OR

-4 Buy Thinstuff products ...

And you will be redirected automatically to Thinstuff product page for
TSX Gateway. Here you can select your favourite license and proceed
with payment.

As soon as payment succeeded the license will be available in your

Thinstuff account, ready for activation — Chapter 4.5.2 Online
Activation

4. Download activated license

fig.1 As mentioned above (3a) the hardware information is sent to the
webserver and the license file will be created. As soon as this process
is done a link for downloading the license will is offered.

Click now on this link to download the newly activated license below
the item “Activated licenses”.
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Thinstuff License Tool and Online Shop

Logged in as: mona@thinstuff.com (Customer I: 17925)
Address book | Logout

ccessful
Iy actiated icenses. Please download and mport them into License Adminitration Uty.

Thinstuff License Tooland Orine $hop
Copyright (C) 2006-2007, Thinstuff 5.1.0.
v Shinstuf.com | Terms & Condicons

5. Import the license

fig.1 In the following dialogue please select ,,Open with: TSX Gateway
License Manager..” and the license will be imported automatically

Opening license_b6784.glic @
You have chosen to open
® license_66784.glic

which is a: Thinstuff TSX Gateway License File (6,7 KB)
from: https:/fwww.thinstuff.com

‘What should Firefox do with this file?

Thinstuff TSX Gateway License Manager (def... -

i) save File

Do this automatically for files like this from now on.

é l 0K Cancel

6. Activation completed

fig.1 You will get the confirmation that your license is imported
successfully

7| Thinstuff TSX Gateway Licensing

License license_6d784.glic succassfully impartad.
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And now the license is shown up as Full (Valid) in TSX Gateway
License-Manager — tab “TSX Gateway Licenses”

. Thinstuff TSX Gateway Licensing | = ==

File Wiew Options Help
WA TSX Gateway License Manager
| TS¥ Gateway Licenses I License Activation |

ID  Type/Stats Activation Expiration Grace Expiration  Allowed Connections Filename

66784 Full (Valid)  Successful -- =i 5 C:/ProgramData/ Thinstuff, TSX- Gatewa

N

4 . LS

5 licensed connections Mo errar
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4.5.3 Offline Activation

You also have the possibility of an offline-activation by copying the activation

information from your computer without internet access to one with internet
access.

1. On vour computer without internet access, where you have installed
15X Gatewa

fig. 1 Open the TSX Gateway License Manager and click on tab

“License Activation” and bottom right “Copy hardware Key to clipboard”
button.

B Thinstuff TSX Gateway Licensing (E=S EoR 55

File View Options Help

WA TSX Gateway License Manager
L5ty

=8

] ‘ T Gateway Licenses ’ License Activation |

Licenses requiring (re-)activation

1D Type/State Activation Expiration Grace Expiration Allowed Connactions Filename

Activation infarmation

hardwarekeyversion=3
hardwarekey[0]=65327299
hardwarekey[1]=817409620
hardwarekey[2]=0
hardwarekey[3]=4021692990

Start inketnet activation ... JH Copy hardware key ka clipboard ‘l

5 licensed connections

Mo error

2. Paste the text into a text editor (e.g. Notepad), save it locally (e.g. xxx-

hwkey.txt) and copy this text file to your computer with internet
access.

3. On vour computer with internet access:

fig. 1 Log into your “Thinstuff Account”. Further information
concerning registration you will find in chapter 4.3 Registration

Your web browser will be opened and you have to login with your user
name and your password.

Login or create an account

A Thinstuff license management account is necessary for getting evaluation licenses for Thinstuff prodcuts and for managing bought licenses.
Are you aleady registered in the license management?

Existing User

I already have a Thinstuff license management account:

office@company.com  E-Mail Address
T

|

1 forgot my password, please send me a new one

© 2006-2013Thinstuff s.r.o / http://www.thinstuff.com Page 19 von 52



\I’
Thinstuff TSX Gateway 1.0.1 — User Manual \.’ Thinstuff

4. If you have bought a license directly in our webshop

fig. 1 Switch into your account to “Overview” and click on “Activate”
next to your favoured license.

Issued Licenses:

B6784-47BXKZMRQKWSN2A2G96 (2013-03-07
16:35:47)

“-Download License

5 connections for 1 TR

sanver

fig. 2 Please select your text file, which you have created previously
based on the activation-information.

Activate License:

To activate the license please either upload the hardware key file or copy and paste the hardware key contents of the system where you have installed our produ

Browse_ | —

Activate from file:

fig. 3 Now click on ,Activate license".

Activate License:

To activate the license please either upload the hardware key file or copy and paste the hardware key contents of the system where you have installed our produ

Activate from file:
IC.\fUIder\hwkey.bd I Browse_

Activate from text:

MN\

+|_Activate License || €——

5. Download activated license

fig. 1 Click now on the newly activated license below the item
“License file to download an re-import”.

license already activated

The following license has successfully been activated. To use it you have to re-download and then re-import it!

m 66784-47BXKZMRQKWSN2A2G96

Product | TSX Gateway - 5 connections for 1 server
Owner mona@thinstuff.com

Issued 2013-03-07 16:35:47.656144

Activated | yes

Valid yes

License file to download and re-import

 License 66784 (license 66784.lic
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fig. 2 In the following dialogue please select ,Save" to save the license
file.

Opening license_66784.glic
You have chosen to open
® license_66784.glic

which is & Thinstuff TSX Gateway License File (6,7 KB)
from: hitps://www.thinstuff.com

What should Firefox do with this file?

) Open with IThinstuffTSXGatewayLicenseManager(def... -

| @ SaveFile |

Do this automatically for files like this from now on.

—pl [ ok ||| conce |

6. Copy the license file (license_XXXXX.glic) on that computer, where you
have installed TSX Gateway

7. Import the license

fig. 1 Open the TSX Gateway License Manager select in menu bar
“File” and in drop-down menu “Import license from file”

W Yiew Options Help
| IImportIicense fram fils I Aff—

Install the product evaluation license

Ewt

fig 2 Now select your license file (.glic) and click on ,,Open®.

B Select Thinstuff license file to import ==
@Qv‘ |8 » Administrator » Downloads =] 44 [ Search Daumloads 5]
Organize v New folder B> 1 @

~  Name Date modified Type Size

% license 66784.glic 07.03.2013 18:01 Thinstuff TSX Gat. 7KE

File name:  license_66784.glic
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Opening license_66784.glic @
You have chosen to open
B license_66784.glic

which is @ Thinstuff TSX Gateway License File (6,7 KB)
from: https://www.thinstuff.com

What should Firefox do with this file?

Thinstuff T5X Gateway License Manager (def... «

1 sawve File

Do this automatically for files like this from now on.

é [ oK J Cancel

8. Activation completed

fig.1 As shown in the window, the license appears now as valid in your
TSX Gateway License Manager.

:!p Thinstuff TSX Gateway Licensing ‘ o |[= H >
! .
_la TSX Gateway License Manager
=
T35 Gateway Licenses License Activation
ID  Type/State Activation Expiration Grace Expiration Allowed Connections Filename
86784 Full tValid)  Successful -- - 5 Ci/ProgramData/ Thinstuff TSX-Gatewa
2| Thinstuff TSX Gateway Licensing ===
‘.ﬁ.‘ License license_66784.glic successfully imparted,
L | 4
s gl | '
5 licensed connections No error
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4.6 Licensing on virtual machines

On virtual machines the TSX Gateway license is always bound to the MAC
address of the primary Windows network interface.

In following cases this can lead to problems with TSX Gateway licensing:

A) If you on e.g. VMWARE try to move or copy a virtual machine and select
"create new identifier" a new MAC address is created.

B) Also changing the order of the network interfaces in Windows (if. e.g.
another network interface is added - e.g. a VPN connection ...) causes
the MAC address of the primary Windows network interface to change.

@) Some visualization solutions (e.g. HyperV, Xen, etc.) will create a new
MAC-address for every new Guest OS.

In all of this cases the TSX Gateway license becomes invalid (invalid
hardware key)
To avoid this, please make sure that the MAC address of the primary Windows
network interface does not change on virtual machines.

In case B) you can fix your problem by recreating the initial order of the
Windows network interfaces.

In case C) can be avoided by assigning a static MAC-address.

If you use a visualization platform (e.g. VMWare, HyperV, Xen, etc.), please
assign a static MAC-Address to your Virtual Guest Computers before you
install TSX RemoteApp server.

4.6.1 Change of the Primary Network Interface

Please follow the steps below to change your network adapter:
1. Go to “Start” and open “Control Panel”

2. Open in the preference window “"Network and Internet” and click to
“Network and Sharing Center”

C/Q [BA » Control Panel » f EIEE

e i W Search Control Pane. |
@vv\; » Control Panel » Network and Intemet » [ #4 || search Controt Pane o

Adjust your computer's settings

Control Panel Home

System and Security

View
¢ Networkand Internet Add 2 wi e to the network

Hardware and Sound
2 HomeGroup

Pregrams 1\3 Choose homegroup and sharing aptions
User Accounts and Family :

k. Internet Options
S Q:: Change y :

Appearance and
Person

Clock, Language, and Region

Ease of Access

© 2006-2013Thinstuff s.r.o / http://www.thinstuff.com Page 23 von 52



\I’
Thinstuff TSX Gateway 1.0.1 — User Manual \.’ Thinstuff

3. There you will find "Change Adapter Settings" next to the point that

you open.
===
@vq:,: < Network and Internet » Network and Sharing Center ~ [ 42| [ Search Controi Pan<t =)
@ -
Control Panel Home & - x - - |
View your basic network information and set up connections
.‘ 1, - See full map
[ £
HVWINT PROXEESPD thinstuff.com Internet
(This computer)
View your active networks Connect or disconnec t (=
l}, thinstuff.com Access type: Internet
Work network Connect tions: [ Local Area Connec tion

See also

HemeGroup

VPN connection; or set up a router or

ssssss

Internet Options
Windows Firewsall @ Connect to a network

4. By default the menu bar is hidden, but it can be shown by “Organize
- Layout -~ Menu bar”

| Organize - I
Cut

Copy

Paste ..
Undo

Redo

Select all

L] Layout I > I Menu bar I

Folder and search options | E M| [Brevicwm pane ]

Delete
Rename
Remowe properties

Properties

Close

5. Now please open the "Advanced Settings”, click to Advanced -
Advanced Settings.

Help

Operator-Assisted Dialing

Remote Access Preferences...

Bridge Connections

I Advanced Settings... I

6. To change the priority of a network adapter, please select the favoured
adapter from and move with the arrow key on the right. Subsequent
click OK.
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—— o - 1
Ty W racssees i

Adapters and Bindings ] Provider Order] Adapters and Bindings 1 Provider Order ]
Connections are listed in the order in which they are accessed by Connections are listed in the order in which they are accessed by
netwark services network services.
Connections: Connections:

U2 Local Area Connection 2 1
\:Q [Remote Access connections]

| [Remote Access connections]

o |-

Bindings for Local Area Connection 2: Bindings for Local Area Connection 2:
File and Prirter Sharing for Microsoft Networks File and Printer Sharing for Microsoft Networks t

-4 Intemet Protocol Version 4 (TCP/1Pv4) & Intemet Protocol Version 4 (TCP/1Pv4)

o |-

-4 Intemet Protocol Version § (TCP/IPvE) & Intemet Protocol Version & (TCP/1PvE)
"% Client for Microsoft Networks o Client for Microsoft Networks
& Intemet Protocol Version 4 (TCP/1Pv4} - Irtemet Protocol Version 4 (TCP/I1Pv4)
-4 Intemet Protocol Version 6 (TCP/1PvE} .4 Intemet Protocol Veersion 6 (TCP/IPvE)
Cancel_| Cance

4.7 Reactivation

TSX Gateway license is bounded by activation to the hardware of the
respective computer. If the hardware has changed significantly on your
system (replacement of motherboard, any component or of the entire
computer), in the TSX Gateway License Manager on your machine will be
displayed the error message "Invalid hardware key”.

& Thinstuff T5X Gateway Licensing

File  Wiew Options Help
s

TSX Gateway License Manager

TS% Gateway Licenses | i_icense ;Qc.t.i;féti.on“

i hin] Type/State wckivation Expiration Grace Expiration Allowed Connections
|

For virtual machines, this case occurs, when the MAC-address of the primary
Windows network interfaces has changed.

In such a case please contact your trader or send us an email:
support@thinstuff.com.

IMPORTANT! Please enter in the email with your customer number, license
number, and the reason for the reactivation.

After approval of reactivation by Thinstuff your license can be reactivated (see
4.5_Activation).
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5 Usage

5.1 Technical Explanation

TSX Gateway is not only a proxy but has to be seen as Terminal Server VPN.

Remote users are using the internet connection to establish an encrypted,
secure connection to the network. Once established the users are able to
perform a remote session to the terminal server using RDP through HTTPs
(encrypted version of HTTP uses port 443 based on a certificate).

Using TSX Gateway you can connect to internal resources that are hosted
behind the firewall.

Computers with RDP enabled
.
& Thinstuff

© 2013 Thinstuff s.r.o.

1. The user initiates the connection to the private network using an RDP
file

2.  An SSL tunnel is established between the client and the TSX Gateway
server using an SSL certificate. Before the connection is established the
server must authenticate and authorize the user according to the
Connection Authorization Policy (CAPs) configured in TSX Gateway.

3. When authentication/ authorization has succeeded the client requests a
connection to the terminal server (internal resource).

4. The server verifies the name of the terminal server against the name
configured in the Resource Authorization Policies (RAPs) configured in
TSX Gateway.

5. If the name matches the TSX Gateway server authorizes the request and
establishes the secure tunnel through TSX Gateway over HTTPs between
the client and the terminal server.
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6. From this point any packets the client sends will be forwarded from the
TSX Gateway to the resource and vice-versa (now TSX Gateway is acting
as proxy).

7. To establish the remote session the Windows Authentication is required
(enter credentials).

8.  After successful authentication the encrypted RDP packets are sent from
the client to the Gateway server over port 443, the server forwards
these packages to terminal server using port 3389.

5.1.1 How To Do — Checklist

Install TSX Gateway (3 Software installation and maintenance)
Use demo license or activate purchased license-ID (4.5 Activation)

1.

2

3. Open TSX Gateway Management Console, login as Administrator
4. Create/ Import /Download certificate server-side (5.2_Certificates

(Server-Side) )
Install certificate client-side (5.3_Certificates (Client-Side) )

Configure CAPs and RAPs (5.4 Authorization Policies)
Configure RDP-File for remote-connection

5.2 Certificates (Server-Side)

To establish a secure VPN connection between the TSX Gateway and the
client private key and public key are required to encrypt the connection.
These keys are included in certificates.

You can obtain a certificate in several ways:

o 5.2.1 Create self-signed certificate
Either when you install TSX Gateway or
Create and download certificate in the TSX Gateway Management
Console

» 5.2.2 Upload an existing certificate in the .PEM format

o 5.2.3 Create Certificate in Microsoft Certification Authority .PFX format
» Purchase certificate from one of the known certification authority (CA)

Please note !!!
For testing and evaluation purposes we recommended that you use a self-
signed certificate.
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5.2.1 Create a self-signed certificate

This chapter describes how to use the TSX Gateway Management Console in
order to create a self-signed certificate.

1. To open “ 75X Gateway Manager”login with a local Windows
Administrator account.
£ Connect to TSX Gateway @

Connect with TSX Gateway:

Host: Port:
localhost 2090
Usernarme: Password:
Administrator [TITTITTITTTITTY)

ﬁ save logon information

[ Connect ” Cancel

You have the possibility to save the credentials (not recommended)

2. Click ,File™ in the menu bar and choose " Create self signed certificate”
in drop down menu list.

a TSX Gateway

Server  Help
Connect to Ctrl+C
Discannect

Craats selfsigned certificats

Impart certificate

Downlaad certificate

Start Server

Stop Server

Start accpeting new connections

Stop accepting new cannhectians

Exit Ctrl+X

3. Enter now the “Hostname”. The CN (Certificate Name) must match the
DNS name that the client uses to connect to the TSX Gateway Server.
You have to use internal hostname (NetBIOS) only for testing
purposes!

& Doy Colms

Create a self sigred certificiate
Hostnarme:

This is the hostname, which the rdp client uses to connect ko the TS5k Gateway server,
Please use the INTERNAL hostname {Metbios or FQDM) OMLY For testing purposes,

Far production usage you should use the EXTERNAL hostname

{Full Qualified Domain Mame) which is known on the internet,

because usually the T5X Gateway server is installed behind a firewall inside ywour private
nietwark ar DMZ,

For further information please consulk the user manual.

To create a new certificate, the TSX Gateway has to shut down and start again.
Do you want to restart the TSX Gateway server in order to process?
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Click “"OK"” to confirm

4. A new self-signed certificate is now installed. It can be found in the
installation path of the TSX Gateway Server.

[ G Ts<TsGWAdmin

A new self signed certificate is installed,

5.2.2 Upload Certificate (PEM or PFX)

1. To open “TSX Gateway Manager” login with a local Windows
Administrator account

a Connect to TSX Gateway @
Conneck with TSX Gateway:

Host: Part:
localhost 020
Username: Password:
Administrator TTITTTITYTITY)

% save logon information

[ Conneck ] [ Cancel

2. Click ,File" in the menu bar and choose “Import certificate” in drop
down menu list.

£ TSX Gateway

Server Help

Connectta Ctrl+C

Disconnect

Create selfsigned certificate

Impart certificate 1

Downlaad certificate

Start Server I’

Stop Server

Start accpeting new cannections

Stap accepting new cannhections

Exit Ctrl+X

3. To install/upload a new certificate please click on ,Import certificate"
and approve the upcoming notification by clicking on ,, OK".

£} TsxTsGWAdmin
Ta install a new cartificate, the TSX Gateway has to shut down and start again,
I Do yau want ta restart the TSX Gateway server in order ta process ?

Cangel
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4. Now select your existing certificate by navigating to the enclosing
folder in which the certificate has been saved. The certificate has to be
in the “*.pem” or “*.pfx” format.

5. Upload your certificate by clicking on ,,Open".
6. If you use certificate in pfx-format the pfx file password is required

Upload PFX Certificate

Enter password of the certificate in PFX format

Certificate password;

7. Approve the notification dialogue by clicking on ,,OK”. The Certificate
has now been uploaded and installed.

5.2.3 Create certificate in Microsoft Certification Authority

You will find in our FAQ® a pdf-file how to create a certificate, install and
import into TSX Gateway.

This procedure presupposes a technical know-how and according
environment. Please understand that this information is not part of the TSX
Gateway User Manual.

5.3 Certificates (Client-Side)

This chapter describes how to install the certificate (chapter 5.2.1 Create a
self-signed certificate or 5.2.3 Create certificate in Microsoft Certification
Authority) on the client computer.

This certificate has to be installed on the client computer because it contains
the public key for encrypting/decrypting.

To establish the SSL session with the server the client needs to validate the
server's certificate. Therefore the clients must have the CA certificate installed
in its “Trusted Root Certificate Store”.

You can obtain a certificate for the client computer by following steps below.

6 http://www.thinstuff.com/faqg/index.php?
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5.3.1 Download Client Certificate

1. To open TSX Gateway Manager login with an Administrator account
a Connect to TSX Gateway @

Connect with TSX Gateway:

Host: Part:
localhost ans0
Username: Password:
Administratar [TTTTTTTITTTITITY]

ﬁ save logon information

[ Connect H Cancel

2. Click ,File”in the menu bar and choose “Download certificate” in drop
down menu list.

£ TSX Gateway

Server  Help

Cannsct to Ctrl+C

Discanneact

Craate salfsigned certificate

Impaort certificate
Dawnload certificate

Start Server

Stap Server

Start accpeting new cannactions

Stop accepting new connections

Exit Ctrl+X

3. Please select the path where TSX Gateway should save the client
certificate. The certificate will be saved in the .crt format.

4. Now import this certificate into your client's certificate store.
5.3.2 Install Downloaded Client Certificate
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5.3.2 Install Downloaded Client Certificate

To import a client certificate by using the Certificate Import Wizard please
follow these steps:

1. Double click your client certificate and click on ,, Install Certificate..."

Certificate

]

General | Details | Certification Path |

.&g Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: NAME TSX Gateway Server
Issued by: NAME TSX Gateway Server

Valid from 22. 05. 2013 to 20. 05, 2023

Install Certificate...| | Iss

Statement
Learn more about terfificates

2. The Certificate Import Wizard will now open. Please click on , Next".
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Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext.

] e

]
& Thinstuff

3. Select ,Place all certificates in the following store" and click “Browse...”
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Certificate Import Wizard =)

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

) Automatically select the certificate store based on the type of certificate

@) Place all certificates in the following store

Certificate store:

Browse...

Learn more about certificate stores

[ < Back ][ Mext > ][ Cancel

Select “ Trusted Root Certification Authorities” and confirm with “ OK”

Select Certificate Store @

Select the certificate store you want to use.

Personal -

3

Enterprise Trust |i|

Intermediate Certification Authorities

Trusted Publishers

Vintriictea Cartificates
.

] »

<]

[~ show physical stores

4. To complete the import process click on ,, Finish".
conteore impor weard (NSNS el

I
Completing the Certificate Import

Wizard
pr i The certificate will be imported after you dick Finish.
5 ﬁ.@.‘
f;‘.nﬂ You have specified the following settings:

Certificate Store Selected  Automatically determined by t/
Certificate

< n »

< Back ][ Finish ][ Cancel
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5. Confirm the upcoming security dialogue with , Yes”.

You are about to install a certificate from a certification authority (CA)
l claiming to represent:

5

HVWINTUX64

Windows cannot validate that the certificate is actually from
"HVWINTUXG4". You should confirm its origin by contacting
"HVWINZUXE4". The following number will assist you in this process:

Thumbprint (shal): 44B4F3B2 A20DD658 20FFEA4S OAT31ETD E3210C43

Warning:

Tf you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. I you click "Ves" you acknowledge this
risk.

Do you want to install this certificate?

6. The import was now successful.

N
Certificate Import Wizard (o

e %
ng. The import was successful.

Now you can start your remote session

— see chapter 5.3.3 _Configure remote-session with TSX Gateway setting
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5.3.3 Configure remote-session with TSX Gateway setting

1. Open your Remote Desktop Connection (mstsc.exe)
2. Enter the name of the remote computer in tab “ General”

| Remote Desktop
~>¢) Connection

General IDispIay I Local Resources I Programs I Experience IM\ranced
| SR

Logon settings
| Enterthe name of the remote computer.
i ™
LY

Computer: IP-ADDRESS or DNS NAME

Usermame:  USER NAME|

You will be asked for credentials when you connect.

[ Allow me to save credentials

Connection settings

Save the cument connection settings to an ROP file or open a
j . saved connection.

[ Save ] [ Save As... ] [ Cpen...

3. Navigate to tab “Advanced” and click on “Settings” under the “ Connect
from anywhere” section

| Remote Desktop
~¢) Connection

[f—i|
| General I Display I Local Resources I Programs I Experienc4| Advanced |

Server authentication
=] Server authentication verifies that you are connecting to the
intended remote computer. The strength of the verification
required to connect is determined by your system security
palicy.

If server authertication fails:

What are my server authentication options?

Connect from anywhere
f Configure settings to connect through Remote Deskiop
o Gateway when | am working remotely.

[seone——
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4. Enter the server settings of your TSX Gateway Server and click on
“OK".
%, RD Gateway Server m @

| Remote Desktop
¢ Connection

Connection settings
() Automatically detect RD Gateway server settings

@ Usethese RD Gateway server settings:
Server name: NAME GATEWAY SERVER

Logon method Allow me to select later

|| Bypass RD Gateway serverfor local addresses

(") Do not use an RD Gateway server

Logon settings
User name: MNone specified

You will be asked for credentials when you connect to this RD
Gateway server.

[] Use my RD Gateway credentials for the remote computer

What is an RD Gateway server and how do | know if | need one?

Please note !

Enter now the “Hostname” of your server running 75X Gateway . The
entered name must match the DNS name you have entered when
creating the certificate server-side.

You may use internal hostname (NetBIOS) but only for testing
purposes!

Additional options

“Bypass TD Gateway server for local addresses” can be checked if you
force authentication only for external incoming connections.
Not recommended for testing!

“Automatically detect RD Gateway server settings”
This option requires according environment (not part of this manual)

“Use my RD Gateway credentials for the remote computer”
Only enable this option if user logon credentials are the same to login
to the Terminal Server.

5. Now click on “Connect” to start the remote-session.
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5.4 Authorization Policies

This chapter describes how TSX Gateway uses Authorization Policies to
control remote user access and remote connections to internal network
resources beyond the gateway.

CAPs and RAPs allow to granularly grant network access based on needing for
the clients and at the same time securing the network.

TSX Gateway communicates with Active Directory, it pulls its users or user
groups from the central location. Without this ability you have to set up local
users or user groups to configure the Authorization Policies.

5.4.1 Connection Authorization Policies (CAPs)

CAPs allow the administrator to specify connection criteria that must been
met to connect to the TSX Gateway server. If the first criteria is not met, TSX
Gateway will evaluate the second policy, etc. until one TSX CAP fits. If none
of these settings is met the remote access is denied.

Open the “7SX Management Console” and login with Administrator Account.
Switch to tab “CAPS".

£) TSX Gateway =0 E=H 8

File  Serwer Help

TSX Gateway Management Console

Server Overview RAPs Manitoring

Order  Palicy (Applied in Order List) User Graups Client Camputer Groups Status

IL Allaw Users BUILTIMN Users:BUILTIN Administrators Mot applicable (Mo computer specified) Enabled

Per default one policy is already preconfigured to allow all users to access the
internal network.

54.1.1 Create a CAP

In tab “CAPs” you will find bottom right possibility to “ Create New Policy”
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server Overview | CAPs | Raps | monitoring |

Order +(Applied in Orde  User Graups  nt Computer Gro Status
1 Allow Users BUILTIN Users:... Mat applicable .. Enahle

Please select a cap to see details,

_—q reate New Policy

Connection Authorization Policies are divided into 3 sections:
. General

. Requirements
o  Device redirection
£ Connection Palicy

| General | Requirements Device Redirection

1. Tab “General’

Specify the name of the new policy— in our example “Home Office
Users”

You can also enable/disable the policy.

£ Connection Policy

2]

Gerersl | Reguirements | Device Redirection |

& Terminal Services connection authorization policy (TS CAP) allows you to
specify the users who can connect to this TSX Gateway server.

Policy type:  Conniction authorization

Palicy name:  Home Office User
Palicy Order: 2

e

(=¥ Enable this palicy

5 o)
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2. Tab “Requirements”

» Authentication Method
In the first part please enable “Password’ for Windows
Authentication. “"Smart Card” authentication is currently not
supported.

» User group membership (required)
Add those users or user groups who are allowed to use internal

resources
To specify a user group (which members can connect to the TSX
Gateway) please click on “Add Group”.

o Client computer IP addresses
Specify the client’s computer IP address/range in order to
allow/restrict the access to TSX Gateway for specific IP address.

[} Connection Policy 7
Generalu_f Requirements f_’.l.:)-ew&e Red-i;e.ct.ién

Specify the requirements that user must meet to connect to the TSX Gateway
Server,

Supported Windows authenticatin methades: 1
| Password Smark Card
IF wou select both methodes, either can be used ko connect.

User group membership (required):

Add Group ...
| Remove .
Client computer Ip Address | Range {optional): 3
Add Range ...
Remove
Summery of TS Cap settings:
If the User is member of the following groups: EI
and the client computer IP address matches the following IP
addresses / ranges:
any -
Ok Cancel |

In fourth part you will find the summary of configured “ Requirements”
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3. Tab ,Device Redirection”

Enable or disable client device redirection for computers that connect
to TSX Gateway.

You can choose between the following settings:

» Enable device redirection for all client devices

» Disable device redirection for all client devices except for smart-
card

» Disable device redirection for specific client device types
(select separately Drives, Clipboard, Printers, Serial Ports and
Supported Plug and Play devices)

a Connection Policy @
| General | Requirements | Device Redirection |

Specify wether to enable or disable client device redirection For computers that
connect o TS¥ Gateway, TSX Gateway device redirection should only be used for
trused remate clients running remote deskkop,

") Enable device redirection For all client devices
Disable device redirection fFor all client devices except For smart card

@ Disable device redirection For the Following client device types

‘ Drivers

[ Clipboard
[ Printers

[ serial ports

[ Supported Plug and Play devices

Ok Cancel

As soon as configuration for the policy is done, move back to tab “General’
and click on ,,OK" to enable the new policy.
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5.4.2 Resource Authorization Policies (RAPS)

RAPs allow you to specify the internal network resources (computers) that
remote users can connect through TXS Gateway Server.

Example:

You might specify that external employees (members of group
"External”) may only connect to terminal server 1, while internal
employees (group "Internal”) might access terminal server 2.

Open the TSX Manager Console and login with a local Windows Administrator
Account.
Switch to tab "RAPs".

& TSK Gateway o]

File  Server Help

-

() TSX Gateway Management Console

| Server Crarvism I CAPs 1 RAPs | Monitoting |

i Name | User Groups | Allowed Resources I Fort I Status ‘
BUILTIM: Users: BUILTIMN - Administrators | Access allowed to all network resaurces Enabled

Per default one policy is already preconfigured to allow all users to access the
all internal network, all ports allowed.

5.4.2.1 Create a RAP

In tab “RAPs” you will find bottom right possibility to “ Create New Policy”

Fi TSX Gateway [E=8(Hom =

File Server Help

() TSX Gateway Management Console

Server Overview | CAPs | R#Ps | Montoring |

| MName | UserGroups | AllowedResources | Port |  Status |

BULLTIN:Users;... |A .. Emb\ed

Allowr Users
Associated user groups:

BULLTIN'Users
BULLTIN'Administrators

enabled
llow all Users

© 2006-2013Thinstuff s.r.o / http://www.thinstuff.com Page 42 von 52



Thinstuff TSX Gateway 1.0.1 — User Manual

“Resource Policy” is divided into 4 sections:

2.

© 2006-2013Thinstuff s.r.o / http://www.thinstuff.com

e General

e User Groups

e Computer Groups
* Allowed Ports

Tab “General’

f
& Thinstuff

Specify a policy name and a description of your new policy.

You can also enable/disable the policy.

£l Resource Policy

Gereral | User Groups | computer Group | Allowed Parts |

[ 2 Jfmesl

A T3 RAP allows vou to specify the network resources (computers) that users
can connect to through TS Gateway,

Paolicy name:  Policy Name

Description:

[¥] Enable this policy

o« ) Com ]

Tab ,User Groups" (required)

To specify a user group to which you want this RAP to apply please

click on “Add Group”.

£ Resource Policy

iaeneral ! User Groups Computer Group Allowed Ports |

Specify the user groups whose members can connect to remote computers on the
network through T5% Gateway,

User Groups:

Select Group

Select this object type:
Group

From this location:
HVWIN7UX64

[Enterthe object name to select (sxamples):

|

| Advanced...

Add.. Remove

7l

Object Types... |

Locations... |

Cancel

o | e
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3. Tab ,Computer Groups" (optional)
Specify the client computer IP address(es)/range to which this RAP
should apply.
Click “Add Address” and enter “IP-Address” and “ Network” of your
terminal server (Example: Network “32" specifies one specific host)

& Resource Policy I__@_“_H:_'
General E User Groups | Computer Group | Allowed ports |

Client camputer In Address/Metwark {optional):

Add Address ...

Remaove

IP Address/MNetwork

IP Address Metwark

|
o) o]

o« ) Coma)

4. Tab ,Allowed Ports"
By default, Terminal Services clients connect to network resources
remotely through TCP port 3389. Specify whether to use TCP port 3389
or another port.

a Resource Policy
| General | User Groups ! Computer Group | Allowed Parts

By default, Terminal Services clients connect to network resources remotely through
TCP port 3389, Specify whether to use TCP port 3389 or another port.

() Allow connections only throught TCP part 3389

() Allow connections through these ports:

To specify more than one port, type the number of each port separated by a
semicolon. For example: 3389;3399

@ Allow connections thraugh any part

« ) o]
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After you have specified the policy move back to tab “General” and click ,,OK"

to enable the new policy.

If you want to delete or edit any of the existing policies (not matter if CAP or

RAP) just do a right click and select ,, delete" or ,edit" in context menu.

Mame User Groups Allowed Resources Fort Status

Allaw Users BUILTIM Users:... Access allowed taall ...  Any Port Enahled

suppart team

BLUILTIMR ¢ ot

107 162 61 135737
adit

delate
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5.5 Monitoring

This section describes how to observe all active connections by using the live
monitoring of TSX Gateway.

5.5.1 Show Monitoring

To open " TSX Gateway Manager” login with a local Windows Administrator
account and switch to the tab “Monitoring *

You can now observe the following connection details:
ID, User Name, Client IP Address, Connected On, Duration, Idle Time.

&) TSX Gateway o[- ]

File  Server Help

=

o TSX Gateway Management Console

| Server Overview I CAPs | RAPs | Manitaring

TSX Gateway Connections:

|r D I User Hame |(.Iient IF Address I Connected On iDuratiun I Idle Time |

HYWINTUXGd dlermaL| 192, 168,50, 111 D LL Jun 18:08:2L 2013

Target Computer Connection:

Target Computer: 192,1658.50.135
Targek Pork: 3389

Senk ko server: 35KB

Senk ko client: 369 KB

5.5.2 Disconnect a Session / User

To disconnect a session please do the following:
Right click highlighted session and choose from context menu ...
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% TSX Gateway [E=5 [Eoh =x=

File  Serwer  Help

—

. TSX Gateway Management Console

|58rver0verview I CAPs I RAPs | Monitoring |

TSH Gateway Connections:

i D | User Hame ICIient IF Address | Connected On IDuratinn Idle Timel

HVWINTURG 4 elermal | 192, 168,50, 111

disconnact this session

disconnect this user

1. Select the session/user, which you want do disconnect

2. After that right-click this session and choose “disconnect this session”
respectively “disconnect this user”

5.6 Server Overview

To open “TSX Gateway Manager” login with a local Windows Administrator
account and switch to the tab “Server Overview ™

In this overview you will see
(1) “Connection Status”
(2) “Configuration Status”
G X Gotey ==}

Fila  Server Halp

(| TSX Gateway Management Console

Server Overview | CAPs I RAPs I manitaring |

TSH Gabeway Server Status

Connection Status

Tokal Murnber of connections 1130 | Manitor active connections |

Mumber of User connected ta this server 1

Mumber of resources that users are connecke ko 1 1

Configuration Status

Connection autharization Policies 1 [Vlew conneckion suhtorization pollues]

Resource authorization Policies 1 [ View resource auhtorization policies ]
2

Cannactad
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(1) Connection Status
In this overview you will get following information
* “Total Number of connections”
(if you click button “Monitor active connections” you will switch to
tab “Monitoring”
* “Number of Users connected to this server"
* “Number of resources that users are connected to"

(2) Configuration Status
Number of policies
* Connection authorization Policies” (— if you click * View
connection authorization policies” you will switch to tab “CAPs")
* Resource authorization Policies” (— if you click ™ View connection
authorization policies” you will switch to tab “RAPs")

5.7 Menu Bar

5.7.1 File

1. Connect to:

£ Connect to TSX Gateway @
Conneck with T3x Gakeway:

Hosk: Port:

localbiost a09n

Username: Password:

Administratar T

% save logon information
[ Conneck ] [ Zancel |

To open TSX Gateway Manager login with a local Windows
Administrator account

2. Disconnect:
Log-off from TSX Gateway Manager

3. Create self-signed certificate
All information you will find in chapter: 5.2.1 Create a self-signed
certificate
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4. Import certificate
All' information you will find in chapter:

5.2.2_Upload Certificate (PEM or PFX)

5. Download certificate
All information you will find in chapter: 5.3.1

6. Start Server.
Part of “"TSX Gateway” service — incoming connections will be accepted
according configured policies (CAPs and RAPs)

7. Stop Server:
Part of “TSX Gateway” service — all connections will be terminated

8. Start accepting new connection:
Accept new incoming connection — must be started if “ Stop accepting
new connection” was selected before

9. Stop accepting new connection:
Refused only all new incoming connection, existing connections will not
be terminated (unlike “Stop Server")

5.7.2 Server

1. Settings:
License for TSX Gateway basically accepts a unlimited number of
connection. You may limit the maximum number of concurrent
connection in the “Server Settings’”:

Server Settings
Mazx concurrent Connections 30
Current Certificate Information
Hostnarme: HWINTLKES
Version: z
Serial Mumber: 0
Issuer: [C=ATjaT=Lower Austriafl=MoedlingfO=Thinstuff s.r.0. /[CN=HYWIN7Ux64 emailaddress=selfsigned@localhost. com

Algorithri used:  shalwithRSAERCHyption
Ackivation date: 2013:05:22:12:47:27
Expire date: 2023:05: 200124727

oK l I Cancel

And here you see the information regarding used certificate.

2. Messaging:
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Here you may configure

- “Enable system messaging”: message will pop-up in configured time
period. You may also configure Start Time / End Time for this message
- “Enable logon message”: such as legal notice, etc.

— “Only allow connections from Remote Desktop clients that support
Remote Desktop messaging”

£ Messaging Settings @

[#] Enable system messaging

Create a message ko display to users who are logged on to a remate computer,
such as a swstem maintenance notification,

welcome to Thinstuff Metwork !

Start Time:  11.06.2013 +  16:19 = Presview

End Time:  11.06.2013 = 17:119 5

[7] Enable logon message

Select a message, such a legal notice, to display ko users each bine they log on ko a

remoke computer
Browse ... | Preview

[7] only allow connections From Remote Deskkop clients that support Remote Desktop messaging

[ oK ] | Cancel

5.7.3 Help
About Thinstuff TSX Gateway

i £ About Thinstuff TSX Gateway [wdm|
T5¥ Gateway version L0830

Capyright € 2013 Thinstuff s.r.o.
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6 Support

6.1 General Support

Thinstuff Support is available to provide support and will answer your
questions about our products, sales, our company and non-technical
questions.

All general inquiries should be addressed to: sales@thinstuff.com

6.2 Technical Support

For any technical questions about our products please contact our technical
customer support.

Address your support request to support@thinstuff.com and please enter the
following information:

e TSX Gateway or XP/VS License-ID
» Thinstuff Customer ID or your email-address
 installed Thinstuff components

6.3 Online Resources

FAQ Page
On this page you will find answers to the most frequently asked questions.

http:/ /www.thinstuff.com/fa

Product Side
http://www.thinstuff.com/products/tsx-gatewa

Download Trial Version
http://www.thinstuff.com/releases/ThinstuffTsxGateway-latest.exe

Changelog
http://www.thinstuff.com/releases/tsx-gateway-changelog.txt
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