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This manual is written without any warranty.

Maestro Wireless Solutions Ltd. reserves the right to modify or improve the
product and its accessories which can also be withdrawn without prior notice.

Our company stresses the fact that the performance of the product and its
accessories depends on the proper use conditions.as well as the surrounding
environment.

Maestro Wireless Solutions Ltd. assumes no liability for damage incurred
directly or indirectly from errors;,omissions or discrepancies between the
router and this manual.

This software, solution. or application is provided on an "as is" basis. No
warranty whether expressed or implied is given by Maestro Wireless
Solutions Ltd. in relation to this software, solution or application. User shall
assume the entire risk of using or relying on this software, solution, and
application

In no.eventwill Maestro Wireless Solutions Ltd. be liable for any loss or
damage including without limitation, indirect or consequential loss, damage, or
any loss, damage whatsoever arising from loss of data or profit arising out of,
or in connection with, the use of this router product. Every effort is made to
keep the product and its software up and running smoothly. However,
Maestro Wireless Solutions Ltd. takes no responsibility for, and will not be
liable for, the product or its software being temporarily unavailable due to
technical issues beyond our control.

The above terms and conditions are subject to change without prior notice.
The present use of this product solution implies that the user approves and
understands all the above terms and conditions.
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1 Safety Precautions

1.1 General precautions

) The router generates radio frequency (RF) power. When using the
router, care must be taken to ensure safety as well as compliance with
all the regulations surrounding the use of RF equipment.

) Do not use the router in aircraft, hospitals and petrol stations or in
places where using GSM products or other RF equipment is prohibited.

) Be sure that the router will not be interfering with nearby equipment
such as pacemakers or medical equipment. The antenna.of the router
should be directed away from computers, office equipment, home
appliance, etc.

) Always keep the router at a minimally safe distance of 26.6cm or more
from a human body.

) Do not put the antenna inside metallic boxes or otherieontainers

1.2 Using the router in vehicle

) Check for any regulation or law authorizing the use of GSM equipment
in vehicles in your country before installing the router.

) Installation of the router should be done by qualified personnel. Consult
your vehicle dealer for any possible interference concerns related to
the use of the router.

) Be careful when the routeris powered by the vehicle’s main battery.
The battery may be drained after extended period.

1.3 Protecting'yourrouter
To ensure egror-free usage, please install and operate your router with care
and comply with'the fallowing:

)"Do not.expose the router to extreme conditions such as high
humidity/rain, high temperatures, direct sunlight, caustic/harsh
chemicals, dust, or water.

) Do not try to disassemble or modify the router as there are no user
serviceable parts inside and the warranty would be void in case of
tampering.

) Do not drop, hit or shake the router.

) Do not use the router under extreme vibrating conditions.

) Do not pull the power supply cable. Please attach or detach it by
holding the connector after switching off the supply.

) Install and connect the router in accordance to the instruction manual.
Failure to do so will void the warranty.
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2 Overview

2.1 Scope
This document provides you all the information you need to set-up, configure
and use the Maestro E200 Series router.

2.2 Target audience
This document is intended for customers and integrators who understand
basic telecommunications and information technology terminology and
concepts.

3 Prerequisites

Before continuing with the installation of your E200 Series router, make sure
you have a computer equipped with the following:

% A computer with an Ethernet port or Wi-Fi connectivity
" A web browser such as Google Chrome, Mozilla Firefox or Apple Safari
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4 User manual conventions

The following symbols are used throughout the user manual:

A The following symbol indicates attention must be paid

A The following symbol indicates a warning

. The following symbol provides information !
4
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5 Product overview

)
)
)
)
)
N
)
)
)
)

N
N

5.1 EZ205 Series at a glance

Dual-band HSDPA (E205XT02), tri-band HSDPA (E205XT04
GPRS/EDGE auto-fallback

LAN on RJ45 port

Switchable WAN/LAN on RJ45 port

Built-in Wi-Fi with an external RP-SMA antenna connector
Automatic WAN / 3G failover

Built-in GPS supporting active antenna via an external SMA connector
External SMA antenna connectors for 3G

One digital inputs/outputs

Six color LED'’s for displaying for Wi-Fi and network activity, signal,
power and alarm

Device management and configuration via a web GUI

DIN rail mountable
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5.2 E206 Series at a glance

) Quad-band HSPA+ & dual-band EV-DO (E206XT)

) GPRS/EDGE auto-fallback

) LAN on RJ45 port

) Switchable WAN/LAN on RJ45 port

) Built-in Wi-Fi with an external RP-SMA antenna connector

) Automatic WAN / 3G failover

N Built-in concurrent diversity/GPS antenna supporting active antenna via
an external SMA connector

) External SMA antenna connectors for 3G

) One digital inputs/outputs

) Six color LED’s for displaying for Wi-Fi and network activity;signal,
power and alarm

) Device management and configuration via a web GUI

) DIN rail mountable

5.3 Bundle content
) E200 Series router x 1
) 1m Ethernet cable 8P8C x 1
) 2G/3G/4G terminal antenna 90 degree hinged SMA x 1
) 5 dBi, 2.4/5.1~5.9 GHz dipole antenna RP-SMA (M) hinged 90° x 1
) Industrial grade 1.2 Apower supply x 1
N DINclipx1

If any of these items.are missing.or damaged, please contact Maestro
Support immediately. The Maestro Support website can be found at:
http://support.maestro-wireless.com/
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6 Product features

With high-speed cellular (3G and beyond), WAN, LAN and Wi-Fi connectivity,
the E200 is a highly versatile, reliable and rugged router designed for mission-
critical enterprise applications requiring faultless connectivity.

The E200 comes in two models; the cost-effective HSDPA ensures always-
on connectivity for 2G migration or low-latency applications such as energy
and sales & payment, while the HSPA+ penta-band is ideal for deployment in
vertical markets requiring high-speed data or global roaming, such as security
and transportation.

The E200 can be configured through an easy-to-use webuinterface;. quick
setup section will facilitate basic router configuration. Advanced configuration
setting for functions such as Wi-Fi, failover, load balancing,/VPN, firewall are
also directly available through the web interface. Onee configured, a set of 6
LED’s on the top of the aluminum alloy casing will help thesuser ensure that
the device is operating correctly. Users can also.remotely manage the router
is also available through an HTTPS connection.over the LAN or WAN.
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7/ Physical dimensions and LED

7.1 Physical dimensions

maestro ))\

empowering wireless
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E200 Series dimensions without

connector

Lenght | 83.9mm
Depth 60mm
Height 25mm
Weight | 90g
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The E200 Series features 6 LEDs on the front to display critical system

information
OFF Wi-Fi network is deactivated
WI-FI . T4 .
—j.'_\— Flashing Wi-Fi network connection traffic
[
° ON Wi-Fi network is activated
OFF Cellular data service is not connected
Activity
O ON Cellular data service isiconnected
SIM cardiis.not inserted, or device is not
OFF .
registered on'the cellular network
Network o Flashing Device is registered on the cellular home
ik network
ON Device is registered on the cellular roaming
O network
OFF No signal (CSQ=0,99)
. Weak signal (CSQ<7)
Signal e ON
O‘- Flashing Strong signal (CSQ>7)
OFF Power off
Power
o ON Power on
OFF No alert, device is running smoothly
Alert
ol s .
—/‘-\— Flashing Software fault (crash, issues...)
A |
o ON Hardware fault (high temperature, problem
with module or SIM card)
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7.3 Ethernet port LED indicators

The E200 Series router features two Ethernet ports, each with with two LED.

STATUS DESCRIPTION
_ On There is a valid network link.
Green . .

Off No valid network link detected.

Amber | Flashing | There is activity on Ethernet port
Off There is not activity on the Ethernet port
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8 Hardware installation

8.1 Install the SIM card
SIM card(s) should be inserted into the SIM tray as illustrated in the image
below. SIM card contact should be face up.

8.2 Connect the Cellular (WWAN) Antenna(s)

Connect the cellular antenna to the “Cellular’.connector (SMA Female) on the
unit. If the unit is equipped with a secondary cellular antenna connector “Div.”,
it is highly recommended to connect.an additional antenna to this connector
for diversification. Dual antennas will provide improved signal strength thus
better performance.

Note: For most applications, the.antenna(s) included with the unit will provide
suitable reception, but.some circumstances/environments may require a
higher quality antenna or.one mounted in a different location. If this is the
case, Maestro has many antenna options to chose from, please contact us or
visit maestro-wireless.com:

Cellular
<< <
W maes_trg))\ Diversity
> > > Sfetstets R <<
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8.3 Connect the power supply

Connect the Micro-Fit 4-pin male connector of the power supply to the power
connector located on the LAN side of the unit.

8.4 Connection to the device

8.4.1 Connection with the LAN Cable
Connect one end of the Ethernet cable to the “LAN"port on the unit and the
other end to a LAN port on a PC.

Computer

8.4.2 Connection via Wi-Fi
Make sure Wi-Fi antenna is connected (see chapter 8.2) and Wi-Fi is ON on
your computer, phone or tablette. Scan for network and select SSID “Maestro
E200”. You will be prompted to enter a WPA/WPS-2 mixed-mode password.
Default password is ‘ Wilrele$$'.

17 Maestro E200 Series WWW.maestro-wireless.com



maestro »\

9 E205 Basic configuration

9.1 Connecting to the web interface
Connect the LAN interface of your E200 to a computer via the RJ-45 cable
and and start your web browser. Enter the device LAN IP address in the
browser address field.

http://192.168.1.1

Note: If you change the IP address, remember to reboot the router and
enter the new IP address into your browser address bar.

You will be invited to enter the admin username and password:

Authorization Required

Flease enter your username and password.

LIsermname admin

Password

@ Login @ Reset

" Default login —admin
" Default password =admin

(This is the default username and password for Maestro routers. The admin
and read-only user passwords can be changed at System>Administration

After successfully login the Quick Setup page will show up

Quick Setup

Thanks for using Maestro Wireless E200 series Callular Ethermet Router,
Avalable Hardwane oplions:

E205XT - 33 Ethernet Router

E206XT = Dual Mode 3G and EVDO, Ethemat Router

E228XT - LTE Ethesrnet Router

Pleassa refer to the label on you router or the status page 1o confirm your model.

Quick Satup will guide you through the basic configurations of the Router Viz. LAM, WAN, Callular and Wireless setup. Apart from the abowe mentioned fouwr
intertace configurations, all ather parameters will be set at their factory dedault settings. Please refer 1o the user manual for a list of factory default configuration.

For advanced users, please follow the Network Tab fo select and configure various options as you wish.
@ Next

Figure 1: Quick Setup

If you need to access advanced feature you can navigate directly in the menu.
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If you want to follow the quick user guide click on the Next button and you will
enter quick setup page.

W Since E200 has multiple WAN interfaces, the default priority settings for
switching between various WAN interfaces is as follows and cannot be
changed in Quick setup. To make any changes on the WAN priority settings,
please go to the Network/Interfaces and Network/Load Balancing Tab. By
default the router is configured in failover mode with WAN priorities as listed
below:

) Priority 1 — Wired WAN
) Priority 2 — Wi-Fi as WAN (WWAN) (Wi-Fi in Client Mode)
) Priority 3 — Cellular

In the quick setup page, you can perform basic configuration settings for the
LAN, WAN, Cellular and Wi-Fi interfaces. All other configurations will be set
to the factory default or previously saved values..

9.2 LAN configuration
The LAN configuration page is used to configure the LAN settings of the
router

Network Setup

Local Network

IPv4-Address 192.168.1.1

IPv4-Netmask | 255.255.255.0

The moedem router is shipped preconfigured to use private IP addresses on
the LAN side, and to act as a DHCP server. The modem router’s default LAN
IP configuration is as follows:

" LAN IP address: 192.168.1.1
% IPv4 Netmask : 255.255.255.0

These addresses are part of the designated private address range for use in
private networks, and should be suitable in most applications. If your network
has a requirement to use a different IP addressing scheme, you can make
those changes here and click.
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The LAN TCP/IP Setup settings are

" IPv4 Address: This is the LAN IP address of the modem router.

" IPv4 Netmask: This is the LAN subnet mask of the modem router.
Combined with the IP address, the IP subnet mask allows a device to
know which other addresses are local to it, and which must be reached
through a gateway or modem router.

Advanced LAN configuration parameters could be found under
Network/Interfaces, under LAN parameters click Edit > Advanced Settings.

9.3 WAN configuration
By default the WAN is in automatic mode, you can also set it teasManual or
PPPoOE

WAN
manual
) atomatic
PPPoE
9.3.1 Manual
WAN

Protocol manual

ik

IPv4 Address 182.168.0.5

IPv4 Netmask | 2565.256.255.0

IPvd Gateway 182.168.0.1

DNS Server (8.2.8.8|

W IPv4 Address: The IP address to assign to the selected WAN interface.
N IPv4 Netmask: The Subnet mask of the IP address above.

) IPv4 Gateway: The gateway to assign this WAN interface.

) DNS server: The DNS server for the WAN interface.

9.3.2 Avtomatic
The WAN will be setup automatically.

9.3.3 PPPoE (Point-to-Point Protocol over Ethernet)
Acquire IP Address automatically from your Provider using the PPPoE
protocol.
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WAN

Protocol PPPcE

Username

Password

Many DSL providers use PPPoE. To acquire an IP Address from the PPPoE
server, a username and password are required. Ask your provider for your
username and password if you don’t know them.

Advanced WAN configuration parameters could be found under
Network/Interfaces, under WAN parameters click Edit > Advanced
Settings.

Selecting PPPoOE in the quick setup will require some:advance
configurations.

9.4 Cellular Setup

Cellular

APN

PIN

Usemame

Password

You can enter the cellular settings like APN, SIM PIN for security, Username
and Password corresponding to your cellular connection (SIM Card), which
you will receive from your Cellular Operator.

N APN: Access Point Name, enter the access point name provided by
your network operator

) PIN: If required please enter your SIM card’s PIN code

) Username and Password: If required enter login credentials provided
by your network operator

Advanced cellular configuration parameters could be found under
Network/Interfaces, under 3G parameters click Edit > Advanced Settings.
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9.5 Wireless (Wi-Fi)

WIRELESS

SsIiD Maestro E200

Password Wirele$$

By default, the Wi-Fi is in Access Point mode:

% Default SSID: Maestro E200
% Default Password: Wilrele$$

The E200 Wi-Fi can be configured either as

% An Access Point, in which case, the Wi-Fi.acts'as a LAN or
N As a Wi-Fi Client in which case, the E200 connects to an external Wi-Fi
source which will be the source of Internet or WAN for the E200.

Default security settings used are WPA-PSK;, WPA2-PSK Mixed Mode. You
can choose your encryption and.change your password accordingly. Bring up
on boot tick box in Wireless section by default is enabled. Ticking the box will
enable the Wi-Fi (Wireless) interface every time the Router Reboots.
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Wi-Fi section from this Quick setup page will disappear when

- The default Wi-Fi interface is removed from Network / Wi-Fi page
- When you scan for available Wi-Fi networks and convert the Router to
Client Mode.

Wireless Overview

i Generic MACE0211 BD2.11bgn (radiod) d Scan Add
= Chamnel: 11 (2 452 GHz) | Bitrate: 7 Mbitis : -

S50 Maesiro | Modec Masier

— = . )
o% B5500; A4:A8-84:00:26:C5 | Emcryplion: Mone Rl & Ew B

If you create multiple access point networks (Multiple SSDI’s), the-additional
Wi-Fi networks created will not show up in Quick Setup.

Advanced Wi-Fi configuration parameters could be found under Network/Wi-
Fi, under Wireless Overview parameters click Edit. > Advanced Settings.

@ Once the Quick Setup is done, you will:have basic LAN connectivity,
Internet access over WAN and/er Cellular and Wi-Fi will be configured
as Access Point.

To verify that your setup were succefully applied and your router is now
running go to Network/Interfaces.

23 Maestro E200 Series WWW.maestro-wireless.com
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10 E205 advanced configuration

10.1 Flashing firmware and updating your device

E200 Series can be updated through the web interface. Go to System/Back-
up / Flash Firmware.

Flash operations

Actions Configuration

Backup / Restore

Click "Generate archive" to download a tar archive of the current configuration files. To reset the firmware to its initial state, click "Perform reset" {only possible
with sguashfs images).

Download backup: [@ Generate archive
Reset to defaults: @ Perform reset

To restore configuration files, you can upload a previously generated backup archive here.

Restore backup: | Choose File | No file chosen [@ Upload archive...

Flash new firmware image

Upload a sysupgrade-compatible image here to replace the running firmware. Check "Keep settings" to retain the current configuration (requires an OpenWrt
compatible firmware image).

Keep settings: ™

Image: | Choose File | No file chosen [@ Flash image...

Under Flash new firmware image, click on Choose File and locate the .bin
file on your computer.

Flash new firmware image

Upload a sysupgrade-compatible image here to replace the running firmware. Check "Keep settings" to retain the current configuration (requires an OpenWrt
compatible firmware image).

Keep settings: o

Image: | Choose File | maestro-rami...-270215.bin | [@ Flash image...

Once the file located on the computer click Flash image...

24 Maestro E200 Series WWW.maestro-wireless.com




maestro »

The flash image was uploaded. Below is the checksum and file size listed, compare them with the original file to ensure data integrity.
Click "Proceed" below to start the flash procedure.

Flash Firmware - Verify

+ Checksum: 486476dc@ac5ad1585230391bebl@ce2
« Size: 6.50 MB (7.68 MB available)
+ Configuration files will be kept.

Click Proceed

System - Flashing...

The system is flashing now.
DO NOT POWER OFF THE DEVICE!

Wait a few minutes before you try to reconnect. It might be necessary to renew the address of your computer to reach the device again, depending on your settings.
\3 L. .
> Waiting for changes to be applied...

-
-

The system will now be flashing.

DO NOT POWER OFF THE DEVICE!

Wait a few minutes before you try.to reconnect. It might be necessary to

renew the address of your computer to reach the device again, depending on
your settings.

25 Maestro E200 Series WWW.maestro-wireless.com




maestro »\

11 Status pages explained

M Open your browser on your computer with the address
http://192.168.1.1

M Enter the default login “admin” and password “admin”

By clicking on Status or Overview the page below will be displayed:

£200 Series  maestro)))
Hntwork Serdces  Logoa ALIPD P
Modal Macssien EROS
Frrrmam arwcn Masisater) E208 3.0 PET
Famed Yersion 35048
Local Tima Mon iy 18 1318019 3015
Wptime 0% 19m &5
IME! MA
Callular
Colluiar Data MA
Eegral Steungn MA
PN MA
Regerratisn St MA
Cperator name MA
Rz Sl MA
sl MA

The Status'menu is divided in 5 sub-menus:
W Overview
N Firewall
M Routes
M System Log

N Real time Graphs
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11.1 Overview:

11.1.1 System
The system tabs displays all information related to your device hardware and
software version as well as basic settings:

Status
System
Hastname Maestio
Maodel Maestro ES05
Firrrveare Visrsion Maestro E305 2.0 RCT
Kermel Version 3.10.48
Local Tirmea Maon May 18 13:11:14 2015
Upptime Oh 12m 44s
IMEI MA

ITEM DEFINITION

Hostname The name assigned to your router

Model Model of your router

The firmware version that is currently residing and
controlling the router

Kernel Version The Linux kernel version on the router

Local time The date and time set up on the router

The time in.HH: MM: SS, for which the router is working

Firmware Version

Uptime .

since last power ON

The IMEI (International Mobile Equipment Identity) of the
IMEI router, a unigue code for identifying devices on a GSM

network.
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The Cellular group provides the status of the SIM card inserted in the router.

Cellular
Cellular Data
Signal Strength
CPIN
Registration Status
Operator name

Roaming Status

£ § £ £ £ £ ¢

M5

ITEM DEFINITION

Sianal Strenath Scale from 0 to 32. For a good:cellular.data connection
9 9 Signal Strength must be 15 or above:

Registration Status Indicates if the device is registered on the cellular network
Operator Name Name of the cellular.service provider
Roaming Status Indicate if the device is roaming on another network

The time in HH: MM: SS, for which the router is working
since last power,ON

The International Mobile Subscriber Identity or IMSI is
Imsi used to identify the user of a cellular network and is a
unique identification associated with all cellular networks.

Uptime

11.1.3 Memory
The Memory groupprovides infarmation on the memory in KB available with
the router.
Memory
Total Avadpiéa RSO0 ki) [ FRED KA s
Fros S8 B O B [10%)
Cazhind TN kB ¢ FO4B0 kB ()
Buttorod TR T T T T
Total available Total available RAM memory
Free Free RAM memory
Cached Memory used to cache internal router data
Buffered Amount of memory used as an internal router buffer
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11.1.4 Network

The Network group gives the status of IPV4 and IPV6 WAN status.

Metwaork
1Pl AN Srabus.
. e connacied
1Prat) WAN Status ]
" ot connacied
DHCP Leases
Hastrame IPv&-Addcreas MALC-Addriis Lansalird ramaining
Matts-MBP-2 162.188.1.148 bk iatdio11 11h 47m J6s
DHCPvE Leases
Hostrame 1Pyli-iddress (=11 ] Leasstims remaining

DHCP and DHCPV6 leases list out the computers connected'to the router
through respective DHCP lease. This includes IPV4 as well as IPV6
connections

11.1.5 Wireless
The wireless group gives the status of the Wi-Fi network being used by the
router.

Wireless

Genaric 802.11bgn Wirsless Controller (radiol) o BB Massino EX00
0% Mosde: Clent
Charnal: 11 (0.000 )
Bitrate: 7 Mt
Wirmlicki o CURREART OF Mol BREOCISNNT

11.1.6 Associated Stations
The associated stations group lists out the computers connected to the router.

Associated Stations

BARL Ak Mapbwenrk Higral Mo R Rarle TH Fabs

oo informaticn sy
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11.1.7 MWAN Interface Live status
MWAN Interface provides a live view of all the available and connected WAN
options. In the above screenshot, you can see that the interfaces marked in
Green are live and connected while the ones in red are available but offline.

MWAN Interface Live Status

11.2 Firewall

You can verify parameters related to firewall and its settin . Stat

of
firewalls for both IPv4 and IPv6 can be seen here.

e A €200 Sories  maestro )‘\
L N N . -
Firewall Status
Actons
Tatte Piter ~

O BT By ACCIPT Pachate & Tl 108 W

N T e e o

e anm

- . T T
-

e L
e e e e e e - S s Demee  Ovbes
.

O UTILY Bhber ACCEPY. Pacnan 6, afe: 490 I

VvV
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11.3 Routes

The rules that are currently active on this E205 are shown here.

' £200 Series "‘-U":,’ro»‘

11.4 System Log
The log of all configured events regarding this 0 is displayed here.

11.5 Realtime graphs
This screen provides real time graphs of:

DEFINITION

Load Load i pad on CPU
Traff Traffic indicates the WAN side incoming and outgoing
raffic :
traffic
ireless indicates the traffic on Wi-Fi irrespective on
Wireless / therWi-Fi is used as an access point (LAN) or Client
Connections This page gives an overview over currently active network
connections.
Y 4V SR\.4
Realtime Load

Im m i

3 minube window, 3 se0ond inlerdal)

1 Minude Load: 097 Average: 053 Peak: 208
B Minuie Load:  1.10 Average:  1.09 Poakz 136
16 Minute Load: 054 Avarage: 064 Pamk: 065
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12 System

12.1 System properties

12.1.1 General Setting

maestro »

This page allows you to configure the basic aspects of your device like its

hostname or the time zone.

System

System Properties

Ganersl Saltings Logging Langusge and Syl

Local Time  Fri Apr 17 06:33:48 2015 | [ Sync with browser
Hostnams

Massire

Tirraz o uTc

Hare you can configuns ths hisic aspects of your divios ke it hostroemne o the timanane,

12.1.2 logging

Parameters about system log like buffer size and log output level can be set

here.

System
Hand youi &6 corfiguns B Basis aipedts of youf dindcs lis 18 RoEnETS oF I Tmabine.

System Properties

Gananal Sattings Loggireg Languags and Shyla

Systarm log Bufer site
@ kb

Extomal systom log server

Exinmal ysiam log senee
pari

Loy cnitpuit bl

Coron Log Level

ITEM |

Size of log displayed under Status page / Logs. Default

DEFINITION

System log buffer size

is 16KiB

External system log server

IP address of any external TCP server where the real
time log will be posted

External system log server
port

Port of any external TCP server where the real time log
will be posted

Log output level

Debug | Provides Information useful for

32 Maestro E200 Series

WWW.maestro-wireless.com



maestro

developers for debugging the
application,not useful during operations.

Normal operational messages which

Info provide information which can be used
for general purposes like reporting.
Events which are unusual but not an
Notice error. Used to spot potential problems.
Immediate action is not necessary.
Warning messages but not error,
Warning indicating that error might occur if action
is not taken
Error conditions which should be relayed
Error . .
to developers or admins for resolution.
Should be corrected immediately but
Critical indicates failure in the secondary
systems.
Problems which should be corrected
Alert : :
immediately.
Emergency | System is Unusable.
Helps you debug cron process which
Debug : ) ,
has failed during runtime.
Normal Normal informational messages
Cron Log Level - :
Indicates some issues can happen or
Warning error could be generated in Cron

Process.
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12.2 Administration

12.2.1 Router Password
On this page you can change the administrator password for accessing the
device.

Router Password

Changes the administrator password for accessing the device

i

Password

]

Confirmation

12.2.2 SSH access
The E200 integrate Dropbear which offers SSH netwaork shell access and an
integrated SCP server.

SSH Access

Dropbear offers SSH network shel access and an integrated SCP server
Dropbear Instance
Dolete

Intorisce

0 Usten only on the given merface or, ¥ unspecified, on all

Port
2 Specifies the istoning port of this Dropbear instance

Password authentication ™ 1 Alow SSH passwoed authentication
Allow roct logina with D Allow the roct user 1o login with password
passworg
Gaterwary ports 1 Allow romote hasts to connect to local SSH forwarded ports

You can also set parameters for Dropbear Instance for SSH Access and you
can paste public SSH-Keys (one per line) for SSH public-key authentication.

By default the remote SSH access over WAN is disabled, you need to send
an SMS from a registered admin number to enable remote SSH access.
Please refer to section Services / SMS
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12.3 Software

Software page give you access to the list of package installed, you can also
add package or filter packaged installed on your router.

Software

Acions Configunation

Moy pachnge ists avadabie @ Update ksts
Frass space: BI% (B92.00 KBE)
Doswrioad and iretall package: Ok
Filtar: Ll Find packags

13 Network Q
13.1Interfaces
The E200 has various physical inte namely,

N Wired LAN
N Wired WAN

N Wi-Fi
N CeIIuIar/\j
Interfaces
Interface Overview
Network Status Actions
— Unsupported profocol fype & Comect @ Swo 4 Em
< Instad protoco! exiersions
waan
I Usor: on 20 2
MAC-Address: ABAEBADY11:59 £ Comect @ Stop @t
i = *)  RX: 50499 KB (627 Puts)
rn TX: 803,29 KB (680 Pits)
v 182.188.7.1/24
Pyl FO7FASBFTCAQO00:1/60
I ey P ——
% TX: 0,00 B 0 Pea,)
5%
R . 1o o000 00
2 O 0.00 B {2 Pies)
ol TX: 0008 10 Peta)
llllllll_ RX: 000 80 Prea) # Comect @ St 4 Eot
. TX: 0.00 B 0 Pres)
POD-P0D
A Ve cncmes
MAC-Address: AEAS GAD011:54 & Conmect @ Sip @ Eo
= R 000 8§ Phes)
i TX: 181,05 K8 (533 Piia}
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In addition to these pre-created interfaces, you can add Virtual interfaces. You
can also delete those virtual interfaces

However, you cannot delete the LAN, WAN and cellular interface.
When Wi-Fi is set-up as Client, interface WWAN will turn active.

Next to the interfaces, there is information regarding the interfaces like
connection time, Packets sent, Packets received and IP address.

Connect button will connect the interface or reconnect if already connected.
Stop will stop the interface. Click Edit to change the Interface Parameters.
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13.2 LAN interface

13.2.1 General Setup
Click edit next to the LAN interface to access configurations

Common Configuration

Danardl Sotup Achances Sottieg Pysical Settrga Fireew

Simius [ Uiptima: 0F 24m 235
brdan MAC-Address: ABAEBADD:22:BD
FOC 532 MB (27231 Pata)
T 36.57 MB [38773 Pkis.)
WPyl 10216811724
WPyE: FOCSAAMEREDC0e0:0:1/60

Protocol Static adoress
Py sdidress  192.188.1.1
Pl neireaak 255385 75510

1P, atiraay

Ui cuisbom DMNS sansmms j

IPvE nssignmend leng®h B0 &
1 Assign & pan of g kngth of sy pubic Pei-prety to this interisce

1P assigrurer hird
i Assign prefoc parts using this haxadecimal subpealix 1D for Sis: imlerdace.

=LY DEFINITION

Be absolutely sure that you choose Static address
for LAN else you will end up losing access to Web-

Interface.

Protocol Accidently if you choose any other option other than
Static address for LAN and loose access to the Web
Page. Please perform a Hardware factory reboot.

IPv4 address The IPv4 address of your LAN interface

IPv4 netmask The IPv4 netmask of your LAN interface

IPv4 broadcast
Use custom DNS server

Assign a part of given length of every public IPv6-prefix to
this interface
Assign prefix parts using this hexadecimal subprefix ID for
this interface.

IPv6 assignment length

IPv6 assignment hint
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13.2.2 Advanced Settings
Interfaces - LAN

Cin this page you can configune the reteork interfaces. You can bridge soveral inberfaces by Bcking the *bridge imMeraces® fisid and onter the names of several
natwork interiaces soparated by SpA0ES. YoU Can also use VLAN notafion TNTERFACE . VLANNE (8.0 - ethi.1]).

Common Configuration

Advanced Settings Prysical Settings Frowall Sattrey

Bring up cnboot &
Use builn IPvi-management &

Oroprtachn MAL Rocioss nEcan; I D0cI b

Orsavics MTL

Lisa gatireay matric

ITEM DEFINITION

This option will enable LAN‘interface to start on every
boot.

i Please be aware that un-ticking this box will not bring
Bring up boot A up the LAN.interface inthe next boot cycle and you
will no longer'be able to access the Web Interface of the
Router until you perform a Factory Reboot.

Use built-in IPv6
management

Override MAC address
Override MTU

If ticked it enables IPv6 support in the LAN side.

It is;advisable to enter metric for every interface.

Metric indicates the priority of the interface. The lower the
value the higher the priority of the interface. If no metric is

Use gateway metric o
added, it will assume a default value of “0”

The default metric for LAN interface is “0”
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13.2.3 Physical Settings
Interfaces - LAN

On s page you can configure the network interiaces. You can beidge several ineraces by ticking the “DAcQe intertaces” Seld and enter the names of several
NEtwork INtaraces Separated Dy SPACAS, YOU Can 450 L9e VLAN notation INTERFACE . VIANNR (8.0 otho. 1)

Common Configuration

cal Settovgs

Bridige interisces o ) creates a bridge over specified intorface(s)
Enable STP D Enables the Sparving Tree Protocol on this bridge

rerface

The configuration shown above is the default configuration..Unless you are
an advanced user, we recommend not making any changes to this page.

13.2.4 Firewall Settings
Interfaces - LAN

O This page you can configurs The network interiaces. You can bridge several interfaces by ticking the “bridge inferdaces” fiskd and snter the rames of seweral
network interisces ssparaied by spaces. You can also use VLAMN notafion THTERPACE . VLANER fo.g.: ekko . 1)

Common Configuration
Gereral Sebup Advanced Settings Physical Seftings Frowall Settings
et IR

S Ca—

wspaciiod -or- croan:

1D Chooss the finewall bans you wani 16 assign 1o (ks inlerface. Select uatpecifad 1 rimave the imefacs from e
assccimed zona or 1l out the create teid to deling & naw 2ong and attach the interface to i,

A It is extremely critical that you assign every interface to a Firewall Zone.
By default LAN'is assigned to a LAN firewall Zone.

You can‘also create a different Firewall Zone and assign your interface to the
New Created Zone.

Why creating a different Firewall Zone?

You can create a different VLAN interface and assign the same to a different
Firewall Zone. You can then set rules and policies in the firewall section on
how you want to channelize the Traffic between two LAN zones. For details,
please refer to the firewall section.
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13.2.5 DHCP server
Here you can set your LAN side DHCP network.

13.2.5.1 General Setup

DHCP Server
Gerwrnl Safup Acvanced Setings Pl Settings
Igrons interiace 1 Disabilo DHCP for thes inferace.

St 100
0 Lowast leasad sddnias o olfeet fram tha netwark sodass

@ Maudimism ramber of lased aodrssos.

Loasstima  12h
i) Expiry timo of lnased addresses, minimum is 2 mirtes { 2m).

ITEM DEFINITION

Disable DHCP for this interface. Please note that if you
disable DHCP for this interface, all the LAN devices
connected to the router should have a static LAN IP
configured

Lowest leased address as offset from the network
address.

Limit Maximum number of leased addresses.

Expiry time of leased addresses, minimum is 2 minutes.
Please note that the IP address allocated by the router
Leasetime will disappear. from the Wi-Fi / Overview / Associates
stations list only after individual lease time for each IP
expires.

Ignore interface

Start

13.2.5.2 Advanced Settings
DHCP Server

Dynamic DHCP 14 & Dynamicaily allocate DHCP addresses for clents. If disabled, only clients having static leases will be served.
Force ) Force DHCP on this retwork even i n0ther sacver is detected

1Pvd-Notmask
) Override the netmask sent 1o clients. Normally it is caiculated from the subnet that is secved

DHCP-Options
@ Define adcitional DHC? options, for exampie * 6,192.168.2.1,192.168.2.2 " which advertises cifferent DNS
servers 10 cherts.

ITEM DEFINITION

Dynamic DHCP D_ynamically aIIo_cate DH(_:P addr_esses for c_Iients. If

disabled, only clients having static leases will be served.
Force DHCP on this network even if another server is
detected.

Force
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Override the netmask sent to clients. Normally it is
calculated from the subnet that is served.

Define additional DHCP options, for example
DHCP-Options "6,192.168.2.1,192.168.2.2" which advertises different
DNS servers to clients.

IPv4-Netmask

13.2.5.3 IPv6 Settings
This help will help you setup a DHCP IPv6 network on your LAN side.

DHCP Sarver

PvEl Battinga

Fouter Acverisement-Service SErFRT Mode
DHCPvE-Senvice Server mode
HDP-Praxy almablad
DHCPvE-Mods abutnkon + ¥ tirtirhisl

AlwiEya RINOUNCH Cadavlt @ Armounce a3 detault router aven if no public prefix s available.
L=

Anngurced ONS servers ]

Announced DMS domains 8

ITEM DEFINITION

Disabled
Router Advertisement- server mode
Service relay mode
hybrid mode
Disabled
DHCPv6-Service sgfver mode
relay mode
hybrid mode
Disabled
NDP-Proxy relay mode
hybrid mode
stateless
stateless +
DHCPv6-Mode
stateful
Stateful only
Always announce default | If ticked Announce as default router even if no public
router prefix is available.
Announced DNS servers
Announced DNS
domains
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13.3 Wired WAN interface
Click edit next to the wired WAN interface to access configurations

13.3.1 General Setup

Interfaces - WAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several
NAtwork iIndiefacas Separated by spaces, You can also use VLAN notation INTERFACE . VLANNR (0.0 oth0.1)

Common Configuration

..............

Status = Uptime: 1h 23m &
w2 MAC-Address: ABAEAA00:22.8E
RXC 96,69 M8 (58942 Pxts)
TX: 13.81 MB (62013 Pkis)
IPvé; 192 168.81,142/24

Protoool

Hostrame 10 38nd whan
requesting DHCP

ITEM DEFINITION

This option will enable the user the assign WAN side IP
address to E200. Be sure that the IP that you enter in
Static address mode is in the same LAN domain as the
Router or ISP that it is connected to.

This will enable the Router to acquire WAN IP from the
DHCP Router itis connected to

This option will enable dial-up over Ethernet network.
PPPoE Your ISP should support PPPoE and you need
appropriate login credentials for the same

This is a'specialized protocol supported by a few ISPs.

Static address

DHCP client

PPPOATM You need appropriate login credentials from your ISP for
the.same
Do net select anyother protocol other than DHCP, Static, PPPOE or
PPPOATM.
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13.3.2 Advanced Settings

The configuration options are mostly similar to the LAN options.

Common Configuration

Gaonaral Satup Advancad Settings Physical Sattings Fireravall Sattings

Bring up on boat

Uise buitin IPvi-mansgement
Usa broadcast flag

Lbesh dafaut gatesay

Uss DS servers advertisad

4

@ Required for caain 158, e.g. Charter with DOC3IS 3

i@ If unchecked, no detaull roube is configuned

i@ If unchecknd, the advertised DNS senver addmsses are ignomd

by peer

LUisa gatewny mesric 4

Cliant 10 1o sand whaon
requasting DHCP

Vardor Class 1o dand whan
roguesting DHCP

Cremrida MAD address

Crearricl MTU

The default value is “3”. Between all the available
physical WANSs, this interface has the highest default
priority.

Use Gateway metric

The Load Balancer will use these Metric Values to determine priority of a
particular WAN.

13.3.3  Physical Settings
Common Configuration

General Sotup Advanced Sattings Physical Sattings Frowall Sattings

Bridge interfoces @ creates A Bidge cvar Spacifiad inbarace(s)

Interiace ) ;l_‘."El:h-ernnl Switgh: "ethl”
5 VLAN Interfaca: “sthD, 1" flan]
= £ VLAN Intarface: *eth0.2* fwan)
4" Ethemaot Adspter: "grotapd®
& Wirsloss Net Mastor "W

& Custom Iriarac

E200° flar)

A Unless you are an advanced user do not change setting of this page.
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13.3.4 Firewall Settings

Common Configuration
e nl Sabup Aty Saiaeg Physical Sabling Fireanll Settings
Create [ Assign frowall-zone e L P o
= wiane =)

unspecifiod -or- ormahn:

&) Choosa tha firwall zore you want to assign 1o this interface. Selact uspecified 1o remave the interface from the
assocabed zone or fil out the cale fisld 1o define & new rore and attach the intertace o /.

It is extremely critical that you assign every interface to a Firewall

Zone. By default the WAN interfaces is assigned to a ‘wan’firewall

zone. In firmware version 2.0, you cannot create a WAN side firewall
zone (Planned in firmware release 2.1). Hence it is advisable to keep this
configuration untouched.
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13.4 Cellular interface (3G or 4G)
Click edit next to the 3G interface to access configurations

13.4.1 General Setup

Common Configuration

Stabs gt RX: .00 B D Pits.)
3g-3g TE: 0.00 B (D Phts.]

Prafecal LIMTSAGPRS

Sarvice Type LIMTSAGPRS

PIN

Usemame  admin

Be absolutely sure that you select only
Protocol U_MTS/GPRS incase of E205 and UMTS/GPRS or
EVDO in case of E206. Please do not select any other
protocol.
UMTS/GPRS The. router will select the best service
available
. The router will connect only to 3G/
Service Type UMTS UMTS network
GPRS The router will connect only to GPRS
network
APN Enter the APN provided by your network operator
PIN Enter the SIM PIN if any
Username Username for your SIM card if any
Password Password for your SIM card if any
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Common Configuration
Gonernl Setup
Bring up onboot &

Use buisn [P maragemend B

Enabin: IPE nagotiation on tha
PPP Bnk

Mo init Smeout

Use detwit gaireay B

Ul bavariry Frbiric:

Use DMS sonvom advirtised B
Ery priser

LGP echa falune thresholkd

LEP echo interval

iAdvanced Sattings

Firmwall Safting

0 Maxirrum amount of ssconds i wail for the modem 16 becorme ready

@ W uncheciosd, mo delaull eute B configured

@ W unchecked, The advertited DNS server sddredses ane igrored

1D Prosurme poer (o be dead afer given amount of LCP acho failures, we 0 1o ignoes Talunes.

i Sard LCP acho maussts af the giver interval in saconds, only effective in conpunciion with fallure threshold

@ Close inactive connection after the given amount of soconds, use 0 10 persis! connaction

ITEM ~ DEFINITION

Bring up boot

Keep the tick on for “Bring up on Boot” if you want the 3G
Interface to be live.onevery reboot.

Use gateway metric

failover

Enter the gateway metric if you wish to use this WAN as a

LCP echo failure
threshold

default value

Enter LCP details only if you have the correct information
on.the same from your operator else leave them to their

Inactivity timeout

seconds of inactivity

“0” value will keep the 3G connection always on. Any
other value ‘X’ will turn off the 3G connection after ‘X’
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13.4.3 Firewall Settings

Comman Configuration
Gl Satun Advincad Settings Frwacall Sattras
Craate [ Assign frowall-2ona =

i ]

0] EW: [ Ih: 'nl

urtnnedi o SAEn

@ Chooss the firkwall Do you want to #aign 1% i et ke wrapeied b tha intertsds trom the
assocsabed 3ors of Till cift tha craale fiold 1o dalire & Pew 20ne Bnd Bitach e interlace 1o it

13.5 Add VPN interface
In addition to configuring the above-mentioned 3 basic interfaces, you can
add virtual interfaces by clicking on the “Add VPN Interface” Button.

Create Interface

Namae of the new interface

@ The aliowed characters ae: A-2, ¢-z, -9 and _

Protocol of the new interface State address

Create a bridge over multiple
mMorfaces

Cover the following interface

You can add either PPTP or. L2TP interface.

For more details on‘adding PPTP or L2TP interface, please refer to the PPTP
and L2TP _configuration'guides.
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13.5.1 PPTP

13.5.1.1 General Setup

Point-to-Point Tunneling Protocol (PPTP) is used for creating VPN tunnels
over the Internet between two networks.

When you create a new VPN interface (refer to chapter 13.5) select PPTP

Interfaces - PPTP

O Ehis page you can configune The retwork. interlaces. You can Dricge several inberfaces by Bicking the "bridge inbafaces” fiald ard enler tha names of sevenal
netwark interfaces saparsed by spaces. You can also uss VLAN notation INTERPACE . VLANNR (s athid. 1)

Commaon Configuration

Genoml Setup
Santia O 000 B (0 Pl )
PRip-PPTRP T 000 B 0 Phis)
Protocel | PPID j
VPN Sarver
PARYCHAP usemame
PAPIGHAP pasawond =

Enter the IP address ofithe VPN server in your network, followed by the

username and password for this server. Click save and apply to add the
PPTP VPNinterface.
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13.5.1.2 Advanced Settings

Interfaces - PPTP

Common Configuration

Advarced Settings

Bring up on boot

\se builtin IPvS-management &0
Use detault gaserway B

L gateway matnc

Liga DNS sanvers advietisad
by poar

LEP scho failure threshold

LOP scho interval

Iruc ity o

Crenrichs MITL

On this page you can configurn the notwaork inberfaces. You can bridge soveral imoriaoes bry ticking the *bridge imoriaces® field and enter the names of sevenal
it ingarfaces saparmtad by SDACHE. You can A0 LRa VLAN nolatich TRTERFACE . VLANNA (3. ethd. 1),

& Prosuma pser to b doad after given amount of LCP soho fallures, usa O t ignons {alumes

i@ Send LGP echo nequests at tha given imenml in seconds, only effectin in conjunction with fallure threshald

@ Closs inacthwe connection afer the given amount of seconds, use 0 1o pansist connection

Firmwal Sothros

i@ Hunchecked, no defoull route is configured

i) Hunchacked, the advertised DNS server addresses am ignored

=LY DEFINITION

Bring up boot

Keep the tick on for “Bring up on Boot” if you want the 3G
Interface'to be live on every reboot.

Use builtin IPv6-
management

Use gateway metric

Enter the gateway metric if you wish to use this WAN as a
failover. If unchecked, no default route is configured.

Use DNS servers
advertised by peer

If unchecked, the advertised DNS server addresses are
ignored

LCP echo failure
threshold

Enter LCP details only if you have the correct information
on the same from your operator else use 0 to ignores
failures

LCP echo interval

Send LCP echo requests at the given interval in seconds,
only effective in conjunction with failure threshold

Inactivity timeout

“0” value will keep the 3G connection always on. Any
other value ‘X’ will turn off the 3G connection after ‘X’
seconds of inactivity

Override MTU

Press Save and Apply to apply your settings.
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13.5.1.3 Firewall Settings
The firewall settings tabs show you the existing firewall zone.

Interfaces - PPTP

Oin this page you can configura the networ interfaces. You can bridge several intarfaces bry ticking thae *Bbricge interfaces” fisld and anber the names of several
network interlaces separsed by spaces. You can alio use VILAN notalion INTERFACE . VLANNR (@g.! ethi. 1)

Common Configuration

Craate / Assign firewall- pone e e P @
Wan: | aan =g

-

ciigDaciiag -G cada:

) Choosa the Tierwall zone you wand 10 assign b this interace. Select Lspecifed 1o mmove the interace from the
arisioazibind] Do oF fill Gut this cridts Tidd 1o defing & few 2o &0 ablach e inlarace 1o R

eI

You can choose to add the new interface to.the WAN zone or create a new
zone for the interface. Choose the appropriate button, and enter a name for
the new zone and click on SAVE AND.APPLY button.

A When you assign the new. VPN interface to a zone it implies that the

properties associated with that.izone get applied to the VPN interface.
The properties of a zone can be set under Network > Firewall. Please refer
to the document on Firewalls and Port forwarding.

@ Implications of the VPN Interface: Once you create a VPN interface
on the router, itimplies that the router is placed in the company
network, evenif.it is located at a remote location. It can be accessed by a
device inthe company network for controlling it and acquiring any data
associated with it.

13.5.2 OpenVPN
Open VPN is an open-source software application that implements virtual
private network (VPN) techniques for creating secure point-to-point or site-to-
site connections. It uses the Open SSL library to provide encryption of both
the data and control channels. Open VPN can run over User Datagram
Protocol (UDP) or Transmission Control Protocol (TCP) transports,
multiplexing created SSL tunnels on a single TCP/UDP port. Open VPN fully
supports IPv6 as protocol of the virtual network inside a tunnel and the Open
VPN applications can also establish connections via IPv6. It has the ability to
work through most proxy servers (including HTTP) and is good at working
through Network address translation (NAT) and getting out through firewalls.
The server configuration has the ability to "push” certain network configuration
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options to the clients. These include IP addresses, routing commands, and a
few connection options

E200 series supports Open VPN client, Server and Pass Through.

E200 Series  maestro)))

MEesiro Ok Sep  Sues Syidem Keteok Sevicls  Legout

OpenVPN

OpenVPHN instances
Eeaow B & 51 of corfugured OpserVFN irsilisn g defd e Curfeed JLie

Ensbisd Somrind SamrtiSing Port Promocel
custom_config — & sun 1 udp 4 Edit ] Delete
sample_server - & sun L udp £ Edt | ] Delete

— & sun L up @ Edt | ] Delete

sample_client

C -t o - = =
Clert corfaparation lor an sthee v = Add
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13.5.2.1 OpenVPN client
You can access the OpenVPN client under Services / OpenVPN.

OpenVPN Client will attach itself to the configured OpenVPN server over any
available WAN interface. If the auto-connect function is enables, OpenVPN
will not only connect over available WAN but also switch between WANSs as
and when one WAN fails-over to another and also auto starts in every reboot.
This can be achieved by clicking on the ‘enabled’ tick box.

You can either edit the sample client or create your own configuration from
ground up.

Click on the Edit sample_client and you will see the following menu

& ) - . & )
X LJ 6” E200 Series  maestro )}\

Maestro Quick Setup Status System Network Services Logout

Overview » Instance "sample_client"

verb 3 v

@ Setoutput verbosity

tun_ipv6 @ Make tun device IPv6 capable
nobind @ Do notbind to local address and pon
comp_lzo v

@ Use fast LZO compression

proto udp v
@ Use protocol
client @ Configure clent mode
client_to_client @ Allow client-to-client trafic

remole ny server 1 1194 )]

@ Ramote host name or ip address

This is the basic configuration menu, which you need to configure

Here you can set the output verbosity level. Higher the
Verb verbosity, higher will be the internal log details
Tun_ipv6 This will make the tunnel IPv6 capable
Nobind Does not bin local address and port
Comp_Izo Uses |zo compression
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Proto Allows you to choose between TCP and UDP
Tick for client mode and on tick for Open VPN server
Client Mode

Client to Client

Facilitates client to client communication for clients
connected to the same VPN server

Remote

VPN server IP

In addition to the above configuration, you need to add the following for basic
Open VPN client creation.

Add

@ Use fast LZO compression

© Use protocol

& Configure client mode

O Allow chent-to-client rafic

) Remote host name or Ip address

=LY DEFINITION

Port

Open VPN'server Port

Ca

Authority certificate common to both Server and Client.
Browse to the location where Ca certificate is located on
the computer. Select and upload

Cert

Client certificate generated at the server side. Browse to
the location where client.cert certificate is located on the
computer. Select and upload

Key

Client key generated at the server side. Browse to the
location where client key is located on the computer.
Select and upload

(Select each and add to enter configuration)
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Once you have the entire configuration loaded and certificates loaded, your
screen should look like this:

clert_1o_clert

remote

ce

- Addtonal Fesc -

v

- ;
LI® E200 Series ))\
o - LARE T WA AR Canawe B maestro
Maestro Quck Setup Status System Network Servoes Logout
verd 3 v
U S5e output vertosity
pont 1900
@ TCP/UDP port @ for both iocal and remcte
fun_iovd O Make tun device 1PV capable
nobind & © Do not bind 1o local adkdress and port
comg_l2o res v
© Use fas1 L20 compresson
proto [ v
© Use pratocol
clert @ Configure chent mode

© Asow clentaochent iratho

.
223 30 182 56 o

O Remote nost name or © addess

-

Uploaded File (1,38 K8)

O Cetresate atnorey

- ————

Uploaded File (390 KB)

O Local centficate

N ——

Uploaded File (91800 B)

© Local prvate key

Add

A%
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Once this is configured, go to advanced option and choose configuration as
per your VPN scheme.

i ' s S E200 Series
b — ‘? Q’ = g el g ¢ s ))\
Maestro Ouick Setup  Status System  Neteork Services  Logout

erview » Instance “sampie_client’

Contguraton Ca%egory VPN
VPN
v © Confgure chent mode
v © Accept 0ptons pushed Tom server

@ Reamote host name or p address

Pull — Accept options pushed from the Server — enabling:this option will
enable the router to accept the routes pushed from the OpenVPN server. It is
recommended to keep it ticked.
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Once you have the entire configuration in place, you can start the VPN

service as follows

Maestro Quick Sedup

OpenVPN

Suts

OpenVPN Instances

Enabied

custom_config

sample_server

sample_client

Below i5 a list of configured OpenVPN mstances and ey curent state

. E200 Series maestro ))\
System Naotwork Services Legout UNSAVED CAMOE § )
Staread Start'Stop Port Protocol
no & stan 1194 ucp & EM  x) Delete
no & stan 1184 udp & Emt  x) Delete
yes (7070) Q op 1193 udp 2 Em %] Delete
Chient configuration ran ey ¥ '3 Add

The above screen shows that Open VPN service has started and the below
screen shows OpenVPN is connected .and running smoothly.

- -

L IO

-~ -~

Maestro  Quick Setup  Status

S0

E200 Series

AN 7 VAN 7 WA/ b P

maestro ))\

System Network Services Logout AUTO REFRE $H ON

Status Actions

a1

& Connect ® Swp Ede

Unsupported protocol type

Uptime: Oh £0m 495
MAC-Address: A5 AE 94 00 26 C8
RX 1.72 MB (10297 Pkts )

TX 388 MB (9247 Pkts )

1Pvd: 192 168.1 1724

IPv6: FDCF 5108 759€ 0.0.0.0. 160

Uptime: Oh 9n 105

RX 43500 B (16 Pkts )
TX: 456.00 B (17 Phts )
1Pv4: 100.89.123 80032

Uptime: Oh 4m 54

MAC. Address: 00.00.00 00 00.00
RX 104 KB (8 Pits )

TX 31.04 MB (22758 Pkts )
IPwd: 1080 1432

& Connect ® Stwop Edk

& Connect ® Swp Ede
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14 Wi-Fi

14.1Introduction
The router can work in 2 modes:

) Wi-Fi as access point: It provides Internet to other host machines in
its network over Wi-Fi. It can get Internet connection from WAN or
cellular. If you have a cellular SIM card inserted in the router, it has a
capability to switch between WAN and cellular in case either of them
fails. However, at any point of time only one of the networks will be
active.

N Wi-Fi as client mode: the router will act as a client to existing wireless
networks. The router will accept the Internet accessthrough wireless
access provided by another service provider and then distribute the
access to the machines connected to the router on its LAN interface.

At any point of time, the router can work either in client mode or in Master
mode.

14.2 Wi-Fi as Access Point

Wireless Overview

™ Generic MACB0211 B02.11bgn (radiod) g Scm ] Add

L T :‘W'gu"h‘!m."\smr-\:a
Associated Stations

SHD MAC Addeesa 1Pl Addeess Signal Hoise RX Hase TX Rate

Caodecing dafa

It shaws a Generic connection, with no network configured on the router. To
enable connection click the edit button to configure the default network with
the SSID Maestro E200.
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14.2.1 Device Configuration - General Setup
Device Configuration

Ganaral Setup Advanced Settings

Status @ B5I0: Masstno E200 | Moda: Linknchsm
% Wirnless is disabied or not associsied

Wi el i disabie @ Enabls

Chaninel 11 (2482 GHz)

Trarmart Poasr 20 B (100 /W
i@ dBm

You can choose the channel frequency from the drop down menu, or choose
‘auto’, to select it automatically.

You can also choose transmit power, the default being 20dBM or 100mW,
which is the maximum value.
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14.2.2 Device Configuration - Advanced Settings

Device Configuration

Band
HT mode (802.11n)

Country Code

Distance Optimization

Fragmentation Throshoid

ATS/CTS Throshold

D Use ISONEC 3168 alpha2 country Codes.

© Oistance 1o farthest network member in meters,

ITEM DEFINITION

Band Default value is 2.4GHz

Default value is 20MHz; this can be set to 40MHz or
HT mode :

disabled

Choose the country code corresponding to the country

where the router is operational. This ensures that the
Country Code channels available in that country are enabled. By

choosing ‘00’ (World), the router will select the
appropriate channel in your country.

Distance Optimization

You can optimize the operation of your Wi-Fi network, if
you know the distance of the farthest machine in your
network from the router. Value is meter.

Fragmentation Threshold

Choose Fragmentation threshold value (in number of
bytes). Fine-tuning Fragmentation Threshold parameter
can result in good throughput but a wrong value can
result in low throughput. The range of values is 256 to
2346 bytes. In a noisy environment, a smaller value of
Fragmentation Threshold may result in more efficient
communication.

RTS/CTS Threshold

You can choose RTS/CTS threshold between 0 to 2347

bytes, typical value being 500. This setting is for

advanced users. It prevents collision of wireless packets,

particularly in case of hidden nodes or in a noisy

environment.

& In case of access point setting, it is recommended
not to use RTS/CTS threshold.
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14.2.3 Interface Configuration — General Setup

Interface Configuration

Ganoral Setup

Made Acoms Poirt
ESSID  Mamsiro E200

Mabwer @ e o

&) Chioosa the networkis) you want Bo attach 1o this wirsiess inteface o fill cut the croste Tield 1o dofine & new

Hide ESSID

WM Mage o

ITEM DEFINITION

Mode Should be set-up as Access Point

ESSID ESSID shows the _dgvice name you have assigned to the
router, by default, it is Maestro E200

In Access Point LAN must be selected, as the router will
supply Wi-Fi internet to its clients on LAN

Select Hide SSID, if you want your router SSID to be
Hide ESSID hidden when client machines scan for available Wi-Fi
networks

Wi-Fi Multimedia (WMM), is a subset of the 802.11e
wireless LAN (WLAN) specification that enhances quality
of service (QoS) on a network by prioritizing data packets.

Network

802.11n spec requires devices to support 802.11e

(Quality of Service [Q0S] enhancements for

wireless LAN) in order to use HT (High Throughput)
link rates, i.e. higher than 54 Mbps. WMM's Traffic
Identifier (TID) field is key to aggregation mechanisms,
including block acknowledgement (block ACK), that
enable 802.11n's high throughput rates.

WMM

Since WMM support is required for products to be
certified for 802.11n, WMM comes enabled by default in
all Wi-Fi Certified n APs and wireless routers. So even if
you don't have any WMM-aware devices on your network,
leave WMM enabled or you may find your clients
connecting only at 54 Mbps rates.
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14.2.4 Interface Configuration — Wireless Security

Interface Configuration

Emcryplion WPA-PEIHANPAZ-PSK Mixed b §

ITEM DEFINITION

Encryption Choose the type of encryption for your Wi-Fi network,
default is WPA-PSK/WPA2-PSK Mixed mode

Choose the cipher type from the drop dewn as

Cypher appropriate for your router. Similarly enter the key that a

client machine must enter to join this network.

Key Enter the key corresponding to your cypher type

14.2.5 Interface Configuration — MAC-filter

Interface Configuration

G il St Winshiia Sty LA Filtier

MAC-Adkdress Fiter disabie

You can:

% Disable
N Allow listed Mac addresses
N Allow all EXCEPT listed MAC addresses.

When entering the last 2 options, use ‘+’ button to the right of the MAC
Address Listfield. You can choose the MAC addresses that are currently
connected to the router. If you choose ‘Custom’ a new field is added to the
screen,.in which you may enter any other MAC address likely to join the
network. Please take care that you enter the MAC address in the required
format, else, the field will be shown RED.

After you are satisfied with all your selections, press SAVE AND APPLY
button. Your settings will be applied to the router.
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14.3 Wi-Fi as Client
In Client mode, the router will act as a client to existing wireless networks. The
router will accept the Internet access through wireless access provided by
another network and then distribute the access to the machines connected to
the router on its LAN interface.

At any point of time, the router can work either in client mode or in Master
mode. To change from Access Point mode to client mode, you have to
remove all networks in Access Point mode.

Under Network > Wi-Fi click on Scan.

Wireless Overview

& Generic MACB0211 B02.11bgn (radicl) & Sean i Add

Select the Wi-Fi network you want to join and click Join. Network.

Join Network: Settings

Repiace wicdless configuration ™ © An acaimonal retwork wil be created if you isave this unchecked

WPA pasaphesss "
D Specify the secset ancryption ky hace.

Name of the new network waan
© The allowed characters arec A-Z, a-z, 9-3 and

Create / Assign frowall-zone lare  lan P

& WmeeS wan: o L

unspociied -or- croate

L Choose the firewall zone you want to assign 10 this interface. Select unspecified to remove the interface from the
A350Cabed 200w O fill 0wt the create field 1o define & Nw 20ne 80d attach the interface 1o it

=% DEFINITION

WPA passphrase

Enter the WPA pass phrase for the chosen network.

Create / Assign firewall-
zone

Assign this network to firewall zone. Since you want your
router to work in client mode, the internal network is
connected on LAN so the firewall must be on the WAN
side. Alternatively you can create your own firewall zone.
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14.4 Creating multiple SSID
Though only one router is physically present to provide Internet access to any
host machines in your network, it is possible to create virtual interface so that
you can restrict and control access to different groups of users based on
security and functionality. This is achieved by creating multiple SSIDs and
assigning separate SSIDs to group of users. Please note that only one router
Is servicing multiple SSIDs.

&Y Generic MAC80211 802.11bgn (radio0)

Channel: 2 (2 417 GHz) | Bitrate: 65 Mba/s

SSID: Maestro | Mode: Master

6 C% o AN PR 9 I f
95% BSSID: A4 AE 9A:00:26.C5 | Encryption: mocd WPAMWPA2 PSK o
(CCMP
Associated Stations
S50 MAC Address 1P Address  Signal Noise  RX Rate TX Rate
Masstro 640980 C6BIF8 192 168 1 216 4] dBm 0dBm 60Mbe/s, MCS 0, 20MMz 65 0 Mbt/s, MCS 6, 20MHz

Click on Add button (next to Generic.interface) to add another network
(SSID).

Follow the same procedure as given in Wi-Fi section to create ANOTHER
interface in Access Point made. Please note that the device configuration for
both interfaces remain the same. However, the Interface configuration can be
different.

Assign a new ESSID to the interface.

You can make“different choices for Network, Security and MAC address
filtering, so that.you can differentiate between different groups of users.

For example; youtcan choose one interface with MAC Address filtering
DISABLED whereas another with ‘ALLOW only listed MAC Addresses’. This
way, you can provide full Internet access to only second group while
restricting it for former group.

After you make all the settings, click on SAVE AND APPLY button to create
the new interface.

Back to the Network / Wi-Fi you will see the second SSID.
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= Channel: 2 (2417 Grz) | Bitrate: 52 Mbis

ol SSID: Maestro | Mode: Master s
08%  BSSID: ALAE A 00.26.C5 | Encryption: maced WPAMWPAZ PSK ODsate 4 Ede  x] Remow
{CCMP)
A SSID: Mawstro? | Mode: Master o0 T

60% BSSID: A4 AE 9A00:26:C4 | Encryption: Nene

Associated Stations

SSID MAC-Address IPvd Address  Signal  MNoise  RX Rate TX Rate
Maestro  640980C6B3F8 1921661216 41dBm 0dBm GOMbUS MCSO 20MHz 722 Mbris, MCS 7, 200

? 68dBm 0dSm E50Mbt's MCS7 20MHz 520 Mbas, MCS 5, 2008z

?23

Maestro2  00.73.8D:6ACE6A

O\

N\
N/

Qg/
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15 Setting up Failover and Load
Balancing

Maestro E200 and E220 series Router can be configured in a way that it could
have 3 sources of WAN:

) Wired Ethernet WAN
N Wi-Fi when configured in Client Mode (WWAN)
N Cellular

You can setup the Load Balancing functions in two different way.depending
what you want to achieve:

) Failover — to provide connectivity persistency
) Load Balancing — to distribute traffic among different WAN

Please note that once configured for load balancing, the router can’t be
A used for failover and will assume that all available WAN are connected.

The router will balance the load among'WANS as per the policies and
rules set.

If configured for failover, the router will only use 1 WAN at a time.

15.1 Failover mode.configuration
By default the following is the priority assigned to each interface

N Priority 1 — Wired WAN
N Priority 2 =<Wi-Fi WAN(Wi-Fi setup in Client Mode)
) Priority 3 = Cellular

This section will guide you through the following

)"Change the priority of WAN interfaces
) Setup failover policies to facilitate automatic failover between various
WAN interfaces

Once all the three interfaces are setup as WAN, go to Network > Load
Balancing. The page will show live view of available active and available
inactive WAN Interfaces.
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15.1.1 Setting up Load Balancing for Failover

15.1.1.1 Overview

Manstro Quick Selup  Bialus Hystam ferdoas bk Legoul A AEFRE B 0N

MWAN Intornoe Live Stalus

Gk Drobiung skt “ Qi Tobcking cihe)

Above screenshot indicated that wired Wan is available and connected as
well as 3G is available and connected while Wi-Fi WAN is offline:

Masalro  OueckSsup  Bels  OyeMm Oenoss Mol Legout A PP D4

MWAHN Intarface Live Slatus

PO T MR 177 W, 150

MWAN Interface Systemiog

LaFE B0 MMAN systemley entDies. Hewsst Sncrles soreed 8 the tep

Wed Fab L8 53040003 3006 user.nocigs meends ifep incerfess wean (wlssd)
Wed Fab 18 1L:43:03 3716 ussc.mocice mwand: ifop intezface wan (s«th0.2]
Hed Feb 18 1L 33°34 29168 usec.ootics swand: ifep intezface 3 (Mg-3g)

Above screenshot indicates all three interfaces active

When allithree/interfaces are active, the one used for data transmission is as
per the priority setup in Load Balancing / Configuration tab as shown
below. Rest of the interfaces are still beings used for “tracking interface up /
down’” purposes.

You can re-assign or change the interface priority and failover policies by
clicking on the Configuration tab.
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Maestro  QueckSetup  Steus System  Metwork  Sendces Legout
-
MWAN Member Configuration
Members
lambers are profles sttaching a meiric and wesghl bo an MWAN nterface
Hames may contan characieis AZ, a-z, -0, _ pnd no spaces
Maimibas sy nol Bhing [he Aame Aama a8 conbguied mleleies, poboma of nilea
Maumhiar Interface Mairic Wight et
mi wan 1 2 PRI £ Ed | ] Delwta
ma A 2 FH || * & Ean | W] Delsls
ml Y 1 2 || # & Ed | ) Delsls
J Add

Metric defines the priority. The screenshot _shown' above is the default

configuration.

You assign Rules for Policies which are associated with Members

which are linked to Interfaces
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15.1.1.2.1 Interface

Maestro Chnck Setup Status System MNetwork Sermces Logout

MWAN Interface Configuration

Thare are currently 3 of 250 supponed ws config

Interfaces

MYVAN supports up to 250 physical andior logical intedaces

MVAN nequires that all medaces hive a umque metric configured in fetciconfigi network
Names must maich the interface name found in fetciconfiginetwork (see advanced tak)
Hames may conten charsctens A7 a-z 09, _ snd no spaces

Interfaces may not share the same name as configured members, policies or nides

Trmcking Trncking Ping Fing Pimg Interface  Imterface
T P reliability oound  timeout  intenval down up i
wan  Yes LR R: 1 ] s Sa 3 2 1 * +  #FEd g Delme
wWwan  Yes BERE 1 L Is Lz 3 F 2 = » & Eox =] Deles
3g fas BERB 1 5 I 1535 5 2 | ¢« + @Edk g Dulsie
] Aad

Here you can see that there are 3 Interfaces: wan, wwan and 3g.

ITEM DEFINITION

Tracking IP

This IP will be used to determine if the interface is active
or inactive. You can enter more than one Tracking IP

Tracking Reliability

“1” determines the number of Tracking IP successes to be
considered. Meaning, if there are more than one Tracking
IPset, the above configuration will determine WAN active
or inactive status depending on the result of any one
Tracking IP.

Ping Count

Indicates the number of PING packets sent in every Ping
Session to determine the interface availability / un-
availability

Ping Timeout

Time to wait for PING response

Ping Interval

How frequently should the PING packets be sent

Interface down / interface
up

Number of iterations before declaring interface up/down
and eventually switching to another interface

Metrics

These are Network Interface Metrics, the default values
are 1 for WAN, 2 for WWAN and 3 for 3G. It is extremely
critical these values are exactly same as the values in
Load Balancing / Members. If you choose to change
these values, please ensure that they are same at both
places.
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The above configuration will facilitate failover between WAN, WWAN and 3G
in order of priority and will facilitate roll back when connection on respective

interface is back as per order of priority.

Please note that Tracking IP, Ping Count and Ping Interval will consume data.

High Tracking IPs, Higher Ping count and low Ping interval will result in
faster switchover but will consume high amount of data and vice-e-
versa. Please be careful in adjusting these values as per your

requirements.

15.1.1.2.2 Policies and Rules

You need to note that in Failover Mode, the following is the configuration for
Policies and Rules. Changing these parameters will revert the,router in Load

Balancing.

Maest Queck Setup Saatuy Symem Nt wird Car ey Logout

MWAN Policy Configuration

Policies

Pokcies are profles groupng one or more members controling how MVAN datrbates trafic

Mamber mterfaces with lowst melncs are used el teraces with The same mwing ad-Selsece
Load-dalanced member imedaces dstribute more Uafic 0ut those with hgher weghts

Names may cortan characters A2, a2, 009, _ and no spaces Names must be 15 characters o less
Pobcies may not share the same name a5 configured merdaces members or nufes

MWAN Rule Configuration

Traffic Rules

Rules specty which tralic wil use 2 pamticular MWAN polcy based on I address. port or protocol

down wil be Hackholed
Names may contam chamacters A-Z, 32, 0.9, _ and 0o spaces
Rules may not share the same name a3 configured interfaces, members or policies

Rule Souwrce address Sowrce port Destination address Destination port Protocol Policy assigned Errors  Somt

rt - - all et

Policy Mesmbers assigned Last resont Emon Sont
m1
P 1 m2 unreachabie (Peecs " n) Deloto
m3
Aad
Quick Setup Status System Network Sereces Logout

Rules are matched from top to bottom. Ridles below 2 matching rule are ignored. Trafic not matching any nule 13 routed using the mam routing tatle
Trafic destined %or known {other than default) metworks 18 handied by the man routing table Trafic matching 2 mde, but 3 WAN imtedaces for that policy are
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15.2 Load balancing mode configuration

Load Balancing Mode configuration will enable the router to use all three
WANSs simultaneously and facilitate the user to associate policies and rules for

each interface.

Exemples”

M You can bind a particular interface with a particular source or

destination IP;

M You can bind a particular interface with a particular protocol like TCP,

UDP, L2TP etc.

To set the Router in Load Balancer Mode, you need to first assign.Metric and

Weight to all the Members and create more Members if necessary

MWAN Member Configuration
Members

Members are peofiles ataching a metnc and weight 1o an MWAN mileface
Hames may contain characters A-Z, a-2, 0-9, _ and no spaces

Members may not share the same name as configured intefaces, policies of rules

Wemiber Interface Meatric Welght Son
mi wan 1 2 * * £ Eda
md wwan 2 2 . » 4 Edt
m3 Ig 2 2 + 3+ 4 Ed
2 Aadd

=] Deleta
=] Delsts

=] Delsts

Next step would be to create Policies corresponding to each Member

MWAN Policy Configuration

Policies

Policies are profiles grouping one of mare members controlling how MWAN distributes trafhc

Member interfaces with lower metncs are used first Interfaces with the same metnc load-balance
Load-balanced member interfaces distnbute more traffic out those with Fugher weights

Names may contain chaactors A-Z, a-2, 049, _ and no spaces. Names must be 16 characters of less
Policies may not share the same name as configured interfaces. members of ndes

Policy Members assigned Last resont Erron Son
p1 m! unreachable (reject) * A 4 Em
pZ m2 unreachable (reject) * * £ Ex
pj m3 unreachable (reject) £ Ed
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Next would be create rules for each Policy

MWAN Rule Configuration
Traffic Rules

Fuleg apaciy whech balc wll uis 8 parbcular MWAN pobcy baksd on P sddinss, gl o pralacal

Rules are malched fom top 1o bottom. Rubss below & malchsg mule aie ighoied Teale aol malcheg amy ol & mubsd wing e mas muling lable

Traffic destined fior known [otier than default) networks is handied by the main noting table  Trafic matcheng 2 ule, but all WAN ntedaces for that policy are
down wall be blackholed

Mames may contain characters &2, 3z, 08, _ and no spaces

Rulas mary mot share the sams nams a5 configued infefaces, membes or polices

Rube Sowrce sddress Source port  Desinati id Deestination port Protocod  Policy sssigned Errors Sont

rl 192 168.1. 104 - - - iy al ™ - & Edi =] Dulste

r2 - - 223 3 182 &% 2404 tep o) * # & Eda u] Dalets

r3 — - - — g — w L & Ede &) Dulete
o Add

In the above screenshot, you can see that there are 3 rules created

Rule rl is linked to policy p1 which is linked to member m1 which is linked to
Interface wan

Rule r2 is linked to policy p2 which is linked to member m2 which is linked to
Interface wwan

Rule r3 is linked to policy p3 which is linked to member m3 which is linked to
Interface 3G

The above configuration means

) UDP connections from LAN.IP 192.168.1.104 will be sent via WAN

) All requests to WAN IP 223.30.182.58 on Port 2404 will be sent via
WWAN

) All incoming.and outgoing PING will be sent via 3G
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16 Firewall Basics

E200 and E220 Series follows a Zone Based firewall concept.

Every interface of E200 Router physical or virtual needs to be assigned to a
firewall zone however one firewall zone can have multiple interfaces.

By default, two zones exists namely LAN zone and WAN zone as shown in
the screenshot below.

You can create a new zone either from the Firewall section huder Network /
Firewall or when you create an additional network interface.

For the current version of Firmware, only LAN side Firewall Zones
A can be created and you can associate multiple VLANs to the LAN
side firewall Zones. However there will'be a single WAN side firewall

zZzone.
Zones
Tons = Foreardings Input Churtput Fonsard Masquersding M55
clamping
lam: lan -4 & = Wan scCEp | ¥ i |w scCap | ¥ s x| Dleiste
WA SO fin | war g = lam sccep ¥ ol | sccepl ¥| [ o 4 Ex x| Doiste
] Add
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17 Services

17.1 Dynamic DNS
The E200 and E220 series router gets the internet access through WAN or
3G. The LAN interface is used for connecting to the local network. The service
provider for WAN or 3G will periodically change the IP address assigned to
the router, unless you ask for a static IP address.

However, it is not possible for a remote client of the router to change the
address in tune with the service provider. In such case, Dynamic DNS or
DynDNS comes in handy. The concept is same as DNS, however, it retains
the “Name” given to the router even if the underlying IP address is changed.

For this, you need to register with the provider of dynamic DNS and configure
the router with the details. Dynamic DNS allows that 'your router can be
reached with a fixed hostname while having a®dynamically changing IP
address.

The following note describes the procedure.to create Dyn DNS.

Click on Services / Dynamic DNS.
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Dynamic DNS
Dyrienic DNS allcws thad your router can be rachsd with & fusd hegirame while having & oynamically changing IP sdoress.
Delote
MYDDNS
Erabie
@ Nabwork on which the cdns-updsier scripls will ba slaned
Sarvica dyncinm o
Hostnams mypenonaldomain. cyndns.ong
Usssnaimss FTT LS TS
Password Ll
Bource of IP addross AL
URL hittpohackip, dyndna comy’
Check for changed IP every 10
Check-time unit min
Fafca updals sy 72
Foroe-time unit h
—~rer
ITEM DEFINITION
Enable Enable DynDNS service
Event interface Network on.which the ddns-updater scripts will be started
Service Your DynDNS service provider
Hostname Hostname received from your DynDNS service provider
Username Username received from your DynDNS service provider
Password Password received from your DynDNS service provider

Next, you have to choose the source of IP address and the network. The
source of IP address can be either Network or Interface or URL. This is the
mechanism through which an IP address is assigned to the router.

If you choose Network, then you have to choose the type of network namely
WAN or 3G.

Similarly, if you choose Interface, then you have to choose the appropriate
interface from the dropdown.

If you select the option URL, then a URL needs to be given which fetches IP
address of the router from Internet. An example of such URL is
http://checkip.dyndns.com/ and appears by default.
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Next, choose the frequency with which you want to check, if the IP address is
changed, minutes or hours.

You can also force a change in IP address, after an assigned period of time.

After making these entries, you can enable the new DDNS entry by checking
the Enable box at the top of the page.

Choose Save and Apply to effect the change. You will see the new entry with
your parameters in addition to any old entries.

Now, you will be able to access the router with the hostname assigned, rather
than the IP address.

You can add a new DynDNS by choosing a name and clickingien ADD button.

17.2 SMS diagnostic
SMS diagnostic let you configure up to 4 admins to receive diagnostic
information of the router after a command is send by SMS.

International number format is as follow: <countrycede><phonenumber>

SMS Configuration
SMS Configuration

SME Administrabor Muobile Numbor
Ploase onter the mobie numbser with country code

Agdmin 1
Agdmin 2
Admin 3

Admin 4
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COMMAND DEFINITION

AT+REBOOT=1 Reboot: reboot the modem

AT+CELLDIAG? Cell diagnostics: will give you IMEI, CREG, COP, CSIG
AT+LANDIAG? LAN diagnostics: Will give LAN IP address,
AT+WANDIAG? Wired WAN diagnostics:

AT+WANPING=<IPA> Wired WAN ping: will ping the wired WAN interface
AT+LANPING=<IPA> LAN ping: will ping the wired LAN interface

_ Remote access: will enable; AT+REMACC=<1> or
AIFARENEESSE disable AT+REMACC=<0> remote access
Hardware information: will give you hardware information

AT+HWI?
such as model number
AT+SWI? Software_information: yvill give you software information
such as firmware version
List of Commands
M Command narmea Command
1 Rebaaot AT+HREBOOT=1
2 Cell Diagnostics AT+CELLDIAGY
3 LAM Diagnostica AT+HLANDIAGT
4 WAMN Diagnostics ATHWANDLAGT
5 WAN Ping AT+WANPIMNG=<IPA>
[ LAN Ping AT+HLANPING=<IPA=
T Enable Remote accass AT+REMACC=< 1/
] Hardware information AT+HWI?
9 Software information AT+5WIT
17.3 DOTA

DOTA (download over the air) will allow you to remotely update your firmware,
enteryour server I[P address the filename, username and password

DOTA
Smnver
Filenams
User  acmin
Pasgeord  seee &
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You can get GPS parameters as describes below
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GPS

HEOP

WSL-ANiuca

Protocol

Enabds Dats Send

GPS_ERROR

GPS_ERROR

GPS_ERROR

GRS _ERROR

GPS_ERROR

GPS_ERROR

GPS_ERROR

GPS_ERROR

GPS_ERROR

By clicking Enable Data Send you will open a new menu where you could
select the IP address, the port and the protocol format to receive the data,
etheir TCP, UDP or HTTP. You can also setup a backup server by clicking on

the Backup checkbox

Protocol

Enabin Data Seng B

1 [=Ealali]

primary ip will Be used, Tha will be 3 such tries

Sond Interval in Minute O

Backup i I sedected and data sending faled on primary o then bacoun ip will be ussd, If backup ip talled then again
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17.5 Event
The Event menu let you set-up action based on preset event.

Those events can be:

) GPIO_H
) GPIO L
) SIM_CHANGE

Available actions are:

) SMS
) REBOOT

International number format is as follow: <countrycode><phonenumber>

On the text box enter a text (max.160 characters) that wilkbe send to the
corresponding mobile number when a change of event.occurs.

Click add once your rules are set-up.

Click Save and Apply to save preset events.

EVENT
Ersabily
Event Aotion tobile Mumbser Text
This St SOnTAFE Mo vl
Evaets:
Evoiris Achon Mobils Mumbsss Taxd
GPIDLH s | sms g [ Add
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18 Appendix

18.1 Default settings
The following tables list the default settings for the E200 Series router.

LAN (MANAGEMENT)

Static IP Address: 192.168.1.1

Subnet Mask: 255.255.255.0

Default Gateway: 192.168.1.1
m_

Username: admin

Password: admin

18.2 Reset to factory default setting
Restoring factory defaults will reset the E200 Series.router ta.its factory
default configuration. You may encounter a situation where,you need to
restore the factory defaults on your E200 SerieS routersuch as:

) You have lost your username and password-and are unable to login to
the web configuration page
) You are asked to perform a factory reset by Maestro support staff.

There are two methods you can use to restore factory default settings on your
E200, using the web-based user interface or using the reset button on the
side of the router.

18.2.1 Using the web-based user interface
To restore your router to its factory default settings, please follow these steps:

Open a browser. window-:and navigate to the IP address of the router (default
address is http://192.168.1.1). Login to the router using admin as the User
Name.andadmin as the password.

Click the System item from the top menu bar, then Backup / Flash Firmware
and then under Flash operations select the Actions tabs.

Under the Actions tabs, click the Perform reset button. The router asks you
to confirm that you wish to reset all changes. Click OK to continue. The
router will erase the configuration partition and reboot.

18.2.2 Using the reset button on the side of the router
Use a pin to push the Reset button on the device for 10 seconds. The router
will restore the factory default settings and reboot.
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When you have reset your E200 Series router to its default settings you will
be able to access the device’s configuration web interface using
http://192.168.1.1 with username admin or root and password admin.
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18.3 List of acronyms

Acronym \

Expansion / Meanin

2G 2nd Generation

3G 3rd Generation

ADSL Asymmetric digital subscriber line, ADSL is a type of DSL broadband communications
technology used for connecting to the Internet

AES Advanced Encryption Standard

AP Client Access Point Client

CSQ

DHCP Dynamic Host Configuration Protocol (DHCP) is a standardized networking protocol
used on Internet Protocol (IP) networks for dynamically distributing network
configuration parameters, such as IP addresses for interfaces and services.

DIN DIN connector is an electrical connector that was originally standardized by the
Deutsches Institut fiir Normung (DIN)

DMz In computer security, a DMZ or Demilitarized Zone is a physical or logical sub network
that contains and exposes an organization's external-facing services to a larger and
un-trusted network, usually the Internet.

DNS Domain Name System (DNS) is a hierarchical distributed naming system.for

computers, services, or any resource connected to the Internet or a private network

DynDNS, DDNS

Dynamic DNS (DDNS) is a method of automatically updating a name server in the
Domain Name System (DNS), often in real time, with the active DNS configuration of
its configured hostnames, addresses or other information.

EDGE Enhanced Data rates for GSM Evolution (EDGE) is a digital mobile phone technology
that allows improved data transmission rates as a.backward-compatible extension of
GSM.

GPRS General packet radio service (GPRS) is a packet oriented mobile data service on the
2G and 3G cellular communication system's global system for mobile communications

GSM Global system for mobile communications

HT Physical mode High Throughput Physical Mode

ICMP Internet Control Message Protocol (ICMP) isrone of the main protocols of the Internet
Protocol Suite. It is used by network devices, like routers, to send error messages

IGMP Internet Group Management Protocol is a communications protocol used by hosts and
adjacent routers on IP networks to establish multicast group memberships

IP Sec Internet Protocol Security is a protocol suite for securing Internet Protocol (IP)
communications by authenticating and encrypting each IP packet of a communication
session

ISP Internet service provider

L2TP Layer 2 Tunneling, Protacol is a tunneling protocol used to support virtual private
networks

LAN Local Area Network

Acronym Expansion / Meaning

LLTD Link Layer Topology Discovery is a proprietary Link Layer protocol for network
topology discovery and quality of service diagnostics

M2M Machine to machine

MAC address

Media access control address is a unique identifier assigned to network interfaces for
communications on the physical network segment

MTU Maximum transmission unit of a communications protocol of a layer is the size (in
bytes) of the largest protocol data unit that the layer can pass onwards

NAT Network address translation is a methodology of modifying network address
information in Internet Protocol (IP) datagram packet headers while they are in transit
across a traffic routing device for the purpose of remapping one IP address space into
another.

NTP Network Time Protocol is a networking protocol for clock synchronization between
computer systems over packet-switched, variable-latency data networks

PPPoE Point-to-Point Protocol over Ethernet

PPTP Point-to-Point Tunneling Protocol

PSK Pre-shared key

QoS Quality of Service

RF Radio Frequency

Rx Reception

SIM Subscriber identity module

SMA SMA (Sub Miniature version A) connectors are semi-precision coaxial RF connectors

SMS Short Message Service

SPI Serial Peripheral Interface

SSID Service set identification

TCP Transmission Control Protocol

TKIP Transmission Control Protocol

TX Transmission

UDP User Datagram Protocol

UPnP Universal Plug and Play

VPN Virtual private network

WAN Wide Area network

81 Maestro E200 Series

WWW.maestro-wireless.com



maestro »\

Wi-Fi Local area wireless technology that allows an electronic device to exchange data or
connect to the internet using 2.4 GHz UHF and 5 GHz SHF radio waves

WPA2 Wi-Fi Protected Access Il

WDS Wireless distribution system
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18.4 Support
There are several resources available to you for support and troubleshooting
of your Maestro product or for resolving configuration difficulties at Maestro’s
support website, http://support.maestro-wireless.com/knowledgebase.php.

Try these troubleshooting steps to eliminate your problem. After working
through these steps and if your problem is not solved, please send a ticket to
Maestro support team.

Fill out an Online Support Request via: http://support.maestro-
wireless.com/index.php?a=add. You will need to create a user account if one
is not already set up.

When submitting a support request, please include a copy ofithe System Log
file from the unit’s and the configuration files. This will greatly improve the
quality of the initial response you receive. Without this file, it.is often very
difficult for the support team to provide accurate answers to your queries.

To create a copy of the system login on your router and go to Status >
System Log.

Masstro  CulckSetp  Status  System  Metwork  Sendoss  Logout

System Log

Tuser bdar 10 Cofsc0ad 2015 local?.indo chat{12TRI]: AW
Tue Mar 10 G0 2015 local. i ]
T Mar 10 Oc0504 2015 local
T Mo 10 D050 20715 locall
Tue bar 10 00504 2015 local i
Tu bdar 10 CE0E-04 2015 local
Tua bar 10 020504 2015 local
T Mo 10 030504 2015
Tua Mar 10 030504 2015 loca
Tua Mar 10 030504 2015 locals
Tusa Mar 10 030504 2015 locat?,
T Mar 10 0305048 2015 hocal?. il
T bar 10 CEc0504 2015 kocak
T Mar 10 Coe05e048 2015 ool o o
Tuin bine 30 FERNE S TG

got it
send AT+ CEDOONT=1,"1P,"" ~M)
timaout sat to 30 seconds

mwpect [0k}

gt it
o (ATD 9 18°AT)
apact [CONNECT)

Select the entire.log, copy it and paste it on a new document file .

To generate an archive of your configuration go to System > Backup / Flash
Firmware, under the Actions tabs click on Generate archive.

Flash operations

Actions Configuration

Backup / Restore
Click "Genemabs archive® fo download & tar arofikeg of tha cument configuration filkes. To resat the fiermware to its inftial stabs, click "Periorm reset” jonly possibla
with suashis images),

Dewmioad bacikop: I3 Ganaratn archive

Reset to defaults: @ Perlorm resat
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An archive file “backup-Maestro-201x-xx-xx.tar.gz will be downloaded on your
default download folder, please attached the file while filling the support
request online.
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