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1 Introduction

Congratulations on the purchase of the advanced MultiTrode Translator. In order to gain maximum
benefit from the use of the MultiTrode Translator it is recommended that a good understanding is
developed on the DNP3 protocol. It is not the intention of this manual to cover this protocol in detail but
only to explain the basic operation to assist with the functional installation of the unit.

This manual covers the DNP3 protocol while the MODBus protocol is dealt with in its own separate
manual. For more detailed information on DNP3 you are invited to contact the DNP3 Users Group at the
following address:

DNP Users Group www.dnp.org

1.1 The MultiTrode Translator

The MultiTrode Translator gathers information from a MultiTrode MonitorPro or Remote Reservoir Monitor
by issuing continuous “assembled status” requests. This information is mapped to and stored in a pair of
native databases (one for MODBus, one for DNP3 ) which can then be accessed by a Master using the
appropriate protocol. Local inputs on the MultiTrode Translator are also placed into these databases.

The Master may request control operations and/or point writes to control the MultiTrode device via the
MultiTrode Translator. Control operations that relate to MultiTrode devices will be acknowledged
immediately by the MultiTrode Translator and the appropriate MultiTrode command issued at the earliest
possible time. The success or failure of a control operation is determined by subsequently reading status
information for the relevant point.

2 Acronyms

APCI Application Protocol Control Information
APDU Application Protocol Data Unit

ASDU Application Services Data Unit

CROB Control Relay Output Block

CMF Central Monitoring Facility

DNP3 Distributed Network Protocol Version 3
IED Intelligent Electronic Device

LPDU Link Protocol Data Unit

LSDU Link Services Data Unit

MTT MultiTrode Translator

RCM Remote Comfail Master; a feature of the MultiTrode Translator
RRM MultiTrode’s Remote Reservoir Monitor
RTU Remote Terminal Unit

SCADA Supervisory Control and Data Acquisition
TPDU Transport Protocol Data Unit

TSDU Transport Services Data Unit
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3 Quick Installation Guide

As the default setting of the MultiTrode Translator will meet most applications needs, the only necessity is
to set the site address and desired protocol option of the unit to allow polling of the remote site by the
SCADA or PLC controlling system.

e Connect the MultiTrode Translator as per diagram below.

10-30VDC
Power Supply

MonitorPro

—

Radio
Figure 1 Overview Connection Diagram
e Using HyperTerminal® or some similar terminal emulation program, send the word “login” to the

MultiTrode Translator using [MB]JCom. 2. The word “login should be preceded with a 1 second
silent period. The login command is lower case and strictly “login” without an “enter”.

Default communication settings should be 9600bps, 1 Start bit, no Parity and 2 Stop bits. The MultiTrode
Translator will display the Main Menu to HyperTerminaI®.

¢ From the Main Menu select option 1.

MultiTrode Translator (MultiTrode - DNP / ModBus converter)
v1.00.

Main Menu.

1) MultiTrode Translator Address [1]

Change the MultiTrode Translator’s address to the address used by the Master to communicate with it.
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e Again from the Main Menu select option 2

MultiTrode Translator (MultiTrode - DNP / MODBus converter)

v1.00.

Main Menu.

1) MultiTrode Translator Address [1]

2) Configure COM ports.

By selecting option 1) Next port, the com. Port desired for DNP3 operation can be configured.

COM2 (RS-232) Port Configuration.

1) Next port
[DNP3 Slave]

[9600]

2) Protocol

3) Baud rate

Select option 2) Protocol to set desired protocol.
e Press “Esc” twice and close down HyperTerminaI®.

¢ Notice that the MTrx, MT1x, LED’s are polling.

The MultiTrode units should now be available via the MultiTrode Translator by the Central Monitoring
Facility [CMF].
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4 Introduction to DNP3

4.1 History and Background (extract from the DNP3 Users Group www.dnp.org)

The development of DNP3 was a comprehensive effort to achieve open, standards-based Interoperability
between substation computers, RTU’s, IED’s (Intelligent Electronic Devices) and Master stations (except
inter-Master station communications) for the electric utility industry. Also important was the time frame;
the need for a solution to meet today's requirements. As ambitious an undertaking as this was the
objective was reached. Since the inception of DNP3, the protocol has also become widely utilized in
adjacent industries such as water/waste water, transportation and the oil and gas industry.

DNP3 is based on the standards of the International Electrotechnical Commission (IEC) Technical
Committee 57, Working Group 03 who have been working on an OSI 3 layer "Enhanced Performance
Architecture" (EPA) protocol standard for telecontrol applications. DNP3 has been designed to be as
closely compliant as possible to these standards as they existed at time of development. Additionally,
functionality not identified in Europe but needed for current and future North American applications has
been included, e.g. limited transport layer functions to support 2K block transfers for IEDs, RF and fibre
support. DNP3 has been selected as a Recommended Practice by the IEEE C.2 Task Force; RTU to IED
Communications Protocol.

DNP was developed by Harris, Distributed Automation Products, in November 1993. Responsibility for
defining further DNP3 specifications and ownership of the DNP3 specifications was turned over to the
DNP3 Users Group, a group composed of utilities and vendors who are utilizing the protocol.

DNP3 is an open and public protocol. In order to ensure inter-operability, longevity and upgrade-ability of
protocol, the DNP3 User Group has taken ownership of the protocol and assumes responsibility for its
evolution. The DNP3 User Group Technical Committee evaluates suggested modifications or additions to
the protocol and then amends the protocol description as directed by the User Group members.

Complete documentation of the protocol is available to the public. The four core documents that define
DNP3, referred to as the "Basic 4 Document" are:

o Data Link Layer Protocol Description
e Transport Functions
e Application Layer Protocol Description and

e Data Object Library

The User Group also has available to members the document "DNP3 Subset Definitions" which will help
implementers to identify protocol elements that should be implemented.

4.2 An overview of DNP3

DNP3 offers excellent flexibility and functionality that go far beyond conventional communications
protocols. Among its robust and flexible features DNP3 includes:

e Output options

e Secure configuration/file transfers (not supported in MultiTrode Translator)
e Addressing for over 65,000 devices on a single link

e Time synchronization and time-stamped events

e Broadcast messages

e Data link and application layer confirmation
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DNP3 was originally designed based on three layers of the OSI seven-layer model: application layer, data
link layer and physical layer. The application layer is object-based with objects provided for most generic
data formats. The data link layer provides for several methods of retrieving data such as polling for
classes and object variations. The physical layer defines most commonly a simple RS-232, RS-485 or
radio interface.

DNP3 is very efficient for a layered protocol while ensuring high data integrity. Users can expect many of
the following benefits from using DNP3:

4.21 Short-term Benefits
¢ Interoperability between multi-vendor devices
e Fewer protocols to support in the field
o Reduced software costs
e Shorter delivery schedules
e Less testing, maintenance and training
e Improved documentation
¢ Independent conformance testing

e Support by independent users group and third-party sources, e.g. test sets, source code.

4.2.2 Long-term Benefits
o [Easy system expansion
e Long product life
e More value-added products from vendors
o Faster adoption of new technology

e Major operations savings
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4.3 Protocol Stack

DNP3 uses the 3 Layer Enhanced Performance Architecture [EPA] stack to define it's specification. The
3 Layer Protocol stack provides a simpler mechanism for data communication where device performance
is critical and data bandwidth is limited, such as radio networks.

Protocol Stack

Enhanced Performance

7-Layer Stack Architecture (EPA) Stack
Application Application
Presentation
Null
or
Session REEEE
(May include
T ¢ limited network,
ElE s transport, session,
or presentation
functions)
Network
Data Link Data Link
Application Physical
ISO Reference Model

Figure 2 Protocol stack

The simple 3-Layer structure also reduces the need for end-users to fully understand the protocol to be
able to use DNP3. A good understanding of the Application Layer is generally all that is required to
achieve reasonable functionality from DNP3.

4.4 Physical Layer

In DNP3 the physical layer is not specifically defined and could conceivably be any medium. DNP3 was
designed for serial point-to-point communication such as a multi-drop RS485 network. DNP3 is also well
structured to be used over a radio network, which has a broadcast method of working. The routing of
messages is done by the Data Link Layer, which inserts a source and destination address. It is possible
with a radio network to broadcast to all field units using the broadcast destination address of 65535
(OXFFFF hex).

Broadcast address definitions have recently been refined in "DNP Technical Bulletin 9912-003".
Broadcast addresses OxFFFF exists as before with OXFFFE and OxFFFD added. These behave a bit
differently to OXFFFF. Addresses OxFFFO-OxFFFC are reserved for future DNP3 use. The MultiTrode
Translator supports these new addresses in accordance with the technical bulletin.
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4.5 Data Link Layer

The Data Link Layer is the second layer in the Open System Interconnection (OSI) model. The data link
layer accepts, performs and controls transmission service functions required by the higher layers.

The main purpose of the DNP3 data link layer is twofold:

e The data link layer must provide transfer of information across the physical link as described by the
ISO-OSI standard. This means that user data supplied by higher layers must be converted into
one frame (or LPDU) and sent to the physical layer for transmission. Conversely, individual
LPDU’s received by the data link layer must be assembled into one Link Service Data Unit (LSDU)
and passed to higher layers. The layer provides for frame synchronization and link control.

e The data link provides indications of other events such as link status.

The actual physical network is transparent to the application using the Data Link because the Data Link
Layer is responsible for connecting and disconnecting from any physical network without higher level
interaction, i.e. application layer. That is, the data link (given the station destination address) will connect
to the right physical circuit without control supplied from higher layers. In this way, the physical medium is
totally transparent to the link layer service user.

4.51 Frame Format

(DNP3 uses IEC’s FT3 frame formatting)

This section describes the LPDU format. A frame is defined as a fixed length header block followed by
optional data blocks. Each block has a 16-bit CRC appended to it. The IEC specifies that the header
fields consist of 2 start octets, 1 octet length, 1 octet control, a destination address and an optional fixed
length user data field. In this implementation the fixed length user data field is defined as a source
address giving the DNP3 frame structure below:

Frame Format

Block 0 (zero) Block 1 Block n
@ e e e e e e e e e e e e mem s > | gmmmrmmmmmmmeee- > D EEETEEEEE >
Start Start Length || Control | Destination|| Source CRC User CRC User CRC
0x05 0x64 10ctet || 10Octet || 2Octet || 2Octet || 2 Octet Data 2 Octet i Data i 20ctet |
@ mEEEm s mmmmE EmmmE e e e e e P | @mmemmmmssmmmsssssssssss s sms s s rm >
Fixed Length Header (10 Octets) Body

Figure 3 FT3 frame format

START 2 starting octets of the header (0x0564).
1 octet count of USER DATA in the header and body. This count includes the

LENGTH CONTROL, DESTINATION and SOURCE fields in the header however the CRC and
other fields are not included in the count. The minimum value for LENGTH is 5,
indicating only the header is present and the maximum value is 255.

CONTROL Frame control octet.

DESTINATION f/lggtet destination address. The first octet is the LSB and the second octet is the

SOURCE 2 octet source address. The first octet is the LSB and the second octet is the MSB.

CRC 2 octet Cyclic Redundancy Check.

USER DATA Each block following the header has 16 octets of User defined data except the last
block of a frame which contains 1 to 16 octets of User defined data as needed.
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4.6 Transport Layer

This section describes the Transport layer functions, which act as a pseudo-transport layer to the DNP3
data link layer. The pseudo-transport layer function is specific only for those messages that are larger
than one Link Protocol Data Unit (LPDU) between Master and RTU stations. This pseudo-transport layer
acts as the DNP3 data link user in a protocol stack consisting of only the DNP3 Data Link and DNP3
Application Layer. This functionality allows the pseudo-transport layer to disassemble one Transport
Service Data Unit (TSDU) into multiple Transport Protocol Data Units (TPDUs) or frames, and assemble
multiple TPDUs into one TSDU.

This process works as follows:

The pseudo-transport layer takes one TSDU (user data) and breaks it into several sequenced TPDUs
(each with Transport Protocol Control Information (TPCI)). Each TPDU is sent to the data link layer as
Link Service Data Unit (LSDU) for transmission. It also works in the reverse fashion. The pseudo-
transport layer receives multiple TPDUs from the data link layer and assembles them into one TSDU.

LSDUs are user data fragments which are small enough to fit into the defined FT3 frame format. When a
Master station transmits a message to a RTU station, the transport functions break the message into
LSDUs. These functions add a Transport layer Header (TH) octet at the beginning of the user data
fragments that contain the information for the RTU station to reconstruct the complete message. All
pseudo-transport layer messages have a TH.

The RTU station checks the TH octet on reception of each LSDU for the correct sequence and builds a
TSDU message for higher layers.

The TH contains information that can identify the first and last frames and give every frame a six-bit
sequence number. This information is required to reconstruct a message and also to guard against
higher layers receiving misdirected or incomplete messages.

4.6.1 Transport Layer Header

After the data link receives a complete frame, the data is presented to the transport functions in a format
illustrated below. The TH field is stripped out before the frame is combined with other frames belonging
to the same message. Figure 4 shows the structure of a TPDU.

Transport Layer Header

Block 0 Block 0 Block n
Transport
Data Link Header Data Link CRC Data Link CRC
Layer Layer Layer
Header 1 'I%%?t Header 2 Octet Header 2 Octet
O R — 1 to 249 Octets of User Data = ====mummcua=p
€ mmm————— Fragment (maximum of 250 Octets) TPDU == ccmmmccecaaaap

Figure 4 — Transport Layer Header

Transport Header Transport control octet. One octet in length.

User Data 1 to 249 octets in length.

When an application requests the transmission of a long message, the message is broken into fragments
small enough to fit in a single DNP3 Data Link frame of 250 octets. The maximum size of a fragment is
250 octets, which includes 249 octets of user data and 1 octet of TH data. The TH is added to the head
of the fragment.
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4.7 Application Layer

This section defines the formats of the application layer messages (APDU). The terms APDU and
fragment are interchangeable. In this specification the Master station is defined as the station sending a
request message and the RTU is the slave device to which the requested message is destined. In DNP3,
only designated Master stations can send Application Layer request messages and only RTUs can send
Application Layer Response messages.

Figure 5 below shows an example of a sequence of Application Layer messages between one Master
and one RTU.

Application Layer Message Sequence

Master Outstation (IED, RTU)

Send request Accept request & process

Optional confirmation

Accept response | Send response
Optional confirmation
Important change
detected by RTU
Accept Response Send unsolicted response

Optional confirmation

Figure 5 Application layer message sequence

As shown above, the Master station sends an Application Layer Request to the outstation, which returns
an Application Layer Response. The RTU can also decide to spontaneously transmit data using an
Application Layer Unsolicited Response message. For a Master, a request/response transaction with a
particular RTU must be completed before another request can be sent to that outstation. A Master station
may accept unsolicited responses while the request transaction is in progress.

For an outstation, a request/response transaction must be completed before any other requests are
accepted or unsolicited responses are sent. Unsolicited responses can be sent before or after the
request/response transaction but not during. If an RTU is presently in the middle of an unsolicited
transaction, i.e. waiting for a confirmation, it may conditionally accept one request command from the
Master.

In addition, each response or request can consist of one or more individual LPDU. Each however, should
be digestible (parsable) and therefore executable (because the function code is part of every fragment).

It is advisable that devices with limited message storage capabilities should only be sent single message
requests when the expected response (from all fragments sent) is larger than one LPDU.

This is to ensure that devices can process a request and, build and more importantly, send a response
before the next request is received. Otherwise, messages may require multi-fragment responses, which
may require more message storage than the device has available.
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4.71 Application Request Format

The application request message format (APDU) is illustrated in Figure 6. The APDU is made up of an
APCI block which contains message control information and an ASDU which contains information to be
processed by the receiving station. The APCI is often called a request header in an application request
message. In DNP3, the ASDU is optional and is used when the message meaning is not conveyed
completely in the request header. The APCI contains information on how to assemble a multi-fragment
message and the purpose of the message. The APCI is present in all application layer request (APDUSs).
If the APCI implies all the needed information required to carry out the request, the ASDU is not present.

Each ASDU consists of one or more Data Unit Identifiers (DUI) or object headers and optional associated
Information Objects (I0) or data fields.

Application Layer Format

Message
Header

ApCI

APDU

Figure 6 Application Layer Format

Message Header The request/response header identifies the purpose of the message and consists
(Request/Response) of APCI (Application Protocol Control Information).

Object Header This header identifies the data objects that follow

Data Data object(s) of the type specified in the object header.

4.7.2 Application Response Format

The response from an RTU to an application layer request APDU or the unsolicited response from an
RTU, have the format as illustrated in Figure 6 above. The format is identical in form to the request. The
APCI is often called a response header in an application response message. The response header
contains the same information as the request header, plus an additional field containing internal
indications of the outstation. The response header is always part of the application response.

4.8 Objects and Variations

This section will describe the general rules that apply to the DNP data objects. These rules apply to all
the current objects (except where noted) and all future objects. It is recommended to acquaint oneself
with the complete DNP3’s Data Object Library (see Introduction Section on page 7).
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4.8.1 Library Structure

The DNP application layer has an 8-bit object and an 8-bit variation field used to denote the data object.
The 8-bit object denotes a general type of data such as static binary data. The variation of this object
gives a different representation of the same data point, such as the size of the object or whether or not
the object has flagged information.

There are generally four different categories of data within each data type, as outlined below:
o Static Objects: The objects which reflect the current value of the field point or software point.

e Event Objects: The objects which are generated as a result of data changing or some other
stimulant. These are historical objects reflecting the value of data at some time in the past.

¢ Frozen Static Objects: The objects which reflect the current frozen value of the field point or
software point. Data is frozen as a result of the data freeze requests.

¢ Frozen Event Objects: The objects which are generated as a result of frozen data changing or
some other stimulant. These are historical objects reflecting the value of changed data at some
time in the past.

Each category should be represented with a different object. All the classes of a different data type should
also be organized in the same range of object numbers. So far, the following groupings have been
created for all traditional SCADA or Distributed Automation data types and several non-traditional data
types. These are as follows:

Groupin Description Reserved object
ping P Identifiers

Binary Input The binary input grouping conta|n§ all objects that represent binary 1-9
(status or Boolean) input information.

Binary Output The binary output grouping contains all objects that represent binary 10-19
output or relay control information.

Counters The counter grouping contains all objects that represent counters. 20-29

Analog Input The a'nalog |nput grouping contains all objects that represent analog 30-39
input information.

Analog Output The an'alog output grouping contains all objects that represent analog 40-49
output information.

Time The time grouping contains all objects that represent time in absolute or 50-59
relative form in any resolution.

Class The cla'ss.grouplng contains all objects that represent data classes or 60-69
data priority.

Files The files grouping contains all objects that represent files or a file 70-79
system.

Devices The de\(lceg, grouping contains all objects that represent device (rather 80-89
than point) information.

Applications The applications grouping contains all objects that represent software 90-99
applications or operating system processes.

Alternate The alternate numeric grouping contains all objects that represent 100-109

Numeric alternate or custom numeric representations.

Future The future expansion grouping is reserved for future or custom

. - 110-254

Expansion expansion of the DNP protocol.
The objects 0 and 255 are permanently reserved and should not be

Reserved used to denote any DNP object. Applications which use these object
numbers may not be compatible with future versions of DNP.
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4.9 Cyclic Redundancy Check [CRC]

One of the most effective techniques for detecting multiple or singular errors in data transmissions with a
minimum of hardware is the Cyclic Redundancy Check.

A two octet cyclic redundancy check is appended to each block in a frame.

The START, LENGTH, CONTROL, DESTINATION and SOURCE fields are all included when calculating
the CRC for block 0 while every 16 bytes of User Data has a CRC appended.

Cyclic Redundancy Check Frame Structure

Block 0 (zero) Block 1 Block n
D LCTT LT EP PR EE cmmnp | @mmmmemnan > € >
D
Start Start Length || Control | Destination | Source CRC User CRC . User i : CRC 1
0x05 0x64 || 10ctet || 1Octet | 2Octet | 2Octet | 2Octet Data || 2Octet  Data || 2Octet |
@ ErErErEmrEmEEEEEEmE e ————— ] ) | @ r=rrmssmssssmmssssms s s ams amEmas)
Fixed Length Header (10 Octets) Body

Figure 7 Cyclic Redundancy check frame structure

The 2 octet CRC check is generated from the following polynomial and then inverted before being placed
in the block for transmission:

X16+X13+X12+X11+X10+X8+X6+X5+X2+1

The detailed method of generation of the CRC is beyond the scope of this document and readers are
referred to the DNP3 specification (see Introduction section on page 7).
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5 DNP3 Commands and Database Structure

This section covers the DNP3 implementation of the MultiTrode Translator. It starts with a preamble
about the way in which data is represented in DNP3 and readers familiar with DNP3 may skip this. Much
of the information provided has been extracted from the DNP3 Standard document with which, it is
recommended, all users should familiarize themselves.

5.1 DNP3 Data Concepts

This section is a brief overview of DNP3 data objects in general. Some examples may not be allowable in
all subset definitions of the protocol. They are purely illustrative and should not be considered an
indication of the supported functionality of the MultiTrode Translator. This is covered in later sections.

All points are divided into several types known as “Objects” (commonly referred to as “Obj”). For
example, Obj 1 represents all binary inputs while Obj 30 represents all analog inputs. A specific point is
referenced by its index within the object group (e.g. Obj 1, Index 0 is the first binary input and Obj 20,
Index 0 is the first analog input).

Some objects refer to different types of information for the same data point. For example Obj 1, Index 0
is the current (usually called static) state of the first digital input and Obj 2, Index O represents time
stamped change events for the same point.

Each object type can also be represented in several different formats called “variations” (usually written
“Var”). Sometimes the difference in variations of an object is just the format of the information. For
example, Obj 30, Var 1, Index n is an analog input as a 32-bit value and Obj 30, Var 2, Index n is the
same analog input as a 16-bit value. Other times, different variations provide more information. For
example Obj 1, Var 1, Index n is a single bit that represents the state of a digital input while Obj 30, Var 2,
Index n returns a status byte for the same digital point containing state, on-line, restart, communications
lost, remote forced, local forced and chatter filter bits. Variation 0 is special and applies to all objects.
Requesting a Variation of 0 tells the slave that it may respond with any variation that it pleases i.e. what
the slave considers the default for a given object. Obviously, a slave can never send variation 0 in a
response.

An Obj/Var/Index combination uniquely identifies a point by specifying type, format and index. When a
Master performs a reading, it is not very efficient to specify all this for every point, particularly if there are
many of the same type to read. Instead, a Master will specify an Obj, Var and a whole bunch of indices.
Groups of indices are coded using qualifiers and ranges. The range actually specifies the required
indices and the qualifier indicates how the range is to be interpreted.

For example, Qual 00 means the range is a pair of 8-bit numbers that represent start and end indices.
Qual 01 means the range is a pair of 16-bit numbers that represent start and end indices. Qual 00 and 01
are usually used to retrieve static points. Qual 08 means that the range is a single 16-bit count. Qual 07
is the same but with an 8-bit count. These are usually used to retrieve event objects. Qual 28 means
that the range is a 16-bit quantity followed by a number (specified by quantity) of 16-bit Indices (similarly
for Qual 17 but with 8-bit values). These are usually used in responses to read requests of event objects.
Qual 06 indicates that there is no range and specifies all available indices of the selected object. Many
other qualifier codes exist but are not often used.

This approach allows for a great deal of flexibility but results in an inordinate number of possible
combinations with around 20 different objects, some of which have up to 12 variations that can each be
specified using 19 different qualifier codes. Some combinations are not even logically consistent. For
this reason, DNP3 has three “Subset Definitions” (Level 1, Level 2 and Level 3) which dictate minimum
sets of functionality.

In summary, when a Master sends a request, the packet will consist of an action (function code) and an
“object header” that identifies one or more data points to which the action is applied. This object header
consists of an object, variation, qualifier and range (multiple object headers are allowed in a request but
only one function). The subset definitions dictate which combinations are legal for each level of
compliance.
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Examples:

Reading Obj 1, Var 1, Qual 06. Returns all binary inputs as single bits.

Returns all binary inputs in whichever format the slave

Reading Obj 1, Var 0, Qual 06. wishes.

Returns binary inputs numbers 10 to 20 inclusive as

Reading Obj 1, Var 1, Qual 01, Range [10,20] single bits

Returns the next three available change events for

Reading Obj 2, Var 1, Qual 08, Range [3] binary inputs without the time tag.

Returns all available change events for binary inputs

Reading Obj 2, Var 2, Qual 06 with the time tag for each one.

5.2 DNP3 Protocol Implementation

The MultiTrode Translator implements DNP3 in accordance with Level 2 as specified in the “DNP3
Subset Definitions V2.00”. Level 2 was chosen to match MultiTrode’s Outpost SCADA system. It is also
the most popular level and will thus maximise compatibility with other Masters.

The MultiTrode Translator supports four other features beyond Level 2:

1. Enabling/Disabling Unsolicited Responses [USR]: The Enabling/Disabling of USR’s can only be
modified via the MultiTrode Translator’s configuration menu (see MultiTrode Translator
Installation Manual). The configuration menu can be used to specify whether USR's are
supported or not (by selecting an appropriate Com port or "No Port"). The only way they can be
supported/unsupported is using the configuration menu. Once supported, they can be
enabled/disabled ONLY using the appropriate DNP commands (see Device Profile, Obj 60, Fnc
20 & 21). Level 2 compliance requires that if a device supports USR's, it must announce itself on
power-up with an empty USR to the master and start with all USR's disabled. It is then up to the
Master to enable the classes it is interested in by using functions 20 & 21.

2. Configuration of Analog Deadbands (see Analog Deadband on page 26),
3. Store and forward sequence (see Store and Forward on page 29) and

4. Limited Peer-to-Peer communication (see Peer to Peer command on page 32).

Detailed information on the functions, objects and variations supported by the MultiTrode Translator are
given in the Device Profile on page 34.

Below is a summary of the supported Objects and Variations, together with the functions that can operate
on them.

Note: Functions codes 129 (solicited response) and 130 (unsolicited response) are response functions
and can only be sent by slaves. All other functions are requests and can only be sent by
Masters.

For any reading using variation 0, the slave is free to return any of the listed responses for that object.
For any reading using non-zero variation, the slave must return the response using that same variation.
The variation returned by the MultiTrode Translator when 0 is requested, is determined by the default
variation listed in the “Full list of all DNP3 objects” on page 42.
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5.3 Summary table of Objects, Variations and Functions Supported

Type (Obj)

Action (Fnc)

Format (Var)

Which Indices (Qual)

Binary Input (1)

Read (1)

Don’t Care (0)

All (08)

Response (129,130)

Single Bit Packed (1)

8 or 16-bit start/end (00, 01)

Response (129,130)

With Status (2)

8 or 16-bit start/end (00, 01)

Binary Input Change

All, 8 or 16-bit count (06, 07,

Event (2) Read (1) Don’t Care (0) 08}
Read (1) With Time (1) Qg) 8 or 16-bit count (06, 07,
Read (1) Without Time (2) Qg) 8 or 16-bit count (06, 07,
Read (1) With Relative Time (3) All, 8 or 16-bit count (06, 07,

08)

Response (129,130)

With Time (1)

8 or 16-bit list (17, 28)

Response (129,130)

Without Time (2)

8 or 16-bit list (17, 28)

Response (129,130)

With Relative Time (3)

8 or 16-bit list (17, 28)

Binary Output (10)

Read (1)

Don’t Care (0)

All (06)

Response (129,130)

With Status (2)

8 or 16-bit start/end (00, 01)

Control Relay Output

Block (12) Select (3) CROB (1) 8 or 16-bit list (17, 28)
Operate (4) CROB (1) 8 or 16-bit list (17, 28)
Direct Operate (5) CROB (1) 8 or 16-bit list (17, 28)
Direct Operate — no ACK (6) CROB (1) 8 or 16-bit list (17, 28)
Response (129) CROB (1) Echo of request

Binary Counter (20) Read (1) Don’t Care (0) All (06)
Immediate Freeze (7) Don’t Care (0) All (06)
I(g1)mediate Freeze — no ACK Don't Care (0) All (06)
Freeze And Clear (9) Don’t Care (0) All (06)
;rgﬁ(zfo) And  Clear — no | 1ot Gare (0) All (06)
Response (129,130) 32-bit (1) 8 or 16-bit start/end (00, 01
Response (129,130) 16-bit (2) 8 or 16-bit start/end (00, 01

Response (129,130

32-bit Delta (3)

8 or 16-bit start/end (00, 01

Response (129,130

16-bit Delta (4)

32-bit no Flag (5)

8 or 16-bit start/end (00, 01

Response (129,130

16-bit no Flag (6)

8 or 16-bit start/end (00, 01

Response (129,130

32-bit Delta no Flag (7)

8 or 16-bit start/end (00, 01

)
)
Response (129,130)
)
)
)

Response (129,130

16-bit Delta no Flag (8)

)
)
)
8 or 16-bit start/end (00, 01)
)
)
)
)

8 or 16-bit start/end (00, 01

Frozen Counter (21)

Read (1)

Don’t Care (0)

All (08)

Response (129,130)

32-bit (1)

8 or 16-bit start/end (00, 01

Response (129,130)

16-bit (2)

Response (129,130)

32-bit no Flag (9)

)
8 or 16-bit start/end (00, 01)
8 or 16-bit start/end (00, 01)

Response (129,130)

16-bit no Flag (10)

8 or 16-bit start/end (00, 01)

Counter Change Event
(22)

Read (1)

Don’t Care (0)

All, 8 or 16-bit count (06, 07,
08)
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Type (Obj)

Action (Fnc)

Format (Var)

Which Indices (Qual)

Response (129,130)

32-bit Without Time (1)

8 or 16-bit list (17, 28)

Response (129,130)

16-bit Without Time (2)

8 or 16-bit list (17, 28)

Analog Input (30)

Read (1)

Don’t Care (0)

All (06)

Response (129,130)

32-bit (1)

8 or 16-bit start/end (00, 01)

Response (129,130)

16-bit (2)

8 or 16-bit start/end (00, 01)

Response (129,130)

32-bit no Flag (3)

8 or 16-bit start/end (00, 01)

Response (129,130)

16-bit no Flag (4)

8 or 16-bit start/end (00, 01)

Analog Change Event
(32)

Read (1)

Don’t Care (0)

All, 8 or 16-bit count (06, 07,
08)

Response (129,130)

32-bit Without Time (1)

8 or 16-bit list (17, 28)

Response (129,130)

16-bit Without Time (2)

8 or 16-bit list (17, 28)

All, 8 or 16-bit count (06, 07,

Analog Deadband (34) | Read (1) 16-bit (1) 08)
Write (2) 16-bit (1) 8 or 16-bit list (17, 28)
Analog  Output Status | oo (1) Don't Care (0) All (06)

(40)

Response (129,130)

16-bit (2)

8 or 16-bit start/end (00, 01)

Analog Output Block
(41)

Select (3)

16-bit Output Block (2)

8 or 16-bit list (17, 28)

Operate (4)

16-bit Output Block (2)

8 or 16-bit list (17, 28)

Direct Operate (5)

16-bit Output Block (2)

8 or 16-bit list (17, 28)

Direct Operate — no ACK (6)

16-bit Output Block (2)

8 or 16-bit list (17, 28)

Response (129)

16-bit Output Block (2)

Echo of request

8-bit count (07), [qty must be

Time And Date (50) Write (2) Time And Data (1) 1]

Class (60) Read (1) Class 0 (1) All (06)
Read (1) Class 1 (2) Q{Iﬁl) 8 or 16-bit count (06, 07,
Read (1) Class 2 (3) Qelzl,) 8 or 16-bit count (06, 07,
Read (1) Class 3 (4) Qg) 8 or 16-bit count (06, 07,
Enable USR (20) Class 1 (2) All
Enable USR (20) Class 2 (3) All
Enable USR (20) Class 3 (4) All
Disable USR (21) Class 1 (2) All
Disable USR (21) Class 2 (3) All
Disable USR (21) Class 3 (4) All

N/A Cold Restart (13) N/A N/A

N/A Delay Measurement (23) N/A N/A
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5.4 DNP3 Database Objects

Information retrieved from the MonitorPro is placed into two databases, one for MODBus and the other
DNP3. This section outlines how information is stored for the DNP3 protocol drivers. It is important to
note that the two databases are totally independent. This means that using a Master to change the state
of a point in one (say clearing a counter) will not have any effect on the associated point in the other.
Only information locally generated by the MultiTrode Translator or retrieved from the MonitorPro will be
duplicated into both.

This section also outlines the DNP3 database object types that are supported in accordance with DNP3
Level 2 requirements and how the MultiTrode Translator interprets and/or generates any additional
information associated with some objects.

It should be noted that any counter values received from the MonitorPro appear as analog inputs and not
binary counters. This is because a certain level of functionality is required by DNP3 counters, which
cannot be translated to the MonitorPro (such as freezing).

The MultiTrode Translator can support unsolicited responses if configured to do so.

541 Binary Inputs

Binary Inputs are single bit read only points that contains all single bit values from the MonitorPro and
MultiTrode Translator that cannot be modified by a Master. Changes are time stamped and stored as
Binary Input Events. They can be reported as single bits or as a status byte with additional information (1
byte per point). The status byte includes the following bits:

State: This is the state of the Binary Input.

1 when the MultiTrode Translator has successfully acquired the data for the point, 0
if not. A 0 indicates that the value may not correctly reflect the physical point. The
MultiTrode Translator sets this when an Assembled Status Response has been

On-line: seen and clears it when communications to the MonitorPro has been lost. For
internally generated points, this is 0 on power up but changes to 1 and remains
there on the first capture from physical 1/0.

Restart: Indicates that the MultiTrode Translator has restarted. Set to 1 on power up and

cleared after the first reading of that point.

Indicates that the MultiTrode Translator has lost communication with the originator
Communications Lost: of the data. For MultiTrode points this will be the complement of the on-line bit. It
will always be 0 for locally generated inputs.

This will always be 0, as no information is available that the MonitorPro’s inputs are

Remote Forced: being forced.

Local Forced: This will always be 0, as the MultiTrode Translator never overrides input values.

This will always be 0 for inputs from the MonitorPro and 1 for local MultiTrode

Chatter Filter: Translator inputs to indicate that the MultiTrode Translator is debouncing the inputs.

5.4.2 Binary Input Events

Binary Input Events are time stamped changes of Binary Inputs. They can be reported without time, with
time or with relative time.
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5.4.3 Binary Outputs

Binary Outputs are the read-only status of single bit outputs (called control relays). To control the
associated point, a Control Output Relay Block object must be used. They are used to trigger actions in
the MonitorPro. Binary Outputs can only be read as status bytes which include the following bits:

This is the state of the Binary Output. The Data Dictionary (Appendix B) outlines

State: how this is derived for each point.
On-line: Always 1 to indicate that a control operation may proceed.
Restart: Indicates that the MultiTrode Translator has restarted. Set to 1 on power up and

cleared after the first read of that point.

Set to 0 on power up or when the associated control operation is acknowledged by
the MonitorPro. Set to 1 when the associated control operation to the MonitorPro
Communications Lost: fails. Note that this bit does not indicate that communication to the MonitorPro is
currently down like it does for digital inputs but that the last control attempt to this
point failed because it could not establish communications at that time.

This will always be 0, as no information is available that the MonitorPro’s outputs are

Remote Forced: being overridden.

Local Forced: This will always be 0, as the MultiTrode Translator never overrides output values.

5.4.4 Control Relay Outputs

Control Relay Outputs are used to control digital outputs and can only be written to using Select/Operate
function pair in the correct sequence. The maximum allowable delay between select and operate
commands is configurable via the MultiTrode Translator configuration menu.

e Direct Operate Function.

¢ Direct Operate without acknowledge.

Supported control operations are latch on, latch off, pulse on and pulse off. Pulsed control operations
result in two operations being queued in the command queue, the second delayed by the requested pulse
width. Obviously if the requested pulse width is less than the time it takes to service the initial operation,
the second will be delayed until it is complete. Operation repeats are supported but similar timing
considerations apply. Since there are no dual relay points in the MultiTrode Translator, all relay select
codes should be NULL (the default relay for that point). Re-queuing is not supported.

5.4.5 Binary Counters

Binary Counters can be reported as 16 or 32-bits, as absolute or delta (difference since last read) values,
with or without flags or any combination thereof. Counters can be read, frozen, or frozen and cleared, in
a single operation. When frozen, a counter is copied into the associated Frozen Counter object, which
will then contain a snapshot. The counter is then immediately able to resume counting. Changes to a
counter are stored in the associated Counter Change Event Object.

Caution:  Binary counters are non-volatile. As such their values are never initialised and hence counters
must be cleared before first use. This can be done either by a DNP3 protocol command or via
the configuration menu (refer to MultiTrode Translator Installation Manual).
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The flags associated with the Binary Counter are as follows:

1 when the MultiTrode Translator has successfully acquired the data for the point, 0 if not.

On-line: Since all counters are locally generated within the MultiTrode Translator, this value is always 1.

Indicates that the MultiTrode Translator has restarted. Set to 1 on power up and cleared after

Restart: the first read of that point.

Indicates that the MultiTrode Translator has lost communication with the originator of the data.

Communications Lost: Since all counters are locally generated within the MultiTrode Translator, this value is always 0.

Remote Forced: This will always be 0, as all counters are locally generated within the MultiTrode Translator.
Local Forced: This will always be 0, as the MultiTrode Translator never overrides counters.
Roll Over: This indicates that the maximum counter value has been exceeded since the last time the

counter was reported. It will automatically clear after the point is read.

5.4.6 Frozen Counters

Frozen Counters hold the value of a Binary Counter as it was when the last freeze or freeze and clear
operation was executed on it. They can be reported as either 16 or 32-bit, with or without flag. The flag
field is the flag field of the binary counter at the time of the freeze.

5.4.7 Counter Change Events

A counter change object holds the history of changes of the associated Binary Counter. It can be
reported as a 16 or 32-bit value without time stamp.

5.4.8 Analog Inputs

Multi bit (16/32) read only values. Contains all 16-bit values from the MonitorPro and MultiTrode
Translator that cannot be modified by a Master. Changes are time stamped and stored as Analog
Change Events. Can be reported as 16 or 32-bits, with or without additional flags byte.

The flags associated with an Analog Input are as follows:

1 when the MultiTrode Translator has successfully acquired the data for the point, 0 if not. A0
indicates that the value may not correctly reflect the physical point. The MultiTrode Translator
On-line: sets this when an Assembled Status Response has been seen and clears it when
communication to the MonitorPro has been lost. For internally generated points, this is 0 on
power up, but changes to 1 and remains there on the first capture from physical 1/0.

Indicates that the MultiTrode Translator has restarted. Set to 1 on power up and cleared after

Restart: the first read of that point.

Indicates that the MultiTrode Translator has lost communication with the originator of the data.
Communications Lost: For MultiTrode points this will be the complement of the on-line bit. It will always be 0 for
locally generated inputs.

This will always be 0, as no information is available that the MonitorPro’s inputs are being
forced.

Local Forced: This will always be 0, as the MultiTrode Translator never overrides input values.

Indicates that the digitised value is outside the range [-32768,+32767] when reported as a 16-
bit value or [-214783648,+ 214783647] when reported as a 32-bit value. This is always 0, as
all values will fit within 16-bits. The over range bit indicates that the analog value is not within
the range that the value is reported not the intrinsic range of the analog itself. This is why the
range differs depending on the variation being requested and not a property of the point. In
addition, the scaled range of each MultiTrode Translator analog input is configurable so setting
the over range bit when outside the scaled range will make Masters think it is outside the range
defined above.

Indicates that the reference signal used to digitise the analog input is not stable and the value
Reference Check: may not be correct. This is always 0, as the MultiTrode Translator does not check the stability
of the reference signal.

Remote Forced:

Over Range:
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54.9 Analog Deadband

Analog Deadbands are associated with Analog Inputs and specify the deviation of an analog from the last
evented value that will cause a new event to be generated. This prevents the event log being flooded
with events caused by small fluctuations. Analog Deadbands are stored in the MultiTrode Translator’s
non-volatile memory ensuring Deadband settings even under power failure conditions. Deadband values
can be modified via the MultiTrode Translator’s configuration menu (see MultiTrode Translator Installation
Manual) or by the Master (see Device Profile, Obj 34).

5.4.10 Analog Input Events

Analog input events are generated when an analog input’s current value deviates from the last evented
value by more than the associated Analog Deadband. Can only be reported as a 16 or 32-bit value
without time.

5.4.11 Analog Output Status

Analog Output Statuses are the read only status of 16-bit outputs. To control the associated point an
Analog Output Block object must be used. Analog Output Status can only be read as 16-bit values with
flags. Flags include the following bits:

On-line: Always 1 to indicate that a control operation may proceed.

Indicates that the MultiTrode Translator has restarted. Set to 1 on power up

Restart: and cleared after the first read of that point.

Set to 0 on power up or when the associated control operation is
acknowledged by the MonitorPro. Set to 1 when the associated control
operation to the MonitorPro fails. Note that this bit does not indicate that
communication to the MonitorPro is currently down like it does for analog
inputs but that the last control attempt to this point failed because it could not
establish communications at that time.

Communications Lost:

This will always be 0, as the MultiTrode Translator never overrides output

Remote Forced:
values.

5.4.12 Analog Output Blocks

Analog Outputs Blocks are used to control analog outputs and can only be written to using:

e Select/Operate function pair in the correct sequence. The maximum allowable delay between
select and operate commands is configurable via the MultiTrode Translator configuration menu.

e Direct Operate Function.
¢ Direct Operate without acknowledge.

5.4.13 Time and Date

The time and date objects store time and date as a 48-bit value representing the number of milliseconds
since 00:00:00.000 01/01/1970. Only one instance of this type of object exists and it reflects system time
of the MultiTrode Translator. The time can also be set using a configuration menu.
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5.414 Classes

Classes are objects that represent a group of other objects. Reading a class returns all of the objects that
belong to that class. The assignment of objects to classes is hard-coded and is defined in the DNP3 Data
Dictionary (Appendix B). 4 classes are available (0-3). All static objects (those that represent current
values) must belong to class 0, while all event objects must belong to either class 1, 2 or 3.

Although there are many ways to read the multitude of objects that DNP3 supports, typically a Master will
only do Class reads. The DNP3 subset definitions document recommends several different modes of
operation for a Master:

Master never polls a slave. Slave sends class 0 as an unsolicited response

Quiescent Operation: on power up and then Class 1, 2 and 3 as points change.

Same as quiescent operation but Master periodically polls for Class 0 to

Unsolicited Report-By-Exception: verify that its database is up to date.

Master polls frequently for event data (Class 1, 2, 3) and occasionally for
Polled Report-By-Exception: Class 0. Since this will cause the slave to report mostly changes, polling is
quick.

Master polls only Class 0 and hence gets the current value of all points in

Polled Static Operation:
every response.

5.4.15 Locally Generated Data

In addition to the information retrieved from the MonitorPro, the MultiTrode Translator generates some
information locally that is also put into the databases. This consists of analog inputs, digital inputs and
status information.

54151 Physical Inputs

Six digital and two analog inputs are available on the MultiTrode Translator and are accessible in the
MODBus and DNP3 databases. The digital inputs are debounced to 5 msec resulting in frequencies of
greater than 100Hz being rejected. By default, the associated points in the database reflect the
instantaneous state of the inputs.

They can be independently configured to behave as latched points whereby a rising edge causes the
database point to be set. It can then only be cleared by a “latch-clear” control operation (one per input).
Clearing a latched database value when the physical input is still on; results in the database value
remaining set.

It will only be cleared by a latch clear operation done when the physical input is off. Each digital input has
an associated 32-bit accumulator that counts rising edges of the input (after debouncing and latching).

In the MODBus database, digital inputs appear as Input Status points and the latch clears are output
coils. The accumulators are implemented as pairs of holding registers with the most significant word first.
They can be cleared by writing zero to the holding registers.

In the DNP3 database, digital inputs appear as Binary Input points (Object 01) and the latch clears are
control blocks (Object 12). The accumulators appear as binary counters (Object 20). They can be
cleared using the DNP3 “Freeze and Clear” function.
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The analog inputs are sampled at a rate of 645Hz and then processed using an accumulated mean
algorithm to simulate low pass filtering. This can be tuned by varying the number of samples over which
the signal is averaged. The inputs are scaled before being placed into the database. Scaling is totally
configurable by specifying a raw minimum and maximum, as well as a scaled minimum and maximum, for
each channel. To help in setting raw min/max values, a self-calibration option is supplied in the
configuration menu. This allows the minimum and maximum levels to be sampled.

For example to set up a 4 to 20 mA input to appear in the database as a value from 0 to 32767, inject a
4mA signal and sample that as the raw minimum, inject a 20mA signal and sample that as the raw
maximum. Finally set the scaled min and max to 0 and 32768 respectively. This method also helps to
compensate for external effects on the analog signal such as transducer inaccuracies or component
tolerances.

54.15.2 Status Information

The status information generated by the MultiTrode Translator is shown below:

This indicates the number of commands currently awaiting execution in the command
Pending commands: queue. It appears as an input register (301) in the MODBus database and an analog
input (249) in DNP3.

This is the number of RTUs reported by the MonitorPro in the last assembled status
Number of RTUs: request. It appears as an input register (310) in the MODBus database and an analog
input (250) in DNP3.

This is the number of pumps reported by the MonitorPro in the last assembled status
Number of pumps: request. It appears as an input register (311) in the MODBus database and an analog
input (251) in DNP3.

This is a flag that indicates that the MonitorPro is not responding. It is set when no valid
response has been seen to a request and all retries have been exhausted. It is cleared
whenever a valid response is received. It appears as an input status (956) in the
MODBus database and a binary input (955) in DNP3.

Communications lost:

This is a flag that indicates that the MultiTrode Translator databases have not been
updated from the MonitorPro for some time. It is set when no valid assembled status
Data Stale: response has been received for at least 60 seconds. It is cleared whenever a valid
assembled status response is received. It appears as an input status (957) in the
MODBus database and a binary input (956) in DNP3.
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5.5 Store and Forward Functionality

The MultiTrode Translator supports store and forwarding of DNP3 packets. This feature allows a
MultiTrode Translator to re-transmit any DNP3 packets that are not addressed to it and act as a repeater
for devices that are out of range of the Master. This retransmission is subject to several configurable
conditions and actions that are best illustrated by example:

Consider the case of a Master and two slaves. The Master has address 1 and the slaves have addresses
2 and 3 (call them M1, S2 and S3 respectively). A problem exists if S3 is outside the range of M1. A
solution would be to get S2 to pass on messages from M1 to S3 by simply retransmitting any messages
not addressed to it. Unfortunately if S2 is intermittently within range of M1 (which is often the case) there
is a danger of S3 receiving and answering two requests.

Address translation is used to eliminate this problem. S3 is configured with an address of 103 rather than
3 but the Master still addresses its requests to 3. This way, if S3 receives a request directly from the
Master, it will be ignored. S2 is smart enough to know that requests from the Master destined for address
3 are actually meant for address 103 and it will alter the addresses in the DNP3 packet before re-
transmitting it.

To prevent the same thing from happening on the return path, S2 also changes the source address of the
request from 1 to 101. S3 will accept the retransmission and respond to the Master (thinking its address
is 101). S2 will translate the addresses back for the response and the Master will be happy. This is
illustrated in the diagram below:

Store & Forward Diagram

Master M1 Tx Slave S2 Rx Slave S$21 Tx Slave S3 Rx
Dest=3| Src=1 Dest=3 | Src=1 Dest = 103| Src =101 Dest = 103| Src =101

Master M1 Rx Slave S2 Tx Slave S21 Rx Slave 83 Tx
Dest=1| Src=3 Dest=1| Src=3 Dest=101|Src =103 Dest = 101| Src =103

Master M1 Slave S2 Slave S3

Figure 8 Store and Forward diagram

Effectively, the network has been divided into two "cells" with one on each side of the repeater

(Slave S2). The repeater acts as a gateway between the two cells. In the example above, cell A has
addresses 1 and 3 while cell B has addresses 101 and 103. Devices that can not normally talk to each
other physically exist in separate cells but have a "virtual equivalent” in the other cell. In the example,
address 3 does not really exist but M1 talks to it as if it does. Similarly, S3 responds to a Master that
appears to have address 101. Normally, devices only address units within their own cell and the repeater
takes care of translating it into the other cell by changing the source and destination addresses.
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Using this scheme, there is nothing to prevent M1 explicitly addressing S3 with 103. If S3 is in range, it
will happily respond to address 1. In this case S2 recognizes that the packet is intended to cross a cell
boundary and will not re-transmit. This gives the Master a choice of path by using different addresses.
Addressing the request to a device's configured address (103) will use the direct path while sending a
request to the equivalent address within its own cell (3) will direct it through the repeater.

To configure the MultiTrode Translator to act as a store and forward repeater, one or more "address
translation entries" need to be defined. An address translation entry specifies a range of addresses on
one "side" of the repeater and the associated equivalents on the other. An address translation entry
consists of three values; Side A base address, Side B base address and a count. There is no special
significance attached to side A or B, other than to distinguish one "cell" from another.

The address translation operation is as follows:

1. When a packet is received by the repeater, its destination address is tested against the
MultiTrode Translator's address. If it matches, the packet is accepted by the repeater as a
message for it. If not, the packet is intended for another unit and is considered for forwarding.

2. If a packet is intended for another unit, the MultiTrode Translator will scan all of it's address
translation entries to see if the destination address lies within either the side A or side B address
range.

dest > BaseSideA) AND (dest <= (BaseSideA + Count))
OR
dest > BaseSideB) AND (dest <= (BaseSideB + Count))

3. If the destination address was not within any such range, the packet is ignored and no action is
taken. Otherwise, the first matching entry is used to translate the destination address to the
associated address in the other side. The packet's destination address is replaced with this new
value:

new dest = old dest - BaseSideThis + BaseSideOther

4. Where BaseSideThis is the base address of the side that matched the destination address and
BaseSideThis is the base address of the other side.

Steps 2 and 3 are repeated using the source address of the packet.

If the original source and destination were found to be on different sides of the repeater, the
packet is ignored and no action is taken. Otherwise the packet is re-transmitted.

Finally, up to two communications ports can be specified for store and forwarding. If only one is
specified, only packets received on that port will be considered for forwarding and will be forwarded out of
that same port. If two ports are specified, packets received on either will be considered for forwarding but
they will be transmitted out of the other port, i.e. in one and out of the other in either direction. If no ports
are selected, store and forwarding is disabled.

Example:

A Master with address 1 is in a radio network with five slaves (addressed 2 to 6). Slaves 5 and 6 are
outside the range of the Master. Slave 4 is to act as a repeater since it is within range of the Master and
slave 5 and slave 6.

e Login to the configuration menu of slave 5 and 6 and change the addresses of units 5 and 6 to 105
and 106 respectively.
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e Login to the configuration menu of slave 4 (the repeater) and navigate to the store and forward

configuration sub-menu.

1) Store and forward port 1
2) Store and forward port 2

ESC) Back.

DNP Store And Forward Configuration.

3) Next address translation entry
4) Address translation entry 1, side A base [1]
5) Address translation entry 1, side B base [101]

6) Address translation entry 1, count [1]

[COM3]

[None]

e Select "Next address translation entry"

1) Store and forward port 1

2) Store and forward port 2

ESC) Back.

DNP Store And Forward Configuration.

3) Next address translation entry
4) Address translation entry 2, side A base [5]
5) Address translation entry 2, side B base [105]

6) Address translation entry 2, count [2]

[COM3]

[None]

o Entry 1 will take care of mapping the Masters address 1 on side A to 101 on side B.

o Entry 2 will take care of mapping the slave addresses 5 and 6 on side A to 105 and 106 on side B.

Note: We do not want addresses 2 and 3 to be covered by any translation entry since we don't want the

repeater to retransmit for these units.
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If it were units 2 and 3 that were out of range rather than 5 and 6, the configuration would only require
one translation entry:

DNP Store And Forward Configuration.

1) Store and forward port 1 [COM3]
2) Store and forward port 2 [None]
3) Next address translation entry

4) Address translation entry 1, side A base [1]
5) Address translation entry 1, side B base [101]

6) Address translation entry 1, count [3]

ESC) Back.

5.6 Peer to Peer command Functionality

In most applications the MultiTrode Translator would be connected to a MultiTrode MonitorPro to gather
the information for its database which can be as large as 1400 points. In other applications the
MultiTrode Translator may be connected to a MultiTrode Remote Reservoir Monitor [ MTRRM]. The
MTRRM has different functionality and provides only its local level and 6 digital input information to the
MultiTrode Translator.

Under special conditions described below the Slave MultiTrode Translator can act as an Interim Master to
two other Slave MultiTrode Translator's. When these special conditions occur the MultiTrode Translator
will send a DNP3 Object to the receiving Slaves. The receiving Slaves will use this DNP3 Object to
populate its database (Analog Output 9) and take the action of passing this information to the MonitorPro,
thus transferring level and digital input information from one Slave device to another, i.e. peer to peer
communication.

A MultiTrode Translator can be designated as a "Reservoir Comfail Master" [RCM]. In this mode of
operation the RCM will detect that the Master communication has broken and will automatically assume a
limited role as an Interim Master. While the RCM is in the Interim Master mode it can send only one
DNP3 Object to two possible remote Slaves.

Under normal conditions the RCM will act as a normal Slave but will monitor communications for
messages originating from the system Master. If no such message is seen within a configurable period, it
will begin to send commands to a remote Slave device until it again sees a message originating from the
system Master. This works on the assumption that no communication from a Master means that it is
down.

More about the configuration of this feature can be found in the MultiTrode Translator Installation Manual.

Note: This may not be the case in a system using unsolicited reporting. If Slaves are periodically
issuing unsolicited reports, the Master's acknowledgments will be sufficient to keep the RCM from
becoming an Interim Master but this may not always be the case. In such a system it may be
necessary for the Master to issue periodic requests to announce its presence (a simple link layer
"link test" would be adequate). It is not uncommon for Masters in unsolicited reporting systems to
issue periodic "integrity polls” to Slaves.
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6 Specifications

Dimensions:

118H x 45W x 135D - DIN Rail mounted

Supply:

Typically: 100mA at 12VDC.
Minimum supply voltage 8V DC.
Maximum supply voltage 38V DC.
Supply is fused at 250mA (self-resetting fuse).

Inputs:

6 x digital:

Voltage free input contacts.

Cable length should not exceed 50m.

ESD and EMC protected.

-ve line is common ground.

Maximum input frequency of 100Hz (10 milliseconds)
2 x analog:

0 to 22mA input.

Input resistance 220 Ohms.

10bit ADC accuracy, linearity +1Isb (0.025%).

ADC value scaleable via configuration menu.

External supply range 12 to 48VDC.

ESD and EMC protected.

-ve line is common ground.

Communications Ports:

2 x RS232 Asynchronous:
9 pin male D type connector with TD, RD, RTS, CTS, DTR and DSR.

1 x Radio port to Bell 202, FSK - 1200 baud(fixed)
Audio output: adjustable via trimpot to 400mVp-p

Modem: Audio input sensitivity: 10-500mVp-p
Squelch input: 5-30VDC common ground
Press To Talk (PTT): Open drain 200mA at 40VDC
Indicators: 9 status LEDS
AS/NZS3548 (C-Tick)
CISPR 24:1997; EN55024:1998
EMC: EN61000-4-2:1995, Including Amendment A1
C-Tick EN61000-4-3:1995, Including Amendment 1:1998
and EN61000-4-4:1995.

CE compliant

IEC61000-4-5:1995.

IEC61000-4-6:1995, Including Amendment A1
IEC61000-4-8:1993

IEC61000-4-11:1994.

Environmental:

Temperature -10°C to 60°C
Humidity 0 to 95% non- condensing
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7 Device Profile

DNP3 V3.00
DEVICE PROFILE DOCUMENT

This document must be accompanied by a table having the following headings:

Response Function Codes
Response Qualifiers

Request Function Codes
Request Qualifiers

Object Group
Object Variation
Object Name (optional)

Vendor Name: MultiTrode

Device Name: MultiTrode Translator

Highest DNP3 Level Supported:
For Requests 2
For Responses 2

Device Function:
O Master M Slave

Notable objects, functions, and/or qualifiers are supported in addition to the Highest DNP3 Levels Supported (the
complete list is described in the attached table):

Unsolicited responses [USR] can be enabled or disabled on a per class basis using function codes 20 and 21. The
MultiTrode Translator configuration menu can be used to specify if USRs are enabled or disabled for each class at
power-up.

Analog Deadband parameters (Object 34, Variation 1) can be controlled via function codes 1 and 2 (read and write).
These are stored in non-volatile memory and will be retained on reset. They can also be manually configured using the
configuration menu.

Explanations for items that are configurable may be found in the “Configuration” section in this document.

Maxi Data Link F Si tets):
aximum Data Link Frame Size (octets) Maximum Application Fragment Size (octets):

Transmitted 292 Transmitted 2048
Received 292 Received 2048

Maximum Data Link Re-tries: Maximum Application Layer Re-tries:

O None
O Fixed at
M Configurable, range None to 10

O None
M Configurable, range None to 10
(Fixed is not permitted)
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Requires Data Link Layer Confirmation:
O Never
O Always
O Sometimes
M Configurable

If 'Sometime

s', when?

If 'Configurable’, how?

Via Item in configuration menu

O Never
O Always (not recommended)

O Sometimes
O Configurable

Requires Application Layer Confirmation:

If 'Configurable’, how?

M When reporting Event Data (Slave devices only)
[0 When sending multi-fragment responses (Slave devices only)
If 'Sometimes', when?

Timeouts while waiting for:
Data Link Confirm
Complete Appl. Fragment
Application Confirm
Complete Appl. Response

Others

J None
M None
[ None
M None

O Fixedat
O Fixedat ____
O Fixedat
O Fixedat

O Variable
O Variable
[ Variable
[ Variable

M Configurable
O Configurable
M Configurable
O Configurable

Attach explanation if "Variable' or 'Configurable' was checked for any timeout.

Sends/Executes Control Operations:
WRITE Binary Outputs
SELECT/OPERATE
DIRECT OPERATE
DIRECT OPERATE - NO ACK

Count > 1
Pulse On
Pulse Off
Latch On
Latch Off
Queue
Clear Queue

M Never
O Never
O Never
O Never

O Never
O Never
O Never
O Never
O Never
™ Never
™ Never

O Always
M Always
M Always
M Always

M Always
M Always
M Always
M Always
M Always
O Always
O Always

O Sometimes
O Sometimes
[0 Sometimes
[0 Sometimes

O Sometimes
O Sometimes
O Sometimes
O Sometimes
O Sometimes
[0 Sometimes
[0 Sometimes

Attach explanation if 'Sometimes' or 'Configurable' was checked for any operation.

O Configurable
O Configurable
O Configurable
O Configurable

O Configurable
O Configurable
O Configurable
O Configurable
O Configurable
O Configurable
O Configurable

MultiTrode_MTT_DNP3_Manual_v1-0-9_R02.

doc

Page 35 of 42



‘,_‘___-_'___,_,.--'—-_
Protocol Translator DNP3 User Manual MULTITP-.DDE

_,-'-""'-.-._

FILL OUT THE FOLLOWING ITEM FOR MASTER DEVICES ONLY:

Expects Binary Input Change Events:

[0 Either time-tagged or non-time-tagged for a single event
[0 Both time-tagged and non-time-tagged for a single event

[0 Configurable (attach explanation)

FILL OUT THE FOLLOWING ITEMS FOR SLAVE DEVICES ONLY:

Reports Binary Input Change Events when no
specific variation requested:

O Never

[0 Only time-tagged

M Only non-time-tagged

O Configurable to send both, one or the other
(attach explanation)

Reports time-tagged Binary Input Change Events when no
specific variation requested:

M Never

O Binary Input Change With Time

O Binary Input Change With Relative Time

O Configurable (attach explanation)

Sends Unsolicited Responses:

[0 Never

M Configurable (attach explanation)
O Only certain objects

O Sometimes (attach explanation)

M ENABLE/DISABLE UNSOLICITED
Function codes supported

Sends Static Data in Unsolicited Responses:
O Never
M When Device Restarts
[0 When Status Flags Change

No other options are permitted.

Default Counter Object/Variation:
[0 No Counters Reported
[0 Configurable (attach explanation)
[0 Default Object 20
Default Variation 01
M Point-by-point list attached

Counters Roll Over at:
[0 No Counters Reported
O Configurable (attach explanation)
O 16-bits
O 32-bits
O Other Value
M Point-by-point list attached

Sends Multi-Fragment Responses: M Yes [ No
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REQUEST RESPONSE
OBJECT (DNP3 message (DNP3 message
components parsed by the components reported by
MultiTrode Translator) the MultiTrode Translator)
. o Func Codes | Qual Codes | Func Codes | Qual Codes
Obj Var Description (dec) (hex) (dec) (hex)
1 0 Binary Input - All Variations 1 06
. 129
1 1 Binary Input 130 00,01
1 2 Binary Input with Status gg 00,01
2 0 Binary Input Change - All Variations 1 06,07,08
2 1 Binary Input Change without Time 1 06,07,08 gg 17, 28
2 2 Binary Input Change with Time 1 06,07,08 gg 17, 28
2 3 Binary Input Change with Relative Time 1 06,07,08 1%8 17, 28
10 0 Binary Output - All Variations 1 06
10 1 Binary Output
. 129
10 2 Binary Output Status 130 00, 01
12 0 Control Block - All Variations
12 |1 Control Relay Output Block 3,4,5,6 17, 28 129 echo of
request
12 2 Pattern Control Block
12 3 Pattern Mask
20 0 Binary Counter - All Variations 1,7,8,9,10 06
20 1 32-Bit Binary Counter 1%8 00, 01
20 2 16-Bit Binary Counter 1:238 00, 01
20 3 32-Bit Delta Counter gg 00, 01
20 4 16-Bit Delta Counter 1%8 00, 01
20 |5 32-Bit Binary Counter without Flag I 00, 01
20 6 16-Bit Binary Counter without Flag gg 00, 01
20 7 32-Bit Delta Counter without Flag 15(9) 00, 01
20 8 16-Bit Delta Counter without Flag 1%8 00, 01
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REQUEST RESPONSE
(DNP3 message (DNP3 message
OBJECT components parsed by components reported by
the MultiTrode the MultiTrode
Translator) Translator)
Func Qual Func Qual
Obj Var Description Codes Codes Codes Codes
(dec) (hex) (dec) (hex)

21 0 Frozen Counter - All Variations 1 06
21 | 1 32-Bit Frozen Counter 12 00, 01
21| 2 16-Bit Frozen Counter 11%% 00, 01
21 3 32-Bit Frozen Delta Counter
21 4 16-Bit Frozen Delta Counter
21 5 32-Bit Frozen Counter with Time of Freeze
21 6 16-Bit Frozen Counter with Time of Freeze
21 7 32-Bit Frozen Delta Counter with Time of

Freeze
21 8 16-Bit Frozen Delta Counter with Time of

Freeze
21 9 32-Bit Frozen Counter without Flag 1123% 00, 01
21 | 10 | 16-Bit Frozen Counter without Flag 11%% 00, 01
21 11 32-Bit Frozen Delta Counter without Flag
21 12 16-Bit Frozen Delta Counter without Flag
22 0 Counter Change Event - All Variations 1 06,07,08
2 |1 32-Bit Counter Change Event without Time 12 17,28
2 |2 16-Bit Counter Change Event without Time o 17,28

32-Bit Delta Counter Change Event without
22 3 Time

16-Bit Delta Counter Change Event without
22 4 )

Time
22 5 32-Bit Counter Change Event with Time
22 6 16-Bit Counter Change Event with Time

32-Bit Delta Counter Change Event with
22 7 ;

Time

16-Bit Delta Counter Change Event with
22 8 :

Time
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REQUEST RESPONSE
(DNP3 message (DNP3 message
OBJECT components parsed by components reported
the MultiTrode by the MultiTrode
Translator) Translator)

Func Qual Func Qual

Obj Var Description Codes Codes Codes Codes
(dec) (hex) (dec) (hex)

23 0 Frozen Counter Event - All Variations

23 1 32-Bit Frozen Counter Event without Time

23 2 16-Bit Frozen Counter Event without Time

23 3 32-Bit Frozen Delta Counter Event without Time

23 4 16-Bit Frozen Delta Counter Event without Time

23 5 32-Bit Frozen Counter Event with Time

23 6 16-Bit Frozen Counter Event with Time

23 7 32-Bit Frozen Delta Counter Event with Time

23 8 16-Bit Frozen Delta Counter Event with Time

30 0 Analog Input - All Variations 1 06

30 1 32-Bit Analog Input 11%% 00,01

30 2 16-Bit Analog Input 11%% 00,01

30 3 32-Bit Analog Input without Flag 11%% 00,01

30 4 16-Bit Analog Input without Flag 11%% 00,01

30 5? 32-Bit Floating Point Analog Input

30 8? 32-Bit Floating Point Analog Input without Flag

31 0 Frozen Analog Input - All Variations

31 1 32-Bit Frozen Analog Input

31 2 16-Bit Frozen Analog Input

31 3 32-Bit Frozen Analog Input with Time of Freeze

31 4 16-Bit Frozen Analog Input with Time of Freeze

31 5 32-Bit Frozen Analog Input without Flag

31 6 16-Bit Frozen Analog Input without Flag
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REQUEST RESPONSE
(DNP3 message (DNP3 message
OBJECT components parsed by | components reported by
the MultiTrode the MultiTrode
Translator) Translator)
Func Qual Func
Obj Var Description Codes Codes Codes Qua(uLg;())des
(dec) (hex) (dec)
32 0 Analog Change Event - All Variations 1 06,07,08
32 1 32-Bit Analog Change Event without Time 11%% 17, 28
32 |2 16-Bit Analog Change Event without Time 11%%' 17,28
32 3 32-Bit Analog Change Event with Time
32 4 16-Bit Analog Change Event with Time
32 5? 32-Bit Floating Point Analog Input
32 8? 32-Bit Floating Point Analog Input without Flag
33 0 Frozen Analog Event - All Variations
33 1 32-Bit Frozen Analog Event without Time
33 2 16-Bit Frozen Analog Event without Time
33 3 32-Bit Frozen Analog Event with Time
33 4 16-Bit Frozen Analog Event with Time
17,28
341 16-bit Analog Change Deadband ; 06, 07.98 129 echo of
’ request
40 0 Analog Output Status - All Variations 1 06
40 1 32-Bit Analog Output Status
40 2 16-Bit Analog Output Status 11%% 00, 01
41 0 Analog Output Block - All Variations
41 1 32-Bit Analog Output Block
4 |2 16-Bit Analog Output Block 3,4,5,6 17,28 129 Echo of
request
50 0 Time and Date - All Variations
2 07 where
50 1 Time and Date quantity =
1
50 2 Time and Date with Interval
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REQUEST
(DNP3 message DNP3 RESPONSE t
OBJECT components parsed ( message components
by the MultiTrode reported by the MultiTrode
Translator) Translator)
Func Qual Func
Obj Var Description Codes Codes Codes Qual Codes (hex)
(dec) (hex) (dec)
51 0 Time and Date CTO - All Variations
51 | 1 Time and Date CTO 1123%' O7 wherg quantiy
51 2 Unsynchronized Time and Date CTO 11%% 07 wher=e1 quantity
52 0 Time Delay - All Variations
52 |1 | Time Delay Coarse 129 | 07 where quantty
52 |2 Time Delay Fine 129 07 Wherf1q”a“t'ty
60 0
60 1 Class 0 Data 1 06
1 06,07,08
60 2 Class 1 Data 20, 21 06
1 06,07,08
60 3 Class 2 Data 20, 21 06
1 06,07,08
60 4 Class 3 Data 20, 21 06
70 1 File Identifier
80 1 Internal Indications 2 . 00_
index=7
81 1 Storage Object
82 1 Device Profile
83 1 Private Registration Object
83 2 Private Registration Object Descriptor
90 1 Application Identifier
100 1 Short Floating Point
100 2 Long Floating Point
100 3 Extended Floating Point
101 1 Small Packed Binary-Coded Decimal
101 2 Medium Packed Binary-Coded Decimal
101 3 Large Packed Binary-Coded Decimal
No object (Cold Restart) 13
No object (Delay Measurement) 23
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8 Full list of all DNP3 objects
The full list of DNP3 Objects is on following pages.

—n
MULTITRODE

Ladery in Pumsp Station Mamagemend Techaclogy

MultiTrode Pty Ltd—Head Office MultiTrode Inc—USA

Brlsb?geB'rl':ncglngtl:Jeg; Park 990 South Rogers Circle, Suite 3
PO Box 4633 Boca Raton, FL 33487, USA

Ph: +1 561 994 8090

Eight Mile Plains QLD 4113, Australia Fx: +1 561 994 6282

Ph: +61 7 3340 7000
Fx: +617 3340 7077 . .
E-mail: sales@multitrode.com.au E-mail: sales@mulitrode.net

Visit www.multitrode.com for the latest information
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