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Introduction

About GFI ReportCenter
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Figure 1 - Centralized reporting framework

GFI ReportCenter is a centralized reporting framework that allows you
to generate various reports using data collected by different GFlI
products. GFI releases specialized reports for each of its products,
referred to as a ReportPack; for example, the GFI EventsManager
ReportPack. A ReportPack can be purchased as an add-on to the GFl
product.
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Figure 2 — Several ReportPacks plugged into the GFI ReportCenter framework

A ReportPack plugs into the GFI ReportCenter framework; allowing
you to generate, analyze, export and print the information generated
through these reports.

About the GFI EventsManager ReportPack

The GFI EventsManager ReportPack is a full-fledged reporting
companion to GFI EventsManager. It allows you to generate graphical
IT-level, technical and management reports based on the hardware
and software events recorded by GFI EventsManager. Hardware and
software event sources include any networked component that can
generate Syslog messages or record/log events to Windows and/or
W3C event logs. These include computers, network devices, PABXs,
and third party software solutions.

From trend reports for management (ROI) to daily drill-down reports
for technical staff; the GFI EventsManager ReportPack provides you
with the easy-to-view information required, to fully understand the
events activity on your corporate network.

The GFI EventsManager ReportPack allows for the creation of various
graphical and text based reports related to:

e Account Usage

e Account Management

e Policy Changes

o Object Access

e Application Management

e Print Server

e Windows Event Log system

o Network Resource Access (PCI Requirement 10)
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e Events Trend

o All critical messages

¢ Miscellaneous, customizable reports.

Components of the GFI EventsManager ReportPack

When you install the GFI EventsManager ReportPack, the following
components are installed:

o GFI ReportCenter framework
o GFI EventsManager default reports

e Report scheduling service.

GFI ReportCenter framework

The GFI ReportCenter framework is the management console through
which you can generate the specialized product reports which are
shipped with a product ReportPack. The GFI ReportCenter framework
offers a common application interface through which you can
navigate, generate, customize and schedule reports.
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Screenshot 1 — The GFI ReportCenter management console

The GFI ReportCenter management console is organized as follows:

Navigation Pane — Use this pane to access the navigation
buttons/configuration options provided with GFI ReportCenter.

2]

Product Selection drop-down list — Use this drop-down list to
select the GFI product for which to generate reports. The Product
Selection drop-down list displays all the products for which you

GFI ReportCenter
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have installed a ReportPack.

Favorite Reports — Use this navigation button to access your
favorite/most used reports. For more information on how to add
@ | reports to this list refer to the ‘Adding default reports to the list of
favorite reports’ and ‘Adding custom reports to the list of favorite
reports’ sections in this manual.

Default Reports — Use this navigation button to access the
default list of reports which can be generated for the selected
o product. For more information on default reports refer to the ‘GFI
EventsManager default reports’ section in this manual.

Custom Reports — Use this navigation button to access the list
of customized reports which can be generated for the selected
(5] product. For more information on how to create custom reports
refer to the ‘Custom reports’ chapter in this manual.

Scheduled Reports — Use this navigation button to access the
list of scheduled reports for automatic generation and
o distribution. For more information on how to create scheduled
reports refer to the ‘Scheduling reports’ chapter in this manual.

Options — Use this navigation button to access the general
@ | configuration settings for the GFI product selected in the
Product Selection drop down list.

Help — Use this navigation button to show this Quick Reference
@ | Guide in the Report Pane of the GFI ReportCenter management
console.

Report Pane - Use this multi-functional pane to:

« View and analyze generated reports

« Maintain the scheduled reports list

« Explore samples and descriptions of default reports.

Export — Use this button to export generated reports to various
@ | formats including HTML, Adobe Acrobat (PDF), Excel (XLS),
Word (DOC), and Rich Text Format (RTF).

Send email — Use this button to instantly distribute the last
generated report via email.

8 e Introduction GFI ReportCenter



GFI EventsManager default reports

The GFI EventsManager default reports are a collection of specialized
pre-configured reports which plug into the GFI ReportCenter
framework. These reports present the events recorded by GFI
EventsManager and allow for the generation of both graphical and
tabular IT-Level, technical and management reports. Default reports
can also serve as the base template for the creation of customized
reports which fit specific network-reporting requirements.

Report scheduling service

The report scheduling service controls the scheduling and automatic
distribution of reports by email. Reports generated by this service can
also be saved to a specific hard disk location in a variety of formats
which include DOC, PDF, RTF and HTML.

Key features

Centralized reporting

GFl ReportCenter is a one-stop, centralized reporting framework
which enables the generation and customization of graphical and
tabular reports for a wide array of GFI Products.

Wizard assisted configuration

Wizards are provided to assist you in the configuration, scheduling
and customization of reports.

Report scheduling

With GFI ReportCenter you can schedule reports to be generated on a
pre-defined schedule as well as at specified intervals. For example,
you can schedule lengthy reports to be generated after office hours.
This allows you to maximize the availability of your system resources
during working hours and avoid any possible disruptions to workflow.

Distribution of reports via email

GFI ReportCenter allows you to automatically distribute generated
reports via email. In scheduled reports, this can be achieved
automatically after the successful generation of a scheduled report.

Report export to various formats

By default, GFI ReportCenter allows you to export reports to various
formats. Supported formats include HTML, PDF, XLS, DOC and RTF.
When scheduling reports, you can optionally configure the preferred
report output format. Different scheduled reports can also be
configured to output generated reports to different file formats.

Default reports

The GFI EventsManager ReportPack ships with a default set of
graphical and tabular reports. These reports can be generated without
any further configuration effort immediately after the installation. The

GFI EventsManager user manual Introduction e 9



default reports in this ReportPack are organized into different report-
type categories:

e Account Usage

e Account Management

e Policy Changes

o Object Access

e Application Management

o Print Server

¢ Windows Event Log system

o Network Resource Access (PCI requirement 10)
e Events Trend

o All critical messages

e Miscellaneous, customizable reports.

Report customization

The default reports that ship with every ReportPack can serve as the
base template for the creation of customized reports. Report
customization is achieved by building up custom data filters which will
analyze the data source and filter the information that matches
specific criteria. In this way, you create reports tailored to your
reporting requirements.

Favorites

GFl ReportCenter allows you to create bookmarks to your most
frequently used reports — both default and custom.

Printing

By default, all reports generated by GFI ReportCenter are printer
friendly and can be printed through the windows printing services
provided by the system where GFIl ReportCenter is installed.

10 e Introduction GFI EventsManager user manual



Installation

System requirements

Install the GFI EventsManager ReportPack on a computer that meets
the following requirements:

¢ Microsoft Windows 2008, 2003 (SP2), 2000 (SP4), XP (SP2),
VISTA

e _.NET framework 2.0
e Internet Explorer 5.1 or higher
o GFI EventsManager 8.x

NOTE: The GFI EventsManager ReportPack only allows you to
generate reports for data contained in the SQL Server database
backend of GFI EventsManager.

Installation procedure

The GFI EventsManager ReportPack includes an installation wizard
which will assist you through the installation process. During the
installation process this wizard will:

e Verify that you are running the latest version of the GFI
ReportCenter framework; if you are installing the framework for the
first time or the currently installed framework version is outdated,
the installation wizard will automatically download the latest one
for you.

e Automatically install all the required components distributed
including the GFI ReportCenter framework, the GFlI
EventsManager default reports and the Report Scheduling service.

To start the installation:

1. Double-click on eventsmanager8rp.exe. As soon as the welcome
dialog is displayed, click Next to start the installation.

GFI EventsManager user manual Installation e 11



]'E GFI EventsManager 8 Report Pack Setup [ _ =) =]

GFI Report Center Framework detection

GFI Report Center framework. was not found on the spstem

GF| Eventzidanager 8 Report Pack requires GFI Beport Center framework, verzion 3.5 in
order to run. *rou need to download and install the GFI Report Center framework, version 3.5
in order to proceed.

(¥ Diownload and install the GF| Repart Center framewark version 3.5.

| will manwally install GF1 Report Center framewark version 3.5 and restart this installation.

< Back Memxt » | Cancel

Screenshot 2 - GFI ReportCenter framework detection dialog

2. If the current version of your GFI ReportCenter framework is not
compatible with the GFI EventsManager ReportPack, you will be
prompted to download and install an wupdated version. To
automatically achieve this, leave the dialog options as default and
click on the Next button.

]'E GFI EventzsM anager 8 Report Pack Setup M= E3

Check for latest build availability

Check for a newer verzion of GFl EventzM anager 8 Repaort Pack.

Thisz installation can check whether there is a newer build for GFI Eventsh anager &
Report Pack downloadable fram the GFl web site. This procedure will require an
internet connection in order to connect to the GF| web site,

fz ez, pleaze check for a newer version of GFl EventsManager§ Repart Pack an the ] wek
isite, ;
" Mo thark wouw, do not check for a newer version and continue with the curent installation,

¢ Back Memt > | Cancel

Screenshot 3 - Check for latest build availability

3. Choose whether you want the installation wizard to search for a
newer build of the GFI EventsManager ReportPack on the GFI
website. Then, click on the Next button to proceed with the
installation.
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4. In the license dialog, read the licensing agreement carefully. Select

the ‘I accept the Licensing agreement’ option and click on Next to
continue.

iiél GFI EventsManager 8 Report Pack Setup M= E3 |

Licenze Key

Enter the following information to perzonalize pour inztallation

Fleaze enter your name, company and license ke, IF pou da not have a license key you can
uze GFl EventzManager 8 Repaort Pack as an evaluation version for the first 10 days.

Eull Marne: IJ azon Micallef
Comparmy: IGFI Software Ltd.
License Keyp: IEvaIuatiu:un

¢ Back I Memt > I Cancel |

Screenshot 4 - Licensing details dialog

5. Specify the full user name, the company name and the GFI
EventsManager license key. If you will be evaluating the product for

10 days, leave the evaluation key as default (i.e. “Evaluation”). Click
on Next to continue.

i'._-!,'J GFI EventsManager 8 Report Pack Setup [ _ =) =] |

Database selection

Data zource settings for GFl Eventstanager 8 Report Pack,

Specify the databaze zource that will be used by the GF| EventstManager 8 Report Pack.

= Use zample databasze
& Use S0L Server database

— Server and databaze selection —authentication method———————
Server. ISDLSEHVEH [T UszeWindows authentication,
SMSSERVER - . .
Login uging the following
SIUE credentialz [SHL Account):
THJASON_=P =
- za
4 | | y Uzer I
Password |,1
Databasze: IEventsM anager

< Back I Mest > I Cancel

Screenshot 5 — SQL Server selection dialog
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6. Specify the details of the SQL Server which is hosting your GFI
EventsManager database backend.

NOTE: For evaluation purposes you can also use the sample
database that is distributed with this installation. When the GFI
EventsManager ReportPack installation is complete, the sample
database configuration guide is launched.

fii GFI EventsManager 8 Report Pack Setup !E[

Mail 5ettings o+ »
Enter administrator email and SMTP mail server settings ]}{'l

Pleaze enter the detailz of the SMTP server and email adrezs that are to be uzed by GFI
Eventshd anager 8 Repart Pack for email reporting.

From:

To Iadministratnr@lncalhnst

SMTP server: I'l 27.001 Eart: |25

% SMTP server does not require authentication.
" BMTP server requires authertication,

SMTP User |

SMTP Pazsword: I Yerify kail Settings |

< Back I Mest » I Cancel |

Screenshot 6 - Email configuration dialog

7. Specify the default email settings that will be used for report
distribution.

8. Specify the product installation path or click Next to leave as
default. The installation will need approximately 100 MB of free disk
space.

9. The installation wizard is now ready to copy the required files and
finalize the installation. To proceed click on the Next button.

Launching the GFI EventsManager reports for GFl ReportCenter

Following the installation, launch the GFI EventsManager Reports for
GFI ReportCenter from Start » Programs » GFl ReportCenter »
EventsManager 8 ReportPack.

Selecting a product

When more than one product ReportPack is installed, use the
Product Selection drop down list to select the GFI product
ReportPack to be used.

14 e Installation GFI EventsManager user manual



Product Selection

ALL PRODUCTS

GF| Eventshd anager 8.0 R eportPack
Ll PRODUCTS

Screenshot 7 — Product Selection drop down list

For example, to run the reports provided in the GFI EventsManager
ReportPack:

1. Launch GFI ReportCenter from Start » Program Files » GFlI
ReportCenter.

2. Select ‘GFlI EventsManager 8 ReportPack’ from the Product
Selection drop down list.

NOTE: Select the ‘ALL PRODUCTS'’ option to display and navigate all
the ReportPacks that are currently installed in GFI ReportCenter.

GFI EventsManager user manual Installation e 15






Getting started: Default reports

Introduction

After installing the GFI EventsManager ReportPack, a number of
specialized pre-configured reports can immediately be generated on
the data stored in the database backend of GFI EventsManager.
These default reports are organized into the following categories:

e Account Usage Reports: Use the reports in this category to
identify user logon issues. The event details shown in these
reports include successful/failed user logons and locked user
accounts.

o Account Management Reports: Use the reports in this category
to generate a graphical overview of important events that took
place across your entire network. The event details shown in these
reports include changes in user and computer accounts as well as
changes in security group policies.

e Policy Changes Reports: Use the reports in this category to
identify policy changes effected on your network.

e Object Access Reports: Use the reports in this category to
identify object access issues. The event details shown in these
reports include successful/failed object access and objects which
have been deleted.

e Application Management Reports: Use the reports in this
category to identify faulty applications and application installation
and removal issues. The event details shown in these reports
include applications which have been installed or removed as well
as applications which are crashing and hanging.

e Print Server Reports: Use the reports in this category to display
details related to printing events. Details provided in these reports
include documents that have been printed, the users that triggered
the printing event and the date/time when the printing operation
took place.

e Windows Event Log System Reports: Use the reports in this
category to identify audit failures and important Windows event log
issues. Details provided in these reports include the starting and
stopping of event log services, clear log operations as well as
errors generated during event logging.

o Network Resource Access (PCl requirement 10): Use the
reports in this category to display information that will help you
meet the requirements outlined by the PCI Data Security
Standards document, version 1.1.

GFI EventsManager user manual Getting started: Default reports ¢ 17



e Events Trend Reports: Use the reports in this category to display
statistical information related to event generation. Charts provided
enumerate the 10 computers and users with most events. Other
reports provide event counts on a network-wide basis as well as
on a computer by computer basis. Reports in this category can be
generated for each main time period — by hour, day, week or
month.

o All critical reports: Use the reports in this category to display
information related to critical Windows events, Syslog, W3C,
Custom Events, SNMP Traps and SQL Server Audit events. The
charts provided enumerate the 10 most critical events.

e Miscellaneous, Customizable reports: Use the reports in this
category to generate reports that offer broad customization. These
can be used to generate reports based on any Windows event log,
using filtering conditions and grouping modes which are not
covered by the other default reports.

GFI EventsManager default reports are accessed by clicking on the
Default Reports navigation button provided in the management.

Generating a default report

To generate a default report:

1. Click on the Default Reports navigation button to bring up the list
of default reports available.

Default Reports

=l GFl Eventzbanager 8.0 ReportPack -
E-51 Account Usage

----- ,r) Successful logons grouped by users

----- &~ Successful logons grouped by computers

----- 42 Logoft events For Today

----- 0 Account locke Add To Favarites List For *esterday

b Successhul log Far Last 7 Daps
-5 Account Manager MNew d Far Thiz Manth
[+-+1 Policy Changes Far Last banth

For Cugtom D ate

Screenshot 8 — Selecting the data set period

2. Right-click on the report to be generated, select Run and specify
the event date/time period that will be covered by the report.

Example 1: Generating a “Failed logons” report based on
yesterday’s data.

This example demonstrates how to generate a failed logons report
based on the events that were recorded yesterday:

1. Click on the Default Reports navigation button to bring up the list
of available reports.

2. Right-click on Failed logons and select Run » For Yesterday.

18 o Getting started: Default reports GFI EventsManager user manual



Example 2: Generating a “Failed logons” report based on
that data collected on a particular day.

This example demonstrates how to generate a failed logons report

based on the events that were recorded on July 1, 2006.

1. Click on the Default Reports navigation button to bring up the list

of available reports.

2. Right-click on Failed logons and select Run » For Custom Date.

Specify custom date

Date Time

Select the datedtime period on which to baze the repaort

Reportz bazed on date and time will gather the events occurred dunng the zelected time
period and will generate resultz bazed on infarmation found within this specified time interval.

" Relative

ITDda_I,I
& Day

i

| Satwday . Juy 01,2006
o8 K0 July, 2006

Sun Mon TueWed Thu Fri Sat
S 2s 26 27 2| 2820
2 3 4 5% B 7 8B
9 10 11 12 13 14

23 0244 25 28 27 28 029

15 [B:03FM =S
16 17 18 19 20 21 22 [EEeEiT

[l

Tear |2006

I RN 12 3 405
[ |Today: 941142006

< Each | Finish |

Cancel

Screenshot 9 - Configuring custom date/time period

3. Select the ‘Day’ option and expand the provided drop down. This

will bring up the date selection calendar.

4. Navigate to the required month (i.e. July) and select the required

day (i.e. 1).
5. Click Finish to generate the report.

Example 3: Generating a “Failed logons” report based on
data collected over a specific date/time period.

This example demonstrates how to generate a failed logons report
based on the events recorded between July 1, 2006 and July 10,

2006.

1. Click on the Default Reports navigation button to bring up the list

of available reports.

2. Right-click on Failed logons and select Run » For Custom Date.
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5

pecify custom date

Date Time

Select the datetime period on which to base the report

=

Feports based on date and time will gather the events occurred during the selected time
period and will generate rezultz bazed on infarmation found within this specified time interval.

{~ Relative

I Today
 Day

=

I Monday . Septerber 11, 2006
" Manth

I September
* Date range

=1

=2

Eom | 7/ 1/2006  =|lodozon =5
Too | 7A0/2006 =l|easama ==

I

f2008

LCancel |

Screenshot 10 - Configuring custom date/time period

3. Select the ‘Date range’ option and specify the required parameters:

‘From’ — 07/01/2006 00:00:00.
‘To’ — 07/10/2006 23:59:59.

NOTE: Date and time format are based on the regional settings
configured on your computer.

4. Click Finish to generate the report.

Analyzing the generated report

File

Fanes

GFl ReportCenter 3.5 M= =
Toolz:  Help
e d @B mmd i wn
es I 5 .
A 4« > o & = 4 43 1
Product Selection b WA XS Eadun
IGFI Eventstanager 8.0 ReportPack j ;I

Default Reports
Evertstanager 8.0 ReportPack & |

=1| GFI

[«
N

gz accon it ket o
Use T acco it ok

Account Usage

Account Management

80 User account management
ﬂ Computer account managernme
-y Password changes

& Security group management
4! Palicy Changes

1! Object Access

1 Application Management

) Print Server

2 Windows Event Log system

-

User account operations distribution

B ser account changed  73.3%
W User account created . 13.3%

O User account deleted  13.3%
Total:

gz raco i teia

100.0%
wged

|

K]

T

e,
. |Current Page Mo.: 2

|T0ta| Page Mo 4

|Zoom Factor: 75%

Screenshot 11 — Generated reports are displayed in the right pane of the management console

20 e Getting started: Default reports

GFI EventsManager user manual



Generated reports are shown in the right pane of the GFI
ReportCenter. Use the toolbar at the top of the report pane to access
common report related functions:

Report browsing options

M4 »M Browse the generated report page by page.

d Zoom in/Zoom out.

A Search the report for particular text or characters.

- Go directly to a specific page.

] Breakdown the report into a group tree (e.g. by date/time).

= | Print report.

Report storage and distribution options
W1 Export the generated report to a specific file format.

£ Distribute the generated report via email.

NOTE: For information on how to configure report storage and
distribution options refer to the ‘Configuring Advanced Settings’
section in this manual.

Adding default reports to the list of favorite reports

Default Reports

E-+5 Account Uzage -
----- ﬁ Successiul logons grouped by users

----- ﬁ Successful lagons: grouped by computers

----- Q Failed ||:lgl:lr'|:5:
™ Logoff events. Run »
ST A dd To Favarites List
L Successhul lo

-5 Account Manage New d
-5 Palicy Changes
#-+5 Object Access ll

Screenshot 12 — Favorite Reports navigation button

You can group and access frequently used reports through the
Favorite Reports navigation button. To add a default report to the list
of favorite reports:

1. Click on the Default Reports navigation button to bring up the list
of available reports.

2. Right-click on the default report that you to be added to favorites
and select Add to favorites list.

3. Click Yes to confirm.

GFI EventsManager user manual

Getting started: Default reports e 21






Custom reports

Introduction

GFI ReportCenter allows you to create custom reports which are
tailored to your reporting requirements. This is achieved by building up
custom data filters which will analyze the data source and filter out the
information that matches the specified criteria.

Creating a new custom report

To create a custom report:
1. Click on the Default Reports navigation button.

2. Right-click on the default report to be used as template and select
New P Custom Report. This will bring up the ‘Custom Report
Wizard'.

Custom Heport Wizard |

General settings Lo
Specifty the title and the type of the report

Pleaze specify the sorting condition that will be applied on the report. The available
zorting conditions can vary, depending on the current report.

Date / time j I.-'i'«scending j

You can specify the grouping conditions for this type of report. You can either chooze
not to group the recaords or select a grouping condition fram the list below.

|Jzer j

< Back | 1

Screenshot 13 - Sorting and grouping conditions to be applied to the report

LCancel |

3. Specify how the information will be sorted in your report.
4. Specify how the information will be grouped in your report.
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Custom Heport Wizard

Date Time

Select the datetime period on which to base the report

=

Feports based on date and time will gather the events occurred during the selected time
period and will generate rezultz bazed on infarmation found within this specified time interval.

{~ Relative

I Today
 Day

=

I Monday . Septerber 11, 2006
" Manth

=2

ISeptemI:uer

* Date range
Eom: | 7/ 172006 =||13:00.00
Too | 7712006 =||17.0000

I

eari | 2008

LCancel |

Screenshot 14 — Selecting the data source to use

5. Select the data source that will be used to generate the custom

report (based on the date/time period).
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D ata Filters Lo,
Specify any filkers that should be applied on the repart @
Add... I

Specify the filkers which will be applied to this report;

Filters |

Edit:.. |

nnmnun I
Add Filter Property. .. |
Specify the filker condition ko apply to the report:

Filter conditian:

I "¢ Computer Mame j

Logical relation;

Iis equal ko j

Walle:
ITM_.J azah

Eilben pramerty carditicn wWhen added:

I and j

k. I Cancel

Screenshot 15 — Specifying data filter conditions

6. Configure the data filter conditions that will be applied against the
selected data source. Click on Next to continue.

NOTE: For more information on how to configure filter conditions,
refer to the section ‘Configuring data filter conditions’ in this manual.

7. Specify a name and description for the customized report. Click on
Next to continue.

8. Click on Finish to finalize your configuration settings.

Configuring data filter conditions

Use data filter conditions to specify which events will be included in
the report. Only the events which match the specified criteria will be
processed and presented within the report.
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Custom Report Wizard

Data Filters
Specify any filters that should be applied on the report @

Filters | Add |

[

< Back “ Mext > I Cancel

Screenshot 16 - Custom Report Wizard: Filters dialog

Click on the Add... button to bring up the ‘Edit filter properties’ dialog
and configure the following conditions:

o ‘Filter condition’ — Specify the data source area on which the filter
will focus (for example, select ‘Computer Name’ to filter the events
data related to a particular computer).

e ‘Condition’ — Specify the condition comparison parameter.
e ‘Value’ — Specify the string to which source data will be compared.

For example to generate a report which contains only information
related to a workstation called “TM_Jason”, configure your filter
parameters as shown below:
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Custom Report \Il"‘u'd :

Data Filters
Specify any filkers that should be applied on the report @
ol | o | G
| Add... |
Edit I

tl."l‘l WYE I
Add Filter Property... [ X| I

Specify the filter condition to apply to the report:
Filter condition:

| ¢ Computer Name j

Logical relatior:

|i$ equal to j
Walue:
ITM_Jason

Screenshot 17 - Filter conditions configuration dialog

For more specific reports, you can limit the range of information to be
displayed by tightening your conditions/search criteria. This is
achieved by configuring and applying multiple data filters against the
selected data source. When more than one filter is used, specify how
these filters will be logically linked. This is achieved by selecting a
logical grouping condition from ‘Filter property condition...” drop down
list.

e Select And to include ALL the scan data information that satisfies
ALL of the conditions specified in the filters.

e Select Or to include ALL the scan data information that matches at
least one of the specified filter conditions.

Example: Using multiple filters

Consider the situation where a custom report has 2 filters configured
as follows:
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Add Filter Property. . Add Filter Property. . E

Specify the filter condition to apply to the repart: Specify the filter condition to apply ta the report:
Filter condition: Filter condition:
I J’ Computer Hame j Ia;{ Account j
Logical relation: Logical relation:
Iis equal to j Iis equal to j
W alue: Walue:
| TM_Admin1 Jason
Filter prapert candition when added; Filter property condition when added:
Iand j
Ok I Cancel | Ok I Caticel |
Screenshot 18 - Using multiple filters

Parameters Filter 1 Filter 2
Filter condition Computer Name User Name
Logical relation Is equal to Includes
Value ‘TM_Adminl’ ‘Jason’

The data which will be included in this custom report will vary
according to how these filters will be applied against your data. This is
defined through the ‘Filter property condition...” drop-down.

Filters applied Data output

Filter 1 and Filter 2 The report will show:

e All the events by users called ‘Jason’ on
the computer called “TM_Admin1’.

Filter 1 or Filter 2 The report will show:

e All the events generated by users called
‘Jason’ — (no matter on which computer
the connections were made)

AND

e All events related to the computer called
‘TM_Admin1’ — (no matter who the users
are).

Example: Creating a custom report based on data collected
during a particular month

This example demonstrates how to generate a failed logon report
called ‘Failed logons in July 2006’. This report will be based on the
events:

e Collected from the computer called “TM_Admin1’
e Generated by the user account ‘Jason’

o Recorded during the month of ‘July 2006’.

To create this report:

1. Click on the Default Reports navigation button.

2. Right-click on the report to be customized and select New »
Custom Report. This will bring up the ‘Custom Reports Wizard'.

3. As soon as the welcome dialog is displayed, click Next.
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Custom Heport Wizard |

Date Time o
Select the datetime period on which to base the report

Feports based on date and time will gather the events occurred during the selected time
period and will generate rezultz bazed on infarmation found within this specified time interval.

{~ Relative

ITu:uda_l,l j
" Day

I Monday . Septerber 11, 2006 ;I
=+ Manth

I-.lul_l,I j

" Date range
Fome | antszo06  x][ezes =
Too | avzooe xlezEm =

1=Z

ear |2006

LCancel |

Screenshot 19 — Selecting the data source to use

4. Select the ‘Month’ option and specify the following parameters:
e Month: ‘July’.

e Year: ‘2006’

5. Click on Next to proceed to the data filters dialog.

Custom Report Wizard

Data Filters
Specify any fiters that should be applied on the repart @

ol o 4] 3] L | s
Filters | add

_;’ Computer Mame iz equal to TM_adminl

8 and Account is equal to Jason Ed |

Add Filter Property... Add Filter Property... E3

Specify the filter candition ta apply to the report: Specify the filker condition ta apply to the report:
Filter condition: Filter condition:
I § Computer Name Ll I&{ Account j
Loagical relation: Loaical relation:
Jis equalto =] - |isequalto =]
Yalue: K Value:

- | TM_Admin - [ason
ikl ege =t e ageliion =g ze e Filter property condition when added:
fand 7 [ and R

of
Cancel | aK Cancel

Screenshot 20 - Filter conditions dialog(s)
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6. Click on the Add... button and configure the parameters of filter 1
as follows:

o Filter condition: ‘Computer Name’

¢ Condition: ‘Equal to’

e Value: TM_Adminl’.

7. Click OK to finalize your filter configuration settings.

8. Click again on the Add... button and configure the parameters of
filter 2 as follows:

o Filter condition: ‘Account’

e Condition: fis equal to’

e Value: Jason’

e Filter Property condition...: ‘and’.

9. Click OK to finalize your filter configuration settings.

10. Click Next and specify the following parameters:

e Report Name: Failed logons in July 2006’

o Report Title: Failed logons by Jason on computer TM_Adminl’

e Report Description: This report shows the failed logons made by
user Jason Micallef on computer TM_Admin1 during July 2006.’

11. Click Next to proceed to the final dialog.
12. Click Finish to finalize your custom report configuration settings.

Run a custom report

To run a custom report:
1. Click on the Custom Reports navigation button.

2. Right-click on the custom report to be generated and select
Generate.

Editing a custom report

To edit the configuration settings of a custom report:
1. Click on the Custom Reports navigation button.
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Custom Heport Wizard |

Welcome to the EventsManager
Custom Repont Wizard

NI

Thiz wizard will help generate a new customized report bazed on
the following report:

=Y Print activities

The repart iz bazed on the events 2-14 fram the systern log, with
zource print”’ It dizplays all the documents printed, the users
printing docurments, the file detals of the printed files and the
date and time when the print operation ...

You will be azked to zelect the filters that apply o thiz new
custam repoart,

Click nest to continue.

o Bank | Mewt » I LCancel

Screenshot 21 - Custom Report Wizard: Welcome dialog

2. Right-click on the custom report to be modified and select Edit. This
will bring up the ‘Custom Reports Wizard’ through which you can
make the required changes.

NOTE: For more information on how to configure the parameters of a
custom report refer to the ‘Creating a custom report’ section in this
chapter.

Deleting a custom report

To delete a custom report:
1. Click on the Custom Reports navigation button.

2. Right-click on the custom report to be permanently removed from
the list and select Delete.

3. Click Yes to confirm.

Adding custom reports to the list of favorite reports

Custom Reports
= GFl EventzM anager 8.0 ReportPack,

Run

Edit

Delete

Add To Favonites List

e 3

Screenshot 22 - Favorite reports navigation button
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You can group and access frequently used reports through the
Favorite Reports navigation button. To add a custom report to the list
of favorite reports:

1. Click on the Custom Reports navigation button to bring up the list
of available reports.

2. Right-click on the custom report to be added to favorites and select
Add to Favorites List.

3. Click Yes to confirm.
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Scheduling reports

Introduction

GFI ReportCenter allows you to generate reports on a pre-defined
schedule as well as at specified intervals. This way you can automate
the generation of reports that are required on regular basis/
periodically.

Further to this, GFI ReportCenter can also be configured to
automatically distribute scheduled reports via email. For every
scheduled report, you can configure custom emailing parameters
including the list of report recipients and the file format (e.g. PDF) in
which the report will be attached to the email.

Use the report scheduling feature to automate your report generation
requirements. For example, you can schedule lengthy reports after
office working hours and automatically email them to the intended
recipients. This way, you maximize the availability of your system
resources during working hours and avoid any possible disruptions to
workflow.

Both default and custom reports can be scheduled for automatic
generation.

Scheduling a report

To schedule a report:
1. Click on the Default/Custom Reports option pane.

2. Right-click on the report to be scheduled and select New »
Scheduled report. This will bring up the ‘Scheduled Report Wizard’.
Click on Next to continue.
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Schedule Report Wizard |

Date Time
Select the datetime period on which to base the report

Feports based on date and time will gather the events occurred during the selected time
period and will generate rezultz bazed on infarmation found within this specified time interval.

{* Relative

Today j

Yesterday

Last seven days
~ Thiz month

Last manth

I September j

" Date range
Fom | ant/z008  x]1g4mia =
Too | avzooe x|igaris =

¢ Back | Mewt » I LCancel

Screenshot 23 - Report Scheduling Wizard: Data-set selection dialog

=2

eeri | 2008

3. Select the events data period to be covered by this report.

Schedule Report Wizard |

Time Schedule
Specify the time schedule to be used to automatically generate the report

Scheduled reportz can be generated either once uzing a specific date and time or elze
re-generated using a time frame, starting from a specific time.

" Generate thiz report [once] on the following daytime:

Date/Time: | 9/1/2008 =] [13:00.21 =

* Generate thiz report eveny:

Interval: |‘I Daps j

Mirut
Start datedtime: | 3/11/2006 |jurs

11

< Back | Hewut = I LCancel |

Screenshot 24 — Report Scheduling Wizard: Time schedule dialogue

4. Specify the report scheduling parameters (date/time/frequency).
Click on Next to continue.
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Schedule Report Wizard |

Advanced Settings o
Cuztomize repart digtribution and starage options.

Y'ou can zend the generated report by email to a target recipient list or ave the generated repart
in a folder on your file spstem. Click on the Settings button af the relevant section in the dialog to
further configure repart sendingssaving options.

V¥ Export to file

gl Click an the Set_tings buttan bo custu:urr!ize the report storage options and specify the: file
format and destination falder where this repart will be stored.

Settings |

v Send by mail

a Chizk on the Settings button bo cuztomize and configure the email zettings which will be
uzed far report distibution,

Settings

¢ Back Mewt » Cancel

Screenshot 25 — Report Scheduling Wizard: Advanced Settings dialog

5. To export the generated report to file, select the ‘Export to file’
option. To customize the report export configuration settings click on
the Settings button underneath this option.

NOTE: For information on how to configure export-to-file settings refer
to the ‘Configuring report export to file options’ section in this chapter.

6. To automatically distribute generated reports via email, select the
‘Send by mail’ option. To customize the email settings used for report
distribution click on the Settings button underneath this option.

NOTE: For information on how to configure email settings refer to the
‘Configuring report emailing options’ in this chapter.

7. Specify a name and description for this scheduled report. Click on
Next to continue.

8. Click on Finish to finalize your settings.

Configuring advanced settings

GFl EventsManager ReportPack allows you to export scheduled
reports to a specific file format as well as to automatically distribute
these reports via email. This is achieved using either a set of
parameters (e.g. recipient’'s email addresses) which are specified on
the fly during scheduled report configuration or using the default set of
report export and distribution parameters configured during the
ReportPack installation.

NOTE: The Report Scheduling Wizard is by default configured to use
the default set of report export and distribution parameters.

Report export formats

Scheduled reports can be exported in a variety of formats. Supported
file formats include:
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Format Description

Use this format to allow distribution of a report on
1 '(Ag%k:g izl different systems such as Macintosh and Linux while
' preserving the layout.

Use this format if you want to further process the report
2 MS Excel (.XLS) and perform more advance calculations using another
(external) program such as Microsoft Excel.

3 MS Word Use this format if you want to access this report using
(.DOC) Microsoft Word.
Use this format to save the report in a format that is
4 Rich text format small in size and which allows accessibility through
(.RTF) different word processors in different operating
systems.

Configuring report export to file options

To configure the report export to file settings of a scheduled report do
as follows:

V¥ Export to file

gl Click on the Settings button to customize the report storage oplions and specify the file
format and destination folder where this report will be stored.

Settings |

Screenshot 26 - Advanced Settings dialog: Export to file settings button

1. From the ‘Advanced Settings’ dialog, click on the Settings button
underneath the ‘Export to file’ option.

Repoit Storage Options E3
Folder Options |

- ‘You can overmnde the default folder options for this
scheduled report

[v Override the detault folder options for this report:

|C: “Program Files\GFI\ReportCenter I
Repaort format:
[dobe Acrobat [ pdf) =]

ok | cece | oy |

Screenshot 27 - Advanced Settings: Export to file options

2. Select the option ‘Override the default folder options for this report:’
3. Specify the complete path where the exported report will be saved.
4. Specify the file format in which the exported report will be saved.

5. Click OK to finalize your configuration settings.
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NOTE: For information on how to configure the default export to file
settings refer to the ‘Configuring default scheduling options’ section in

this manual.

Configuring report emailing options
To configure the report emailing options of a scheduled report do as

follows:

v Send by mail

_‘| Click on the Settings button to customize and configure the email settings which will be

used for report distrbution.

Settings |

Screenshot 28 - Advanced Settings dialog: Send by email settings button

1. From the ‘Advanced Settings’ dialog, click on the Settings button

underneath the ‘Send by email’ option.

Email Alerts Options

Email Optionz |

J You can overnde the default email options for thiz zcheduled
repork

v Dweride the default email options far this report:

0 Iadministlatur@localhnst

To
oo

Tom; IGFIHepUItEenler@'l 27001

F
5

EIYEr I'I2?.IJ.D.1 Port: |25

[~ SMTP Server requires login

Wser mame; I

Eagsard |

Beport format:

Adobe Acrobat [ pdf] j

o ]

Cancel | Apply

Screenshot 29 - Report distribution options

2. Select the option ‘Override the default email options for this report.’

3. Specify the following parameters:

e To/CC: Specify the email address(es) where the generated report

will be sent.

e From: Specify the email account that will be used to send the

report.

e Server: Specify the name/IP of your SMTP (outbound) email
server. If the specified server requires authentication, select the
option ‘SMTP Server requires login’ and specify the logon

credentials in the ‘User name’ and ‘Password’ fields.
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e Report format: Reports are sent via email as attachments. Select
the file format in which to send out your report.

4. Click OK to finalize your configuration settings.

Viewing the list of scheduled reports

GFl ReportCenter 3.5 HEE
File  Tool: Help

« » 0[]

_.l Schedule Mame | Report Mame | Last Generation | Mext Generation
= S chedule far report Failed logons'  Failed logons 941142006 7-52:18 P
Schedule for report Failed lagan Failed lngons 912/2006 31512 Pt

Product Selection

IGFI Eventstanager 8.0 ReportPack j

Scheduled Reports
= GFI Eventstanager 8.0 ReportPack.
Scheduled Reports List
" Scheduled Reports Activity

‘i‘g Favorite Reporks

i Default Reports

@ Custom Reports

| % Scheduled Reports
ﬁ.} Options

2J Help

4 | i

Screenshot 30 - List of Scheduled reports

Click on the Scheduled Reports navigation button to show the list of
scheduled reports which are currently configured for automatic
generation. This information is displayed in the right pane of the
management console and includes the following details:

e Schedule Name: The custom name that was specified during the
creation of the new scheduled report.

o Report Name: The names of the default or custom report(s) that
will be generate.

e Last Generation: Indicates the date/time when the report was last
generated.

¢ Next Generation: Indicate the date/time when the report is to be
next generated.

e Description: The description that you have entered for each
schedule.
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Viewing the scheduled reports activity

GFl ReportCenter 3.5 HEE
File  Tool: Help

« » 0[]

Date | Froduct M ame | Type / | Description

Product Selection _@3113’2008 70028 P GFI EventsManager 8.0 ReportPack  Information  Finished generating <
@ 941142006 7:0028 PM  GFI EventsManager 8.0 RepartPack  Infarmation Scheduled report exp
@ 9411/2006 7:00.20 PM  GFI Eventstanager 8.0 RepotPack  Information  Generating schedule
@ 9/11/2006 7:00:20 PM  GFI EventsManager 8.0 RepartPack  Information  Starling to generate -

IGFI Eventstanager 8.0 ReportPack j

Scheduled Reports

= GF| Eventstanager 8.0 ReportPack.
Scheduled Reports List
Scheduled Reparts Activity

‘,‘:‘g Favorite Reporks

m.__ Default Reports

QD Custom Reports
L.5 Scheduled Reports

fm Options

2J Help

4] | I

Screenshot 31 - Schedule activity monitor

GFI ReportCenter also includes a schedule activity monitor through
which you can view events related to all scheduled reports that have
been executed.

To open the schedule activity monitor, click on the Scheduled
Reports navigation button and select the Scheduled Reports
Activity node. This will bring up the activity information in the right
pane of the GFI ReportCenter management console.

The activity monitor displays the following events:

# - Information: The scheduled report was successfully executed
and sent by email and/or saved to disk.

% - Warning: The scheduled report was not executed because
product license is invalid or has expired.

€ - Error: The scheduled report was not executed due to a particular
condition/event. Typical conditions include:

e Errors when attempting to save the generated report to a specific
folder (for example, out of disk space).

e Errors when attempting to send the generated report via email (for
example, the SMTP server configured in the GFI ReportCenter
settings is not reachable).

The activity monitor records and enumerates the following information:
o Date: The date and time when the scheduled report was executed.

e Product name: The name of the GFI product to which the report
belongs.

e Type: The event classification - error, information, or warning.

o Description: Information related to the state of a scheduled report
that has been executed. The format and contents of the activity
description vary, depending on the event type.
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NOTE: The description is often the most useful piece of information,
indicating what happened during the execution of a scheduled report
or the significance of the event.

Enable/disable a scheduled report

Scheduled reports can be enabled or disabled as required. Use the
Scheduled Reports navigation button to view the list of scheduled
reports as well as to identify their current status. The status of
scheduled reports is shown through the icon included on the left hand
side of each schedule:

8 Indicates that the scheduled report is disabled.

™ _ Indicates that the scheduled report is enabled/pending.

To enable or disable a scheduled report, right-click on the respective
report and select Enable/Disable accordingly.

Editing a scheduled report

To make changes to the configuration settings of a scheduled report:
1. Click on the Scheduled Reports navigation button.

2. Right-click on the scheduled report to be re-configured and select
Properties. This will bring up the ‘Scheduled Reports Wizard'.

Schedule Report Wizard |

Welcome to the EventsManager
Schedule Report Wizard

Thiz wizard will help you zchedule the following repart:

=Y Print activities

The repart iz bazed on the events 2-14 fram the systern log, with
zource print”’ It dizplays all the documents printed, the users
printing docurments, the file detals of the printed files and the
date and time when the print operation ...

Click nest to continue.

o Bank | Mewt » I LCancel

Screenshot 32 - Scheduled Reports wizard

3. Click on Next and perform the required changes. For information on
how to configure the parameters of a scheduled report refer to the
‘Creating a scheduled report’ section in this chapter.
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Deleting a scheduled report
To delete a scheduled report:
1. Click on the Scheduled Reports navigation button.

2. Right-click on the scheduled report to be permanently removed
from the list and select Delete.

Example: Scheduling a report

This example demonstrates how to schedule a failed logons report
which will:

e Generate the first report on 09/11/2006 at 20:00.
e Continue generating the same report on a daily basis.

o Export the generated report(s) to folder ‘C:\Daily Reports’ in PDF
format.

o Email the generated report using the following custom parameters:
o Send from email account: ‘RC_Admin@gfi.com’
o Send to email account: ‘IT_manager@gfi.com’
o SMTP server details: “120.11.120.11.

To create the scheduled report:

1. Click on the Default Reports navigation button.

2. Right-click on ‘Failed logons’ and select New & Scheduled
Report. As soon as the welcome dialog is displayed click Next.

Schedule Report Wizard |

Date Time Lo
Select the datestime period on which to base the report

Feports based on date and time will gather the events occurred during the selected time
period and will generate rezultz bazed on infarmation found within this specified time interval.

{* Relative

Today j

Yesterday

Last seven days
~ Thiz month

Last manth

ISeptemI:uer j M= |2EIEIE
" Date range

Fom | ant/2006  x]|130502

Ioo | anvzooe x||130502

< Back | Hemt = I LCancel

Screenshot 33 - Select events data period

3. Select the option ‘Relative’ and from the provided drop down list
select ‘Today’. Click on Next to proceed to the next dialog.

4. Since no data filters will be applied in this example, click Next to
proceed to the next dialog.
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Schedule Report Wizard |

Time Schedule
Specify the time zchedule to be uszed to automatically generate the repart

Scheduled reports can be generated either once uzing a specific date and time or elze
re-generated wzing a time frame, starting from a specific time.

™ Generate this report [onee] on the following dayime:

Date/Mines | aAi/208 =) [151657 =

=" Generate this report eveny:

Intersval: |'I Days j

M
Star datestime: | 341172006 |\joe

11

¢ Back | Mewt » I LCancel

Screenshot 34 — Specifying the scheduling options

5. To generate this report on daily basis, select the option ‘Generate
this report every:” and set the interval to ‘71 Day’.

6. Set the start date to ‘09/11/2006° and time to 20:00’. Click Next to
continue.

Schedule Report Wizard |

Advanced Settings
Customize repart distribution and starage options.

Y'ou can zend the generated report by email to a target recipient list or ave the generated repart
in a folder on your file spstem. Click on the Settings button af the relevant section in the dialog to
further configure repart sendingssaving options.

V¥ Export to file

e, g Click on the Settings button to cuztomize the repaort storage optiohs and specify the file
= format and destination falder where this repart will be stored.

Settingz |

v Send by mail

al

Click on the Settings button to cuztomize and configure the email zettings which will be
uzed far report distibution,

Settings

< Back | Hemt = Cancel

Screenshot 35 - Advanced Settings dialog

7. From the ‘Advanced Settings’ dialog, click on the Settings button
underneath the ‘Export to file’ option.
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Report Storage Options E3

Folder Options |

a “ou can ovemde the default folder options for this scheduled
g ranert

¥ Overmide the default folder options for this report:

|C: \Daily Repoits _|

Repaort format:

| &dobe Aciobat (* pd) =]

Adobe Acrobat [

Microzoft Excel [* xlz)
Microsoft Word [*.doc)
Rich Text Format [*,rtf]

Ok Cancel Apply

Screenshot 36 - Advanced Settings: Export to file options

8. Select the option ‘Override the default folder options for this report:’

9. Specify the complete path where this report will be saved i.e.
‘C:\Daily Reports’.

10. From the report format drop down select ‘PDF’ and click OK.
¥ Send by mail

=1 Click on the Settings button to customize and configure the email settings which will be
used for report distnbution.

Settings |

Screenshot 37 - Advanced Settings dialog: Send by email settings button

11. From the ‘Advanced Settings’ dialog, click on the Settings button
underneath the ‘Send by email’ option.
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Email Alerts Oplions |

Email Options |

J Y'ou can override the default email options for this scheduled
repork

[+ DOvemde the default email options far this report:

T Iadministratur@lucalhnst

|

FErarm: IG FIR eportCenter@l 27 .0.0.1

Server [127.0.0.1 Bort: |25

[~ SMTP Server requires lagin

zer narnme: I

Easawnrd; I
Beport farmat;
Adobe Acrobat [F.pdf) j

Ok I Cancel | Apply |

Screenshot 38 - Report distribution options

12. Select the option ‘Override the default email options for this
report.’

13. Specify the following parameters:
e To: ‘RC_Admin@gfi.com’

e From: 1T_manager@gfi.com’

e Server: 120.11.120.117..

14. From the report format drop down select ‘PDF’ and click OK to
finalize your email settings.

15. Click Next and specify the following parameters:
e Report Name: ‘Daily failed logons report’
o Report Title: ‘Daily failed logons report’

e Report Description: This report is generated on a daily basis at
20:00. It shows all failed logon events recorded throughout the
day.

16. Click Next to proceed to the final dialog.
17. Click Finish to finalize your custom report configuration settings.
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Configuring default options

Introduction

The GFI EventsManager ReportPack allows you to configure a default
set of parameters which can be used when generating reports. These
parameters are first set during installation. However, you can still
reconfigure any of these parameters via the Options navigation
button and the Tools menu provided in the GFI ReportCenter
management console.

GFl ReportCenter 3.5 =] 3
Eile

Tool: | Help

Diefault Scheduling Options

= ESM FeportPack

Product Selection

EZGFi SECURITY & MESSAGING SDFTWAH

= Database Source Selection

IGFI Ewventstd anager 8.0 RepartPack

Options GFI EventsManager 8.0 ReportPack
= GFI Eventstdanager 8.0 ReportPack Copyright () 2000-2007 GFI Software Lid.

[ ] I:Zlat-tna:s:e Eil:ll.lll::Ee Databasze Type: MS SOL Server
Yersion Information Database Path: (local )

MOTE : To change the database backend between different database types,
right click on Database Source and select "Set Databasze Source..."

Screenshot 39 - Options navigation button and Tools menu

Through the Options navigation button you can configure the
following parameter:

o Database source: Use this node to specify the database backend
from where the ReportPack will extract the required reporting data.

Through the Tools menu you can configure the following parameters:

o Default scheduling settings: Use this menu option to configure
the default export to file parameters and report emailing
parameters of scheduled reports.

Configuring database source

To configure your database source:
1. Click on the Options navigation button.
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2. Right-click on the Database Source node and select Set Database
Source... This will bring up the database source configuration dialog.

Database Source I

Database Source I

— Databaze settings
Databaze Tope:
MS SAL Server =]

Please specify the name or IP of the maching containing the SOL
Server / MSDE database to use:

Server |[Iu:uc:a|] j

[~ Use SOL Server Authentication

Wser: I

Easstarnd: |

DB name: |EventsManager j

Cancel | Apply |

Screenshot 40 - Database source configuration dialog

3. Select the database type (e.g. MS SQL Server) from the provided
list of supported databases.

NOTE: GFI EventsManager database backend supports only
MSDE/MS SQL Server.

4. Specify the name or IP address of your MSDE/MS SQL Server
database backend.

5. To use the credentials of an SQL Server account, select the ‘Use
SQL Server authentication’ option and specify the user name and
password in the provided fields.

NOTE: By default, the GFI EventsManager ReportPack uses
Windows logon credentials to authenticate to the SQL Server.

6. Specify the name of the database to be used by the database
backend.

7. Click on OK to finalize your configuration settings.
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Viewing the current database source settings

GFIl ReportCenter 3.5 HEE
File  Tool: Help

> 2|8
n n o
Product Selection EZGFI SECURITY S MESOAGING suﬁwﬁ

Database Source Selection

IGFI Eventstdanager 8.0 ReportPack j

Options GFI EventsManager 8.0 ReportPack
= GFl Evertstanager 8.0 RepaortPack Copyright (¢) 2000-2007 GFI Sothware Lid.
D -

) atab: ATCE Databaze Type: MS SAL Server
\"'.ersmr? Information Databass Path: (local]
il Licensing

NOTE : To change the databaze backend between differert database types, right click on
Database Source and select "Set Database Source...".

‘j:g Favorite Reports

.u"_ Default Reports

ED Custom Reports

L.} Scheduled Reports

([l Dptions

Screenshot 41 - Database source configuration settings

After configuration, you can view the current database source settings
by clicking on the Database Source node.

Configuring default scheduling settings
To configure the default settings to be used by scheduled reports:

GFI ReportCenter 3.5
File | Toolz | Help

4 Default Scheduling Options

ESH ReportPack

Screenshot 42 - Default Scheduling Options node

1. From the pull-down menu, click on the Tools P Default
Scheduling Options.

2. Configuration the required parameter as described in the
‘Configuring Advanced Settings’ section of the Scheduling Reports
chapter.
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General options

Entering your license key after installation

If you have purchased GFI EventsManager, enter your License key
using the Options P Licensing node (no re-installation/re-
configuration required)

NOTE: Entering the License Key should not be confused with the
process of registering your company details on our website. This is
important since it allows us to give you support and notify you of
important product news. You may register and obtain your GFI
customer account from: http://www.gfi.com/pages/regfrm.htm.

To input your GFI EventsManager license key:

Product Selection

ALL PRODUCTS

GF| Eventstdanager 8.0 Hep
ALl PRODUCTS

Screenshot 43 — Product Selection drop down list

1. Select the respective product (e.g. ‘GFI EventsManager 8
ReportPack’) from the Product Selection drop down list.

2. Click on the Options navigation button.

3. Right-click on the Licensing node and select Set Licensing....
This will bring up the ‘Licensing’ dialog.
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Licensing |

— Current licenze key

1 ReportPack:
:.-J IEFI EventzManager 8.0 RepaortPack

Licenzing status:

IE\-'aIuatiu:un WETZION

Evaluation status:

|3EI dayz evaluation, 0 days pazsed

Lizehze kew:

IE\-'aIuatiu:un

—Mew licenze key

g% Enter your new ReportPack licenze kew:

| ] 4 I Cancel Sl

Screenshot 44 - Licensing dialog

4. Type in the GFI EventsManager license key.
5. Click on OK to finalize your entry.

Viewing the current licensing details

To view your current licensing details, click on the Options navigation
button and select the Licensing node. The licensing details will be
displayed in the right pane of the management console.

Viewing the product ReportPack version details

To view the version information of your product ReportPacks:

1. Select the product ReportPack from the Product Selection drop
down list.

2. Click on the Options navigation button and select the Version
Information node. The version details will be displayed in the right
pane of the management console.

Checking the web for newer builds

Periodically GFI releases product and ReportPack updates which can
be automatically downloaded from the GFI website. To check if a
newer built is available for download:
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™ Program Yerzion Properties |

Yerzion |nformation

[5Fl Eventzi anager 8.0 ReportPack,
Copyright [c] 2000-2007 GF| Software Lid.

GFl Eventzid anager 8.0 ReportPack

There iz ho newer build available.

YWerzion: 5.0 Build: 20070821

LCheck faor latest verzion on webszite

k. I Cancel ][]

Screenshot 45 - Version Properties: Check for newer builds dialog

1. Select the respective product (for example, GFI EventsManager 8
ReportPack) from the Product Selection drop down list.

2. Click on the Options navigation button.

3. Right-click on the Version Information node and select Checking
for newer builds...
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Appendix: GFlI EventsManager
Default Reports

Account Usage Reports

Successful logons grouped by users

(1 Lo Juser Name: GFITEMASOFTealin ______________|

Event ID
540

FSERVER
FSERVER
FSERVER
FSERVER
FSERVER
FSERVER
FSERVER
FSERVER
FSERVER
FSERVER
FSERVER
FSERVER
FSERVER
FSERVER
FSERVER
FSERVER
FSERVER
FSERVER
FSERVER
FSERVER
FSERVER
FSERVER
FSERVER
FSERVER
FSERVER
FSERVER
FSERVER

540
540
540
540
528
528
52
540
240
528
540
540
540
540
528
528
528
540
540
540
540
540
540
540
540
840

Description
Sucoessful Network Logon
Sucocessful Network Logon
Sueoessful Network Logen
Successful Network Lagon
Sucoessful Network Logon
Successhull Logon
Sucoessfull Logon
Successfull Logon
Sucoessful Network Logon
Suceessful Network Logen
Sucoessfull Logon
Suceessful Network Logen
Susoessful Network Logon
Suceessful Network Logon
Sucoessful Network Logon
Suceessfull Logon
Sucocessfull Logon
Suceessfull Logon
Sucocessful Network Lagon
Suceessful Network Logon
Successful Network Lagon
Succssful Network Logon
Sucocessful Network Lagon
Sucoassful Network Logon
Successful Network Logen
Sucoessful Network Logon
Suesessiul Network Logon

ealin
calin
calin
caln
calin
calin

calin
calin
calin
calin
calin
calin
calin
calin
ealin
caln
calin
calin
calin

calin

calin
calin
calin
calin
ealin

Network

Network

MNetwork
Remotelnteractive
Remotelnteractve
Remotelnteractve
Hetwork

Network
Remotelnteractive
Hetwork

MNetwork

Hetwork

MNetwork
MetworkClearext
NetworkCleartext
Remotelnteractve
Natwork

Hetwork

Network

Hetwork

Network

Hetwork

Network

Hetwork

Network

Z13:58PM
2:13:66PM
Z13:50PM

11:57:55PM

11:58:40PM
12:00:02AM
1223:17AM
12:50:11AM 128/2008
1:05:27AM 8/28/2008
7:07:08PM 7/8/2008

10PM 16/2008
6:28:37PM

8:28:48PM
1:58: 18AM
1:57:42AM
1:57:42AM
1:57:42AM
1:57:42AM
1:57:424M

Screenshot 46 - Sample report showing Successful logons grouped by users

Username

List of events showing all successful logons by a specific user.

Use this report to:

Generate a list of all successful user logons, grouped by user

Monitor all access to network resources.

Default Reports
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Successful logons grouped by computers
(1 Y Jcomputer Names cALOEV

Event ID [ Account [
NT AUTHORITYINETWORK SER\ 528 Sucoesstul Logen NETWORK SERVICE  Service 12:27:23PM 12008
CALDEV\Calin 528 Sucossstul Logan Cain Intersctive. 12:28:14PM 12008
o—) CALDEW\Calin 528 Sucoessful Logon Caiin Interactive 12:20.20PM 112008
CALDEVICalin 528 Sucosssful Logon Cain Intersciive. 12:33.07PM 12008
CALDEV\Calin s28 Sucosssful Logan Cain Interactive 12:34:20PM 1172008
GALDEV\Calin s28 Sucoessful Logen Cain Servics 12:38:47PM 1172008

[Computer Name: FSERVER

Event ID Description Account Logon Type
GFITEMASOFT\Administrator 540 Sueocesstul Network Logon Administrator Network £:58:24PM
GFITEMASOFT\Acmmistrator 240 Successiul Network Logon Agminstrator Network 8:47:43PM
GFITEMASOFT\Agministrator 240 Succassful Network Logon Agminstrator Network 8:47:43PM
GFITEMASOFT\calin 340 Succassful Network Logon calin Network 2:08:58PM
GFITEMASOFT\calin 340 Succassful Network Logon calin Network 213:42PM
GFITEMASOFTicaiin s10 Sucoesstul NetworkLogon  calin Network 213880
GFITEMASOFTicaiin s10 Sucoesstul NetworkLogon  calin Network 213500
GFITEMASOFT\calin 540 Successful Network Logon calin Network Z:13:50PM
GFITEMASOFTicstin 528 Sucosssful Logon catin Remotelnteractve 222300
GFITEMASOFTIcstin 528 Sucosssful Logon catin Remotelnteractve 224280
GFITEMASOFT\calin 528 Successful Logon calin Remotelnteractve 2:28:2TPM
GFITEMASOFT\calin 540 Successful Network Logon calin Network 2:31:60PM
GFITEMASOFTicaiin 40 Sucosssful NetworkLogon  calin Network 235.080M
GFITEMASOFTIcaln 28 Sucowsshul Logon oslin Remotsintaractve 1157 eamm
GFITEMASOFT\calin 240 Successtul Network Logon calin Network 11:57:65PM
GFITEMASOF 240 Sucoessiul Network Logon. calin Network 11:50:40PM
GFITEMASOFT\calin 240 Sucoessiul Network Logon calin Network 12:00:02aM
GFITEMASOFTicalin 540 Suecesstul Network Logon calin Nebwork 12:23:17AM
GFITEMASOFT\calin s28 Succassfull Logon calin NetworkCleanext 12:50:11AM
GFITEMASOFT\calin 528 Successfull Logon calin MNetworkCleartext 1:05:27TAM
GFITEMASOFT\calin 528 Successfull Logon calin Remotelnteractve T:07-08PM
GFITEMASOFT\calin 540 Successful Network Logon calin Network T07:10PM

Screenshot 47 - Sample report showing Successful logons grouped by computers

Computer name

List of events showing all successful logons on a specific computer.

Events are grouped by computer, providing an overview of the logon
activity in each domain.

Use this report to:

o Generate a list of all successful user logons, grouped by computer

e Monitor all access to network resources.
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Failed logons
et i D] Decipion o LT e L Due

caLoev CALDEViersatset LF: B user name/ password. _ drsd¥sal interactve Fr— w008
o caLoev R - e e p— —— w2008
CALDEV CALDEVest 520 LF: Bag user name/ password es Interactive 12:20:13PM W11/2008
caLoev caLoEvest - LF: Acoourt Disatsed -t e S——— e p—
CALDEV CALDEVtest 534 LF: Logon Type Reected ®T Interactive 12:34:34PM W11/2008

Screenshot 48 - Sample report showing Failed logons

o List of events showing all failed logons, including user account and reason
for failure

Use this report to:
e Generate a list of all failed logons
¢ Investigate multiple logon failures.

NOTE 1: Logon failure due to a disabled account may signal
attempted abuse by former internal users, such as ex-employees.

NOTE 2: Logon failure due to account expiry may signal attempted
abuse by contractors or temporary internal users.

Logoff events
I L R S N NN

FSERVER GFITEMASOFTical User Logoff Netwark 1:58:274M
FEERUER GFITEMASOFTizaln 538 User Logoft HiA Network 1367:124M
FIERVER GFITEMASOFTicalin 538 Usar Logoff HiA Netwark 1:5TAZAM

o_’ FSERVER GFITEMASOFT'calin 838 User Logef! WA Network 1:87424M
FSERVER GFITEMASOFT'calin 538 User Logoft NiA Network 15T 424M
FSERVER GFITEMASOF Ticalin 538 User Logoff HiA Netwark 1:57:524M
FSERVER GFITEMASOFT'caln 938 User Logoff NiA Netwark 1:88:124M 7
FIERVER GFITEMASOFT\Aministrator 538 Usar Logoff HiA Netwark Z1B38AM 91012008
FSERVER GFITEMASOFT\Administrator 538 User Logoff WA Rematelnteractive 2:2207AM 81012008
FSERVER GFITEMASOFT\Adminisiraios 538 User Logoft A Network 2:30:434M 21012008
FSERVER GFITEMASOFT\Administrator 538 User Logoff NiA Network 2:IB044M @/0/2008

Screenshot 49 - Sample report showing Logoff events

List of events showing all user logoff events.

o Correlate these events with the successful logon events to determine the
duration of each user session.

Use this report to:
e Generate a list of all user logoff events
o Determine the duration of a user session.

Default Reports
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Account Logons

NTLM Logon attempts

The graup is based on eventB30 — Account used far logan and 8841 — Lngnnln accountfailed The evens identifythe accountuzed for the successful ar

B

faileddomainlogonattempt. EventS20 is loggedon Windouws2003 b

th for

andf:

ledatt

islogged onlyforsuccessful attemptswhile evenB& islogged for failed augmpts

£, OnWindoves 2000 domains, eventG280

| Tme | Date |
woe Axditt i) Logon b accotntilid calh CALDES D LizEE N
WOE sl Logos b accotntalid calh CALDEY 282 L10EP N
wOE saataine Logor b axottalkd cain CALDEY a2 [R= 1T} BT
wOE Anditainme Logor b acconntlkd calh CALDEY 22128572 (BT AN
woe Axditt i) Logon b accotntlkd calh CALDES 2 LizEEn LA
wOE saataine Logor b axottalkd cain CALDEY a2 [R= 1T} BT
wOC Aaarl Logor b 3contalkd caln CALDEY 22 [Rl==T 1T} EULT 1
WOE Aadit i) Logor b coutlkd calh CALDEY 2z Lio=EEn AT

Kerberos authentication ticket requests

o

The section is based on event 672 — authentication ticket request This event enables the tracking of InIt\a\damaln Iogor\s through the granting of
“S ticket grantingtickets (TG TLWInd owes 2002 domainrecords this ewentfor both success and

the request was

he type
successful or not In Windows2000 domains, the ewvent only recordssuccessful requests Forfailed reques‘sln Windoyw2000 demains use thed 76 event

Time Date
FSERVER Andits vooess GFITEMASO FT ROVSERVERT 126N il
FSERVER A acoss GFITEMASOFT ROVSERVERF kgt 12ron L) 12EDEAN A10ADE
FSERVER Andits vooess GFITEMASOFT ROWVSERVERF kibigt 12ront L) 120EATAN WINADS
FSERVER Andittsire GFITENASDFTaIa kKbQtGFMEMASOFT 127001 L) 12432680 AATE
FSERVER Andteinr GFITEMASOFTEING KDDYGFTEMASDFT 127001 L) 12132680 Ealveiig
FSERVER Andits vooess G FITEMASD FTwdm s tiaor kibigt 12ront L) 12314580 winaAms
FSERVER Anditsicoess GFITENASD FTUUSR_FSERVER kibigt 12ront L) 12415580 wINATE
FSERVER Andits vooess GFITEMASD FTUUSR_FSERVER kbt 121001 LEs) 133 XI0ADS

Kerheros service ticket requests
Thesection is based on event 673 - A ticket grantingservive (TGS) ticket was requested. After 2 usefs requests a ticket (Tem,

i

o>

successful requests. Farfailed requests in Wfind o000 damains use the77 evert

Failur

the wonetation immediateyrequests a service ticket (TGS 50 thatthe user can use the wokstation. Windows 2003 domain records this eventfor both
success and failure requests. The type field indicates whether the request was successful or not In Windows 2000 domaing, the event only records

FSERVER Andits icoess GFITENASD FT ROVANETS0@G FTE  FSERVERS 152z SNADE
MASOFTRO

FSERVER Andits 1coess GFITENASD FT ROV WETS0@GFTE  FSERVERS 277004 - 152z AATE
MASOFTRO

FSERVER Andits 1coess GFITENASOFT ROVATEtai@G FITE  FSERVERE 127004 F HiE228M YA
MASDFTRO

FSERVER Andits 1cosss GFITENASOFT ROVANWETIONGGFITE FSERVERS 127001 - [RG ) SADE
MASDFTRO

FSERVER Andits icoess GFITENASD FT ROVANETS0@G FTE  FSERVERS 127004 - [RLE-TL) AT
MASOFTRO

FSERVER Andits 1coess GFITENASD FT ROV WETS0@GFTE  FSERVERS 277004 - 152z AATE
MASDFTRO

FSERVER Andits \coess kgt 121001 - 416260 ATE

Kerheros failed events

o>

ticket request

GFITENASOFT ROSE bk FERGF TENAS
OFT.RD

The section i based on events 675 - Pre 76 -

l/ iz recorded both in Windows 2000 and Wind ows 2003 domams. In a Windoves 2000

ription

Failur:

Ticket Request failed, and 677 — Sendceticet request failed Event675
domain,eventsG76 and 677 are loggedfor failedauthenticationse rvice

FSERVER GFTENASOFTWAM I taDr  Pre-artie sbcation lkd km;mFrrElmsor'r nszmll

FSERVER GFITENASOFTWANISTID!  Pre-arte boanon Gikd HLDYGFTEMASOFT 127001 mis [RG- U] ATE
FSERVER GFTENASOFTWdnh btiar  Are-avtie tcation tlkd KbDIGFTEMASIFT 127001 miE [RLE ) AT
FSERVER GFITENASO FTWm I tiabr  Are-artie stcation tlkd KOG FTEMASOFT  {S21584m:a s atassan AATE
FSERVER GFTEMASOFTWANI 0! Pre-avtie boaton tlkd KbDGFTEMASOFT  19218.1M:3 2 19I5 SINATE
FSERVER GFITENASOFTWANISTID!  Pre-arte boanon Gikd HDOYGFTEMRSOFT 192188100 s 4195 ATE
FSERVER GFTENASOFTWdnh btiar  Are-avtie tcation tlkd KbDGFTEMASOFT 1821884030 25 AT AT

Terminal services account logon events

o> iy

a Terminal

Thesection is based on swents 882 and 683 from the AccountLogoncategon. The 682 eventis recordedwhen a user has reconnectedto a disconnectac

Teminal Senices session TheB83 eventis recorded when 3 user withaut logging off

C r Hame Cliart Addr
FSERVER GFMEMASOFTRImhiktEtr  Session dkwllemdbwllsﬂﬁol ROP-Tophd z 152955 1m.1 13 man BEADG
FSERWER GFTEMSSOFTAMIETI0r  Sesfioh dECoNe0Rd D WEEDN ROP-Topsd z 192168101 1510180 FeNaDe
FSERWER GFMEMASOFTaInhibtanr - Session neconieckd Dwhs tEton RO P-Tophd z 152165101 13150 BEADE
FSERWER GFTEMASOFTammhiEtatr  Sezsbn reconieckd bwhstaton ROP-Tepdd z 152168 1M1 1531580 B2ADS
FSERVER GFMEMASOFTRImhitatr  Sessbon dconieckd ©whetton ROP-Tophd z 122962 1m.1 27000 BT
FSERWER GFTEMSSOFTAMIETI0r  Sesfioh dECoNe0Rd D WEEDN ROP-Topid z 192168101 pxshil ) FeNaDe
FSERWER GFMEMASOFTaInhibtanr - Session neconieckd Dwhs tEton RO P-Tophs z 152165101 2361 BEADE
FSERWER GFTEMASOFTammhiEtatr  Sezsbn reconieckd bwhstaton ROP-Topds z 152168 1M1 23L1Pen B2ADS

Screenshot 50 - Sample report showing account logons
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List showing the NTLM logon attempts

List showing the Kerberos authentication ticket requests

List showing the Kerberos service ticket requests

List showing the Kerberos failed events

List showing the Terminal Services account logon events

Use this report to:

e Generate a list of all system logons.

Account lockouts

(1 2

Computer

TESTSTATION
TESTSTATION
TESTETATION
TESTSTATION
TESTSTATION
TESTSTATION
TESTSTATION
TESTSTATION
FSERVER

FSERVER

FEERVER

User
TESTINGO\TESTSTATIONS
TESTINGO\TESTSTATIONS
TESTINGOITESTSTATIONS
TESTINGOITESTSTATIONS
TESTINGOITESTSTATIONS
TESTINGOITESTSTATIONS
TESTINGOITESTSTATIONS
TESTINGD\TESTSTATIONS
GFITEMASOFT\FSERVERS
GFITEMASOFT\FSERVERS
GFITEMASOFT\FSERVERS

[
244
B4q
844
844
044
844
244
844
244
844

Description Account Logon Type Time m

WUser Account Locked Out
User Account Locked Out
Wser Account Locked Out
User Accaunt Locked Out
User Accaunt Lacked Out
User Account Locked Out
User Account Locked Out
WUser Account Locked Out
User Account Locked Out
User Account Locked Out

User Accaunt Lacked Out

Agminisrator
Administrator
Adminisuator
Admirisustor
Agminisaator
Aominisustor
Adminisrator
Administstor

Screenshot 51 - Sample report showing Account lockouts

A
A
A
A

12:01:42PM 8117/2008
2:34:59PM /152008
2:35:44PM S2008

£:01.00PM
£:03:22PM
214 540
54721PM
£:50.54PM
2:2004PM
TI54:55PM
12:18:13AM

List of events showing all user accounts which have been locked out

Use this report to:
e Generate a list of all user accounts which have been locked out

¢ Identify possible attacks against the default Administrator account.

Successful logon count on each computer

28

24

20

B GFITEMASOF Tealin
B GFITEMASOF TAdm inistrator

("2 BE W computer Name: FSERVER

e_) GFITEMASOFT\calin
GFITEMASOFT\Administrator

Total

%
27 81.82%
& 18.18%

Screenshot 52 - Sample report showing Successful logon count on each computer

Chart displaying the distribution of successful logon events by user on a
specific computer

Computer name

List of events showing all successful user logon events on a specific
computer

Use this report to:

e Graphically represent successful

computer

logons by users on each

Default Reports
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o Generate statistical information of successful logons by users on
each domain / computer.

Account Management Reports

User account management

User account operatiens distribution

User account deleted User aceount changed

(1 g

W User account changed 40 7%
W User account created 33 3%

O User account deleted 25 9%
Total 100 0%

Uisar accaunt e atad

User account created

The section is based on event 624. Only authorized people and processes should create network accounts. Examine the user performing the atternpt fieid to
l') clwhether an authorized person or process created an account. This event also deects if administrators create accounts outside erganizational policy

Duldellnes

e Wt Pt R O M et B | RS 5

T ve— FAERVER YT s 21298 ansates

(GFITEMAS OF TuAdministrator FSERVER Fudt suocass A cabn 2125200 QNE2006

GFITEMAS OF Tuadministrator FSERVER Fudt succass M cabn EREE-C ) GNB2008
o_) BFTERMSOF Tdminitrator Femen ey wa £ Ssem wnbioos

GFTRMSOF Twaminrmr Fsenven I wa = saegm aneasos

GFTRMSOF Tadmnisrmer Fscnen Ank mgaes wa Jusk_Fseen iy ancasn

O RSO Tadmnisraer sty [ wa IWALF SRR Lo snunzon

GFTBMESOF Teatn FEERVER Pudt puceis wa Fire 129,197 om0

et v FseveR e wa ment ooy arason

User account deleted

The sscton is Baced an avent 630, Only sulhorized peaple and aroces es shauld delets netwark accaunts. Search forthese svents and eiamins the user
1.) perfarming the atternpt field to detect if unauthorized people have deleted accounts.

Usor delting i sccount ] Computer ame | Aempl | Targel Account Namo | How Account Name | Tm |

TESTINGOTESTSTATIONS TESTSTATION Fudt suocess LNSS_MONITOR_USR HiA PETECY anti0d

Tomrarm. Rerion e Ty G ovewe
R b e R s
O e Feemen e Do o
GFITEMAS OF T\Adminsratar FSERVER U fuccais cabn L[ AR Q005
ot i e Tm s
e Fimmes R i

User account changed

i/ The section is based on evert 842, This eventrecords changes made to securite-related properties of user accounts.

. T L N

TESTSTATIOM Adinisirtor TESTSTATION fudh s SEUMMON_USER 33358PM snan0os
TESTSTATION Adinistator TESTSTATION Al swiiess SELMLMON_USER i A5 4005
TESTSTATION Atminsator TESTETATION At mucoess SELMMON_USER s EEE] eriavios
TESTSTATION Adinisator TESTETATION At sucoess SELM_MON_USER s EE 142005
o =) CHTBMOM At FSERVER At zonoess cain Hi 528 82008
Mamazortcatn FugRER At sunvezz cain s PR sranrioss
G TEBMASOF Tudmintrarer FaERVER pope— cain an 1 snvioee
GF ITBAASOF Tialn FIERER pap—— cain s 123z54P sz
GF TBARSOFTain FEERER rpe— ™ we v ssRM e
GF TEMASOF Teain FaEmER St sumeess s s o anmia0e
GF TBMASOF Tealin FEERVER pTpe— '™ Hus 145 eatnme

Screenshot 53 - Sample report showing User account management

Chart displaying user accounts created, deleted and changed

List of events showing user accounts created

List of events showing user accounts deleted

List of events showing user accounts amended

Use this report to:
e Discover irregular or unusual network account activity

e Identify administrators who abuse privileges to create or modify
accounts

e ldentify patterns of account activity that do not conform to
corporate security policy.
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Computer account management

Computer account management operations distribution

Computar account

Computer account

W Computer account changed  €5.7%
W Computer account created  250%

[ Computer account deleted  83%
Totat 1000%

Computer ace
changed

Computer account created

i The report shows the computer accounts which were created. The reportis based an the "computer sccount created” event which usually signals the factthata
\&) computer nss joined s domain

[ Computertame | hccoucrested | Caeraccom 1 Tme —~ome |

04 NT AUTHORITYWANOM YMOUS LOGON FEERVER GFITEMASOFTV SERVERS GFITEMAS OF TV SERVERS 20740 WARRN0S
ol = it I e
ikl O i e T et

Computer account changed

= |y The report shiowes the changes performed on the computer accounts. The repon is based on the “computer account changed” evant which shows changes
") perfarmed by the administrator an fhe computer accounts. These include reseting the sccoun, enablingidisabling the 3t ound, etc

T AUTHORITYAS Y STEM FLERVER GFITEMAS OFTVF S ERVERS GFITEMAS OF TVF SERVERS RE-3+ 01 WEE0DE
e ot e el [
e 4 GFTBAASOFTwakn FSERVER GFITEMASOFTLCALDES GFITEMAS OF Thealin 213507 BAT008
GFITBMASOF Twain FSERVER GFITEMAS OFWCALDEVE GF ITEMAS OF Tcalin FAEEL ) SATI008
GF ITBMASOF TAdministraor FSERVER GFITEMAS OF Teasting 12§ GFITEMAS OF TUAdministrator 1120z BT
GFITBAASOFTUAIminirater FIERVER GFITEMAS DF Teasing 15§ GF ITERAS DF Tuidministraton 111240 BATI008
e = R L e
T = ) ) s

Computer account deleted

= The report shows the computer accounts which were deleted The reportis based onthe” computer account deleted” svents which usually signal the factthat a
\_l) computer was remaved rom a dormaln

L — hecou dleed | Coleraccom ] Tme
o* GFITBMAS OF Thadministrator FSERVER GFITEMAS OF Teesting 1e§ GFITBMASOF Tvdministraor AP T

Screenshot 54 - Sample report showing Computer account management

o Chart displaying computer accounts created, deleted and changed

o List of events showing computer accounts created

o List of events showing computer accounts deleted

o List of events showing computer accounts amended

Use this report to:
e Audit computer access to the network and to domain resources
e Obtain information on computer domain membership.
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Password changes

Password operations distribution

Change passwond
attempis

(1 B

=]

Changes to dir
Lgsr gaCCiiint raElong
password sef or reset passwords

Change password attempts

= The sechin Shows password change siempls basad on e 617 evant. Compars the USer bying to change he

1) pazcwored with ihe Tan%mmcn urit Mame to determing whether e sccount owner or someons else attermated 1o
charge We passwond, M he wEerining 1o change 1he password does nol equal the Targel A count Name,
SOFnanE olhier San the account ownes tried 10 change Ihe pagsword, Chisck if e user Ining o change (hi
password is aulhorized b perfarm pas seond l:han?rssTns failed atlempls 1o change passwords ane very
important for security mondoring and may signal intruders fving o compromise user accounts. Tharefore thay
are highlighted in light red in e repon

361 1ying o change password |~ Computer | Atemol | Targetoccount | Time | Date |

E%INFHDRWWUWUUS FEERVER fuuiiil Tailure calin 123404FM  GIZTI006
E&T"DEMUNUUS FSERVER Al Taibure il 1X3414PM GI2TI2006
o_) Egg;unnmamaus FSERVER AL Tailure calin 12 34:20FM  BIZTIZ006
EJSOUTNHDHWONWOUS FSERVER Audi success  calm 1 X34 36FM  BI2T12006
GFITEMASOF Talin FSERVER A {aure calmn TEE1TAM  TR2S2006
GFITEMASOF Talin FBERVER A {alure caln 15T-A24M  T2S2006

User account password set or reset

* o The seclion, based on the 638 svenl, shows whien a user or process resels an account passward Srough an

'\yadrmnmrahvs interfaca such as Aclive Directory Uisers and Computers, rather than frough & password change
process. Only aunorized people or processes showld carry out @is process, such as help desk or user
sat-sarice passwond resst

User trying to change password Comparer | Amempl | Targelaccounl | TEme [ Date |

GFTEMAS OF Twad rmdni=irator FEERVER Audit success calin 115451 EI2TI2006
GFITEMASOF Thcalin FSERVER Andit success calin 12:32°54FM  BIT2006
GFITEMASOF Ticaln FEERVER Andit success pisu 1:2E19PW  BT2006
o _) GFTEMASOF Ticalin FEERVER Auditsuccess  gfitest 1:3ZA3PM  B2T006
GFTEMASOF Ticalin FEERVER Audit success  CALDEVE 21359P  ES272006
GFITEMAS OF Twad rdnilrator FEERVER Audit success besting.tsd 111202P™  EI2T2006
GFITEMAS OF Twad rdni=irator FEERVER Audit success basting.lz§ 111 240PW  EIZTI2008
TESTINGMTESTSTATIONS TESTSTATION Andit success NTTreERE_USer__ 12.0Z37TFM BN Gr2005
TESTINGMTESTSTATIONS TESTSTATION Audit success __WTTYeERe_USer__ 124 Z10P™ BN &2005
TESTINGOTESTSTATIONS TESTSTATION Audif sUccess  _ wivware_user__ 1126250 HA2005
TESTINGITESTSTATIONSE TESTSTATION Audit SUCCESS  _ Troeani_user__ 1224 23PW 9N 2005

Changes to dir. serv. restore mode passwords
= - The saction, based on the 698 event, shows when somaone attempts to change the Directary Sericas Restore

Mode password on 3 domain cortrofier. Check Source Machine and the wser performing the sfiempt and
Irvestigate immediataly

Usereyng o chango passwars | Computor ] Wuempt T Source macime | _Tme Do

o—) GFITEMASOFTicalin FSERYER Budit success FSERVER TA546PM  GR2VZ006

Screenshot 55 - Sample report showing password changes

Chart displaying attempts made to change or reset passwords

List of events showing password change attempts

List of events showing passwords set or reset

List of events showing attempts to change the Directory Services Restore
Mode password on a domain controller

000e
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Use this report to:

e |dentify password changes that do not conform to corporate
security policy.

Security group management

Security enabled group changss distribution

] S ——— iR

Lzcal Group: Group Iyze changes

wouriy Enabiled Glabal Group ahanges

mismup Ehange A%

a- WOonup crester A5
I M=mber 2ccec 14345

mhafrereex] 190

A0

b Tl 13000

Sequrity Enabled Global Group changes

s K1 K
fratag

MR AL

AuiESuess e falaor

J T EAr ezt EnE caRE
o Ssin, A Eacap g

B e Ssain A (BT
Mt e Sormain Adri s niry
e cans RN - surae
MR BRLRE o

TELEr Zoman i

Security Enabled Local Groiip changss

Medmman

B Do cterper

BT TR
Totar

e mk sice e gaws o NI TR0, B TrEr Dpa R, N Back s Tpares o nzu s hil

L L S I L
o .

e

AR TR

TS
MR AL

Bt e

Screenshot 56 - Sample showing extracts from the Security group management report
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Chart displaying distribution of security enabled group changes according
to group type

Chart displaying distribution of events related to security enabled global
group changes

List of events with details related to security enabled global group changes

Chart displaying distribution of events related to security enabled local
group changes

List of events with details related to security enabled local group changes

Security Enabled Universal Group changes

Mamber remowed
Mermbar ated
Gevup delated

B Group created 70.0%
B Group deleted 10.0%
OMemberadded  10.0%
@ Member removed  10.0%

Total: 100.0%

0-

Security Enabled Universal Group changes

3 | The section is based on events from 659 to 662. Examine for groups that have high privilage levels, such as Enterprise Adming or Schema Admins, 1o ensure that
\\lfJ fia thanges ake place outside policy constraints,

Uses partorrg speron | Compaerbare 1 Mot [ Crangagrowp ] Gpewen | Tme | b |
GFTBMAG0F Tyidministrator FSERVER Audit success Enterprise Admins Greag created 317.50m0 [
GFTBMASOF MAkministater FSERVER Audit success Sehama Admis Group crumed 347500 w0008
CFTBMASOFTFSERVERS FEERVER Auditsuccass Senema sgmis Grup eremes 32260AM W00
CFTBMASOFTFSERVERS FSERVER Audit suceess Enturpece Admine Group creted 12280M B0

0 CFTBMASOF Tuatin FAERVER Audit suceass Giilhesite Grop crested 132 480 o0
-> i Vrtar 333
CFMTBMASO Tiatn FSERVER Audtt success GiilhestGe i TR 1:22.46M w00
GFMTEMASOF Tt FEERVER Audit success GilenGr Group crumed 132407 w7008
Mermbar ramaved:
GFTBMASOF Tt FEERVER Audit suceass Giilnentr T T 132908 o000
CFTBMASOF Tuat FEERVER Audlt success Giilhestte Group creted LY w00
GFTBMASOF Tt FEERVER Audit succass Giitentr Grep ceeted 130007 o000

Security enabled group type changes

=, The section is based an the 688 event.Itindicates changes o the group type. You should examine these events for groups that have high privilege levels 1o make
\ll') sure that no changes take place outside policy constraints

Use patorming peraon T Computerbame 1~ aempt ] Changedwrow ] Operaten [ Tme _|__Due |
9 _) OF TBMAS OF TVAdministratir FIERVER Audit success Schema Admis Oroup Type changed 2AT50PM /167003
GFITBMASOF Tuidminisratir FSERVER Audit success Entarzese Adming Gesup typa changad 27509 01187008
GFTBMASOF Paain FSERVER Audlt success testh Grocp type changed ETLY Ba08

Screenshot 57 - Sample showing extracts from the Security group management report

@ Chart displaying distribution of events related to security enabled universal
group changes

o List of events with details related to security enabled local group changes

9 List of events with details related to changes in group type

Use this report to:

¢ Identify user account group memberships that do not conform to
corporate security policy

e Identify user account group membership changes that do not
conform to corporate security policy.
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Policy Changes Reports

Domain policy changes

Domain policy change distributions on all computers

o B Lockout Policy
[N
0 Passward Palicy
Flease follow the nextpages for more details...
Domainpolicy change distrivutions
[2 o2

Computer name: FSERVER

T, I T A —— T YT P E—— T I — Y . W T
NT AUTHOR TYEYSTEM PEERVERS Do aRpolly cAaiged Loehout Py 2EEN SR
o—) NT AUTHOR MASYSTEN FSERVERS Donah drpolioy cideged Parswond Polioy IMEEN SR
T AUTHOR MYEVETER FeERVERE Doman mdRpoliy claged B Balkoy Fa4TEm R
P ITERASE T i it A e Donah switpolioy ciarged Ha ERET S
NT AUTHOR MASYSTEN FSERVERS Donah 3aRpoly cianged Parswond Polioy BTN SEAE
NT AUTHORITYSYSTEN FSERVERS Domah mdRpolioy clarged Lochont Pty EEE an2EDs
NT AUTHOR TYSYSTEN FEERVERS Domah Sanpolioy Aaged Parswcid Polisy IEEN WS
NT AUTHORTYEYSTEN FSERVERS Donah swikpolioy ciamged Parsuord Falloy FTE WENATE
GF ITEMASD FTWam ) BTt AV ETIDE DoRaN MARFOIOFCANgeD nm e 2D
NT AUTHOR MYESYSTEN FSERVERS Domah Sanpolioy Aaged Parswcid Polisy LEEEN AN2ATE
NT BUTHORITYSYSTEN FSERVERF Donah Fdrpolkoycianged Lockort Faliay 2a4=m WS

Screenshot 58 — Sample report showing Domain policy changes

o Distribution of the domain policy changes for all the computers

o Distribution of the domain policy changes per computer

o Policy change event details

Use this report to:
¢ Identify domain policy changes
¢ Identify changes that were not made by authorized personnel.
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Local audit policy changes

i) The following report may contain information about the privileges
"¢ assigned to an account Below you have a legend which explains
the meaning of each privilege.

0-

(1 I d

[Privitegevaiue _______ WShort description __________|

SeTcbPrivilege
= i

Act as part of the operating system
Add kstati

SelncreaseQuotaPrivilege
SeBackupPrivilege
SeSystemtimePr
SeCreatePagefil
SeCreateTokenPrivilege
SeCreateGlobalPrivilege
SeCreatePermanentPrivilege
SoDebugPrivilege
SeRemoteShutdownPrivilege
SelmpersonatePrivilege
SeLoadDriverPrivilege
SeSecurityPrivilege
SeSystemEnvironmentPrivilege
SeManageVolume
SeSystemProfilePr
SeRestorePrivilege
SeSyncAgentPrivilege
SeTakeOwnershipPrivilege
SeNetworkLogonRight
SeBatchLogonRight
SeServicel oganRight
nteractivel ogonRight

to domain

Adjust memory quotas for a process
Backup files and directories
Change the system time

Create a page file

Create a token object

Create global objects

Create permanent shared objects
Debug programs

Shutdown the system remotely
Impersonate a client after authentication
Load and unload device drivers
Manage audit logs

Modify environmental variables
Perform volume maintenance tasks
Profile system performance

Restore files or folders
Synchronize directory service data
Take ownership of files and folders
Access this computer from the network
Logon as batch job

Logon as service

Logon lecally

[Computer name: FSERVER

S Byuse | bvenDesepion | Piiege | Tme | Dme |
NT AUTHORITYS Y STEM WORKGROUPFSERVERS Local sudt polcy changed MR TOZ0SPM GHE2005
NT AUTHORITYS Y STEM WORKGROUPFSERVERS Local sudt polcy changed NiE TOZOSPM SHE005
NT AUTHORITYS Y STEM WA Domain audit policy changed 3O 24PM SHERD0S
o_’ NT AUTHORITY'EYETEM NI Doensin sudit policy changed 314330 QHER005
e e ———
NT AUTHORITYS Y STEM WA Dioenain suclt polcy changed - 4 ISP GHE2005
NT AUTHORITYS Y STEM GFITEMASOFTF SERVERS Local sudt polcy changed MR 1541 44M Bi2702006
NT AUTHORITYSYSTEM WA Domain audit pokcy changed - 224:58PM 62772008

Screenshot 59 - Sample report showing Local audit policy changes

Privilege values and their short descriptions

Computer name

List of events with details related to audit policy changes, grouped by
computer

Use this report to:

¢ |dentify audit policy changes

¢ |dentify changes that were not made by authorized personnel.
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User right assignment changes

(1 g

B

The following report may contain information about the privileges
assigned to an account Below you have a legend which explains
the meaning of each privilege.

Short description

SeTchPrivilege
SeMachineAccountPrivilege
SelncreaseQuotaPrivilege

SeBackupP
SeSystemtimePrivi

9
SeCreateGlobalPrivilege
SeCreatePermanentPrivilege

Act as part of the operating system
Add workstation to domain

Adjust memory quotas for a process
Ba les an ectories
Change the system time

Create a page file

Create a token object

Create global objects

Create permanent shared objects
Debug programs

SelmpersonatePrivil
SeloadDriverPrivilege
SeSecurityPrivileg
SeSystemEnvironmentPrivilege
SeManageVolumePrivilege
SeSystemProfilePrivilege

SeTake OwnershipPrivilege
SeNetworkLogonRight
SeBatchl ogonRight
SeServiceLogonRight
SelnteractiveLogonRight

hutd the system remotely
Impersonate a client after authentication
Load and unload device drivers
Manage audit logs
Modify environmental variables
Perform volume maintenance tasks
Profile system performance
Restore files or folders
Synchronize directory service data
Take ownership of files and folders
Access this computer from the network
Logon as batch job
Logon as service
Logon locally

[ 2 2 Computer nome- FSERVER |

Assigned to
GFITEMASGFTUWAM_FSERVER
GFITEMASOFTUWAM_FSERVER

o_) GFITEMASOFTUIS_WFG
GFITEMASOFT\aisu
GFITEMASOFT\pisu

By User Event Description Privilege
GFITEMASOFT\aeminisiater Priviege assigned ta user aceount A
GFITEMASOF Tacministrator Priviege assigned 1 user account A
BFITEMASCOFTadministrator Privilege assigned to user account MNiA
GFITEMASOFTVSERVERS Priviege assigned fa user aceount A
GFITEMASOFTIESERVERS Privilege removed for user asesunt MiA

Screenshot 60 - Sample report showing user right assignment changes

Time

2E144PM
ZE146PM
2.61:58PM
14020PM
11:40:10PM

Date

5102008
5102008
5M10/2008
€/2712009
6/27/2008

Privilege values and their short descriptions

Computer name

computer

List of events with details related to user rights changes, grouped

Use this report to:

e ldentify new privileges granted to a user account

¢ |dentify privileges removed from a user account.

Default Reports
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System access granted / removed
0~

By User Event Descripion —_Priviege —___Time

GFITEMASOFT\calin GFITEMASCFTicalin System Acoess was grantad 1o account HiA Z10:38PM
GFITEMASOFTIUSR_FSERVER GFITEMASOFT\administrator System Access was granted o account NIA 26127PM
GFITEMASOFTIUSR_FSERVER GFITEMASGFT\sdministrater System Ascess was granted s sceaunt WA 26128PM

o-

GFITEMASOFTIWAM_FSERVER GFITEMASOFT\administrator System Access was granted to account NA TEIAIFM

GFITEMASCFTadministrator System Access was granted to account NA ZE14IPM
GFITEMASOFTMIS_WPG GFITEMASOF Nadministrator System Access was granied to account NA 261:88PM
GFITEMASOFTIUSR_FSERVER GFITEMASOFTFSERVERS System Access was granied o account NIA F1331PM
GFITEMASOFT\pisu GFITEMASOFTFSERVERS System Access was granted to account NIA 1:4926FM
GFITEMASOFTcalin GFITEMASOFT\FSERVERS System Acoess was graniad o acoount A Z2150PM
GFITEMASOFT\pisu GFITEMASCFTIFSERVERS System Access was removed for account NIA 1145:14PM

Screenshot 61 - Sample report showing System access granted / removed

o Computer name

o List of events with details related to system access granted or revoked,
grouped by computer

Use this report to:
¢ Identify users granted access to a system
¢ Identify users whose access to a system has been revoked.

Encrypted Data Recovery policy
o-

By User Event Description  Privilege Time Date
o_) NT AUTHORITY\SYSTEM GFITEMASOFTFSERVERS Encrypted data recovery palicy changed NiA 3:00:30PM 5182005

Screenshot 62 - Sample report showing Encrypted Data Recovery policy

o Computer name

o List of encrypted data recovery policy events, grouped by computer

Use this report to:
e Monitor encrypted data recovery policy events

e Investigate occurrence of events that do not conform to corporate
security policy.
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IPsec policy changes
o~

User Name By User Event Description Privilege Time. Date
NT AUTHORITYNETWORK SERVICE  NiA 1PSec pol. ag. sarv. Uiing the AD Sterage pesey.  NIA 1210:13PM 1172008
NT AUTHORITYWETWORK SERVICE A 1PSec pol ag. serv. Using the AD Storage policy. NA AZ1013PM 91172006
NT AUTHORITYWNETWORK SERVICE NiA IPSec pol. ag. serv.- Using the AD Storage policy. NIA 1210:12FM ©r11/2008
NT AUTHORITYWWETWORK SERVICE LY 1PSec pol. ag. serv.: Using the AD Storage policy. NA 1210:32PM @1112008
eq NT AUTHORITYWNETWORK SERVICE NIA 1PSec pol. ag. serv.: Using the AD Storage pobicy. NIA 1210:44PM ©r11/2008
NT AUTHORITYNETWORK SERVICE  NiA R A 1210.44PM 0112008
NT AUTHORITYNETWORK SERVICE  NiA 1PSec pol. ag. serv. Using the AD Starage poley. /A 121048m 01112008
NT AUTHORITYWWETWORK SERVICE NiA IPSec pol. ag. serv.: Using the AD Storage policy. NIA 12:1048PM @/11/2008
NT AUTHORITYWETWORK SERVICE A IPSec pol. ag. serv.: Using the AD Storage policy. NA 1210:48PM £/1112008
NT AUTHCRITYWNETWORK SERVICE NiA 1PSec pol. ag. serv.: Using the AD Storage policy. A 121048PM @/11/2008

Screenshot 63 - Sample report showing IPsec policy changes

o Computer name

o List of events with details related to IPsec policy changes, grouped by
computer.

Use this report to:
e Monitor IPsec policy changes
¢ Investigate occurrence of events outside system startups.

Kerberos policy changes
(5 Y Jcompua ame:Fscrver ]

e a NT AUTHORITY\SYSTEM GFITEMASOFT\FSERVERS Kerberos policy changed F5826PM ARG
NT AUTHORITY\SYSTEM GFITEMASOFTWFSERVERS Kerberos policy changed F5E26PM 91212006
NT AUTHORITY\SYSTEM GFITEMASOFTIFSERVERS Kerberos policy ehanged G5826PM 91312006

Screenshot 64 - Sample report showing Kerberos policy changes

o Computer name

o List of events with details related to Kerberos policy changes, grouped by
computer.

Use this report to:

e Monitor Kerberos policy changes

¢ Identify changes that were not made by authorized personnel

e ldentify changes that do not conform to corporate security policy.
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Object Access Reports

Failed attempts to access to files and registry
Q0o T — L T e

FSERVER GFITEMASCFTipisu Cbject Cpen REGISTRYMACHI EMIControlSetdl 308:00PM 0272008
Eventlog\Securty

Screenshot 65 - Sample repot showing failed attempts to access to files and registry

o List of events showing failed object access attempts on files and registry

Use this report to:
¢ Identify requests for object access which have been rejected

¢ Identify which users are trying to access resources to which they
have not been granted privileges.

NOTE: File auditing should be enabled on the required files and
registry values of interest.

Successful attempts to access files and registry
I S [ S N S

FssRVER GFITEMASOF Tiadmnistrator Objoct Open \REGISTRYIMACHINE\S YSTEM\ContolSel00 11Servicest 1az1TEM 2712000

Eventog\Securty

FSERVER GFITEMASOFTAdministrator 500 Object Open \REGISTRYMACHINE\S YSTEMICnbeISEN0 iServiees)  Kay 11:44:37PM /2772008
EuentogSecurty

FSERVER GFITEMASOF Ticalin 220 Object Open \REGISTRY\MACHINE\S YSTEMCantoiSet00 1iServices)  Key 12.00:114M en2e/2008
EventogiSecunty

FSERVER GFITEMASCFTicalin 580 Chject Open \REGISTRYMACHINE\SYSTEMIContoiSet00 iServicas  Key 12.01:07AM /282008
Eventiog\Securty

FSERVER GFITEMASOFTicalin 200 Otlect Open \REGISTRYMACHINE\S YSTEMCantolSetdd iServicas! Ky 1201:184M w2000
EventiogiSecurty

FsERVER GFITEMASCF Ticalin 580 Gbject Open CiStyieShests File ar2er2008

FSERVER GFITEMASOFTicalin 580 Object Opan Codotexe Fils ar26/2008

FSERVER GFITEMASOFTicalin 580 Object Open Codotexe File 8/28/2008

FSERVER GFITEMASCF Ticalin 560 Ghject Open Codot exe File ar26/2008

FSERVER GFITEMASCF Ticaiin 500 Ghject Open Codot exe Fie er26/2000

FSERVER GFITEMASOFT\Administrator 520 Object Open VREGISTRYMACHINEISYSTEMContolSel00  Servoes Key e/26/2008

FEERVER GFITEMASCFTAaministrator 860 Objoct Open SYSTEMCanboiSetd0 iSarvices)  Kay ga7:A7PM 8/26/2008

o_) FSERVER GFITEMASOFTAdministrator 580 Object Open \REGISTR! .M;c,-l||45‘.5v515uuc° S001Services)  Key 10:12:35PM 7i22008

Eventiog'S

FSERVER GFITEMASOF TAdministrater %0 Objest Open \REGISTRYMACHINE\S YSTEMCantolSetd0 I\Servicas!  Key §10:37PM 7r28i2008
Evantiog'Securty

FSERVER GFITEMASCF TiAdministrator 580 Chject Open \REGISTRYMACHINE\SYSTEM\ContoiSet00 TServicest  Kay 10451850 7/26/2008
EvartiogiSecurty

FSERVER GFITEMASOFT\Administrator 20 Objest Open \REGISTRYMACHINE\SYSTEMCantoiSet00 iServices!  Key 11:50:48PM 772008
EventiogiSecurty

FssRvER GFITEMASOF Tiadministrator 500 Object Open \REGISTRYIMACHINE\SYSTEM\ConboiSell0 iServices: Koy 11-50:48M #72712000
Eventog\Securty

FSERVER GFITEMASOFTAdministrator 580 Object Open \REGISTRYMACHINE\S YSTEMICoAbEISEN00 iServiees)  Kay a:48:257M /1772008
EventogSec

FSERVER GFITEMASOF TAdministrator 220 Object Open RESISTRYWACHINESSTEM ContolSer iSarvicest Ko 1:25:364M /@008

FSERVER GFITEMASCF TiAdministrator 580 Chject Open \SYSTEMIControlSetdd I \Services) Koy 10474300 w23/2008

FSERVER GFITEMASOF TiAdministrator 580 Chject Open REGISTRYMACHINEISYSTEM ConvolSer00 iSarvicest Ky 1047:437M s/232008
EventiogiSecurty

FsERVER GFITEMASOF Tihdmnistrator 580 Objoct Open \REGISTRYIMACHINE\SYSTEMControlSetd0 11Services)  Key 12317AM 82412008
Evantog\Securty

FSERVER GFITEMASOFT\Administrator 580 Cbject Open \REGISTRYMACHINE\S YSTEMCantoiSet00 iServices)  Key 110:224M sr26/2008
Eventog!Securty

FSERVER GFITEMASOF TAdministrator 20 Object Open \REGISTRY\MACHINE\SYSTEM\CantolSet00 1iServices  Key 322:204M e2u/2008
EventogiSecurty

FSERVER GFITEMASOF TiAdministrator 580 Chject Open \REGISTRYMACHINE\SYSTEMIContolSet0d IiServicest  Key 8.28:504M /2672008

Eventog!Securty

Screenshot 66 - Sample report showing Successful attempts to access files and registry

o List of events showing successful object access attempts on files and
registry

Use this report to:
o |dentify requests for object access which have been authorized
o Determine which users are accessing sensitive information.

NOTE: File auditing should be enabled on the required files and
registry values of interest.
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Object deleted
I S ST S S ST

TESTSTATION
TESTSTATION
TESTSTATION
TESTSTATION
FSERVER
FEERVER
FEERVER
FEERVER
FSERVER
FSERVER
FEERVER
FSERVER
FSERVER
FSERVER
FEERVER
FEERVER
FSERVER
FSERVER
FEERVER
FEERVER

(1 B

TESTSTATIONUASmmistrster
TESTSTATIONWASmmistrator
TESTSTATION Admmisirator
TESTSTATION Admanistrator
GFITEMASCF Ticalin
GFITEMASCFTiesin
GFITEMASOFTicalin
GFITEMASOF Ticalin
GFITEMASOF Ticalin
GFITEMASCF Ticalin
GFITEMASOFTicalin
GFITEMASOFT\cain
GFITEMASOFTicaln
GFITEMASCF Ticaln
GFITEMASOF Tiosln
GFITEMASOFTizaln
GFITEMASOF Ticalin
GFITEMASOFTicalin
GFITEMASOFTicalin
GFITEMASOFTicaln

Object Deleted
Object Deleted
Chject Duleted
Object Deleted
Object Deleted
Object Deleted
Object Dalated
Cbject Dsleted
Object Deleted
Object Deleted
Object Deleted
Object Dieleted
Object Deleted
Cbject Deleted
Cbject Deleted
Object Deleted
Object Deleted
Object Deleted
Object Deleted
Object Daleted

PRI EERRERRIRRRREEER:

WA
HiA
HiA
A
A
HiA
A
A
WA
HiA
HiA
HiA
ra
A
A
A
A
HiA
HiA

Screenshot 67 - Sample report showing Objects deleted

N

125851PM
12:58:51PM
12:58:51PM
12585120
2az10om
23008PM
2:42:22PM
T48:01PM
T:24.05PM
7:24:00PM
T:24:08PM
720088M
T:24.00PM
T2400PM
T20480M
T:24:43PM
T:24.45PM
T24.45PM
T:24:48PM
T:24:45PM

8/18/2008
8/18/2005
/1872005
21072008
2712008
esz7r2008
82772008
8272008
74672008
7182008
71812008
Ti8r2008
71672008
7182000

List of events showing attempted and successful object deletions

Use this report to:

¢ Identify users deleting objects

¢ Investigate attempts to identify possible attacks on resources

e Identify successful delete operations that do not conform to
corporate security policy.

Application Management Reports

Applications installed/removed

_
CALDEV (1% Product Mv.ﬂppllemon- nstallation operation 11707 Wisilnstal
completed successfully.
CALDEV 7% (1} Produck My Applicafior - Installation operation 11707  hdsilnstaller
a completed successfully.
CALDEV NiA (2) Produck My Applicatior2 -- Installation speration 11707  Msilnstallar
completed successfully.
CALDEY 7% (3F Produck My Applicafior — Installation operation 11707  hisilnstaller
completed successtully.
Cory e ——— Descriptian
CALDEV Hia (1 Product MyAppd - Removal completed 11724 Msilnstaller
successfully.
CALDEW Ni# (2 Product MyAppd-- Removal completed 11724 Msilnstaller
o_, i
CALDEV Nia (3 Product MyAppd - Removal completed 11724 Msilnstaller
successfully.
CALDEV Hid @x Praduollerp;ﬂ Removal completed 11724 Msilnstaller
sucoassti
CALDEV [ &x PrauucluyAppq Removal completed 11724 Msilnstaller
successfully.
Applications which failed to install
[ Compiter | Usr | hescrotion [EvertiD
CALDEV NiA (1) MyApp2 - Installation nparatmnfmled 11708 Msilnstaller
CALDEV /A (2) MyApp2 - Installation operation failed. 11708 Msilnstaller
o+ CALDEV NiA (3F MyApp2 - Installation operation failed 11708 Msilnstaller
CALDEV WA (4) MyApp2 - Installation oparation failed. 11708 Misilnstaller
CALDEV A (&) MyApp2 — Installation operation failed 14708  Msilnstaller

Applications which failed to uninstall

CALDEV
CALDEV
o —) CALDEV
CALDEV

CALDEV

&

NiA

A

NiA

HiA

(2 My AppB -~ uninstall failed
(@) My App6 - uninstall failed

(4 My AppS — uninstall failed

(5) My AppS - uninstall failed.

(1) My AppS — uninstall failed.

1252:12PM  O/1172008
12:52:31PM 91172006
125231PM  GM172008
12:62:31PM 9/1172006

lEvertiD — —Sowcs | Tme ] Das |

12:53.37PM 9172006
12:53.37PM S/1172008
12:53:37PM 9172008
12:53.37PM 91172000
12:53:37PM 91172006
e | late ]
12:53:11PMW /1172006
12:53:11PM /1172006
12:53:11PMW /1172006
12:53:11PM Q71172008
12:53:11PMW 91172006

lEwertiol Souce [ Time [ Date |

11726
11725
11725
11725

11726

Msilnstaller

Msilnstaller

Msilnstaller

Msilnstaller

Msilnstaller

Screenshot 68 - Sample report showing Applications installed /removed

12:54:13PM

12:54:13PM

12:54:13PM

12:54:13PM

12:54:13FM

Qi172006

/1172006

Qi1172006

41172006

/1172006

Default Reports
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List of events showing applications which have been successfully installed

uninstalled

List of events showing applications which have been successfully

List of events showing failed attempts to install applications

List of events showing failed attempts to uninstall applications

Use this report to:

Identify applications which have been successfully installed or

uninstalled

Identify failed attempts to install or uninstall applications

Identify installed applications that do not conform to corporate

security policy

Identify removals of applications that have not been authorized

Investigate whether failures to install or uninstall applications were

attempts to:

o use unapproved applications

o deploy rogue or malicious programs on the company

network.

Applications crashing or hanging

Applications which crashed

A

CALDEV

CALDEV NiA
o-

CALDEV Wi
CALDEV WA
CALDEV HiA

Applications which hanged

WA

CALDEW

CALDEV NA
CALDEV Ha
CALDEV WA
CALDEV NA

Drvatson events

CALDEV A

CALDEV 7%
o a CALDEV 7%

CALDEV NIA

CALDEV WA

Faulting application (1) My App, vesion(1}: My
£pp, faulting modulelT): My App, wersion(1): My
Faulting application (2): My App, vesion(2): by
App, faulting modula2): My App, wersion(2): My
Faulting application (3 My App, version(3): by
App, faulting module3): My App, wersion(3): My
F aulting application (4 My App, version(d): My
App, faulting moduld). My App, version(d). My
F aulting application (51 by App, wersion(5): by
App. faulting modulaS): My App, wersionS): My

Hanging applicaion( 1) My App, wersion(1)y: My

App, hang module(1). My App, version1): My App,

Hanging application(2): My App. vesion(Zy My

App, hang module(2): My App, version(2): by App,

Hanging application¢3): My App. version(Z) My

App. hang moduletE): My App. version(3): by App.

Hanging application(4): My App. version(4: My

App, hang moduletd): My App. version(4): My App.

Hanging application(5). My App, version(5): My

App, hang modula(S): My App, version(S): My App,

The application (1); My App, generated an
application emor
The application,(2): My App, generated an
application emor
The application (3 My App, generated an
application emor
The application,(4); My App, generated an
application emor
The application,(5). My App, generated an
application emor

[Evertil  _ _ Source | Time |

1000 Application Emor
1000 Application Emor
1000 Application Ewor
1000 Application Emor
1000 Application Emor

1002

1002

1002

1002
1002

Application Hang
Application Hang
Application Hang
Application Hang

Application Hang

1255:46PM 9112006
1ZEEAEPM 12006
1266:0PM Q11172008
12:55:96PM Q172006
12-55-96PM B1/2006
12-56:09PM 12006
125600FM  G011/2000
125G00PM Q112006
12EG00FM 91172006
1ZBO0OM 91102008

lEverio — owce | Tme | omwe |

4097

4097

4097

4097

4097

Diwatson
DiWatson
DiWatson
Driatson

Diwatson

Screenshot 69 - Sample report showing Applications crashing or hanging

12:58:21PM /1172008
12:56:21PM /1172008
12:56:21PM 271172008
12:56:21FM 8/1172008
12:56:21PM /1172008

List of events showing applications which have crashed

List of events showing applications which hanged

List of events generated by ‘DrWatson’

Use this report to:

Identify all faulty applications, including critical applications
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Investigate whether the events are a result of attacks which have
managed to disable or affect the functionality of the target
computers.

Print Server Reports

Print activities

(1 Il

Screenshot 70 - Sample report showing Print activities

CALDEV
CALDEV
CALDEV
CALDEV
CALDEV
CALDEV
CALDEV
CALDEV
CALDEV
CALDEV
CALDEV
CALDEV

CALDEV

Printing activity

Ni&
N/A
NA
N/A
(7%
NiA
Ni&
Ni#
NiA
Ni&
Ni#
7%

N/

[
Printer (1) testwas created,

Printer (2): testwas created.
Printer (3) testwas created.
Printer(4): testwas deleted.
Printer(5): testwas deleted
Printer(8): testwas deleted.
Printer(7): testis pending deletion.
Printer(3); testis pending deletion.
Printer(9): testis pending deletion.
Printer (100 testwas paused,
Printer(11) testwas paused.
Printer (12 testwas paused

Printer (13) testwas resumed

2

B R I N N O N I

Print 1ABZTPM 911172006
Prirt 1:98:27PM 01172008
Print 1AB:ZTPM 9112006
Print 1:40:27PM 9112008
Print 145:27PM GRS
Print 1:48:27PM 9172008
Print 148:27PM 9M1172006
Print 1:96:27PM 9172008
Print 1:96:27FM 91172008
Print 198:27PM 911172008
Prirt 1:8:27PM 0172008
Print 145TPM GRS
Print 1:40:27PM 9172008

List of events showing printing activity

Use this report to:

Identify all the documents printed over the network

Identify which users have been using printing resources

List file details of the printed files and the date and time when the
print operation took place.

Default Reports
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Windows Event Log System Reports

Event Log health

0~

Fvent Log full
T —T— Dascription T M S T T
CALDEV Tha (1) test la g file istull cwantlog TATOEPM 01172006
CALDEV A The (2 test log file iztull 8000 eventlog 1:47 05PM aM172008
CALDEV His Tha (3): tast lag file i tull 6000 qwantlog LATOSFM  Gi11/2008
CALDEW Mia The (1) application logfike &l 8000 eventlog 1542 1PM M4 2008
CALDEV Hia Tha (2 application log fiks sl 6000 svantlop TEAZIFM 1172006
CALDEW WA The (3)x application logfile il BO0O  ewentlog 1E421FM 241172000
CALDEV [ Tha (1) system log fils is full E000  qwantlog UEAZIPM 1172008
CALDEV 1773 The (2) system log flle isfull 8000  eventlog 1S424PM 12008
CALDEV [ The (3 system log fils is full 6000 qwantlog LEAZIPM B1172000

Event log service started

User
CALDEV [T The Event log senvioe weas stated, G005 eventlog 1:47 D5FM 172006
oa CALDEV (T2 The Eventlog senvice wasstated. BO0S eventlog 1:47 05FM r11/2008
CALDEV [T The Eventlog sendioe weas started BODS eventlog 147 D5FM QM1/2008
Event Log senvice stopped
I —— Descrigtion Eventil Sowce | Tme | Due |
CALDEV The Eventlog senvice was stopped, G006 aventlog 1:47 D5FM 12006
eq CALDEV N/A The Eventlog senvice was stopped. so0s eventlog 1:47 O5PM /12000
CALDEV NiA Tha Eventlog senice was stoppad. BO0E avantiog 1:47 O5PM W1172006
Log file corrupt
T —T— Desaription lEvertiol — — Souwce | Tims | Dse |
CALDEV The (4): testlog file is comupted andwill be cleamd 6002 eventiog 1:47 05PM 871172006
o 4 CALDEWV Nis The(5) testlog file ig conmupted andwill be clesmd BO02 eventlog 1:47 O5PM Q142008
CALDEW Hia The (61 test log file is comupted andwill be cleawed 6002 eventiog 1247 DSPh B 12006
Unexpected system shutdown
I e [ S B TS ="
CALDEV The pravious ﬂrdilnilluidwm at( 13y test on(13x GOOS avantlog 1:47 O5FM 12006
fest was unexpected
o —) CALDEV NA The previeus systemshutdown ai{ 14 test on (14 8008 eventlog 1:47 05FM S/1172008
festwas unexpected
CALDEV N Tha pravious system shutdowmn at{ 15 test on (15  BO02 avantiog 1:47 D5PM Q112008

testwas unexpected

Screenshot 71 - Sample report showing Event Log health

List of events generated when the event log is full

List of events generated when the event log service is started

List of events generated when the event log service is stopped

(4]

List of events generated when the log file is corrupt

List of events generated on unexpected system shutdown

Use this report to:

¢ Identify failures in the auditing process

NOTE: Failures in the auditing process may be exploited by attackers
and usually lead to loss of audit entries.

Event Log cleared

0~

Computer
FSERVER NT AUTHORITYWSYSTEM

Screenshot 72 - Sample report showing Event Log cleared

User name Caller user name Time

GFITEMASOF T\Adminishator

9:55:57PM 9/13/2006

List of events generated when the event log is cleared
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Use this report to:

e |dentify which users cleared the security event log without being
authorized to do so

o |dentify clearing events that do not conform to corporate security
policy.

Event Log service errors

CALDEV NA A driver packet received from the U0 subsystem was 6004 eventiog 1:56:57PM 11172006
invabd Tha data is tha

o CALDEV NA A driver packet received from the UD subsystem was B4 eventiog 1:56:57PM 811/2006
inuakd Tha data ia tha

CALDEV A A driver packet received from the U0 subsystem was 6004  eventiog 1:66:57PM 81172006

invabd. The data is the

Screenshot 73 - Sample showing Event Log service errors

o List of events showing event log service errors.

Use this report to:

¢ Identify errors occurring in the auditing process.

Network Resouce Access Reports (PCIl requirement 10)

All individual access to cardholder data

User Idertification Type of event Date andtime . Description

GFITEWMAS OF Tioan DObject Aocess 12:08:54am  D9/2A2006 Object Open
GFITEMAS OF Tioan Object Aocess 12:08:54am  DURAR006  Audit success FSERWER Cicardhoidsr Object Open

GFITEMAS OF Tiodn DObject Aocess 12:00:54am  DRER006  Audit success FEERMVER Cicardhoidsr Object Open

Screenshot 74 - Sample report showing all individual access to cardholder data

o List of users who accessed cardholder data

Use this report to:

e Display the data which forms the scope of PCI requirement 10.2 —
‘Implement automated audit trails for all system components to
reconstruct the following events: All individual user accesses to
cardholder data’ for Windows-based systems presented in the
format required by point 10.2.3 of of the PCl Data Security
Standards document version 1.1.

72 o Appendix: GFl EventsManager
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All actions taken by any individual with root or
administrative privileges

User Identification Type of evert Date and time E e = Description

et
User Aocount Locked Dut (he

O it

Pocount Managemert  12:18:13am  D8/21700G
Administrater Aecount Logn 12 am 09212006 Auditsuccess  FSERMER Ses the deseription fid Athentication Ticks Crarted
Administrater Object Aooess 12:470an 03202006 Puditsuoeess  FSERWER See the desoription fid Object Open
Administrator Object fooess 12:56:25am 03212006 Auditsuccess  FSERVER See the description fd Object Open
Administratee Object fecess 1AB:227am  DB1A006  Audtsuccess  FSERAER See the description fikd Object Open
Administrater Object fooess 13317an DRS00 fudtsucoms  FSERVER See the deseription fsd Object Open
Administratee Object fecess 12538am  0B1A006  Audisuccess  FSERGER See the description fikd Object Open
Administratee focountManagemert  1:32:d41am  08/21/2006  Audtsuccess  FSERMER See the description fikd User fccount Locked O (his
Administrater LogoniLogett 1a34dan  DBSIA06  Audtsucesss  FSERGER See the description fisd Successfull Logon (N
Administratee focount Logon 140:1Tan  DRS1M00G  Audisuccess  FSERAER See the description fikd Authentication Ticke: Geartedd
Administrator Pocount Logn 1604 an  DRSIM00G  Pudtsuocsss  FSERAER See the desoription fd PAuthentication Ticket Grarted
Administratee LogonLogett TET0Tan  DBS1A00G  Audtsuccess  FSERAER See the description fisd ‘Winstation session discornestion
Administrator LogondLogott TE10 an  D8S1M00G  Pudtsuocsss  FSERAER See the desoription fd ‘Winstation session discorneston
Administrater LogoniLogott 15315 an  DBS1A006  Audtsucosss  FSERMER Ses the description fidd Winstation session cornedtion
Administrater Pocount Logn 16315an 041006 Audtsuocsss  FSERMER See the desoription fid PAuthentication Tioket Grarted
Administrater LogoniLogott 15315 A DRI Audtsucosss  FSERMER Ses the deseription fid Winstation session cornedon
Administratee LogondLogett 2M8:08am  DAZ12006  Audtsuceess  FSERVER See the description fikd User Lopoft

Screenshot 75 - Sample report showing all actions taken by any individual with root or
administrative priveleges

o List of actions taken by users with root or administrative privileges

Use this report to:

o Display the data which forms the scope of PCI requirement 10.2 —
‘Implement automated audit trails for all system components to
reconstruct the following events: All actions taken by any individual
with root or administrative privileges’ for Windows-based systems
presented in the format required by point 10.2.3 of of the PCI Data
Security Standards document version 1.1.

Access to all audit trails

User Idertification ype of event Dataandtime or | Origination of | [dertity or name of sfects Description

O  GRITRMASOFTdmintr Sy stem Bt 955  DSINANE  Audtsucces  FSERVER Sacurity aud kg The audt lag was cleared
GFITEMAS OFTudmirisrter Sy stem Gt 95667pm  DUIDZ0E  Auditsuccsss  FSERVER Security aud kg The audit log was cleard
GFITEMAS OF Tudministidor  $ystem Bvert Q5667 pm  DUEOA00G  Auditsuccsss  FSERWER Seourity aud kg The audit log was oleared
GFITEMAS OFTudministidor  $ystem Bvert Q5567 pm  DUEALO06  Auditsuccsss  FSERWER Seourity aud kg The audit log was oleared
GFITEMAS OFTudministiador  System Bt Q5567pm  DUISA0NG  Auditsuccsss  FSERMVER Security aud kg The audit log was clearsd

Screenshot 76 - Sample report showing access to all audit trails

o List of audit trails

Use this report to:

e Display the data which forms the scope of PCI requirement 10.2 —
‘Implement automated audit trails for all system components to
reconstruct the following events: Access to all audit trails’ for
Windows-based systems presented in the format required by point
10.2.3 of the PCI Data Security Standards document version 1.1.
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Invalid logical access attempts

[1 53 Account lockouts

User Idetification ) Date andtime

O  GFITBMRSOFTWSERVERS  focountMenagemert 1Z:03:3am  DBLE0NG  Audisucces CRISTI FSERWERS IUsErﬁccoum Locked Out (AdTirisrator)
GFITBMASOFTFSERVERS  AccountMenagemert  1:32:4lam  0B/214008  Audit success FSERWER FSERWERS User decount Locked Out (4driniarat
GFITBMASOFTFSERVERS  AccountMenagemert  T:26:0dpm 014006 Fudit sucoess CADEY FSERWERS User fceount Locked O fpi)
GFITBMASOFTWSERVERS  AccountMenagemert  T:54:55pm  0B/214008  Audit success FSERWER FSERWERS User decount Locked Out (4driniarat
GFITBMASOFTWFSERVERE  AccounthBnagemert  12:15:13am  00/104008  Audit success CRIST FSERWERS User decount Locked Out (AdTirira
GFITEMASOFTWSERVERF  AccountMenagemert  1:32:d41am  00/IDZ008  Audit sucesss FSERVER FSERWERS User #ccount Locked Dut (AdTinistrator)
GFITBMASOFTWFSERVERE  AccounthBnagemert  Z:26:04pm  00/104008  Audit success CADES FSERWERS User #ecount Locked Ot fis)
GF ITBWASOF TWFSERVERE Hocount bbnagement 75455 pm  00A10GE006  Audit success FSERVER FSERVERE User Ageount Locked Out (Adinistrator)

Failed logons from reasons other than bad user name or password

Idertification
CALDEvtext LogondLogatt 12300 pm 09/25/2006  Aud failue CADES CADRS LF: Aecount Disatied gest)
CALDE et LogonLogett 1233 pm  00/26/2006 A failue CADES CADES LF: fecount Disabed gest)
CALDE et LogoniLogott 12330 pm  09/25/72006  Audit failue CADES CADES LF: Becount Disabed ety
CALDE et LogonLogett 1233 pm  00/26/2006 A failue CADES CADES LF: fecount Disabed gest)
CALDE et LogondLogott 12:330 pm  09/26/2006  Pudit failue CADES CADES LF: Pooount Disabkd ety
CALDE et LogoniLogett 12:34:34pm  00/26/2006 A failue CADES CADBS LF: Lagon Type Rejected gest)
CALDE et LogondLogott 12:34pm  09/26/2006  Pudit failue CADES CADES LF: Logon Type Rejected sty
CALDE est LogonLogott 12:34:3pm  09/25/2006  Fudit faile CADES CADES LF: Logon Type Rejected sty
CALDE et LogondLogott 12:34pm  09/26/2006  Pudit failue CADES CADES LF: Logon Type Rejected sty
CALDE est LogonLogott 12:34:3pm  09/25/2006  Fudit faile CADES CADES LF: Logon Type Rejected sty

Screenshot 77 - Sample report showing invalid logical access attempts

o List of invalid logical access attempts

Use this report to:

o Display the data which forms the scope of PCI requirement 10.2 —
‘Implement automated audit trails for all system components to
reconstruct the following events: Invalid logical access attempts’
for Windows-based systems presented in the format required by
point 10.2.3 of the PCI Data Security Standards document version
1.1.

Use of identification and authentication mechanisms

o> Failed logons because of bad user name and password

User Identification y Date =ndtime

[> =3 CALD Evvdsdfted Logan/Logeff 1Z:7:93pm DUMISZ006  Pudit failue CADEY CADBY LF: Bad user name/ passward (ddffed)
CALDEvidsdffsdf LegonfLogotf 12278 pm 08/25/2006  fudit failue CADES CADBS LF: Bad user name/ password (dsdffsd)
CALDEvidsdftedt Logan/Logeff 12:27:5pm 0OMS006  Audit failue CADEY CADEY LF: Bad user name/ passwerd (dsdffed)
CALDEvdsdftsd Logan/Logaff 12:27:93pm DUMIS006  Pudit faiue CADEY CADB/ LF: Bad user name/ passwerd (dffed)
CALDEvidsdffsdf LegonfLogotf 12278 pm 08/25/2006  fudit failue CADES CADBS LF: Bad user name/ password (dsdffsd)
CALDEvkest Logan/Logaff 12280 pm  DUMISZ006  Pudit failue CADEY CADBY LF: Bad user name/ passwerd fest)
CALDEvkest Logan/Logaff 12280 pm  DUMISZ006  Pudit failue CADEY CADB/ LF: Bad user name/ passwerd fest)
CALDEvhest LegonfLogotf 122800 pm  00/25/2006  fudit failue CADES CADBS LF: Bad user name/ password fest)
CALDEvkest Logan/Logaff 12280 pm  DUMISZ006  Pudit failue CADEY CADBY LF: Bad user name/ passwerd fest)

IPSec security events

Date andti me

NTAUTHORITYANERWORK  Policy Change TZADN3pm 09ESH00  Auditsucoess  CADES Securty 1PSec Policy Agert savie
SERMCE
NTAUTHORITYANERWORK  Policy Change TZADMIpm 09ESZ00  Auditsucoess  CADEY Securty 1PSec Policy Agert savie
SERMCE
NTAUTHORITYANEMORK  Policy Change TZADMIpm  0SESZ006  Auditsuccess CADEY Securty 1PSec Policy Agert sanice
SERWCE
NTAUTHORITYANERWORK  Policy Change TZADNIpm 09ESZ00  Auditsucoess  CADEY Securty 1PSec Policy Agert savie
SERMCE
NTAUTHORITYANERWORK  Polioy Change TZADNIpm  0SESZ000  Fuditsuocess  GADES Seourty 1PSeo Policy Agert s
SERMCE
NTAUTHORITYANEMORK  Policy Change TZADMIpm  0SESZ006  Auditsuccess CADEY Securty 1PSec Policy Agert sanice
SERWCE
NTAUTHORITYANERWORK  Policy Change TZADNIpm 09ESZ00  Auditsucoess  CADEY Securty 1PSec Policy Agert savie
SERMCE
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Screenshot 78 - Sample report showing identification and authentication mechanisms

o List of identification and authentication mechanisms

Use this report to:

Initialization of the audit logs

Display the data which forms the scope of PCI requirement 10.2 —
‘Implement automated audit trails for all system components to
reconstruct the following events: Use of identification and
authentication mechanisms’ for Windows-based systems
presented in the format required by point 10.2.3 of the PCI Data
Security Standards document version 1.1.

User dentification Type of event Date andtime Description
[ None 12TA3pm DSMI007 The (1): ev vt log fie & ul.
Y None 1:2Z03pm DSMS007  Waming COMP-AUNE.  #udit Log The (1): ev vt log fle & fl.
Event Log service started

User Idertification VR C Date andtime Description

The Event log service nms stated

N Hone 12:18:14pm  D5F15/2007

M Hone 12:18:14pm  O5AS007  Informaton COMP-AUNA  Eventlog The Event log service nas stated
i Hone 1:32:18pm  O5A52007  Wiaming COMP-AINA  ewertig The Ewent log service uas sated
i Hone 1:32:18pm 0552007 Wiaming COMP-AINA  evertig The Ewent log service uas ated
i Hone 9:02:53am  O5AGIZO0F  Informasn COMP-AUNA  Eventlog The Ewent log service uas ated

Screenshot 79 - Sample report showing initialization of audit logs

o List showing initialization of audit logs

Use this report to:

Display the data which forms the scope of PCI requirement 10.2 —
‘Implement automated audit trails for all system components to
reconstruct the following events: Initialization of audit logs’ for
Windows-based systems presented in the format required by point
10.2.3 of the PCI Data Security Standards document version 1.1.

Creation and deletion of system-level objects

ion

WIRTUALDOMINWENEDCE  Directory Sensce 4300pm  DAMTI2007  Audit success W20030C1 4 Haedi7 42 faad 436 -atfr- 374 Object Dperation
Aroess ealefal 19%]

WRTUALDOMIWANEDC!E Directory Sendce 10:45: 21 am 04282007 fudit success w20030C1 DC=trtual Domd DC=s Object Open
Pocess

MRTUALDOWMIWANEDCHE  Directory Service 11220 an 4262007 Audit success w20030C1 % Haedd7 43 fand-4346-at- 374 Object Dperatin
Pocess ealtefall 1]

WIRTUALDOMINANEDC!E Directory Sensce 300:18pm  D5A52007  fudit sucosss WI0030C1 D= irual Dom Do Object Open
Froess

COMP-ALINAiHa Object Aooss 11037 an  DSABI007  Audit suceess COMP-AUNA  Policy\Secretsi RN ET Auta G Object Dperatin

nKey2 050727210
COMP-ALINAiHa Object Aooss 110548 an  DSABI00T  Audit sucoess COMP-AUNA  Policy\Secretsi AR NET Auta G Object Dperatin

nKey2 050727210

Windows File Protection Service - attempt to replace protected fie

User Identification Type of event Date andtime Descripticn

he Mone 4104 pm 087152007 Information COMP-#UNA (1, File replacement was attempted an the protscted
swstem fie(T)euet.
This file was restored tothe eriginal versin o maran
system stabity.

Y Hane 4114 pm  0SASA00F  Informatin COMPAUNA  (Zreuen File replacement was attempted an the protectsd
system fle (2);eusmt
This file was restored tothe eriginal versinto maran
system stabty.

He Mone 4114 pm  0SAS2007  Information COMPEUNA (X vt File replacement was attempted an the protected
swstem fie (3 vt
This file was restored tothe eriginal versin o maran
system

[y Mone 4114 pm  0SASZ00F  Information COMP-AUNE (41 euent File replacement was attemptad on the protected
system fgdyeren
This file was restored tothe original versin o maran
sy stem stbiy.

Screenshot 80 - Sample report showing creation and deletion of system-level objects

o List showing creation and deletion of system-level objects

Use this report to:
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Display the data which forms the scope of PCI requirement 10.2 —
‘Implement automated audit trails for all system components to
reconstruct the following events: Creation and deletion of system-
level objects’ for Windows-based systems presented in the format
required by point 10.2.3 of the PCl Data Security Standards
document version 1.1.

Time synchronlzat|on monltorlng

User Idertification

Date =

andtime

O VRTUALDOMIWEEOCTE

WIRTUALDOMI%030CT

COMP-ALINAG

COMP-ALINAE:

COMP-ALIN A

COMP-ALINAEE

COMP-ALIN A

COMR-ALIN A

COMP-ALIN A

COMR-ALIN A

COMP-ALINAG

COMR-ALIN A

COMP-ALINAG

COMP-ALINAEG

System Brert
System Evert
System Bwert
Systam Bwert
System Buert
System Bwert
System Buert
System Buert
System Evert
System Buert
System Brert
System Buert
System Brert

Sy stem Brert

Windows Time service events

User Idertification

Type of avart

MNone

204

10:30:5 am
2:59:21pm
44711 pm
4:47:11 pm
4:47:14pm
4:47:14pm
4:47:35 pm
4:47:36pm
4:47:42 pm
4:d7:42 pm
5:47:01 pm
&:47:01 pm
5:47:01 pm

5:47:01pm

Date

12:18:58 pm

12:18:5 pm

:4g:34pm

04/26/2007

D5115/2007

0461552007

D5115/2007

05115/2007

D5115/2007

05115/2007

081162007

D5115/2007

081162007

0461552007

081162007

0461552007

D5115/2007

andtime

D5/15/2007

D5115/2007

0461552007

Audit success

Audit sucesss

Audit success

Audit suceess

Audit suceess

Audit sucesss

Audit suceess

Audit success

Audit suceess

Audit success

Audit success

Audit suceess

Audit success

Audit sucesss

S20030C1

“20030C1

COMP-AUNA,

COMP-AUNA

CORAP-ALINA.

COMP-AUNA,

CORAP-ALINA.

CORPALUINA.

COMP-ALINA.

CORPALUINA.

COMP-AUNA,

CORPALUINA.

COMP-AUNA,

COMP-AUNA,

COMP-AUNA

COMP-AUNA,

Systemtite
Systamtie
Systemtite
Systemtite
Sy stem time
Systemtite
Sy stem time
Systemtime
Sy stem time
Systemtime
Systemtite
Systemtime
Systemtite

Systamtime

W32 Time

W2 Time

The system time was charged
The sy stemtime was charged
The system time was charged
The system time was charged
The sy stemtime was charged
The system time was charged
The sy stemtime was charged
The systemtime was charged
The sy stemtime was charged
The systemtime was charged
The system time was charged
The systemtime was charged
The system time was charged

The sy stemtime was charged

Description

The time servics is now synchronia the system time
withthe time
source develdevelopastemast =
(tpAli92.188.10054:1 23 192.166.100.3:123)
The time servics is now synchraniang the system time
wnh!heilme

« develdevelopastemasot 1=
(mpdna: 16810085125 193 168 100.3 123)
The time sample was rejected becase Duplicate
timestamps were received from this peer

Screenshot 81 - Sample report showing time synchronization monitoring

o List showing time synchronization monitoring

Use this report to:

Monitor system time changes

Monitor the time synchronization process

Events Trend Reports
Use the reports in this category to:

Identify the top 10 computers, those with the highest number of

events

Identify the top 10 users, those having generated the highest

number of events
Determine the events trend on all computers

Determine the events trend on a computer by computer basis.

The reports in this category are based on events from the following
sources:

Security log

Application log

System log

DNS Server log

Default Reports
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o Directory Services log

e File Replication Service log.

NOTE: The layout shown in the sample extracts below is common to
all reports in the Events Trend Reports category. Sections which are
specific to individual reports within this category are shown further

down.

Top 10 computers with the most events

0-

[ 1. 143-TESTSTATION

W 690-FSERVER
[ 489-CALDEV
0 #-MACHINENAME

—
TESTSTATION 1143 49.03%
FSERVER 690 29.60%
CALDEV 489  20.98%
MACHINENAME 9 0.39%
TorAL [

Screenshot 82 - Sample extract from Events Trend Reports: Top 10 computers with most events

Chart showing the top 10 computers with most events

Table displaying statistical information on the top 10 computers with most

events
Top 10 users generating the most events
)
~ B 01-NT AUTHORITYISYSTEM B 200-GFIT EMASOF Tsalin
oo
0O ze7-hia @ 273-0FTEMASOF T Administrator
a0
B Sgrvice o B 102-TESTSTATIONAdminstiator
0
200 [ 7247 AUTHORITVSVETEM W 5T JUTHORITYANONTHEUS
200
w0 W L5 SUTHORITINETHORK [ 27 e pevcain
o
p No. of Events
TESTSTATION NT AUTHORITYASYSTEM 801 36.78%
FSERVER GFITEMASOFT\calin 300 13.77%
CALDEV N/A 297  1364%
o—) FSERVER GFITEMASOFT\Administrator 273 12.53%
TESTSTATION NT AUTHORITYANETWORK SERVICE 240 11.02%
TESTSTATION TESTSTATION\Administrator 102 4.68%
FSERVER NT AUTHORITYASYSTEM 72 3.31%
FSERVER NT AUTHORITYIANONYMOUS LOGON 33 1.52%
CALDEV NT AUTHORITYANETWORK SERVICE 33 1.52%
CALDEV CALDEV\Calin 27 1.24%
ToTAL 100%

Screenshot 83 - Sample extract from Events Trend Reports: Top 10 users with most events

Chart showing the top 10 users generating the most events

Table displaying statistical information on the top 10 users generating the
most events
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Events trend on all computers

800

700
0- vl
800
500 \
400 e
_— T

Events

300

200

100

Time

Screenshot 84 - Sample extract from Events Trend Reports: Events trend on all computers

o Chart displaying the events trend on all computers. The minimum time
interval on this chart can be of one hour.

Generic events trend per hour
0~

FSERVER

240

200 ~

160

120

N/ AV

40

9/8/2006 E:15:47PM 1 6.81%
9/9/2006 T7:15:47AM 16 26.52%
0_) 9/12/2006 5:15:47PM 1 6.81%
9/13/2006 1:15:47AM 31 33.33%
9/14/2008 1:15:47AM 3 26.52%

Screenshot 85 - Sample extract from Events Trend Reports: Generic events trend per hour

@ Computer name

o Chart displaying the events trend for a computer on an hourly scale

9 Table of statistical information showing the events trend for a computer on
an hourly basis

Use this report to:
¢ View trends on an hourly basis.
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Generic events trend per days
0 T

FSERVER

240

200

160

120

80

40

| L L
Total Events
09/08/2006 230 33.33%
ea 09/12/2006 230 33.33%
09/13/2006 230 33.33%
frota, [ 60 _100%

Screenshot 86 - Sample extract from Events Trend Reports: Generic events trend per day

@ Computer name

o Chart displaying the events trend for a computer on a daily scale

9 Table of statistical information showing the events trend for a computer on
a daily basis

Use this report to:

¢ View trends on an daily basis.

Generic events trend per week
0~

FSERVER

500

400

300

200

100

/

0-

Total Events
2006 - week #36 230  33.33%
2006 - week #37 460  66.67%
TOTAL 690 100%

Screenshot 87 - Sample extract from Events Trend Reports: Generic events trend per week
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@ Computer name

o Chart displaying the events trend for a computer on a weekly scale

e Table of statistical information showing the events trend for a computer on

a weekly basis

Use this report to:
o View trends on an weekly basis.

Generic events trend per month
6~

FSERVER

700 -

600

500 _— =

-
o-

400

300

200

100

0
Total Events | %
2006.08 (August) 460  40.00%

0-’ 2006.08 (September) 690  60.00%

TOTAL | 1150 100%

Screenshot 88 - Sample extract from Events Trend Reports: Generic events trend per month

@ Computer name

o Chart displaying the events trend for a computer on a monthly scale

e Table of statistical information showing the events trend for a computer on

a monthly basis

Use this report to:
e View trends on a monthly basis.

Default Reports
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All critical messages reports

All critical windows log events

| __computer | user __lEventill _ _Source | Descripton | Twea | fima | [t |
razmien GFTENATD P Prp— [——— [re— Cmmw sz
ramen BT — Onestoges o cmwe s
razmien GrmEuA PTG B Otfctoges e coma szams
raamen BT — Onestoges e comw s
razmven TaTONTEETE  m ey At TG suameience cmmau sz
raamen =t TR J— [——— e cmoa s
razmven TaTONTEET  m ey At T e e cmwu sz
o* o [T Ter— - s oectops ree— [ s
razmven ormtusmITam w0 e Otfectoges e cmsw sz
raamven crmemrTam w0 s pr—— - [
razmien ormtumITam w0 e Otfectoges - werw sz
razmen GrEusgs T, = e pr—— Jr— [P —
raemien aTONTETT @ ey At T e . momau ez
razmen =t I S— P — - [T
raemien TATONTGTT ey [PAr——ya———— - Eeme e
razmen GrmEuszs T, W maw ——— Jps— [

Screenshot 89 - All critical Windows log events

o Top 10 rules that were triggered.

o Top 10 triggered rules and the number of events that have activated each
particular rule.

o Events that correspond to the current filtering conditions.

Use this report to:
e View the most important events that require immediate attention.

e The top 10 rules that were triggered most frequently by these
events.

All critical Syslog events

Top 10rules triggered

RuleName | Court
@ Denied inbound UDP due to the security polioy 7

Inbound TCP connection denied 13
Inbound TCP connection denied mile 3 o
Inbound TCP connection denied e 1 3
Denied inbound UDP dus to the security policy nde 1 2
Denied inbound UDP due to the security polioy nle 2 2
Inbound TCP connection denied mile 2 1

Please follow the nexipages for more details...

m Ciassification: Critical

[ cComputer | Messse | Rielame | Faciliy | _Seveity | Time | Oste ]
192.168.100.4%8 001 %PL% 2 106008 Deny inbound UDP Denied inbound UDP due o Kemel messages Emergency 3:16:55PM B/28/2006
from 12387 53 221234510 the security policy rule
148.1467.341239 on intertace oulside
192.168.100.458 00t %PLX% 210800 t Inbound TCP Inbound TCP ol Hamal 'l 9 3:10:55PM B/Z6/2000
connection denied from P_asddsportto  denied uled
IP_adarportflags TCP_flags on intarace
int_name Inbound TCP connection densed
from 87 33232340878 10
7523100278161 flags SYN on interdace

outside
102168100458 00t %P2 106008 Deny inbound UDP Denied inbound UDF due e Kemnel messages Emeigency 3ATA0PM  G/28/2000
from 12367 53221234510 the security policy rulel
148.1467.34112390n inteace outside
102.168.1004%8 001 %PLX2106001 Inbound TCP Inbound TCP 2 Kermel 9 gency 3ATA0PM 072642008
connection denied rom IP_addsportto  denied ruled
IP_adddport flags TCP_flags on intetace
inf_name Inbound TCF connection denied
from 67.3323.2340876 10
7523106276161 flags SYN on intefface
oulside
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Screenshot 90 - All critical Syslog log events

o Top 10 rules that were triggered.

o Top 10 triggered rules and the number of events that have activated each
particular rule.

o Events that correspond to the current filtering conditions.

Use this report to:

¢ View the most Syslog important events that require immediate
attention.

e The top 10 rules that were triggered most frequently by these
Syslog events.

All critical W3C events

Top 10rules trigpered

wa  mes
! A oss
2 I
Gret L
['1 18 g, =
Eres s
Toul: o
WA 170
R2 @
m Rule 2 3
Rule 1 2
Rule 5 2
R1 1
Please follow the nextpages for mere details..
Server Name: MIHAI
Classil
Cliert |P | User Hame | Mathod | Raturned status | RueName | Time | Date |
Microsoft Intemet Information 192.168.101 WA GET 200 (0K) R1 Smmen
Senvices80
MicrosoftIntemet Information 192.168.101 WA GET 200 (0K) R2 SIMONN  R20UaDS
Sermvices60
Microsoft Intemet Information 192.168.10.1 WA GET 200 (0K) R2 SMOFN 26
Senvices80
Microsoft Intern et Information 102.188. 101 UIEY GET 200 (0K) R2 SIOFN  SUIDE
Serwvices60
Microsoft Intemet Information 192.168.101 WA GET 200 (0K) ] SIMOSeN 32U
Senvices8 0
Miciosoft Intemet Information 182.168.101 WA GET 200 (0K) Rule 1 SIOEFN VIR
Services80
Microsoft Intemet Information 102.168.101 WA GET 200 (0K) Rule 1 SmIEen
Semvices80
MicrosoftIntemet Information 102.168.101 WA GET 200 (0K) Rule 2 SOKDPN  SoLEDS
Services60
Microsoft Intemet Information 102.168.10.1  N/A GET 200 (0K) Rule 2 SIHOEN
Semices80
MicrosoftIntemet Information 102.162.101 WA GET 200 (0K) Rule 2 SIKIFN  S2LEDS

Screenshot 91 - All critical W3C log events

o Top 10 rules that were triggered.

o Top 10 triggered rules and the number of events that have activated each
particular rule.

o Events that correspond to the current filtering conditions.

Use this report to:
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e View the most W3C important events that require immediate
attention.

e The top 10 rules that were triggered most frequently by these W3C
events.

All critical Custom log events

Top 10 rules trippered

W Cusmem Ale 50
W Custorn Fides Iﬂ‘
EC ua
W pp
H EMI 18%
P 50%
Tetal s

5t ot
s 14
ESEC 1"
O=> - a
Custom Ruls 2
Rule2 2
Cuslom Rules 1

Please follow the nextpages for more details..

o—>

T T — T S — Y 0 T

TESTETATEN G Eagpontec shgpd Cpe g gk Rk Eicrontecinya0 T
= 38 o 841V o ¢ YT B 5
0116
TEsTETATEN na P 1 ——— Rik [ cowe  soom
TESTSTATON LY xm A SO W Htlt L= EssPenEmcariy30 RE ] noow
WTETITATON, Dot HLOTaT
ENBRON LR KR 1 i
Covi WDmIRM- Cabgon:  COVSVOROM  Sukm
TESTETATEN na D dcoess swwmd  Gars Nt vz Eaeatmeinyan ieamew s
TETITATION wvmn_niai_ Divke. Py
P Faa 3
Covn NDSIN . CaRIN Feppyous OEwm Cimi
TESTSTATON na WO dcos s e N L Birontacinya0 nousee  soow
WETEKI B, —_b_ O Foppysn e
[l cm Frppyos S C
TESTSTATON TEITITATD NCai ot Acwan @ iwd B UET'TM'DII:- Dwstr: Mak1 CaFonteciriy 0 RE ] L0
P i ol r-
Covt el Covgonr POy e cums
FEDOE  Comecuaft  Wenawoe e
TESTETATON TETETATO Nest ;o e TESTITAT e EseatRenny 30 e soow

s BR‘H IO MOSTEa TR e

TESTITATON TETITATE Nicala - Aconil MO,  rr Nami . TESTSTATONGER  Deite; DRIC CadtcaBncary 10 R Eeta
HL-OTOT DVD-RCMOCRIN0S Flekay: ¥
Gevte bmamoe: Cawges.  COASWE AOM  Sem
Ol CORIN Cwiwwily Pt _eersaiiorams ipustos

TESTSTATRN TETITATO N m = SETIATONG et S0 EeFonTeca iy 30 A E

w“l .
Genie WD Cavgeny I'lm-au oamcumi:
PEROE  Comrcbon Wi

Screenshot 92 - All critical custom logs events

o Top 10 rules that were triggered.

o Top 10 triggered rules and the number of events that have activated each
particular rule.

e Events that correspond to the current filtering conditions.

Use this report to:

e View the most important custom log events that require immediate
attention.

e The top 10 rules that were triggered most frequently by these
custom log events.

All critical SNMP Traps Messages
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Screenshot 93 - All critical SNMP Traps Messages

Trap Data
LI

New pracessing rule

Top 10 rules triggered

Please follow the nextpages fr more details...

W Hewproczizhgmk  1000%
Total: 100 0%

100

[ECXERET
as1zaa
a3EA2401
=R ERRT)
=R ERRT)
[=IRERRT)
[=RERRT)
[=ERERRT)
[=RERRT)
as1zaa
a3EA2401
=R ERRT)
[=IRERRT)
[=IRERRT)
[=RERRT)
=R ERRT)
[=ERERRT)
as1zaa
a3EA2401
=R ERRT)
[=IRERRT)
[=IRERRT)
=R ERRT)
[=RERRT)
asizan
F=ERERRT)
a3EA2401
I=ERERRT)
[=IRERRT)
[=IRERRT)
=R ERRT)

Trap 010

Community String

[
public
bl
bl
bl
bl
bl
bl
bl
public
bl
bl
bl
bl
bl
bl
bl
public
bl
bl
bl
bl
bl
bl
i
bl
bl
public
bl
bl
bl

Rule Nae
New processing e ZN431PM 2w
sy i3t szveo
New procassirg nie Zuiatem  szieo
New processing e ZN431PM 2w
New processing e Z432PM 2w
New processing e Z432PM 2w
New processing e Z432PM 2w
New processing e Z432PM 2w
New processing e Z432PM 2w
sy [P
New procassirg nie Zuimm smveo
New processing e Z433IFM 2w
New processing e Z433IFM 2w
New processing e Z433IFM 2w
New processing e Z433IFM 2w
New processing e Z433IFM 2w
New processing e Z434PM 2w
sy Zieaemm  szveo
New procassirg nie Zrimem  szieo
New processing e Z434PM 2w
New processing e Z434PM 2w
New processing e Z:435FM 2w
New processing e Z:435FM 2w
New processing e Z:435FM 2w
new processirg e PP —
New proczssirg e PR
New procassirg nie PR
New processirg nie P —
New processing e Z43EFM 2w
New processing e Z43EFM 2w
New processing e Z43EFM 2w

Top 10 rules that were triggered.

Top 10 triggered rules and the number of events that have activated each

particular rule.

Events that correspond to the current filtering conditions.

Use this report to:

e View the most important SNMP Trap events that require

immediate attention.

e The top 10 rules that were triggered most frequently by SNMP
Trap events.

All critical SQL Server Audit

Default Reports
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Top 10 rules triggered

W Newprocssshg e 1000%
Total: 100 0%

[2 53 Rule MNamne

New proceszing rule 100

Please follow the nextpages fir nore dehails...

Berver: SERVER

Evertt Class ipplication Name | Databaze Name Login Hame Text Data

Autl|Oblec| Pemmission  Mcrosom S0L Sener 3 sa 120000 pm CE SELECT
Ewenl

Meregemenl Skadlo db_ramed AS [Bakbae_Name],
Bireme AS [Name],
sblreme AS [Schema],
SOLSimComple ked Microrof S0L Sener fE] sa 120000 pm [l ] SELECT
Meregemenl Skl db_reme AS [Bakbae_Name],
Bireme AS [Name],
sblrame AS [Schema],
S0 L:BakhComple kd Microrof S0L Sener [y 5 120000 pm [l ] SELECT
Meregemenl Skadlo db_ramed AS [Bakbae_Name],
ireme AS [Name],
sblreme AS [Schema],
S0L:EakhEkring Mcrosofl S0 L Sener nA s 120000 pm [l ] SELECT @@ LOCK_TMEUT
Meregemenl Skadlo
S0LEm kg Mcrosofl S0 L Sener 3 sa 120000 pm [l ] SELECT @@ LOCK_TMEIUT
Meregemenl Skadlo
SgLEmcomple kg MCToron S0 L Sener 3 sa 12000 pm o1 SELECT @@ LOCK_TMEDUT
Meregemenl Skl
A L:EaknGomple kd MCToron S0 L SEner na 5 120000 pm o1 SELEGT @@ LOCK_TMED UT
Meregemenl Skl
S0 LEaknEIng McToson SaL Sener na 5 12000 pm o1 e 3]
Meregemenl SLdio
SoLEm kg Mcrosof SaL Sener 3 sa 1Z000pm o1veos e 3]
Meregemen St
SaLEkmComple kd Mcrosen SaL Sener 3 sa 12000 pm o1veos e 3]
Meregemenl Skallo
S0 L:EakhGomple kd Microson 2aL Sener na sa 12000 pm o1/veos e 3]
Meregemenl Skalo
SaL:EakhSkring Microref 24 L Sener na sa 12000 pm o1vos SELEST
Meregemenl Skallo db_ramed AS [Dakhae_Name],

uname A [Name],
suneme AS [Echemal,
SaLSm Skring Microref 24 L Sener el s 12000 pm o1/vos SELEST
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Screenshot 94 - All critical SQL Server Audit

o Top 10 rules that were triggered.

o Top 10 triggered rules and the number of events that have activated each
particular rule.

o Events that correspond to the current filtering conditions.

Use this report to:

e View the most important SQL Server Audit events that require
immediate attention.

e The top 10 rules that were triggered most frequently by SQL
Server Audit events.
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Miscellaneous, Customizable reports

Generic Windows Event log report
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Screenshot 95 — Generic Windows Event log report

o All Windows events that correspond to the current filtering condition

Use this report to:
o Generate event logs customized to your exact specifications

e Filter out Windows Events by criteria such as computer name,
user, Event ID, rule name and more.
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Troubleshooting

Introduction

The troubleshooting chapter explains how you should go about
resolving any software issues that you might encounter. The main
sources of information available to users are:

¢ The manual — most issues can be solved by reading this manual.
o GFI Knowledge Base articles

o Web forum

e Contacting GFI Technical Support

Knowledge Base

GFI maintains a Knowledge Base, which includes answers to the most
common problems. If you have a problem, please consult the
Knowledge Base first. The Knowledge Base always has the most up-
to-date listing of technical support questions and patches. To access
the Knowledge Base, visit http://kbase.gfi.com/.

Web Forum

User to user technical support is available via the web forum. The
forum can be found at: http://forums.gfi.com/.

Request technical support

If you have referred to this manual and our Knowledge Base articles,
and you still cannot solve issues with the software, contact the GFI
Technical Support team by filling in an online support request form or

by phone.
e Online: Fill' out the support request form on:
http://support.gfi.com/supportrequestform.asp. Follow the

instructions on this page closely to submit your support request.

o Phone: To obtain the correct technical support phone number for
your region please visit: http://www.gfi.com/company/contact.htm.

NOTE: Before you contact our Technical Support team, please have
your Customer ID available. Your Customer ID is the online account
number that is assigned to you when you first register your license
keys in our Customer Area at: http://customers.gfi.com.

We will answer your query within 24 hours or less, depending on your
time zone.
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Build notifications

We strongly suggest that you subscribe to our build notifications list.
This way, you will be immediately notified about new product builds.
To subscribe to our build notifications, visit:
http://www.gfi.com/pages/productmailing.htm.
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