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1. Introduction

This user manual introduces overview of all features and technologies provided by FortKnox
Personal Firewall .

1.1. Basic Protection Concepts

Most threats today use Internet to spread and download additional malware that may harm
user’s computers. Spyware can monitor user’s activity and send collected data over Internet
to its creator. Firewall is one of the most important barriers that protect systems from
potential treats.

1.2. Used Technologies

FortKnox Personal Firewall uses the following technologies to protect your system:

¢ Inbond traffic checking - controls incoming traffic from the network.
¢ Outbound traffic checking - controls outgoing traffic to the network.

o Statefull packet inspection - analyze traffics for correctness and allow connections
initiated by user only.

¢ Intrusion prevention system - analyze packet streams for suspicious activity.

¢ Process defense system - ensures integrity of all processes that have access to the
network.

1.3. Supported Operating Systems

FortKnox Personal Firewall is compatible with Windows 7 (64-bit and 32-bit), Windows
Vista (64-bit and 32-bit), Windows XP (32-bit), and Windows 2000 (32-bit) operating
systems.

2. Installation

FortKnox Personal Firewall can be installed either from the installation file available on
your installation CD, or can be downloaded from FortKnox Personal Firewall website:
www.fortknox-firewall.com in download section. Latest version is always available on the
mentioned website.

2.1. Installation from website

Visit FortKnox Personal Firewall website at www.fortknox-firewall.com, go to the
Download section of the website and select appropriate Download Now link based on your




language preferences. Save the installation file to your disk. Start the installation by
executing (double-clicking) the downloaded setup file.

2.2. Installation Process

Please note: It is recommended that you close all other running applications before starting
the installation process, including other security applications that might block the
installation. You have to start installation process under administrator account.

a) Double-click on the installation setup file to begin the installation process.

b) Select the preferred installation language and click on OK button.

Select Setup Language §|

0 Select the language to uze during the installation:

OF. l[ Cancel ]

Note: This is the language of the installation program. You can change the language of
the FortKnox Personal Firewall |ater on the Skin/Languages setup wizard page.

To change the language after installation, right-click the system tray icon and select
the Options menu. Select from Active Language menu your preferred language and
press the Apply button.

c) When setup begins click on Next to view the License Agreement dialog. Click on I
accept the agreement to accept FortKnox Personal Firewall License Agreements
terms and conditions.



~ Setup - FortKnox Personal Firewall

Licenze Agreement
Pleaze read the following imparkant information befare continuing.

Pleaze read the following License Agreement. v'ou must accept the terms of thiz
agreement before continuing with the installation.

FortKnox Personal Firewall License Agreement

Flease read the terms and conditions of this license agreement (“License™)
before installing Fortknox: Personal Firewall ("Software™), By installing and
sing the Software wou accept and agree o the terms of this License, This
License constitutes the entire agreement concerning the Software bebween
ou and NETGATE Technologies s.r.0., with its seat at Tajovskeho 3,

971 01 Prievidza, Slovak Republic registered in the Commercial

Register of the Districk Court Trencin Section Sro, Inserkion Mo 17325/R,
BIM: 36 710831, IF wou do not agree with these kerms and conditions,

i Lo e P Pl Ol Sl s W |l 7 Ea I ot o i PN ol R STl | e o BV RAGAYEN | e R e

(%) | accept the agreement

{711 do nat accept the agresment

< Back ” Mext » ][ Cancel

d) Read the Installation Notes, and then click on Next button. You have to uninstall all
other firewall programs before you continue with the installation process.



= Setup - FortKnox Personal Firewall

Information
Pleaze read the following important information before continuing.

YWwhen pou are ready to continue with Setup, click Nexst,

Fortknox Personal Firewall Installation Motes

Before you install Fortknox Personal Firewall; vou misé eninstalf ofher
firesralf programs on yvour computer, Using multiple Firewalls simultaneoushy
may cause unexpected system behavior and swstem crashes, IF vou use
indows ¥P with SPZ ar later, the built-in Firewall will be aukomatically disabled.
If vwou need ko uninstall another firewall program, please cancel the installation
nows and continue with the installation process later,

Deivers prarning dfafog - vou must allow FortKnox Firewall NDIS miniport
driver installation when asked by operating system to successfully complete
the installation process,

W

< Back ” Mext » ][ Cancel

e) Choose the destination folder for the installation, and then click on Next button.



= Setup - FortKnox Personal Firewall |:||E|E|

Select Destination Location
Where should Fortk.nos Personal Firewall be installed?

J Setup will install Fartbnox Perzonal Firewall into the following folder.

To continue, click Mext. If pou would like to select a different folder, click Browse.

|E:"~F'n:ugram Files"METGATEMFortk.nos Perzonal Firewall | [ Browse. .

At least 7 AME of free dizk zpace iz required.

< Back ” Mext » ][ Cancel

f) Select the Start Menu folder where the program's shortcuts will be located. Click on Next
to continue.



= Setup - FortKnox Personal Firewall |Z||§|[z|

LSelect Start Menu Folder
Where should Setup place the program's shortcuts?

Setup will create the program's shaortcuts in the following Start kenu folder.

To continue, click Mext. If you would like to select a different folder, click Browse.

|F|:urtKnu:u:-: Perzonal Firewall | [ Browse...

< Back ” Meut = ][ Cancel

g) Check the additional tasks that should be performed. It is recommended to check all
options. Click on Next to continue.



= Setup - FortKnox Personal Firewall ZIIEI[‘S_TI

Select Additional Tasks
YWhich additional taskz should be peformed?

Select the additional tazks you would like Setup to perform while ingtalling Fortk nox
Perzonal Firewall, then click Mewt.

Additional icons:
Create a desktop icon
Create a Quick Launch ican

[ < Back “ Mexst = l[ Cancel ]

h, FortKnox Personal Firewall Language and Skin wizard will be shown. Select preferred skin
and language that matches your individual taste.



= FortKnox Personal Firewall - Skins/l.anguages:

Skins/Languages: G

Active zhkin;

(%) Default ) Redrose () Deepzea

Achive language:
Enalizh W |

i, To complete the installation process your computer need to restarted. Click on Finish
button to restart computer.

After the installation process is finished, your system has to be restarted to successfully
start the FortKnox Personal Firewall . First start may take a while on computers with
Windows Vista operation systems.



3. Program Activation

3.1. Trial/Limited Version

From the FortKnox Personal Firewall website you can download the trial version of FortKnox
Personal Firewall . After the installation, this trial full-featured mode will run for 15 days.
After this period the program will switch to limited mode. Many features and options are
disabled in limited mode, it is recommended to purchase a valid license to switch back to the
full featured mode. License is valid for purchased time period. After license expiration the
program will switch back to the limited mode and you should renew your license. Valid time
period will be visible on the main program screen after synchronization with the license
server.

3.2. Purchase

In the Buy menu select the Buy Now button. Default Internet browser will be launched with
the registration page.

3.3. Registration

In the Buy menu select the Enter serial button. Registration dialog will show up.

With purchase of FortKnox Personal Firewall you have received registration information;
registration name, registration e-mail and serial number. This information has to be
exactly entered into registration dialog. Please note that serial number only contains
characters A-F and numbers.



FortKnox Firewall

personal firew

Flease enter registration information:

The Product is licensed to:

Qrder email:

Serial number:

o Jl cancer

4. Working with FortKnox Personal Firewall

After you have successfully installed FortKnox Personal Firewall on your computer, the
FortKnox Personal Firewall icon will appear on your desktop. Double-clicking the icon will
launch the FortKnox Personal Firewall . This interface allows you to configure individual
aspects of the application.

4.1. System tray icon

Once the application is started, you can see a small red/black icon in the system tray,
indicating that the application is running. By right-clicking on the tray icon, a context menu
will popup:



@ Fortknox Personal Firewall
Block All

v  Mormal
Allow All

Statistics
Connections
Advanced

Options

Applications
Traffic Log

Enable Metwark Connections
Dizahle Metwork Connections

i@ About

# ExitFirewall
LA | e - e “J’,‘f e }E‘I ‘muwmﬂh

VeXe E

The following options are available:

FortKnox Personal Firewall - click this option to hide or show the main application screen.
Block All - when set, this option will block all incoming and outgoing traffic.

Normall - when set, firewall will filter traffic based on firewall rules.

Allow All - when set, this option will allow all incoming and outgoing traffic.

Statistics - shows statistical information about incoming and outgoing traffic and attacks.
Connections - shows active network connections.

Advanced - allow to set extended user rules for filtering traffic.

Options - this option will open application configuration dialog.

Applications - shows individual application rules.

Traffic Log - show log of all network traffic inspected by firewall.

Enable Network Connections - enable all network interfaces in the system.

Disable Network Connections - disable all network interfaces in the system.

About - this option will show application about dialog.

Exit - this option will quit the application.

4.2. Network connection confirmation

FortKnox Personal Firewall allows network connection confirmation in real-time. Users
have the option to allow or deny network connections for the individual applications.



When a connection is going to be established the following dialog will popup:

FortKnox Firewall

B I o n a i I

@; Firefox

is trying to communicate to qy-in-f100.google.com.

Connection details:

Remote host: 74.125.91.100:80
Feason: HTTF - Web browsing
Pratocal: TCP

General advice: Allow

Allow this network communication?

D Remember my answer
and do not ask me next time
for this application.

ves Jil Mo |

This dialog offers the following actions:
Yes - connection will be allowed.

No - connection will be denied.

Remember my answer and do not ask me next time for this application - firewall will
save your decision and next time will not ask again. Rules for individual applications
can be changed in the Applications menu.

4.3. Process activity confirmation

FortKnox Personal Firewall allows process confirmation for some suspicious activities.
Users have the option to allow or deny such activity.

When an action is going to be happen the following dialog will popup:



FortKnox Fir

SE

o rs onal I

E Process:

awft.exe
is trying to write data into the remote process:
Firefox

Allow this action?

(] add to the Trusted Applications
and do not ask me next time
for this application.

ves Jil  No |

This dialog offers the following actions:
Yes - action will be performed.

No - action will be denied.

Add to the Trusted Applications and do not ask me next time for this application -
firewall will save your decision and next time will not ask again. To reset these rules press
the Reset Trusted button in the Options/Enhancements menu (near the Enable
Process Defense System option). Note: Process Defense System option has to be enabled
to allow process activity confirmation.

Confirmation actions are:

- Writing to remote process

- Browser execution

- Active desktop background changes
- ApplInit_DLLs registry key changes

4.4. Window handling icons

There are four icons at the right-top corner of the program interface. Minimize button (top-
left) allows you to minimize application windows to the system tray. Maximize/Restore
(top-right) button allow you to maximize application window to the maximum width and
height of your desktop and restore it to the previous size. Help (bottom-left) button displays



help information about currently open dialog. Information (bottom-right) button will show
about dialog.

@ FortKnox Personal Firewall Help

The Metwork traffic and attack history window shows
I graphs forincoming and outgoing data and graph
| of attacks happened in lasttime period.
h
||

5. Application Interface

5.1. Statistics

The statistics dialog shows information about incoming and outgoing traffic history and
history of happened attacks.



* FortKnox Firewall
A personal firewall

Network Traffic and Attack History

Statistics

::_ Connections

| Advanced

E‘: Options
II Applications

' r '

. Traffic Log

RETGATE TECHNOLOGIES

5.2. Connections

The connection dialog shows all active network connections in the system. Every item
shows local and remote IP addresses or only local IP addresses for listening states, status of
the connection and associated process.



* FortKnox Firewall
" personal f re w

Active Network Connections
W 127.0.0.1:1063 = 127.0.0.1:1064 ESTAB-M (@ Firefox g
- O 127.0.0.1:1069 = 127.0.0.1:1070 ESTAB-IN (@ Firefox | |
_ ) 127.0.0.1:1064 = 127.0.0.1:1063 ESTAB-OUT @ Firefox
9C0nn&cﬂons 21 127.0.0.1:1070 -= 127.0.0.1:1069 ESTAB-OUT @)Firefnx
- Op 0.0.0.0:0 LISTEN-IP FLsA shell (Export Version)
Op 127.0.0.1:5354 LISTEN-TCP [T Banjour Semice
Op 10.0.0.7:139 LISTEM-TCP [FNT Kernel System
O 0.0.0.0:135 LISTEN-TCP [ Generic Host Process for Win22 ¢
Op 0.0.0.0:445 LISTEN-TCP [T]NT Kernel System
= Applications O 0.0.0.0:8211 LISTEN-TCP (@ Spy Emergency Malware and Spa
B E& 0.0.00:8212 LISTEMN-TCP @Sp'f Emergency Malware and Spa
n Traffic Log O 0.0.0.0:8213 LISTEN-TCP @) Spy Emergency Malware and Spa
B Eﬁ 0.0.0.0:8214 LISTEN-TCP @Sp'f Emergency Malware and Spa
oy ey e —- P
[ Defails ]
Whols Lookup
METGATE TEC

Details - shows details about selected item.
Block Connection- denies selected network connection.

Trace Route - shows network route to the selected item’s destination. (Note: this method
use ICMP messages and some systems may block this kind of traffic)

Whols Lookup - lookups selected item’s destination or entered domain name in the whois
database.

Terminate Process - terminates selected item’s process.

Show on Map - option shows selected IP address on the map.



5.3. Advanced

The advanced dialog allows editing of extended application rules. These rules have more
priority than application rules.

* FortKnox Firewall
personal firewa

Advanced Firewall Rules/Filtering
[ i 0
R s I [ Eatrue
::_ Connections (v
@ Enable Site Control System
Filtering proxy server port: B8z15
Blocked Domain list:
= o —
#==% Applications I
i
_Trafﬁc Log (7]
ﬂ About D Enable Ad Blacking D Enable Referer Blocking
- (O] Enable Activex Blocking (] Enable Cookies Blocking
II Support
NETGATE TECHNOLOGIES

Add rule - adds new advanced rule.

Edit Rule - edits selected advanced rule.

Remove - deletes checked advanced rules.

Note: The following functionality under Advanced menu is supported for Internet Explorer
(with disabled protected mode under Windows Vista), Mozilla Firefox and Opera browsers
only.

Blocked Domain list - this list contains used defined domains that should be blocked. To
add new domain name use Add... button, to remove it you should use Delete button.

Enable Site Control System - enables blocked domain list functionality.

Filtering server proxy port - port of the filtering http proxy server, only experienced user
should change this value.



Enable Ad Blocking - enables ad filtering functionality.
Enable ActiveX Blocking - enables blocking of ActiveX installation files (.cab, .ocx).

Enable Referer Blocking - enables blocking of referrer field of the HTTP header, this field
use some sites to track down pages from which you have come and may not work with this
option enabled.

Enable Cookies Blocking - enables blocking of internet browsers cookies, sites use
cookies to save information between sessions, some sites may not work with this option
enabled.

Apply - applies changes under Advanced menu. Note: You may need to restart your
internet browser to apply changes.



Add/Edit Advanced Rules dialog:

FortKnox Firewall

Add Advanced Rule: “

Description: Protocol: TCP =

Route: Outgoing * Action: Deny *

Frocess: —

User: - = Temporary restriction: - -

Hour range: 00 -+ -8&00 - Daterange 5_23- 22003 w 23 2.2003 V
Local host: Femaote host:

@ All addresses D All addresses

D MAC address: D MAC address:

D IF address: @ IP address:

Part: : : k Port:

Subnet Mask: - - Subnet Mask: - -

[ ok __J Cancel |

Description - field could be any text to identify the rule.

Protocol - is the type of protocol that is used to communicate between two computers, use
Any protocol to match all protocols.

Action - action to be performed for the specified rule; Allow - allow connection, Deny -
deny connection.

Route - could be incoming and outgoing, use 'Any' to match both directions.

Process - field could be empty to match all applications or use ... button to limit rule to a
specific application only. To limit rule to a specific time period or specific user, use User and
Temporary restriction lists.

Local host - is IP address of your computer. Your computer can have more than one
network card. Use All addresses option to match all your network interfaces or you

can specify individual network card/address by entering MAC address or IP address. When
entering IP address you have the option to specify Port and Subnet Mask.



Remote host - is the IP or MAC address of the remote computer. Address 0.0.0.0 with
mask Any means any IP address.

5.4. Options

The Options dialog allows configuration of individual functions of FortKnox Personal
Firewall .



General Tab:

* FortKnox Firewall
personal firewa

[ _Enhancements Il Looging __Jil _Wiscellaneous

Metwork Meighborhood:

= 7 Statistics D Disable sharing of my files and printers

_ D Disable Metwork Meighborhood browsing
| Connections

Motification:

D Show security notification messages in the system tray

D Show blocked applications messages in the system tray

Startup:

Applications @ Automatically load firewall at Windows startup

Skins/Languages:
Active skin: Default - Active language: English -

Fasswoard Protection:

Protects your security settings from being changed. [ Set Password |
Apply

ARDNE0

RETGATE TECHNOLOGIES

Disable sharing of my files and printers - when option is active all access to your files
and printers is blocked.

Disable network neighborhood browsing - active option disables browsing of shared
resources of the network computers.

Set Password - button allows you to protect firewall settings from being changed by setting
access password.

Show security applications notification messages in the system tray - when active,
information balloon will popup when security message occurs.

Show blocked applications notification messages in the system tray - when active,
information balloon will popup when application is blocked.

Automatically load firewall at Windows startup - when active, firewall will be launched
at system startup.

To change language and skins settings that match your individual preference set Active
language and Active skin lists.

To apply all changed settings on the General tab, press the Apply button.



Enhancements Tab:

FortKnox Firewall

personal f e W a

| Wiscellaneous |
Enhancements:
= 7 Statistics @ Enable Intrusion Prevention System @ Enable portscan detection
B @ Enable MNetBIOS Protection @ Enable DoS detection
E3 connections (M) Biock Universal Plug and Play traffic (W) Enable local network traffic
(W) Enabie 05 fingerprint masquerading (M) Enabie time synchronisation
(M) Enable anti-MAC spoofing (W) Enable DHCP
(M) Enable anti-DNS spoofing (M) Enabie Dns
D Enable anti-IP spoofing
@ Enable fingerprint authentication
(O Automatically block attacker for: 700 second(s) et
D Block fragmented packets
(M) Enable Process Defense System
@ Enable Applnit DLL Protection
HETGATE TECHNOLOGIES

Enable Intrusion Prevention System (IPS) - IPS is integrated Intrusion Detection
System (IDS) which detects known threats in the packet stream and actively response to
them. When a threat is detected based on a signature, user is automatically notified about it
and depending on default action, threat is blocked.

Enable NETBIOS Protection - option automatically blocks all NETBIOS communication
from computers located outside of local subnet range.

Block Universal Plug and Play traffic - option blocks UPnP traffic which is often used for
distributed denial of service attacks. Note: you should disable this option if some of your
application requires the UPnP protocol to operate.

Enable OS fingerprinting masquerading - option blocks common attackers methods to
detect your operating system.

Enable anti-MAC spoofing - option blocks all unexpected ARP traffic which was not
requested by your system. MAC spoofing is a way to hijack a communication session
between two computers in order to hack one of the machines.

Enable anti-DNS spoofing - option blocks all unexpected DNS responses to your system to
prevent DNS attacks.

Enable anti-IP spoofing - option randomize sequence number for each



communication packet to prevent hijacking of communication session with IP spoofing
attack. Note: some network cards could be incompatible with option.

Enable fingerprint authentication - option verify every application for file changes. To
reset all fingerprints for all application use Reset fingerprints button.

Automatically block attacker for: - when option is enabled, all attacks to your system are
automatically blocked for specified time period. To reset blocked attackers IP list press the
Reset button.

Block fragmented packets - when enabled, option drops all fragmented IP packets.

Enable Process Defense System - option ensures integrity of applications and confirms
potentially suspicious process actions. When enabled Confirm process action dialog will
popup when such activity is detected. To reset all Trusted applications use Reset Trusted
button.

Enable AppInit DLL Protection - option notifies user about this registry change by
applications.

Enable portscan detection - option detects, notify and block scanning of your ports which
is common hacker action to find out if you have some ports open and usable for attacks.

Enable DoS detection - option checks all traffic for known Denial of Service (DoS) attacks
which overload system services and block usage of services by common users.

Enable local network traffic - option allows traffic on local network subnet range.

Enable time synchronization - option allows traffic for time synchronization over Internet
servers.

Enable DHCP - option allows the Dynamic Host Configuration Protocol traffic which can be
used to automatically assign IP addresses and other TCP/IP configuration information. Note:
if you disable this option and you need DHCP for correct functionality of your system, you
must create an advanced rule for UDP packets on remote ports 67 and 68.

Enable DNS - option allows domain name resolution to IP addresses. Note: if you disable
this option, you must create an advanced rule that allows UDP traffic for remote port 53.

To apply all changed settings on the Enhancements tab, press the Apply button.



Logging Tab:
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Logs:
E ® statistics @ Enable Security Log Maximurn fraffic log size (KB): 4096
@ Enable System Log Maximum packet log size (KB): 10240
Connections
s @ Enable Traffic Log
Delete old log files after (days): an
[ ez | D Enable Packet Log
E-Mail Motification:
Options
5 = () Enabie Notification
|| Applications From: Server:
o To: Login:
: T_mmc Log Cc Password:
n Subject: .
| About Test E-Mail
II Support Apply

RETGATE TECHNOLOGIES

Enable Security log - option enables logging of important and security events.
Enable System log - option enables logging of events related to firewall functionality.
Enable Traffic log - option enables logging of all inbound and outbound network traffic.

Enable Packet log - option enables logging of all communication packets including their
data.

To limit size of the traffic and the packet log use Maximum traffic log size and Maximum
packet log size options.

Delete old log files after - option sets humbers of days after which are the old log files
deleted. Setting value to zero turns this option off.

Enable Notification - option turns on e-mail notification when security event occurs. To
test your e-mail settings use the Test E-Mail button.

To apply all changed settings on the Logging tab, press the Apply button.



Miscellaneous Tab:

* FortKnox Firewall
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[ General Ml Enhancements ]
ICMP:
Incaminag:
| R (M) 0 Echo Reply O @ Ecno (O3 (14) Timestamp Reply
@ (3) Dest. Unreachable @ {11} Time Exceeded D (17} Address Mask Rq.
| Comeciins O ) source auencn (O 12y Param. Problem [ (12) Address Mask Rp.
- D (5) Redirect D {(13) Timestamp
{18 Advanced Outaoing:

- (0) Echo Reply (M) () Echo [ 14) Timestamp Reply
g Epﬁons D (3) Dest. Unreachable D {11) Time Exceeded D (17) Address Mask Rq.
= D (4) Source Quench D {12) Param. Prablem D (18) Address Mask Rp.

-'lipplicaﬁons D (5) Redirect D (13) Timestamp

Updates:
n T_rarﬁc Log @ Motify me about newer version m
n _— D Automatically update signatures

k3 Host: Port: Proxy Type:
L g Login: Password: HTTP T

[ Apply ]
METGATE TECHNOL

ICMP - settings for incoming and outgoing packets. Change these settings only if you are
experienced user.

Notify me about newer version - option will notify you when a new version of FortkKnox
Personal Firewall is available.

Automatically update sighatures - when option is enabled, new signatures will
be automatically downloaded and installed from the server. To update signatures
manually, press the Update button.

To apply all changed settings on the Miscellaneous tab, press the Apply button.



5.5. Applications

The Applications dialog shows all application specific rules. Every rule can have allow, deny
or ask action set and every application connection that was confirmed by you is listed here.

* FortKnox Firewall
personal f rew a

Individual Application Rules

DE Banjour Service Allow C:\Program Files\BonjoeurmDMNSResp 3
(& | Statistics D@ Spy Emergency Malware and Spam Filteri..  Allow C\Program Files\NETGATE\Spy Emen
- D@, Firefox Allow CAProgram Files\Wozilla Firefoxfirefox. u
g Connections D@ Spy Emergency 2009 Allow CAProgram Files\WETGATESpy Emen
. D"’@ Trillian Allow CAProgram Files\Trillianttrillian.exe
DE MNT Kernel _System Allow CAWINDOWS\System32intoskrnl.exe
D-@- FPapTray E-Mail MNotifier Allow CAProgram Files\PopTray\PopTray. exe
Dm PADGen - Portable Application Descriptio... Allow C\Program Files\PADGen\PADGen.ex
D._‘S} Qutlook Express Allow CAProgram Files\Outlook Expressimsi
Applications D.‘} Opera Internet Browser Allow CAProgram Files\Opera\Opera.exe
o DQ Mozilla Thunderbird Allow CProgram Files\Wozilla Thunderbirdit
| Traffic Log M windows Media Plaver Allow CAProaram FilesWindows Media Play &
- Desclect Al
Y suopor L ———

METGATE TECHNC

Select All - selects all items in the list.
Deselect All - deselects all items in the list.

Allow - sets selected items to allow mode; such process traffic will be automatically
allowed.

Deny - sets selected items to deny mode; such process traffic will be automatically blocked.
Ask - sets selected items to ask mode; confirmation for such process will popup.

Remove - this option deletes selected item/rule from the list.

Import Rules - imports saved applications and advanced rules from a file.

Export Rules - saves current applications and advanced rules to a file.



5.6. Traffic Log

The Traffic Log dialog shows all the network traffic inspected by the FortKnox Personal
Firewall .

? FortKnox Firewall
1 ” personal f re W B

Traffic Log 132009 |
¢ 07:39:36 _ 10.0.0.7:68 > 255.255.255.255:67 AMllowed  CAWINDOWSisystem3zis O3
(& Statistics Op 07:39:36  10.0.0.7:68 =- 10.0.0.267 Allowed CUWINDOWSsystem32is Il
= &0 07:39:36  10.0.0.7:137 == 10.255.255 265:137 Asked CWINDOWS\System32ir
:’ Connections \;J' 07:39:38 100071025 =10.0.0253 Allowed CAProgram Files\Bonjour!
_ I_‘& 07:39:38 100071025 =-10.0.0.2:53 Allowed CAProgram Files\Bonjour!
h Advanced &1 07:30:38  10.0.0.7:5353 > 224.0.0.251:5353 Allowed C:\Program Files\Bonjour
h ¢J07:39:39  10.0.0.7:137 -= 10.255.255 255,137 Allowed CWINDOWS\System32ir
“_ Options O 07:39:39  10.0.0.7:137 = 10.0.0.7:137 Allowed CAWINDOWS\System32ir
. &1 07:30:39  10.0.0.7:0 = 224.0.0.2:0 Allowed CWINDOWS\System32ir
o] Applications 107:29:29  10.0.0.7:5352 = 224.0.0.251:5353 Allowed C:\Program Files\Bonjour'
H_I 07:39:39  10.0.0.7:5353 -= 224 0.0.251:5353 Allowed CAProgram Files\Bonjour!
&0 07:39:39  10.0.0.7:5353 = 224.0.0.251:5353 Allowed C\Program Files\Bonjour!
g 07:39:40 10.0.0.7:5353 -= 224.0.0.251:5353 Allowed CAProgram Files\Bonjour! (v ]
[ Details ] Traffic =
[ Export. ]

Details - shows details about selected item.

Trace Route - shows network route to the selected item’s destination. (Note: this method
use ICMP messages and some systems may block this kind of traffic)

Whols Lookup - lookups selected item’s destination or entered domain name in the whois
database.

Export... - save active log file to the file.
Delete - deletes saved log file/files.
Show on Map - option shows selected IP address on the map.

To switch between different types of log files use the list near to the Details button.



5.7. Buy/About

In the trial version this dialog shows FortKnox Personal Firewall features; in the registered
version this dialog shows information about registered user. After registration the Buy
button will change to About button after next program start.

* FortKnox Firewall
personal firew

FortkKnox Personal Firewall

What will purchase of Fortknox Fersonal Firewall brings you?
l ' Statistics

- Protection against hacker attacks, spyware and trojan horses

Connections - Complete control how individual applications communicate over netwark

- Built-in Intrusion Prevention System
= Advanced
— - Statefull Packet and Deep Packet Inspection firewall technologies

“_ Options - Intuitive and clear user interface

ll Applications

# Traffic Log

- Ad Blocking and Site Control System
_ - Premium technical support

- And much mare...

To visit our online shop now please press the ‘Buy Mow’ button or navigate your web browser

o
hitp:ifwww.netgate skiorderfindex.php?product=2

Enter serial - by pressing this button user has the option to enter registration information;
the registration dialog will popup.

Buy Now - by pressing this button your default browser windows will be shown and the
online shop web page will be displayed allowing purchasing the product.



5.8. Technical support

The Technical support dialog allows users to send e-mail message to the FortkKnox
Personal Firewall technical support team. To send a message fill in email, name and
description and press the Submit button to send the message. User can additionally add
attachment by pressing the ... button.

* FortKnox Firewall
personal f rewa

Fortknox Personal Firewall Technical Support

The Fortknox Persanal Firewall Technical Support service is here to help in problematic
"‘ e situations. Please contact our technical suppart team using this form:
= 7 Statistics

-—p Your email:*
- Connections

Your name:?*

FProblem description:®

= Applications

| — Attachment: el
| ]

: .Iraﬂic Log All fields marked with * are required. Please ensure that you are connected to the Internet before

submitting.

METGATE TECHMOLOGIES

6. Technical support

Technical support team can be reached at support@netgate.sk .

All other questions regarding sales or general information questions please direct to
netgate@netgate.sk .




